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Abstract: In order to quickly and accurately find the implementer of the network
crime, based on the user portrait technology, a rapid detection method for users
with abnormal behaviors is proposed. This method needs to construct the abnormal
behavior rule base on various kinds of abnormal behaviors in advance, and
construct the user portrait including basic attribute tags, behavior attribute tags and
abnormal behavior similarity tags for network users who have abnormal behaviors.
When a network crime occurs, firstly get the corresponding tag values in all user
portraits according to the category of the network crime. Then, use the Naive
Bayesian method matching each user portrait, to quickly locate the most likely
network criminal suspects. In the case that no suspect is found, all users are
audited comprehensively through matching abnormal behavior rule base. The
experimental results show that, the accuracy rate of using this method for fast
detection of network crimes is 95.9%, and the audit time is shortened to 1/35 of
that of the conventional behavior audit method.

Keywords: User portrait; abnormal behavior audit; network crime; abnormal
behavior rule base

1 Introduction

With the rapid development of network technology, a large number of e-government and e-commerce
systems based on traditional network platforms or cloud platforms are increasingly put into use, aiming to
provide users with convenient remote services. However, some systems have low maturity, insufficient
security considerations, and insufficient precautionary measures. There are often some operation bugs or
security holes, which provide some network hackers or network criminals with opportunities. By pretending
to be normal users, abusing and maliciously using resources, they wait for opportunities to change or steal
important data, carry out vulnerability scanning and port sniffing, even implant Trojans or launch attacks,
which pose a serious threat to some e-government systems or e-commerce systems built on traditional
network platforms or cloud platforms.

Although these platforms are usually deployed with firewall, intrusion detection system, intrusion
prevention system and other security protection measures, they are often powerless to disguise users who
are legally registered or uninvited guests who across the wall. Although these platforms also usually have
a logging system that can be audited after the fact, due to the large number of users in the platform, the
amount of real-time recorded operational behavior data is so huge that it is difficult to handle with
conventional storage and computing resources. Therefore, the audit efficiency is very low, and the accuracy
is even more difficult to guarantee.
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Therefore, researching and designing an efficient auditing method for network crime can help find
suspicious users and detect network crime cases timely and accurately. It is of great significance to
effectively guarantee the security of network platforms or cloud platforms.

Data shows that repeated crime is common [1,2], and there are many researches on criminal record
[3,4]. At present, relevant theories and methods have been widely used in police case solving. In view of
this, this paper applies the idea to the audit of network crime, and proposes a method of detection of network
crime based on user portrait. The main research ideas are as follows: In advance, construct the abnormal
behavior rule base for all kinds of abnormal behaviors, and construct the user portrait including basic
attribute tags, behavior attribute tags and abnormal behavior similarity tags for the network users who have
ever had abnormal behaviors. When a network crime occurs, firstly, according to the category of network
crime, get the corresponding tag values of all user portraits; then quickly audit the online users who have
had abnormal behaviors by matching user portraits to lock the network criminal suspect approximately. If
no suspect is found, the method of matching abnormal behavior rule base is used to audit all users.

The innovations of this paper are as follows:

(1) Construct user portrait for network users who have ever had abnormal behaviors. Through
constructing basic attribute tags, behavior attribute tags and abnormal behavior similarity tags, the behavior
characteristics of users are accurately depicted; according to the statistics and analysis results of repeated
crime rate, the key audit is carried out for these users.

(2) An efficient detection method of network crime is proposed. When the network crime occurs, we
can find the most suspicious first k users by quickly matching user portraits, and then audit them, which
can greatly improve the efficiency of behavior audit.

2 Related Work

In order to detect network intrusion effectively and accurately, some scholars put forward the network
intrusion detection model, and research and design the corresponding intrusion detection methods. Denning
[5] proposed the intrusion detection model for the first time by monitoring the audit records of the system to
find abnormal patterns used by the system, thereby detecting violations. Jia et al. [6] established a
convolutional neural network model and applied it to network intrusion detection, effectively improved the
classification accuracy of intrusion detection. Wei et al. [ 7] proposed a new intrusion detection method based
on deep belief network (DBN) and extreme learning machine (ELM), combining the ability of automatic
feature extraction of DBN and the advantages of rapid learning and good generalization of ELM, which
improved the recognition rate and operation efficiency of intrusion detection. Creech et al. [8] proposed a
new host-based intrusion detection method, which applied semantic structure to kernel-level system calls,
improved detection rate and reduced false alarm rate. Xie et al. [9] combined the intrusion detection with
single class SVM algorithm and proposed an anomaly detection system of ADFA-LD data set. The proposed
technology can achieve acceptable performance while keeping the computing cost at a low level.

The above intrusion detection methods can detect network intrusion behavior to a certain extent, but it
can only be used to distinguish normal and abnormal behavior, and cannot audit specific users.

The log records the process of all activities related to the security operation of the user, which is an
important basis for security event tracing and forensics analysis [10]. By mining the log data, we can find
the abnormal behavior of malicious users. For the log data set containing UNIX commands, Schonlau et al.
[11] used the method of mathematical statistics to extract the number of users, the proportion of total times
of command occurrence and the proportion of times of single user command occurrence, and used these
characteristics to analyze whether there is abnormal behavior in the data set. Duan et al. [12] summarized
the characteristics of 22 common security threat events and wrote them into the rule base, and detected
abnormal behaviors by matching logs with the rule base.

Wang et al. [13] established a log analysis model that used signature-based methods and related analysis

algorithms to extract security events from collected logs with acceptable false positives. Zhao et al. [14]
designed and implemented a pattern mining algorithm for the host operating system log based on the idea of
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association rules, which transformed the process-level log data describing the system operation into the log
describing the user behavior, and provided more appropriate information for the cloud data security audit.
Tian et al. [15] proposed a block-based log recording method and a public audit method based on binary
audit tree, which can realize error location and support selective verification of multiple log blocks.

The above log audit methods can analyze the user's behavior through the user’s log, but the accuracy of
judging whether the user's behavior is abnormal needs to be improved.

Giuseppe et al. [16] put forward the concept of user portrait, which is widely used in precision marketing,
recommendation system and other scenarios [17,18]. Zhu et al. [19] used user portrait for abnormal
behavior detection, constructed user portrait of normal users, used the method of machine learning to learn
the behavior of normal users, and judged whether the tested behavior was abnormal through Mahalanobis
distance and isolated forest algorithm. G. Zhao et al. [20] used basic tag, function tag, level tag, and behavior
tag to establish user portrait of normal users, and then used pattern matching algorithm to detect anomalies
and achieve precise positioning. Wang et al. [21] defined a variety of tags, established user portrait for
normal users, obtained user behavior characteristics through various means such as log mining, and
matching with user portraits, to find abnormal behaviors of users.

The above abnormal behavior detection methods based on user portrait are all to judge whether the
behavior is normal by constructing user portrait for normal users and analyzing the behavior of normal
users, but they cannot distinguish the types of abnormal behavior, and the description of user behavior is
not comprehensive.

3 Construction of Abnormal Behavior Rule Base

In order to accurately judge whether the user's behavior is abnormal, this paper constructs an abnormal
behavior rule base for each abnormal behavior, and judges whether the user's behavior is abnormal by
matching the user's behavior sequence with the abnormal behavior rule base.

Each abnormal behavior rule base contains all the rules of the abnormal behavior. Each rule contains
an abnormal behavior number and an operating frequency. This paper uses the behavior sequence of all
abnormal users in the database to construct an abnormal behavior rule base.

The steps to construct the abnormal behavior rule base are as follows:

Step 1: Count the behavior and frequency of each abnormal user.

Step 2: Use the hierarchical clustering algorithm to cluster users according to the distance of the
behavior sequence. The distance J (A, B) between the two sequences A and B is calculated as follows:
](A B) __|AnB| _ |ANB| (1)

" lauB| _ |Al+|BI-]AnB|
where, 0<J(4, B)<1.
Step 3: Get the common operations and operation frequency of each class cluster.

Step 4: Calculate the average frequency of each common operation as the frequency in the abnormal
behavior rule, and get the abnormal behavior rule: {operation 1: average frequency; operation 2: average
frequency Operation n: average frequency}. (Assume there are n common operations).

4 Construction and Update of User Portrait
4.1 Construction of User Portrait
4.1.1 User Portrait and Its Composition

User portrait is a highly refined version of the user, which transforms the user’s attribute characteristics
into regular and computer-readable data format. It is mainly used in precision marketing, recommendation
system and other scenarios. To characterize the user's behavior more accurately, this paper constructs a user

portrait for each user who has ever had abnormal behavior. The composition of the user portrait is shown in
Tab. 1.
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Table 1: Composition of user portrait

first-level tag second-level tag
basic attribute user category
behavior attribute historical abnormal behavior statistics

behavior statistics
abnormal behavior similarity abnormal behavior similarity

4.1.2 Construction of Basic Attribute Tags

Basic attributes are static attributes of the user, such as: user category, permission level, etc. Since the
data set used in this paper only contains Linux commands, the basic attribute tag in this paper only include
user category. The user category includes three categories: ordinary user, super user, and administrator.

The basic attribute tag can be directly obtained by the information on the user’s data.

4.1.3 Construction of Behavior Attribute Tags

Behavior attribute tag include two sub-tags: history abnormal behavior statistics and behavior statistics.
Among them, the historical abnormal behavior statistics tag records the number of abnormal behaviors of
the user, which can intuitively display the historical abnormal behaviors of the user; the behavior statistics
tag calculates all the operations and frequency of the user in a period of time.

The historical abnormal behavior statistics tag is expressed in the form of a dictionary: {abnormal
behavior 1: number 1, abnormal behavior 2: number 2 abnormal behavior n: number n}. During initialization,
the number of abnormal behaviors is 0. When abnormal behaviors occur, the corresponding number of
abnormal behaviors is updated.

The steps for constructing behavioral statistics tags are as follows:

Step 1: read the behavior sequence of the current user;

Step 2: get the operation number contained in the sequence;

Step 3: count the number of each operation;

Step 4: get the behavior statistics tag, which looks like: {operation 1: number 1, operation 2: number
2, ..., operation n: number n}.

4.1.4 Construction of Abnormal Behavior Similarity Tags

The abnormal behavior similarity is the similarity between the user's behavior sequence and various
abnormal behavior rule bases. For each abnormal behavior, the similarity between the user behavior
sequence and the rule base is calculated by matching the user's behavior sequence with the rules in the
abnormal behavior rule base.

For each abnormal behavior, the construction steps for abnormal behavior similarity tags are as follows:

Step 1: Get the user’s behavior sequence F.

Step 2: Calculate the similarity between the behavior sequence F and each rule in the abnormal behavior
rule base by matching F with each rule in the abnormal behavior rule base. The calculation formula of the
similarity S; between the behavior sequence F and the rule i is as follows:

- >
where, |si], [s2], ...|sn|, respectively represent the average frequency corresponding to operation 1, operation
2, ..., operation n in the rule; and |my|, |my|, ... |my| respectively represent the frequency of corresponding
operations in the behavior sequence F.

In order to more accurately calculate the similarity between user behavior sequence and rules, this paper
designs some rules for the value:
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Step 3: Calculate the abnormal behavior similarity, that is, the similarity between the user behavior
sequence and the rule base. Since the user behavior sequence matches any rule in the rule base, it means that
the user’s behavior belongs to the abnormal behavior. In this paper, the maximum value of the similarity

between the user behavior sequence and the rule in the rule base is used as the similarity of the abnormal
behavior.

The calculation formula of the abnormal behavior similarity SIM; of the user behavior sequence to the
abnormal behavior t is as follows:

SIM, = max (S} @)
0<ism
where, m is the number of rules in the rule base of abnormal behavior t.

After three kinds of tags are constructed, a complete user portrait is formed. Fig. 1 is an example of
user portrait. Since the data set contains six types of abnormal behavior.

ordinary user
N Webshell
Adduser Yvebshe
imilari similarity:
similarity: 0.889
0.996 g
N |
Hydra-FTP l\f[et-el‘pf‘eter
similarity: similarity:
0.996 0.701
N |
Hydra-SSH Java-Meterpreter
similarity: similarity: 0.868
0.464 %
N

UAD-Adduser-1-1371

behavior historical abnormal
statistics: behavior statistics :
{'102': 10, '265": {Adduser:1,
75, '168': 194} Hydra-FTP:0,
Hydra-SSH:0,

Java-Meterpreter:0,
Webshell:0,
Meterpreter:0}

Figure 1: An example of user portrait
Adduser, Hydra-FTP, Hydra-SSH, Java-Meterpreter, Meterpreter, and Webshell, the abnormal
behavior similarity tags contains 6 tags.
4.2 Update of User Portrait

To find the abnormal behavior of uses in time and deal with it as soon as possible, the update frequency

of the user portrait can be set according to the actual situation, and the update time can be selected as the
least busy time.

The updating process of user portrait is as follows:
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Firstly, judge whether the user’s behavior is abnormal according to the user’s behavior attribute tags
and abnormal behavior similarity tags: if the user's behavior is abnormal behavior, add 1 to the corresponding
number of historical abnormal behavior.

Then, the user’s behavior sequence is updated, and the user’s operation and frequency are counted to
construct the behavior statistics tags.

Finally, the current user’s behavior sequence is matched with the abnormal behavior rule base, and the
abnormal behavior similarity is calculated. So that the abnormal behavior similarity tags are obtained.

5 Detection of Network Crime
5.1 Design Principle of Network Crime Detection

The basic principle of network crime detection is shown in Fig. 2. When a network crime occurs, firstly,
according to the category of the crime, use the historical abnormal behavior statistical tag and the abnormal
behavior similarity tag to audit the users in the key user portrait database; If no suspicious users are found in
the fast detection based on the user portrait, the abnormal behavior audit method based on the abnormal
behavior rule base is used to audit all user logs, and the user portrait with abnormal behavior is constructed.

user
portrait

abnormal behavior | historical abnormal
similarity tag ~ |behavior statistical tag

Soo th category of v d"
. Judge the i ast detection
Detect cyber crimel & enme
. » category of » based on user
and start audit . .
crime portrait

Output abnormal

user ID, and end
audit abnormal

user ID

i Ssuspicious usel
are found

category of
crime

abnormal
behavior rule

Output abnormal abnor‘g‘l Abnormal behavior
user ID, and end |&—== audit based on rule
audit base

abnormal
behavior
rule base

Build user |
portrait

4

Figure 2: Detection process of network crime

5.2 Fast Detection Method Based on User Portrait

The fast detection process based on user portraits is as follows: Firstly, determine the correlation value
with various abnormal behaviors according to the category of network crime. Secondly, the historical abnormal
behavior statistics tags and abnormal behavior similarity tags of all key users in the user portrait database are
obtained. Then, the Naive Bayes method is used to calculate the crime probability of each key user, and the top
k users with the highest crime probability are found. Finally, judge whether there are suspicious users in the k
users: if there are suspicious users, output the ID of the user, and the detection is over.

The calculation formula of crime probability is as follows:

t
Perr:z})i*ci (5)
i=1

1
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where, P; is the abnormal behavior probability of the class 1 abnormal behavior, C; is the correlation value
between the current criminal behavior and the class i abnormal behavior, and t is the number of types of
abnormal behavior.

The abnormal behavior probability is the probability of the abnormal behavior of the current user. The
abnormal behavior probability P; is determined by the abnormal behavior similarity S; and the number of
historical abnormal behaviors Ni. The value range of S; is [0, 1], the value range of Nj is [0, + oo] (1<i<m, m
is the number of users with user portrait). In order to eliminate the impact of different indicators due to
different dimensions, we first normalize the indicators S and Ni: 7 _ ¢ / S Y, =N, / Sy Then the

linear weighting method is used to calculate the probability of abnormal behavior, and the calculation
formula is as follows:

P =w,*Z +w,*Y, (6)

1

where, w; and w; are the weights of the two indicators, which are obtained by using the analytic hierarchy
process. Here, due to the indicator Z; is more important than the indicator Yi, we can obtain the weight
through qualitative and quantitative analysis: w; = 0.875, w, = 0.125.

The algorithm is as follows:

Algorithm 1. Fast detection algorithm based on user portrait
Input: number of users m, k, category of network crime, upper limit of normal behavior Trormal
Output: ID of abnormal users

1. According to the category of network crime, get the correlation value Ci between the
category and various abnormal behaviors;

2. Get the number of historical abnormal behaviors Ni and the abnormal behavior similarity
Si in the user portrait(1<i<m);
3. for(i=1;i<m;j++)
Calculate the crime probability;

end for

for(j=1;j<k;j++)

4
5
6. Find the top k users with the highest crime probability;
7
8.  Get the user's criminal behavior probability P;

9

if(P>> Thorma)
10.  Output the ID of the user;
11. end for;

The complexity of Algorithm 1 mainly depends on the first for loop of 3-5 lines and the second for loop
of 7-11 lines. The complexity is O (m) and O (k) respectively. So the complexity of algorithm 1 is O (m) +
O (k).

5.3 Audit Method Based on Abnormal Behavior Rule Base

The audit process based on the abnormal behavior rule base is as follows: Match the current user’s
behavior sequence in the user’s operation log with the most relevant abnormal behavior rule base, and use
formula (2) to calculate the similarity between its behavior sequence and each rule. Then, select the
maximum similarity value Snax, and judge whether the value is greater than the threshold value Dpormal of the
user’s abnormal behavior similarity: If Smax > Dnomai, the user's behavior is abnormal, the user’s ID is
recorded, and the user’s portrait is constructed. Continue to audit the remaining users until all users have
completed the audit.



24 JIHPP, 2021, vol.3, no.1

The algorithm is as follows:

Algorithm 2. Audit algorithm based on abnormal behavior rule base

Input: the number of users n, category of network crime, the threshold of the user's abnormal
behavior similarity Dyormal

Output: ID of abnormal users

1. According to the category of network crime, the number t of rules in the corresponding
abnormal behavior rule base is obtained;

2. for(i=1;i<n;i++)

3 for(j=1;j<t;j++)

4 Calculate the similarity S; between the behavior sequence of user i and rule j;
5 end for

6.  Get the maximum SIM of Sj;
7. if(SIM>Dyormal)

8 Output the ID of the user;

9 Construct a user portrait for the user;
10. else

11. continue;

12. end for

The complexity of Algorithm 2 mainly depends on the double-layer for loop of 2—12 lines. The time
complexity of the double-layer for loop is O (n * t). Since t represents the number of rules in the exception
rule base, the amount of data is small, and n can be ignored relative to the number of users, so the complexity
is: O (n *t) =0 (n).

6 Experiment and Analysis
6.1 Data Sets and Evaluation Indicators

This paper uses the ADFA-LD data set for experiments. The ADFA-LD data set is a host-level intrusion
detection data set released by the Australian Defense Academy. It is a data set containing system call syscall
sequences of intrusion events. ADFA-LD data has characterized various types of system calls and marked
the types of attacks. Tab. 2 shows the types of attacks.

Since the data set contains 6 types of attacks, this paper analyzes the 6 types of attacks to obtain 6
abnormal behavior rule bases, and gives the similarity between the user behavior sequence and the 6
abnormal behavior similarity tags of the user portrait.

To verify the effect of abnormal behavior audit, this paper uses accuracy, recall, precision, F value and
audit time as evaluation indicators. TP indicates the number of abnormal records correctly classified, FN
indicates the number of abnormal records classified into normal records, TN indicates the number of normal
records classified correctly, and FP indicates the number of normal records classified into abnormal records.

Table 2: ADFA-LD experimental data set

Type of attack Number Marked type
Training 833 Normal
Validation 4372 Normal

Hydra-FTP 162 Attack
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Hydra-SSH 148 Attack
Adduser 91 Attack
Java-Meterpreter 125 Attack
Meterpreter 75 Attack
Webshell 118 Attack

Definition 1. Accuracy represents the probability that all records will be accurately classified. The
calculation formula is as follows:
TP+TN (7)
TP+ FP+TN+FN
Definition 2. Recall (R) represents the probability of abnormal records being correctly classified. The
calculation formula is as follows:
ro TP (8)
TP+ FN
Definition 3. Precision (P) represents the correct proportion of detected abnormal records. The
calculation formula is as follows:
b TP ©)
TP+ FP
Definition 4. F value is the weighted harmonic average of recall and precision. The calculation formula
is as follows:
Fo 2*¥P*R (10)
P+R

Accuracy =

6.2 Experimental Results and Analysis
6.2.1 Contrast Experiment of Abnormal Behavior Detection Effect

To verify the stability of the algorithm, the following experiments are carried out: 20%, 40%, 60%, 80%
and 100% of the data in the data set are respectively selected for abnormal behavior detection experiments.
The accuracy, recall, precision and F value are calculated. The results are shown in Fig. 3.

Relationship between indicators and data volumes
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Figure 3: The values of the four indicators of the algorithm under different data volumes

It can be seen from Fig. 3 that with the change of data amount, the accuracy remains between 0.95—
0.97, the recall between 0.96-0.98, the precision between 0.97—0.98, and the F value between 0.97-0.99,
almost no change. The results show that the detection effect of this algorithm is basically stable.
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The reasons are as follows: when constructing the abnormal behavior rule base, the algorithm uses all
the abnormal records in the data set. Therefore, no matter how the amount of data changes, the detection
effect basically remains unchanged.

References [19,20] both use user portrait to detect abnormal behavior, but both have certain
shortcomings. Based on their research, this paper proposes a comprehensive user portrait which can be used
to detect abnormal behavior. To verify the validity of the user portrait proposed in this paper, all the data in
the ADFA-LD data set are used for experiments. In the same environment, the three methods perform
abnormal behavior detection on all records in the ADFA-LD data set, and calculate their accuracy, recall,
precision, and F value. The results are shown in Tab. 3.

Table 3: Comparison of abnormal behavior detection results of the three algorithms

Accuracy Recall Precision F value
References 19 0.865 0.906 0.938 0.943
References 20 0.868 0.871 0.975 0.92
The algorithm 0.959 0.970 0.983 0.976

The comparison results of abnormal behavior detection show that compared with the algorithms in [19]
and [20], this algorithm has higher accuracy, recall, precision and F value.

The reasons are as follows: The algorithms in [19] and [20] both analyze normal behavior and construct
rules for normal behavior. A successful match with the rules of normal behavior is normal behavior,
otherwise it is abnormal behavior. The two methods do not analyze the rules of abnormal behavior, so the
effect is not very good. And this algorithm focuses on the rules of abnormal behavior, which can not only
correctly distinguish between normal and abnormal behavior, but also know exactly the type of abnormal
behavior, so the effect is better.

6.2.2 Audit Efficiency Comparison Experiment

The audit algorithm proposed in this paper is divided into two parts: the fast detection based on user
portrait of the first m users and the audit based on the abnormal behavior rule base. The conventional audit
method will audit the behavior of all n users. Therefore, in the audit effect comparison experiment, this paper
designs two groups of experiments: the first group is the abnormal behavior implementer in the first m users;
the second group is the abnormal behavior implementer in the last n-m users. The audit algorithm proposed
in this paper is compared with the conventional audit algorithm, and the audit time is compared.

The data set selected in this paper only contains the short-term behavior sequence of each user, it is not
a continuous long-term sequence, so the abnormal behavior audit cannot be carried out. Therefore, this
experiment adds a period of behavior sequence to each user randomly. In order to audit, only one user's
behavior sequence is abnormal in the experiment. In this experiment, 1,000 users are selected for audit,
including 60 users who had abnormal behavior. This experiment used two methods to audit all six kinds of
abnormal behaviors. When there is implementer with abnormal behavior among the current k users, the
experimental results are shown in Fig. 4.

Comparison of audit time
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It can be known from Fig. 4 that when there is implementer with abnormal behavior among the current k
users, the audit time of the conventional audit method is about 0.35 s, and the audit time of this algorithm is
about 0.01 s. It can be seen that the audit time of this algorithm is significantly better than the conventional
algorithm.

The reasons are as follows: this algorithm gives priority to audit users with user portrait. The matching
of user portraits reduces the audit scope and improves the audit speed. But conventional audit algorithms
require auditing of all users, and the audit time is longer.

When there is implementer with abnormal behavior among the last n-k users, the experimental results
are shown in Fig. 5.

Comparison of audit time
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Figure 5: Comparison of audit time

It can be known from Fig. 5 that when there is implementer with abnormal behavior among the last n-k
users, the audit time of the two algorithms is between 0.34-0.37 s, indicating that the two methods are
equivalent.

The reasons are as follows: The implementer of the abnormal behavior is in the last n-k users, and both
methods need to audit all users. So the audit time of the two algorithms is almost the same.

The experimental results of 5.2.1 and 5.2.2 show that the method proposed in this paper has high
accuracy, recall, precision, F value and short audit time.

7 Conclusion

Based on the analysis of the existing methods, this paper studies the high incidence of network crime,
applies the idea of repeated crime to the audit of abnormal behavior, and puts forward a method of network
crime detection based on user portrait. This method constructs an abnormal behavior rule base for each
abnormal behavior, and constructs a user portrait including basic attribute tag, behavior attribute tag, and
abnormal behavior similarity tag for each user who has ever had abnormal behavior. When a network crime
occurs, the key users are subject to fast detection based on user portrait firstly; if the fast detection does not
achieve the expected effect, then the audit based on the abnormal behavior rule base is conducted to audit
the behavior of all users until the implementer of the network crime is found.

Experimental results show that compared with the existing abnormal behavior detection methods, the
algorithm has higher accuracy, recall, precision and F value; compared with the conventional audit method,
the algorithm has a shorter audit time. Therefore, the detection method of network crime based on user
portrait proposed in this paper has obviously improved the efficiency of network crime audit.
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