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Abstract: Blockchain has a profound impact on all areas of society by
virtue of its immutability, decentralization and other characteristics. However,
blockchain faces the problem of data privacy leakage during the applica-
tion process, and the rapid development of quantum computing also brings
the threat of quantum attack to blockchain. In this paper, we propose a
lattice-based certificateless fully homomorphic encryption (LCFHE) algo-
rithm based on approximate eigenvector firstly. And we use the lattice-based
delegate algorithm and preimage sampling algorithm to extract part of the
private key based on certificateless scheme, which is composed of the private
key together with the secret value selected by the user, thus effectively avoiding
the problems of certificate management and key escrow. Secondly, we propose
a post-quantum blockchain transaction privacy protection scheme based on
LCFHE algorithm, which uses the ciphertext calculation characteristic of
homomorphic encryption to encrypt the account balance and transaction
amount, effectively protecting the transaction privacy of users and having
the ability to resist quantum attacks. Finally, we analyze the correctness and
security of LCFHE algorithm, and the security of the algorithm reduces to
the hardness of learning with errors (LWE) hypothesis.
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1 Introduction

In 2008, Nakamoto [1] introduced bitcoin, also known as cryptocurrency or electronic cash. Its
transaction records are in blockchain. As a public distributed ledger, blockchain has the characteristics
of decentralization, non-tampering and traceability, which has attracted more and more attention and
research from all walks of life.
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With the rapid development of blockchain technology, the problem of sensitive data privacy
disclosure is becoming more and more prominent. First of all, in blockchain transactions, the
transaction record of the whole network is open to all nodes in the blockchain, and the transaction
amount of users on the blockchain ledger is stored in plaintext, which causes the problem of privacy
disclosure.

There have been some researches on blockchain data privacy protection [2—7]. Among them, the
homomorphic encryption technology, as a special encryption scheme, can realize that the decrypted
result of the encrypted data obtained after calculation is the same as the result obtained by performing
the calculation on plaintext, which can significantly improve the security of user data privacy. However,
the existing technology still uses classic cryptographic algorithms, and the traditional solutions
designed based on the difficult assumptions of number theory are no longer safe in the quantum
environment. The privacy and security issues of sensitive data leakage and quantum attacks on the
blockchain urgently need specific and effective privacy protection schemes to protect. As one of the
most important post-quantum cryptographic algorithms, lattice cryptography has gradually become
a research hotspot in cryptography.

At present, there is no quantum algorithm for solving difficult problems on the lattice, and the
lattice cipher is simple to calculate and has high security. However, lattice cryptographic algorithms
are mostly designed based on the traditional PKI cryptosystem or based on the identity-based
cryptosystem, and there will be problems with certificate management and key escrow. In 2003, Al-
Riyami et al. [8] proposed the idea of certificateless public key cryptosystem. In the certificateless
system, the user’s private key is composed of a part of the private key generated by KGC and a random
number selected by the user. KGC cannot know the complete private key information, so the above
problems can be avoided, which gives us a lot of inspiration.

In this paper, we propose a post-quantum blockchain privacy protection scheme based on lattice
homomorphic encryption. The main contributions of this paper are as follows:

(1) We propose a lattice-based certificateless fully homomorphic encryption (LCFHE) algorithm.
The security of the algorithm is based on LWE difficult problem and can resist quantum com-
puting attacks. In addition, the algorithm can solve the key escrow and certificate management
problems effectively based on the certificateless system.

(2) Based on the LCFHE algorithm, we propose a post-quantum blockchain transaction data pro-
tection scheme, which effectively protects the user’s transaction privacy by homomorphically
encrypting the available balance and transaction amount during the transaction process.

(3) We analyze the algorithm and prove that the algorithm satisfies the correctness and has the
security of chosen-plaintext attack.

2 Related Work

In view of security issues such as exposure of sensitive transaction data faced by blockchain,
relevant researchers have done a lot of studies [9-16]. In 2013, Maxwell proposed the CoinJoin
mechanism [ 7]. The core idea of the mechanism is to merge multiple transactions into one transaction,
so as to hide the corresponding relationship between the input and output parties. However, the
credibility of participating nodes cannot be guaranteed during the process, so attackers can realize
DosS attacks at low cost. In 2014, Ruffing et al. [18] proposed a completely decentralized CoinShuffle
protocol for bitcoin. But it requires all users to be online at the same time, which does not solve the
DoS attack. In 2014, Sasson et al. [19] proposed Zerocash protocol which hides the amount of each
transaction in addition to providing anonymous function. However, the process of generating a proofis
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very slow. Homomorphic encryption, as a ciphertext processing technology, can avoid the disclosure of
privacy in the process of data verification or operation, and has been widely concerned by researchers.

Homomorphic encryption can achieve the same decryption result of ciphertext calculation as that
of plaintext calculation, which can significantly improve the security of user data privacy. In 2009,
Gentry [20] proposed the first homomorphic encryption algorithm, which realized homomorphic
encryption using Bootstrapping. In 2011, Brakerski et al. implemented holomorphic encryption
[21] using LWE hypothesis for the first time and [22] under RLWE hypothesis, which is called
BGYV algorithm. It is the first hierarchical holomorphic encryption algorithm without bootstrapping
technology. In 2013, Gentry et al. [23] realized fully homomorphic encryption for the first time by
using the method of approximate feature vector, which is the most classical Gentry-Sahai-Waters
(GSW) scheme at present. Although the biggest advantage of this scheme is that it no longer relies
on public key calculation in homomorphic operation. In fact, the size of its public and private keys is
not significantly different from many other algorithms. Homomorphic encryption has been studied,
but the current homomorphic encryption schemes generally have the problems of large key space,
high operation difficulty and low efficiency, so it is urgent to put forward a more high-performance
homomorphic encryption scheme.

In order to solve the problem of exposing the privacy of transaction data, some researchers
study the block chain data privacy protection scheme based on homomorphic encryption. In 2015,
Cheon et al. [24] from South Korea proposed a ciphertext processing framework based on the
homomorphic encryption scheme proposed by Brakerski et al. [21] to realize the homomorphic
calculation of ciphertext data. However, the homomorphic encryption algorithm used in the scheme
has problems such as large public key size and large computation. In 2019, Yu et al. [25] in China
proposed a blockchain privacy protection method based on Paillier homomorphic encryption, but it
has the problem of limited calculation. In 2020, Wang et al. [26] in China used Paillier homomorphic
encryption combined with zero-knowledge proof to realize transaction protection in view of the
security problems of traditional Internet of vehicles devices, but the scheme had problems of large
key space and low computational efficiency. At present, most of the existing blockchain transaction
privacy protection schemes use Paillier homomorphic encryption algorithm, but it cannot resist
quantum attacks. How to make use of lattice cryptography theory [27-30] in the blockchain system
to study the block chain sensitive data security processing scheme based on lattice homomorphic
encryption algorithm is an urgent problem to be solved.

In view of the problem of exposing sensitive transaction data of blockchain, this project conducts
in-depth research on high-performance homomorphic encryption algorithm based on lattice cryp-
tography, mode exchange, key exchange and other technologies on blockchain. In addition, a lattice-
fully homomorphic crypto blockchain scheme that can implicitly process sensitive transaction data is
constructed to realize the privacy protection of blockchain sensitive data security processing.

3 Preliminaries

3.1 Lattice

Definition 1: Given n linearly independent vectors b,, b,, ..., b, € R”, the lattice £ is generated as
the set
ﬁ(b15b25’bn):{ ZX,b,|X,€Z} (1)
and b,, b,, ..., b, are called a set of basis of lattice £, n is the rank of the lattice £, m is the dimension of

lattice £, m > n. If n = m, the lattice L is called full-rank lattice. If B is defined as an m x n dimensional
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matrix composed of b, b,, ..., b,, the lattice £ generated by B is shown as follows:
E(blabZ,sbn):{ Zx,be,eZ} (2)

Definition 2: Given modulus ¢, dimension m, n, matrix 4 € Z*", vector A € Z;*", and three
integer lattices are defined as follows:

A, (A)=1{veZ"st A-v=0(mod q)} (3)
Ay (A)={veZ"st.A-v=u(mod q)} 4)
A, (A) = {v €Z"st3s ey, A" s = v (mod q)} (5)

Definition 3(LWE): Given a parameter n > 1, x is the Gaussian noise distribution over Z', with
modulus q > 2. The probability distribution A,, is obtained by selecting the matrix 4 € Z*" and the
vector s € Z randomly and uniformly, extracting the noise vector e € Z from the gaussian noise

distribution x, and producing (4, A”s + e). There is the following definition:

(1) SLWE: Given the polynomial samples (4, 4”s + e) of the distribution 4, ,, output s € Z! with
a non-negligible probability.

(2) DLWE: Determine whether a sample (4, A”s + e) is obtained by the above algorithm or is
randomly selected from the uniform distribution on Z*" x Z;'.

The SLWE problem and the DLWE problem can be mutually regulated.

3.2 Lattice Sampling Algorithms
Proposition 1: Given prime g > 3, m > Snlogq, the polynomial-time algorithm TrapGen (g, n, m)
can output (4, S) with 4 € Z*", S € Z™". S is a basis of the lattice A, (4) and [|S|| < O (,/nlogq).

Proposition 2: Given a matrix 4 € Z)", a basis T, of Aj (A), a vector u € Z,, the polynomial-time
algorithm SamplePre (A, T,,u, o) can output a matrix x € Z” that satisfies 4 - x = u (mod ¢q). The
distribution of x is closing to DAZ(Am-

3.3 Homomorphic Encryption

A homomorphic (public key) encryption algorithm HE = (He.keygen, He.enc, He.dec, He.eval)
is a polynomial time algorithm (n is the security parameter) as follows:

(1) Key generation algorvithm: (pk, evk,sk) < HE.Keygen (17), output public key pk, homomor-
phic calculation key evk, private key sk;

(2) Encryption algorithm: ¢ < HE.Enc,, (m), using public key pk, encrypts single bit information
m € {0, 1} to generate ciphertext c;

(3) Decryption algorithm: m < HE.Dec (c¢) uses the private key sk to decrypt the ciphertext ¢
and recover the information m € {0, 1};

(4) Homomorphic calculation algorithm: ¢, < HE.Eval,, (f,c,...,¢), using homomorphism to
calculate the key evk, applying the function f/ : {0,1} — (0,1} to ¢,,...,c, output the
ciphertext ¢,. He.eval is divided into homomorphic addition ¢,y < HE. Add,, (¢, ¢,) and
homomorphic multiplication ¢, < HE.Mult,,, (¢, ¢,).
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4 Lattice-based Certificateless Fully Homomorphic Encryption (LCFHE)

We design a lattice-based certificateless homomorphic encryption algorithm, in which the private
key consists of part of the KGC private key and the secret value randomly selected by the user. The
specific steps of the algorithm are as follows:

(1) Setup (1*,1%):

a) Input the safety parameter A and circuit depth L, and select the parameters n = n (A, L),
m = O (nlogg), q =qn),o0, =0, (A, L), 0, =0,(A,L),05, =03(A L), N=(2m+1) -
logqg.

b) Execute the trapdoor generation algorithm TranGen (g, n, m), and output a matrix A €
Zy™ that obeys an approximate random distribution and a basis 7, € Z;"" of the lattice

A; (A), and H T.| <o (‘/nlogq).
¢) Select secure Hash functions H, : {0, 1}" — Z™, H, : Z"" — Z, Hy : Zi"™ — Z2"0<",
d) Output public parameters pp = (A, H,, H,), System master key msk = 7,.
(2) Extract (pp, msk,id):
a) KGC generates part of the private key for the user and calculates R = H, (id), Q,, = A-R™",
executes the Lattice delegate algorithm BasisDel (A, R, T4, 01), output matrix T}, € Z;"™".
b) Calculate ¢ = H, (R), and execute the sampling algorithm SamplePre (Q., Tw, g, 0>),
output a vector y € Z m with a statistical distribution close to Dty and Q, -y =
g mod q, and part of the private key is y.
(3) SecretGen (pp,id): The user randomly selects the secret vector h <— Dy, .
(4) KeyGen (pp,id,d) :
a) Output public key pk = Q.

=)
b) Output private key sk = s = h € Zm.
1
(5) Enc (pp, pk, n): Input the plaintext u, public key pk = Q,,, sample error vectors E,, E,, E; €
"W+ E!
Dy, generate ciphertext matrix C = - H; (Qu) + ET € ZPm,
gw

(6) Dec (pp, sk, C) : Let ¢; be the ith row of C, and compute x; < (s, ¢;), output u' = | x;/s,].
(7) Evaluate (pp,id, C,, C,):
a) Add(pp,id, C,, C,):

CAdd - Cl + C2 c Z(q2m+l)*N (6)
b) Mult(pp7 lda Cl, Cz)
CMulr = C] . H3(Qid)71 . C2 c Zl(l2m+1)*1v (7)

5 Security Proof and Analysis
5.1 Correctness
According to the above encryption algorithm, we have
"W+ E!
st C=s" E7 +u-s" - Hy (Qu) = p-s"-Hy (Qu) —y"-Ef +h"-E] = p-s"-Hy (Qu)+p" (8)
gw
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let the error vector be p” = —y" - El + h" - E], the bound of error is
17| = | =" - EF + K- ET|| < Wil - | ET|| + 14l - | ET|| < oo/ - ags/m + os/m - ag/m
= (o +o)m+1)-aq )

where ||y|| < 0,4/m, ||h|l < o;4/m. Therefore, the algorithm satisfies the correctness.

5.2 Homomorphic Operation
For the additive homomorphism, we have

ST‘CAMIST'(C1+C2):Ml'ST‘M+p1T+lL2'ST'M+pzT
:(M1+Mz)'ST‘M+p1T+P2T=(M1+M2)' V + Puaa (10)

Therefore, the additive homomorphism satisfies the correctness. In the same way, it can be proved
that multiplication satisfies correctness.

s" Cyy =" -C, - H3(Qid)7l -G, = (PIT + - s H, (Qid)) : H3(Qid)7l -G, (11)
=p/- Hy(Quw) - Cot Dy iy - ST Hy (Qu) = papts - 8" - Hy (Qia) + Pt
5.3 Security Proof
Conclusion: Based on the LWE difficulty hypothesis, given the security parameters required by
the above LCFHE scheme, if the LWE difficulty hypothesis is true, the LCFHE algorithm we proposed
is chosen-plaintext attack security, and the proof is as follows.

Proof: Let 4 be a probabilistic polynomial time attacker, and the challenge ciphertext can be
distinguished by probability under the chosen-plaintext attack security model. Specific steps are as
follows:

(1) Setup: Input each security parameter, challenger generates public parameter pp and system
master key msk.
(2) Queriesl: The challenger executes KeyGen to obtain the public and private key pairs, which
are returned to A.
(3) Challenge: After the query, A outputs two different plaintext u, and w,. The challenger
randomly selects a bit £ € {0, 1} to generate the public key pk* that has not been queried.
OIW + ¢!
After encryption, the challenge ciphertext is output C, = er + - M.
W W+ e
(4) Queries2: Similar to Queriesl, but the challenge public key cannot be queried.
(5) Output: A outputs the guess result k¥ € {0, 1}, if A4 guesses correctly, output 1, if A4 guesses
incorrectly, output 0.

We build a distributed discriminator D to distinguish (Q,, Qfw; + ¢!) and U (Zrm x Z;”), where
U (Z;X’" X Zjl”) is randomly selected from uniform distribution on Z)*" x Z'. As we know, after getting
the plaintext from A4, D randomly selects k € {0, 1} and challenges the ciphertext to C;. If D has the
advantage of distinguishing ciphertext C, and C, with probability of e, then it can also distinguish
(Ox, Q{wi+e]) and U (Z" x Z), then D can successfully solve LWE difficult problems, which is
contrary to the fact. Therefore, LCHFE scheme has the security of indistinguishability under chosen-
plaintext attack (IND-CPA).
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5.4 Efficiency Analysis

As shown in Tab. 1, we compared the efficiency of scheme [31] and scheme [32] with the LCFHE
algorithm proposed in this paper. In this scheme, the dimension m of the lattice is reduced to 2nloggq.
Analysis shows that when the m is reduced, the corresponding Gaussian parameter will become
smaller, which can effectively improve the efficiency of the trapdoor generation algorithm and the
sampling algorithm. In the comparison of public key size, it can be seen that the LCFHE scheme has a
smaller public key size, requires less space to store the public key, and has higher encryption efficiency.
In addition, in terms of the selection of public key cryptosystem, both schemes [31] and [32] adopt
identity-based encryption system, which will lead to the third party KGC completely controlling the
complete private key. This will cause key escrow problem, which will threaten the security of user’s
private key and encrypted information. The LCFHE algorithm is based on the certificateless public
key encryption system, and the private key is composed of the third party KGC and the random value
selected by the user, which effectively solves the key escrow problem and greatly improves the security
of the scheme.

Table 1: Efficiency comparison

Schemes m Public key size Cryptography
ABBI10 [31] 6nlogq (mn* 4 2mn) log g IBE

Wangl6 [32] Snloggq (mn + n* + n) logq IBE

Our scheme 2nlogq mnlogq CLE

6 Post-quantum Blockchain Transaction Data Protection Scheme Based on LCFHE

According to the lattice-based certificateless homomorphic encryption algorithm mentioned
above, we design a post-quantum blockchain transaction data protection scheme. There are three roles
in the scheme: key generation center, transaction node and validation node. Specific definitions are as
follows:

KGC: Used to generate system public parameters, system master keys, and user private keys.

Transaction node: The node on the blockchain for transactions, which are divided into the
transaction sender and transaction receiver.

Validation node: The network-wide verification node on the blockchain that is responsible for
verifying the transaction information and maintaining the public ledger. We designed the public ledger
to store the real balance of the network accounts as homomorphic encrypted ciphertext.

The cryptic transaction scheme design of blockchain based on LCFHE mainly includes the
following three parts: hiding transaction amount, transaction verification and updating account
available balance. Compared with blockchain transactions without privacy protection, the research
focus and difficulty lies in how to verify the ciphertext transaction after the encrypted transaction
amount and dynamically update the available balance of the encrypted account in real time. The
following are designed for these three parts respectively.

In blockchain hidden transactions, the amount to be hidden mainly consists of two parts: oneis the
balance of each account stored in the blockchain public ledger, and the other is the transaction amount
in a transaction. The available balance exists in two forms: one is ciphertext stored in the global ledger
after being encrypted by the LCFHE algorithm, and the other is plaintext stored locally only for the



36

JCS, 2022, vol.4, no.1

user to see personally. And there is Available balance = Remaining balance + Transaction amount.
For each available balance, remaining balance and transaction amount stored in the blockchain public
ledger, the LCFHE algorithm is used to encrypt and hide. As shown in Fig. 1, the scheme process is
as follows:

(1)

2)
(€)
(4)

)

(6)

(7)

(8)

Initialization phase: According to the first three stages of LCFHE algorithm, KGC selects
parameters, implements trap door generation algorithm, selects Hash function, and generates
system public parameter pp and system master key msk.

Partial key extraction phase: KGC generates part of private keys d, and d, for transaction sender
S and transaction receiver R respectively.

Secret value selection phase: The transaction node, including the transaction initiator and the
transaction receiver, selects their own secret value h,, and h, is saved locally.

Key generation phase: Perform the fourth step of the LCFHE algorithm to generate transaction
nodes, including the transaction initiator and the transaction receiver, and obtain their
respective public and private key pairs of homomorphic encryption (pk,, sk,), (pk,, sk,).
Transaction data encryption stage: The available balance of the entire network transaction
account is homomorphically encrypted using the user’s homomorphic public key and stored in
the public ledger. The available balances of the initiator and receiver of this transaction are 4,
and A, respectively after homomorphic encryption. The available balance is equal to the sum of
the remaining balance and the transaction amount. In order to complete the secret transaction,
the available amount of the transaction initiator is divided into two parts, the remaining
balance and the transaction amount, and the homomorphic public key of the transaction
sender is used as the remaining balance and the transaction The amount is homomorphically
encrypted to obtain R,, T,. Next, use the homomorphic public key of the transaction receiver
to homomorphically encrypt the transaction amount to obtain 7,, generate transaction data
(R,, T, T.), and send the transaction data to the entire network for verification.

Transaction verification stage: The verification nodes of the entire network receive the homo-
morphic encrypted transaction data, verify the correctness of the transaction according to the
homomorphic nature of the algorithm, that is A, = R, + T, and use the least necessary zero-
knowledge proof to verify the correctness of the transaction. The legality of T, is verified,
that is, the real amount is not less than zero, and should be less than the available amount
(This is not the key research content of this paper, and will not be specified here). After the
verification is successful, the verification node modifies the available balance ciphertext data
of the corresponding transaction sender and receiver on the public ledger.

Update the balance phase: The sender of the transaction updates its available balance. The
transaction receiver uses the homomorphic private key to decrypt the transaction amount and
update its available balance.

Re-verification phase: After the transaction is over, the verification node requires the user to
review the user’s local available balance. If the homomorphic encrypted available balance is
inconsistent with the real balance ciphertext of the public ledger, the transaction is determined
to be invalid and the verification node cancels the transaction, the data of the public ledger is
withdrawn to the state before the transaction. And this user cannot make the next transaction,
which effectively prevents the user from changing the local available balance at will.
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Figure 1: Post-quantum blockchain transaction data protection scheme based on LCFHE

7 Conclusion

In this paper, a new lattice-based certificateless homomorphic encryption LCFHE algorithm
based on approximate eigenvectors is proposed, which can satisfy the correctness of addition homo-
morphism and multiplication homomorphism. Certificateless system uses the advantages and disad-
vantages of certificate-based system and identity-based system to avoid certificate management and
key escrow. Among them, lattice delegation algorithm and original image sampling algorithm are
used to extract part of the private key, and the secret value selected by the user is combined to form
the private key, which protects the security of the user private key. In addition, the correctness and
security of LCFHE algorithm are analyzed, and it is proved that the algorithm satisfies the correctness
and the security of selecting plaintext attack. Based on LCFHE algorithm, this paper puts forward
the quantum block chain transaction privacy protection scheme, calculated by use of homomorphic
encryption cipher decryption and clear again the calculation results of the same features, the account
of the available amount into the remaining amount and transaction, and the user’s real balance stored
encrypted in a public books, and the remaining amount in the trading and transaction amount for
homomorphic encryption, It is invisible to other nodes, which effectively protects users’ transaction
privacy and can resist quantum attacks.

In the next step, we will further study the application of zero-knowledge proof and other
technologies to blockchain privacy protection to further improve the security and practicability of
the scheme. The content proposed in this paper can provide new ideas for post-quantum blockchain
research and promote the development of post-quantum blockchain.
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