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ABSTRACT: The need for intelligent learning frameworks that can function under stringent limitations relating to
privacy, energy, scalability, and trust has increased due to the Internet of Things’ (IoT) and the Internet of Artificial
Things’ (IoAT) explosive expansion. Federated Learning (FL), which allows collaborative model training without
sharing raw data, has become a potential approach. Non-IID data delivery, inconsistent client engagement, vulnerability
to poisoning assaults, and low resource knowledge are among of the significant obstacles that FL alone must overcome.
Blockchain integration adds extra overhead in terms of latency, energy consumption, and scalability, but it has been
suggested to address trust, auditability, and integrity through decentralised validation and immutable logging. DRL,
on the other hand, has demonstrated a great deal of promise for adaptive decision-making, but it is frequently
researched separately from blockchain and FL systems. With an emphasis on the function of DRL in enhancing
system performance, this survey offers a thorough and organised analysis of blockchain-enabled federated learning
for IoT and IoAT ecosystems. We methodically examine current consensus protocols, DRL-driven optimisation
techniques, blockchain-based security measures, and distributed learning architectures. In a variety of IoT situations,
such as healthcare, industrial IoT, UAV networks, and smart cities, important issues pertaining to energy efficiency,
communication overhead, incentive mechanisms, block size management, and participant trust are critically explored.
Additionally, a comparison of privacy-preserving methods like Homomorphic Encryption and Differential Privacy
is given, emphasising their trade-offs and appropriateness for contexts with limited resources. This survey presents a
Hyper-Learning Framework that tightly integrates FL, blockchain, and DRL inside a single control loop based on the
gaps found. The system seeks to maintain efficiency and privacy while facilitating scaled learning, secure collaboration,
and adaptive resource management. In order to steer the creation of reliable, sustainable, and intelligent IoT learning
systems, open research directions and upcoming difficulties are finally discussed.

KEYWORDS: Federated learning (FL); blockchain; internet of artificial things (IoAT); distributed computing;
deep reinforcement learning (DRL); security

1 Introduction

With billions of connected devices in healthcare, business, transportation, and smart cities, the Internet
of Things (IoT) has created new demands for safe and private intelligence. This is made possible by Federated
Learning (FL), which allows for remote model training without the need to share raw data. However, FL still
has issues with non-IID data, device heterogeneity, inconsistent participation, and threats like poisoning and
inference leakage. Blockchain-FL systems still have issues with scalability, latency, high energy consumption,
and privacy related to traceability, despite the introduction of blockchain to improve trust and auditability
through immutable logging and decentralised validation. Surveys that are now available usually look at FL,
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blockchain, or DRL separately, providing little information about how these technologies can work together
in IoAT. This paper offers an integrated Hyper-Learning perspective that combines deep reinforcement
learning (DRL), blockchain, and FL to close this gap. The study explains how they interact, emphasizes
DRUIs function in adaptive optimisation, and lists unresolved issues including cross-domain interoperability,
energy-aware consensus, and incentive design.

In light of these opportunities and gaps, a structured examination of how federated learning and
blockchain can be combined within IoT and IoAT ecosystems is essential. This review fulfills that need by
surveying distributed learning architectures, assessing blockchain’s contributions to strengthening FL, and
outlining optimization methods based on deep reinforcement learning. The work is driven by the urgent
requirement to design learning systems for IoT that are secure, scalable, and energy efficient while operating
under tight resource and privacy constraints.

This review is guided by the following research questions (RQs):

« RQI: What are the existing frameworks and methodologies for distributed and federated learning in
IoT/IoAT environments?

«  RQ2: How can blockchain enhance the security, trust, and reliability of federated learning in IoT?

« RQ3: What role can deep reinforcement learning play in optimizing blockchain-enabled federated
learning?

«  RQ4: What are the key challenges, open issues, and future research directions in this domain?

The remainder of this paper is organized as follows: Section 2 presents a survey of distributed learning
frameworks for IoT. Section 3 discusses blockchain-enabled federated learning in IoT. Section 4 reviews
consensus mechanisms and resource optimization strategies. Section 5 explores deep reinforcement learning
for FL optimization. Section 6 highlights research gaps and open challenges, while Section 7 outlines future
directions. Finally, Section 7 concludes the paper with closing remarks.

2 Survey of Distributed Learning in IoT

Federated learning, a form of distributed learning, provides a promising solution for running ML on
IoT systems while reducing privacy risks and coping with resource constraints. FL enables local training
with aggregated updates, protecting sensitive information and matching use cases where logs are scattered
among diverse tools and platforms [1]. This approach enables edge-based learning so sensitive user data stays
on devices rather than being sent to the cloud, only model updates are exchanged between smart endpoints
and the central server. Embedding FL into IoT therefore brings both benefits and limitations although it
improves privacy compared with centralized ML, privacy risks persist. For example, adversaries can mount
inference attacks on the shared model updates to recover private information [2]. To address these problems,
academics have introduced multiple methods. FedADA for instance, applies adversarially guided federated
training to harmonize distributional differences among diverse data origins, thereby boosting performance
on novel target domains. Complementary approaches use knowledge-transfer within FL to mitigate the
effects of heterogeneity and outdated gradients in low-resource distributed environments [3].

Fig. 1 illustrates the proposed IoAT architecture combining federated learning, blockchain, and DRL.
Edge devices perform privacy-preserving local training and send compressed updates, while a DRL-
based controller enables energy-aware aggregation. The blockchain layer ensures secure logging, trust, and
auditability, and the global model is redistributed for continuous learning.
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Figure 1: IoT flowchart.

Applications of FL within IoT extend to areas like healthcare services, advanced mobility, drone
technology, smart urban infrastructures, and next-generation industrial systems [4]. The strength of FL
lies in delivering smart services without compromising privacy, yet its adoption within IoT is challenged
by hardware limitations. Autonomous machines, drones, and lightweight computing devices typically face
issues such as low computational ability, weak connectivity, restricted battery life, and constrained storage [5].
Researchers have explored several approaches to address these challenges. One such method in vehicular
IoT involves edge assisted networking and communication strategies, where vehicles operate as FL clients to
optimize local models also serving as relay nodes for data exchange [6]. One promising option is multilayer
blockchain integrated cloud edge orchestrated FL (HBCE-FL), delivering decentralized and resilient IoT
data evaluation alongside precise, fine-grained privacy safeguards [7]. To conclude, FL provides a viable
pathway for secure and efficient learning in IoT environments. However, its adoption is limited by resource
bottlenecks, privacy concerns, and diverse device settings. Promising research avenues include better
communication protocols, methods for handling non-IID data, and improved privacy safeguards [8]. As
shown in Table 1, traditional FL provides basic privacy protection but struggles with threats, scalability issues,
and the absence of incentive mechanisms. Blockchain integration addresses many of these shortcomings by
enabling stronger accountability, though at the cost of energy and latency. The trend reflects an evolution
toward Hyper-learning, designed for secure, scalable, and resource-aware learning.

Table 1: Comparison of federated learning frameworks and their characteristics.

S. No. Aspect Traditional FL Blockchain-Based FL Features Required
Very High
(privacy-preserving with
DP, SMPC, homomorphic
encryption, and adaptive
DRL scheduling)

Medium (no raw data
L Data Privacy sharing, but vulnerable to
inference attacks)

High (immutability, tamper
resistance, smart contracts)

(Continued)
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Table 1 (continued)

S. No. Aspect Traditional FL Blockchain-Based FL Features Required
Further reduced via
. Susceptible to poisoning, Mitigated via blockchain DRL-based threat
Security . . . - . .
2. Threats gradient leakage, Sybil audit logs, authentication, detection, adaptive trust
attacks incentives scoring, and intelligent
anomaly monitoring
High, enabled by
lightweigh ,
Moderate, limited by Limited by block size, '8 tv.velg t sonsensus
. . . hierarchical FL
3. Scalability device heterogeneity and consensus latency, and .
communication cost energy overhead aggregation, and
DRL-based adaptive
resource allocation
' ' Token-based or . Ade}ptlve DRL—dFlven
Incentive Mostly absent or static . . incentives considering data
4. . . score-based incentives for . P
Mechanism reward policies e quality, contribution
honest participation L
reliability, and energy costs
. . Medium, partial High, ener'gy—eﬂiment.
Resource Low, ignores device battery . . block selection, dynamic
5. . S consideration of resource e
Awareness and bandwidth limitations . node participation, and
consumption L )
DRL-optimized scheduling
Adaptive, lightweight,
6 Consensus Not applicable (central PoS, DPoS, PBFT variants DRL-integrated consensus
' Mechanism server-based aggregation) integrated with FL protocols tailored for IoT
constraints
High, standardized
Inter Limited, often Moderate, blockchain hyper-learning architecture
7. s domain-specific FL ensures integrity but lacks supporting heterogeneous
Operability . i
frameworks cross-domain standards IoT ecosystems with
cross-platform operability
Broad: healthcare,
hicles,
Application Smart healthcare, finance, Secure IoT/IIoT, edge . aut01llomous venieles,
8. . . o industrial IoT, smart cities,
Domains IoT sensing intelligence

and safety-critical IoT
domains

2.1 Existing FL Frameworks for IoT

As IoT ecosystems create immense data streams, FL offers an effective way to manage and analyze them.
To address the constraints of centralized data handling in IoT networks, the community has released multiple
open-source FL platforms [9]. By analyzing input streams directly on devices and federating results, these
frameworks support privacy preservation and low latency [10]. Yet, IoT-focused FL implementations still
struggle with issues of robustness, efficiency, and security. To mitigate these problems, novel solutions have
been introduced, such as blockchain-enabled asynchronous FL scheme that verifies information accuracy,
avoids dependence on vulnerable nodes, and boosts system productivity [11]. An additional approach
combines blockchain with federated learning to obscure shared training parameters and enhance privacy
protection in IoT environments [12]. To refine FL operations in IoT scenarios, several frameworks have been
proposed. One such method, FedEAFO, optimizes performance by simultaneously reducing parameters
and incorporating local updates, thereby balancing the trade-offs across data processing, connectivity, and
accuracy [13]. For image recognition tasks in IoT, researchers have proposed a federated unsupervised
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learning approach capable of managing the difficulties created by non-IID logs among diverse clients [14].
SemiFL further integrates centralized and federated paradigms to support large-scale IoT systems, with
notable benefits in settings that include computation restricted sensor devices [15].

AsyFed addresses device heterogeneity and resulting stragglers by clustering clients into gears based on
comparable training performance and introducing a T step protocol that reduces the contribution of lagging
gears [16]. In IoT environments, a streamlined hybrid federated learning framework employs blockchain-
based smart contracts to ensure authentication, distribute models, and maintain trust [17]. FL has shown
potential as a resource-efficient replacement for centralized intrusion detection in IoT environments. Studies
employing shallow artificial neural networks and different aggregation methods confirmed that FL based
IDSs can achieve competitive prediction accuracy, reliable response behavior, robust sensitivity, and solid
Fl-score [18]. To better preserve confidentiality with digital medical systems, studies have merged privacy-
enhancing technologies and blockchain with federated learning. These combined methods tackle critical
technological requirements for healthcare data protection, such as blockchain-enabled model repositories,
protected aggregation procedures, and immutable gradient uploads [19]. Current FL frameworks for IoT
show strong potential in addressing distributed data handling, privacy protection, and rapid model training.
Yet, ongoing research continues to refine these systems, aiming to boost efficiency, robustness, and security
while aligning with the evolving needs of IoT applications across various industries [20].

2.2 Security Vulnerabilities and Model Poisoning in FL

As a cooperative learning paradigm, FL supports the protection of user data, yet it simultaneously
opens the door to specific security threats that malicious entities can leverage [21]. A significant risk arises
from model poisoning, in which hostile participants manipulate local contributions to corrupt the shared
model and disrupt its consistency [22]. Among the most severe risks in FL is model poisoning, in which
attackers alter personalized updates to damage the shared model’s effectiveness. An advanced threat called
the Sybil collusion attack has been identified in IIoT-FL setting. In this method, adversaries inject malicious
updates by combining label flipping techniques with the creation of multiple Sybil nodes. This increases the
likelihood that corrupted updates will be accepted during aggregation, leading to misclassification of targeted
samples while the accuracy on other classes remains largely unaffected [23]. This approach introduces a
verifiable incentive mechanism designed to encourage collaboration among decentralized participants while
addressing persistent challenges in federated learning.

To mitigate poisoning threats, the DeMAC framework has been proposed as a tailored defense strategy.
It leverages a metric known as GradScore, which assesses the gradient norms of client updates, thereby
distinguishing malicious actors from legitimate contributors during training. A key advantage of this
approach is its ability to automatically detect adversarial activity without manual parameter tuning, and
empirical studies show it significantly reduces attack success rates across diverse poisoning strategies [24].
Security architectures supported by blockchain [25]. Homomorphic encryption-based federated learning
models provide another method for achieving privacy preservation [26]. Despite existing efforts, it is still
difficult to reconcile privacy; studies may explore enhanced federated learning architectures that tackle both
privacy and security challenges concurrently [27,28].

2.3 Motivation for Integrating Blockchain and Federated Learning

Federated learning reduces data exposure, but it still depends on a central server, which poses issues
with poisoning, integrity, and trust. FL-only systems struggle to confirm whether client updates are accurate
or unaffected, and trust-scoring methods often lack robustness. However, blockchain offers decentralized
auditability and immutable validation, but it does not provide efficient model aggregation, customization,
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or large-scale distributed learning. We combine the benefits of FL and blockchain by doing the following:
Blockchain ensures verifiable, tamper-resistant update provenance and transparent incentive mechanisms,
while FL minimizes data transfer and permits scalable, privacy-preserving training across heterogeneous
IoT devices. This combination is becoming more and more popular in research on trustworthy FL [29] and
decentralized federated learning frameworks that stress auditability and transparency [30].

2.4 Blockchain-Based Counter Measures

This survey presents a succinct taxonomy based on attack surface, attacker type, and target layer
because security risks in blockchain-assisted federated learning are still dispersed across layers. Gradient-
based inference, which can extract secret data from shared updates [31], backdoor insertion, where hidden
triggers are implanted during training, and Byzantine poisoning, where corrupted updates deteriorate
model integrity [32], are important attack surfaces. Even in lightweight systems, dangers like ledger-state
manipulation and consensus manipulation exist at the blockchain layer [33]. These risks target IoT devices,
the FL aggregation pipeline, or the blockchain ledger and come from external adversaries, Sybil-style
attackers, or malicious insiders. This cohesive framework replaces previous disjointed explanations and
explains why blockchain-only or FL-only defenses are insufficient. Blockchain is increasingly recognized
as a vital tool for boosting cybersecurity in diverse industries such as retail. Its immutable and distributed
architecture provides a strong basis for mitigating prevalent security risks. Through distributed ledger
mechanisms, blockchain also facilitates decentralized data governance while reinforcing integrity and
trust [34]. The application of blockchain within retail settings has introduced stronger mechanisms for
supply chain transparency, secure transactions, and reliable data handling. Because of the technology’s
traceability features, product sources can be verified, which lowers fraud associated with counterfeit goods
and improves vendor management. Moreover, blockchain enabled transaction frameworks, together with
fraud monitoring solutions, add an extra shield of trust to financial operations in this sector [35]. Blockchain
excels in protecting data by applying privacy controls, enforcing consent protocols, and maintaining
permanent, unalterable records. Such capabilities are crucial for industries that manage sensitive datasets,
including medical services. To advance biomedical security in this area, the BDL-IBS (Blockchain and
distributed Ledger based improved Biomedical security) solution integrates blockchain with distributed
Irdger systems, delivering enhanced safeguards for medical data [36]. Although blockchain first emerged
in the financial sector, its applications have since broadened into multiple domains, including supply chain
management, [oT, governance, and manufacturing. In recent years, adoption has grown steadily across these
areas, with the banking industry witnessing some of the fastest advancements [37]. Despite its advantages,
blockchain continues to encounter obstacles including scalability limitations, security vulnerabilities, and
unresolved regulatory issues. Addressing these challenges is essential to achieving large scale deployment
of blockchain based systems [38]. Even with existing hurdles, blockchain stands out as a powerful tool for
advancing cybersecurity practices in multiple industries. By enabling secure, transparent, and distributed
frameworks, it strengthens resilience against cyberattacks. Ongoing research and adoption are likely to foster
novel blockchain based protection strategies in the coming years [39]. Table 2 explains how the main attack
types in federated learning relate to the defence measures in blockchain-enabled frameworks. The table
illustrates how security against model poisoning, Sybil attacks, inference assaults, and Byzantine behaviour
is strengthened by blockchain characteristics like immutable logging, decentralised identity management,
and transparent validation. The particular security benefits offered by blockchain-based federated learning
under various attack scenarios are made clear by this mapping.
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Table 2: Mapping of security attacks to defense mechanisms in blockchain-enabled federated learning.

Attack Type Threat Description Defense Mechanisms Role of Blockchain
Mali.cious clients Robust aggregation, Immutable logging of
L manipulate local _ updates and
Model Poisoning reputation-aware e
updates to degrade . . accountability of
client selection .
global model accuracy contributors
A
dvers?ry creates Identity verification, Decentralized identity
, multiple fake
Sybil Attack . N , stake-based management and
identities to dominate e i
) participation Sybil resistance
aggregation
Auditabl
Sensitive training data Differential privacy, en fo;lcelr:llenet of
Inference Attack inferred from shared homomorphic . .
radients encryption privacy-preserving
& P mechanisms
Arbitrary or faulty . Transparent validation
. . Byzantine-robust
Byzantine Attack updates disrupt ) and traceable update
aggregation rules )
convergence history
Hidden triggers . Tamper-proof record
Update validation,
Backdoor Attack embedded during pdate vaudation of model updates and
o anomaly detection a1
training auditability

3 Blockchain-Enabled Federated Learning in IoT

Traditional federated learning is based on strong trust assumptions, including a trustworthy central
aggregator, genuine client participation, and unverifiable model aggregation. These assumptions become
fragile in open, large-scale IoT environments. Blockchain reconstructs these trust requirements by offering
decentralised coordination, unchangeable model update tracking, and visible incentive systems independent
of a trustworthy server. Although techniques like differential privacy and homomorphic encryption increase
confidentiality, they are not sufficient to ensure auditability, accountability, or fair reward distribution.
The basic requirement for a decentralised trust mechanism to overcome these fundamental challenges of
federated learning is what motivates the inclusion of blockchain [40].

A blockchain enabled FL framework offers a strong, privacy respecting model for cooperative learning
across IoT networks. The fusion of blockchain’s distributed trust and FLs local training capability helps
mitigate privacy leakage, enhance security, and ensure the integrity of the aggregated model [41]. For IoT
applications, federated learning makes it possible for IoT entities to co-train machine learning models
without disclosing original datasets, and blockchain complements this by offering a reliable, auditable ledger
for secure data transactions [42]. The combination proves highly beneficial for contexts such as medical
systems, intelligent industrial IoT, and connected vehicles, where safeguarding confidential records is critical
and privacy concerns dominate [43]. The fusion of blockchain and FL for IoAT applications delivers several
strengths, particularly in privacy protection, where edge devices perform local training and share solely
model updates instead of sensitive data [44].

In addition, blockchain provides data integrity for model updates through its immutable nature, while
maintaining a complete and traceable history of the federated learning process [45]. Blockchain-enabled
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smart contracts also facilitate autonomous aggregation of models, regulate reward distribution, and impose
access limitations, ensuring secure collaboration [46]. The optimization of speed and scalability in blockchain
enabled federated learning for IoAT continues to pose difficulties. Scalability and speed remain unresolved
challenges in applying blockchain to federated learning within IoAT environments. Researchers are therefore
exploring lightweight consensus mechanisms, improved ledger storage techniques, and flexible security
frameworks designed for devices with restricted resources [47]. These innovations create opportunities to
advance secure and privacy-focused distributed learning. Looking forward, merging FL and blockchain
with breakthroughs in quantum technology and advanced communication systems could provide long-term
solutions to IoT’s persistent privacy and security limitations [48,49]. The ongoing improvements in these
technologies are projected to drive resilient, high performance, and privacy conscious distributed learning
solutions for critical IoT applications like healthcare and smart grid networks [50].

3.1 Fundamentals of Federated Learning

As a collaborative learning method, FL allows devices or organizations to train a common model
collectively without transmitting their sensitive source data [51]. This method allows training to take place
across multiple distributed nodes while ensuring robust safeguards for both privacy and data security [52]. In
federated learning, computation is divided between edge devices and a coordinating server. Each device pro-
cesses its local data and produces updates, which are then merged at the central node through an aggregation
step [53]. A key difficulty in federated learning arises from the presence of non-independent and identically
distributed datasets among clients, leading to heterogeneous learning contexts [54]. In response, tailored
FL methods have been developed to produce client specific models, ensuring that the learning outcomes
better reflect diverse user demands [55]. The combination of federated learning and blockchain is also under
study, aiming to provide more secure, decentralized, and incentive driven collaborative systems [56]. To put
in briefly, federated learning offers a powerful framework for safe Al development, particularly beneficial
in domains like healthcare and financial services, where data transfer is prohibited [57]. As federated
learning progresses, efforts are being directed towards enhancing communication efficiency, optimizing
model aggregation techniques, and reinforcing defenses to ensure stronger and more scalable systems [58].
The design of effective FL systems plays a vital role in supporting algorithm deployment and overcoming
challenges tied to accuracy, resource utilization, and data confidentiality [59].

3.2 Security and Privacy Challenges in FL

While FL offers a valuable pathway for secure and distributed predictive learning, it continues to
encounter challenges in safeguarding privacy and maintaining data reliability. The decentralized setup
leaves room for malicious actors to exploit framework weaknesses [60]. Backdoor attacks and malicious
exploitation pose a significant threat to FL, as they allow attackers to alter the shared model by injecting
harmful inputs or poisoned updates [61]. Privacy can also be compromised through inference attacks, which
make it possible for attackers to deduce original data by analyzing the parameters communicated during
training [62]. Because of its distributed design, FL is exposed to several other attack surfaces that malicious
actors can exploit to target the global model. Paradoxically, while FL aims to enhance confidentiality, studies
have demonstrated that it is not fully immune to privacy related attacks [63]. This paradox highlights
the necessity of integrating stronger defense strategies into FL frameworks. Researchers have proposed
countermeasures applied at different stages prior to aggregation, during the process, and after model updates
are combined [64]. Researchers are examining approaches like encrypted computation, privacy preserving
anonymization, and blockchain assisted models to reinforce the confidentiality and resilience of FL [65].
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To effectively tackle the privacy and security challenges in federated learning, comprehensive and multi-
layered strategies are required. Future frameworks should embed the core strength of FL: its ability to protect
sensitive data [66]. Future research should focus on balancing privacy, model accuracy, and stronger security.

Table 3 compares differential privacy, homomorphic encryption, and hybrid privacy-preserving models
for IoT-based federated learning. The comparison shows that while DP-based methods are lightweight, they
suffer from accuracy loss, whereas HE-based solutions offer stronger confidentiality at the cost of higher
computation and latency. Hybrid and adaptive approaches attempt to balance these trade-offs, motivating

the need for intelligent coordination in the proposed Hyper-Learning Framework.

Table 3: Comparative view of differential privacy and homomorphic encryption for IoT-FL.

Technique/Model Type

Representative Models

Strengths

Limitations

Suitable IoT Devices

Local Differential Privacy

Local DP-FL, DP-SGD at

Lightweight, scalable, low

Accuracy loss due to
noise, weak against

Wearables, sensors, smart

(LDP) client side computation overhead . home nodes
inference attacks
Central Differential DP-FedAvg, server-side Better utility than LDP, Requires ~trusted . Smart gateways, edge
. s . . aggregator, single-point
Privacy (CDP) noise injection simple aggregation risk nodes
Adaptive Differential Budget-aware DP-FL, Balances privacy and Privacy-budget tuning Moderate-capability edge
Privacy dynamic noise scaling accuracy dynamically complexity devices
Homomorphic Strong confidentiality, High CPU/memory cost, MEC servers, industrial

Encrypted aggregation FL

Encryption (HE) encrypted model updates increased latency controllers
Packed/Partial HE (PHE) Batched enc.rypted Reduced overhead Still expensive for end Gateways, edge servers
aggregation compared to full HE devices
Fully Homomorphic Fully encrypted FL End-to-end encryption,  Impractical for IoT dueto  Cloud servers, powerful
Encryption (FHE) pipelines strongest privacy extreme computation cost edge nodes

Secure Aggregation

Mask-based secure

Lightweight, avoids heavy

Vulnerable to collusion

Resource-constrained IoT

(Non-HE) aggregation cryptography attacks devices
Hybrid DP + HE Client-side DP w1Fh Balanced privacy and Multi-layer coo.rdmatlon Mixed IoT hierarchies
encrypted aggregation efficiency complexity
T i ) .
Blockchain-Assisted Encrypted model logging, amper .rejs1stance Added latency and energy Industrial IoT, smart
R . R ; auditability, trust .
Privacy FL on-chain verification overhead infrastructure

enforcement

DRL-Optimized Privacy
FL

Adaptive DP/HE selection
via DRL

Context-aware privacy
and energy optimization

Increased system
complexity

Heterogeneous IoT
environments

Since privacy-preserving strategies in FL are frequently given inconsistently, this study groups them
around two fundamental methods: Homomorphic Encryption (HE) and Differential Privacy (DP). Although
DP can decrease accuracy under non-IID data, it is lightweight enough for IoT devices and adds calibrated
noise to updates. HE prevents sensitive gradients from being exposed and maintains model changes
encrypted throughout aggregation, but it adds significant computation and communication overhead and
is mostly appropriate for gateways or edge servers. According to recent IEEE research, combining HE at
aggregation nodes with DP at the device level can balance resource restrictions and privacy strength in
heterogeneous IoT environments. The best times to use each method in blockchain-enabled FL systems are
made clear by this methodical comparison. Despite the fact that FL employs a number of privacy-preserving
techniques, their discussion in the literature is frequently dispersed and lacks a comparison framework. In
order to solve this, we take a narrow emphasis on two popular methods: Homomorphic Encryption (HE)
and Differential Privacy (DP). By adding calibrated noise to gradients prior to upload, DP protects user
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data and provides low computational overhead appropriate for IoT devices with limited resources. However,
under non-IID settings, it increases accuracy loss [67]. HE is more suitable for gateways and MEC nodes
since it allows encrypted model updates to be aggregated without decryption, offering high confidentiality
assurances but imposing a substantial computational and communication expense [68]. According to recent
research, hybrid designs can balance accuracy and overhead in heterogeneous IoT installations by combining
DP at the edge with HE at intermediate nodes to provide layered safety [69]. This comparative viewpoint
makes the privacy design decisions more understandable and in line with the real-world limitations of

blockchain-assisted FL.

Table 4: Comparative review of blockchain-integrated federated learning methods in IoT environments.

S. No. Title Findings Research Directions Limitations Advantages
Scalability limits,
BDIM: A . Y .
. BDIM ensures fast, Enhance scalability, performance issues .
Blockchain-Based L o . Enhances security and
. X scalable, and secure IoT  security, interoperability, under high load,
1 Decentralized Identity . ) . trust, offers low gas costs
identity management and real-world blockchain dependency, .
Management Scheme for . - . and fast response time.
_ with smart contracts. application. and user experience
Large-Scale IoT [70]
challenges.
FabricFL: Blockchain in
b o Integrates blockchain Improve scalability, . . .
the Loop Federated . High complexity, Boosts privacy,
. and FL to improve reduce latency, enhance . :
2 Learning for Trusted . . . latency, and integration performance, and
. security and trust using privacy and user
Decentralized . . K cost. accuracy (+10%).
- credibility scoring. experience.
Systems [71]
Addresses signature
Comments on LPBFL for Focus on cryptography, Strengthens verification,
. vulnerabilities and TYPIOBIAPY: oD reliance, lack of gt .
3 Blockchained Federated . attack resilience, and . uses Paillier encryption,
. ~ proposes improved . . real-world evidence. . .
Learning in IoT [72] implementation. improves efficiency.
LPBFL.
RL-FL-BC: RL-Based Combines RL, FL, Optimize protocol Enhances collaboration
. . - Latency, cost, and . .
4 Federated Learning over blockchain for cost efficiency, latency, and o and privacy, especially
o . . . scalability concerns.
Blockchain [73] savings and privacy. testing. for healthcare.
Decentralized FL on Edge  Achieves 93% accuracy,
8 5 ¥ Explore blockchain and  Underutilization of edge  Improves resilience and

5 over Wireless Mesh
Networks [74]

ensures privacy via local
training.

protocol optimization.

devices.

privacy.

Differentially Private
6 Federated Multi-Task

Enhances privacy,
connectivity, and

Optimize scalability and
blockchain integration.

Privacy-accuracy
tradeoff,

Boosts adaptability, task
optimization, and

Learning for HDT [75] cost-efficiency in HDT. synchronization issues. validation.
Blockchain-Based Improves latency, Study consensus, Centralized UAVs, high .
. . . s ) Trustworthy with
7 Hierarchical FL for accuracy, and trustin  resilience, and resource overhead, security non-iid. data handlin
UAV-IoT [76] UAV-enabled networks. allocation. issues. o &
Resource-Efficient FL with ~ Integrates FL, DAG Improve sharding, - Enhances adaptability,
. . . Latency, resource limits, D
8 DAG Blockchain for blockchain, and digital consensus, and . verification, and error
o . . MAPPO complexity. .
IIoT [77] twins for secure IIoT.  performance evaluation. handling.
Blockchain-Enabled FL Addresses FL Enhance security, Costly and complex Improves IoT security
9 Model with vulnerabilities and blockchain integration, Y i P and reduces resource
. o i encryption.
Multisignature [78] adversarial risks. and speed. needs.
FL-Based Task Offloading DFedAvg optlmlz.es Focus on mobility, ngh demand's, Reduces latency;
10 . . ~ UAV paths, reducing bandwidth, and scalability and privacy . :
in UAV-Aided MEC [79] L improves offloading.
delay by 16.7%. real-world validation. concerns.

In the proposed Hyper-Learning Framework, the selection between Differential Privacy (DP) and
Homomorphic Encryption (HE) is guided by a DRL-based control mechanism. The DRL agent observes
device-level states such as computational capacity, energy availability, latency constraints, and communi-
cation reliability. Based on these observations, resource-constrained IoT devices are dynamically assigned
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DP-based protection to ensure lightweight privacy preservation, while more capable nodes such as gateways
and edge servers employ HE for stronger confidentiality during aggregation. This adaptive selection enables
a balance between privacy strength and system efficiency under heterogeneous IoT conditions [80]. By
warping shared updates, Differential Privacy (DP) mainly thwarts inference-based attacks like membership
inference and gradient inversion. Nevertheless, malevolent clients are still able to deliver poisoned model
modifications thanks to DP. Conversely, Homomorphic Encryption (HE) protects against honest-but-
curious aggregators by allowing encrypted aggregation, but it does not reduce poisoning, Sybil, or backdoor
assaults. Because of this, neither DP nor HE by itself provides total protection against all attack surfaces,
highlighting the need for other procedures like blockchain-based verification and trust management [81].

3.3 Role of Blockchain in FL: Model Security, Integrity, and Trust

The use of blockchain within federated learning strengthens guarantees of trust, safety, and fairness.
Decentralized consensus and validation protocols address potential weaknesses during training, particularly
when dealing with unreliable or adversarial nodes. Through tamper-proof logging of model updates and
user activities, blockchain ensures both integrity and privacy in distributed learning environments. With
immutable tracking of model changes and participant actions, blockchain becomes a key enabler for
secure and confidential collaborative learning [82]. By requiring organised involvement and public update
validation, blockchain might lessen the influence of non-IID data, which is still a major problem in FL.
In order to prevent excessive bias from highly skewed nodes, smart contract-based selection can provide
preference to clients with trustworthy or balanced data [83]. Immutable on-chain logging aids in identifying
aberrant gradient variance and local drifts in diverse environments [84], while blockchain-based reputation
scores deter updates that consistently deviate from expected gradient behaviour [85]. These processes
stabilise aggregation and enhance convergence among many IoT devices, even when blockchain does not
completely eradicate non-IID distributions. While blockchain-assisted mechanisms such as reputation-
based client selection and immutable update logging can alleviate the impact of non-IID data, they do not
eliminate it entirely. In highly skewed data distributions, trusted clients may still contribute biased updates,
and reputation scores may converge slowly in dynamic IoT environments. Moreover, blockchain-based
validation increases latency and may limit rapid adaptation when data distributions shift abruptly. These
limitations indicate that blockchain can mitigate, but not fully resolve, non-IID challenges, especially under
strict resource and real-time constraints [64].

A key strength of blockchain lies in its immutability, ensuring that model updates remain permanent
once committed, thus safeguarding the system from manipulation attempts. This feature provides strong
guarantees in multi-party settings where stakeholders may not fully trust one another and where transparent
auditing is necessary. Through consensus driven verification, blockchain enhances the protection and
trustworthiness of federated learning systems. Given that FL relies on distributed clients who share only
model updates, such mechanisms are critical for securing the joint model-building process. The Table 4
summarizes the recent works in blockchain based federated learning.

Through an immutable, verifiable record of model changes and contributor data, blockchain prevents
falsification and markedly improves security guarantees [36]. The permanence of blockchain entries ensures
that stored model updates cannot be rolled back, protecting the system from manipulation during training.
This property proves critical when contributors may not fully trust one another or when transparency in
auditing is required [87]. Ensuring the uniformity of operations in federated learning is a concern, and
blockchain offers a solution. By leveraging smart contracts, it becomes possible to automate the enforcement
of rules, making sure every participant abides by the established protocols [88]. Such a mechanism secures
the correctness of the trained model and acts as a barrier against malicious actions like tampering with
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updates. Moreover, the decentralized validation offered by blockchain allows independent nodes to confirm
the authenticity of updates before they affect the overall system [89]. Apart from enhancing protection and
verifying the integrity of shared models, blockchain provides a foundation for transparent contribution
tracking and fair incentive allocation among participants.

Ten representative studies that show how blockchain-enhanced FL has developed in various IoT
scenarios are summarised in Table 5. Our explanation of safe participant authentication in Section 3.3 is
reinforced by BDIM’s identity-management focus whereas the claims of cryptographic verification, tamper
resistance, and trust formation are directly supported by FabricFL and LPBFL. The hierarchical UAV-IoT
frameworks and RL-FL-BC are in line with Sections 5 and 5.1, showing how reinforcement learning enhances
resource allocation, adaptive coordination, latency handling, and blockchain and FL. The paper’s focus on
privacy protection, robustness, and non-IID data management is reinforced by edge-centric and multi-
task learning contributions, such as decentralised FL over mesh networks and differentially private HDT
systems. The scalability, security, and reliability issues examined in Sections 4 and 6 are substantiated by
DAG-based blockchain for IIoT and multisignature-assisted FL. Lastly, our system-level discussions on
mobility-aware optimisation and energy-efficient training directly relate to UAV-assisted MEC offloading.
When taken as a whole, the works in Table 2 demonstrate the technical reasons for moving closer to the
suggested Hyper-Learning Framework and confirm the main points made throughout the survey.

Table 5: Summary of models, datasets, and performance across blockchain-enabled federated learning studies.

Paper/Framework Model Used Dataset Performance Summary
BDIM: Blockchain-Based 4-layer FNN Hierarchical FL
Decentralized Identity (Hierarchical FL), General IoT accuracy ~92%;
Management for centralized classification tasks centralized FL ~94%;
Large-Scale IoT aggregation standard FL ~88%-89%
FabricFL:
Robust £70%-909
Blockchain-in-the-Loop ResNet. DNN X-ray, CIFAR, ?lnl(liirrlei)i:onin/() n db
Federated Learning for ’ IoT-IDS cerp 5
inference attacks
Trusted Systems
LPBFL: Lightweight Qualitative evaluation
Privacy-Preservin Conceptual FL Not explicitly reported  of privacy preservation
U 5 architecture Y v

Blockchain FL for IoT

and secure aggregation

RL-FL-BC: RL-Based
Federated Learning over
Blockchain

FL with DRL-based
controller

Near-optimal
convergence; accuracy
approaching centralized
FL

Benchmark
simulation datasets

Decentralized FL on
Edge over Wireless Mesh
Networks

MLP, CNN, VGG

Centralized > FedAvg >
MNIST, CIFAR Mesh-based FL in
accuracy and

convergence

(Continued)
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Table 5 (continued)

Paper/Framework Model Used Dataset Performance Summary
DPML achi high
Differentially Private v achieves g est
_ utility; DP-FedAvg
Federated Multi-Task DPML, DP-FedAvg CelebA i i
, shows higher noise
Learning L
sensitivity
Hierarchical FL for Centralized FL ~ 94%;
UAV-IoT Learning 4-layer FNN loT sensor data Hierarchical FL ~ 92%
Resource-Efficient FL Proposed scheme
with DAG Blockchain for 4-layer FNN Industrial IoT sensors  achieves >91% accuracy
IIoT with reduced latency
Blockchain-Enabled FL
oc i\/Izlcrllel ;’111;1 ed Accuracy drop limited
. LeNet MNIST, FMNIST to 1%-2% under strong
Multisignature security constraints
Verification Y
Del ~ 17%;
FL-Based Task Offloading DDPG. FedAv Simulated MEC © Zler:du;eljizys o f7 %
in UAV-Assisted MEC ’ 5 workloads &Y &

25%-35%

The verifiable nature of blockchain records allows the establishment of fair payment schemes, reinforc-
ing trust and accountability among FL participants [90]. It is important to note that integrating blockchain
and FL is not straightforward, since transaction costs and bottlenecks may arise, requiring thorough study
in environments with constrained devices [91]. While blockchain enhances transparency, mishandling its
design may put privacy at risk. Storing sensitive data or participant identifiers directly on an immutable
ledger could inadvertently expose confidential information [92]. By combining blockchain with federated
learning, researchers aim to build systems that are more secure, transparent, and dependable. Blockchain’s
ability to keep permanent records, apply smart contracts automatically, and manage rewards fairly makes it
a strong complement to FL. In the future, this integration is expected to produce hybrid models that offer
both resilience and efficiency in collaborative learning [93].

The combined table and graph demonstrate that FedAvg stays close with little loss while centralised
training provides the best accuracy. While expected decreases occur, more decentralised techniques like
FedDec and MeshFedAvg continue to work reliably across datasets. Accuracy trade-offs are introduced by
privacy and security-enhanced FL techniques, however these are greatly mitigated by optimized variations.
The best adaptive performance is attained by RL-based FL, which frequently matches or surpasses baseline
FL. Overall, the combined findings show that federated learning can continue to be precise, safe, and scalable,
and the additional quantitative comparison enhances the suggested framework’s technical validity.

4 Consensus Mechanisms and Resource Optimization in Blockchain FL

Blockchain enhanced federated learning has shown promise in addressing key challenges of traditional
FL, including security weaknesses, lack of decentralization, and limited scalability. Nevertheless, which
consensus algorithm is used significantly influences the operational behavior and resource demands of
the resulting system [94]. Traditional consensus algorithms like Proof of Work (PoW) impose heavy
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computational costs and are unsuitable for FL, particularly in scenarios involving wireless devices with
limited resources [95]. In pursuit of optimized resource usage and higher efficiency, multiple innovative
designs have been explored. The Directed Acyclic Graph approach to federated learning (DAG-FL) stands
out by providing improved predictive reliability and effectiveness over standard hardware integrated FL
implementations [96]. Similarly, the ChainsFL architecture leverages a hybrid structure, merging Raft
enabled shard management with a DAG backed central blockchain, to better accommodate the demands
of large federated learning deployments [97]. Such methods work to mitigate delays from slow participants
and strengthen parallel training efficiency. Thus, the synergy between blockchain and federated learning
highlights new avenues and challenges in resource allocation, with innovative mechanisms like proof of fed-
erated learning turning idle processing into meaningful tasks [40]. Moreover, the use of adaptive scheduling
policies combined with deep reinforcement learning is being examined to improve spectrum efliciency, block
sizing, and block generation rates in blockchain supported mobile edge computing environments [98]. These
advancements demonstrate ongoing efforts to maintain security equilibrium, efficiency, and scalability in
the blockchain-FL framework. This survey uses a single analytical approach that divides limits into three
interrelated dimensions: computation, communication, and storage in order to address the fragmented
debate of resource limitations [99]. IoT nodes must employ low-power processors for local training and
blockchain verification, which leads to computation limitations [100]. Unstable links, large upload costs
during model exchange, and consensus overhead that increases with dense deployments are examples of
communication limitations. Maintaining model parameters, blockchain metadata, and historical updates
on devices with limited memory capacity results in storage limitations [101]. When these limitations are
taken as a whole, it becomes clear that inefliciencies in any one area spread throughout the system, which
encourages integrated optimisation techniques like lightweight aggregation, hierarchical blockchain storage,
and DRL-based scheduling to ensure sustained FL in IoT.

4.1 Consensus Algorithms in Blockchain for IoT

In blockchain based IoT applications, consensus mechanisms play a crucial role, and different
approaches are being assessed for their performance and applicability. Notably, three well known algorithms
such as custom proof-of-work, PBFT, and two valued consensus have delivered promising results in IoT
settings by achieving consensus in less than one second [102]. In IoT environments, legacy consensus
approaches like Proof of Work are limited by the modest processing strength of IoT nodes. Since PoW
is highly computationally intensive, it proves unsuitable for devices with restricted energy and processing
resources [103]. Addressing this concern, researchers have introduced more appropriate consensus protocols
for IoT systems. Proof of Stake, in particular, has gained attention as it minimizes computational demands
while significantly improving energy efficiency relative to PoW [104]. Practical Byzantine Fault Tolerance
(PBFT) stands out as a reliable consensus framework for IoT, demonstrating compatibility with devices
that have limited computational capacity [105]. The convergence of blockchain and IoT creates a dual
scenario in which blockchain strengthens trust and security within IoT networks, the limited resources of IoT
nodes highlight the necessity for optimized, resource efficient consensus mechanisms [106]. As innovations
continue, specialized consensus protocols for IoT will likely evolve, crafted to overcome device constraints
yet maximize the benefits blockchain contributes to distributed systems [107]. The summary of consensus
mechanisms in IoT has been presented in Table 6. The degree to which the consensus techniques in Table 6
are appropriate for IoT environments varies significantly. Although they provide robust security, PoW and
PoS are too hefty for low-power systems. When the number of nodes increases, PBFT and related protocols
perform badly, but they are effective in small, permissioned groups. Although they can be less resilient to
attacks, IoT-oriented and DAG-based techniques lower delay and energy consumption. The requirement
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for an adaptable, learning-driven consensus layer in the Hyper-Learning Framework is highlighted by
the fact that no current architecture successfully combines trust, responsiveness, energy efficiency, and

widespread participation.

Table 6: Comparison of consensus mechanisms for IoT applications.

Consensus Energy e Suitability for
S. No. Mechanism Efficiency Scalability IoAT Notes
Proof of Work Too resource-intensive
1 Very L High P
(PoW) ery Low '8 oot for IoT
Better than PoW, but still
Proof of ’
2 roof of Stake Moderate High Limited demands constant
(PoS) o1t
availability
Delegated PoS . . , Rec.iuc.e‘s burd?n by
3 High High Suitable limiting active
(DPoS) ..
participants
Good for Communication
4 PBFT High Limited permissioned overhead increases with
IoT systems nodes
Proof of Designed for
5 Authentication Very High Limited & Lightweight and secure
IoT
(PoAh)
Integrates model
PoDL (Proof of
6 oDL (Proofo Moderate Moderate Emerging performance into

Deep Learning) consensus

4.2 Challenges of IoT Resource Limitations in Blockchain Operations

Integrating blockchain within IoT networks faces major obstacles because of the restricted capabilities of
IoT devices. Constraints in computing resources, limited memory, and high energy demands often hinder the
efficient execution of blockchain-based operations in such environments [108]. Since IoT hardware generally
offers minimal computational power and limited storage, these devices struggle to participate in conventional
blockchain networks that demand intensive resources for consensus and mining [109]. The challenge is most
apparent in edge nodes with limited capacity, where the high algorithmicload of blockchain proves difficult to
manage [110]. Several solutions have been put forward, including the development of streamlined blockchain
frameworks and mechanisms for balancing workloads across devices with varying resource availability [111].
A creative solution introduced in literature is the sliding window blockchain, where earlier block data
supports the hashing of subsequent blocks, coupled with a simplified proof of work mechanism, making it
more feasible for IoT use cases [112]. A different solution leverages the Proof of Authority mechanism in
Ethereum which has been applied to show the viability of blockchain within IoT networks by mitigating both
delay and scalability issues [113]. Overall, the combination of blockchain and IoT opens doors to improved
decentralization, transparency, and security, but faces obstacles due to the limited resources of IoT hardware.
Researchers are focusing on developing efficient blockchain and consensus mechanisms tailored for such
environments ensuring the feasibility and scalability of blockchain driven IoT ecosystems [114].
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4.3 Dynamic Node Selection and Energy-Efficient Strategies

Energy efficient allocation methods combined with dynamic node selection are instrumental in
refining wireless network operations, notably in varied and device to device communication scenarios.
Within heterogeneous networks, applying these techniques leads to marked gains in energy efficiency [115].
Attention is given to power reduction mechanisms and conflict mitigation for co-channel Single-RAT
HetNets, underlining the necessity of flexible, energy optimized resource control frameworks [116]. An
energy conscious staged allocation model for HetNets is proposed, incorporating fractional frequency reuse
to both conserve resources and ensure stable connectivity at the network boundary. Through adaptive
center edge partitioning, time slot planning, and optimized power management, the system secures notable
improvements in efficiency and lower outage probability.

Leveraging direct D2D connectivity creates opportunities to implement power optimized strategies
in wireless networks [117]. Research highlights that embedding D2D communication into dynamic TDD
frameworks can boost energy efficiency by coordinating mode choice, slot allocation, and power usage.
Such designs demonstrate improved spectral performance and reduced energy consumption over standard
cellular methods [118]. It presents a new framework that improves D2D energy performance in HetNets by
dynamically determining communication modes via fuzzy clustering. It further highlights that intelligent,
dynamic selection of nodes within Cloud RANS is key to achieving better energy efficiency [119]. It highlights
an integrated framework for heterogeneous C-RANs that unifies RRH activation, user association, and
resource scheduling. Using a greedy activation policy and channel-driven pairing, the scheme achieves
significant energy efficiency improvements. Ensuring network performance further requires dynamic node
selection and energy optimized designs. Extending these methods to HetNets D2D links, and C-RANs
strengthens both spectrum efficiency and overall performance. Additional measures such as sleep/wake
cycles, interference reduction, and dynamic resource distribution contribute to building more sustainable
and high performing wireless networks [120].

5 Deep Reinforcement Learning for FL Optimization

In recent years, DRL has been explored as a way to strengthen FL in environments where devices
face strict resource limitations, such as drone assisted wireless systems and IIoT. DRL not only guides the
placement of UAVs but also manages resource sharing, which leads to improved connectivity and higher
throughput. Within IIoT, it supports stable load distribution across devices while preserving accuracy and
training speed. When used together, FL and DRL enable networks to adapt in real time, ultimately achieving
better scalability, efficiency, and reliability [121]. The proposed method enhances the long term effectiveness
of FL by addressing critical resource constraints, including harvested energy, bandwidth availability, and
UAV energy capacity. Using a Markov Decision Process formulation, a DRL based solution manages these
challenges to achieve energy efficient operation while remaining responsive to dynamic network conditions.
Within IIoT environments, this strategy is further refined through a DRL driven joint policy for resource
allocation and device coordination. As a result, hierarchical FL systems supported by MEC can maintain
high model accuracy while lowering both computation and communication burdens [122]. The method
focuses on reducing delay, improving energy efficiency, and preserving model accuracy in constrained edge
environments. Using the Deep Deterministic Policy Gradient approach, it demonstrates strong performance
across these dimensions. Evaluating DRL with federated learning also addresses decentralized optimization
challenges effectively. The Fed-MARL framework exemplifies this by arranging channel selection and
power allocation in vehicle-to-vehicle communications, enhancing both efficiency and network reliabil-
ity [123]. Leveraging DRL in combination with FL, this approach enhances consistency and minimizes lag
while improving cellular link performance. Federated learning balances cooperative multi agent training
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and speeds up convergence, while DRL efficiently optimizes resource distribution, communication, and
adaptation to evolving IoT network topologies [124].

Fig. 2 presents the DRL-driven optimization framework for federated learning, where the DRL agent
observes system states and selects actions such as client selection, aggregation strategy, and update frequency.
The reward reflects energy efficiency, communication cost, and model performance, enabling adaptive and
optimized FL operation.

Federated Learning State (Sy)
System State
Device energy levels j L
Network bandwidth Action (A9
Data heterogeneity DRL Agent
Participation availability (Policy m) ﬁ
Z X Algorithms: Reward (R,)
DQN, Action Space
PPO,
A3C Client selection i g
Aggregation strategy
Update frequency Optimized Federated
Resource allocation Learning Process
Next State Reduced energy cor.lsumption
Lower communication cost

Improved convergence
High global accuracy

Figure 2: Hyper-learning framework: closed-loop interaction of FL, blockchain, and DRL.

5.1 Adaptive Resource Allocation in FL Using DRL

In FL, DRL serves as an effective approach to improve resource allocation, particularly in wireless
environments where energy and bandwidth are limited. DRL-based strategies have been designed to identify
optimal UAV placement and manage resource distribution in UAV-assisted networks. By accounting for
the limited energy harvested by user devices, these methods help ensure the long term sustainability of
FL operations [125]. The goal of this model is to improve the long-term effectiveness of federated learning
systems in environments with limited resources, where obstacles include constrained bandwidth, harvested
energy, and UAV power budgets. Energy constraints are transformed into a deterministic structure through
the use of stability based optimization, which makes it possible for a DRL-based Markov Decision Process
to direct effective system operation. There is room for more balanced designs, though, as the majority of the
current research still focuses on either single control or fully distributed DRL approaches [126], A hybrid
system known as federated deep reinforcement learning has been suggested to provide performance close to
centralized training while decreasing information exchange and user privacy protection in wireless networks.
In this setup, a central unit coordinates training but limits the scope of data sharing, making it highly
suitable for federated learning environments. DRL-driven adaptive resource allocation further improves this
approach by optimizing energy, bandwidth, and device deployment under restricted conditions, all while
preserving privacy. Looking ahead, advancing specialized DRL algorithms tailored for secure and efficient
FL remains an important direction for future research [127].

5.2 Minimizing Energy Consumption while Maintaining Accuracy

Because edge devices have limited battery capacity, compute power, and communication bandwidth,
energy economy is a significant difficulty in federated learning for IoT systems. Energy consumption is



144 J Internet Things. 2026;8

greatly increased by frequent model updates, blockchain-related validation processes, and repeated local
training, especially in large-scale and heterogeneous IoT implementations. Recent research focusses on
energy-aware federated learning techniques that both maximise accuracy and resource utilisation to address
these issues. By adjusting client participation, transmission power, update frequency, and aggregation
intervals based on current device and network conditions, deep reinforcement learning has become a useful
tool for dynamically managing energy consumption. IoT devices with limited resources can selectively
participate in training thanks to this kind of adaptive control without compromising the overall performance
of the model. By synchronising compute offloading, communication time, and device activation, DRL-
based scheduling algorithms further enhance energy efficiency in edge-assisted and UAV-enabled IoT
systems. These methods retain a reasonable convergence speed and learning accuracy while cutting down
on pointless transmissions and avoiding overloading low-energy nodes. By moving intensive processing
away from devices with limited resources, hierarchical FL architectures enabled by MEC nodes also aid in
balancing energy consumption. In general, adaptive, context-aware techniques that concurrently take into
account device heterogeneity, network dynamics, and learning objectives are needed for IoT-specific energy
optimisation in federated learning. A viable technique to accomplish sustainable FL operation in IoT systems
without sacrificing accuracy or scalability is through DRL-driven energy management.

6 Research Gaps and Open Challenges

Notable advantages include upgraded data integrity, more reliable privacy protection, and shared
decision making when blockchain and federated learning (FL) are combined in Internet of Things systems.
Despite these advantages, a number of obstacles still stand in the way of the creation of effective and scalable
blockchain FL frameworks. Key challenges hindering widespread adoption of these systems include inade-
quate incentive and trust mechanisms, excessive energy consumption, restricted block sizes, and inherent
limitations in existing models. Resolving these issues is essential for achieving scalable and sustainable
deployment across large scale IoT ecosystems.

Different IoT scenarios provide different issues related to limited involvement, high energy use, and
security risks. Battery-limited wearables in healthcare IoT often stop training, which reduces client diversity
and slows convergence. Because blockchain validation and repeated FL rounds must function under stringent
real-time limitations, industrial IoT faces significant energy and latency overhead. UAV-assisted networks
have even more severe energy restrictions; lightweight consensus is crucial because drones must balance
training, communication, and flight stability. Healthcare systems are more susceptible to inference assaults,
whereas smart city installations are more susceptible to poisoning and Sybil attacks because of open public
networks. These variations emphasise the necessity of flexible, situation-specific mitigation techniques. By
combining FL for privacy, blockchain for trust, and DRL for dynamic optimisation of participation, block
size, and communication scheduling, the suggested Hyper-Learning Framework facilitates such adaptability.

Another major issue with blockchain-assisted federated learning for IoT is interoperability. Single-
chain architectures are frequently used in current solutions, which restricts cooperation between many
administrative domains and application platforms. Cross-domain learning is challenging in large-scale
IoAT setups because devices and edge networks may run on distinct blockchain frameworks. Relay-based
bridges, side-chain coordination, and cross-chain communication protocols are examples of emerging
interoperability techniques that present promising paths for enabling safe model update exchange and trust
verification across various ledgers. However, there are new latency, synchronisation, and security consistency
issues when combining these approaches with federated learning. For actual blockchain-FL deployment,
addressing interoperability in a lightweight and scalable way is still an open research challenge.
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6.1 Challenges of Blockchain-Assisted Federated Learning in IoT Systems

While combining blockchain with FL strengthens data security and trust in IoT networks, deploying
such systems at scale remains difficult. Resource constrained devices struggle to participate fully, and
differences in hardware, connectivity instability, and communication delays hinder synchronous training.
These factors collectively slow convergence, reduce model accuracy, and impair overall efficiency across
heterogeneous IoT environments.

Managing resources and communication remains a major challenge for blockchain enabled FL in
IoT networks. Systems can experience sharp performance drops under fluctuating network conditions and
heterogeneous device capabilities. Adaptive mechanisms that can dynamically balance training loads and
optimize communication schedules are essential. Additionally, blockchain integration imposes extra energy
and computational demands, which can overwhelm low power devices. The choice of block sizes leads to
frequent validation cycles, increasing energy usage and communication overhead.

In blockchain supported federated learning, energy consumption is a critical concern. Even supposedly
low power consensus protocols like PoS still require significant computation, and multiple rounds of model
training amplify the energy burden. Most current models neglect energy efficiency in key operations such
as block generation, participant selection, and aggregation, resulting in fast battery drain and reduced
sustainability for IoT devices. On the security side, FL remains exposed to threats including model poisoning,
Sybil attacks, and privacy leakage. Malicious participants can manipulate model updates or incentive systems,
and existing verification or reputation mechanisms often fall short in scalability and resilience against
collusion. Furthermore, static approaches to selecting nodes for block creation and model aggregation
increase vulnerability to rogue participants and compromise the integrity of the global model.

6.2 Issues with Block Size, Energy Efficiency, and Security

The integration of blockchain in federated learning creates extra strain on energy use and computational
efficiency, which limits its suitability for constrained IoT systems. Among the most decisive issues is block size
control. Poorly managed block sizes affect the overall network by influencing latency, throughput, and storage
capacity. Small block sizes shorten consensus intervals but lead to higher communication load and energy
costs, while large blocks delay consensus due to increased propagation delays. Beyond block size, the energy
demand of consensus itself is a key obstacle. Even energy optimized mechanisms such as Proof of Stake still
consume considerable resources. Since federated learning relies on frequent training and communication,
the cumulative energy efficiency considerations in block production, aggregation design, and the process of
selecting participating nodes.

Network stability is difficult to maintain since sensor-driven and mobile IoT devices often experience
quick energy depletion. Security risks add another layer of concern. While blockchain offers some protection
against tampering, federated learning is still exposed to threats such as data inference, Sybil behavior, and
poisoned model updates. Attackers may deliberately inject false contributions or manipulate the incentive
structure. Approaches like verification checks and reputation models have been proposed, but they typically
fail to scale and are ineffective when multiple attackers act together. Moreover, node selection during block
generation or model integration is usually fixed or handled without trust based evaluation, which leaves the
system open to adversarial behavior. The lack of robust trust and security mechanisms raises the likelihood
of corruption in the global model.
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6.3 Need for Dynamic Incentive Mechanisms and Participant Trust Evaluation

Sustaining reliability and active engagement in blockchain driven FL requires incentive mechanisms
that can adapt to changing conditions. Many existing designs still depend on basic contribution based
rewards, which overlook the complexity of IoT environments. Improved incentive frameworks should
consider not only how often or how much a node contributes, but also the value and stability of those
contributions, the efficiency of resource usage, communication reliability, and device readiness. In addition,
robust trust evaluation is essential to reduce the impact of malicious or underperforming participants.
Leveraging machine learning or reinforcement learning for trust assessment can help flag harmful nodes
while gradually reinforcing cooperative and beneficial behavior.

Addressing the shortcomings of current designs requiers moving toward smarter, context aware
blockchain FL frameworks tailored for IoT. DRL offers a promising pathway by dynamically coordinating
operations such as channel distribution, block leader selection, and block size tuning in response to
device capabilities and current network status. Pairing layered blockchain structures with hybrid consensus
mechanisms can also enhance both scalability and energy performance. Incorporating private or consortium
blockchains with edge based aggregators also reduces consensus workload and delays while preserving
decentralization and security. Despite its strong potential, blockchain FL integration still demands further
exploration to address its open challenges and to create IoT systems that balance privacy, performance,
affordability, and long term sustainability.

7 Conclusion and Future Directions

In conclusion, by combining security, privacy, optimisation, and trust viewpoints under a single analyt-
ical framework, this review unifies disparate studies on blockchain-enabled federated learning. This article
describes a closed-loop Hyper-Learning architecture for IoAT systems and emphasises the interdependencies
between FL, blockchain, and DRL, in contrast to previous surveys that examine them separately. These
contributions serve as a foundation for upcoming system-level design as well as an organised reference
for ongoing research. Merging blockchain with federated learning (FL) has shifted IoT research towards
decentralized, privacy oriented, and secure intelligence. This survey provided a comprehensive review of
blockchain FL integration, outlining its strengths, weaknesses, and emerging opportunities for adaptive IoT
ecosystems. Based on the research questions stated in Section 1 guided this study to maintain coherence
and focus. For RQl, the survey focused on FL and distributed learning models for IoT showing how
they enable privacy and efficient bandwidth use but also bring difficulties tied to device heterogeneity,
data imbalance, and possible leakage. For RQ2, blockchain was evaluated as a means of establishing
immutability, trust, and accountability, although scalability concerns and the energy costs of consensus
algorithms remain unsolved. In RQ3, we explored how DRL strengthens FL by dynamically managing device
participation, communication scheduling, and block optimization, supporting both accuracy and resource
savings. Addressing RQ4, we pointed to unresolved challenges such as interoperability, flexible incentive
mechanisms, domain-specific safeguards, and energy efficient cryptography. Overall, this review delivers
an integrated perspective on blockchain, FL, and DRL in IoT, identifies ongoing limitations, and proposes
pathways toward secure, efficient, and sustainable distributed intelligence.

7.1 Future Directions: Toward a Hyper-Learning Framework

For safe, flexible, and resource-efficient intelligence in IoAT systems, the suggested Hyper-Learning
Framework combines Federated Learning (FL), blockchain, and Deep Reinforcement Learning (DRL) into
a single control loop. In this approach, the blockchain layer guarantees integrity, auditability, and incentive
management through verifiable update recording, while FL permits privacy-preserving local training.
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In response to current network and device conditions, such as energy availability, update quality, and
consensus delay, a DRL controller dynamically modifies system parameters like client participation, aggre-
gation intervals, block configuration, and resource allocation. Actions alter FL and blockchain parameters,
and rewards represent trade-offs between accuracy, communication overhead, and energy consumption.
The interaction is based on a closed-loop decision process. The closed-loop optimization in the proposed
Hyper-Learning Framework follows the DRL-driven control process illustrated in Fig. 2, where system states,
actions, and rewards jointly guide adaptive federated learning and blockchain operations.

Future research should concentrate on adaptive incentive models appropriate for heterogeneous IoT
contexts, scalable FL architectures, and lightweight consensus procedures. Real-world implementation
requires enhanced interoperability and standardised assessment. Future studies might investigate DRL-
driven incentive models, for instance, in which incentives are dynamically modified according to client
dependability, energy contribution, and update quality. High-quality and energy-efficient participants are
rewarded more in such a system, whereas malicious or unreliable nodes are gradually penalised. Using DRL
to adjust incentive mechanisms across heterogeneous IoT domains—for example, giving priority to energy-
aware rewards in wearable healthcare systems and latency-sensitive awards in industrial IoT—is another
interesting avenue. These illustrations show how clever incentive design can enhance sustainability, equity,
and participation in federated learning enabled by blockchain technology. All things considered, the Hyper-
Learning Framework offers a useful path towards obtaining scalable and secure distributed intelligence in
IoAT systems.
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