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ABSTRACT: With the development of the Internet of Things (IoT) technology and its widespread integration in
various aspects of life, the risks associated with cyberattacks on these systems have increased significantly. Vulnera-
bilities in IoT devices, stemming from insecure designs and software weaknesses, have made attacks on them more
complex and dangerous compared to traditional networks. Conventional intrusion detection systems are not fully
capable of identifying and managing these risks in the IoT environment, making research and evaluation of suitable
intrusion detection systems for IoT crucial. In this study, deep learning, multi-layer perceptron (MLP), Random
Forest (RF), Extreme Gradient Boosting (XGBoost), and their extensions were implemented to identify the most
effective method. The results of the experiments conducted in this research demonstrate that while deep learning
methods with regularization and dropout techniques attained an accuracy of 0.88, the optimized RF classifier using
HalvingGridSearchCV achieved the highest accuracy of 0.91. The study also emphasized the importance of balancing
accuracy and computational efficiency, especially in resource-constrained IoT environments, where the optimized RF
classifier with acceptable computational time emerged as a practical solution. These methods were evaluated on the
CICIoT2023 dataset. These findings contribute valuable insights for future research in the field of IoT security and
underscore the potential of optimized machine learning techniques in enhancing intrusion detection capabilities.

KEYWORDS: Internet of Things (IoT); deep learning; random forest; extreme gradient boosting (XGBoost); multi-
layer perceptron (MLP)

1 Introduction
Currently, the Internet of Things (IoT) is recognized as one of the most widely utilized technologies

globally. The IoT is primarily defined as a connected network of diverse components that deliver intelligent
systems and services [1]. Specifically, the IoT refers to a set of objects equipped with sensors, electronic
devices, and internet connections that can communicate and exchange data among themselves. As wireless
communication technologies have advanced, developers have been able to create low-cost IoT nodes that
support wireless data collection, analysis, and transmission. Thanks to the ease, affordability, and accessibility
of IoT devices in everyday life, this technology is developing and expanding, and the number of devices
connected to it is constantly increasing. In this way, the IoT has created wide-ranging effects in social,
commercial, and economic fields. Considering the growth and application of the IoT in life and the
widespread attacks on its networks and devices, the importance of cybersecurity in this field is strongly felt.
This issue has become a fundamental and critical challenge for managing the IoT [2].

Security is very important in the IoT because any device or connected object can lead to the portability
of sensitive information, control of devices, or even physical risks for users in case of unauthorized access by
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malicious actors. Therefore, intrusion detection or an Intrusion Detection System (IDS) is very important
in the IoT. These systems are able to automatically identify unwanted activities and malicious intrusions and
apply appropriate defensive measures [3].

The use of artificial intelligence, machine learning, and data mining technologies is very effective in
detecting intrusions in the IoT. These technologies can identify common patterns and anomalies and help
identify potential intrusions.

In fact, the use of data mining and machine learning techniques in detecting intrusions in the IoT helps
to protect sensitive systems and information. Machine learning gives machines and systems the power to
learn and improve from past experiences. By using data mining techniques, it is possible to help analyze
normal and unusual behaviors and patterns in IoT data. In this way, by analyzing data from connected devices
and sensors, attack patterns can be identified and predicted.

2 Related Works
In the research [4], various machine learning and deep learning algorithms, including Random Forest

(RF), Convolutional Neural Networks (CNN), and Multi-Layer Perceptron (MLP), were explored for use in
IoT networks. The RF and CNN methods yielded the best results on the BoT-IoT dataset, demonstrating
superior accuracy and Area Under the Curve (AUC) metrics for multi-class classification. In the article [5],
the application of evolutionary computing and a Grammatical Evolution (GE) algorithm for identifying
cyber attacks in IoT environments was examined. Experiments were conducted on newly available datasets,
confirming the effectiveness of the proposed method. In this paper [6], an intrusion detection system
using a combination of multi-objective optimization was presented to detect DDoS attacks in IoT. The
performance of the system was evaluated on the latest dataset on DDoS attacks, and an accuracy of 99.03%
was recorded. The research in [7] proposed an intrusion detection method based on an ensemble trees
approach, which incorporated a Decision Tree (DT) classifier alongside Random Forest (RF). This method
demonstrated strong performance while maintaining low computational resource requirements compared
to other existing techniques.

In the article [8], a feature selection and JRip classification mechanism was proposed for intrusion
detection systems. The proposed system of this paper achieved better performance than the original feature
set by selecting 16 and 19 features in the IoT-BoT and KDD Cup 1999 datasets, respectively. In the article [9],
a method based on the combination of two convolutional neural networks (CNN-CNN) was proposed to
detect IoT network attacks. The first CNN is used for feature selection, and the second CNN is used for
IoT attack detection. In the study [10], the Chi-Square statistical method was used for feature selection, and
ensemble classifier methods were used to detect attacks in the TON_IoT dataset. Among the investigated
methods, including XGBoost, bagging, extra trees (ET), RF, and AdaBoost, the XGBoost method showed
the highest performance on this dataset. In the article [11], a two-level intrusion detection model in IoT was
proposed. In this method, at level 1, the abnormality of flow is detected, and at level 2, malicious activity is
classified. This model was tested on the IoT botnet dataset, and the decision tree and RF recorded the best
results for the two levels, respectively.

In the article [12], after applying the data preprocessing methods, the Refined Long Short-Term Memory
(RLSTM) model was proposed to detect DoS attacks in IoT networks. The RLSTM model was applied to
the NSL-KDD and CICIDS-2017 datasets and achieved good results. A hybrid deep learning network (HDL)
combining CNN and LSTM methods was used for the intrusion detection system in the paper [13]. In
addition, the SMOTE method and the Tomek-Links sampling method were used to address data imbalance,
which improved the results compared to the basic methods.



J Internet Things. 2025;7 3

In the study [14], extensive experiments were conducted on the Canadian Institute for Cybersecurity
Internet of Things Dataset 2023 (CICIoT2023) dataset. The results of the widely used BERT [15], Distil-
BERT [16], and XLNet [17] models were investigated on this dataset under the same conditions. These
models achieved accuracies of 0.85, 0.89, and 0.88, respectively. In addition, the results of recent models
proposed in the field of research were investigated on this dataset. The paper [18] presents the Deep
Learning Bidirectional Long Short-Term Memory (DL-BiLSTM) model, a lightweight intrusion detection
system for IoT networks that addresses the challenges of limited resources. By combining deep neural
networks (DNNs) with bidirectional long short-term memory (BiLSTM), the model extracts complex
network features and captures cyber-attack patterns. The study [19] examines the impact of the Zeroth Order
Optimization (ZOO) adversarial attack on machine learning models using the IoTID20 and CIC-IoT-2023
datasets. The XGBoost and MLP-Mimic models demonstrated the best results based on the RF and Catboost
models, respectively. The results highlight the need to strengthen machine learning techniques for improved
cybersecurity. In the research [20], deep learning models such as DNN, CNN, and RNN were applied to
different network traffic flows, and the RNN model achieved the highest accuracy on the CIDIoT2023 dataset.
The results demonstrate the effectiveness of the proposed method in detecting cyberattacks in real-world IoT
environments. A summary of the reviewed research, including the method, dataset, and evaluation results,
is given in Table 1.

Table 1: Summary of reviewed research

Research Methods Dataset Evaluation
[4] RF BoT-IoT AUC Normal/1

CNN AUC Normal/0.99
[5] GE algorithm IoT-MQTT (Bi) Accuracy/97.94

IoT-MQTT (Uni) Accuracy/96.70
BoT-IoT Accuracy/99.98

[6] Deep learning + NSGA-II CISIDS2017 Accuracy/99.03
[7] Ensemble trees NF-ToN-IoT-v2 AUC//93
[8] Feature selection + JRip IoT-BoT Accuracy/99.9993

KDD Cup 1999 Accuracy/99.9920
[9] CNN-CNN BoT IoT 2020 Accuracy/98.04
[10] XGBoost TON_IoT Accuracy/100
[11] DT + RF IoT botnet Accuracy/99.90
[12] RLSTM NSL-KDD Accuracy/99.22

CICIDS-2017 Accuracy/98.60
[13] STL-HDL CIDDS-001 Accuracy/99.83

UNS-NB15 Accuracy/99.17
[15] CICIoT2023 BERT Accuracy/0.85
[16] CICIoT2023 DistilBERT Accuracy/0.89
[17] CICIoT2023 XLNet Accuracy/0.88
[18] CICIoT2023 DL-BiLSTM Accuracy/0.87
[19] CICIoT2023 MLP-Mimic + Catboost Accuracy/0.89
[20] CICIoT2023 Accuracy/0.90
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3 Intrusion Detection System for IoT
According to the studies, the development of intrusion detection systems based on different machine

learning and deep learning approaches has been the main focus of research studies to address security
challenges in IoT networks. Each of the techniques used shows different performance depending on the
dataset and the prediction process. In this section, the flowchart, the description of the dataset, and the
learning techniques used in this research are presented. In this research, the effectiveness of deep learning,
MLP, RF, and XGBoost methods and their extensions based on the network intrusion detection dataset were
compared. The experimentation process and the implementation of different deep learning and machine
learning methods are shown in Fig. 1.
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Figure 1: Experimentation process

4 Dataset
The CICIoT2023 dataset is used in this research, which is a new and realistic dataset in the field of IoT

attacks. This dataset can be used to create prediction models for different types of intrusion attacks and design
intrusion detection systems in IoT networks. This dataset, which divides attacks into different categories, was
developed in a 2023 study [21] and contains 1,191,264 network samples for intrusions and 47 features of each
intrusion. To collect this dataset, thirty-three distinct attacks were performed on an IoT topology consisting
of 105 different devices. This dataset is accessible from the Kaggle website.
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5 Performance Metrics
In this research, after its collection and preprocessing, the data was divided into two groups of training

and experimental samples with a ratio of 70% to 30%. In the following, the four criteria of Accuracy,
Precision, Recall, and F1-score were used to evaluate the performance. In evaluating machine learning
models, these four important criteria help to analyze and compare the performance of the models. These
criteria consist of true positive (TP), false positive (FP), false negative (FN), and true negative (TN)
components and are defined as follows:

Accuracy is the ratio of the number of correct predictions to the total number of predictions.

Accuracy = (TP + TN)
(TP + FP + FN + TN)

(1)

Precision is the ratio of the number of correct positive predictions to the total number of positive
predictions.

Precision = TP
(TP + FP)

(2)

Recall is the ratio of the number of correct positive predictions to the total number of true positives.

Recall = TP
(TP + FN)

(3)

The F1-score is the harmonic mean of positive precision and recall and is used as a balanced measure to
evaluate imbalanced models.

F1 − score = 2 × (Precision × Recall)
(Precision + Recall)

(4)

6 Results and Discussion
In this section, we present the results obtained from various models, including deep learning, MLP, RF,

and XGBoost, along with their extensions. Each model examined in this research will be detailed in its own
respective section.

6.1 Deep without Dropout-without Regularization
In this section, the deep network, which consists of dense layers (known as a fully connected neural

network), is used to solve the problem of intrusion detection on the investigated dataset. In this type of
network, each neuron in one layer is connected to all neurons in the next layer. Deep networks are usually
able to identify complex patterns in data and can achieve good accuracy in predictions and classifications.
These methods can exploit large amounts of data, identify complex and nonlinear features, and provide better
performance by learning from them. The detailed specifications of the implemented deep network are given
in Model 1.

As shown in the code, this model is a fully connected deep neural network (Deep Neural Network) that
uses several Dense layers with ReLU activation. The network is designed without using special techniques
such as Dropout or regularization. Dense layers mean fully connected layers where all neurons are connected
to the neurons of the next layer. Due to the lack of Dropout and regularization, this model is prone to
overfitting because the network may overfit to the details of the training data.
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Below are the results obtained from this deep model. Fig. 2 shows the confusion matrix obtained from
this model. As can be seen in this figure, the deep model did not detect any cases in the Benign Traffic, MITM,
and Recon classes. Therefore, there are no rows related to these classes in this figure. In Table 2, the results
obtained from this method are given in terms of Accuracy, Precision, Recall, and F1-score. As can be seen
in this table, in the Benign Traffic, MITM, and Recon classes, the values of Precision, Recall, and F1-score
criteria are equal to zero. The total accuracy obtained from this method is equal to 0.81. Fig. 3 shows the loss
and accuracy obtained from the deep model during different epochs.

Model 1: Deep model without dropout-without regularization
Layer (Type) Output shape Number of parameters

Dense (dense_12) (None, 32) 704
Dense (dense_13) (None, 64) 2112

Dropout (dropout_4) (None, 64) 0
Dense (dense_14) (None, 128) 8320
Dense (dense_15) (None, 64) 8256

Dropout (dropout_5) (None, 64) 0
Dense (dense_16) (None, 128) 8320
Dense (dense_17) (None, 64) 8256
Dense (dense_18) (None, 64) 4160

Dropout (dropout_6) (None, 64) 0
Dense (dense_19) (None, 32) 2080
Dense (dense_20) (None, 32) 1056
Dense (dense_21) (None, 16) 528

Dropout (dropout_7) (None, 16) 0
Dense (dense_22) (None, 32) 544
Dense (dense_23) (None, 64) 2112

Dense (dense_24) (Output Layer) (None, 6) 390
Total params: 46,838 (182.96 KB)

Trainable params: 46,838 (182.96 KB)
Non-trainable params: 0 (0.00 B)

Figure 2: Confusion matrix obtained from deep model without dropout-without regularization
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Table 2: The results obtained from the deep model without dropout-without regularization

Precision Recall F1-Score
BenignTraffic 0.00 0.00 0.00

DDoS 0.80 0.99 0.88
DoS 0.85 0.34 0.48

MITM 0.00 0.00 0.00
Mirai 1.00 0.47 0.64
Recon 0.00 0.00 0.00

Accuracy 0.81

Figure 3: Loss and accuracy obtained during different epochs from the deep model without dropout-without
regularization

6.2 Deep with Dropout-without Regularization
In this section, the deep network used in the previous section was developed by adding Dropout.

The main advantage of adding Dropout to a deep network consisting only of dense layers is to reduce the
probability of overfitting. Overfitting occurs when the model overfits the training data and fails to perform
well on new data. With Dropout, at each training step, a number of neurons are randomly deactivated. This
makes the model unable to depend on specific neurons and, as a result, learn better from the general features
of the data. In general, Dropout can help improve the performance of the model on test data and increase
its generalizability. The detailed specifications of the deep network implemented in this section are given in
Model 2.

As shown in the code, this model is similar to the first model, but Dropout has been added to reduce the
risk of overfitting. Dropout makes the model not dependent on certain neurons by randomly deactivating
neurons. The Dropout value is different in layers, which helps the model learn features more effectively during
training and avoid overfitting.

Here are the results obtained from this deep learning model. Fig. 4 displays the confusion matrix
generated by this method. As seen in this figure, the deep model of this section reliably identified the data in
the Recon class, which was not detected at all in the previous model. However, the total accuracy obtained
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from this method is equal to 0.81, like the previous model. In Table 3, the results obtained from this method
are given in terms of Accuracy, Precision, Recall, and F1-score. Fig. 5 shows the loss and accuracy obtained
from the deep model during different epochs.

Model 2: Deep with dropout-without regularization
Layer (Type) Output shape Number of parameters

Dense (dense_25) (None, 32) 704
Dense (dense_26) (None, 64) 2112
Dense (dense_27) (None, 128) 8320
Dense (dense_28) (None, 64) 8256
Dense (dense_29) (None, 128) 8320
Dense (dense_30) (None, 64) 8256
Dense (dense_31) (None, 64) 4160
Dense (dense_32) (None, 32) 2080
Dense (dense_33) (None, 32) 1056
Dense (dense_34) (None, 16) 528
Dense (dense_35) (None, 32) 544
Dense (dense_36) (None, 64) 2112

Dense (dense_37) (Output Layer) (None, 6) 390
Total params: 46,838 (182.96 KB)

Trainable params: 46,838 (182.96 KB)
Non-trainable params: 0 (0.00 B)

Figure 4: Confusion matrix obtained from deep model with dropout-without regularization
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Table 3: The results obtained from the deep model with dropout-without regularization

Precision Recall F1-Score
BenignTraffic 0.00 0.00 0.00

DDoS 0.87 0.94 0.91
DoS 0.92 0.38 0.54

MITM 0.00 0.00 0.00
Mirai 0.40 0.97 0.57
Recon 0.89 0.20 0.33

Accuracy 0.81

Figure 5: Loss and accuracy obtained during different epochs from the deep model with dropout-without
regularization

6.3 Deep with Dropout-with Regularization
In this section, the regularization parameter is also added to the deep network developed with Dropout.

In general, adding regularization to Dense networks can help to improve the performance of the network
from different aspects and increase their robustness and stability. In this section, a penalty is added for the
sum of squares of the weights, thus helping to avoid overfitting the training data. By applying regularization,
the complexity of the network is reduced, and this can improve the efficiency of the network and its ability to
learn and generalize to new data. The detailed specifications of the deep network implemented in this section
are given in Model 3.

Below are the results obtained from this deep model. Fig. 6 shows the confusion matrix obtained from
this method. As can be seen in this figure, the deep model of this part identified the data in the Benign Traffic
class well, which was not detected in the previous model. The total accuracy obtained from this method also
increased significantly and reached the value of 0.88. In Table 4, the results obtained from this method are
given in terms of Accuracy, Precision, Recall, and F1-score. Fig. 7 shows the loss and accuracy obtained from
the deep model during different epochs.
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Model 3: Deep model with dropout-with regularization
Layer (Type) Output shape Number of parameters

Dense (dense_38) (None, 64) 1408
Dropout (dropout_8) (None, 64) 0

Dense (dense_39) (None, 64) 4160
Dense (dense_40) (None, 128) 8320

Dropout (dropout_9) (None, 128) 0
Dense (dense_41) (None, 64) 8256
Dense (dense_42) (None, 128) 8320
Dense (dense_43) (None, 64) 8256
Dense (dense_44) (None, 64) 4160

Dropout (dropout_10) (None, 64) 0
Dense (dense_45) (None, 32) 2080
Dense (dense_46) (None, 32) 1056
Dense (dense_47) (None, 16) 528

Dropout (dropout_11) (None, 16) 0
Dense (dense_48) (None, 32) 544
Dense (dense_49) (None, 64) 2112

Dense (dense_50) (Output Layer) (None, 6) 390
Total params: 49,590 (193.71 KB)

Trainable params: 49,590 (193.71 KB)
Non-trainable params: 0 (0.00 B)

Figure 6: Confusion matrix obtained from deep model with dropout-with regularization
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Table 4: The results obtained from the deep model with dropout-with regularization

Precision Recall F1-Score
BenignTraffic 0.65 0.94 0.77

DDoS 0.89 0.97 0.93
DoS 0.77 0.53 0.63

MITM 0.00 0.00 0.00
Mirai 0.99 0.94 0.97
Recon 0.00 0.00 0.00

Accuracy 0.88

Figure 7: Loss and accuracy obtained during different epochs from the deep model with dropout-with regularization

6.4 MLPClassifier
MLP is a type of neural network that consists of several layers of neurons. This network includes an

input layer, several hidden layers, and an output layer. Having several hidden layers, this method can learn
complex and non-linear patterns and can adapt and learn from different types of data. In this research, the
values of random_state and max_iter in MLPClassifier were considered equal to 1 and 0, respectively. Table 5
shows the results obtained from the MLP model. The accuracy obtained from this method is equal to 0.83.

Table 5: The obtained results from MLPClassifier

Precision Recall F1-Score
BenignTraffic 0.58 0.80 0.67

DDoS 0.87 0.94 0.90
DoS 0.65 0.37 0.47

MITM 0.38 0.40 0.39
Mirai 0.97 0.95 0.96
Recon 0.26 0.34 0.29

Accuracy 0.83
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6.5 Optimized MLPClassifier with HalvingGridSearchCV
In this section, we aim to improve the performance of the MLP using the HalvingGridSearchCV

method. This method seeks to find the best values for the parameters of a model by searching over the
specified parameter values through successive halving. The search strategy in this method starts by evaluating
all candidates with a small number of resources and iteratively selects the best candidates using more and
more resources.

The results obtained from this method are given in Table 6. According to the obtained results, the
optimized MLP method did not achieve improvement compared to the MLP model, obtaining an accuracy
of 0.83.

Table 6: The obtained results from optimized MLPClassifier with HalvingGridSearchCV

Precision Recall F1-Score
BenignTraffic 0.48 0.16 0.23

DDoS 0.82 0.99 0.90
DoS 0.89 0.39 0.54

MITM 0.08 0.00 0.00
Mirai 1.00 0.62 0.77
Recon 0.69 0.28 0.40

Accuracy 0.83

6.6 XGBoost
XGBoost is a decision tree-based ensemble learning algorithm that uses boosting techniques. This

method is specifically designed to optimize speed and performance and can effectively work with large and
complex data. In this research, the values of n_estimators, learning_rate, max_depth, and random_state in
XGBoost were considered equal to 100, 1.0, 1, and 0, respectively. Table 7 shows the results obtained from the
XGBoost model. The accuracy obtained from this method is equal to 0.85.

Table 7: The obtained results from XGBoost

Precision Recall F1-Score
BenignTraffic 0.00 0.00 0.00

DDoS 0.90 0.95 0.92
DoS 0.73 0.56 0.63

MITM 0.00 0.00 0.00
Mirai 0.58 0.99 0.73
Recon 0.23 0.01 0.02

Accuracy 0.85

6.7 RandomForestClassifier
RF is an ensemble learning algorithm that consists of a set of decision trees. By creating several decision

trees and combining their predictions, this method increases prediction accuracy and helps to reduce the
probability of overfitting. RF is very popular due to its simplicity and high performance in various problems,
especially in high-dimensional data and complex features.
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In this research, the values of max_depth and random_state in RF were considered equal to 2 and
0, respectively. Table 8 shows the results obtained from the RandomForestClassifier model. The accuracy
obtained from this method is equal to 0.75. This was the worst accuracy achieved by the models investigated
in this research. The implemented RandomForestClassifier model did not recognize samples of the MITM,
Mirai, and Recon classes.

Table 8: The obtained results from the RandomForestClassifier model

Precision Recall F1-Score
BenignTraffic 0.69 0.90 0.78

DDoS 0.76 1.00 0.86
DoS 0.17 0.00 0.00

MITM 0.00 0.00 0.00
Mirai 0.00 0.00 0.00
Recon 0.00 0.00 0.00

Accuracy 0.75

6.8 Optimized RandomForestClassifier with HalvingGridSearchCV
In RF, determining parameter values is crucial for the model’s quality and accuracy. This section dis-

cusses the optimization of parameter values for this method using HalvingGridSearchCV. These parameters
can include the number of trees, the depth of each tree, the number of features used in each tree, etc.
By properly setting the parameters, it is possible to avoid overfitting (if the number of trees is large) or
underfitting (if the number of trees is small). This increases the accuracy of the model in predicting new
data. The results obtained from this model are given in Table 9. The accuracy obtained from this method
is equal to 0.91%. The results obtained from the optimized RandomForestClassifier method have improved
significantly compared to the accuracy obtained from the initial RandomForestClassifier.

Table 9: The obtained results from optimized RandomForestClassifier with HalvingGridSearchCV

Precision Recall F1-Score
BenignTraffic 0.83 0.96 0.89

DDoS 0.91 0.98 0.94
DoS 0.86 0.61 0.71

MITM 0.90 0.70 0.79
Mirai 1.00 0.99 0.99
Recon 0.79 0.64 0.71

Accuracy 0.91

7 Comparison of the Obtained Results
Table 10 presents the results of the implementations conducted in this research. First, the results

obtained from three implemented deep models are presented. In this study, the performance of the deep
method improved by implementing regularization and Dropout techniques; however, the best result obtained
is equal to 0.88 accuracy. Next, the MLP, RF, and XGBoost methods were examined, and the results were
improved by adjusting their parameters using the HalvingGridSearchCV method.
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Table 10: Comparing the performance of implemented machine learning methods

Method Accuracy Elapsed Time (s)
Deep without dropout-without regularization 0.81% 118.57

Deep with dropout-without regularization 0.81% 162.84
Deep with dropout-with regularization 0.88% 368.91

MLPClassifier 0.83% 29.11
Optimized MLPClassifier with HalvingGridSearchCV 0.83% 289.77

XGBoost 0.85% 93.17
RandomForestClassifier 0.75% 60.15

Optimized RandomForestClassifier with HalvingGridSearchCV 0.91% 47.75

Fig. 8 presents a comparison of the examined methods. Based on the evaluations conducted, the
highest accuracy of 0.91% was achieved by the optimized RandomForestClassifier. This method benefits
from hyperparameter tuning, which contributes to improving the model’s performance. The improved
deep learning method with regularization and dropout achieved the best performance after the optimized
RandomForestClassifier (with an accuracy of 0.88%), followed by XGBoost (with an accuracy of 0.85%).

0.00% 0.20% 0.40% 0.60% 0.80% 1.00%

Deep without dropout - without regularization

Deep with dropout - without regularization

Deep with dropout - with regularization

MLPClassifier

Optimized MLPClassifier with HalvingGridSearchCV

XGBoost

RandomForestClassifier

Optimized RandomForestClassifier with HalvingGridSearchCV

Accuracy

Figure 8: Comparison of the accuracy obtained from the implemented machine learning methods

In contrast, the MLP method likely showed lower performance due to the complexity of hyperparameter
tuning in this scenario.

While the Optimized RandomForestClassifier achieved the highest accuracy, its computational cost
(47.75 s) was more efficient compared to other top methods, such as XGBoost (93.17 s) and the improved
deep learning method with regularization and dropout (368.91 s). The computational cost of methods like
XGBoost could limit their practical application in such resource-constrained environments.

Striking a balance between accuracy and execution time is particularly important in real-time IoT
applications. While the Optimized RandomForestClassifier achieved the highest accuracy, its execution time,
compared to other models with either lower accuracy or much higher computational costs, makes it a more
practical choice for IoT systems with limited resources.

In the continuation of this section, the performance of the implemented methods, in terms of precision,
recall, and F1-score criteria, is presented in the form of diagrams in Figs. 9–11, respectively. The results show
that the proposed method of this research generally performed well in all criteria and was able to identify
many attacks with high accuracy. Using Hyperparameter Tuning, this model has been able to simulate rare
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attacks well and was successful in identifying more complex classes such as MITM and Recon. After that,
the “Deep with dropout-with regularization” model has been able to achieve favorable results, especially in
identifying Benign Traffic, Mirai, and DDoS, by combining Dropout and Regularization in different layers.
Compared to other models, XGBoost also performed well and was successful in identifying certain classes,
such as DDoS and Mirai.

0 0.2 0.4 0.6 0.8 1 1.2

Deep without dropout - without

regularization

with dropout - without regularization

with dropout - with regularization

MLPClassifier

MLPClassifier with HalvingGridSearchCV

XGBoost

Random Forest

Optimized RandomForestClassifier with

HalvingGridSearchCV

precision

Recon Mirai MITM DoS DDoS BenignTraffic

Figure 9: Comparison of the precision obtained from the implemented machine learning methods
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XGBoost
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Figure 10: Comparison of the recall obtained from the implemented machine learning methods
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Figure 11: Comparison of the F1-score obtained from the implemented machine learning methods

8 Conclusion
This article explores various machine learning and deep learning methods for intrusion detection

in IoT networks. Deep learning techniques, MLP, RF, XGBoost, and their extensions were implemented.
These methods were applied to the CICIoT2023 dataset, which is a new dataset in the field of intrusion
detection for IoT. The proposed deep learning method was developed using dropout and regularization
techniques, while MLP and RF methods were optimized by finding the best values for the parameters
using HalvingGridSearchCV. The results obtained from the methods applied to different classes of attacks
in the IoT network were examined. The results showed that the Optimized RandomForestClassifier method
achieved the best result with an accuracy of 0.91. This method successfully detected all types of attacks, while
most of the other methods failed to detect attacks in at least one class. In future work, further studies will
focus on the most effective machine learning techniques for intrusion detection systems in IoT. Our goal is
to develop an intrusion detection system that can accurately detect all types of attacks in the IoT network
and ensure better performance.
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