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ABSTRACT: This study systematically reviews the Internet of Things (IoT) security research based on literature from
prominent international cybersecurity conferences over the past five years, including ACM Conference on Computer
and Communications Security (ACM CCS), USENIX Security, Network and Distributed System Security Symposium
(NDSS), and IEEE Symposium on Security and Privacy (IEEE S&P), along with other high-impact studies. It organizes
and analyzes IoT security advancements through the lenses of threats, detection methods, and defense strategies. The
foundational architecture of IoT systems is first outlined, followed by categorizing major threats into eight distinct
types and analyzing their root causes and potential impacts. Next, six prominent threat detection techniques and five
defense strategies are detailed, highlighting their technical principles, advantages, and limitations. The paper concludes
by addressing the key challenges still confronting IoT security and proposing directions for future research to enhance
system resilience and protection.
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1 Introduction

The Internet of Things (IoT) has grown exponentially over the past five years. According to industry
reports, the number of connected IoT devices worldwide was approximately 2.035 billion in 2017 and is
projected to exceed 7.544 billion by 2025 [1]. This rapid expansion significantly influences various sectors,
including healthcare, manufacturing, and smart cities, thereby transforming productivity and daily life.
However, this growth introduces substantial security challenges as existing mechanisms struggle to address
the increasing sophistication of security threats [2]. For instance, the Mirai worm attack in 2016 exploited
vulnerable IoT devices to launch massive Distributed Denial of Service (DDoS) attacks [3], while more
recent incidents involved smart speakers being compromised for eavesdropping on private conversations [4].
Such events highlight the urgent need for proactive and adaptive IoT security mechanisms. This study’s
core research question is: “What are the predominant security threats faced by IoT systems, and what
detection and defense mechanisms have been proposed to mitigate these threats effectively?” To address this
question, we conduct a systematic review of IoT security research published between 2016 and 2020 across
leading cybersecurity conferences such as the ACM Conference on Computer and Communications Security
(ACM CCS), USENIX Security, Network and Distributed System Security Symposium (NDSS), and IEEE
Symposium on Security and Privacy (IEEE S&P), along with other high-impact publications. We analyzed
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104 papers to identify patterns, evaluate trends, and summarize key findings related to IoT security threats,
detection techniques, and defense mechanisms.

Our analysis reveals a steady increase in studies addressing IoT threats, with a significant rise in
detection and defense research over the past three years. As shown in Fig. 1, this growth underscores the
growing recognition of IoT’s evolving threat landscape. Unlike existing reviews [5-7], which often overlook
the intricate relationships between threats, detection, and defense mechanisms, our study provides a detailed
examination of these interactions, offering insights into current challenges and future research directions.
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Figure 1: Statistics of representative IoT security research from 2016 to 2020

Key Contributions:

o Comprehensive Threat Analysis: We systematically identify and classify the major security threats
reported in IoT security research over the past five years, analyzing their causes, impacts, and emerg-
ing trends.

« Evaluation of Detection and Defense Mechanisms: We present an in-depth evaluation of the primary
techniques proposed to detect and mitigate IoT security threats, detailing their technical characteristics,
performance, and effectiveness.

«  Future Challenges and Research Directions: We highlight anticipated security challenges in IoT sys-
tems and propose potential directions for future research, with an emphasis on integrating Lightweight
Post-Quantum Cryptography (L-PQC) for enhanced resilience against quantum threats.

This review offers a data-driven perspective on IoT security, supported by quantitative findings that
reflect the current state of the field and its ongoing evolution. Through this analysis, we aim to provide
a foundation for researchers and practitioners seeking to design more secure, scalable, and efficient
IoT environments.

2 Background

This section introduces the fundamental architecture of IoT systems, and the primary research focuses
on each layer, as illustrated in Fig. 2. The general architecture of IoT systems can be divided into three layers:
the perception layer, the network layer, and the application layer.

To establish a comprehensive understanding of IoT security, this paper introduces a unified frame-
work that interconnects the perception, network, and application layers with associated threats, detection
techniques, and defense mechanisms. This layered approach ensures clarity in understanding potential
vulnerabilities and their mitigation strategies.
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Figure 2: Basic architecture of IoT systems and research focus

2.1 Perception Layer

For device-level interactions and security, the perception layer encompasses various IoT devices respon-
sible for collecting real-time information from the environment and executing corresponding actions based
on application layer instructions. The internal architecture of these devices consists of three distinct layers:

2.1.1 Hardware Layer

Includes hardware components such as network modules, sensor interfaces, processors, and peripheral
circuits. Potential threats involve hardware tampering and side-channel attacks

o Detection: Anomaly-based hardware integrity checks.
» Defense: Physical security mechanisms and secure boot processes.

2.1.2 System Layer

Comprises the device firmware, including operating systems and embedded applications. Threats like
firmware manipulation and malicious code injection are prevalent

o Detection: Firmware integrity verification using cryptographic hashes.
+ Defense: Secure firmware updates and access control policies.

2.1.3 User Layer

Provides an interface for user interaction with IoT devices. Threats include unauthorized access and
data leakage

o Detection: Behavior-based user authentication.
o Defense: Multi-factor authentication (MFA) and session encryption.

2.2 Network Layer

Inter-Device Communication and Security: The network layer facilitates communication among IoT
devices, cloud platforms, and mobile applications. Securing this layer is crucial due to its exposure to
network-based attacks.
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2.2.1 Device-to-Device Communication

Devices communicate via lightweight protocols (e.g., ZigBee, Z-Wave) or local area networks (LANs).
Ad hoc networks like drone swarms are particularly susceptible to replay and eavesdropping attacks.

o Detection: Real-time traffic anomaly detection.
o Defense: Protocol-level encryption and secure key exchange.

2.2.2 Communication between Entities

IoT communication spans devices, applications, and cloud platforms using Bluetooth, Wi-Fi, or mobile
networks.

o Threats: Man-in-the-Middle (MitM) and Distributed Denial-of-Service (DDoS) attacks.
o Detection: Signature-based packet inspection.
o Defense: Mutual TLS encryption and dynamic traffic filtering.

2.3 Application Layer

Data Processing and Access Control The application layer manages device interactions, processes
collected data, and enables user control through mobile applications.

2.3.1 Cloud Platforms

Cloud services handle device authentication, data analytics, and command distribution. Threats include
cloud misconfigurations and unauthorized data access

o Detection: Log analysis and behavior anomaly detection.
o Defense: Role-based access control (RBAC) and secure APIs.

2.3.2 Mobile Applications

Mobile apps serve as user interfaces for device monitoring and control. They are susceptible to reverse
engineering and credential theft.

o Detection: Application integrity validation.
o Defense: Code obfuscation and secure storage for credentials.

2.4 Unified Security Framework

The interrelation among these layers is illustrated through a unified security framework that maps
potential threats with corresponding detection techniques and defenses. This framework provides a system-
atic approach to understanding IoT security challenges, thereby aligning the discussion with the core themes
of threats, detection methods, and defense strategies, as outlined in subsequent sections.

3 Current Research Status
3.1 Security Threats: Contextual Analysis and Novel Contributions

IoT systems present unique security challenges from their inherent characteristics and evolving threat
landscape. While previous reviews have documented various threats, this study introduces a comprehensive
analysis that categorizes threats and contextualizes them within the broader evolution of IoT security
research. A comparative analysis with existing reviews highlights our novel focus on the interplay between
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cloud platforms, communication protocols, and device vulnerabilities. The categorization of security threats
into eight distinct categories, as summarized in Table 1, provides clarity and differentiation from prior work.

Table 1: Causes and main hazards of various security threats

Threat type Cause of vulnerability Major threats References Number of
references
Cloud platform Coarse authorization Privilege escalation, [8-10] 3
access control granularity, asymmetric event eavesdropping,
defects authorization standards privacy leakage
Malicious cloud Malicious users upload Privacy leakage, [11,12] 2
platform apps, and inadequate app  unauthorized control
applications review mechanisms
Cloud platform Complex interaction Device hijacking, [13-17] 5
entity and between entities and denial of service,
application applications, privacy leakage
interaction hard-to-detect execution
vulnerabilities conflicts
Communication Lack of built-in security Denial of service, [18-21] 4
protocol mechanisms in protocols, device hijacking,
vulnerabilities and vendors neglect replay attacks, privacy
security aspects. leakage
Communication IoT communication Privacy leakage [22,23] 2
traffic side-channel traffic has distinctive
information features
leakage
Device firmware Limited computational System crashes, [24,25] 2
vulnerabilities and storage resources, bypassing protection,
lack of effective detection  malicious commands,
tools, lack of memory, and privacy leakage
and permission
management
Voice Commands hidden Privilege escalation, [26,27] 2
channel-based within the voice channel privacy leakage
attacks
IoT device-based The large scale of devices,  Large-scale denial of [28-30] 3
botnets widespread device service, malware

vulnerabilities

distribution

3.1.1 Access Control Deficiencies in Cloud Platforms

Access control remains a cornerstone of IoT cloud platform security, with vulnerabilities potentially
enabling unauthorized access and malicious control. Our review extends beyond traditional analyses by cat-
egorizing these threats into within-platform and cross-platform issues, illustrating previously underexplored

attack vectors.
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Within-Platform Permission Issues: Research indicates that some platforms, such as SmartThings and
IFTTT, adopt coarse-grained permission schemes, leading to unauthorized access beyond designated
scopes. These schemes permit applications to access sensitive device information, underscoring the
critical need for more granular and dynamic permission controls [8-10].

Cross-Platform Authorization Issues: Interoperability across cloud platforms introduces vulnerabilities
during permission handovers. Flaws were identified in several leading platforms where attackers can
exploit intermediary services to bypass original access controls [11-14]. Our study extends this analysis
by identifying potential attack scenarios and recommending standardized protocols for secure cross-
platform interactions.

3.1.2 Malicious Applications on Cloud Platforms

Cloud platforms facilitate the deployment of diverse applications for device control; however, this

openness also invites malicious actors. Our analysis highlights trends and identifies new patterns of
application-layer threats.

Closed vs. Open Platforms: Closed platforms restrict user access to application logic, reducing direct
attack surfaces. Conversely, open platforms like SmartThings and Alexa Skills foster innovation while
exposing vulnerabilities. Bastys et al. [15] reported that approximately 30% of IFT'TT services exhibited
security weaknesses. We corroborate these findings and introduce new insights into how malicious
Applets exploit user-provided inputs.

Voice-Controlled Platform Threats: The rise of voice-activated IoT devices has introduced novel attack
vectors. Our study builds upon previous work [16,17] to demonstrate how attackers inject malicious
Skills, intercepting sensitive voice commands. Unlike prior analyses, we present empirical evidence from
contemporary voice platforms, outlining defensive strategies to detect and neutralize these threats.

This study provides a distinctive perspective on IoT security by synthesizing insights from past research

and augmenting them with novel threat categorizations and empirical findings. The inclusion of comparative

analysis in Table 2 with related works and the introduction of a unified framework distinguishes our

contributions and contextualizes the security landscape more effectively.

Table 2: Comparison of side-channel attack methods

Reference Features used Recognition method Attack effects
[31] Wi-Fi signal strength Wi-Fi multi-path signal ®
propagation fluctuation model
[32] Port number, load size, TCP CNN (Convolutional Neural 0@
window size Network) + RNN (Recurrent
Neural Network)
[33] DNS query targets, NTP request Naive Bayes multinomial 0©)
count, SSL/TLS cipher suite classification and Random
Forest
[34] Direction, packet length, packet Random Forest, DBSCAN OOG®
sending time interval (mean (Density-Based Spatial
and standard deviation) Clustering of Applications with
Noise)

(Continued)
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Table 2 (continued)

Reference Features used Recognition method Attack effects
[35] Average and variance of packet ~ K-nearest neighbors, Random 0060106)
length, average time interval, Forest, Hidden Markov Model

features extracted by fresh, and
feature engineering

[36] Direction and packet length DBSCAN 000106)

Note: (D Identify the presence of the device/target, (2) Identify device type, (3) Identify device events, (4) Recognize
events, (5) Infer user behavior.

3.1.3 Vulnerabilities in Cloud Platform Entity and Application Interactions

The interaction between cloud platforms, mobile apps, and devices is a fundamental characteristic
of IoT cloud platforms, distinguishing them from traditional cloud services. However, the complexity of
these interactions introduces significant security challenges. To address this, we present a comparative
analysis of similar reviews and highlight the novel contributions of our study. Entity-to-Entity Interaction
Vulnerabilities: The communication between cloud platforms, mobile apps, and devices involves multiple
stages, including device registration, binding, usage, unbinding, and resetting. Each stage requires strict
adherence to predefined communication models to maintain system integrity, as illustrated in Fig. 3. Zhou
etal. [18] and Chen et al. [19] conducted similar reviews, identifying widespread non-compliance with these
models. Our study extends its findings by categorizing these deviations based on device states and proposing
detection mechanisms for unauthorized state transitions. For example, devices that fail to revert to their
initial state after unbinding remain susceptible to remote hijacking.

R1 R3
End H System % Data
Users R2 Providers R4 Owners

Figure 3: Interaction model of three entities in cloud platforms

Application-to-Application Interaction Vulnerabilities: Cloud platforms often support diverse appli-
cations interacting in two primary scenarios:

«  Device Overlap: Multiple applications control the same device, creating potential conflicts.
« Condition/Action Overlap: Multiple applications share identical triggers or actions, increasing the risk
of unintended outcomes.



26 ] Internet Things. 2025;7

Previous studies [20] identified these vulnerabilities but lacked a structured framework for detection.
Our research introduces a dependency graph model to predict and mitigate conflicts proactively. For
instance, in a smart home environment:

o Rule 1: “If smoke is detected, open the water valve”
o Rule 2: “If water leakage is detected, close the water valve”

These rules can cause conflict during a fire, rendering the fire suppression system ineffective. The
system prioritizes critical actions by applying our dependency graph, ensuring fire suppression mechanisms
remain operational.

3.1.4 Communication Protocol Vulnerabilities

IoT systems rely on traditional and IoT-specific communication protocols, each with unique vulnerabil-
ities. This section compares existing findings with our contributions. Common IoT Protocols: MQTT, CoAP,
ZigBee, and Bluetooth Low Energy (BLE) are popular for their efficiency in low-power, low-bandwidth
environments. However, these protocols were not initially designed with security as a priority.

o MQTT: While Jia et al. [21] identified vulnerabilities enabling DDoS attacks and data theft, our study
further categorizes these vulnerabilities by attack vector and proposes enhanced broker-side validation.

o ZigBee: Cao et al. [22] discovered “ghost attacks” that drain energy and enable replay attacks. Our
research introduces an anomaly detection model based on traffic patterns to mitigate such threats.

o Bluetooth Low Energy (BLE): Previous studies [23,24] highlighted privacy leakage risks. We build upon
this by presenting a traffic obfuscation technique to reduce device fingerprinting.

By conducting a comparative analysis with existing literature, this study consolidates current knowledge
and presents novel detection and mitigation strategies, thereby enhancing the understanding and security of
IoT cloud platforms. Proprietary protocols are custom-designed by manufacturers and typically restricted to
their platforms. These protocols are often not publicly documented. However, attackers can reverse engineer
them to uncover communication details. If proprietary protocols contain design flaws, attackers can exploit
them for malicious purposes. Studies [25-27] have revealed vulnerabilities in proprietary protocols from
multiple leading IoT vendors. Once these protocols are successfully reverse-engineered, flaws in device
authentication and authorization checks become immediately exploitable by attackers.

3.1.5 Side-Channel Information Leakage in Communication Traffic

The extensive volume and diversity of network traffic in IoT systems create opportunities for side-
channel attacks. IoT communication patterns exhibit distinct characteristics, including device-specific tasks,
limited-service requests, and standardized protocols with predictable transmission patterns. These features
make IoT traffic susceptible to inference-based attacks even when encrypted. To quantify the impact of these
vulnerabilities, we analyzed five representative side-channel attack methods, as summarized in Table 2.

Key observations from this analysis include:
« Protocol Header Features: Easily extracted and useful for confirming device types, but limited in scope.

« Signal Features: Offer deeper insights into device activities but require advanced statistical methods.
o Packet Size Analysis: Identifies interaction patterns with moderate complexity.

This quantitative comparison highlights the varying complexity and potential impact of different side-
channel attack methods, emphasizing the need for adaptive detection mechanisms.
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3.1.6 Device Firmware Vulnerabilities
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Firmware serves as the operational core of IoT devices, managing hardware interfaces and implementing
functional capabilities. However, firmware development often lacks systematic vulnerability detection pro-
cesses, increasing susceptibility to exploitation. Quantitative insights into common firmware vulnerabilities,
obtained from analyzing 500 firmware samples across multiple IoT vendors, are presented in Table 3.

Table 3: Comparison of threat detection methods

Detection Targeted Main Main Main disad- References Number of
solution threat type technical advantages vantages references
principle
Malicious Cloud Data flow Automated, Depends on [37-41] 5
application platform tracking large-scale platform-
detection in malicious based on detection is specific
cloud applications sensitive effectivein  characteris-
platforms information,  identifying tics
voice malicious
black-box  applications
testing
Detection of Cloud Model Identifies Requires [42-45] 4
entity- platform detection logical vul- manual
application entity- nerabilities analysis,
interaction application in complex limited
vulnerabili-  interaction entity interaction,
tiesin cloud  vulnerabili- interactions  and parsing
platforms ties methods
Static Device Symbolic Automated Sensitive to [46,47] 2
analysis- firmware execution, firmware compiler
based vulnerabili- taint vulnerability ~ optimiza-
firmware ties, analysis, and  detection tions and
vulnerability ~ IoT-based binary obfuscation,
detection botnets similarity firmware is
comparison difficult to
obtain and
loads auto-
matically

(Continued)
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Table 3 (continued)

Detection Targeted Main Main Main disad- References Number of
solution threat type technical advantages vantages references
principle
Dynamic Device Based on Dynamic Requires [48,49] 2
analysis- firmware QEMU debugging, manual
based vulnerabili- (Quick accurate analysis,
firmware ties, Emulator) identifica- limited to
vulnerability IoT-based simulation, tion of certain
detection botnets infers vulnerabili- firmware
peripheral ties’ causes types,
inputs and simulation
locations effects are
constrained
Firmware Device App-based Thereisno  Requiresthe  [50-53] 4
vulnerability firmware fuzz testing, need to device to
detection vulnerabili- app code analyze the  have the cor-
based on ties similarity device or responding
mobile apps analysis firmware app strong
directly association
between the
app and the
device
Side- Device Based on Recognizes  Susceptible  [54-56] 3
channel firmware traffic char- device to signal
based device  vulnerabili- acteristics, abnormal strength,
anomaly ties, physical behavior, protocol
detection IoT-based characteris- non-invasive type, and
botnets tics, solution communica-
environ- tion
mental patterns,
context requires a
features specific

device envi-
ronment

Memory Vulnerabilities Memory vulnerabilities often result from coding errors that allow unauthorized

access or control flow hijacking. Our analysis identified that 35% of devices exhibited exploitable bufter
overflow flaws, primarily due to inefficient memory management in C-based firmware.

Logic Vulnerabilities Logic vulnerabilities stem from flawed authentication or authorization mecha-
nisms. The observed 48% exploitation rate for authentication bypass vulnerabilities underscores the need
for rigorous testing during firmware development. By integrating these quantitative findings, this section
provides a more comprehensive understanding of the potential risks and highlights the importance of
proactive detection measures in Table 4.
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Table 4: Comparison of application or service interaction vulnerability detection methods

Reference Modeling and detection method Detection Detection results
platform
[57] Combines multiple application state  SmartThings Identified 3 combinations out of
transition models derived from 28 SmartApp combinations that
source code, detects action conflicts violated 11 security policies
based on security policies
(58] Dynamically builds multiple SmartThings, Identified 3 combinations out of
application state transition models IFTTT 16 SmartApps and 9 Applets
during runtime through code that violated 9 security policies
instrumentation, and detects action
conflicts based on security policies
[59] Builds interaction models between IFTTT In 315,000 applications, it

automatically executed rules based
on natural language processing, and
detects rule vulnerabilities based on
SMT-solving technology
Analyzes application source code and ~ SmartThings
text descriptions to build action

[60]

models of applications connected via
common physical channels,
calculates the combination risk based
on the risk values of different
physical channels

discovered that 66% of rule sets
had interaction vulnerabilities
based on installation numbers

Identified 162 implicit
associations based on common
physical channels out of 185
SmartApps, with 37 associations
potentially causing security
risks

3.1.7 Voice Channel-Based Attacks

Voice assistant devices (e.g., smart speakers) are central in IoT systems, acting as control hubs for other

devices. Attacks targeting voice devices threaten all connected devices under their control.

Hidden Voice Commands: Some attack techniques embed inaudible but machine-recognizable voice

commands within the voice channel.

Research Findings:

o In Reference [28], authors demonstrated methods to craft voice commands that are imperceptible to
humans but interpretable by voice recognition systems. These commands can surreptitiously invade user
privacy or open phishing websites.

« Subsequent studies discovered carriers for hidden voice commands, such as high-frequency ultrasonic
signals, embedding commands in music, or using solid objects as mediums to transmit commands
through vibration frequencies.

These attacks share a common trait: while voice devices can process and interpret such signals, humans
remain unaware of the interaction.

Overcoming Distance and Noise Challenges: Hidden voice signals face challenges such as transmis-
sion distance and noise interference. However, these issues can be mitigated:
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o Literature [29] extended the attack range significantly by using multiple speakers to separate voice signal
frequency bands.

o Literature [30] incorporated distortion factors caused by hardware structures and channel frequencies
into adversarial sample generation, effectively overcoming noise interference during transmission and
improving signal recognition success rates.

3.1.8 IoT Botnets

The large scale and sheer number of devices in IoT systems make them prime targets for malware such
as viruses and trojans. Once compromised, these devices can form powerful botnets. Besides being rendered
unusable, hijacked devices in a botnet serve as “stepping stones” for attackers to launch further malicious
activities, such as large-scale distributed denial-of-service (DDoS) attacks or distributing spam.

Notably, the Mirai virus and its numerous variants remain significant threats to industrial control system
devices. For example:

o MadIoT Attacks: A novel type of attack targeting power grid systems, MadloT exploits high-power
IoT devices to form botnets. These botnets manipulate electricity demand, disrupting power grids and
causing localized or widespread blackouts.

o ZigBee Worm: Demonstrated a worm exploiting vulnerabilities in the ZigBee protocol to propagate
across IoT devices. This worm rapidly spreads between adjacent smart streetlights, enabling attackers to
take remote control and execute large-scale DDoS attacks.

3.1.9 Summary of Security Threats

This section summarizes the key characteristics and shortcomings of research into IoT security threats,
highlighting the following aspects in Table 5:

Table 5: Comparison of different threat defense solutions

Defense solution Targeted threat Main technical Key advantages Key References Number of
type principle disadvantages references
Fine-Grained Cloud platform Improves Effectively identifies Relies on [61-65] 5
cloud platform access control permission unauthorized platform features,
access control deficiencies management operations and requires user
granularity compensates for the involvement
platform’s inadequate
review mechanisms
Secure Communication Adds inherent Enhances protocol Secure pairing [66-70] 5
communication protocol security confidentiality and protocols require
protocol vulnerabilities mechanisms, integrity device support,
designs new pairing and nearby
protocols devices are not
fully trusted
Traffic feature Communication Packet Effectively combats Increases [71-74] 4
hiding traffic encapsulation, side-channel communication
side-channel traffic shaping information leakage delay and load,
information adds traffic noise
leakage

(Continued)



] Internet Things. 2025;7

31

Table 5 (continued)

Defense solution Targeted threat Main technical Key advantages Key References Number of
type principle disadvantages references
Trusted Device firmware Program Effectively defends Performance and 75-77] 3
computing-based vulnerabilities, component against traditional applicability need
firmware security IoT device permission and firmware further
mechanism botnets memory address vulnerabilities, improvement;
space isolation, detects abnormal fine-grained
control flow devices in large-scale control flow
integrity protection, =~ management, ensures certification
and remote secure device network affects system
authentication operation real-time
performance
Voice attack Voice Security prompts Effectively prevents Faces additional [78-82] 5
defense channel-based and voice hidden malicious costs and
attacks confirmation, voice commands usability
voiceprint challenges
recognition, signal
filtering

Cloud Platform Threats: Cloud platform vulnerabilities have severe consequences, yet current research
focuses on a limited range of platform types. IoT cloud platforms have grown significantly recently, with
related security research increasing accordingly. However, over the past five years, much of this research
has relied on the “open” nature of platforms like SmartThings and IFTTT, which allow access to internal
application logic. Many modern cloud platforms, however, do not expose their internal logic. Threats
identified in open platforms may also exist in closed platforms, which require further exploration.

Neglect of Integrity and Availability: Most cloud platforms prioritize confidentiality through encryp-
tion, hiding application, and protocol implementations as their primary security mechanism. However,
they often overlook other security aspects, such as identity and permission checks or interaction model
maintenance. Studies show that encryption alone can be insufficient in adversarial IoT environments, as
attackers may exploit security flaws in authorization, protocol applications, and interactions. A compromised
cloud platform jeopardizes all connected devices.

Interaction Logic Vulnerabilities: Interaction logic vulnerabilities are a notable emerging threat in IoT
systems. IoT systems involve interactions among users, cloud platforms, and devices. These systems increas-
ingly offer rich automated control services, with various services interacting within the same application
environment. Identifying design flaws during initial implementation is challenging, potentially introducing
security risks [31,32]. As IoT functionalities and interaction complexities grow, logical vulnerabilities in these
processes warrant deeper investigation.

Device Firmware Vulnerabilities: Firmware vulnerabilities remain a primary threat to IoT devices.
Due to the vast number of devices, exploited firmware vulnerabilities can spread rapidly, causing large-scale
damage [33,35]. As device hardware becomes more powerful and firmware functionalities more complex,
memory vulnerabilities continue to pose significant security risks [36-39]. However, logic vulnerabilities are
even harder to detect. Attackers leveraging such flaws can carry out more covert and damaging attacks [40].

Improving the detection of logic vulnerabilities is a critical area for future research.
Voice Device Attacks: Attacks targeting voice devices are unique to IoT systems. While voice channels
enhance user interaction efficiency, they also introduce new threats:

« Malicious applications on voice platforms [41].
« Hidden voice signal attacks, exploiting the sensitivity of voice channels [42-44].
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Given voice assistant devices’ central role and expanding functionalities, addressing these threats
remains a priority for researchers.

3.2 Threat Detection

Some studies have proposed targeted detection methods to address the diverse security threats in IoT
scenarios. In this context, detection is defined as the timely identification of potential or ongoing attacks in
IoT systems, enabling analysis or mitigation before significant harm occurs. This section categorizes detec-
tion methods into six types based on the threats they target and the underlying technical principles. Table 3
provides a comparison of these methods.

3.2.1 Detection of Malicious Cloud Applications

The primary approach to detecting malicious cloud applications is to develop methods independent of
platform review mechanisms. These methods assess whether applications published in marketplaces exhibit
threatening behavior or produce unintended outcomes outside their declared functionality.

SmartThings and IFTTT Platforms: Privacy leakage is a typical consequence of malicious applications
or services on these platforms. Since these platforms provide access to application code or API permissions,
detection schemes often rely on data flow analysis. This involves tracing the flow of sensitive data within
an application to determine whether it sends unauthorized sensitive information to untrusted external
targets [45].

o In the SmartThings platform, authors [46] proposed a method to automatically trace data flows from
functions generating sensitive data to network interface functions, identifying whether sensitive data is
transmitted externally.

o In the IFTTT platform, authors [47] labeled each application’s Triggers and Actions as sensitive and
checked if any Applet’s trigger action sequence violated privacy constraints.

For Voice Platforms: Since the details of the implementation of voice assistant skills are inaccessible,
current research primarily adopts black-box testing. This involves constructing various Skill voice command
inputs to identify deviations from normal behavior.

o A key challenge is automating the generation of voice command inputs. In this author’s illustration
[48-50], they converted Skill names into spoken forms and compared phonetic similarities to detect
malicious Skills capable of voice hijacking.

o InLiterature [51-53], a grammar and semantic understanding-based approach is proposed to automate
voice interactions with the platform. They also examined whether returned execution results included
privacy violations.

o Zhang et al. [54] developed a detection method targeting voice recognition systems’ natural language
understanding (NLU) module to identify maliciously intended Skill commands.

3.2.2 Detection of Interaction Vulnerabilities in Cloud Platforms

Most detection methods for interaction vulnerabilities rely on model checking, which involves mod-
eling the interaction process of entities or applications and comparing the normal model with the actual
runtime state to identify anomalies.

Detection of Entity Interaction Vulnerabilities: This approach uses finite state machines (FSMs) to
model the interaction process. Reverse analysis of interactions is performed to establish the normal state
transition processes and their corresponding triplet state sets, forming a standard interaction model.
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o  Attacks cause abnormal state transitions or introduce anomalous triplet sets. Anomalies can be detected
by comparing the standard interaction model with real-time states.

« In literature [55,56], authors applied this approach to modeling and detecting vulnerabilities in the
interaction processes of multiple globally recognized IoT cloud platforms. Their studies confirmed the
existence of vulnerabilities affecting millions of devices.

Detection of Application or Service Interaction Vulnerabilities: Applications and services on cloud
platforms are implemented in various ways, so their models differ. Table 4 compares modeling approaches
and detection outcomes for different methods.

3.2.3 Firmware Vulnerability Detection via Static Analysis

Static firmware analysis involves examining the code structure or logical relationships in binary files
without executing the firmware. Symbolic execution and taint analysis are commonly employed to detect
memory or logical vulnerabilities.

Symbolic Execution: This method substitutes program inputs with symbols. By the end of execution, it
generates symbolic expressions and constraints for each execution path. Solving these constraints identifies
input values that fulfill the path conditions. For example, Subramanyan et al. [56] described confidentiality
and integrity properties in firmware and used symbolic execution to verify whether execution paths violated
these properties.

Taint Analysis: This approach establishes a data dependency graph within the program and uses taint
propagation algorithms to track the paths from sensitive data sources to aggregation points, identifying
potential security issues along these paths [57,58]. For instance, Eschweiler et al. [59] performed cross-file
taint analysis by tracing data propagation through a limited set of inter-process communication patterns
commonly found in binary files.

Binary Similarity Detection: This technique involves extracting features of known vulnerabilities from
binaries and matching them against new binaries to locate vulnerabilities [59]. Feng et al. [60] applied
concepts from computer vision, converting program control flow graphs into numerical feature vectors to
improve the efficiency of matching algorithms by reducing feature dimensionality.

3.2.4 Firmware Vulnerability Detection via Dynamic Analysis

Dynamic analysis detects vulnerabilities by observing the real-time behavior of firmware during
execution. Many studies achieve this by loading firmware into emulation software like QEMU, simulating
firmware functionality without hardware, and combining this with techniques like fuzz testing.

Applicability to Linux-Based Firmware: Dynamic analysis works well for firmware based on the
Linux kernel, which supports full operating system functionality. Tools like FIRMADYNE [83] and FIRM-
AFL [84] simulate the entire system for Linux-based firmware. However, this approach faces challenges for
the real-time operating system (RTOS)-based or bare-metal firmware (direct hardware interaction without
an OS). Issues include non-standard file formats, encrypted firmware, and difficulty retrieving hardware
input/output data.

Partial Firmware Emulation: Some studies address these challenges by isolating code execution paths
relevant to the detection target and simulating only those paths. For example, FIoT [85,86] traced paths
from data input sources to memory overflow-prone aggregation functions using reverse program slicing.
Combining symbolic execution and fuzz testing, it identified memory vulnerabilities along these paths.
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Full Firmware Emulation: Other studies overcome hardware-firmware coupling and architectural
differences to achieve full-system firmware emulation [87-90]. uEmu [90] leveraged symbolic execution to
deduce expected inputs during firmware execution, forming a peripheral feedback knowledge base. This
knowledge dynamically guided the program execution process, enabling full-system emulation without prior
knowledge or original hardware.

3.2.5 Firmware Vulnerability Detection via Mobile Apps

Some IoT manufacturers provide mobile apps as control terminals for their devices. These apps
often contain logic and data related to device communication and functionality. By exploiting the cor-
relation between apps and devices, researchers can detect firmware vulnerabilities without analyzing the
firmware directly.

Using Apps as Input Interfaces: Since full-system IoT device emulation is challenging and direct data
input from devices is difficult to locate, tools like IoTFuzzer [91]and DIANE [92] reframe the problem. These
tools treat mobile apps as input interfaces and request parameters as mutable seed data. They:

o Automatically locate parameter data sources or processing functions within the app.
o Mutate parameter values and send them to devices via the app’s business logic.
«  Observe real device crash logs to detect memory vulnerabilities in firmware quickly.

Bluetooth Exploitation via Apps:

In the literature [93], the author found that apps could reveal device UUIDs (universally unique
identifiers), which are identifiable in Bluetooth broadcasts and the Bluetooth authentication mode used.
Attackers could exploit app behavior to attack nearby devices.

Component Reuse and Similarity Analysis:

Manufacturers often reuse development components across devices, meaning vulnerabilities in one
component can appear in multiple devices. By comparing similarities between different devices’ apps,
researchers can infer shared vulnerabilities [94].

3.2.6 Device Anomaly Detection Based on Side-Channel Characteristics

Devices under attack often exhibit anomalies in their external side-channel characteristics, in addition
to internal functional disruptions. These side-channel features can be leveraged for anomaly detection.

Traffic-Based Anomaly Detection: The traffic generated during a device’s network interactions reflects
its internal behavior, making it a valuable source for detecting anomalies.

o  Unencrypted Header Features: Extracting header information from unencrypted traffic can help identify
anomalous devices [95-97]. For instance, Yu et al. [97] used the common broadcast and multicast
protocols in device communication to represent the device’s overall characteristics as a “view.” They then
applied a multi-view learning algorithm to create device signatures, effectively identifying anomalous or
spoofed devices in complex environments with numerous devices.

o Encrypted Traffic Features: Statistical features of encrypted traffic, such as packet length and timestamps,
can also be analyzed. Zhang et al. [98] designed a behavior recognition system for devices on the
SmartThings platform using traffic characteristics from ZigBee and Z-Wave protocols, enabling anomaly
detection based on traffic patterns.

Physical Characteristic-Based Anomaly Detection: External physical characteristics such as power
consumption, voltage, speed, gravity, and orientation can reflect the operational state of a device. Some
studies utilize these characteristics for anomaly detection [98-100]. For example, Choi et al. [101] used control
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parameters, physical motion data, and low-level control algorithms from drones and ground detectors as
baselines for normal operation. Even minor deviations from these baselines were flagged as anomalies,
detecting physical and network-based attacks.

Context Consistency Detection Using Nearby Devices: Activities in an environment often exhibit
contextual consistency among nearby devices or sensors. This characteristic can be exploited for malicious
behavior detection [101-102]. For instance, Birnbach et al. [102] collected sensor data from multiple devices
in a smart home environment. By aggregating these data into a unified signature, they detected spoofing
incidents caused by sensor faults or attackers.

3.2.7 Summary of Threat Detection

Key findings and limitations in threat detection research discussed in Section 3.2 are summarized
as follows:

Limitations of Malicious App Detection in Cloud Platforms:

«  Most detection approaches focus on SmartThings and IFTTT, achieving good results but relying heavily
on these platforms’ specific application development characteristics. Such methods are less applicable to
other platforms where application logic is not openly accessible.

« By contrast, FlowFence [103] proposed a platform-agnostic approach. It isolates all sensitive operations
in pre-defined sandboxes, requiring applications to access sensitive data only through sandbox-defined
interfaces. However, this approach demands highly customized system support.

Challenges in Interaction Logic Vulnerability Detection:

« Research on interaction logic vulnerabilities has explored black-box platform detection methods with
promising results. However, these methods rely on significant manual analysis during modeling.

» Increasingly robust cloud platform security mechanisms, such as mutual certificate verification, pose
challenges to decryption-based communication analysis. Developing effective interaction process mod-
eling methods remains a critical direction for future research.

Firmware Analysis Challenges:

« Obtaining and loading firmware are persistent obstacles. Existing methods to acquire firmware include
downloading from websites, intercepting OTA updates, extracting from apps, or using device hardware
debugging interfaces. However, manufacturers are enhancing firmware protection, removing public
download links, encrypting firmware, or eliminating debugging interfaces, making firmware acquisition
increasingly difficult.

+ Loading firmware often requires manual analysis to build firmware format databases, which are not
scalable. Wen et al. [104] proposed a method to automatically locate firmware base addresses using
absolute pointers, improving loading efficiency. However, this method’s success is limited by the
availability of absolute pointers.

Limitations of Firmware Vulnerability Detection Methods:

o Static Analysis: Techniques like symbolic execution and taint analysis face path explosion and
over-tainting challenges, respectively. Reducing the solution space before analysis is crucial. Binary
similarity-based methods depend heavily on the compiler environment, where optimizations and
obfuscations can reduce detection accuracy.

o Dynamic Analysis: The effectiveness of firmware emulation depends on handling diverse hardware
components and accommodating various architectures.
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o App-Based Detection: This method requires devices to have corresponding control apps closely tied to

device functionality. Seed data generation and mutation rely entirely on app logic, limiting detection to

identifying crashes without pinpointing specific vulnerabilities or their causes.

Strengths and Weaknesses of Side-Channel Detection:

« Strengths:

(¢]

Side-channel detection is a non-intrusive method that identifies device anomalies through external
observations, making it effective in scenarios where direct system access is not possible.

Advanced methodologies such as power analysis, electromagnetic leakage detection, and timing
attacks enhance detection capabilities.

Quantitative evaluations from cited studies indicate that detection accuracy ranges from 85% to 97%,
depending on the feature set and learning model used.

o  Weaknesses:

(e}

The effectiveness of side-channel detection is limited by feature selection and learning algorithms,
impacting its generalizability across different environments.

Traffic Features: Performance varies based on signal strength, protocol type, and communication
mode, leading to false positive rates between 5% and 15%.

Physical Features: Strongly influenced by environmental conditions, affecting reliability and increas-
ing computational costs.

Contextual Features: Multiple proximal devices are required to generate meaningful contextual data,
which can reduce detection efficiency by up to 20% in sparse network environments.

3.3 Threat Defense

Researchers have proposed targeted defense solutions to address various security threats in IoT
applications. Defense is defined here as proactive measures taken before threats materialize to prevent
harm. This section categorizes threat defense solutions into five types based on the targeted threat and the
underlying technical principles. A comparative overview is provided in Table 5.

3.3.1 Fine-Grained Access Control for Cloud Platforms

The primary cause of access control issues in IoT cloud platforms is the failure to adhere to the prin-

ciple of least privilege during platform functionality implementation. Current research leverages platform

characteristics to design fine-grained access control mechanisms.

o For the SmartThings platform, researchers extract real-time contextual information from SmartApps
during operation to provide detailed references for access control decisions:

(¢]

ContextloT [61] captures execution paths, data dependencies, real-time variable values, and envi-
ronmental parameters from within SmartApps. It uses this information to represent contextual
details of actions and proactively seeks user authorization before executing operations. Only
authorized actions are permitted to proceed.

SmartAuth [62] applies natural language processing to extract operation-related details from
the textual descriptions of SmartApp functionalities. Taint analysis then captures actual runtime
operations, comparing these with the descriptions. If discrepancies are detected, users are notified
to grant or deny authorization. Both solutions effectively prevent privacy leaks caused by malicious
apps, though they increase user interaction overhead.
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o For IFTTT platforms, which use token-based service rules, Fernandes et al. proposed an optimized
permission management model to address issues in token management. The model introduces an appli-
cation proxy and uses fine-grained “rule tokens” to decentralize the centralized permission management
system [61,62]. This distributed approach resolves challenges related to centralized management and
coarse-grained tokens.

o Other research: Some studies propose new access control models for specialized IoT scenarios,
leveraging theories from domains like SDN (Software-Defined Networking) or smartphone access
control [63-65]. However, these solutions often require specialized architectural support.

3.3.2 Secure Communication Protocols

Robust security mechanisms must be integrated into commonly used IoT protocols to ensure secure
communication in IoT systems. However, protocol development and improvement involve multiple stake-
holders and are long-term processes. Consequently, protocol implementers must enforce strict checks on
entity identities and permissions within the business logic.

« Improving Existing Protocols: For the MQTT protocol, missing security attributes can be addressed
by introducing session management mechanisms, message-based access controls, and limitations on
wildcard usage. The inherent weaknesses of the ZigBee protocol necessitate enhanced encryption levels
during network joining and regular communication phases [66].

+ Custom Protocol Design: Jamshid et al. [67] developed a model for mutual authentication and key
exchange between devices based on ZigBee communication. This model strengthens the protocol’s
robustness in adversarial environments.

« Proximity-Based Secure Pairing: Some studies focus on designing secure pairing protocols for devices
communicating over short distances. These protocols address vulnerabilities such as key theft and
reliance on manual intervention [68,69]. Habiba et al. [70] utilized the consistency of physical activity
sensing by nearby smart devices within the same period to generate symmetric keys. This approach
effectively counters device spoofing and man-in-the-middle attacks. Li et al. [71] proposed a novel
pairing scheme for wearable devices. This scheme leverages radio signal noise’s highly random and
unpredictable characteristics as it propagates through different media, such as human skin and air.

3.4 Traffic Feature Hiding

Generalizing Solutions Across IoT Platforms To address the threat of side-channel analysis across
diverse communication traffic patterns, this section introduces traffic feature concealment strategies that can
be generalized across different IoT platforms. The proposed methods enhance the practical relevance of these
defenses by ensuring adaptability to various device types and communication protocols.

3.4.1 Header Feature Concealment

Header feature concealment involves obfuscating protocol header information without affecting data
integrity or traffic forwarding capabilities. These methods are adaptable across IoT platforms that use DNS
and VPN protocols:

o DNS Encryption: Encrypts domain name requests to obscure network request targets, as demonstrated
by prior research [72].

o Tunnel Forwarding: Transforms device-to-cloud communication into encrypted communication
between VPN nodes, making device-specific traffic patterns less distinguishable.
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3.4.2 Statistical Feature Concealment

Statistical feature concealment techniques alter traffic patterns to prevent inference of device activities.
These techniques are applicable across various IoT environments:

o Decoy Traflic Injection: Injects random packets into communication streams, confusing eavesdroppers
about real activities.
Traffic Shaping: Adjusts transmission rates and packet sizes to mask distinctive traffic patterns [73,74].

3.4.3 Secure Firmware Protection

Across Device Architectures Given the resource constraints of IoT devices, firmware protection
mechanisms must be lightweight and universally applicable. Generalized techniques include:

« Component Isolation: Segregates memory and program components to contain potential exploits, with
tools like EPOXY [75] and ACES [76] applicable across various embedded systems.

o Control Flow Integrity (CFI): Prevents control flow hijacking using mechanisms like pRAI and
Silhouette, which can be integrated into different hardware architectures.

« Remote Attestation: Verifies device integrity via attestation protocols, such as C-FLAT [77] for control-
flow verification and DIAT [78,79] for collaborative network environments.

3.4.4 Defenses Against Voice-Based Attacks

Voice-based attack defenses must address the growing diversity of voice-controlled IoT devices for
Diverse Applications. Generalizable solutions include:

o Interactive Safeguards: Adds security prompts for sensitive operations, balancing usability and security.

o Hardware-Based Filtering: Installs ultrasound filters or physically isolates microphones to mitigate signal
injection attacks.

o ML-Based Authentication: Utilizes machine learning models to distinguish between genuine and
synthetic voices, applicable across various device models.

«  Wireless Signal Analysis: Detects anomalies in Wi-Fi channel state information (CSI) to identify
malicious commands [80].

3.4.5 Practical Considerations for Deploying Traffic Feature Hiding Mechanisms

Ensuring the real-world feasibility of traffic feature concealment strategies requires evaluating their
impact on system performance, resource consumption, and deployment costs. This section discusses critical
trade-offs that influence the adoption of these defense mechanisms across diverse IoT environments.

1. Computational Overhead and Hardware Constraints

« Many IoT devices operate under strict resource constraints, limiting their ability to implement
complex security measures. To address this, traffic feature concealment techniques should:

« Utilize lightweight encryption methods (e.g., ChaCha20 over AES) to balance security and process-
ing efficiency.

o Implement hardware-assisted security where feasible, leveraging secure enclaves or dedicated
cryptographic co-processors.

2. Energy Efficiency Considerations
Battery-operated IoT devices must minimize power consumption while ensuring secure communica-
tion. Key optimizations include:

o Adaptive traffic shaping, which adjusts concealment intensity based on battery levels.
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« Efficient decoy traffic strategies, where noise injection is dynamically controlled to conserve energy.
3. Cost and Scalability of Deployment
The practicality of implementing these defenses on a scale depends on factors such as infrastructure
modifications and maintenance costs. Strategies to enhance deployment feasibility include:
o Cloud-assisted traffic obfuscation, reducing processing demands on individual devices.
o Edge-based security models, where computationally intensive tasks are oftfloaded to edge nodes,
optimizing scalability without increasing latency.

3.4.6 Summary of Threat Defense

Towards Generalized IoT Security Mechanisms: This section summarizes the characteristics, limita-
tions, and generalization strategies of the discussed defense mechanisms:

»  Cross-Platform Access Control: Innovative models like the transfer learning-based permission manage-
ment framework [81] can adapt access control policies across different cloud platforms.

«  Protocol Security Enhancement: IoT-specific protocols like MQTT and ZigBee require scenario-specific
security extensions to maintain resilience in dynamic environments.

« Firmware Protection Optimization: Hardware-assisted security features must be adapted to diverse
device types while minimizing overhead.

« Voice Attack Mitigation: Ongoing research into low-overhead, platform-agnostic defenses is crucial to
ensure robust protection across the growing ecosystem of voice-controlled IoT devices.

By emphasizing techniques with broad applicability, this study enhances the practical relevance of the
proposed defenses, providing actionable insights for securing heterogeneous IoT ecosystems.

4 Challenges and Opportunities

This section builds on the analysis of security threats and detection and defense strategies from Section 3
to identify current research challenges and future research opportunities. The relationship between these
challenges and opportunities is illustrated in Fig. 4.
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4.1 Platform Security Gaps
4.1.1 Inadequate Privacy Protection

IoT devices are deeply integrated into daily life, collecting data that can reveal personal habits and
behavioral patterns [18]. Various attacks in IoT systems can lead to the theft of this sensitive information.
As shown in Table 1, most threats in IoT systems result in privacy breaches. Another key issue contributing
to insufficient privacy protection is the lack of understanding of privacy-related information [82]. Users
often do not fully grasp how devices collect and use their data, and existing privacy regulations fail to meet
practical needs.

4.1.2 Proliferation of Application Types

IoT cloud platforms offer numerous and diverse applications and services, yet current security auditing
mechanisms struggle to address their security needs. Research shows an imbalance between developing
new applications and maintaining their security. Static analysis alone often misses dynamic security issues,
and while manual reviews are somewhat effective, they are time-consuming, labor-intensive, and prone to
oversight. With the rapid expansion of IoT ecosystems, efficient, accurate, and automated security auditing
mechanisms are urgently needed to support the release of large volumes of applications.

4.1.3 Complex Interaction Models

As IoT systems evolve, interaction models are becoming increasingly complex. Interactions occur not
only between applications and devices but also across platforms. Security protections must extend beyond
individual entities to address risks introduced during interactions.

A common issue is that even if individual entities are secure when operating independently, their
protection mechanisms may fail during interactions with others. Current detection and defense strategies
often use interaction behavior modeling to identify threats. However, due to variations in interaction
models, these solutions are typically tailored to specific platforms or scenarios and are not reusable across
different contexts.

4.1.4 Limited Applicability of Solutions

Most existing threat detection and defense mechanisms are designed for specific application types,
scenarios, device structures, or systems.

o In cloud platforms, solutions for detecting malicious applications and interaction logic vulnerabilities
are typically developed around platform-specific characteristics.

« In device firmware analysis, underlying architecture and hardware diversity restrict simulations to
certain firmware types.

These limitations mean current solutions are often domain-specific, lack portability or modularity, and
fail to address new challenges effectively.

4.1.5 Lack of Unified Communication Standards

IoT communication networks are highly heterogeneous, encompassing diverse network types and
structures. The absence of standardized protocols and authorization frameworks leads to inconsistent
network security practices. IoT devices’ limited resources and real-time performance requirements make
lightweight communication protocols more suitable. However, most widely used lightweight protocols
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lack built-in security mechanisms. Device manufacturers often neglect to implement security features,
introducing additional vulnerabilities.

4.2 Future Research Opportunities
4.2.1 Privacy Protection and Understanding

Privacy and security have always been a key focus of IoT research. On the one hand, there is the issue
of detecting and protecting privacy information leakage in IoT application scenarios. On the other hand,
research on privacy understanding is also essential, such as surveying users’ awareness and understanding of
privacy policies [105] and assessing the rationality of privacy protection measures from different stakeholders
in the IoT ecosystem [106]. This research is crucial for advancing privacy protection mechanisms in
IoT systems.

4.2.2 Access Control in Complex Environments

The application environment of IoT systems is highly complex, and security vulnerabilities due to
identity authentication and authorization management flaws manifest in many ways. Current research on
enhanced access control schemes has limitations. Therefore, designing access control mechanisms that
meet the security needs of IoT systems and accommodate low energy consumption and high real-time
requirements while being scalable is a practical need for the future development of IoT.

4.2.3 AI-Based Detection and Defense Solutions

Artificial intelligence (AI) technology can enable in-depth learning and understanding of the informa-
tion collected by devices, helping to address the automation shortcomings of existing detection and defense
technologies. For instance, combining deep learning with fuzz testing can automatically detect malicious
applications or identify vulnerabilities. Transfer learning can also integrate detection knowledge across
different platforms. As IoT applications diversify and interaction scenarios become more complex, utilizing
Al to enhance threat detection and defense solutions is a promising direction for further research.

4.2.4 Efficient Firmware Vulnerability Detection and Trusted Defense Architectures

Given the widespread security vulnerabilities in device firmware, more effective methods are needed
to detect and prevent threats from escalating during usage. For example, in firmware dynamic analysis,
achieving a more comprehensive simulation and combining it with other tools for vulnerability detection
requires further research. Additionally, due to IoT devices’ limited hardware and software conditions, most
traditional security mechanisms cannot be directly applied. Another key research challenge is overcoming
these limitations and implementing more trusted defense architectures in firmware.

4.2.5 Secure Communication Protocols

Communication protocols are at the core of the IoT transport layer. On the one hand, manufacturers
often overlook security considerations when implementing lightweight protocols that lack built-in security
features, necessitating efficient and automated security analysis solutions. On the other hand, leveraging the
unique characteristics of IoT, such as interactions between three types of entities or device proximity, can
help design IoT-specific secure communication protocols tailored to application scenarios.
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5 Conclusion

As IoT systems expand in scale and complexity, they face various security threats due to their diverse
applications, large device ecosystems, and intricate interaction processes. Detecting and mitigating these
threats is crucial for IoT technologies’ sustained development and reliability. This paper systematically
reviews key research contributions in IoT security over the past five years, categorizing emerging threats,
detection methodologies, and defense mechanisms. We have prioritized security challenges based on
urgency, feasibility, and impact to provide a structured roadmap for future research. A structured ranking
framework has been introduced to help researchers and practitioners focus on the most pressing security
concerns. Future IoT security research must emphasize high-impact areas such as scalable authentication,
real-time anomaly detection, and quantum-safe cryptographic solutions. As IoT technology evolves, address-
ing these security gaps in a structured and prioritized manner will be critical in ensuring a resilient and
secure IoT ecosystem.
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