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ABSTRACT: Phishing remains one of the most persistent attack vectors in cybersecurity, and the gradient-boosting
models that now dominate its automated detection are frequently deployed as opaque classifiers, which limits analyst
trust and slows incident response. This paper presents a cross-dataset, explainability-driven evaluation of three gradient
boosting algorithms-XGBoost, LightGBM, and CatBoost—for phishing URL classification, paired with a SHAP (Shap-
ley Additive Explanations)-based framework that attributes every prediction to specific, human-readable features rather
than treating the classifier as a black box. To eliminate a data leakage risk present in an earlier evaluation protocol—in
which hyperparameter tuning and final evaluation shared the same held-out split—all experiments reported here use
a corrected 60:20:20 train/validation/test protocol, with a validation-only random hyperparameter search and a test
partition touched exactly once per dataset. Under this protocol, on the original 2015-2017 benchmark (9581 samples,
48 features), XGBoost reached 99.11% test accuracy (F1 = 0.991, ROC-AUC [Receiver Operating Characteristic—Area
Under the Curve] = 0.999), with LightGBM and CatBoost each at 98.70% (F1 = 0.986); paired McNemar tests and
five-seed repeated runs show these differences are not statistically significant (p > 0.077); this significance testing
was performed on this benchmark only and was not repeated on the other three datasets. The same pipeline was
replicated on three additional, more recent phishing datasets (PhiUSIIL, 2023; a 2026 URL-Phish benchmark; and
LegitPhish, 2025), where accuracy ranged from 96.08%-96.27% on the hardest, most recent benchmark to near-ceiling
performance on PhiUSIIL—a result we treat with caution given the disproportionate influence of a single similarity-
index feature. A quantitative, reproducible criterion for SHAP feature reliance (mean [SHAP| exceeding 5% of a model’s
per-dataset maximum) shows that all three models rely on a substantially narrower evidence base than earlier, leakage-
affected estimates suggested-roughly half of the 48 features on the original benchmark. We further test, rather than
merely hypothesize, whether narrower SHAP reliance predicts adversarial vulnerability: a SHAP-guided perturbation
experiment across all four datasets shows that XGBoost, not the narrowest-relying LightGBM, is the most susceptible
to feature-guided evasion (50.0% mean evasion rate vs. 32.4% for LightGBM), indicating that SHAP breadth alone
does not predict robustness. Training and inference time, per-row SHAP computation cost, classification-threshold
sensitivity, probability calibration, and performance under a realistic 90:10 class imbalance are also reported. These
findings support feature-attribution analysis as a useful complement to accuracy when comparing similarly performing
gradient boosting models, while showing that some of the more intuitive claims about that attribution require direct
testing rather than inference.
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1 Introduction

Widespread internet adoption has reshaped how people communicate, transact, and share information.
In the United Kingdom alone, the share of the population using the internet rose from 85.00% in 2010 to
94.78% in 2016 [1], a pattern repeated across most connected economies. This growth has been accompanied
by a parallel rise in cybercrime [2], and phishing has become one of its most common instruments:
attackers use deceptive text, email, or websites to trick users into installing malware or disclosing sensitive
credentials [3].

Data from the Anti-Phishing Working Group illustrates the scale of the problem [4] (Fig. 1). Unique
phishing sites climbed steadily through 2021, from 611,877 in QI to 888,585 by Q4. The upward trend
continued into 2022, peaking at 1,270,883 sites in Q3 and exceeding 2021 levels in every quarter. Activity
peaked further in QI 2023 at 1,624,144 sites before declining to 1,286,208 in Q2 and 999,956 in Q3, then
rising again to 1,077,501 in Q4. The volatility of this trend is itself informative: phishing campaigns are not a
fixed target but an adversarial process that reacts to takedown efforts, seasonal opportunities, and defender
behavior, which is one reason static, rule-based countermeasures struggle to keep pace.
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Figure 1: Count of unique phishing websites per quarter, 2021-2023 (source: APWG [4]).

Phishing campaigns take many forms, including spear phishing, whaling, smishing, vishing, pharming,
clone phishing, and man-in-the-middle phishing, but the majority of these ultimately rely on one of two
delivery mechanisms to reach the victim. Website-based phishing clones a legitimate site’s appearance so
closely that credentials entered by a victim are captured and forwarded to the attacker. Email-based phishing
sends messages that appear legitimate—often mimicking a bank, employer, or prize notification—to lure the
recipient into submitting personal information through an embedded form or link. This study focuses on
the URL- and webpage-feature-based detection of the underlying malicious website, which is the common
endpoint of most of these variants.

Research on automated countermeasures has followed several distinct lines. Blacklisting, used by major
browsers such as Chrome and Firefox, is effective against known threats but fails against zero-day phishing
sites that have not yet been reported [5]. Machine learning (ML) classifiers built on handcrafted URL and
page features have reported accuracies approaching 99% [6-10]. Deep learning (DL) architectures such as
LSTM, CNN, and fully connected networks extract patterns directly from raw or lightly processed inputs,
typically reaching around 97% accuracy [11,12]. More recently, transformer-based and hybrid pipelines have
been applied to the natural-language components of phishing content [13], and ensemble methods that
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combine multiple base learners have pushed reported accuracy above 99% [14,15]. A recent structured
review of intelligent phishing-detection approaches situates gradient boosting and hybrid pipelines within
this broader landscape and highlights explainability as an area still receiving comparatively little systematic
evaluation [16], and a broader overview of ML, DL, and hybrid phishing-detection systems reaches a similar
conclusion: despite the field’s rapid growth, explainability and adversarial robustness remain comparatively
under-evaluated relative to raw accuracy [17].

This progression toward higher accuracy has come at a cost: most of these approaches offer little insight
into why a given URL is flagged. Ensemble and boosting methods in particular behave as black boxes,
aggregating hundreds of decision trees in ways that resist manual inspection. For a security analyst deciding
whether to block a domain, quarantine an email, or escalate an alert, a bare prediction carries limited
operational value-and an unexplained false positive erodes trust in the system faster than an explained one.
This gap between predictive performance and interpretability motivates the present study.

A preliminary version of this study evaluated three gradient boosting algorithms—XGBoost, Light-
GBM, and CatBoost—for phishing URL detection, paired with a SHAP-based explainability layer, on a
single 2015-2017 benchmark, but relied on an evaluation protocol with a known limitation: hyperparameter
tuning had been guided by performance on the same held-out split used for final reporting, and several
claims—including the accuracy ranking between models and the practical consequence of LightGBM’s
narrower SHAP reliance—remained untested. This work addresses those limitations directly rather than
restating them as caveats. We re-ran the full pipeline under a corrected 60:20:20 train/validation/test protocol
with a validation-only hyperparameter search, replicated it on three additional and more recent phishing
datasets, added paired statistical significance testing, evaluated performance under realistic class imbalance,
defined a quantitative criterion for SHAP feature reliance, and-rather than speculating about adversarial
robustness-ran a SHAP-guided evasion experiment to test it directly. The contributions of this paper are as
follows:

o We benchmark XGBoost, LightGBM, and CatBoost on four phishing URL/webpage datasets spanning
2015-2026 under a leakage-free protocol in which hyperparameters are selected on a dedicated valida-
tion split and the test partition is used exactly once per dataset, reporting accuracy, precision, recall, Fl,
ROC-AUC, PR-AUC, and Matthews correlation coefficient (MCC).

o We test, rather than assume, whether the accuracy differences among the three models are statistically
meaningful, using paired McNemar tests and five-seed repeated training on the primary benchmark,
and evaluate performance under a realistic 90:10 class imbalance, under validation-selected decision
thresholds, and under reliability-diagram-based probability calibration checks.

o We define a quantitative, reproducible criterion for SHAP feature reliance and use it to show that all
three models draw on a narrower evidence base than earlier, leakage-affected estimates suggested, and
we evaluate the faithfulness, resampling stability, and analyst actionability of the resulting explanations.

o We directly test the previously untested hypothesis that narrower SHAP reliance predicts greater
vulnerability to feature-guided adversarial evasion, and report a counter-intuitive result that qualifies
how SHAP breadth should be interpreted as a robustness signal.

The remainder of this paper is organized as follows. Section 2 reviews prior work on phishing detection
across machine learning, deep learning, hybrid, and ensemble approaches. Section 3 describes the four
datasets, preprocessing, and the three gradient boosting architectures. Section 4 presents the SHAP-based
explainability framework, including the quantitative non-triviality criterion. Section 5 details the corrected
experimental protocol and evaluation metrics. Section 6 reports and analyzes the results, including statistical
validation, cross-dataset generalization, and the adversarial evasion experiment. Section 7 discusses the
limitations that remain, and Section 8 concludes the paper.
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2 Related Work

Anti-phishing research spans a range of strategies, from static blacklists and heuristic rules to learned
models operating on URL, hyperlink, and page-content features. This section synthesizes prior work by
methodological family and identifies the gap that motivates the present study.

2.1 Machine Learning-Based Detection

Supervised ML remains the dominant paradigm for phishing detection because it scales well to the
large labeled datasets now available [5]. Mohanty et al. combined chi-square and ANOVA feature ranking
with several classical classifiers, finding that k-nearest neighbors (kNN) achieved the highest accuracy at
99.8% [6]. Abdillah et al. evaluated 13 ML algorithms across varying class ratios and reported a peak accuracy
of 98.84% using a 60:40 legitimate-to-phishing split [7]. Shirazi et al. used an adversarial autoencoder to
synthesize additional training samples and found that gradient boosting outperformed kNN, decision trees,
random forest, and SVM variants, reaching 97.45% [8]. Sharma et al. compared feature-selection strategies
across eight algorithms and reported that random forest improved from 96.6% to 97.79% accuracy once
feature selection was applied [9]. Abdul Samad et al. specifically examined the effect of class balance and
found that gradient boosting and XGBoost achieved 98.27% and 98.21% accuracy, respectively, on balanced
data [10]. Al-Haija and Badawi trained several ML classifiers directly on lexical URL features and reported
that ensemble tree methods were consistently among the strongest performers, reinforcing the case for
boosting-based approaches on this task [18]. Taken together, these studies establish tree-based ensembles
as consistently competitive, but few of them examine what the models are actually attending to when they
classify a URL, and fewer still validate their tuning protocol against test-set leakage.

2.2 Deep Learning-Based Detection

DL methods trade handcrafted features for learned representations, aiming to capture patterns that
are difficult to specify manually [11]. Somesha et al. demonstrated that DL architectures can achieve
high detection accuracy directly from raw phishing website features without extensive manual feature
engineering [19]. Almousa et al. tuned LSTM, CNN, and fully connected architectures and reported
accuracies of 97.37%, 97.27%, and 96.77% respectively after hyperparameter optimization [I1]. Birthriya
et al. combined word2vec-, PCA-, and NLP-derived hybrid URL features with an attention-augmented
CNN, reporting 99.83% accuracy on a custom dataset [20]—part of the same authors’ broader line of
work on phishing detection that also includes the multi-objective XGBoost feature-selection approach
discussed below [21]. Across the studies surveyed above, a recurring pattern is that the DL architectures
were trained on larger sample sizes and required more extensive hyperparameter search than the boosting
studies discussed elsewhere in this review to reach comparable accuracy [11,19,20]; more broadly, DL models’
internal representations are also considerably harder to inspect than a tree ensemble’s feature splits, which
motivates the tree-ensemble-plus-SHAP framework adopted in this study.

2.3 Hybrid and Transformer-Based Detection

Because many phishing indicators are textual (email body, page copy, brand names), some work has
applied NLP architectures directly to phishing content. Haynes et al. fine-tuned two pre-trained transformer
models, BERT and ELECTRA, to classify phishing URLs from raw URL text alone, without handcrafted
features, and reported that both models achieved competitive detection performance while requiring only a
few minutes of fine-tuning [13]. Their results are broadly comparable to, rather than clearly better than, the
best ML and ensemble figures reported above, suggesting that for structured URL/host features—as opposed
to free-text content-transformer architectures do not currently offer a decisive advantage over tree-based
methods, while adding substantially more computational overhead and even less interpretability.
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2.4 Ensemble-Based and Optimization-Augmented Learning

Ensemble methods that stack or combine multiple base learners have produced the strongest reported
results. Kalabarige et al. built a multilayer stacked ensemble combining MLP, kNN, random forest, logistic
regression, and XGBoost, reaching 98.90% accuracy [14]. A follow-up study by the same group used gradient
boosting for hybrid feature selection within a boosting-based multilayer ensemble, achieving 98.80% [15].
Wei and Sekiya examined whether such elaborate ensemble constructions are actually necessary, systemat-
ically comparing the sufficiency of simpler vs. more complex ensemble configurations for phishing website
detection, and found that modest ensembles could approach the accuracy of far more complex stacked
architectures [12]. Beyond stacking, a separate line of work couples gradient boosting with metaheuristic
search: Birthriya et al. recently combined multi-objective evolutionary optimization with XGBoost for joint
feature selection and hyperparameter tuning, reporting consistent gains over prior multi-objective boosting
hybrids on several phishing benchmarks [21]. This line of work shows that XGBoost is already a common
substrate for optimization-augmented phishing detection, which sharpens rather than removes the gap this
paper addresses: none of these optimization-focused studies evaluates the breadth or actionability of the
resulting model’s feature attributions, or tests whether the resulting model differs in adversarial robustness
from a differently tuned counterpart with similar accuracy.

2.5 Research Gap

Across all four lines of work, accuracy has been treated as the primary-often the only-criterion for
comparing models. Explainability, where it is discussed at all, is typically presented as an afterthought rather
than as part of the evaluation itself, and SHAP-boosting combinations of the kind explored here already
exist in adjacent cybersecurity tasks, so we do not claim to be first to pair SHAP with a gradient boosting
classifier [18,21]. What remains largely unaddressed is a joint evaluation, under a tuning protocol that does
not leak test information, of (i) a quantitative and reproducible definition of how broadly a model relies on
the available feature space, (ii) whether that reliance is faithful, stable under resampling, and actionable for a
security analyst, and (iii) whether narrower reliance actually predicts greater vulnerability to feature-guided
adversarial evasion, tested directly rather than left as an inference. This is the gap addressed in this paper.

3 Methodology

This study evaluates three tree-based gradient boosting algorithms—XGBoost, LightGBM, and
CatBoost-selected because they are the current standard for structured/tabular classification tasks, offering
strong accuracy, efficient training on datasets of this scale, and native support for feature-importance
extraction, which makes them a natural fit for a SHAP-based explainability pipeline.

3.1 Datasets and Preprocessing

To address the single-dataset limitation of the earlier version of this work, the full pipeline was
independently re-run on four phishing URL/webpage feature datasets that differ in feature source and
extraction method (lexical, host-based, content-based, and similarity-index-based features, described per
dataset below) and span eleven years of collection dates. Dataset A is the original 2015-2017 benchmark used
in the earlier version of this study [22]; it remains the primary point of comparison with prior literature
(Section 6.8). Dataset B is PhiUSIIL, a 2023 similarity-index-based phishing URL corpus [23]. Dataset Cis a
2026 feature-engineered URL-Phish benchmark [24], the most recent dataset evaluated in this study. Dataset
D is LegitPhish, a 2025 phishing/legitimate URL feature dataset [25]. Table | summarizes the four datasets
as processed by this study’s pipeline.
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Table 1: Overview of the four datasets used in this study, after cleaning and the 60:20:20 train/validation/test partition
described in Section 3.3.

Dataset Source Collected Features Train Val. Test
A (Tan 2018) [22] 2015-2017 48 5748 1916 1917
B (PhiUSIIL 2023) [23] 2023 50 140,992 46,997 46,998
C (URL-Phish 2026) [24] 2026 22 32,650 10,883 10,884
D (LegitPhish 2025) [25] 2025 16 19,084 6361 6362

Note: Feature counts reflect the columns retained by this study’s preprocessing pipeline for each dataset and may differ
slightly from counts reported in the original dataset publications after duplicate removal and label-consistency checks.

Dataset A comprises 48 lexical, host-based, and content-based features extracted from web pages,
spanning four data types-binary indicators (e.g., presence of an IP address in the URL, use of HTTPS),
discrete counts (e.g., number of dots, dashes, or query components), categorical flags (e.g., abnormal
form action, right-click disabled), and continuous-valued attributes (e.g., URL length, hostname length)—
summarized in Table 2. Datasets B, C, and D use their own published feature sets (50, 22, and 16 features,
respectively); full per-feature listings for these three datasets are available from the corresponding author on
request, consistent with the Availability of Data and Materials statement at the end of this article.

Table 2: Dataset A features and range of values.

No. Feature Name Range
NumDots, SubdomainLevel, PathLevel, UrlLength, NumDash,
1-6 0-253
NumDashInHostname
7-8 AtSymbol, TildeSymbol Binary (0/1)

9_14 NumUnderscore, NumPercent, NumQueryComponents, NumAmpersand, 0-111/Binary

NumHash, NumNumericChars

15-19 NoHttps, RandomString, IpAddress, DomainInSubdomains, DomainInPaths Binary (0/1)

20-23 HttpsInHostname, HostnameLength, PathLength, QueryLength 0-188
24-26 DoubleSlashInPath, NumSensitiveWords, EmbeddedBrandName 0-3/Binary
PctExtHyperlinks, PctExtResourceUrls, ExtFavicon, InsecureForms, .

27-33 RelativeFormAction, ExtFormAction, AbnormalFormAction Binary (0/1)

34-38 PctNullSel.fRedirectHyperliflks, Fr'eque'ntDomainNameMismatch, Binary (0/1)
FakeLinkInStatusBar, RightClickDisabled, PopUpWindow

39-42 SubmitInfoToEmail, IframeOrFrame, MissingTitle, ImagesOnlyInForm Binary (0/1)
SubdomainLevelRT, UrlLengthRT, PctExtResourceUrlsRT,

43-48 AbnormalExtFormActionRT, ExtMetaScriptLinkRT, -1to1l

PctExtNullSelfRedirectHyperlinksRT

Note: Binary = 0/1. Feature groups condensed from the original 48-row listing for presentation; individual feature
definitions follow [22].

For all four datasets, preprocessing was limited to validation and cleaning rather than transformation:
duplicate rows were removed, label consistency was verified, and rows with missing critical fields were
dropped prior to partitioning. Feature scaling was not applied, as tree-based gradient boosting models



J Cyber Secur. 2026;8 673

split on raw feature thresholds and are invariant to monotonic transformations of individual features.
Each cleaned dataset was then partitioned 60:20:20 into training, validation, and test sets, as described
in

3.2 Model Architectures
3.2.1 XGBoost

Extreme Gradient Boosting (XGBoost) [26] builds an additive ensemble of regression trees, where each
new tree is fit to the negative gradient (residual) of the loss function with respect to the current ensemble’s
predictions. Following the additive-training formulation of [26], let j/ft_l) denote the prediction of instance
i at iteration ¢ — 1; at iteration ¢, the model greedily adds the tree f; that minimizes the regularized objective
given in , where [ is a differentiable loss function, f; is the tree added at step ¢, and Q(f;) = yT +
IA|w|? penalizes tree complexity (leaf count T and leaf-weight magnitude w) to control overfitting:

0 -+ o) ) '
i=1

The initial prediction is set to the mean of the target values, and each subsequent tree is constructed
using a greedy, gain-maximizing split algorithm. illustrates this residual-fitting process for the phishing
classification task.

Data Input
( )
. .. Tree #1 ..
Initial Prediction (Greedy Splitting) » Prediction
. Tree #2 s
R P
esiduals (Greedy Splitting) rediction
Tree #N . i
(Greedy Splitting) Final Prediction
\. J

v

Output

Figure 2: Sequential residual-fitting process of XGBoost.

3.2.2 LightGBM

LightGBM (Light Gradient Boosting Machine) [27] accelerates the same additive boosting framework
using histogram-based split finding, which bins continuous features before searching for the optimal split
point, substantially reducing the number of candidate splits evaluated at each node. Combined with leaf-wise
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(rather than level-wise) tree growth, this makes LightGBM considerably faster on large feature sets than
depth-first boosting implementations, and it has been applied successfully to other high-throughput tasks
such as traffic-flow prediction [28] and click-through-rate prediction in online advertising [29]. Fig. 3
illustrates this histogram-based, leaf-wise growth process.

Data Input
4 )
. L Tree #1 ..
Initial Prediction (Histogram-based) Prediction
A Tree #2 s
Residuals » (Histogram-based) » Prediction
Tree #N . . s
" (Histogram-based) »| Final Prediction
\_ ,

Output

Figure 3: Histogram-based, leaf-wise tree growth in Light GBM.

3.2.3 CatBoost

CatBoost (Categorical Boosting) [30] was designed to handle categorical features natively and to reduce
the prediction-shift bias that ordinary gradient boosting can introduce. It builds symmetric (oblivious) trees,
in which every node at a given depth splits on the same feature and threshold, and uses ordered boosting—a
permutation-based scheme that computes residuals using only previously seen examples—to mitigate target
leakage [30]. Symmetric trees also make CatBoost’s inference path easier to reason about, since every sample
follows a fixed, uniform depth regardless of feature values. Fig. 4 illustrates this symmetric tree structure.

3.3 Corrected Training and Tuning Protocol

The earlier version of this study tuned hyperparameters by directly observing accuracy on the same
20% held-out split used for final reporting, a protocol decision that meant the reported test accuracies were
likely-optimistic upper bounds rather than unbiased estimates of generalization performance. This revision
replaces that protocol entirely. For each of the four datasets, the cleaned data was partitioned 60:20:20 into
training, validation, and test sets using a fixed random seed (42). Hyperparameters were selected using
a random search restricted to the training and validation partitions only: for each model, 15 candidate
configurations were drawn from the search space in Table 3, each configuration was fit on the training
partition, and the configuration with the highest validation-set ROC-AUC was retained. The test partition
was not accessed at any point during model selection. Final metrics reported in Section 6 are computed
once, on this held-out test partition, using the validation-selected configuration—eliminating this leakage
pathway entirely. This random search selects a configuration but does not, by itself, constitute a formal
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ablation study: it does not isolate or report the individual contribution of each hyperparameter (e.g., booster

choice, tree depth, learning rate) to the resulting performance, since candidate configurations vary on several

hyperparameters simultaneously. No such ablation was performed in this work; we return to this as an explicit

limitation in Section 7.

Data Input
4 N\
. e R Tree #1 L.
Initial Prediction (Ordered Boosting) Prediction
. R Tree #2 A
Residuals ’ (ordered Boosting) Prediction
Tree #N . s
| (ordered Boosting) Final Prediction
\_ J/

Output

Figure 4: Symmetric (oblivious) tree structure used by CatBoost.

Table 3: Hyperparameter search space used for the validation-only random search (15 iterations per model per dataset).

Model Parameter Candidate Values
n_estimators 200, 300, 400, 600
max_depth 3,4,5,6
learning rate 0.01, 0.03, 0.05, 0.1
XGBoost —
008 subsample 0.7,0.8,0.9,1.0
colsample_bytree 0.7,0.8,0.9,1.0
booster gbtree, dart
n_estimators 200, 300, 400, 600
num_leaves 15, 31, 63
LightGBM min_child_samples 10, 20, 40
learning_rate 0.01, 0.03, 0.05, 0.1
subsample 0.7,0.8,0.9,1.0
iterations 200, 300, 400, 600
depth 4,6,8
CatBoost learning_rate 0.01, 0.03, 0.05, 0.1
12_leaf reg 1,3,59
random_strength 0.5,1,2,4
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Table 4 lists the validation-selected configuration for each model on each dataset. Two patterns are
visible. First, the selected configurations differ meaningfully across datasets—for example, XGBoost’s booster
switches from dart on datasets A, B, and C to gbtree on dataset D—which is expected under a protocol
where selection responds to genuine differences in each dataset’s structure rather than converging on a single
global optimum. Second, because selection is now driven by validation ROC-AUC rather than by directly-
observed test accuracy, the specific values differ from those reported in the earlier, leakage-affected version
of this study; this is the intended effect of the correction, not an inconsistency.

Table 4: Validation-selected hyperparameter configurations by dataset and model.

Dataset Model Selected Values
A (Tan 2018) XGBoost n_est. =300 depth=4 Ir=0.1 subs. = 0.9 colsub. = 0.7, booster = dart
A (Tan 2018) LightGBM n_est. =600 leaves=15 1Ir=0.1 min_child =10 subs. = 0.9
A (Tan 2018) CatBoost iter. = 400 depth=8 Ir=0.1 12=3 rand._str. = 0.5
B (PhiUSIIL 2023) XGBoost n_est. =300 depth=4 Ir=0.1 subs. = 0.9 colsub. = 0.7, booster = dart
B (PhiUSIIL 2023)  LightGBM n_est. =400 leaves=31 Ir=0.01 min_child =10 subs. = 0.8
B (PhiUSIIL 2023) CatBoost iter. =600  depth=4 1r=0.03 12=1 rand._str. = 4
C (URL-Phish 2026) XGBoost n_est. =600 depth=6 Ir=0.05 subs. = 0.7 colsub. = 0.9, booster = dart
C (URL-Phish 2026) LightGBM n_est. =300 leaves=31 Ir=0.05 min_child =40 subs. = 0.9
C (URL-Phish 2026)  CatBoost iter. = 600 depth=8 Ir=0.05 2=9 rand._str. = 0.5
D (LegitPhish 2025) XGBoost n_est. =400 depth=6 Ir=0.03 subs. = 0.8 colsub. = 0.7, booster = gbtree
D (LegitPhish 2025) LightGBM n_est. =300 leaves=31 Ir=0.05 min_child =40 subs. = 0.9
D (LegitPhish 2025)  CatBoost iter. = 600 depth=4 Ir=0.03 2=1 rand._str. = 4

Note: n_est. = n_estimators; Ir = learning rate; subs. = subsample; colsub. = colsample_bytree; 12 = 12_leaf_reg;
rand._str. = random_strength.

4 Explainable AI Framework

A prediction without justification has limited value in an operational security context, where analysts
must decide whether to act on an alert and defend that decision if challenged. This section describes the
explainability layer applied uniformly across all three trained models on all four datasets.

4.1 Theoretical Foundation

We use Shapley Additive Explanations (SHAP) [31] to attribute each model’s output to individual input
features. SHAP is grounded in cooperative game theory: each feature is treated as a “player” contributing to
a “payout” (the model’s prediction), and the Shapley value fairly distributes that payout across all features
based on their marginal contribution across every possible feature subset. Formally, the Shapley value for
feature i is given by Eq. (2):

¢i=

ScF\{i}

St ([F| - IS| - 1!
|F]!

[v(Su{i}) -v(S)] 2)

where F is the full feature set, S is a subset excluding feature i, and v(-) measures the change in prediction
attributable to adding feature i to subset S. Averaging this marginal contribution over all possible order-
ings of features yields an attribution that satisfies desirable fairness properties—efficiency, symmetry, and
additivity—that ad hoc feature-importance measures (e.g., raw split counts or gain) do not guarantee. For
tree ensembles specifically, we use TreeSHAP [32], a polynomial-time algorithm that computes exact Shapley
values by exploiting tree structure rather than the exponential brute-force enumeration implied by Eq. (2).
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4.2 A Quantitative Criterion for Feature Reliance

The earlier version of this study used the terms “non-trivial” and “negligible” to describe SHAP-
attributed features descriptively, without a stated quantitative rule. We formalize this distinction here. For
each trained model m on a given dataset, we define the maximum mean absolute SHAP value across its
features, max; Wm, computed on the held-out test set. A feature j is classified as non-trivial for model m if

Hﬂm>005xn?ﬂ$ﬂm 3)

i.e., its mean absolute SHAP value exceeds 5% of that model’s largest mean absolute SHAP value on that
dataset. This threshold is applied identically across all three models and all four datasets and is used
consistently throughout Section 6.

4.3 From Attribution to Decision-Making

The framework produces three complementary levels of explanation, extended in this revision beyond
the two used previously. Global explanations aggregate SHAP values across the entire test set to rank
which features consistently drive predictions, summarized per model as ranked bar charts (mean |SHAP|,
with the Eq. (3) threshold marked) rather than as raw beeswarm plots, to give a more directly tabulable
representation of feature-level SHAP ranks. Faithfulness and stability checks (Section 6.9) test whether the
ranked attributions actually reflect what drives the model’s decisions and whether that ranking is stable under
resampling. Local explanations decompose a single prediction into per-feature contributions, allowing an
analyst to answer, for a specific flagged URL, which three or four features tipped the decision—for example,
an insecure form combined with a mismatched domain name and an abnormally long hostname—rather
than accepting the label at face value; Section 6.9 evaluates how many of a model’s top-ranked features are
actually actionable by an analyst without loading the page.

This structure is what distinguishes the proposed framework from simply reporting accuracy: it
allows a direct comparison of decision quality across models, not just decision correctness. Section 6 uses
this comparison, together with a direct adversarial evasion test (Section 6.10), to differentiate XGBoost,
LightGBM, and CatBoost beyond their accuracy scores.

5 Experimental Setup
5.1 Data Split and Protocol

Each of the four datasets (Table 1) was partitioned 60:20:20 into training, validation, and test sets using a
fixed random seed. All three models were trained on the identical training split and evaluated on the identical
held-out test split within each dataset, ensuring a fair, controlled comparison across models. As described
in Section 3.3, the validation split—not the test split—was used to select hyperparameters; the test split was
accessed exactly once, for the final metrics reported in Section 6.

5.2 Evaluation Metrics

Model performance was evaluated using standard classification metrics derived from the confusion
matrix—true positives (TP), true negatives (TN), false positives (FP), and false negatives (FN), with the
“phishing” class treated as positive, as defined in Eqs. (4)-(7):

A TP+ TN
ccuracy =
Y IP+TN+FP+EN

4)
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. TP
Precision = ———— (5)
TP+ FP
TP
Recall= ——— (6)
TP+ FN

2 x Precision x Recall

F1 (7)

Precision + Recall

To provide a fuller picture of model performance, three additional metrics are reported throughout:

the area under the ROC curve (ROC-AUC), the area under the precision-recall curve (PR-AUC), and the

Matthews correlation coeflicient (MCC), which remains informative under class imbalance (Section 6.5).

Alongside these metrics, SHAP-derived feature counts (Section 4) were used as a complementary indicator

of explanation breadth for each model. Because a discriminative model is not necessarily a well-calibrated

one, reliability diagrams (Section 6.4) were also produced for all three models on all four datasets, to check
whether predicted probabilities can be interpreted at face value rather than only used for ranking.

Classification threshold selection was evaluated explicitly rather than left at the default 0.5. For each
model and dataset, Youden’s J statistic [33] (J = Sensitivity + Specificity — 1) was maximized on the validation
partition to select an alternative decision threshold, which was then applied, unmodified, to the test partition;
results at both the default 0.5 threshold and the validation-selected threshold are reported in Section 6.3.

Statistical significance between models was assessed on the primary dataset (A) using two comple-
mentary approaches: paired McNemar’s test [34] on matched test-set predictions between each pair of
models, and five independent training runs per model using different random seeds (42-46), from which
the mean and standard deviation of each metric are reported. Realistic class imbalance was evaluated on
dataset A by re-sampling the test set to a 90:10 legitimate-to-phishing ratio and re-computing all metrics
without retraining.

For the explainability framework, SHAP faithfulness was evaluated by removing each model’s top-5
and top-10 SHAP-ranked features and measuring the resulting drop in ROC-AUC and FI relative to the
tull-feature model. Stability was evaluated by computing the mean Jaccard overlap of the top-10 SHAP-
ranked feature set across five bootstrap resamples of the test set. Analyst actionability was evaluated by
categorizing each model’s top-10 SHAP-ranked features (per dataset) into four groups—URL structure
(instantly checkable by eye), domain/host signals (checkable via a quick WHOIS or DNS lookup), page
content or behavioral signals (requiring the page to be loaded), and other/opaque statistical composites—
and reporting the percentage of top-10 features falling into the two directly actionable categories. This
categorization was implemented as a deterministic, keyword-based classifier (a fixed, fully disclosed keyword
list mapping feature-name substrings to categories, applied identically to every feature), designed and applied
by a single author (S. M. N. Ahmed); it was not independently re-implemented or re-checked by a second
author, and no inter-rater agreement statistic was computed. We note this as a limitation of the actionability
assessment in Section 7. Finally,a SHAP-guided adversarial evasion experiment perturbed the top-5 and top-
10 SHAP-ranked features of 300 correctly classified phishing samples per dataset (Gaussian perturbation, e= 1
standard deviation) and measured the resulting evasion rate, compared against an equivalent perturbation
of randomly selected features. Training time, inference time, and per-row SHAP computation time were
measured on the same hardware for all models and datasets (Section 6.11).
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6 Results and Discussion
6.1 Classification Performance across Datasets

Table 5 summarizes accuracy, precision, recall, F1, ROC-AUC, PR-AUC, and MCC for all three
models on all four datasets, computed once on each held-out test partition under the corrected protocol
of Section 3.3. On the primary benchmark (dataset A), XGBoost achieved the highest test accuracy (99.11%,
F1 = 0.991, MCC = 0.982), narrowly ahead of LightGBM and CatBoost, which tied at 98.70% accuracy
(F1 = 0.986 for both). This ordering differs from the earlier, leakage-affected version of this study, in which
CatBoost had nominally led; under the corrected protocol, XGBoost is the nominal top performer on dataset
A, though Section 6.2 shows this ordering is not statistically distinguishable from LightGBM’s or CatBoost’s
performance. Statistical significance testing was performed on dataset A only (Section 6.2); the accuracy
differences among models on datasets B, C, and D reported in Table 5 are therefore descriptive rather than
statistically validated, and should not be read as establishing that any model is superior to, or statistically
equivalent to, another on those three datasets.

Table 5: Test-set performance summary across all four datasets under the corrected train/validation/test protocol.

Dataset Model Acc. Prec. Rec. F1 ROC-AUC PR-AUC MCC

A (Tan 2018) XGBoost 99.11% 0991 0990 0.991 0.999 0.999 0.982

A (Tan 2018) LightGBM  98.70% 0.990 0.983 0.986 0.999 0.999 0.974

A (Tan 2018) CatBoost 98.70% 0.991 0.981 0.986 0.999 0.999 0.974

B (PhiUSIIL 2023) XGBoost 100.00% 1.000 1.000 1.000 1.000 1.000 1.000
B (PhiUSIIL 2023) LightGBM 100.00% 1000 1.000 1.000 1.000 1.000 1.000
B (PhiUSIIL 2023) CatBoost 99.998% 1.000 1.000 1.000 1.000 1.000 1.000
C (URL-Phish 2026) XGBoost 96.27% 0.943 0.897 0.919 0.988 0.973 0.896
C (URL-Phish 2026) LightGBM  96.08% 0.941 0.890 0.915 0.988 0.974 0.890
C (URL-Phish 2026) CatBoost 96.14% 0.946 0.888 0.916 0.988 0.974 0.892
D (LegitPhish 2025) XGBoost 99.80% 0.998 1.000 0.999 1.000 1.000 0.994
D (LegitPhish 2025) LightGBM  99.83%  0.998 1000 0.999 1.000 1.000 0.995
D (LegitPhish 2025) CatBoost 99.80%  0.998 1.000 0.999 1.000 1.000 0.994

Figs. 5-7 present the corresponding metric comparison, confusion matrices, and ROC/precision-recall
curves for dataset A; the equivalent panels for datasets B-D appear in Figs. 8-16 and 17 summarizes accuracy
across all four datasets in a single view.

6.2 Statistical Robustness of the Model Ranking

The earlier version of this study reported an accuracy spread of 0.35 percentage points across the three
models on dataset A and explicitly declined to treat that ranking as validated, since no significance test had
been run. We now report that test. Table 6 shows paired McNemar tests on matched test-set predictions for
all three model pairs on dataset A: none of the three pairwise differences reaches significance at a« = 0.05
(p = 0.077-1.000). Table 7 reports mean + standard deviation across five independent training runs (seeds
42-46) on dataset A; the accuracy ranges for the three models overlap substantially (XGBoost: 98.55 + 0.44%;
LightGBM: 98.38 + 0.36%; CatBoost: 98.29 + 0.42%), consistent with the McNemar result. We therefore
treat the accuracy ordering reported in Table 5 as a descriptive observation on this benchmark and this
protocol, not as evidence that any one of the three models is reliably superior; Fig. 18 visualizes the seed-to-
seed spread directly.
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Model Comparison — Dataset A (Tan 2018) test set

value

accuracy precision recall fl roc_auc pr_auc mcc

mmm XGBoost B LightGBM B CatBoost

Figure 5: Accuracy, precision, recall, F1, ROC-AUC, PR-AUC, and MCC comparison across models, dataset A test set.

Confusion Matrices — Dataset A (Tan 2018)

(a) XGBoost (b) LightGBM (c) CatBoost

True

! |
Legit Phish Legit Phish

Predicted Predicted Predicted

Phish

Figure 6: Confusion matrices for (a) XGBoost; (b) LightGBM; (c) CatBoost, dataset A test set.
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ROC / PR — Dataset A (Tan 2018)
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Figure 7: ROC and precision-recall curves for all three models, dataset A test set.

Model Comparison — Dataset B (PhiUSIIL 2023) test set

value

accuracy precision recall fl roc_auc pr_auc mcc
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Figure 8: Accuracy, precision, recall, F1, ROC-AUC, PR-AUC, and MCC comparison across models, dataset B
(PhiUSIIL) test set.
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Confusion Matrices — Dataset B (PhiUSIIL 2023)
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Figure 9: Confusion matrices for (a) XGBoost; (b) LightGBM; (c) CatBoost, dataset B test set.
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Figure 10: ROC and precision-recall curves for all three models, dataset B test set.
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Model Comparison — Dataset C (URL-Phish 2026) test set

value

accuracy precision recall fl roc_auc pr_auc mcc
I XGBoost W LightGBM I CatBoost

Figure 11: Accuracy, precision, recall, F1, ROC-AUC, PR-AUC, and MCC comparison across models, dataset C (URL-
Phish 2026) test set.
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Figure 12: Confusion matrices for (a) XGBoost; (b) LightGBM; (c) CatBoost, dataset C test set.
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ROC / PR — Dataset C (URL-Phish 2026)
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Figure 13: ROC and precision-recall curves for all three models, dataset C test set.

Model Comparison — Dataset D (LegitPhish 2025) test set

value

accuracy precision recall fl roc_auc pr_auc mcc
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Figure 14: Accuracy, precision, recall, F1, ROC-AUC, PR-AUC, and MCC comparison across models, dataset D
(LegitPhish) test set.
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Confusion Matrices — Dataset D (LegitPhish 2025)
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Figure 15: Confusion matrices for (a) XGBoost; (b) LightGBM; (c) CatBoost, dataset D test set.
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Figure 16: ROC and precision-recall curves for all three models, dataset D test set.
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Accuracy Across Four Phishing Datasets
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Figure 17: Test accuracy for XGBoost, LightGBM, and CatBoost across all four phishing datasets.
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Figure 18: Distribution of test-set metrics across five random seeds (42-46), dataset A.

Table 6: Paired McNemar significance tests between models, dataset A test set (n = 1917).

Model A Model B A-Right/B-Wrong A-Wrong/B-Right Statistic p-Value
XGBoost LightGBM 14 6 6.00 0.115
XGBoost CatBoost 12 4 4.00 0.077
LightGBM CatBoost 1 1 11.00 1.000

Note: None of the three pairwise comparisons is significant at & = 0.05. “Statistic” reports min(b, c¢), the discordant-

pair count used in the exact binomial form of McNemar’s test; p-values are two-sided exact binomial probabilities, not
2

X -based.
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Table 7: Mean + standard deviation across five independent training runs (seeds 42-46), dataset A test set.

Model Acc. Prec. Rec. F1 ROC-AUC MCC

XGBoost 9855+ 0.44% 98.33 £0.67% 98.65 +0.59% 98.49 + 0.46% 99.85+ 0.07% 0.971 + 0.009
LightGBM 98.38 + 0.36% 98.41 £ 0.56% 98.21 + 0.42% 98.31 + 0.38% 99.84 + 0.06% 0.968 + 0.007
CatBoost 98.29 + 0.42% 98.26 £ 0.70% 98.17 + 0.40% 98.21 + 0.44% 99.84 + 0.06% 0.966 + 0.009

6.3 Effect of Classification Threshold

Reported accuracy in Table 5 uses the default 0.5 decision threshold. Because a security operations
team may prefer to trade precision for recall (or vice versa) depending on alert-handling capacity, Table 8
additionally reports the validation-selected Youdens-] threshold and its effect on test accuracy. The mag-
nitude and even the direction of the shift away from 0.5 varies substantially by dataset: on dataset A,
the selected thresholds for XGBoost and CatBoost stay close to 0.5 (0.441 and 0.457), while LightGBM’s
validation-selected threshold is markedly lower (0.070), and applying it to the test set reduces accuracy by
0.47 percentage points relative to the default—because Youden’s J balances sensitivity and specificity rather
than maximizing accuracy directly, this is expected rather than anomalous. On datasets B and D, where
the models are highly confident, validation-selected thresholds sit close to 1.0. Fig. 19 visualizes the selected
threshold against the 0.5 baseline for every model/dataset combination.

Table 8: Validation-selected classification threshold (Youden’s J) and its effect on test accuracy, relative to the default
0.5 threshold.

Dataset Model Threshold Acc. @ 0.5 Acc. @ Youden A Acc.
A (Tan 2018) XGBoost 0.441 99.11% 99.01% -0.10 pp
A (Tan 2018) LightGBM 0.070 98.70% 98.23% -0.47 pp
A (Tan 2018) CatBoost 0.457 98.70% 98.80% +0.10 pp
B (PhiUSIIL 2023) XGBoost 0.982 100.00% 99.99% -0.01pp
B (PhiUSIIL 2023) LightGBM 0.987 100.00% 99.99% -0.01pp
B (PhiUSIIL 2023) CatBoost 0.996 100.00% 100.00% 0.00 pp
C (URL-Phish 2026) XGBoost 0.223 96.27% 95.31% -0.96 pp
C (URL-Phish 2026) LightGBM 0.217 96.08% 95.26% -0.82 pp
C (URL-Phish 2026) CatBoost 0.223 96.14% 95.38% -0.76 pp
D (LegitPhish 2025) XGBoost 0.801 99.80% 99.83% +0.03 pp
D (LegitPhish 2025) LightGBM 0.991 99.83% 99.80% ~0.03 pp
D (LegitPhish 2025) CatBoost 0.858 99.80% 99.69% -0.11pp

Note: pp = percentage points.

6.4 Probability Calibration

Accuracy, ROC-AUC, and the threshold analysis above all evaluate the model as a ranker or a binary
decision rule, but neither checks whether a predicted probability of, say, 0.7 corresponds to an empirical
phishing rate of roughly 70% among similarly scored pages. This distinction matters operationally whenever
predicted probabilities are used directly—to prioritize an analyst’s queue, to set a risk-proportionate action
(block vs. flag vs. ignore), or to average scores across models—rather than only compared against a
fixed threshold. We therefore report reliability diagrams (observed phishing frequency vs. mean predicted
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probability, computed over quantile-binned test-set predictions) for all three models on all four datasets

in Figs. 20-23.

Selected Classification Threshold vs. Default 0.5, per Model/Dataset
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Figure 19: Validation-selected classification threshold (Youden’ J) vs. the default 0.5 threshold, by model and dataset.
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Figure 20: Reliability diagram (observed phishing frequency vs. mean predicted probability) for all three models,

dataset A test set.
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Calibration — Dataset B (PhiUSIIL 2023)
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Figure 21: Reliability diagram for all three models, dataset B (PhiUSIIL) test set.
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Figure 22: Reliability diagram for all three models, dataset C (URL-Phish 2026) test set.

On dataset A (Fig. 20), all three models track the diagonal, perfectly-calibrated reference line closely
across the full probability range, with the largest visible departure in the upper-middle bin, where observed
phishing frequency runs slightly ahead of the mean predicted probability for all three models—a mild,
consistent underconfidence rather than the overconfidence more commonly reported for boosted-tree
classifiers. Dataset B (Fig. 21) shows near-perfect calibration for all three models, consistent with the near-
ceiling discrimination already reported for this dataset in Section 6.6: with almost every prediction pushed
to the extremes of the probability range, there is little room for miscalibration to appear. Dataset C (Fig. 22),
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already identified as the hardest of the four benchmarks, shows the same close tracking of the diagonal
overall, with the most visible (still modest) departures concentrated in the lowest-probability bin, where
CatBoost’s curve sits slightly apart from XGBoosts and LightGBM’s—consistent with dataset C being the
dataset on which the three models’ behavior is otherwise least uniform (Sections 6.6 and 6.9). Dataset D
(Fig. 23) shows all three models’ reliability curves essentially overlapping one another and the diagonal at

every bin, with very few intermediate-probability predictions—most test-set scores are pushed close to 0 or
1, leaving only a single well-calibrated intermediate bin near 0.8.

Calibration — Dataset D (LegitPhish 2025)
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Figure 23: Reliability diagram for all three models, dataset D (LegitPhish 2025) test set.

Taken together, none of the three models shows the systematic over- or under-confidence that would
make their raw probability outputs unreliable for direct use; the deviations from perfect calibration that
do appear are small, dataset-specific, and concentrated in the same datasets and probability ranges already
flagged as harder to classify (dataset C) or trivially separable (dataset B) elsewhere in this section, rather than
indicating a calibration problem specific to any one of the three algorithms.

6.5 Performance under Realistic Class Imbalance

The 50:50 phishing/legitimate class balance used in Table 5 does not reflect the class distribution
encountered in live web traffic, where legitimate pages vastly outnumber phishing pages. Table 9 re-evaluates
all three models on dataset A after resampling the test set to a realistic 90:10 legitimate-to-phishing ratio,
without retraining (Fig. 24). As anticipated in the original manuscript’s limitations discussion, precision is
the metric most affected: it drops to 0.932 (XGBoost), 0.924 (LightGBM), and 0.930 (CatBoost)—roughly
six to seven percentage points below the balanced-test precision in Table 5—while recall and ROC-AUC
remain largely stable. This confirms, rather than merely anticipates, that precision reported under artificial
class balance overstates the alert quality a security team would actually observe in deployment.



J Cyber Secur. 20268 691

Table 9: Dataset A test-set performance under a resampled 90:10 legitimate-to-phishing class ratio (no retraining).

Model Acc. Prec. Rec. F1 ROC-AUC PR-AUC MCC
XGBoost 99.19% 0.932 0.991 0.961 0.9997 0.997 0.957
LightGBM 99.10% 0.924 0.991 0.957 0.9998 0.998 0.952
CatBoost 98.92% 0.930 0.964 0.947 0.9991 0.993 0.941

Model Comparison — Dataset A — 90:10 imbalanced eval
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Figure 24: Model comparison on dataset A under the resampled 90:10 imbalanced test set.

6.6 Cross-Dataset Generalization

Fig. 17 and Table 5 show that accuracy is not uniform across the four datasets (see also the per-
dataset SHAP feature-importance charts in Figs. 25-28), and the pattern is informative in itself. As noted
in Section 6.1, the statistical significance testing of Section 6.2 was conducted on dataset A only; the cross-
dataset comparisons below are therefore descriptive observations about accuracy and SHAP behavior, not
statistically validated claims of difference or equivalence between datasets or models. Dataset C—the most
recently collected benchmark (2026)—is the hardest of the four for all three models (96.08%-96.27%
accuracy, ROC-AUC = 0.988), and it is also the dataset on which removing only the top-5 SHAP-ranked
features produces the largest faithfulness drop in the feature-ablation test of Section 6.9 (as distinct from
the SHAP-guided adversarial evasion experiment of Section 6.10, discussed below). Dataset D (LegitPhish,
2025) sits close to dataset As performance level (99.80%-99.83% accuracy). Dataset B (PhiUSIIL, 2023) is
the outlier: all three models reach or nearly reach 100% accuracy. Rather than reporting this as evidence of
a solved task, we flag it as a caution. Fig. 26 shows that a single feature, URLSimilarityIndex, carries
a mean [SHAP| value roughly three times larger than the next-ranked feature on dataset B for every model,
and Table 10 shows that only 3-8 of dataset B’s 50 features clear the non-trivial threshold defined in Eq. (3)
(Section 6.7)—markedly narrower reliance than on any other dataset. Near-perfect separability driven by one
dominant feature is a different phenomenon from broad, general-purpose phishing detectability, and we do
not interpret dataset B’s results as demonstrating that phishing detection is easier in 2023 than in 2015-2017
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or 2026; if anything, the pattern is consistent with a feature that is closer to a similarity-based label proxy than
to an independent phishing indicator, and results on this dataset should be read with that caveat throughout.

Top 15 Features by SHAP Importance (grey = below non-trivial threshold)
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Figure 25: Top-15 features by mean |[SHAP| value, dataset A; grey bars fall below the non-trivial threshold (Eq. (3)).
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Figure 26: Top-15 features by mean [SHAP| value, dataset B; grey bars fall below the non-trivial threshold (Eq. (3)).
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Figure 27: Top-15 features by mean |[SHAP| value, dataset C; grey bars fall below the non-trivial threshold (Eq. (3)).
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Top 15 Features by SHAP Importance (grey = below non-trivial threshold)
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Figure 28: Top-15 features by mean |SHAP| value, dataset D; grey bars fall below the non-trivial threshold (Eq. (3)).

Table 10: Number and percentage of features exceeding the non-trivial SHAP threshold (Eq. (3)) per model and dataset.

Dataset Model Non-Trivial Features Total Features %

A (Tan 2018) XGBoost 25 48 52.1%

A (Tan 2018) LightGBM 24 48 50.0%

A (Tan 2018) CatBoost 24 48 50.0%

B (PhiUSIIL 2023) XGBoost 8 50 16.0%
B (PhiUSIIL 2023) LightGBM 3 50 6.0%
B (PhiUSIIL 2023) CatBoost 4 50 8.0%
C (URL-Phish 2026) XGBoost 17 22 77.3%
C (URL-Phish 2026) LightGBM 15 22 68.2%
C (URL-Phish 2026) CatBoost 15 22 68.2%
D (LegitPhish 2025) XGBoost 12 16 75.0%
D (LegitPhish 2025) LightGBM 8 16 50.0%
D (LegitPhish 2025) CatBoost 14 16 87.5%

6.7 Explainability Analysis: Feature Reliance Breadth

Table 10 reports, for every model and dataset, how many features clear the non-trivial threshold
of Eq. (3). On dataset A, the corrected pipeline shows all three models relying on roughly half of the 48
available features (24-25 non-trivial features, 50.0%-52.1%)—substantially narrower than the 42-45-feature
range reported in the earlier, leakage-affected version of this study. This is a direct consequence of the
corrected tuning protocol rather than a change in the underlying phenomenon: models selected without
access to the test set generalize differently, and their SHAP attributions on a genuinely held-out set are
correspondingly more concentrated. Reliance breadth also varies sharply by dataset: dataset C, with only
22 total features, sees 15-17 (68%-77%) marked non-trivial, while dataset B sees only 3-8 of 50 (6%-16%),
consistent with the single-feature dominance discussed in Section 6.6.

Table 11 lists the top-10 SHAP-ranked features for each model on dataset A with their mean absolute
SHAP values, replacing the beeswarm summary plots used in the earlier version of this study with an explicit,
tabulable ranking; the corresponding ranked bar charts for all four datasets, with the non-trivial threshold
marked, appear in Figs. 25-28.



694 ] Cyber Secur. 2026;8
Table 11: Top-10 SHAP-ranked features by mean |[SHAP|, dataset A test set.
Rank  XGBoost Feature Mean |¢|  LightGBM Feature  Mean |¢| CatBoost Feature =~ Mean |¢|
. . PctExtNullSel
1 PctExtHyperlinks 1.410 PctExtHyperlinks 3.284 fRedirectHyperlinksRT 1.697
PctNullSelfRedirect PctNullSelfRedirect .
2 Hyperlinks 0.970 Hyperlinks 2.718 PctExtHyperlinks 1.617
3 I?ctExtNullS'e It 0.945 NumDash 1.967 PctExtResourceUrls 1.074
RedirectHyperlinksRT
4 PctExtResourceUrls 0.857 PctExtResourceUrls 1.946 NumDash 0.860
FrequentDomain FrequentDomain
5 PathLevel 0.723 NameMismatch 1.851 NameMismatch 0.860
6 NumDash 0.688 InsecureForms 1.561 InsecureForms 0.837
7 Frequentp omain 0.687 PathLevel 1.542 NumNumericChars 0.709
NameMismatch
PctExtNullSelf
8 InsecureForms 0.668 RedirectHyperlinksRT 1.334 PathLevel 0.685
9 NumNumericChars 0.629 NumNumericChars 1.240 PctNullSelfReduect 0.678
Hyperlinks
10 NumbDots 0.592 NumDots 1.153 NumbDots 0.522

6.8 Comparison with Prior Work

Table 12 situates the corrected dataset-A results against the accuracy figures reported in Section 2.
Under the corrected protocol, XGBoost’s 99.11% accuracy is competitive with, though still below, Mohanty
et al’s kNN classifier and Kalabarige et al’s stacked ensemble [6,14]. None of the comparison studies reports
feature-level explanations, statistical significance testing, or an assessment of decision-reliance breadth,
which remains the axis on which this study contributes rather than the leaderboard position on dataset

A alone.

Table 12: Accuracy comparison with representative prior work (dataset A results shown for this work, corrected

protocol).
Study Method Acc.

Mohanty et al. [6] kNN + feature ranking 99.80%
Kalabarige et al. [14] Stacked ensemble (5 models) 98.90%
Abdillah et al. [7] Best of 13 ML algorithms 98.84%
Kalabarige et al. [15] Boosting multilayer ensemble 98.80%
This work XGBoost + SHAP 99.11%
This work LightGBM + SHAP 98.70%
This work CatBoost + SHAP 98.70%
Abdul Samad et al. [10] Gradient boosting 98.27%
Almousa et al. [11] LSTM (best of 3 DL models) 97.37%
Shirazi et al. [8] Gradient boosting + AAE 97.45%
Haynes et al. [13] ELECTRA (transformer) 96.30%

Note: Bold rows indicate results from this study.
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6.9 SHAP Faithfulness, Stability, and Analyst Actionability

Whether the SHAP attributions are actually faithful to model behavior, stable under resampling, and
useful to a human analyst—rather than simply reported at face value—remained an open question in the
earlier version of this study. We evaluate all three directly.

Faithfulness. Table 13 reports the ROC-AUC drop after removing each model’s top-5 and top-10 SHAP-
ranked features, relative to the full-feature model. The drop is consistently small on datasets A, B, and D
(ROC-AUC drop <0.065 even after removing 10 features) but substantial on dataset C, where removing
only the top-5 features drops ROC-AUC by 0.047-0.055 and F1 by 0.136-0.148. This confirms that the
SHAP rankings are faithful in the sense that matters operationally: the features ranked highest are, in fact,
doing most of the classification work, and dataset C—already identified as the hardest and narrowest-
margin dataset in Section 6.6—is also the one where that work is most concentrated in a small number of
features. Fig. 29 visualizes the full table.

Table13: SHAP faithfulness: ROC-AUC and F1 drop after removing the top-5 and top-10 SHAP-ranked features, relative
to the full-feature model.

Dataset Model DI:(())pC(’ﬁ) I;f:S) F1 Drop (Top-5) Dfo?’C(szE_(; 0) F1 Drop (Top-10)

A (Tan 2018) XGBoost 0.0085 0.034 0.0325 0.081

A (Tan 2018) LightGBM 0.0048 0.023 0.0331 0.074

A (Tan 2018) CatBoost 0.0034 0.021 0.0284 0.070

B (PhiUSIIL 2023) XGBoost 0.0000 0.001 0.0000 0.002
B (PhiUSIIL 2023) LightGBM 0.0001 0.003 0.0002 0.004
B (PhiUSIIL 2023)  CatBoost 0.0000 0.001 0.0001 0.003
C (URL-Phish 2026) XGBoost 0.0468 0.136 0.0640 0.170
C (URL-Phish 2026) LightGBM 0.0553 0.147 0.0629 0.169
C (URL-Phish 2026) CatBoost 0.0532 0.148 0.0650 0.174
D (LegitPhish 2025) XGBoost 0.0005 0.003 0.0185 0.037
D (LegitPhish 2025) LightGBM 0.0002 0.002 0.0096 0.023
D (LegitPhish 2025) CatBoost 0.0005 0.002 0.0196 0.038

Stability. Table 14 reports the mean Jaccard overlap of the top-10 SHAP-ranked feature set across five
bootstrap resamples of the test set. The ranking is perfectly stable (Jaccard = 1.000) in 9 of 12 model/dataset
combinations, and only mildly less stable for CatBoost on datasets B and C (0.891 and 0.927) and LightGBM
on dataset B (0.927). Feature-attribution rankings in this study are therefore not an artifact of a single
resampling of the test set.

Analyst actionability. Table 15 categorizes each model’s top-10 SHAP-ranked features (pooled across
all four datasets, 40 ranked entries per model) into four groups. Averaged across datasets, 32.5% (XGBoost),
40.0% (LightGBM), and 35.0% (CatBoost) of top-10 features fall into the two directly actionable categories—
checkable from the URL string itself or via a quick WHOIS/DNS lookup, without loading the page.
The remaining majority of top-ranked features, in every model, are page-content/behavioral signals that
require rendering the page or opaque statistical composites (e.g., the . . .RT features in dataset A, which
are derived ratio terms rather than directly observable page properties). This is an operationally relevant
limitation of feature-attribution explanations in this domain: a SHAP explanation is only as actionable as
the underlying feature is inspectable, and roughly two-thirds of the highest-ranked evidence across these
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models requires either loading the flagged page or accepting an opaque composite score at face value. As
noted in Section 5, this categorization was implemented as a fixed, keyword-based rule classifier rather than
a per-feature manual judgment call; it was designed and applied by a single author without independent
re-implementation or a formal agreement check (Section 7), and the percentages above should be read with
that caveat. Fig. 30 visualizes this category breakdown by model and dataset.

SHAP Faithfulness: Performance Drop After Removing Top-Ranked Features
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Figure 29: SHAP faithfulness: ROC-AUC drop after removing the top-5 and top-10 SHAP-ranked features, by model
and dataset.

Table 14: SHAP stability: mean Jaccard overlap of the top-10 ranked feature set across five bootstrap resamples of the
test set.

Dataset XGBoost LightGBM CatBoost
A 1.000 1.000 1.000
B 1.000 0.927 0.891
C 1.000 1.000 0.927
D 1.000 1.000 1.000

Table 15: Category breakdown of top-10 SHAP-ranked features, pooled across all four datasets (40 ranked entries per
model).

Model URL Structure Domain/Host Page Content/Behavioral Other/Opaque
XGBoost 17.5% 15.0% 15.0% 52.5%
LightGBM 22.5% 17.5% 12.5% 47.5%
CatBoost 20.0% 15.0% 12.5% 52.5%

Note: URL structure and Domain/host together constitute the “directly actionable” categories discussed in the text.
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Practical Usefulness of Top SHAP Features for Security Analysts
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Figure 30: Percentage of top-10 SHAP-ranked features classified as directly actionable by a security analyst, by model
and dataset.

6.10 SHAP-Guided Adversarial Evasion: Testing, Not Assuming, the Robustness Hypothesis

The earlier version of this study observed that Light GBM relied on fewer SHAP non-trivial features than
XGBoost or CatBoost, but stopped short of testing whether this narrower reliance actually translated into
greater vulnerability to adversarial evasion. We test this directly here. Table 16 reports the mean SHAP-guided
evasion rate and the gap over a random-feature perturbation baseline, aggregated across all four datasets,
alongside each model’s average non-trivial feature count from Table 10.

Table 16: SHAP-guided adversarial evasion rate vs. random-feature baseline, aggregated across all four datasets (top-5
and top-10 conditions pooled, e= 1 SD, 300 samples per dataset).

Mean Evasion Rate

Model (SHAP-Guided) Gap over Random Baseline Mean Non-Trivial Features
XGBoost 50.0% +47.8 pp 15.5
LightGBM 32.4% +30.3 pp 12.5
CatBoost 33.9% +31.8 pp 14.2

Note: pp = percentage points. Random-feature baseline evasion rates were consistently near 0% except on dataset B,
where perturbation of any feature subset evaded the near-ceiling classifiers described in Section 6.6.

The result does not support the intuitive hypothesis raised in the earlier manuscript. XGBoost—
which relies on the broadest, not the narrowest, set of non-trivial SHAP features on average (15.5 features
vs. LightGBM’s 12.5)—is the most vulnerable to SHAP-guided evasion (50.0% mean evasion rate), while
LightGBM, the narrowest-relying model, is the least vulnerable (32.4%). Breadth of SHAP reliance, at least
as measured here, is not a reliable predictor of adversarial robustness in either direction: a model is not
made more robust simply by depending on more features, nor is a model with narrower reliance necessarily
easier to evade. Iig. 31 shows this pattern holds across individual datasets, not only in aggregate, and is
most pronounced on dataset B, where all three models’ near-ceiling separability (Section 6.6) makes them
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uniformly easy to evade with only a handful of perturbed features—a further reason to treat dataset B’s raw
accuracy figures with caution rather than as a deployment-ready result.

SHAP-Guided vs. Random-Feature Adversarial Evasion Rate
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Figure 31: SHAP-guided vs. random-feature adversarial evasion rate, by model and dataset, for top-5 and top-10
perturbed features.

This finding narrows, rather than broadens, what can be claimed about SHAP breadth in this domain: it
remains a useful descriptive signal of how concentrated a model’s decision process is, and Section 6.9 shows
it correlates with how actionable the resulting explanation is, but it should not, on this evidence, be used on
its own as a proxy for adversarial robustness. We return to this point in Section 7.

6.11 Computational Complexity

The earlier version of this study did not report training time, inference time, memory consumption, or
SHAP computation cost. Table 17 reports training time, full-test-set inference time, and per-sample inference
time for all three models on all four datasets, measured on identical hardware. Table 18 separately reports the
wall-clock cost of computing TreeSHAP explanations, since this cost is incurred at explanation time rather
than at training or inference time and scales differently across models. Peak memory consumption is not
reported: we attempted to record it alongside these measurements but were unable to obtain a reliable per-
model reading with the profiling method available in our training environment, and rather than report the
resulting all-zero values as if they were meaningful, we omit memory figures entirely. This is a genuine gap
in the computational evaluation, not a null result, and we flag it explicitly as a limitation below (Section 7)
rather than as a reported finding.

Across all four datasets, CatBoost is consistently the slowest to train (2.6-13.1 s vs. well under 6 s for
the other two models) but is not consistently the slowest at inference or SHAP computation—on dataset D,
CatBoost has both the lowest inference and the lowest SHAP cost of the three models, and on dataset B it
has the lowest inference cost but not the lowest SHAP cost (XGBoost is cheaper to explain per row there),
while on datasets A and C it is the most expensive to explain per row (4.3 and 7.6 ms/row). XGBoost is the
fastest to train on datasets A and B, but Light GBM trains marginally faster on datasets C and D (1.08 vs. 2.23
s, and 0.61 vs. 0.63 s, respectively); XGBoost nonetheless has the lowest or near-lowest SHAP computation
cost on three of four datasets. These results indicate that the practical cost of explaining a CatBoost model
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varies substantially by dataset in a way that training time alone does not predict, which is relevant for any
deployment that budgets explanation latency as part of the alerting pipeline.

Table 17: Training and inference time by model and dataset (identical hardware across all runs).

Dataset Model Train Time (s) Full-Test Per-Sample
Inference (s) Inference (ms)

A (Tan 2018) XGBoost 0.40 0.012 0.0061

A (Tan 2018) LightGBM 0.64 0.058 0.0302

A (Tan 2018) CatBoost 3.26 0.457 0.2384

B (PhiUSIIL 2023) XGBoost 3.32 0.091 0.0019
B (PhiUSIIL 2023) LightGBM 5.07 0.364 0.0078
B (PhiUSIIL 2023) CatBoost 13.13 0.048 0.0010
C (URL-Phish 2026) XGBoost 2.23 0.088 0.0081
C (URL-Phish 2026) LightGBM 1.08 0.165 0.0151
C (URL-Phish 2026) CatBoost 8.70 0.014 0.0013
D (LegitPhish 2025) XGBoost 0.63 0.035 0.0054
D (LegitPhish 2025) LightGBM 0.61 0.047 0.0074
D (LegitPhish 2025) CatBoost 2.56 0.007 0.0012

Table 18: TreeSHAP explanation computation time (1000 background rows per dataset).

Dataset XGBoost (ms/row) LightGBM (ms/row) CatBoost (ms/row)
A 0.190 1.255 4.251
B 0.120 2.624 0.180
C 1.190 1.744 7.557
D 0.318 1.682 0.173

7 Limitations

The corrected protocol and expanded experiments in this revision close most of the gaps identified in the
earlier version of this study, but several limitations remain and should guide how these results are interpreted.

No formal hyperparameter ablation was performed. Hyperparameter selection uses a validation-only
random search over 15 configurations per model per dataset (Section 3.3), which removes the test-set leakage
that motivated this revision, but this is a coarser search than a full grid or nested k-fold cross-validation would
provide, and it is not a substitute for a formal ablation study. Because candidate configurations in the random
search vary on several hyperparameters simultaneously, this study does not isolate or report the individual
contribution of any single hyperparameter (e.g., DART vs. GBTree booster choice, tree depth, or learning
rate, holding all else fixed). The SHAP feature-removal analysis in Section 6.9 is a faithfulness check on
feature attributions and should not be read as a hyperparameter ablation either. The selected configurations
(Table 4) should therefore be read as good validation-set configurations found within this search budget, not
as exhaustively optimal ones, and a controlled, single-hyperparameter-at-a-time ablation remains an open
direction for future work; no additional ablation experiment was conducted for this revision.

Statistical testing performed on one dataset. McNemar tests and five-seed repeated training
(Section 6.2) were conducted on dataset A only, due to the computational cost of repeating this procedure
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across all four datasets, several of which exceed 30,000 training samples. The accuracy rankings on datasets
B, C, and D (Table 5) have not been tested for significance and should be read with the same caution the
significance analysis motivates for dataset A.

Dataset B’s near-ceiling performance likely reflects feature dominance rather than task difficulty.
As discussed in Section 6.6, a single feature (URLSimilarityIndex) dominates SHAP attributions on
dataset B, and all three models are trivially evaded by adversarial perturbation on this dataset (Section 6.10).
We treat dataset B’s headline accuracy as a property of this specific feature engineering choice rather than as
evidence about the general difficulty of phishing detection in 2023, and recommend that future replications
either exclude this feature or report results with and without it.

Adversarial evasion experiment uses a simplified perturbation model. The evasion experiment
(Section 6.10) applies Gaussian perturbation directly to feature values without constraining perturbations
to remain realizable by an actual attacker manipulating a URL or webpage (e.g., some perturbed feature
combinations may not correspond to any real, renderable page). The reported evasion rates should therefore
be read as an upper bound on susceptibility to feature-space perturbation, not as a validated estimate of
real-world attacker success rates.

Peak memory consumption is not reported. As noted in Section 6.11, peak memory consumption
could not be reliably measured with the profiling approach used in this study’s training environment, and
no memory figures are reported anywhere in this manuscript as a result. This should be read as a remaining
gap in the computational evaluation rather than as evidence that memory usage is negligible or comparable
across models; training and inference time (Table 17) are reported in its place, and dedicated, reliable memory
profiling remains an item for future work.

Analyst-actionability categorization was not independently re-checked. The four-category classi-
fication of top-10 SHAP-ranked features (Section 6.9) used to compute the actionability percentages was
implemented as a deterministic, keyword-based rule classifier—a fixed, fully disclosed list of feature-name
substrings mapped to categories, applied identically and reproducibly to every feature—designed and applied
by a single author (S. M. N. Ahmed). This is more reproducible than an unstructured manual judgment
call, since the rules themselves are reported in full and any reader can re-apply them, but the rule set was
neither independently re-implemented by a second author nor checked against a manual categorization, and
no inter-rater or rule-vs.-manual agreement statistic was computed. Some feature names could plausibly
be assigned to more than one category (e.g., an HTTPS-related feature has both a URL-structure and a
domain/host reading), and the current rule set resolves such cases by a fixed first-match-wins keyword order
rather than by adjudicated consensus. Future replications should independently re-implement or manually
audit the rule set and report an agreement statistic such as Cohen’s «.

Feature listings for datasets B-D are not reproduced in full in the main text. Table 1 reports feature
counts for all four datasets, and Table 11and Figs. 25-28 report the SHAP-ranked features that matter most for
classification, but the complete feature listings for datasets B, C, and D (as opposed to dataset A, reproduced
in Table 2) are available from the corresponding author on request rather than tabulated here, in the interest
of length.

Addressing these remaining points—particularly a full grid or nested cross-validation search, dataset-B
feature auditing, and a more realistic (constrained) adversarial perturbation model—is the most direct path
toward a still stronger follow-up study, and we outline this as future work in the conclusion below.
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8 Conclusion

This paper re-evaluated three gradient boosting models - XGBoost, LightGBM, and CatBoost—for
phishing URL detection under a corrected, leakage-free training protocol, extended the evaluation from one
dataset to four spanning 2015-2026, and paired the classification results with a SHAP-based explainability
framework whose central claims are now tested rather than asserted. Under a 60:20:20 train/validation/test
split with validation-only hyperparameter selection, XGBoost reached the highest accuracy on the primary
benchmark (99.11%, dataset A), narrowly ahead of LightGBM and CatBoost (98.70% each); paired McNemar
tests and five-seed repeated training show this ranking is not statistically significant, and we report it
descriptively rather than as evidence of one model’s superiority. This significance testing was conducted
on dataset A only and was not repeated on the other three datasets; the accuracy figures reported across
datasets B, C, and D are likewise descriptive rather than statistically validated. Across those three additional
datasets, accuracy ranged from 96.08%-96.27% on the most recent (2026) benchmark to near-ceiling on a
2023 benchmark whose near-perfect separability we attribute, with appropriate caution, to a single dominant
feature rather than to the general tractability of the task.

A quantitative, reproducible definition of SHAP feature reliance—a feature counted as non-trivial when
its mean |[SHAP| exceeds 5% of a model’s per-dataset maximum—shows that all three models draw on a
narrower evidence base under the corrected protocol than the earlier, leakage-affected version of this study
reported, and that this reliance is faithful to model behavior and stable under resampling, but only partially
actionable: roughly a third of the highest-ranked features across models are directly checkable by a security
analyst without loading the flagged page. The most consequential methodological correction in this revision
is the direct test of whether narrower SHAP reliance predicts adversarial vulnerability. It does not, at least not
in the direction the earlier manuscript’s untested hypothesis suggested: XGBoost, with the broadest average
feature reliance among the three models, was the most susceptible to SHAP-guided evasion, while Light GBM,
with the narrowest reliance, was the least susceptible. We present this as a corrected, evidence-based finding
in place of the earlier speculative claim, and as a caution against treating SHAP breadth as a robustness proxy
without direct testing.

Future work should prioritize a full grid or nested cross-validation search in place of the random search
used here; extending the statistical significance testing of Section 6.2 to datasets B, C, and D; auditing and,
where appropriate, excluding dominant single features such as URLSimilarityIndex on dataset B; and
replacing the Gaussian perturbation model in Section 6.10 with attacker-realizable perturbations constrained
to renderable URLs and pages, which would tighten the evasion-rate estimates from an upper bound toward
a validated measure of real-world adversarial risk.
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