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ABSTRACT: Artificial intelligence (AI)-based intrusion detection systems (IDS) have evolved to be fundamental in
detecting cyberattacks in contemporary networks. Unfortunately, the significant class imbalance present in cyberse-
curity datasets may introduce unfair biases during model learning, producing unpredictable predictions and inflating
false alarm alerts, which eventually hampers practical deployment. This research examines the influence of class
imbalance mitigation on model performance, operational fairness, explainability, and the operational integrity of
an AI-based IDS subject to extreme class imbalance conditions. Three learning strategies based on Random Forest
(i.e., baseline, Synthetic Minority Over-sampling Technique (SMOTE), and cost-sensitive learning) are evaluated on
the CIC-BCCC-NRC TabularIoTAttack-2024 dataset and integrated into a systematic evaluation process encompassing
SHAP explainability, statistical validation, external validation, and deployment analysis. The evaluation outcomes
establish that the Baseline Random Forest, SMOTE Random Forest, and Cost-Sensitive Random Forest achieved
classification accuracies of 99.9278%, 99.8866%, and 99.9246%, respectively, with all three models achieving superior
classification accuracy of over 99.88% but displaying variations in their operational behaviour. The Baseline Random
Forest demonstrated overall strong predictive capability, while the SMOTE Random Forest had the highest balanced
accuracy and specificity and the lowest false-positive rate. Although SMOTE achieved the best internal false-positive
performance, it is presented as a comparative imbalance-mitigation strategy rather than the recommended deployment
model. The Cost-Sensitive Random Forest showed the capacity to remain competent while sustaining a pragmatic
equilibrium between threat identification performance and deployment utility. SHAP analysis further revealed distinct
feature importance patterns across the three models. Temporal inter-arrival features were the dominant predictors
for the Baseline Random Forest, whereas the SMOTE Random Forest emphasized packet-size related features and
the Cost-Sensitive Random Forest was primarily influenced by ACK Flag Count, Src Port, and Flow Bytes/s, thereby
improving model interpretability. Moreover, an important increase in false positive behaviours was also found when
externally validated using 2250 previously unseen legitimate network flows from the BCCC-MalNetMem-2025 dataset,
where the external False Positive Rate increased to 23.51% (95% Wilson confidence interval: 21.80%–25.31%) compared
with the internal benchmark evaluation, revealing an important gap between benchmark evaluation and real-world
deployment. The results herein prove that combining imbalance-aware learning, explainable AI, statistical validation,
and external validation lead to a more dependable and believable framework for assessing and designing AI-based IDSs
for real-world cybersecurity deployments.
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1 Introduction
The use of AI in cybersecurity systems has revolutionized the detection of threats, identification of

abnormalities, and management of incidents. These systems provide great advantages in terms of perfor-
mance, scalability, and enabling machines to process a much larger scale of information that would be
impossible for humans to handle. Yet, the widespread use of these systems has brought about serious ethical
concerns in terms of fairness, accuracy, and accountability in contexts of decision-making, which may
produce fatal consequences if any error should occur. Latest literature concludes that while AI enhances
efficiency, it presents threats of bias, inconsistencies, and mistakes that may further compromise credibility
in automated systems [1]. However, reliance on AI in the realm of security decision-making raises a
series of issues related to fairness, bias, and accuracy. It is already known from the literature that AI
systems may inherently hold biases from their training, architecture, and deployment stages, leading to
biased decisions [2] that could harm security accuracy and lead to serious ethical implications within
security decisions.

In many operational networks, benign traffic is the majority, whereas in the CIC-BCCC-NRC
TabularIoTAttack-2024 benchmark used in this study, attack traffic constitutes approximately 99% of the
samples after preprocessing, and benign traffic forms the minority class. Consequently, SMOTE synthesizes
benign network flows in this benchmark. Class imbalance is an issue that many real-world models are facing,
but it is one of the most prominent sources of biases for AI models. In furtherance of this, extreme class
imbalance causes models to become biased toward the majority class, which may lead to inaccurate and mis-
leading performance evaluation measures, which further negatively impacts models and accuracy [3,4]. The
result can contribute to models that are very accurate yet do not correctly detect the instances that are typical
of the minority class or incorrectly estimate the minority class, which will produce excessive false positives.
Several methods have been proposed to address the class imbalance problem, such as data-level methods
like SMOTE and algorithm-level methods like cost-sensitive learning. The main goal of the strategies is to
improve classification performance by balancing class distribution or altering the learning priorities. But it
is worth noting that the bias mitigation methods in recent research are considered to involve trade-offs, i.e.,
the improvement in some indicator would bring degradation in another (especially when dealing with real-
world decision problems) [5]. For instance, oversampling methods lead to an increase in recall as well as
false alarms, while cost-sensitive methods reduce false positives but result in an increase in lost detections.
This trade-off is of great importance in security systems, where the trade-off between detection, accuracy,
and reliability of operation must be carefully managed. Despite these advancements, however, many existing
works solely report accuracy and recall; few studies address false-positive behaviour, model interpretability,
statistical validation, computational efficiency during deployment, or external validation with independent
traffic data. Thus, the reported performance is likely an overestimation of the true reliability of intrusion
detection models during operation.

In operational networks, benign traffic generally constitutes the overwhelming majority, whereas the
benchmark dataset used in this study exhibits the opposite class distribution after preprocessing. However,
this distribution differs from that observed in many real-world datasets. In this project, the CIC-BCCC-NRC
TabularIoTAttack-2024 dataset was used, which, after preprocessing, will primarily consist of attacking traf-
fic, providing a valuable opportunity to experiment with new imbalance solutions in a unique class imbalance
context. Beyond predictive performance, the deployment implications are often left out of the IDS literature.
Studies claiming excellent detection results fail to account for computational efficiency, inference latency,
model size, or processing throughput, all factors that will critically influence the usability of AI-based IDS.
A model that performs very well on the benchmark, but requires extremely large computational resources,
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or leads to significant detection delays, may not be deployed. As such, deployment-aware evaluation has
emerged as essential for real-world deployment of ML techniques in cybersecurity applications.

Another major constraint in the current studies is the evaluation based on benchmarks, where models
are evaluated on data from the same distribution as the training data. Such evaluations may report
extremely high-performance figures, but they can be inaccurate when compared to real-world conditions
due to differing data distributions. AI exhibits performance decrease in unexpected contexts, necessitating
enhanced resilience [6,7]. Generalisation is a fundamental requirement within the security domain, as
models are anticipated to operate with evolving data streams. The crucial problem of AI-based security
systems arises because a system that performs well in the controlled environment might not succeed in
the real world with high numbers of false positives. Secondly, fair machine learning is becoming one of
the critical challenges in decision-making systems. Fairness is the extent to which algorithms’ outputs do
not discriminate against some groups or behaviours more than others. However, fairness cannot be easily
obtained due to conflicting definitions and trade-offs between accuracy and equality. In the cybersecurity
landscape, unfairness might take the form of too many false positives on benign traffic, or detection patterns
that are biased against certain network behaviours. In this study, operational fairness is defined as ensuring
that IDS mitigate biased classification behaviours that arise from high class imbalance. Operational fairness
means minimizing the excessive misclassification of minority-class network traffic while sustaining robust
attack-detection performance. This study attempts not only to detect several types of cyberattacks but
also to create balanced decisions, avoiding bias in minority classes while the overall majority is correctly
classified. This means we ensure unbiased decision-making in a high-class imbalance setting, thus creating
a trustworthy and operationally stable AI intrusion detection system.

This study aims to demonstrate the effects of class imbalance mitigation methods on predicted
performance, operational fairness, false positive behaviour, explainability, statistical validity, and readiness
for deployment of a machine learning-based intrusion detection system. Two optimized Random Forest
variations (SMOTE-based oversampling and cost-sensitive learning), along with a basic classifier, are
evaluated with regard to a subset of the CIC-BCCC-NRC TabularIoTAttack-2024 dataset. In addition to
traditional measures of predicted performance (e.g., accuracy, MCC, ROC-AUC, and precision-recall AUC),
analysis is extended with consideration of 95% confidence interval estimations for all performance indicators,
external testing on unknown benign traffic, significance testing using McNemar’s test, explainability (via
SHAP), and internal robustness.

A further weakness of several existing intrusion detection studies is the poor interpretability of machine
learning models. Although ensemble learning algorithms generally have high predictive accuracy, many
are treated as black-box models where security experts struggle to understand why a given traffic session
is classified as benign or malicious. Explainable AI (XAI) approaches, such as SHAP (SHapley Additive
exPlanations), enable robust feature contributions and provide the security expert with understandable
justifications for individual model predictions. The resultant increased trust in the model allows for efficient
auditing and the detection of potential biases in security decision-making. The augmented confidence leads
to more meaningful security evaluations and allows researchers to reveal biases in security decisions. Most
prior works for anomaly detection rely primarily on a single train-test division, which may provide limited
evidence of model stability or statistical reliability [8]. The application of confidence interval estimation,
the McNemar test of significance, and stratified cross-validation on the various splits of the dataset more
conclusively supports the fact that the reported improvements were not due to chance.

In conclusion, this work provides valuable contributions to building reliable AI-based intrusion
detection systems through an organised comparative analysis of both data- and algorithm-level balancing
techniques for extremely imbalanced data. Aside from a thorough set of performance metrics (accuracy,
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precision, recall, F1-score, AUC-ROC, MCC), the work also encompasses explainable AI via SHAP, statistical
testing via confidence intervals, McNemar’s test, stratified cross-validation, validation against previously
unknown benign traffic (external validation), and model performance assessment from the perspective of its
computational cost, size, and inference speed and capacity (deployment analysis). These elements together
allow a realistic appraisal of an IDS in real-world cybersecurity deployments. The models were assessed not
only based on accuracy but also on efficiency and the capability for real-time deployment into enterprise/IoT
intrusion detection environments, differentiating them from several existing works that only focus on
benchmark accuracy. In addition to comparing predictive performance, this study investigates whether
algorithm-level cost-sensitive learning offers a more practical balance between detection effectiveness and
deployment efficiency than conventional data-level oversampling techniques. The presented results are
expected to help cybersecurity engineers and scientists in identifying an intrusion detection model that has
excellent predictive power, as well as a low false alarm rate, strong interpretability, statistical robustness, and
efficient deployment for online execution.

2 Related Works
The emergence of AI has significantly influenced IDSs by enhancing early threat detection, anomaly

identification, and automated response functionalities. In current IDS research, machine learning and
deep learning methods are predominantly adopted owing to their capabilities to handle vast amounts of
network traffic, discover novel attack scenarios, and facilitate automatic threat mitigation [9,10]. However,
even with such advancements in IDS, several limitations, such as class imbalance, operational fairness,
interpretability, and false positive behaviour are yet to be adequately addressed in many of these AI-based
security frameworks.

Machine learning approaches for intrusion detection have been applied in several pieces of research
with various benchmark datasets namely, NSL-KDD, CICIDS2017, UNSW-NB15, ToN_IoT, etc. Kocher and
Kumar [11] discussed contemporary applications of machine and deep learning in IDS and found that
ensemble and deep learning methods achieve superior accuracy on attack detection when compared with
other established methods. Similar to this study, Maseer et al. [12] evaluated different machine learning
algorithms using the CICIDS2017 data and concluded that Random Forest and ensemble methods achieve
the best performance on anomaly detection. In addition, Gu and Lu [13] introduced an intrusion detection
model using SVM-based feature embedding for enhanced attack detection performance.

Lately, studies on IDS use ensemble learning and hybrid architectures for improved performance
in imbalanced class distributions. For example, Abbas et al. [14] proposed an IoT IDS in the form of
ensemble learning based on various classifiers to obtain high attack detection. Abirami et al. [15] presented
ensemble-based IDS research and concluded that ensemble learning results in more robustness and detection
consistency compared to a single classifier. Similarly, Naz et al. [16] compared a set of ensemble learning
methods for intrusion detection and concluded that ensembles based on Random Forests have robust
performance for most attack classes. Ajayi et al. [17] described an IDS using the Super Learner ensemble
approach; the results of the study showed excellent detection accuracy and that the use of ensembles led to
better detection rates and fewer false alarms. However, the study’s limitations included a lack of discussion
about fairness, imbalance, and external validation of false alarms in real scenarios.

Although SMOTE is widely used as a data-level technique for addressing class imbalance, cost-
sensitive learning methods at the algorithm level have gained popularity because they maintain the original
data distribution while assigning higher penalties to the misclassification of minority-class samples. Cost-
sensitive learning has obtained promising performance in detection with low false alarms and reduced
computational load compared to heavy oversampling. The combination of cost-sensitive learning and
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ensemble improves the detection of minority attack classes with acceptable costs for practical IDS, according
to some studies [18,19].

Explainability is another trend in AI security systems; for instance, Larriva-Novo et al. [20] use
explainable AI techniques in real-time cyberattack detection and discovered that explainability increases
trustworthiness and interpretability of an IDS. Arreche et al. [21] introduce the XAI-IDS framework to
increase the transparency of IDS.

Fairness and bias in AI systems are critical issues, and many application domains were affected; among
them is the cybersecurity domain. Ferrara [22] identified data, algorithm, and human decision as sources for
bias in AI systems. Gallegos et al. [2] argue that skewed data distributions and under-represented minority
classes appear to be one of the causes of unfair AI decisions. Pagano et al. [23] present a systematic literature
review on bias mitigation strategies in machine learning and show that no single metric and mitigation
technique fits all contexts. Again, Zhou et al. [24] introduce lossless debiasing approaches without losing
accuracy in classification.

The AI safety literature has recently addressed concerns about deployment reliability; for example,
the International AI Safety Report [1] points out that benchmark-based evaluations do not reflect the
operational behaviour of the systems. Yang et al. [25] state that the performance of IDS models degenerates
in noisy or unknown traffic distributions. Islam [26] observe that while AI-based IDS achieve very high
accuracy on benchmark datasets, they do not yield trustworthy alerts for real-world enterprise security
environments, and their heterogeneous traffic patterns and extreme imbalance issues are still unsolved.
Another area of significant research for IDS has been based on their deployability characteristics, not just
their prediction capabilities. Model size, computational complexity, processing rate, and inference delay are
the most important considerations for deciding whether a machine learning algorithm can actually achieve
performance at the level required for real-time deployments of an enterprise or for Internet of Things security
contexts [27]. The growing reliance on external validation (e.g., datasets that were not included in the original
training data or network traffic data) and using unseen data have provided better evaluation for model
generalization capability. Models that are solely evaluated using datasets that were on benchmarks tend to
show poor performance in real-time environments because of a difference in distribution between the traffic
at training time and in production. As such, external validation is often considered a reliable method to verify
the usability of AI-based IDS [28].

The problem of false positives is still critical in AI-driven intrusion detection systems. Most papers pri-
oritise accuracy and recall, neglecting the importance of reliability and minimising false alarms. Najafimehr
et al. [29] noted that although machine learning has significantly improved DDoS detection, achieving
high detection rates while maintaining low false positive rates remains a major challenge because of the
diversity of attack patterns and the heterogeneity of network traffic. Mohammad et al. [30] found that
data augmentation improves detection rates, but it also increased false positive rates in IDS, which reveals
that improving detection performance is not sufficient for real-world application. More recently published
work on intrusion detection approaches suggests the need to supplement these traditional performance
metrics with additional statistical validation to strengthen comparisons of the metrics. Confidence intervals,
stratification, and statistical hypothesis tests offer significantly greater assurance that observed improvements
are genuine, repeatable enhancements rather than just artefacts of the random division of the train-test data.
The use of this type of testing should become increasingly important given the severity of class imbalance
present in security data [31].

In many survey papers published between 2025 and 2026, new challenges in AI-driven intrusion
detection systems are reported. To substantiate this claim, Hozouri et al. [32] discuss the problem of adver-
sarial robustness, explainability, and deployability in IDS. Boateng et al. [33] review a variety of AI-based
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cyberattack detection methods and conclude that trustworthy AI frameworks are essential in cybersecurity.
Several special issues on AI-based IDS emphasise the lack of datasets and evaluation frameworks that
handle imbalanced data and operational reliability challenges. Despite substantial recent advances in AI-
based IDS, several gaps still exist in prior research. First, several of the extant efforts primarily focus on
maximizing classification accuracy without significant evaluation of other relevant metrics, including false
positive behaviour, MCC, and balance under highly imbalanced conditions. Second, compared with data-
level techniques like oversampling, the use of algorithm-level cost-sensitive learning has been less explored,
yet it can provide significant computational benefits. Third, the explanation of models is typically analyzed in
isolation without simultaneous evaluation in conjunction with imbalance mitigation and fairness analysis.
Fourth, most related work uses dataset internal validation, and external validation with truly new benign
samples is rarely performed, leading to a loss of confidence in model generalization. Fifth, no thorough and
statistically validated system evaluation including factors related to deployment (e.g., computational cost,
inference speed, model size, and throughput) is reported.

This study addresses these research gaps by offering a holistic and comparative assessment of data-level
and algorithm-level methods for reducing class imbalance in the context of AI-based intrusion detection.
The framework proposed in this paper goes beyond that of typical papers by evaluating, in a combined
manner, predictive performance, false positive behaviour, interpretability, statistical robustness, external
validation and readiness to deploy. Moreover, our framework complements, in a unified way, SHAP-based
explainability, confidence interval estimation, McNemar’s test, stratified cross-validation, and readiness for
deployment analysis for those models designed for actual cybersecurity practice.

3 Methodology
This study proposes and implements a quantitative experimental strategy to evaluate the effects of class

imbalance strategies on classifier performance and false positive rates in AI-based security systems. The
experimental design ensures a meaningful comparison across models and eliminates data leakage, allowing
an accurate performance study on separate datasets.

3.1 Research Design
This study investigates three different modelling strategies to cope with an extreme class imbalance

problem in IDS: A simple baseline model utilising the raw imbalanced dataset, an oversampling SMOTE
model and a cost-sensitive reweighted model. Specifically, how the imbalance-management methods can
affect classification accuracy and operational reliability was looked into. The approach also incorporates
external validation and an explanation of AI analysis to improve reliability and transparency when used
in practice [2]. In addition, the experimental setup included statistical validation methods by means of
confidence interval calculation, McNemar’s significance testing, and fivefold stratified cross-validation to
assess the resilience of the designed models. Operational deployment features like model size, training
duration, inference delay and output performance were also analyzed to understand the readiness for usage
of each imbalance handling approach.

3.2 Dataset Description
The dataset chosen for this work is the CIC-BCCC-NRC TabularIoTAttack-2024 [34]. This dataset,

compiled by the Canadian Institute for Cybersecurity (CIC), the BCCC research group and NRC Canada, is
created to aid in assessing both IDS and AI-based security systems in IoT networks. It contains various types
of traffic, including normal traffic and several types of attacks, namely DDoS, DoS, reconnaissance, MQTT
attacks and MITM. A high-class imbalance is prevalent throughout the dataset (99% attack, 1% normal) after
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merging and preprocessing, allowing for an investigation into biases and fairness of AI models, as shown in
the class distribution in Table 1. Its realism and variety of attack vectors make it an ideal choice to measure
real-world reliability and explore methods of mitigating imbalance.

Table 1: Class distribution of the dataset.

Attack 3,245,682
Benign 32,606
Total 3,278,288

The CIC-BCCC-NRC TabularIoTAttack-2024 dataset consists of numerous network flow features which
yield statistical, temporal, protocol and behavioural details on network traffic, shown in Table 2. The selected
features capture different aspects of traffic behaviour, providing them with a high utility in identifying
intrusion, and are effective for classifying attacks and detecting anomalies in a machine learning-based
security system [8]. After preprocessing the dataset, the four metadata attributes were eliminated because
they are not directly used for traffic classification (flow ID, src IP, dst IP, and timestamp), and they may
provide an undesirable bias to the models. Thus, the final modeling dataset contains 79 numerical predictive
features for training machine learning algorithms.

Table 2: Representative network flow features extracted from the CIC-BCCC-NRC TabularIoTAttack-2024 dataset.

Feature Category Selected Feature Description Relevance to Intrusion
Detection

Flow Information Flow Duration Total time duration of a
network flow

Helps identify abnormal
communication sessions and

prolonged attack traffic

Packet Statistics Total Fwd Packets
Total number of packets

sent in the forward
direction

Useful for detecting traffic
flooding and packet anomalies

Packet Length Fwd Packet Length
Mean

Average size of forward
packets

Assists in distinguishing
malicious packet behaviour

from normal traffic

Timing Features Flow IAT Mean Mean inter-arrival time
between packets

Captures temporal
communication patterns
associated with attacks

Traffic Rate Flow Bytes/s Number of bytes
transmitted per second

Useful for identifying unusually
high traffic volume during

attacks

Header
Information

Fwd Header
Length

Total forward packet
header size

Helps detect malformed or
suspicious packet structures

Flag Features SYN Flag Count Number of SYN flags
observed in the flow

Important for detecting SYN
flood and DoS attacks

(Continued)
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Table 2 (continued)

Feature Category Selected Feature Description Relevance to Intrusion
Detection

TCP Window
Features Init Fwd Win Bytes Initial TCP window size

in the forward direction
Indicates abnormal TCP session

behaviour

Active/Idle
Features Active Mean Average active time

before idle state
Useful for modelling traffic

activity behaviour

Label Information Attack_Type
Attack category

associated with the traffic
flow

Used for identifying specific
attack scenarios

To evaluate the model’s generalization capabilities on data outside the training distribution, an inde-
pendent dataset of benign network traffic captured from unseen PCAP files was passed through the same
feature extraction pipeline using CICFlowMeter. The dataset is completely benign and was used to evaluate
the false positive behaviour of the trained IDS models in a real-world deployment scenario.

3.3 Data Preprocessing
To increase the quality and stability of the acquired dataset of the CIC-BCCC dataset, various prepro-

cessing actions have been performed. By using Python Pandas, many different CSV files were concatenated
into a single data-frame. Missing/infinite values as well as duplicate entries were removed during the cleaning
of the dataset. Non-numeric features were dropped in case the models required only numeric attributes.
Ahmad et al. [9] underline that such data cleaning techniques are vital to minimise the amount of noise in the
data and thus ensure model robustness and consistency. Binary classification labels were assigned to benign
traffic as ‘0’ and attack traffic as ‘1’, and only network flow attributes of a numeric nature relevant to traffic
analysis were preserved. From the inspection of the dataset, it was observed that there were no duplicate
records and no missing values in the dataset after preprocessing. The labels are assigned as binary 0 and 1
for benign and attack, respectively. After preprocessing, the resultant dataset was used with 79 numerical
features related to flow to build the model. As stressed in Buda et al. [35] to prevent information leakage, all
procedures aimed at balancing class imbalance (including SMOTE over-sampling) were applied solely to the
training subset. The held-out test set was never used before model training and testing.

3.4 Proposed System Architecture
The architecture of the proposed AI-based intrusion detection system to tackle the issues of bias and

false positives under extreme class imbalance is presented in Fig. 1. The framework involves the integration
of seven different modules, including the collection of a dataset, preprocessing of data, model training,
model validation, explainability of model, validation by a third party, and deployment for real-time purposes.
During preprocessing, the duplication of the rows and absence of values are removed, the essential features
are identified, labels are converted, and datasets are separated through stratification to train 80% of the data
while testing it against the rest 20% without disturbing the prior class balance. Afterwards, the three different
types of Random Forest learning methods, such as baseline Random Forest, SMOTE Random Forest, and
cost-sensitive RF, were trained under precisely similar environmental conditions. Random Forest classifier
was used for its well-established reliability in IDSs, particularly for high-dimensional data such as network
traffic and its ability to provide feature importance along with SHAP interpretability for further analysis. Due
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to the robust ensemble methods of Random Forest to combat overfitting, and its feature selection capabilities,
it is conducive to analysis of the effects of class imbalance reductions to model efficiency, interpretability, and
stability to implement for any environment. Hence, in order to study these imbalance handling, a standard,
reproducible machine learning structure would have to be utilized.

Figure 1: Proposed operational fairness-aware AI-based intrusion detection architecture.

3.5 Imbalance Mitigation Techniques
Three different modeling strategies were considered: The first was the baseline model developed with

the original imbalanced data set (as a control). In the second approach, the SMOTE was applied, which
balances the dataset by synthesising artificial samples through interpolation between neighbouring minority
instances, to generate synthetic minority instances and reduce the bias introduced by the severe class
imbalance while preserving the characteristics of the majority class [36]. This oversampling only considered
the training dataset in order to avoid the loss of information. For the purpose of the comparison within
the cost-sensitive learning study, SMOTE was only used as another means to address the class imbalance;
it was part of a similar, consistent experimental setup with no intention of creating real synthetic benign
traffic for operational use. Rather, the goal of this comparison is to assess how the different means of
imbalance prevention affect classifier performance, interpretability, positive false alarms, and robustness in
an operational setting; therefore, SMOTE is not presented here as a desirable deployable classifier for IDS. The
third technique is the implementation of cost-sensitive learning using the inverse class weighting method,
which aims to increase the misclassification costs of the minority instances while maintaining the original
data distribution. In this way, the RF classifier attempts to emphasize the minority instance discovery [35]
by assigning class weights inversely proportional to the class frequency. To ensure a balanced comparison
of results, the same hyperparameters were applied to both the baseline model and the SMOTE-based and
cost-sensitive models for Random Forests. The only difference in the three experimental setups was how they
dealt with the dataset imbalance.
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3.6 Machine Learning Model
The Random Forest classifier was selected because it provides significant benefit in the cybersecurity

context due to its ability to handle cybersecurity datasets, resistance to overfitting, scalability on huge data,
and ability to handle high-dimensional data features. It has been widely used in IDS research, achieving
outstanding classification performance and robustness with noisy data [12]. An RF classifier was used with
100 decision trees, bootstrap aggregation, random selection of features at each node, and split criteria such as
entropy. All the other hyperparameters were the same for the three experimental models shown in Table 3.
The baseline model was trained on the original dataset while the SMOTE and cost-sensitive models used
SMOTE and cost-sensitive approaches during the training. The trained models were saved and subsequently
reused for explainability analysis, external validation, and deployment evaluation.

Table 3: Hyperparameter settings for the random forest classifier.

Parameter Value
Trees 100

Criterion Entropy
Bootstrap True

Max Features Sqrt
Random State 42
Class Weight None/Balanced

n_jobs −1

The selected hyperparameters were maintained across all three experimental models to ensure a fair
comparison, with the exception of the class weighting strategy applied in the Cost-Sensitive Random
Forest model.

3.7 Performance Evaluation Metrics
Performance evaluation of security systems depends on a number of factors to understand the model’s

efficiency in attack detection predictions. Model performance was evaluated using the following metrics:
accuracy, precision, recall, F1-score, Matthew’s correlation coefficient (MCC), balanced accuracy, false
positive rate (FPR), receiver operating characteristic area under the curve (ROC-AUC), and precision-recall
area under the curve (PR-AUC). Due to the extreme class imbalance in the dataset, the metrics MCC,
balanced accuracy, PR-AUC, and FPR are highlighted as important because they provide a more reliable
evaluation. An important measure within security is the False Positive Rate (FPR), which essentially indicates
the amount of benign traffic that is identified as attack traffic. It is important to note that false positive
rates can decrease overall trustworthiness in the security system [22]. Furthermore, statistical significance of
observed performance differences of competing models was analyzed using confidence intervals (95%) and
the McNemar test to ascertain if differences were due to the model’s characteristics instead of random chance.
The performance analysis was supplemented with visual examination of classification outputs through the
construction of confusion matrices, receiver operating characteristic (ROC) curves, and precision-recall
(PR) curves, which visualize classification accuracy and represent the trade-off between detection and false
positive rates. This research aims to estimate operational fairness by comparing the performance of a set
of class-imbalance mitigating techniques to that of biassed classification under class-imbalance conditions;
thus, operational fairness is understood through the measurement of false positive behaviour reduction,
balanced accuracy, Matthew’s correlation coefficient, explainability, and external validation.



J Cyber Secur. 2026;8 651

3.8 Explainability Analysis
SHAP analysis was also used to identify features that affect machine learning models and their

corresponding impact. The model decision behaviour was analyzed using SHAP, and it assisted the team
in providing interpretability in machine learning models fairly. For the sake of comprehending the model’s
global behaviour, SHAP analysis using global feature importance, summary plots, dependence plots, and
feature interaction analysis, as well as interpreting the local prediction behaviour, were explored. The explain-
ability for the most successful Random Forest model to determine the most discriminatory network flow
features was applied and has enhanced explainability in the decisions made by the intrusion detection model.
SHAP is widely recognized in the field of interpretable machine learning, as defined by Lundberg et al. [37].

3.9 External Validation Procedure
To assess the generalizability of the proposed intrusion detection framework beyond the benchmark

dataset, only Cost-Sensitive Random Forest, selected as the final deployment model following the compar-
ative evaluation, was externally validated using an independent benign network traffic dataset. The external
dataset contained 2250 network flow samples generated from 15 packet capture (PCAP) files (tcpdumpUTG1
to tcpdumpUTG15) taken from the BCCC-MalNetMem-2025 dataset. Each original PCAP file was pre-
processed using CICFlowMeter to convert raw network packets to bidirectional flows and extract statistical
flow features that can be readily used by machine learning-based IDS [38]. The pre-processing chain used
for the model development, which included feature selection, imputation, non-feature column removal, and
same formatting of features, was applied to the external dataset.

The same features were passed to the models for prediction as the ones used during training and
external validation, and no SMOTE or any other form of up/down sampling was employed during exter-
nal validation to ensure realistic performance simulation on real-world data. The external validation set
contained purely benign network traffic. Since no correlated labeled attack traffic can be sourced from
the BCCC-MalNetMem-2025 benign collection (as they are collected in different environments or are not
made available to researchers), this external validation serves to evaluate the models under more realistic
circumstances by primarily focusing on false positive performance—excessive false alarms negatively impact
network administrators’ ability to work and diminish trust in AI-driven intrusion detection solutions.
However, further real-world external validation utilizing labeled attack traffic collected from various network
environments would better understand the detection capacity and generalizability of the trained intrusion
detection models [39].

3.10 Experimental Environment
The experimental implementation of this study was performed using Python 3.12 and multiple scientific

computing and machine learning libraries within a Jupyter Notebook based on the Anaconda Python
distribution. Python was chosen for the experimentation process because of its flexibility, extensibility and
large community support in cybersecurity and AI research [9]. Pandas 2.2 and NumPy 2.2 were used
for data manipulation, pre-processing and computations and also for storing and operating large-sized
tabular datasets. Scikit-learn 1.6 was used for machine learning implementation like data splitting. The
imbalanced-learn library was used for SMOTE oversampling to overcome the heavy class imbalance of
the dataset. SHAP version 0.52.0 was used to produce model explainability and feature importance, thus
promoting transparency and operation fairness analysis of the model. Matplotlib 3.10 was used to plot
experimental results such as feature importance plots, confusion matrices, and class distribution plots. The
experimental system facilitated rapid dataset processing, repeatable experimentation, explainable AI and
scalable implementation of the presented operation fairness intrusion detection system. The datasets used
were also public cybersecurity ones, and no personal or confidential human data was used. To conduct
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further explainability analysis and external validation experiments as well as some initial deployment
experiments, Joblib was used to serialize the trained Random Forest models. Experiments were carried out on
a Windows workstation with an Intel Core i5 multi-core processor and 12 GB RAM to conduct a flow-based,
large-scale intrusion detection experiment.

3.11 Deployment Framework
For deployment in real-time network monitoring, the proposed intrusion detection system architecture

is intended to operate using a flow-based processing pipeline. Input network packets are captured and
aggregated to network flows, and the feature extracted from flows is subjected to the same preprocessing
pipeline as was applied to the training dataset to ensure consistency between the training and operating
environments. The feature vectors thus produced by the pipeline are subsequently used to classify flows
with the trained Random Forest models generated using baseline, SMOTE, and cost-sensitive learning
approaches. By using flow-based intrusion detection, a large-scale monitoring approach can be achieved in
a scalable and effective way with a high detection capability [21].

Considering the experimental outcomes, it can be concluded that Cost Sensitive Random Forest is best
suited for the production environment. Compared with the other techniques, it provides a strong trade-
off between overall classification performance and attack detection, achieving the fewest false negatives
under the extreme class imbalance condition. The prediction made by the models is sent to the security
monitoring tool to generate an alert, and the decision process can be clearly understood and trusted due
to the implementation of SHAP based explanation. It is advisable to regularly retrain the models using
newly collected labelled traffic to overcome issues of concept drift and pattern changes that can affect their
long-term performance [40].

3.12 Threats to Validity
This section describes threats to the validity of proposed methodology in AI-based intrusion detection.

The internal validity is discussed in terms of a common preprocessing pipeline and the same hyperparameters
of RF to reduce imbalance, while acknowledging that performance may vary slightly due to hyperparameter
settings and datasets. Construct validity concerns more reliable evaluation than accuracy (e.g., wide set of
evaluation metrics such as precision, recall and MCC) and transparency (e.g., SHAP explainability). Recently,
the importance of multi-metrics for trustworthy AI in cybersecurity has been highlighted [41]. External
validity was assessed by externally validating the selected Cost-Sensitive Random Forest on an independent
benign traffic dataset (BCCC-MalNetMem-2025). Therefore, the external validation findings are limited to
this deployment model and should not be generalized to the Baseline Random Forest or SMOTE Random
Forest. However, the challenges include the lack of diversity in the representation of cyberattacks and the
dynamic nature of attacks. It is recommended to continuously validate using additional datasets and updating
deployed models [42].

The credibility of conclusions is the credibility of statistical inferences from results of the experiment.
It is based on statistical tests and confidence intervals. The results are important but limited to the data sets
and methods applied and need further validation in other models and contexts [43].

4 Results and Discussion
This section describes the results of the experiments conducted using the base, SMOTE, and cost-

sensitive reweighted intrusion detection models. This section also examines the classification accuracy, false
positive performance, feature importance analysis, explainability, and real-world performance in highly
imbalanced scenarios.
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4.1 Model Performance Evaluation
Table 4 shows the comparison results of baseline Random Forest, SMOTE Random Forest and Cost-

Sensitive Random Forest in the extreme class imbalance situation for flow-based intrusion detection. The
accuracy of all three models was nearly perfect, with a classification accuracy of greater than 99.88%. The
baseline Random Forest achieved the highest total accuracy, F1-score, and Matthew’s correlation coefficient,
with values of 99.9278%, 99.9635%, and 0.9640, respectively, indicating high-quality predictions and a strong
alignment between predicted and actual classes, as evidenced by a high ROC-AUC of 0.999642 and a
PR-AUC of 0.999993. The SMOTE Random Forest gained the highest specificity (98.8652%), the lowest
false positive rate (1.1348%), and the best-balanced accuracy (99.3810%). However, it showed a slightly
lower MCC (0.9459) because its performance on negative samples decreased compared to the baseline
model, even though it still achieved good detection performance in efficiently differentiating attacks from
normal samples. The Cost-Sensitive Random Forest attained accuracy (99.9246%), precision (99.9722%),
recall (99.9516%), F1-score (99.9619%), and MCC (0.9622) close to other models with a slightly lower false
positive rate (2.7603%) than the SMOTE Random Forest but provided overall stable performance. All three
models performed extremely well in classification even at a high level of class imbalance, with different
operational characteristics depending on which strategy was used to mitigate class imbalance. The Baseline
Random Forest had the best overall predictive performance and allows for a workable notion of a model
that balances two operational extremes of known detection power, while the SMOTE Random Forest had
the best-balanced accuracy and lowest false positive rate, indicative of better separation between attack and
benign traffic. Given the very high imbalance of power in the dataset, the classifier performance measures
were interpreted using precision, recall, false positive rate, balanced accuracy, MCC, and PR-AUC rather
than accuracy. In fact, the statistical testing (Section 4.7) shows that two of the three pairwise classifier
comparisons are statistically significant, and there is no statistically significant difference between the
baseline Random Forest and Cost-Sensitive Random Forest (McNemar’s, p = 0.1665).

Table 4: Performance evaluation results.

Metric Baseline RF SMOTE RF Cost-Sensitive RF
Accuracy 99.9278 99.8866 99.9246
Precision 99.9784 99.9886 99.9722

Recall 99.9487 99.8969 99.9516
F1-score 99.9635 99.9427 99.9619

Specificity 97.8531 98.8652 97.2397
False Positive Rate 2.1469 1.1348 2.7603
Balanced Accuracy 98.9009 99.3810 98.5956

MCC 0.9640 0.9459 0.9622
ROC-AUC 0.999642 0.999847 0.999787

PR-AUC 0.999993 0.999998 0.999996

4.2 The Confusion Matrix of Three Models
The confusion matrices for the Baseline Random Forest, SMOTE Random Forest, and Cost-Sensitive

Random Forest on the 80:20 stratified test set are shown in Fig. 2. All of the three classifiers provided
satisfactory performance but varied in their responses to false positives and false negatives during the
extreme class imbalance situation. The Baseline Random Forest correctly classified 6381 benign flows and
648,373 attack flows with 140 false positives and 333 false negatives, achieving an accuracy of 99.9278%. The
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SMOTE Random Forest recorded the least number of false positives (74) and classified 6447 benign flows;
therefore, it performed with the highest specificity.

Figure 2: The confusion matrix of three models.

Nevertheless, it also experienced an increased number of false negatives (669), hence leading to reduced
recall, although balanced accuracy was high. Cost-Sensitive Random Forest identified attack cases with
648,392 correct classifications for attacks, and it recorded the fewest false negatives (314) and the highest
false positives (180). Therefore, from the confusion matrix, the performance differences between three
algorithms with three methods of imbalance resolution are clearly demonstrated with respect to three
different aspects, with Baseline Random Forest creating balance between recall and precision, SMOTE
Random Forest having minimum false alarms, and Cost-Sensitive Random Forest being successful in
identifying attacks. The confusion matrices were generated from the complete stratified test partition without
additional subsampling. The study’s outcome demonstrates that there should be a proper understanding
and balance of false alarms and identification rates of attacks to select a specific method for developing an
intrusion detection system that is practical and realistic for cybersecurity applications.

4.3 The AUC-ROC Curves of Three Models
As Fig. 3a indicates, the three Random Forest models, Baseline, SMOTE, and Cost-Sensitive, have

excellent classification performance, with ROC curves tending towards the upper-left corner. It indicates
they have a strong separation between attack and benign traffic. With an ROC-AUC value of 0.999847 for
SMOTE Random Forest, followed by Cost-Sensitive (0.999787) and Baseline (0.999642), all models nearly
achieve a perfect discrimination. To zoom in on the region of low false positive rate, the result is shown
in Fig. 3b. The SMOTE model shows a slightly better performance in this range, and the performance gap
between the models is reduced. The ROC values of the three models all have true positive rates higher than
99.7% when the false positive rate is below 3%, which shows that all three models can resist class imbalance
very well.

Finally, based on the results of the ROC curve, all three Random Forest models perform well in
classification for the imbalanced data. ROC can be optimistic under severe class imbalance and therefore
PR analysis is also presented Although the SMOTE model has the highest ROC-AUC value, the difference
between its ROC-AUC and those of the Cost-Sensitive and Baseline models is very small. Hence, each of
them can reduce the class imbalance problem to have a positive intrusion detection effect. When selecting
models in real applications, consider not only ROC-AUC but also other indices like False Positive Rate,



J Cyber Secur. 2026;8 655

Matthew’s Correlation Coefficient (MCC), Balanced Accuracy and Precision-Recall AUC for imbalanced
cybersecurity data.

Figure 3: (a): AUC-ROC curves of three models. (b): Zoomed AUC-ROC curves of three models.
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4.4 Precision Recall Curve Analysis
As shown in Fig. 4, the baseline Random Forest, SMOTE Random Forest, and Cost-Sensitive Random

Forest PR curves also indicate similar top performances around the top right corner of the graph as expected,
where both metrics are close to their optimum (meaning high precision and high recall). In this context, the
SMOTE Random Forest shows the highest value in terms of PR-AUC (AP = 0.999998) and also outperforms
both Cost-Sensitive (AP = 0.999996) and Baseline Random Forest (AP = 0.999993). All curves remain
fairly flat until recall reaches close to 1.0, meaning a low decrease in precision while detecting attacks. This
highlights the positive ability of the Random Forest methods to work with class imbalanced intrusion data.
Moreover, these excellent PR-AUC values confirm that the designed framework efficiently detects malicious
traffic while minimizing false alarms in a heavily class imbalanced setup.

Figure 4: Precision recall curves.

4.5 Feature Importance Analysis
Fig. 5 compares global feature importance across the three models using mean absolute SHAP values.

The baseline Random Forest shows relatively small absolute contributions in all the features, and these are
relatively distributed among predictors. In contrast, the SMOTE Random Forest model places the greatest
emphasis on packet size-related features, such as Packet Length Mean, Fwd Packet Length Mean, and Packet
Length Max, as well as ACK Flag Count; notably, the latter is significantly more sensitive to these packet size
characteristics compared to the baseline model. Packet Length Mean determines the difference in packet
size patterns between benign and malicious flows, while ACK Flag Count indicates the malicious TCP
acknowledgement behaviour associated with denial-of-service and flooding attack types. The Src Port and
Flow Bytes/s features reveal that the cost-sensitive model utilises protocol patterns along with traffic volume,
thus representing the malignant patterns in a better-balanced way.

The Cost-Sensitive Random Forest also reveals high importance for ACK Flag Count, which, in
order of importance, is followed by Src Port, Flow Bytes/s, PSH Flag Count and Bwd Init Win Bytes,
suggesting protocol behaviour and flow statistics play a much more significant role in distinguishing between
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malicious and normal traffic. Therefore, despite achieving promising results with respect to predictive
performance, the applied imbalance-reduction methods provide a considerable differentiation regarding
relative feature importance. Cost-Sensitive Random Forest achieved a relatively more balanced feature
importance distribution while maintaining satisfactory interpretability of the models. In conclusion, SHAP
feature importance illustrates that the model performance of classifiers changes due to different imbalance
mitigation techniques, and their decision-making processes have also been altered. Using Cost Sensitive
Random Forest allows us to make use of the properties of the protocol, traffic flow and time features in a
more balanced way, achieving a relatively high level of predictive performance with more explainability.

Figure 5: Comparative mean absolute SHAP feature importance.

4.6 SHAP Explainability Analysis
To improve transparency and to produce fair interpretations, SHAP (SHapley Additive Explanations)

analysis was performed to understand the influence of each feature in the predictions of Random Forest
models. In Fig. 6, SHAP summary plots are produced for the baseline Random Forest, the SMOTE Random
Forest and the Cost-Sensitive Random Forest, displaying the most important features’ contributions towards
intrusion detection. The Baseline Random Forest primarily relies on temporal flow characteristics, indicating
that packet arrival timing serves as the dominant indicator for distinguishing malicious from benign traffic.
i.e., Fwd IAT Mean, Flow Duration, Fwd IAT Min, Flow IAT Min, and ACK Flag Count, to classify intrusion
traffic. It appears that arrival times of traffic and traffic flow behaviour were the most important variables
driving intrusion decision-making. After synthetic oversampling, the SMOTE Random Forest shifts its
attention toward packet size related characteristics. This suggests that balancing the training data enables
the classifier to exploit structural packet attributes that may otherwise be overshadowed by the original
class distribution. Similarly, the Cost Sensitive Random Forest demonstrates a more distributed attribution
pattern across protocol, packet, and traffic flow features, indicating that the model derives its decisions



658 J Cyber Secur. 2026;8

from complementary network characteristics rather than relying heavily on a single feature group. In this
approach, the contributions of the most important features for making decisions seem to spread over
protocol-level, packet-level, and traffic flow-based variables, indicating a balanced contribution across the
entire set of network traffic features. As observed from the SHAP plots, all three imbalance mitigation
approaches offer different patterns of feature attributions; however, the results remain interpretable across
various strategies. In summary, the SHAP explainability study revealed that all three imbalance mitigation
strategies develop varied decision behaviours despite obtaining equivalent performance metrics. Among
them, Cost Sensitive Random Forest presents the most robust and least changing patterns of feature
importance, which confirms that imbalance mitigation at the algorithm level yields the optimal balance of
performance, robustness, and explainability.

Figure 6: Comparative SHAP summary (Beeswarm) plots.

SHAP summary plots provide additional insights into both the direction and magnitude of feature
contributions to the intrusion detection predictions. A positive SHAP value increases the probability that a
network flow is predicted as malicious, while a negative value will bias the prediction toward the normal class.
Features with higher absolute SHAP values will have more influence on the model predictions, while those
with SHAP values centered close to 0 will have little impact. Also, the range of the SHAP values indicates
some measure of model stability. The SHAP values in Cost-Sensitive Random Forest have a narrower more
clustered and consistent spread for the top contributing features, indicating a more consistent and less
sensitive decision behaviour of the model. In contrast, in the SMOTE model, the spread of the packet-level
features is larger, indicating that feature contributions may be more variable after synthetic oversampling.
Between the two models, the Baseline Random Forest depends mostly on temporal features in the network
flow data with moderately variable contributions for some features. The overall findings of the SHAP analysis
provide strong support that the chosen imbalanced data sampling techniques affect the overall accuracy of
the model but, more interestingly, affect how the model’s decision process is constructed.
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4.7 Statistical Validation
Table 5 presents the 95% confidence intervals for the classification accuracy of each Random Forest

model. The 95% confidence intervals were generated to assess the statistical validity of the trained models.
From Table 5, the stability of the achieved accuracies (using the size of the respective confidence intervals)
can be seen. The confidence intervals achieved are very small, which signifies very little sampling variation
across the dataset used for evaluation. The Baseline Random Forest has an accuracy of 99.9278%, which
has a 95%CI of [99.9213; 99.9343], while the cost sensitive Random Forest gained a comparable accuracy of
99.9246% (95%CI: [99.9180; 99.9313]). SMOTE Random Forest is at 99.8866% (95% CI: [99.8785, 99.8948]).
The first two confidence intervals are very close to one another, meaning their performance was similar, but
SMOTE could not surpass that level.

Table 5: 95% Confidence intervals of the random forest models.

Model Accuracy (%) 95% Confidence Interval
Baseline Random Forest 99.9278 99.9213–99.9343
SMOTE Random Forest 99.8866 99.8785–99.8948

Cost-Sensitive Random Forest 99.9246 99.9180–99.9313

Furthermore, to investigate whether the difference between the classifiers could be found to be
statistically significant, the McNemar’s test for each individual pairwise comparison is shown in Table 6. The
result demonstrated that there was a statistically significant difference between the Baseline Random Forest
and the SMOTE Random Forest (χ2

= 162.975, p < 0.001). There was also a statistically significant difference
between the SMOTE Random Forest and the Cost-Sensitive Random Forest (χ2

= 132.267, p < 0.001).
However, the difference between the Baseline Random Forest and the Cost-Sensitive Random Forest was
not statistically significant (χ2

= 1.914, p = 0.1665). Thus, there is a statistically significant difference between
two of the pairwise comparisons, while the Baseline Random Forest and Cost-Sensitive Random Forest
have statistically equivalent classification performance. This observation is consistent with the overlapping
confidence intervals and suggests that the Cost-Sensitive Random Forest preserves the predictive behaviour
of the baseline model while incorporating cost-sensitive learning to address severe class imbalances.

Table 6: McNemar’s test results for pairwise model comparisons.

Model Comparison χ2 Statistic p-Value Decision
Baseline RF vs. SMOTE RF 162.975 <0.001 Significant

Baseline RF vs. Cost-Sensitive RF 1.914 0.1665 Not Significant
SMOTE RF vs. Cost-Sensitive RF 132.267 <0.001 Significant

4.8 External Validation
To evaluate the practical robustness of the proposed intrusion detection framework, the trained Cost-

Sensitive Random Forest model was externally validated using 2250 previously unseen benign network
flows collected from 15 PCAP files (tcpdumpUTG1 to tcpdumpUTG15) within the BCCC-MalNetMem-2025
dataset. The Cost-Sensitive Random Forest was selected for external validation because it demonstrated the
most appropriate balance between predictive performance, operational robustness, and deployment suitabil-
ity during the comparative evaluation. The original packet capture files were converted into bidirectional
network flow records using CICFlowMeter, after which the identical preprocessing pipeline employed during
model training was applied before prediction. The external validation results are presented in Table 7, while
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the corresponding confusion matrix is shown in Table 8. The external evaluation correctly classified 1721
benign flows as benign (True Negatives) and incorrectly classified 529 benign flows as malicious (False
Positives), resulting in an external False Positive Rate (FPR) of 23.51% with a 95% Wilson confidence interval
of 21.80% to 25.31%. This value is much larger than the internal benchmark FPR of 2.76%, indicating that
the good performance obtained in benchmark testing does not fully translate to real-world deployment. The
observed increase in false alarms indicates a significant generalization gap due to the differences between the
benchmark dataset and the previously unseen operational network traffic. Although the external validation
dataset consisted entirely of benign traffic and therefore could not be used to evaluate attack detection
capability, it provides a realistic assessment of the model’s susceptibility to false alarms during operational
deployment. High false positive rates increase alert fatigue, consume valuable analyst resources, and reduce
confidence in automated IDS. Consequently, these findings demonstrate that benchmark evaluation alone
is insufficient for assessing operational reliability. Independent external validation using previously unseen
network traffic should therefore be considered an essential component of the evaluation framework for
AI-based IDS intended for practical cybersecurity deployment.

Table 7: External validation performance.

Metric Value
External Dataset BCCC-MalNetMem-2025

Number of Benign Samples 2250
True Negatives (TN) 1721
False Positives (FP) 529

External False Positive Rate (FPR) 23.51%
95% Wilson Confidence Interval 21.80%–25.31%

Table 8: External validation confusion matrix.

Actual Class Predicted Benign Predicted Attack
Benign 1721 529

4.9 Deployment Analysis
Table 9 presents the deployment evaluation of the three Random Forest models and highlights their

differing computational efficiencies. The computational efficiencies of the three Random Forest models differ
from each other. Cost-Sensitive Random Forest had the highest performance on deployment since it took
only 8.34 min to train and 3.04 s to predict and had the highest inference throughput (215,876 flows/s), which
was ideal for real-time intrusion detection. Baseline Random Forest had moderate training time (16.40 min),
inference throughput (161,143 flows/s), and model size (40.83 MB).

Table 9: Deployment performance comparison.

Model Training Time (min) Prediction Time (s) Throughput (Flows/s) Model Size (MB)
Baseline RF 16.40 4.07 161,142.96 40.83
SMOTE RF 162.98 3.36 195,051.01 79.81

Cost-Sensitive RF 8.34 3.04 215,876.03 50.70
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However, SMOTE Random Forest took a very high computational cost during training (162.98 min)
and also produced the largest model size (79.81 MB) while maintaining a satisfactory inference throughput
(195,051 flows/s) in Fig. 7a,b. Thus, synthetic oversampling increases training complexity and storage costs.
However, cost-sensitive learning produces a model with less computation cost while avoiding synthetic
oversampling overhead. So, the best trade-off between computational efficiency and availability is the Cost-
Sensitive Random Forest. The reduced prediction time and increased throughput of the Cost-Sensitive
Random Forest indicate greater suitability for real-time intrusion detection. The shorter training time
observed for the Cost-Sensitive Random Forest is attributed to its weighted learning strategy, which avoids
the increase in effective training samples associated with resampling while maintaining the original dataset
size, thereby reducing computational overhead during model training.

Figure 7: (a): Training time comparison. (b): Inference throughput comparison.
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4.10 Discussion
The experiment results showed that all three Random Forest models exhibited excellent perfor-

mance on intrusion detection under extreme class imbalance with classification accuracies greater than
99.88%. Nevertheless, the evaluation showed that benchmark accuracy is not sufficient for choosing a fully
operational intrusion detection model. The baseline Random Forest performed the highest in overall classi-
fication accuracy (99.9278%), F1-score (99.9635%), and Matthew’s Correlation Coefficient (MCC = 0.9640),
demonstrating its superiority in general prediction ability.

The SMOTE Random Forest, on the other hand, had the highest balanced accuracy (99.3810%),
specificity (98.8652%), ROC-AUC (0.999847), and PR-AUC (0.999998). This means that it was better at
telling the difference between malicious and benign traffic after synthetic oversampling. The Cost-Sensitive
Random Forest obtained comparable results (accuracy = 99.9246%, recall = 99.9516%, F1-score = 99.9619%,
MCC = 0.9622) while maintaining a balance between malicious traffic detection capabilities and misclassi-
fication risks. These results reinforce that selection of an appropriate technique to handle imbalance should
be based on operational deployment objectives, rather than just high performance on a benchmark dataset.

The SHAP analysis demonstrates that feature importance differs across the three Random Forest models.
For the Baseline Random Forest, temporal inter-arrival features, particularly Flow IAT Mean and Flow
Duration, contributed most strongly to intrusion detection decisions. In contrast, the SMOTE Random
Forest assigned greater importance to packet-size related features, while the Cost-Sensitive Random Forest
was primarily influenced by ACK Flag Count, Src Port, and Flow Bytes/s. These differences indicate that each
imbalance mitigation strategy learns distinct decision patterns while maintaining strong overall predictive
performance. SHAP distributions highlighted the variation of model behaviour, where Cost-Sensitive
Random Forest produced more focused and stable feature attribution patterns, demonstrating consistent
decision-making under severe class imbalance. Statistical validation also assured the trustworthiness of the
experimental results. The narrow 95% confidence intervals for different metrics demonstrated the stability
of the reported performance. McNemar’s test also showed statistical significance of performance differences
between the baseline and SMOTE models, as well as between the SMOTE and cost-sensitive models.

External validation revealed a critical finding. When evaluated on 2250 unseen benign network flows
from the BCCC-MalNetMem-2025 dataset, the Cost-Sensitive Random Forest incorrectly identified 529
of them as attacks (false positives) while only 1721 benign flows were classified correctly. This resulted
in a high external false positive rate of 23.51% (95% Wilson confidence interval: 21.80%–25.31%), which
is far greater than the internal benchmark FPR of 2.76%. This indicates a large generalization gap in
applying models trained on benchmark data to operational scenarios, as they may have learned dataset-
specific patterns that do not reflect real-world network traffic. The generalization gap shows that some
highly ranked traffic features may capture benchmark-specific characteristics rather than generalizable attack
behaviour. Packet counts and timings are features that can vary quite a bit with the environment and user
behaviour. Therefore, some features are effective at discriminating attacks from normal traffic, but it does not
mean they are useful in operational networks with different traffic patterns from benchmark conditions. It
emphasizes the necessity of considering dataset-specific learnings and the need for external validation and
interpretability studies.

In conclusion, the results suggest that the performance of an AI-based intrusion detection system
should not be assessed by benchmark performance only but by a holistic approach considering imbalanced
learning strategies, explainability, statistical validation, external validation, and operational deployment. This
will allow building more trustworthy and resilient AI solutions that can be safely deployed in real-world
cybersecurity scenarios.
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5 Conclusion
This study investigated the effect of class imbalance mitigation techniques on performance, inter-

pretability, operational fairness, and operational reliability of AI-based IDS under extreme class imbalance
conditions. Using the CIC-BCCC-NRC TabularIoTAttack-2024 dataset, three Random Forest learning
strategies, namely the baseline model, SMOTE oversampling, and cost-sensitive learning, were systematically
evaluated within a comprehensive framework incorporating explainable AI (SHAP), statistical validation,
external validation, and deployment analysis. The results demonstrate that class imbalance mitigation
substantially influences intrusion detection behaviour, particularly in terms of attack detection capability,
false positive behaviour, model interpretability, and operational reliability.

Although all three models achieved excellent classification performance on the benchmark dataset, the
results indicate that benchmark accuracy alone is insufficient for selecting an intrusion detection model
for practical deployment. The SHAP explainability analysis revealed that temporal traffic characteristics,
protocol-related attributes, and packet transmission behaviours consistently played dominant roles in
intrusion detection decisions, while the statistical validation confirmed that the observed performance
differences were statistically significant. Moreover, external validation on unseen benign network traffic
revealed a large generalization gap, as the external false positive rate increased to 23.51% (95% Wilson
confidence interval: 21.80%–25.31%) despite strong benchmark performance. This result suggests that
models with high benchmark performance can suffer large performance drops when deployed to real
operational environments.

Thus, this research makes a significant contribution to the development of an integrated evaluation
framework that combines imbalance-aware learning, explainable artificial intelligence, statistical validation,
external validation, and deployment analysis into a single intrusion detection framework. Unlike many
existing studies, which mostly report benchmark classification accuracy, this work provides a more com-
prehensive evaluation of model transparency, robustness, and operational reliability. The study proposes
an evaluation framework that provides a practical approach to evaluate AI-based IDS for deployment in
real-world cybersecurity environments.

The study focuses on the Random Forest classifier, which means the findings should be interpreted
within the context of this classifier family. The proposed evaluation framework is applicable to other machine
learning models. However, the external validation dataset only included normal traffic, which means it
cannot accurately assess the attack detection rate in a real-world working situation. Also, since only the Cost-
Sensitive Random Forest was externally validated, the external validation findings should not be generalized
to the Baseline Random Forest or SMOTE Random Forest. Future research can include other imbalance mit-
igation techniques, deep learning and transformer-based intrusion detection models, adversarial robustness,
continual learning, operationally fair and trustworthy AI-based IDS, and concept drift adaptation on a real-
world, enterprise-level operational network. As cyber threats become more complex and pervasive in size,
robust and reliable AI-based IDS need to be evaluated with regard to interpretation, statistical validation,
external validation, and deployment readiness apart from baseline performance. The unified evaluation
framework designed in this study could further address this challenge in supporting real-world operational
networks to implement timely and effective intelligent threat detection for building trustworthy AI-powered
cybersecurity solutions.
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