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ABSTRACT: The rapid integration of IoT technologies in modern power systems, while enhancing operational
efficiency, has introduced critical cybersecurity vulnerabilities. The proliferation of interconnected terminal devices
across diverse operational domains has escalated cybersecurity risks, particularly from sophisticated malware attacks
targeting critical grid infrastructure. These threats manifest through Application Programming Interface (API) call
hijacking, command injection in industrial control protocols, and evasion of conventional signature-based detection
systems. To address these challenges, this paper proposes a novel malware detection framework specifically designed
for power IoT ecosystems. First, a malware detection model based on long short-term memory network (LSTM) is
established; then, the API call sequence data is preprocessed and mined for malware feature coefficients; next, the
improved particle swarm optimized (IPSO) is introduced to optimize the four hyper-parameters of the LSTM; and
finally, a publicly available dataset is used in the experimental part to evaluate and validate the proposed IPSO-LSTM
malware detection model is evaluated and validated by comparing it with other detection methods, and the results
indicate that the proposed method shows excellent detection performance in the experiments and can realize efficient
and accurate detection of malware, which provides a strong guarantee for the safe operation of power mobile terminals.
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1 Introduction
While the Internet of Things (IoT) has grown rapidly in recent years, there has also been a significant

increase in malicious attacks targeting IoT infrastructure, applications, and end devices. Malware, the most
significant threat in IoT, often leads to problems such as leakage of private personal data and botnet attacks
on IoT devices. In particular, for electric power enterprises, with a large number of access to user-side smart
appliances with high-power terminals such as air conditioners, heat pumps, and electric vehicles [1–3], the
user IoT device terminals establish a closer connection with the electric power system, which, however,
also leads to an increase in the cybersecurity threats faced by the electric power system. Therefore, it is
of great significance and value to propose efficient and accurate malware detection methods and improve
the scientific and reasonable malware detection mechanism to safeguard the security of electric power IoT.
However, due to the specificity of electric power enterprises, the electric power mobile terminal application
scenarios are quite different from the application scenarios of other mobile terminals, which makes the
mobile business software on electric power mobile terminals have different behavioral patterns from the
mobile Internet software. Therefore, targeted malware detection methods need to be researched according
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to the application scenarios of electric power mobile terminals to increase detection accuracy and improve
the network security defense level of electric power IoT terminals.

In the early 21st century, an employee fired from a Texas electric utility company managed to hack into
the company’s network using his undisabled login, paralyzing the power forecasting system [4]. In 2015,
a cyberattack on the Ukrainian power grid, in which attackers gained access to a console to shut down
circuit breakers, led to the shutdown of 30 substations, affecting 230,000 people [5]. In 2017, a cyberattack
on the UK’s power infrastructure, in which miscreants infiltrated management systems in order to shut
down parts of the grid [6]. Such attacks threaten smart grid reliability, and attackers may also disrupt
communications, tamper with data, or flood networks, limiting operators’ ability to monitor. In the context
of the construction of the Internet of Things (IoT) of electric power, with the rapid development of the smart
grid, the operation and management of the electric power system is experiencing unprecedented changes. As
its core component, the Internet of Things (IoT) of electric power realizes the intelligence, informatization,
and networking of all aspects of electric power production, transmission, distribution, and consumption
by integrating advanced sensing technology, communication technology, data processing technology, and
intelligent control technology [7]. However, this change also brings unprecedented security challenges. As
power enterprise net-works gradually become open, attackers can launch penetration attacks on terminals
through the public network, implant malware to commit malicious behaviors and cause a series of security
threats [8].

The challenge of network openness: with the popularization of power IoT, the network structure of the
power system is becoming increasingly open, and more and more devices are interconnected through the
public network. While this openness increases the flexibility and efficiency of the system, it also provides
opportunities for attackers to exploit [9]. By simply using the Internet, attackers have the potential to find
weaknesses in the power system and launch penetration attacks against end devices. Diversity of terminal
devices: the power IoT contains many intelligent terminal devices, such as smart meters, sensors, controllers,
etc. [10]. The diversity of these devices in terms of hardware, operating systems, communication protocols,
etc., makes unified security management extremely difficult. Once a device has a security vulnerability, it may
become an entry point for attackers to invade, affecting the security of the whole power system [11]. Threat
of malware: Once an attacker succeeds in infiltrating the power IoT system, he or she may implant a variety
of malware, such as viruses, Trojans, ransomware, and so on. This malware can perform various malicious
behaviors, including but not limited to data theft, tampering, disrupting the normal operation of the system,
and even causing damage to physical equipment, which brings serious economic losses and social impacts
to the power system [12–17].

Depending on the features required to train the detection model, the existing methods for malware
detection can be categorized into static feature-based detection and dynamic feature-based detection [18].
Static analysis is a code analysis technique that takes as input the source or binary code of a program. It
examines this code without running the program to verify the safety, reliability, etc., of the program [19].
In static analysis, static feature extraction is a method of extracting features from content without running
an executable file. The core advantage of static analysis over dynamic analysis is that it does not require
the running of a program, which makes the process more efficient and faster. Given these characteristics,
static analysis techniques are widely used in identifying malware. For example, Sihag et al. [20] introduced
a novel malware detection and family classification system called BLADE (roBust maLwAre DEtection
system), which is built based on Operational Segment Documents (OSDs) and is efficient, accurate and
resistant to obfuscation. BLADE is evaluated to perform well on several benchmark datasets and effectively
detects samples from multiple obfuscation techniques. Şahin et al. [21] applied two dimensionality reduction
techniques, PCA and LDA, in Android malware detection to make it effective for real-time malware
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detection. In addition, the authors of [22] proposed a new approach for Android malware obfuscated
variant detection-MGOPDroid, which employs novel feature selection algorithms and classification models
to achieve malware detection based on multi-granularity opcode features. However, due to the dynamic
nature of threats in the online world, traditional machine learning-based malware detection solutions have
proven inadequate. New types of malwares, relying on static feature extraction, often evade detection by most
machine learning-based security solutions [23].

Dynamic analysis is a technique that monitors application behavior at runtime, capturing the actual
impact of code execution such as user log changes, registry updates, system file additions and deletions.
Through this process, behavioral features are extracted and transformed into features that can be used by
deep learning models [24]. However, since dynamic analysis only focuses on the behavioral information
of the actual execution, it cannot fully capture the overall characteristics of the code. Casolare et al. [25]
proposed to represent an application with images obtained from system call traces. By executing the analyzed
application in a virtual environment, system call traces are extracted and images of the application execution
are generated. Sihag et al. [26] proposed a deep learning-based malware detection scheme that uses dynamic
analysis to capture logs that characterize the behavior of running applications. The captured logs specifically
describe system call tracing, binders analysis, network traffic capture, and composite behavioral interactions.
The advantage of dynamic analysis is that it is independent of code obfuscation and encryption and can be
based on the malicious behavior of an application. However, the disadvantages are that it consumes more
system resources than static analysis, requires higher requirements for malware analysts in terms of technical
skills, etc., and does not apply to the testing of large-scale applications [27].

In recent years, machine learning and deep learning have shown excellent performance in feature
extraction, recognition and classification, and bioinformatics [28,29]. In the field of cybersecurity protection,
Ref. [30] employes a variant of the Antlion Optimization Algorithm (ALOA) for rigorous hyperparameter
tuning to construct Extreme Gradient Boosting (XGBoost) and B models for identifying and classifying
common IoT botnet threats, successfully hacking nine industrial-grade IoT devices. Ref. [31] proposes a
malware detection method for intrinsic semantics, in this method, the API semantic features and API co-
occurrence features are combined to improve the malware detection performance. In addition, Ref. [32]
introduces an Android malware detection algorithm, which is based on a hybrid deep learning model that
combines a deep belief network (DBN) with a gate recurrent unit (GRU) to process static and dynamic
behavioral features of the malware, respectively, and ultimately outputs the classification results through a
neural network. Lian et al. [33] designed a multi-input deep learning model that has the ability to process
multi-dimensional digital and image features. It realizes multitasking by learning three sub-models in parallel
and an integrated specific sub-model, and supports parallel computing across devices. Xing et al. [34]
proposed a malware detection method using an autoencoder in deep learning. The model combines the
grayscale image representation of malware with a network of autoencoders in a deep learning model, analyzes
the feasibility of the malware grayscale image method based on the reconstruction error of the autoencoders,
and realizes the classification of malware and benign software by using the downscaling features of the
autoencoders. Combined with the core challenges faced by the safe operation of power mobile terminals, for
the shortcomings of existing malware detection methods, this paper adopts the IPSO to optimize LSTM, and
proposes a malware detection method based on feature extraction of API call sequences, with the following
specific contributions.

In this paper, the particle swarm optimization algorithm is improved by adopting a multilinear
decreasing weights strategy, which dynamically adjusts the global search ability and local search ability of
particle optimization, so that the algorithm can find the global optimal solution faster and more accurately;
In this paper, the proposed improved particle swarm algorithm is introduced into the LSTM network, and the
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model hyperparameters of the LSTM are synchronously optimized, which improves the model’s detection,
recognition, and classification performance; Use the public dataset to train and test the IPSO-LSTM model,
and constantly update the model parameters by loss calculation to improve the detection accuracy of the
model and realize the efficient detection of malware.

The rest of the paper is organized as follows. The second part describes the architecture and the malware
detection process for power IoT. The third part is an intro-duction to the IPSO-LSTM model. The fourth
part is the analysis of the arithmetic examples and finally the conclusion and prospect.

2 Malware Detection Process

2.1 Power IoT Architecture
Power IoT architecture comprises three core tiers: application interfaces for intelligent operations,

network transmission for data flow, and sensor components for environmental monitoring, as visualized
in Fig. 1.
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Figure 1: Power IoT architecture.

2.1.1 Application Layer
The application layer is the value realization layer of electric power IoT, which is mainly responsible for

transforming the collected data into practical applications to provide intelligent support for grid operation,
equipment management, and user services. The application layer can be divided into two parts: internal
business and external business. Internal business includes: (1) using IoT technology to optimize resource
allocation, reduce operating costs and improve economic efficiency; (2) real-time monitoring of grid status,
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preventing failures, and guaranteeing the safe and stable operation of the power grid; (3) optimizing
energy scheduling, improving the utilization rate of clean energy, and promoting the development of green
energy. External business includes: (1) providing comprehensive energy services, such as smart home, smart
electricity, etc., to meet the diversified needs of users; (2) expanding new business areas based on IoT
technology, such as energy finance and energy big data.

2.1.2 Network Layer
The network layer functions as the central data conduit in power IoT systems, facilitating bidirectional

transmission between sensor-generated datasets and analytical processing modules. The network layer
mainly realizes the following functions:

Construct a cooperative and integrated power ubiquitous communication network: Through the
integrated network architecture of “air and sky”, it realizes the extensive connection and data transmission
of power-related devices. The system employs hybrid connectivity solutions encompassing fiber-optic
infrastructure and domain-specific wireless grids (e.g., power-dedicated radio networks) to ensure robust
data transmission across heterogeneous operational environments.

Deployment of power-dedicated radio networks: Addressing pervasive IoT terminal distribution
and geographically dispersed infrastructure, this initiative targets resolving critical last-mile connectivity
challenges.

Data transmission and security: The network layer needs to ensure the real-time, reliability and
security of data transmission. Through encryption technology, authentication mechanism and other security
measures, to protect the information in the process of data transmission from being leaked or tampered with.

2.1.3 Perception Layer
The perception layer serves as the cyber-physical infrastructure of power IoT systems, executing real-

time operational metrics acquisition across critical grid components through embedded sensing nodes. The
perception layer mainly includes the following aspects:

Data collection devices: including various types of sensors, smart meters, mutual transformers, concen-
trators and other devices, which are used to collect a variety of data during the operation of the power grid,
such as voltage, current, power, temperature, humidity and so on.

Edge intelligence: computational nodes embedded at the perception layer execute localized data
preprocessing and feature extraction, minimizing upstream data payload transmission while optimizing
processing latency. This helps to reduce the pressure on the cloud computing center and enables real-time
response and decision support.

Expanding the range of information reception: with the deepening of the construction of electric
power IoT, the construction of the perception layer needs to continuously expand the range of information
reception. This includes measures such as adding new data collection equipment, optimizing the layout of
equipment, and improving the performance of equipment, in order to achieve comprehensive perception
and accurate monitoring of the power grid.

Differing from the traditional Internet architecture, the Internet of Things architecture has the following
characteristics: (1) more mobile terminal devices in the perception layer, and the topology of the network
changes quickly; (2) more types of devices in the perception layer, and there is a great deal of heterogeneity;
(3) more access to the wireless devices; (4) a wider range of applications; (5) higher requirements for data
security; and (6) more independence between the various terminals in the network.
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The specificity of the structure of the IoT leads to the existence of multiple device environments in the
IoT, and poses certain challenges to the detection of malware in the IoT. Malware detection in IoT can be
either at the server or at the terminal, and the design of intelligent detection algorithms is the key to detecting
malware in IoT.

2.2 API in the Power Grid
With the popularization of cloud computing and big data technologies, business architecture is gradually

transforming into a model that relies on platform support, lightweight applications and microservice
architecture. In order to accelerate system deployment and promote business data circulation, especially
cross-organizational and business domain data exchange, the application scenarios of API interfaces are
getting richer and richer, and they have become one of the core components of application development.
In the electric power industry, the role of API interfaces is especially critical, providing efficient data
communication and functional access for various applications. API interfaces play a crucial role in the data
interaction of power grid business, and their specific applications cover energy data management, business
collaboration, internal management and other aspects [35]. The following is a detailed description of the
specific application of the API interface in power grid business data interaction.

2.2.1 Data Administration
Data collection and transmission: The API interface can connect various hardware devices and software

systems in the power grid, such as smart meters, sensors, renewable energy generation facilities, etc., and
collect energy data generated by these devices in real time. The collected data is transmitted to the grid
company’s data center or cloud platform through the API interface for storage, analysis and processing.

Data sharing and access: The API interface allows grid enterprises to share data with other external
applications or systems (e.g., smart city applications, smart transportation systems, smart home systems,
etc.). Through the API interface, external applications can access the grid enterprise’s energy data for energy
management, dispatch optimization, environmental monitoring and other purposes.

Data analysis and mining: Grid companies can use API interfaces to integrate heterogeneous energy
data from multiple sources, and use big data technology for analysis and mining. Through data analysis, the
laws, trends and problems of energy use can be discovered, providing a scientific basis for grid planning,
operation and maintenance decisions.

2.2.2 Operational Collaboration
Smart home system docking: Through the API interface, power grid enterprises can realize docking

with smart home systems. The smart home system can obtain real-time power data and home appliance
operation status data from the grid enterprise, and intelligently control and manage home appliances based
on these data to realize energy saving and intelligence.

Intelligent transportation system docking: Grid companies can provide real-time accurate data such as
the location of power vehicles and power consumption to the intelligent transportation system through the
API interface. The intelligent transportation system can carry out intelligent scheduling and management of
power vehicles based on these data to improve operational efficiency and service quality.

Smart environmental protection system docking: Through the API interface, power grid companies can
provide power consumption data and power emission data from industrial enterprises to the smart envi-
ronmental protection system. The smart environmental protection system can use these data to accurately
monitor and warn of environmental pollution and develop targeted environmental protection measures.
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2.2.3 Internal Management
Grid dispatch automation: In the grid dispatch automation system, the API interface is used to monitor

and control the operating status of the grid in real time. Dispatchers can use the API interface to obtain the
operating data of core equipment, analyze the trend fluctuations of the grid, and make real-time dispatch
decisions based on load changes.

Equipment maintenance and fault warning: Through the API interface, power grid enterprises can
realize remote monitoring and maintenance of power grid equipment. When equipment malfunction or
abnormality occurs, the API interface can send real-time warning information to the relevant personnel, so
as to carry out timely maintenance and processing.

Data analysis and report generation: Grid enterprises can utilize API interfaces to integrate internal data
for operational analysis and report generation. These reports can help enterprises understand the operation
status, identify problems and formulate improvement measures.

API popularity also brings network security risks, hackers can use API vulnerabilities to carry out
attacks, steal data or damage the system. API call sequences, as a meticulous mapping of software functional
behaviors, and their characterization can reveal the behavioral characteristics of malware. During the execu-
tion of various types of malicious attacks, malware generates rich API call sequences, which constitute the key
data basis for malware detection. Through in-depth analysis of these API call sequences, API call sequences
with malicious attack characteristics can be identified by combining their behavioral characteristics, and
further based on the comparison of their behavioral characteristics with historical data, the detection and
identification of different malware can be realized [36], thus ensuring the safe and stable operation of multiple
intelligent terminals within the power IoT.

2.3 Deep Learning-Based Malware Detection Process
Deep learning-driven malware detection is essentially learning the features of the data, learning by

fitting the feature space, feeding the data into the fitted model for classification or clustering, and ultimately
achieving the effect of detection. In this paper, the detection of malware is defined as five parts, and the
specific process is shown in Fig. 2.

Combined with the detection process shown in Fig. 2, the common steps for malware detection in IoT
include:

(1) Data collection. It is used for the collection of malware samples in IoT, which is collected and used for
the training and testing of the detection model, and the data collection is related to the performance of
the detection model. Comprehensive considerations should be taken into account while performing
data collection, such as whether the data is valid or not, and whether the diversity of data samples
is sufficient or not. The detection of malware in this paper requires the collection of both malware
samples as well as malicious traffic generated by malware.

(2) Data preprocessing. Used to process the collected dataset to make the data more compatible with the
input and training requirements of the model. For malware samples in IoT, the preprocessing section
needs to focus on solving problems such as irregular sample names, duplicate samples, and uneven
distribution of sample types. For network traffic data in IoT, the focus in the preprocessing part is on
solving problems such as message duplication, incomplete messages, network flow aggregation, and
message statistics.

(3) Constructing detection models. It is used to construct machine learning, deep learning models for
the detection of malware. Model construction is the core part of the whole system framework, the



196 J Cyber Secur. 2026;8

constructed classifier is used to classify the input samples, and the classifier is necessary to achieve
malware detection.

(4) Model training, evaluation, optimization and improvement. This step is the key part of the whole
system architecture and will be preprocessed data as input to the constructed model for model training,
in the training process the parameters of the model are continuously adjusted and optimized until the
end of model convergence (specific case analyses are discussed in Section 4).

Figure 2: Malware detection flowchart.

3 IPSO-LSTM Model

3.1 LSTM
LSTM denotes a recurrent neural network with long/short-term memory architecture, operationally

analogous to Recurrent Neural Network (RNN). As shown in Fig. 3, A represents the basic structural unit
of recurrent neural network-recurrent kernel, and every time a new input x is read into the recurrent
kernel block, the state h will be updated. LSTM incorporates gated mechanisms to regulate temporal
dependencies within RNN architectures; this structural enhancement mitigates long-sequence gradient
vanishing while enhancing sequence modeling efficacy. Fig. 4 demonstrates the LSTM’s gated recurrent
architecture, comprising three core modules: forget gate, input gate, and output gate.

In Fig. 4, σ represents the activation of the sigmoid function and tanh represents the activation of the
tanh function. The forget gate activates the sigmoid function by splicing the cyclic kernel state ht−1 at the
moment t − 1 and the input data xt at the moment t. It generates the data between 0–1, which represents the
ratio of the output Ct−1 at the moment t − 1 retained at the moment t. The sigmoid function is activated at
the moment t − 1 by splicing the input data xt.
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Figure 4: The gate control unit structure of LSTM.

The input gate is divided into two parts, the sigmoid function determines the ratio of data update; the
tanh function generates the candidate value C̃t at the moment t. The output gate generates a new high-
dimensional vector from the cyclic kernel state ht−1 at the moment t and the input data xt at the moment t,
and then passes through the sigmoid function to get the corresponding output ratio; the data on the conveyor
belt passes through the tanh function to get the between −1 and 1 vector; finally, the loop kernel state ht at
moment t is determined. Where, the three gates of the LSTM are calculated as follows:

ft = σ (wf ⋅ ht−1 +wf ⋅ xt + bf) (1)
it = σ (wi ⋅ ht−1 +wi ⋅ xt + bi) (2)
ot = σ (wo ⋅ ht−1 +wo ⋅ xt + bo) (3)

where, ft, it, ot are the corresponding gate state operation results, all are numbers between 0 and 1,
representing the corresponding output ratios; wf , wi, wo are the corresponding gate weight matrices, which
are based on the correlation coefficient matrices generated during the training of the model; bf , bi, bo are the
corresponding gate bias terms, which belong to the trainable parameters of the model, as do the gate weight
matrices. The outputs of the LSTM cyclic kernel layer at the moment t are determined by the state of the
conveyor belt and the output gate are determined by the following formula:

C̃t = tanh (wC ⋅ ht−1 +wC ⋅ xt + bC) (4)
Ct = ft ⋅ Ct−1 + it ⋅ C̃t (5)
ht = ot ⋅ tanh (Ct) (6)

where, C̃t is the state of the cyclic core unit at the moment t; wC is the state weight matrix of the cyclic core
layer; and bC is the state bias term of the cyclic core layer.

3.2 IPSO-LSTM
3.2.1 IPSO Algorithm

Particle Swarm Optimization (PSO) facilitates model parameter optimization in malware detection
research. In the PSO algorithm, the optimization direction of the particle (potential solution) in the D-
dimensional goal search space (solution space) is affected by three factors: the speed of the last iteration,
individual cognition and group orientation. Individual cognition is that the particle adjusts the optimization
direction of the next iteration according to its own learning; group orientation is that the particle adjusts
the optimization direction of the next iteration according to the optimal course of action of the group. As
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a result, parameters such as inertia weight and acceleration factor can be introduced to describe the speed
update and position update of the ith particle:

Vi j (k + 1) = ωVi j (k) + c1r1 (k) [pi j (k) − xi j (k)] + c2r2 (k) [pg j (k) − xi j (k)] j ∈ D (7)
xi j (k + 1) = xi j (k) + Vi j (k + 1) j ∈ D (8)

where, Vi j (k) represents the j-dimensional velocity component of the ith particle at the kth iteration; ω is the
inertia weight of the particle iteration; c1, c2 are the acceleration factors of the particle iteration; r1, r2 represent
random numbers between 0 and 1; pi j (k) represents the j-dimensional component of the local optimal
position of the ith particle at the kth iteration; xi j (k) represents the j-dimensional position component of
the ith particle at the kth iteration; pg j (k) represents the j-dimensional component of the overall optimal
position of the ith particle at the kth iteration.

In the traditional PSO algorithm, the particles in the solution space update their flight speed and
position according to their own search trajectories and those of other particles. In this paper, an improved
particle swarm algorithm is proposed by optimizing the inertia weights and acceleration factors. These
parameters are dynamically adjusted and can be optimized with the increase in the number of iterations,
with the specific formula as follows:

ω (k) = ωmax − (ωmax − ωmin) (k/Tmax)
2 (9)

c1 (k) = c10 − (c10 − c11) (k/Tmax) (10)
c2 (k) = c20 − (c20 − c22) (k/Tmax) (11)

where, ω (k), c1 (k) and c2 (k) represent the inertia weights and acceleration factor of the particle at the
kth iteration, ωmax and ωmin represent the maximum and minimum values of the inertia weights, and c10,
c20 and c11, c22 represent the initial and final values of the acceleration factor, respectively. Specifically,
the design of multi-linear decreasing inertia weights enables PSO to initiate global exploration of the
hyperparameter space from a higher value. Nonlinear descent allows for a relatively extended exploration
phase before transitioning rapidly to a lower for subsequent iterations focused on local refinement, thereby
helping to avoid premature convergence. The adaptive acceleration coefficient ensures that, as the search
progresses, particles gradually shift their dependence from their own historical best positions to the
global optimum within the swarm. This promotes initial diversity and ultimately fosters consensus. By
incorporating these enhanced strategies, the PSO algorithm can more rapidly identify optimal solutions for
model hyperparameters, thereby improving computational efficiency and detection performance.

3.2.2 IPSO-LSTM Model
The proposed IPSO-LSTM architecture for malware detection employs normalized API call sequences

as feature vectors, with cross-validation-driven stratified partitioning of malware behavioral data into
training-test subsets. Before training the model, IPSO is introduced to optimize four hyper-parameters of
the LSTM model: hidden layer size (units), learning_rate, batch_size, dropout_rate, and to trade-off between
the particle’s ability to search for optimal results and local search. The ability of global search and local
search addresses inherent constraints in conventional optimization optimizers to a certain extent. Adjusting
hyperparameters operates by effectively enhancing the critical diagnostic model’s diagnostic efficacy, such
as the optimization of batch size, which can make the direction of model gradient descent more accurate,
thus improving the training speed. The operational pipeline of the cyber threat intelligence architecture
integrating IPSO-LSTM is shown in Fig. 5, and the specific diagnostic validation as follows:
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(1) Read the API call sequence data, perform data preprocessing, and divide it into test set and training
set according to the ratio of 8:2 (It should be noted that this test set is not utilized at all during the
entire model development and hyperparameter optimization process; it is reserved solely for the final
performance reporting);

(2) Initialize the hyperparameter optimization interval and step size, configure the swarm cardinality
parameters and experimental iterations for PSO optimization;

(3) Input the training set, LSTM is trained according to the data in the training set to construct the malware
detection model;

(4) Randomly generate the hyperparameter particle population in the optimization interval according to
the step size and input the results into the LSTM model;

(5) Search for the optimal particles of the population and calculate the detection and recognition accuracy,
i.e., the particle fitness;

(6) Compare the current particle fitness with the global optimal particle fitness, update and record the
global optimal particle;

(7) Update the particle iteration speed, position and inertia weights according to Eqs. (7)–(9);
(8) Check if the program has run the set number of times. If not, repeat steps (4) (5) (6) (7); if yes, input

the test set, test the model performance, and output the optimization results and diagnosis accuracy.
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Figure 5: IPSO-LSTM detection and identification process.

Additionally, to more clearly describe the parameter configuration and algorithm execution flow of the
proposed IPSO-LSTM algorithm during malware detection, we provide a short pseudocode for IPSO-LSTM
in Algorithm 1.



200 J Cyber Secur. 2026;8

Algorithm 1: IPSO-LSTM for malware detection
Input:

1) Dataset D = {(X_i, y_i)} where X_i is API call sequence, y_i ∈ {1, . . ., 8} is malware family label.
2) Hyperparameter search spaces (see Table 1).
3) IPSO parameters: population_size = 20; max_iter = 30; ωmax = 0.9, ωmin = 0.4;

c10 = 2.5; c20 = 0.5; c11 = 0.5; c22 = 2.5; λ = 0.001
4) Fixed random seed = 42 for all stochastic operations.

Output:
1) Trained IPSO-LSTM model with optimal hyperparameters.
2) Performance metrics for Malware Detection.

Abbreviated Procedure:
Data Preparation:
1) Set random seed = 42.

1: 2) Stratified 5-fold split: Partition D into 5 disjoint folds (G1, . . ., G5) preserving
class distribution.

3) For each fold as test set, combine remaining 4 folds as training data→ 5 evaluation runs.
IPSO Hyperparameter Optimization (for a given training set):
1) Initialize population P of size 20 with random particles.

Each particle position p = (h_hidden, h_lr, h_batch, h_dropout) within bounds.
Each particle velocity v initialized randomly in [−step, step] per dimension
(step = (ub − lb)/10).

2) For iteration k = 1 to max_iter:
Build LSTM model with hyperparameters p_i
Perform 5-fold cross-validation on training set

2: Record training time t_i for the CV process.
Compute fitness fit_i = F1_cv − λ * t_i (Eq. (16)).
Update personal best pbest_i if fit_i > pbest_fitness_i
Update global best gbest if fit_i > gbest_fitness.
Update inertia weight ω(k) = ω_max − (ω_max − ω_min)*(k/max_iter)ˆ2 (Eq. (9)).
Update acceleration coefficients: (Eq. (10))

c1(k) = c10 − (c10 − c11)*(k/max_iter)
c2(k) = c20 − (c20 − c22)*(k/max_iter)

3) Return gbest (optimal hyperparameters).
Final Model Training and Evaluation (for each fold):

1) Let train_data = 4 folds, test_data = 1 held-out fold.
2) On train_data, perform IPSO optimization (Step 2) to obtain best

hyperparameters H* (hidden layer size, learning_rate, batch_size, dropout_rate).
3: 3) Retrain LSTM on full train_data using H* with same optimizer settings.

4) Evaluate final model on test_data:
Compute precision, recall, F1 per class, macro-F1, weighted-F1, and confusion matrix.

5) Repeat for all 5 folds.
6) Report mean and standard deviation of metrics across 5 folds.

4: Output Results.
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Table 1: Super parameter optimization interval.

Hyperparameter Euclidean Interval Search Steps
Hidden layer size [40, 80] [−4, 4]

Learning rate (0.1, 0.01, 0.001) 1
Batch_size [8, 30] [−2, 2]

Dropout rate [0.2, 0.5] [−0.01, 0.01]

4 Analysis of Examples

4.1 Experimental Design
The experimental setup in this study leverages Python and the TensorFlow framework for deploying the

introduced malware detection system. The comparison is performed on a data workstation equipped with a
CPU model Inter(R) Core (TM) i7-10700, 2.90 GHz, 16 GB of RAM, and an NVIDIA GTX2080 GPU with 4G
video memory. The comparative benchmark models involved in the experiments are Convolutional Neural
Network (CNN) [37], Gate Recurrent Unit (GRU) [38], and XGBoost [39]. The experiments in the paper
use the public dataset Mal-API-2019 [40] by Turkish scholars, a public malware dataset generated by Cuckoo
Sandbox based on the analysis of Windows system API calls, and is available for deep learning algorithms
to be trained for malware identification. The dataset records the API call logs of eight types of mal-wares.
These are analyzed to mask their illegal behavior by analyzing the meaningless opcodes of malicious soft
additions such as artifacts and assembly parts. Besides, the key implementation parameters and settings for
the IPSO-LSTM model proposed in this study are as follows:

(1) API Call Sequence Encoding: All unique API function names in the dataset are constructed into a
vocabulary. Each API call is mapped to an integer index within this vocabulary, and each index is
converted into a 128-dimensional dense vector.

(2) Sequence Length and Padding: After analyzing all API call sequences in the dataset, the maxi-
mum sequence length is set to 500. Sequences shorter than 500 are padded with zeros at the end;
sequences longer than 500 are truncated, retaining the last 500 calls, as recent calls are typically more
representative of the current behavioral state.

(3) Optimizer and Loss: The Adam optimizer was selected as the base optimizer for the LSTM model. Its
initial learning rate (learning_rate) is one of the hyperparameters optimized by the IPSO algorithm
(search range shown in Table 1). Model training employs a categorical cross-entropy loss function.

(4) Randomness Control: We uniformly set the random seed for TensorFlow to 42.
(5) The model is trained as an 8-class classifier, corresponding to the 8 malware families in the Mal-API-

2019 dataset.

The dataset studied in this paper focuses on malware threats for Microsoft systems, covering API
call information including eight types of malwares such as Spyware, Trojan, and Worms. Fig. 6 shows the
distribution of the data samples of the eight categories of mal-ware included in Mal-API-2019, totaling 7107
samples, of which, the Adware mal-ware has the lowest number, this is since the real adware revenue depends
on the number of user views and downloads, and the implantation of malware will affect the software’s word
of mouth, resulting in the decrease of user views and downloads, so in the advertisement series of software
there are not exist too much malware. The samples of the remaining seven categories of malware are nearly
evenly distributed.
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Figure 6: Mal-API-2019 dataset distribution map.

4.2 Data Preprocessing
Data preprocessing operations must also be performed on the data samples before training the model.

First, data masking should be applied to the data samples. Specifically, before the malware API calls the
feature input model, it is necessary to mask some of the data, input the unmasked part of the data into the
model for training, and then predict the masked data through the model after the training is completed, to
achieve the purpose of verifying the model’s malware recognition results.

The purpose of data masking treatment is similar to that of the attention mechanism, both of which
help the model to improve the feature grasping ability of the mod-el. In the paper, the Mal-API-2019 dataset
is masked with 20%, and among the 1421 sets of masked samples, 80% of the data are set to −1, 10% of the
data are set to random numbers, and the remaining 10% of the data are not processed in any way. This allows
the model to learn rich, contextual representations of API call sequences before fine-tuning on the labeled
classification task, it helps the model understand the semantic relationships between API calls, leading to
more robust feature extraction for classification.

Finally, to better compare the malware recognition performance of different models, the paper compre-
hensively evaluates the performance of the models in terms of Precision, Recall, and F1 scores, as well as the
confusion matrices of the eight types of malware recognition results. The specific formula is:

Precision = TP
TP + FP

(12)

Recal l = TP
TP + FN

(13)

F1 =
2 ∗ Precision ∗ Recal l

Precision + Recal l
(14)

In the multi-classification task addressed in this paper, F1 scores can be further categorized into Macro-
F1 and Weighted-F1, denoted as F M

1 and FW
1 , respectively. The corresponding calculation formulas are as

follows:

F M
1 =

1
m

m
∑
i=1

F1 (i) (15)

FW
1 =

m
∑
i=1

Ni

N
∗ F1 (i) (16)
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where, m denotes the number of categories, with m = 8 in this paper; F1 (i) represents the F1 scores for the
ith category; N denotes the total number of samples; Ni denotes the number of samples in the ith category.

4.3 Calculus Analysis
In a multi-objective classification task, the classification performance of a model not only depends on

its network architecture but is also determined by its hyperparameters. For this reason, the present work
implements a metaheuristic optimization framework for systematically refining the model’s hyperparameter
configuration, thereby elevating computational detection efficacy against polymorphic malware variants.
Leveraging swarm intelligence principles, the PSO-based optimization framework navigates the solution
landscape through dynamic modulation of swarm individuals’ positional dynamics and convergence thresh-
olds. This metaheuristic process enables automated hyperparameter configuration for adversarial malware
detection systems while ensuring Pareto-optimal performance realization in polymorphic threat scenarios.

Nevertheless, canonical swarm optimization methodologies exhibit inherent limitations in escaping
suboptimal attractors due to premature convergence characteristics, particularly when navigating high-
dimensional non-convex solution landscapes prevalent in adversarial malware detection scenarios. This
study enhances PSO via dynamic inertia-acceleration adaptation, with optimized LSTM hyperparameter
ranges specified in Table 1 derived from adversarial gradient constraints. The optimality-seeking dimension
is 4 (the position vector of a particle in PSO has a dimension of 4, corresponding to the four parameters to
be optimized in Table 1).

Reference [41] employs a self-supervised training algorithm to estimate the next representation of
data points, then constructs a loss function using these points to enhance the training of the proposed
CNN classification algorithm. Similarly, we refine the fitness function of the PSO to improve the training
effectiveness of the LSTM model. The LSTM is trained using the Mal-API-2019 dataset, and the fitness of
the IPSO algorithm is proposed by combining the F1 scores of the malware recognition results and the
training time, with the fitness metric derivation mathematically formalized in Eq. (16) under conjugate
duality constraints.

f it = F1 − λ ⋅ t (17)

where fit is the population fitness; λ is the penalty factor, and t is the training time. Particularly, in the IPSO
hyperparameter optimization loop, we employ K-fold cross-validation (K= 5) on the training set. Specifically,
for each set of candidate hyperparameters (particles), we perform 5-fold cross-validation on the training set
for the corresponding LSTM model and compute the average validation F1 score as its fitness value.

4.3.1 Comparison of Hyperparameter Optimization Results
In the experimental design of this section, the comparison models we set up include: standard LSTM

(default hyperparameters), random search-optimized LSTM, PSO-LSTM, and IPSO-LSTM (this paper).
Additionally, all models utilize the dataset introduced in Section 4.1. Specifically, we divided the original
7107 data samples into five groups for experimentation, ensuring that the proportion of different sample
types within each group perfectly matched the distribution shown in Fig. 6. Based on this, we conducted
experiments comparing hyperparameter optimization results across the four models designed earlier. It
is worth noting that the five data groups were tested on each model individually, meaning each model
underwent five tests. The final test results represent the average of these five tests and are statistically presented
as (mean ± std). The experimental results are shown in Table 2.
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Table 2: Experimental results display (5 groups-mean ± std).

Models Precision Macro-F1 Weighted-F1

Standard LSTM 0.78 ± 0.015 0.75 ± 0.02 0.77 ± 0.01
Random Search-LSTM 0.86 ± 0.008 0.83 ± 0.01 0.84 ± 0.01

PSO-LSTM 0.88 ± 0.006 0.86 ± 0.01 0.87 ± 0.01
IPSO-LSTM 0.91 ± 0.004 0.90 ± 0.01 0.91 ± 0.01

As shown in Table 2, the performance of the LSTM model demonstrates a progressive and significant
improvement as the hyperparameters are upgraded from the “default” setting to the “optimization strategy
based on IPSO”. Specifically, the standard LSTM (default) achieved a precision of only 78.2 ± 1.5%, macro F1
of 0.75 ± 0.02, and weighted F1 of 0.77 ± 0.01. This indicates that without hyperparameter optimization, the
model’s generalization capability is severely constrained. Random Search-LSTM, through random sampling
of 50 parameter sets, improved precision to 85.6 ± 0.8%, with macro F1 and weighted F1 rising to 0.83 ± 0.01
and 0.84 ± 0.01, respectively; After introducing PSO for hyperparameter optimization, the LSTM model’s
performance was further enhanced, with all relevant evaluation metrics increasing.

4.3.2 Ablation Experiment
In the ablation experiment design of this section, we constructed a series of variant models using the

variable control method to quantitatively analyze the impact of three factors (IPSO, masking operation, time
penalty term) on model performance. The model variants are shown in Table 3. Similarly, all models in
this section employ the same dataset and testing methodology as described in Section 4.3.1. We present the
comparative results of the ablation experiments using bar charts, as shown in Fig. 7.

Table 3: Model variant configuration for ablation experiments.

Model Variants Configuration Instructions

IPAO-LSTM The method proposed in this paper: IPSO optimization of hyperparameters +masked pre-training task +
fitness function incorporating a temporal penalty term.

Variant 1 (V1) Replace IPSO with PSO for hyperparameter optimization, with all other settings identical to the full model
(masking + temporal penalty).

Variant 2 (V2) Remove masking operations; otherwise, identical to the full model (IPSO + time penalty).

Variant 3 (V3) The fitness function removes the time penalty term, while other components remain identical to the
complete model (IPSO +masking).

In Fig. 7, “Iterations” refers to the number of iterations at convergence, includes the sum of the iteration
counts for five sets of data. We compared the performance of models V1, V2, and V3 against the detection
capabilities of IPSO-LSTM. It is evident that: (1) Compared to “V1”, the IPSO-LSTM model achieved higher
precision, macro F1, and weighted F1 scores by 0.032, 0.04, and 0.04, respectively, indicating that IPSO’s
adaptive mechanism outperforms standard PSO. (2) When comparing the full model with “V2”, the full
model’s macro F1 and weighted F1 increased by 0.03 and 0.02, respectively. This demonstrates that masking
operations help the LSTM model uncover latent features in the data, address the sparsity of raw data, and
enhance the model’s robustness in extracting target features. (3) When comparing the full model with “V3”,
the full model achieved varying degrees of superiority in precision, macro F1, and weighted F1. Although the
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convergence iterations increased, this represents the training cost incurred by IPSO’s optimization strategy
to avoid premature convergence into local optima.

Figure 7: Comparison results of the ablation experiment.

4.3.3 Performance of the IPSO-LSTM
It should be specifically noted that, our enhancements to PSO are not isolated modifications but part

of an integrated strategy encompassing: (a) multi-linear decaying inertia weights to improve convergence,
(b) adaptive acceleration coefficients, and (c) a novel fitness function that jointly optimizes accuracy and
computational efficiency—critical considerations for IoT edge deployments. In the aforementioned exper-
iments, the effectiveness of the proposed method in enhancing the LSTM model has been demonstrated.
This section will further validate the superiority of the proposed method in the task of malware detection.
In this paper, the penalty factor is set to 0.001, the data of Fig. 6 is input into the LSTM model, the model
hyperparameters are optimized using PSO and IPSO under the same initial parameter conditions, with
both optimizers’ convergence profiles rigorously evaluated to confirm performance gains, as empirically
demonstrated in Fig. 8.

Figure 8: Comparison chart of searching for excellence.
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As can be seen in Fig. 8, the IPSO algorithm outperforms the PSO algorithm both in terms of efficiency
of optimization search or getting rid of local optima. In 30 iterations, the IPSO algorithm gets rid of the local
optimum five times in total, which is better than PSO’s two times.

In addition, the final fitness of IPSO is 0.94, which is better than PSO’s 0.92. It can be seen that in a
limited number of iterations, IPSO has a good optimality finding performance compared to PSO.

Fig. 9 delineates the malware classification efficacy of our engineered IPSO-LSTM framework evaluated
on the Mal-API-2019 cybersecurity corpus. In the paper, a standardized data partition (an 8:2 split) is
employed, where the graphical outputs present the test set’s confusion matrix. From the experimental results,
it is easy to see that the proposed model can accurately recognize 8 types of malwares, and there is only
a subtle degree of omission and misdetection in different malware recognition tasks. Among them, Trojan
has the highest recognition efficiency, with the number of false detections being 3 and the number of
missed detections being 10; the rest of the malware’s recognition accuracy rate is also above 90%. Since two
different types of malware may share similar covert network communication patterns within API sequences,
this can lead to confusion during model detection. Furthermore, the core of IPSO-LSTM is temporal
modeling, which overlooks statistical features of API sequences (such as call frequency). When the length of
malicious API sequences exceeds the memory window of the LSTM, it results in both false detections and
missed detections.

Figure 9: Confusion matrix diagram for the test set.

In the concluding validation phase, comparative trials with state-of-the-art methods are systematically
performed to confirm the effectiveness of our developed approach. Ref. [36] constructs a system call
vocabulary and uses convolutional neural networks to train pre-labeled data for the malware identification
task; Ref. [37] proposes a scalable deep learning-based detection mechanism that effectively identifies
multiple types of malware attacks using gated loop units; Ref. [38] converts malware classification into a
decision tree classification task and uses malware data to train XGBoost model. Based on the three types
of evaluation metrics proposed in Part B, Fig. 10 presents the results from the comparison experiments of
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various malware detection models. Here, subgraph a compares the precision of detection for the eight types
of malwares; subgraph b compares the recall of detection for the eight types of malwares; and subgraph c
compares the F1 scores for the detection of the eight types of malwares. From the three metrics of Precision,
Recall, and F1-score in the figure, it is easy to conclude that the proposed method is better than the remaining
three methods in recognizing the eight types of malwares. In particular, the F1-score of the IPSO-LSTM
malware detection results is above 0.92, and Dropper even reaches 0.97. Further, with other algorithmic
projects, IPSO is introduced in the paper to optimize the structure of the LSTM network, which improves the
applicability of the model in malware detection, thus improving the key features identified in the malware
API call sequences, and realizing the effective identification of 8 types of malwares.

(cc) F1-score

(bb) Recall

(aa) Precision

Figure 10: Comparison results of different models.
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5 Conclusion
In this paper, we propose a new solution to optimize LSTM using IPSO for malware detection.

The method innovatively adopts a multilinear decreasing weight strategy to improve the convergence
of traditional particle swarm algorithms, finds the globally optimal solution quickly and accurately. The
improved particle swarm algorithm optimizes the hyperparameters of the LSTM network, which enhances
the performance of the model in malware detection. In order to verify the effectiveness of the method, this
paper successfully constructs a stable and efficient malware detection model by training and testing the IPSO-
LSTM model with a public dataset, and the experimental results show that the model has excellent detection
performance, which provides a strong guarantee for the safe operation of the power mobile terminal.

Although the solution proposed in this paper has achieved significant results in malware detection,
there are still some limitations. First, the choice of dataset may affect the generalization ability of the model.
Although the public dataset used is representative, the model may not be able to cope with new types
of attacks as the variety of malware increases. For this reason, techniques such as generative adversarial
networks can be explored to generate more diverse malware samples and enrich the training dataset.
Second, the experiments utilized a Windows malware dataset. Direct application to non-Windows, resource-
constrained IoT firmware requires further engineering design to achieve low-resource or energy-efficient
deployment. Third, further development of lightweight model variants can enable true edge deployment and
testing on non-Windows, IoT-specific malware datasets (e.g., those based on ARM system calls), ultimately
achieving online detection through real-time processing of streaming API call logs.
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