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ABSTRACT: Zero-day attacks pose a significant threat to computer systems and networks as they exploit weaknesses
that have not been recognized by security professionals or software creators and for which there are no existing
protective measures. This study introduced an innovative method for identifying Zero-day attacks through a Recurrent
neural network model. To effectively mitigate these risks, not only is continuous monitoring essential, but also the
implementation of machine learning. The model was trained on network traffic data and leveraged on the ability of
Recurrent Neural Networks (RNNs) to learn complex patterns and identify anomalies that may indicate the presence of a
Zero-day attack. To enhance the model’s ability to generalize and accurately identify novel attack vectors that traditional
methods may overlook, we trained it on a dataset that includes both known and synthetically generated Zero-day attack
signatures. Our methodology involves preprocessing network traffic data to extract relevant features, which are then
fed into an RNN architecture. The RNN model was trained on a labeled dataset containing both normal and attack
traffic samples, allowing it to learn the fundamental patterns of benign and malicious network activity. The Recurrent
architecture of the model enables it to retain a memory of previous observations, making it well-suited for identifying
deviations from the expected network behavior in real-time. By leveraging the temporal dimension of network traffic
data, we enhanced the ability to identify novel threats and bolster the security of computer systems and networks. This
approach held the promise for mitigating the ever-evolving landscape of cyber threats and ensuring the integrity and
availability of critical digital infrastructure.
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1 Introduction
Today, political and commercial entities are increasingly engaging in sophisticated cyberwarfare to

damage, disrupt, or censor information content in computer networks. when designing network protocols,
there is a need to ensure reliability against intrusions of powerful attackers that can even control a fraction
of parties in the network. The advancement of technologies such as online banking, healthcare systems,
and e-commerce has significantly increased the exposure of organizations and individuals to a wide range
of cyberattacks, including Zero-day attacks. Traditional machine learning methods have limitations in
detecting Zero-day attacks because they primarily rely on labeled training data representing known attack
patterns. As a result, these models often struggle to identify previously unseen or evolving threats that
differ from the data used during training. Current approaches to addressing Zero-day attacks leverage
either machine learning/deep neural network techniques or anomaly-based detection methodologies. In an
increasingly interconnected and digitally reliant world, the threat of cyber-attacks looms larger than ever
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before. Consequently, an urgent requirement arises for advanced detection mechanisms that can proactively
identify such vulnerabilities before they can be exploited, thereby enhancing the overall security posture of
networks and systems.

Cybercriminals constantly devise new techniques to breach security measures and compromise the
confidentiality, integrity, and availability of data and systems. One particularly challenging category of
cyber-attacks is Zero-day attacks, which exploit vulnerabilities that are previously unknown to security
experts and, so, lack readily available countermeasures. Moreover, traditional strategies often fall short in
their ability to quickly adapt to new attack patterns, underscoring the necessity for more sophisticated
methods like Recurrent Neural Networks, which can effectively learn and predict potential exploits from
historical data and behavioral patterns within network traffic. To address this critical security challenge,
there is a growing need for advanced and adaptive approaches capable of detecting Zero-day attacks.
Cybersecurity threats encompass any acts intended to disrupt, disable, destroy, or maliciously control a
computing environment or infrastructure. The primary function of information security is to protect the
digital data being transferred across networks from disclosure, alteration, destruction, manipulation, and
unauthorized access. Machine learning and deep learning methods, especially RNNs, represent a specific
category of neural networks that excel in evaluating sequential data, which makes them highly suitable
for examining patterns in network traffic. By exploiting the temporal dependencies inherent in network
communication data, RNNs have the potential to learn and identify subtle, evolving attack patterns that often
elude traditional detection methods. The increasing complexity and frequency of cyber threats necessitate
the adoption of innovative methodologies that can keep pace with attackers’ evolving strategies, thereby
reinforcing the security frameworks of sensitive systems and infrastructures.

This research explored the use of Recurrent Neural Networks for the detection of cyber-attacks,
particularly Zero-day attacks. By leveraging the power of deep learning, the goal was to develop a system
that can autonomously identify malicious network activity without relying on predefined attack signatures.
This approach differs fundamentally from traditional Intrusion Detection Systems, which rely on databases
of known attack patterns and may fail to detect previously unseen threats. The developed system operates in
two key stages. First, it preprocesses network traffic data to create appropriate input sequences for the RNN,
effectively translating the network interactions into a format that can be processed by the neural network.
Second, the RNN-based anomaly detection component is responsible for identifying deviations from normal
network behavior. By capturing the sequential nature of network communications, the RNN model identified
anomalous patterns within the network traffic data that may be indicative of a previously unknown, or
Zero-day, cyber threat. This paper discussed the architecture, training, and evaluation of our developed
Recurrent Neural Network-based system for detecting cyber-attacks. We present empirical results comparing
the performance of our approach to traditional Intrusion Detection System techniques, demonstrating the
effectiveness and potential of employing RNNs in the ongoing effort to mitigate cyber threats, especially
Zero-day attacks. The adoption of these advanced machine learning methods holds promise to enhance
the security posture of organizations and networks by enabling proactive, adaptive, and robust detection of
cyber threats.

This study introduces a novel approach to Zero-day attack detection by integrating sequence-based
anomaly detection with synthetically generated attack patterns using a Recurrent Neural Network (RNN)
architecture. Unlike traditional intrusion detection systems that rely on static signatures or shallow machine
learning models, the proposed method leverages temporal dependencies in network traffic to identify subtle
deviations indicative of previously unseen attacks. The key novelty of this work lies in three aspects: (i)
the incorporation of synthetic Zero-day attack samples to enhance the model’s exposure to unseen threat
patterns, (ii) the use of Long Short-Term Memory (LSTM) networks to capture sequential behavioral
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characteristics of network traffic, and (iii) a comprehensive comparative evaluation against multiple baseline
machine learning models. This combination enables improved generalization and robustness in detecting
emerging cyber threats beyond known attack signatures.

The novelty of this study does not lie in the use of Recurrent Neural Networks alone, as RNN-
based intrusion detection has been extensively investigated in prior research. Instead, this work contributes
a structured framework for simulated Zero-day attack detection through three integrated components.
First, synthetic attack generation is employed to create attack behaviors that are absent from the original
training data, thereby approximating previously unseen threats. Second, network traffic is modeled as
temporal sequences using LSTM networks to capture behavioral dependencies that traditional machine
learning classifiers cannot adequately represent. Third, the study evaluates model robustness under out-of-
distribution attack scenarios, providing a more realistic assessment of Zero-day detection capability than
conventional train-test evaluations. This combination establishes a practical methodology for evaluating the
generalization capacity of intrusion detection systems against emerging cyber threats.

The structure of the article is as follows: Section 2 surveys existing literature relevant to the
study. Section 3 describes the proposed model for detecting Zero-day attacks. In Section 4, the algorithm is
explained in detail. Section 5 presents the experimental findings along with an analysis, and Section 6 offers
concluding remarks and potential avenues for future research.

2 Literature Review
This section reviews the literature on detection of Zero-day attacks using machine learning. We

reviewed the various approaches that exist. Researchers have explored a variety of techniques to address
the challenge of cyber-threat detection, including signature-based, anomaly-based, and hybrid approaches.
Signature-based detection systems use predefined patterns or signatures to identify known threats, while
anomaly-based systems aim to detect deviations from normal network behavior. Cybersecurity threats can
be broadly categorized into two types: known attacks and Zero-day attacks. Known attacks refer to those
that have been previously identified and for which protective measures have been developed. A Zero-
day attack refers to a cybersecurity threat that exploits previously unknown vulnerabilities in software or
systems, making it challenging to detect and mitigate. Zero-day attacks take advantage of undiscovered or
unpatched security vulnerabilities, making them difficult to detect using standard security tools. Studies
have shown a consistent rise in the occurrence of such attacks, emphasizing the need for more sophisticated
detection strategies.

Several approaches have been developed to address the detection of cybersecurity threats, including
signature-based, anomaly-based, and hybrid detection methods. We learned that signature-based detection
systems rely on predefined signatures or patterns that characterize previously identified threats in order
to detect known attacks. After a cybersecurity attack is identified, the signature is added to the database
as a recognized cyber-attack pattern. The system then compares the observed network traffic or system
behavior against the stored signatures to identify any matches, triggering an alert if a known threat is
detected. As a result, the growing prevalence of Zero-day attacks has significantly reduced the effectiveness
of Signature-based Intrusion Detection Systems (SIDS) as a reliable IDS approach. Signature detection
systems are effective in detecting identified attacks, they are not able to identify unknown or “Zero-day”
threats, as they require the availability of pre-defined attack signatures. Anomaly detection using a Recurrent
Neural Network (RNN) model involves identifying unusual patterns or deviations from normal behavior in
sequential data. RNNs are particularly suited for this task because they can capture temporal dependencies
and patterns in sequences, making them effective for analyzing time-series data, which is common in
anomaly detection scenarios [1].
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These systems define a model of typical system or network behavior and subsequently monitor for
notable departures from this established norm. When an anomaly is detected, the system triggers an alert,
allowing security analysts to investigate and mitigate the potential threat.

With the increasing complexity and volume of cybersecurity threats, traditional rule-based and
signature-based detection approaches have become less effective. Literature review shows that machine
learning algorithms such as supervised learning algorithms are trained on labeled data. Unsupervised
algorithms, on the other hand, do not require labeled data and instead aim to identify patterns in the
data to uncover anomalies. In recent years, deep learning, a sub-field of machine learning, has gained
significant attention for anomaly detection due to its ability to automatically extract complex features from
raw data without the need for manual feature engineering. Research has shown that machine learning-based
anomaly detection can effectively identify both known and unknown attacks, including Zero-day threats,
by learning patterns of normal behavior and detecting deviations from those patterns. The use of Recurrent
neural networks, a type of deep learning architecture, has been explored for the detection of Zero-day
attacks. Recurrent neural networks are a class of deep learning models particularly well-suited for processing
sequential data, such as network traffic or system logs. Deep learning, particularly using architectures like
Recurrent Neural Networks, has shown promise in capturing temporal dependencies in data, making it
especially suited for analyzing time-series data such as network traffic logs to detect Zero-day attacks, which
are characterized by [2]. Anomaly detection identifies patterns that deviate from established normal behavior
without requiring prior knowledge of attack signatures, thereby enhancing the system’s ability to adapt to
emerging network threats. It detects abnormal user activities and environmental changes that may indicate
potential attack patterns or previously unknown cyber threats [3].

Proposed Zero-Day Attack Detection Model
The proposed model for zero-day attack detection is shown in Fig. 1.
The research focused on exploring anomaly detection techniques leveraging Recurrent neural networks

to detect Zero-day attacks in network environments. A supervised learning model involves training on
labeled data to classify normal and anomalous traffic, while unsupervised learning models aim to identify
patterns in unlabeled data to detect anomalies without prior knowledge of attack signatures. Some key
anomaly detection techniques that will be investigated include supervised learning such as SVM and Forests
learn normal behavior from labeled data and then identify deviations as anomalies. Unsupervised Anomaly
Detection: Clustering-based approaches that group similar network traffic/events and flag outliers as
anomalies, as well as reconstruction-based models that learn to reconstruct normal data and flag high-error
instances as anomalies.

Deep Learning for Anomaly Detection: Leveraging the pattern recognition capabilities of deep neural
networks, particularly Recurrent neural networks, to learn complex representations of normal network
traffic and detect deviations that may indicate Zero-day attacks. The research will delve into the theoretical
underpinnings and empirical evaluation of these techniques to assess their effectiveness in detecting Zero-
day attacks in real-world network environments [4]. The supervised learning algorithm includes k-nearest
neighbors (KNN), support vector machines, and random forests. The unsupervised learning algorithms
include k-means clustering, principal component analysis, and autoencoders.

Despite the promising performance of deep learning techniques in intrusion detection, several limita-
tions remain evident in existing approaches. Many models suffer from overfitting due to reliance on static
and imbalanced datasets, limiting their ability to generalize to unseen attack patterns. Additionally, a number
of deep learning-based intrusion detection systems focus primarily on classification of known attacks rather
than true anomaly detection, thereby reducing their effectiveness in Zero-day scenarios [4]. Furthermore,
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existing models often fail to adequately capture temporal dependencies in network traffic, especially when
non-sequential architectures are employed. In contrast, the proposed RNN-based approach addresses these
limitations by leveraging LSTM networks to model sequential dependencies, incorporating synthetic data to
improve exposure to novel attack behaviors, and emphasizing anomaly-based detection rather than signature
matching, thereby enhancing its capability to detect Zero-day attacks.

Figure 1: Zero-day detection model.

“Zero-day” is a software vulnerability that is unknown to the software vendor or Internet community,
and thus no patch or solution is available for the vulnerability. Zero-day attacks, which exploit previously
unknown vulnerabilities in software or systems, pose a significant challenge for traditional signature-based
intrusion detection systems [5].

These attacks often leave no trace in the existing attack signature databases, making them difficult to
detect using conventional techniques. Detecting Zero-day attacks is inherently difficult due to:
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1. Lack of Known Signatures: These attacks target undisclosed vulnerabilities, providing no identifiable
patterns for signature-based detection systems.

2. Dynamic Behavior: Zero-day exploits often evolve to bypass static defenses, limiting the effectiveness
of traditional intrusion detection approaches.

3. Evasion Techniques: Attackers may use advanced evasion techniques, such as polymorphism or
obfuscation, to circumvent detection.

4. Low Volume: Some Zero-day attacks may generate low volumes of network traffic, making them difficult
to distinguish from legitimate activity using anomaly-based detection.

Addressing the challenge of Zero-day attacks requires a more advanced approach to intrusion detection,
such as machine and deep learning. These approaches aim to build models of normal system behavior and
identify anomalies that may indicate Zero-day threats. RNN are well-suited for detecting Zero-day instances,
since they learn complexities in IT environment, and they can identify deviations from the learned model
of normal behavior. The most popular Zero-day attack is the Print Spooler vulnerability attack which affects
Microsoft Windows operating systems where hackers are able to run arbitrary code on devices with Print
Spooler enabled. RNN are a class of neural networks that are particularly well-suited for processing data, e.g.,
traffic logs. Recurrent neural networks, such as LSTM and Gated Recurrent Units, can effectively capture the
temporal dependencies and patterns in network traffic data, making them a promising approach for detecting
Zero-day attacks [5].

Detecting Zero-day attacks is achieved by RNN through training systems on normal network traffic
data and then uses the developed a model to detect occurrences that substantially differ from the established
normal patterns. This can be achieved by calculating the reconstruction error or the prediction error of
the Recurrent neural network on new examples, with instances that exhibit high errors being identified
as anomalies. The models are trained on normal instances to learn a model of normal behavior. During
inference, the Recurrent neural network processes new network traffic data and identifies instances that
deviate significantly from the learned model of normality as potential anomalies or Zero-day attacks. The
effectiveness of Recurrent neural networks for anomaly detection has been demonstrated in several recent
studies. These studies have shown that Recurrent neural networks can outperform traditional machine
learning techniques, such as support vector machines and decision trees, in detecting complex, stealthy
attacks that do not have a well-defined signature. This can be particularly useful for detecting Zero-day
attacks, where the attack signature may not be known in advance [6].

The primary advantage of neural networks is their capacity to handle imprecise and uncertain data, as
well as their ability to derive insights from high-dimensional, complex data that may not be easily captured
by traditional statistical models. In comparing Recurrent neural networks with other machine learning
approaches, Recurrent neural networks have demonstrated superior performance in detecting anomalies
and Zero-day attacks in network traffic data. In one study, researchers found that Recurrent neural networks,
such as Long Short-Term Memory and Gated Recurrent Unit models, outperformed traditional machine
learning techniques, such as support vector machines and k-nearest neighbors, in detecting anomalies in
network traffic data [7].

The primary factors contributing to the enhanced performance of Recurrent neural networks in this
area are their ability to effectively capture temporal dependencies and intricate patterns in network traffic
data which is crucial for identifying Zero-day attacks that may not have a well-defined signature. Recurrent
neural networks can learn a more comprehensive model of normal behavior by considering the context and
history of the network traffic, rather than just isolated instances. They can generalize and identify previously
unseen patterns, which is important for detecting Zero-day attacks that may not have been observed during
the training phase [8].
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Novel Attack Vector
In the context of this study, a novel attack vector refers to a network attack behavior whose feature

distribution and temporal characteristics differ significantly from attack instances observed during model
training. Unlike traditional attack signatures that are explicitly represented in training datasets, novel attack
vectors are generated by modifying traffic attributes, communication patterns, packet timing characteristics,
and protocol behaviors to create previously unseen attack manifestations. The objective is to simulate
realistic variations of cyber-attacks that intrusion detection systems may encounter after deployment.
Therefore, the term “novel attack vector” in this research does not imply the discovery of an entirely new
software vulnerability but rather the generation of previously unseen behavioral patterns that challenge the
generalization capability of the detection model.

Fig. 2 illustrates the architecture of a Recurrent Neural Network (RNN), highlighting how sequential
data is processed through recurrent connections that enable the network to retain information from previous
inputs. This memory capability makes RNNs particularly suitable for tasks involving time-series data, natural
language processing, and sequence prediction.

Figure 2: Recurrent neural network illustration.

3 Methodology
This study employed a Recurrent Neural Network (RNN), specifically Long Short-Term Memory

(LSTM) networks, to detect Zero-day attacks in network traffic. The methodology involved a quantitative
experimental research design, where network traffic data from the UNSW-NB15 dataset was collected,
preprocessed through feature selection, normalization, and encoding, and organized into time-series
sequences suitable for sequential modeling. These sequences were labeled as normal or malicious based on
known behaviors.

To ensure reproducibility, the following detailed configuration was used. The LSTM model architecture
consisted of two LSTM layers with 64 and 32 hidden units, respectively, followed by a dropout layer
(rate = 0.3) and a dense output layer with sigmoid activation. The model was compiled using the Adam
optimizer with a learning rate of 0.001, binary cross-entropy loss, and a batch size of 64. Training was
conducted for 50 epochs with early stopping (patience = 5 epochs) based on validation loss. The dataset
was split into training (70%), validation (15%), and testing (15%) using stratified sampling to preserve class
distribution. No preprocessing steps (e.g., normalization, encoding) were applied before the split to prevent
data leakage. Min-Max scaling parameters were fitted exclusively on the training set and transformed on
validation and test sets. All random seeds were fixed to 42 to enable exact replication. The experimental
design included comparative evaluation against traditional machine learning models such as Random Forest,
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XGBoost, SVM, and Logistic Regression to benchmark the RNN’s effectiveness in capturing temporal
patterns and detecting complex cyber threats, ensuring rigorous assessment of predictive accuracy and
generalization capability.

The UNSW-NB15 dataset was selected for this study because it provides a comprehensive representation
of modern network traffic and cyberattack scenarios. Unlike many traditional datasets, it contains a balanced
mixture of normal and malicious traffic generated in a controlled environment, ensuring diversity and
reliability. Furthermore, compared to datasets such as CICIDS, UNSW-NB15 offers a rich set of network
features and well-defined attack categories, making it highly suitable for training deep learning models to
detect both known and previously unseen cyber threats. These characteristics enhance the model’s ability to
generalize across diverse network environments and improve intrusion detection performance.
Research Contribution and Novelty

Unlike many existing intrusion detection studies that commonly evaluate models using conventional
random train-test partitioning approaches, where training and testing data may contain similar distributions
of attack characteristics, this study proposes a simulated Zero-day detection framework. The framework
introduces synthetic attack generation through controlled perturbation of attack attributes and temporal
patterns, enabling the creation of attack instances that differ from those observed during model training.
These generated attack samples are subsequently used to assess the model’s ability to generalize beyond
previously learned attack signatures and detect unknown threats. Therefore, the primary contribution of
this study is not merely the application of an LSTM architecture, but rather the integration of synthetic
attack generation, temporal sequence learning, and out-of-distribution evaluation into a unified Zero-day
detection framework.

The preprocessing phase involved multiple steps to ensure data quality and reproducibility. First, irrele-
vant and redundant features were removed using feature selection techniques based on correlation analysis.
Categorical variables were encoded using label encoding to transform them into numerical representations
suitable for model input. Numerical features were normalized using Min-Max scaling to ensure uniformity
across feature ranges and to improve convergence during training. The processed data was then transformed
into fixed-length time-series sequences to align with the requirements of the LSTM model. All preprocessing
steps were implemented using deterministic procedures, ensuring that the experimental setup can be reliably
reproduced in future studies.

The Developed Zero-Day Attack Detection Algorithm
Building on the model outlined in the preceding section, the proposed algorithm for detecting Zero-

day attacks is formulated. This algorithm leverages a Recurrent Neural Network (RNN), specifically a Long
Short-Term Memory (LSTM) network, to detect novel cyber threats within network traffic. The process
begins with the collection and preprocessing of network data, which is normalized and converted into time-
series sequences suitable for RNN input. These sequences are labeled based on known benign and malicious
behavior. An LSTM model is then constructed, featuring layers to learn temporal patterns, with dropout
applied to reduce overfitting and a sigmoid activation for binary classification [9]. The model is trained on
historical data and validated to ensure reliability. Once trained, it can analyze real-time or batch network
traffic, outputting a probability score for each sequence. If this score exceeds a defined threshold, the traffic is
flagged as a potential Zero-day attack. The model’s effectiveness is evaluated using metrics such as accuracy,
precision, recall, and F1-score. The description for the metrics is as follows

• Precision: Measures of how many detected attacks are attacks.
• Recall: Measures of how many actual attacks were detected.
• F1-Score: Harmonic mean of Precision and Recall.
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• Accuracy: Overall correctness of the model’s predictions.

Area under the Receiver Operating Characteristic curve
This approach enables the detection of novel threats by recognizing behavioral anomalies rather than

relying solely on known attack signatures. This proposed algorithm for Zero-day attack detection model is
illustrated in Fig. 3 below.

Figure 3: Zero-day detection model algorithm.

To simulate Zero-day attack scenarios, synthetic attack samples were generated by applying controlled
perturbations and transformations to existing attack patterns within the dataset. This included modifying
feature distributions, introducing noise, and altering temporal characteristics of network traffic sequences to
mimic previously unseen behaviors. These synthetic samples were designed to represent realistic variations
of potential attack strategies without replicating known signatures. By incorporating these generated samples
into the training process, the model was exposed to a broader spectrum of anomalous patterns, thereby
improving its ability to generalize and detect novel attacks. While synthetic data cannot fully replicate
real-world Zero-day exploits, it provides a practical approximation for evaluating model robustness in the
absence of true Zero-day datasets. Novel attack vectors were generated using controlled feature perturbation
techniques applied to known attack records within the UNSW-NB15 dataset. Specifically, numerical traffic
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attributes such as packet size, flow duration, packet rate, and byte transfer volume were modified within
statistically valid ranges derived from the dataset distribution. Temporal properties were altered by varying
packet arrival intervals and communication sequences to create new behavioral patterns. Additionally,
combinations of attack characteristics originating from different attack categories were merged to produce
hybrid attack scenarios not explicitly represented in the original dataset. These transformations resulted in
synthetic attack instances whose statistical characteristics differed from those of the training samples while
preserving realistic network behavior. The generated attack vectors were excluded from the training set and
used only during evaluation to assess the model’s ability to identify previously unseen threats.

To address the issue of class imbalance inherent in intrusion detection datasets, techniques such as
class weighting and resampling were employed during model training. Minority attack classes were assigned
higher weights to ensure that the model did not become biased toward the majority normal class. This
approach improved the model’s sensitivity to attack instances, as reflected in higher recall scores. However,
it also introduced a trade-off in the form of slightly reduced precision due to increased false positives, which
is a common challenge in anomaly detection systems.

To ensure that the model detects genuine Zero-day attacks rather than variations of known attack
patterns, the evaluation strategy incorporated testing on previously unseen data and out-of-distribution
samples. The model was trained on known attack patterns and normal traffic, while testing included both
standard test data and synthetically generated novel attack scenarios. By focusing on behavioral anomalies
and temporal deviations rather than predefined signatures, the model demonstrates the ability to identify
fundamentally new attack patterns, thereby aligning with the core objective of Zero-day detection.

4 Findings & Results
Dataset
The UNSW-NB15 dataset, developed by the Cyber Range Lab at the Australian Centre for Cyber Secu-

rity, serves as a widely used benchmark for assessing intrusion detection systems. It contains contemporary
examples of both benign and malicious network traffic, collected in a controlled setting using the IXIA Perfect
Storm tool. The dataset is divided into two primary segments: one for training and the other for testing, both
comprising a combination of normal and malicious records. We conducted an analysis of the dataset, and a
comparison between the training and testing sets is presented in the following Figure (Fig. 4).

Figure 4: Dataset analysis.

A critical clarification is warranted regarding the claim of Zero-day attack detection. In this study, “Zero-
day” is simulated by ensuring that the test set contains attack patterns that are not represented in the training
set, either by using the natural split of the UNSW-NB15 dataset (where certain attack families appear only
in the test partition) or by incorporating synthetically generated attack samples. However, we acknowledge
that this constitutes a simulation rather than detection of true Zero-day exploits, as real-world Zero-day
attacks involve unknown vulnerabilities rather than known attack families held out from training. While
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this limitation is common in the literature, future work should validate on truly novel attack data collected
after model deployment. The results presented here therefore demonstrate the model’s ability to generalize
to unseen variants of attacks, which is a necessary but not sufficient condition for real Zero-day detection.

The training dataset contains a higher proportion of attack instances compared to the testing dataset.
As a result, the model demonstrates excellent performance on the training data. However, its performance
slightly declines on the testing data, particularly in terms of precision. Despite this drop, recall remains high,
indicating that the model is effective at detecting attacks but may produce more false positives during testing.

The impact of class imbalance is evident in the observed performance metrics, where the model achieves
high recall but slightly lower precision during testing. This indicates that while the model is effective at
identifying the majority of attack instances, it may also classify some benign traffic as malicious. The
application of class weighting techniques contributed to improved detection sensitivity, which is particularly
important in cybersecurity contexts where missing an attack is more critical than raising false alarms.

Fig. 5 shows the performance comparison between the training and testing phases of the model. The
results indicate how well the model has learned from the training data and how effectively it generalizes to
unseen data during testing. A small difference between the training and testing performance suggests that the
model is well-fitted and not overfitting, whereas a large gap may indicate overfitting or underfitting [10,11].
Furthermore, evaluating models on unseen or out-of-distribution data is essential for assessing robustness
and real-world applicability [12,13]. Overall, the figure demonstrates the model’s ability to maintain consistent
performance across both datasets, reflecting its reliability and robustness in real-world applications.

Figure 5: Performance comparison for training vs. testing.

Fig. 6 illustrates the Receiver Operating Characteristic (ROC) curve for the dataset, which evaluates
the performance of the classification model at various threshold settings. The ROC curve plots the True
Positive Rate (sensitivity) against the False Positive Rate (1—specificity), providing insight into the trade-off
between correctly identifying positive instances and incorrectly classifying negative ones. A curve that is
closer to the top-left corner indicates better model performance, as it reflects a higher true positive rate and
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a lower false positive rate. Additionally, the Area Under the Curve (AUC) serves as a summary measure of
the model’s discriminative ability, where values closer to 1 indicate excellent performance. Overall, the figure
demonstrates the effectiveness of the model in distinguishing between classes within the dataset.

Figure 6: ROC curve for dataset.

Experimental Set Up
This research evaluates the effectiveness of conventional machine learning algorithms such as Logistic

Regression, Decision Tree, Random Forest, XGBoost, and Support Vector Machine (SVM) in comparison
with a Recurrent Neural Network (RNN) for identifying attacks within sequential network traffic data
using the given dataset. Model performance was assessed using common evaluation metrics, including
Precision, Recall, F1-Score, Accuracy, and ROC-AUC. The findings indicate that although certain traditional
models, particularly Random Forest and XGBoost, achieved high accuracy and strong overall classification
performance, the RNN demonstrated superior performance in terms of recall and ROC-AUC scores. This
suggests that while traditional machine learning models can effectively classify known attack patterns, the
RNN’s ability to capture temporal dependencies enhances its capability to detect complex and previously
unseen threats. This suggests that RNNs are more effective at capturing temporal patterns in network
traffic, leading to better detection of attacks, especially Zero-day attacks. However, traditional models may
offer better precision in some cases, indicating fewer false positives. Recent studies further emphasize that
AUC is an effective metric for evaluating the robustness and generalization of classification models across
datasets [14].

Overall, the RNN outperforms traditional models in handling sequential data, particularly when high
recall and robust detection capability are critical.

Results
This section outlines the experimental results, along with a comparison against other advanced anomaly

detection techniques.
Results (Table 1) for proposed model and other models
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Table 1: Performance comparison between proposed RNN model and other models.

Model Precision Recall F1-Score Accuracy ROC-AUC
Logistic Regression 0.92 0.89 0.90 0.91 0.94

Decision Tree 0.93 0.91 0.92 0.92 0.95
Random Forest 0.95 0.93 0.94 0.94 0.97

XGBoost 0.96 0.94 0.95 0.95 0.98
SVM (RBF Kernel) 0.94 0.90 0.92 0.93 0.96

Proposed RNN model 0.97 0.96 0.96 0.96 0.99

Note: The bold values represent best performing model.

Proposed RNN model emerging as the top performer across all metrics, including precision (0.97),
recall (0.96), F1-score (0.96), accuracy (0.96), and ROC-AUC (0.99). This suggests that the RNN effectively
captures complex patterns in the data, likely due to its ability to model sequential or nonlinear dependencies.
Among traditional models, Logistic Regression performs the weakest, though it still achieves reasonable
results, while Decision Tree and SVM (RBF Kernel) show comparable performance, with the SVM exhibiting
a slight edge in ROC-AUC (0.96 vs. 0.95). Ensemble methods like Random Forest and XGBoost significantly
outperform simpler models, with XGBoost nearly matching the RNN in performance (ROC-AUC: 0.98,
F1: 0.95). This highlights the advantage of ensemble techniques in improving predictive accuracy. However,
the choice of model may depend on factors such as computational efficiency, interpretability, and dataset
size. While Recurrent Neural Networks (RNNs), introduced through early contributions by researchers such
as Rumelhart, Hinton, and Williams, have demonstrated effectiveness in processing sequential data, Long
Short-Term Memory (LSTM) networks developed by Hochreiter and Schmidhuber address key limitations
of traditional RNNs by improving long-term dependency learning. In comparison, gradient boosting
models such as XGBoost provide a robust and scalable alternative for classification tasks in real-world
applications [15].

5 Discussion
In this section, we discuss the results of this study which include the experiments done with the

proposed model and the other models. The discussion highlights that the proposed RNN model outperforms
traditional machine learning techniques in detecting Zero-day attacks due to its ability to capture temporal
dependencies in network traffic. While models such as XGBoost and Random Forest also demonstrate strong
performance, the RNN achieves superior recall and ROC-AUC, making it more effective in identifying
previously unseen attacks.

The effectiveness of the proposed model in detecting Zero-day attacks can be attributed to its reliance
on behavioral anomaly detection rather than signature-based classification. By learning temporal patterns
of normal network activity, the RNN is capable of identifying deviations that signify potential threats, even
when such patterns have not been encountered during training. The inclusion of synthetic Zero-day scenarios
further strengthens the model’s ability to generalize beyond known attack distributions, providing a more
realistic assessment of its performance in real-world environments.

A note of caution is warranted regarding the very high-performance metrics (e.g., 0.99 ROC-AUC).
While Fig. 7 shows closely aligned training and validation loss curves, suggesting minimal overfitting, the
possibility of subtle data leakage cannot be entirely ruled out. Specifically, feature normalization applied
before splitting, or the use of synthetic samples that inadvertently resemble test set patterns, could artificially
inflate performance. We mitigated this by applying all scaling and encoding after the train-test split,
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and by generating synthetic samples exclusively from training data. Nevertheless, independent replication
using a completely separate dataset (e.g., CICIDS2017) is recommended before claiming state-of-the-art
performance.

Figure 7: Training vs. validation loss.

However, the slightly lower precision compared to some traditional models indicates a trade-off with
increased false positives, a common challenge in classification tasks involving imbalanced or security-
sensitive data [16]. The results further confirm that deep learning approaches are better suited for complex
and evolving cybersecurity threats due to their ability to learn high-level feature representations [17].
Nevertheless, considerations such as computational cost, scalability, and deployment efficiency remain
critical when selecting an appropriate model for real-world applications [18].

The experimental results validate the effectiveness of the developed RNN model as the best-performing
approach. However, XGBoost remains a competitive alternative, offering a balance between performance
and computational efficiency. Future work could explore hybrid models or further optimization tech-
niques to enhance the RNN’s efficiency without compromising accuracy. Fig. 7 presents the comprehensive
comparison of the developed model and the other models

Fig. 8 presents a comparison of different models using performance metrics such as precision, recall,
F1-score, accuracy, and ROC-AUC. The results show that the RNN model achieves the highest overall
performance, followed by XGBoost and Random Forest, indicating their strong ability to accurately classify
the data. In contrast, Logistic Regression, Decision Tree, and SVM exhibit relatively lower performance,
though still effective. Overall, the figure highlights that more advanced models provide better predictive
accuracy and reliability for the dataset.

Fig. 7 shows a healthy training process with no overfitting, as both training and validation loss decrease
together and remain closely aligned, indicating good generalization [19]. However, since both curves
continue to decline toward the end of training, the model has likely not yet fully converged and may be
slightly underfitting or may have been stopped prematurely [20]. This observation suggests that additional
training epochs or increased model capacity could further reduce error and improve performance, provided
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that overfitting is carefully monitored. Training and validation accuracy of the model are represented
in Fig. 9 below.

Figure 8: Model performance comparisons.

Figure 9: Training accuracy vs. validation accuracy.

The results of the ROC are represented in Fig. 10 below.
Additionally, the analysis of training and validation metrics suggests that the model maintains good

generalization with minimal overfitting, though there is potential for further improvement through extended
training or architectural tuning. The findings emphasize the importance of balancing detection accuracy with
efficiency, especially in real-time environments where rapid response is critical. Overall, the study demon-
strates that integrating RNN-based approaches with optimization techniques or hybrid models could further
enhance performance, making them more practical and robust for large-scale cybersecurity applications.
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Figure 10: ROC curve.

Despite its strong detection performance, the computational complexity of the RNN model must
be considered, particularly in large-scale network environments. The training complexity of LSTM net-
works increases with sequence length, number of layers, and hidden units, which may require significant
computational resources. However, during inference, the model can operate efficiently on streaming data,
making it suitable for real-time intrusion detection applications. Compared to ensemble methods such as
XGBoost, which are generally faster to train and deploy, the RNN offers superior capability in modeling
sequential dependencies at the cost of increased computational overhead. Future optimizations, including
model pruning and parallelization, can further enhance scalability for deployment in high-throughput
network systems.

Threats to Validity
A limitation of this study is that the proposed Zero-day scenarios are simulated using synthetic

attack generation rather than real-world Zero-day exploits. Although the generated attack vectors introduce
previously unseen behavioral characteristics, they may not fully represent the complexity and diversity of
genuine Zero-day attacks observed in operational environments. Consequently, the reported results should
be interpreted as evidence of the model’s capability to generalize to unseen attack behaviors rather than
definitive proof of real-world Zero-day detection. Future studies should validate the proposed framework
using emerging attack datasets collected after model deployment.

6 Conclusion
This study successfully developed a deep learning model based on a Long Short-Term Memory

(LSTM) network for detecting Zero-day attacks using the UNSW-NB15 dataset. By applying a sequence-
based learning approach, the proposed framework leverages LSTM to capture temporal dependencies in
network traffic, thereby improving the detection of previously unseen attack patterns. Furthermore, the study
proposes a simulated Zero-day detection framework that integrates synthetic attack generation, temporal
sequence learning, and out-of-distribution evaluation to assess the model’s ability to generalize beyond
known attack signatures.



J Cyber Secur. 2026;8 557

The proposed LSTM model effectively captured temporal patterns in network traffic and demonstrated
strong predictive performance. This study contributes to the field of cybersecurity by demonstrating
the effectiveness of sequence-based deep learning models in detecting Zero-day attacks. By addressing
key limitations of existing intrusion detection systems, including poor generalization and reliance on
known signatures, the proposed approach provides a more adaptive and robust solution. The integration
of synthetic attack generation, advanced preprocessing techniques, and temporal modeling enhances the
model’s applicability in dynamic and evolving threat environments. The use of preprocessing techniques,
class imbalance handling, and anomaly detection principles enhanced the model’s generalization ability.
Achieving an accuracy of 97.79%, the system proved capable of identifying previously unseen attack patterns
with minimal false negatives. Furthermore, integrating the model into a web-based application provides a
practical and accessible solution for real-world cybersecurity implementation.

7 Recommendations
It is recommended that organizations adopt advanced deep learning approaches such as RNN-based

models for improved detection of Zero-day attacks. The integration of such models into web-based or
enterprise systems should be encouraged to enhance accessibility and usability. Additionally, proper data
preprocessing, including feature selection and handling class imbalance, should be prioritized to improve
model performance. Organizations should also invest in scalable infrastructure to support the deployment
of intelligent intrusion detection systems capable of handling large volumes of network traffic efficiently.

Future work will focus on deploying the developed model into a real-time network monitoring system
to enable continuous analysis of live traffic and early detection of both known and unknown threats.
Enhancements will include incorporating self-learning capabilities through continuous training on real-
time data, allowing the model to adapt to evolving attack patterns. Additionally, exploring hybrid models
that combine multiple machine learning and deep learning techniques is recommended to further improve
detection accuracy and robustness. Continued research in this area will contribute to the development of
more intelligent, adaptive, and proactive cybersecurity systems.
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