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ABSTRACT: Ransomware has emerged as one of the most disruptive and financially damaging forms of cybercrime,
affecting individuals, enterprises, and critical infrastructures worldwide. Over the past decade, ransomware attacks
have evolved from simple file-encryption malware to sophisticated, multi-stage campaigns involving data exfiltration,
double extortion, and ransomware-as-a-service (RaaS) ecosystems. In response, a large body of research has proposed
diverse techniques for detecting, preventing, mitigating, and recovering from ransomware attacks. This paper presents
a comprehensive survey of ransomware research spanning behavioral and runtime detection, machine learning and
deep learning-based approaches, network and SDN-based detection, platform-specific defenses for mobile and IoT
environments, storage- and hardware-assisted protection mechanisms, deception-based defenses, and backup and
recovery strategies. In addition, the survey examines adversarial evasion techniques, blockchain-based analysis of
ransomware payments, economic and policy perspectives, and the real-world operational impacts of ransomware
attacks, particularly in critical sectors such as healthcare. Based on a synthesis of the literature, we identify key open
challenges related to adversarial robustness, dataset availability, evolving threat models, and the need for integrated
cross-layer defense architectures. Finally, we outline promising research directions for developing scalable, resilient, and
trustworthy ransomware defense mechanisms capable of addressing the rapidly evolving ransomware threat landscape.

KEYWORDS: Ransomware detection; ransomware prevention; ransomware mitigation; computer security; network
security; machine learning; deep learning; explainable AI; cybersecurity

1 Introduction

Ransomware has evolved into one of the most pervasive and damaging cyber threats facing modern
digital infrastructure. First observed in the late 1980s, ransomware attacks have transitioned from rudimen-
tary denial-of-access mechanisms to highly organized, financially motivated operations capable of crippling
enterprises, public institutions, and critical services. At its core, ransomware is a form of cyber extortion
in which adversaries encrypt, lock, ex-filtrate, or destroy victims’ data and demand payment, typically in
cryptocurrency, in exchange for restoration or non-disclosure. While early ransomware primarily relied
on simple file encryption, contemporary attacks increasingly combine cryptographic denial, data theft,
operational disruption, and psychological coercion, significantly amplifying their impact.

Cryptographic ransomware remains the dominant variant, exploiting strong encryption primitives to
render data inaccessible. Ironically, encryption, long regarded as a cornerstone of data confidentiality and
privacy, has been repurposed by attackers as a weapon to deny access rather than protect it. Despite decades
of technical progress in cybersecurity, the fundamental characteristics of ransomware attacks have remained
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remarkably consistent: unauthorized encryption, coercive communication, and monetization through
anonymous or pseudonymous payment channels. These defining traits distinguish ransomware from other
malware classes and make them a critical focal point for detection, prevention, and mitigation research.

In recent years, ransomware operations have matured into sophisticated ecosystems. The emergence
of double and triple extortion schemes, where attackers ex-filtrate sensitive data prior to encryption and
threaten public disclosure or secondary attacks, has fundamentally altered the risk landscape. Victims are
often forced to make decisions under severe information asymmetry, uncertain recovery guarantees, and
ambiguous attacker signaling. The widespread adoption of Ransomware-as-a-Service (RaaS) has further
lowered the barrier to entry, enabling loosely affiliated actors to share infrastructure, tooling, and revenue.
As a result, ransomware is no longer a stand-alone executable artifact but a coordinated socio-technical
phenomenon shaped by economics, geopolitics, human negotiation, and cyber-criminal governance.

The increasing frequency, scale, and severity of ransomware incidents have led to substantial financial
losses and societal harm. High-profile attacks on healthcare systems, energy infrastructure, supply chains,
and public services have demonstrated that ransomware can directly threaten human safety, national security,
and economic stability. The accelerated shift toward remote work, cloud services, and interconnected cyber-
physical systems has expanded the attack surface across information technology (IT), operational technology
(OT), industrial control systems (ICS), and software supply chains. Healthcare and Internet of Things (IoT)-
enabled environments are particularly vulnerable due to their reliance on resource-constrained devices,
real-time data availability, and strict availability requirements.

From a defensive perspective, ransomware detection and prevention have proven challenging. Tra-
ditional signature-based antivirus systems are effective against known samples but fail to generalize to
rapidly evolving variants. In response, research has increasingly shifted toward behavior-based and dynamic
analysis techniques that monitor file system activity, system calls, memory usage, API invocations, and
runtime execution patterns. While such approaches improve resilience to polymorphism and obfuscation,
they introduce new limitations, including execution overhead, dependence on controlled environments,
susceptibility to evasion, and difficulties in reproducible evaluation. Advanced ransomware can fingerprint
virtualized or sandboxed environments, delay payload execution, selectively encrypt files, or deactivate itself
when command-and-control (C&C) infrastructure is disrupted, thereby undermining dynamic detection
pipelines. Machine learning and deep learning methods now play a central role in ransomware detection and
classification. These techniques leverage static, dynamic, and hybrid features to identify malicious behavior
and, increasingly, classify ransomware into families for threat intelligence and response prioritization.
However, many proposed models rely on narrow datasets, binary classification assumptions, or opaque
decision processes that limit interpretability and operational trust. The lack of explainability, standardized
benchmarks, and realistic deployment-level evaluations hinders both comparative analysis and real-world
adoption. Moreover, adversarial adaptation, where attackers actively probe and evade learned detection
features, remains insufficiently addressed in much of the existing literature. At the same time, emerging
computational paradigms such as quantum computing are expected to further reshape the cybersecurity
landscape. Although current ransomware primarily relies on classical cryptographic primitives for file
encryption and key exchange, future advances in quantum algorithms, particularly Shor’s algorithm, may
threaten widely used public-key cryptosystems. Consequently, there is growing interest in post-quantum
cryptography (PQC) and quantum-resistant security mechanisms that can preserve long-term confidential-
ity and resilience. In the ransomware context, this creates a dual implication: quantum-capable adversaries
could eventually exploit weaknesses in existing cryptographic infrastructures, while defenders may adopt
PQC-based secure storage, backup protection, and key-management frameworks to strengthen resilience
against future threats. Although quantum-enabled ransomware remains largely theoretical, incorporating
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forward-looking cryptographic defenses and post-quantum security models into ransomware mitigation
strategies is becoming increasingly important.

Beyond endpoint detection, ransomware mitigation and recovery introduce additional challenges. OS-
level defenses can be compromised by privileged adversaries, while storage-level solutions lack semantic
visibility into file system structures and application behavior. Blockchain-based ransom payment analysis
has improved visibility into cryptocurrency flows, yet most studies focus on individual addresses and
overlook macro-level transaction patterns and victim response behaviors. The scarcity of labeled ransomware
data, especially in payment networks and large-scale enterprise environments, further complicates impact
assessment and defense validation.

Despite extensive academic and industrial attention, current ransomware research exhibits notable
gaps. Many studies rely on outdated assumptions, limited samples, or isolated technical perspectives, often
neglecting governance frameworks, incident response practices, cyber insurance dynamics, and coordi-
nated law-enforcement actions. At the same time, ransomware continues to evolve under the influence of
geopolitical tensions, state-aligned threat actors, and international counter-ransomware initiatives. These
dynamics underscore the need to study ransomware holistically—as an ecosystem encompassing technical
mechanisms, organizational structures, economic incentives, and human decision-making.

The goal of this survey is to provide a comprehensive and critical synthesis of ransomware detection,
prevention, mitigation, and recovery techniques proposed over the past decade, with particular emphasis
on developments from the last three years, during which research activity has accelerated significantly.
We systematically classify existing approaches across multiple dimensions, analyze their assumptions and
limitations, and identify persistent open challenges that hinder practical deployment. By integrating insights
from peer-reviewed literature, government advisories, and industry reports, this survey aims to bridge the
gap between academic innovation and operational resilience. In doing so, it provides a structured foundation
for future research and a reference framework for practitioners seeking robust, explainable, adaptive, and
future-ready defenses against ransomware.

Cross-cutting Research Challenges: Based on the surveyed literature, we identify the following key
challenges:

o  Cl:Dataset Realism and Benchmarking—Lack of realistic, diverse, and continuously updated datasets.

o C2: Adversarial Robustness—Vulnerability to evasion, poisoning, and adaptive attacks.

o C3: Generalization and Concept Drift—Poor cross-dataset generalization and lack of long-
term robustness.

o C4: Explainability and Trustworthiness—Limited interpretability and lack of trustworthy
explanations for ML/DL-based systems.

o C5: Computational Efficiency and Scalability—High overhead and limited scalability in real-
world systems.

« C6: Deployment and Integration Constraints—Challenges in integrating solutions into
operational environments.

o C7: Cross-Layer Coordination—Lack of unified frameworks across host, network, storage, and
cloud layers.

o  C8: Recovery and Resilience—Weak integration of recovery, backup, and response mechanisms.

o C9: Economic and Policy Factors—Misaligned incentives and limited integration of economic and
regulatory perspectives.

o Cl10: Emerging and Evolving Threat Models—Rapid evolution of ransomware tactics and attack
surfaces.
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Table 1 summarizes the above key cross-cutting challenges identified in this survey and outlines
corresponding research directions. Unlike subsection-specific limitations given in each subsection, these
challenges capture fundamental gaps that span multiple ransomware defense paradigms and system layers.
The mapping highlights that future research must move beyond isolated solutions toward adaptive, cross-

layer, and deployment-aware frameworks that address adversarial robustness, dataset realism, and evolving
threat models in a unified manner.

Table 1: Cross-cutting challenges and research directions in ransomware defense.

Applicabl
ID Challenge Theme Key Limitations Research Directions PP 1ca.| €
Domains
Develop large-scale,
Existing datasets are velop fatg
continuously updated,
outdated, small-scale, and .
fail to capture modern and multi-platform
Dataset Realism P . datasets; establish ML/DL-based
ransomware behaviors . .
C1 and (e.0., exfiltration standardized detection, IoT,
Benchmarking &85 ’ benchmarking CPS
multi-stage attacks); lack .
i frameworks; incorporate
of standardized
) real-world workloads and
evaluation protocols. 1
longitudinal data.
Design adversarially
Detection systems are robust models; develop
vulnerable to evasion, invariant behavioral ML/DL-based
C2 Adversarial poisoning, and mimicry features; introduce detection,
Robustness attacks; lack of standardized adversarial behavioral
adversarial evaluation testing frameworks; detection
benchmarks. integrate adversarial
training.
Models trained on static Develop adaptive and
. datasets fail under online learning methods; ML/DL-based
Generalization . . . .
evolving ransomware incorporate domain detection,
C3 and Concept . . . . .
Drift behaviors and adaptation and continual ~ semi-supervised
cross-environment learning; perform systems
deployment. cross-dataset validation.
Develop robust and
Limited int tabilit domain-specific XAI
o imited interpretability omain-specific X ALenabled
Explainability of ML/DL-based models; techniques; evaluate
. : . ML-based
C4 and lack of explanation explanation fidelity and
. . . oo systems, SOC
Trustworthiness  fidelity and user trust in stability; integrate .
. : environments
decisions. human-in-the-loop
validation.

(Continued)
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Table 1 (continued)

Applicable
ID Challenge Theme Key Limitations Research Directions PP .
Domains
Design lightweight
High computational and 178 &
L detection models;
Computational memory overhead limits optimize inference
P deployment in real-time, p . IoT, IIoT, CPS,
C5 Efficiency and pipelines; leverage
7 cloud, and | cloud systems
Scalability _ edge/fog computing;
resource-constrained .
. develop energy-efficient
environments. .
architectures.
Develop deployable and
Many solutions require P ccp Y
modular architectures;
OS, firmware, or e .
Deployment and _ ensure compatibility with Enterprise,
] infrastructure L. .
Cé6 Integration . . existing systems; cloud, mobile
. modifications; limited . ¢
Constraints , . , integrate with SIEM/SOC systems
integration with e o
pipelines; minimize
real-world systems. .
operational overhead.
Design unified
Lack of integration across cross-layer detection
Cross-Layer host, network, storage, frameworks; enable data Enterprise,
Cc7 L ;
Coordination and cloud layers; fusion across telemetry cloud, CPS
fragmented visibility. sources; standardize
interfaces and protocols.
Recovery mechanisms Develop tamper-resistant
assume intact backups; backup systems; design
cs Recovery and limited integration with adaptive and partial Storage systems,
Resilience detection; weak handling recovery techniques; enterprise I'T
of exfiltration-based integrate detection with
ransomware. recovery workflows.
Develop game-theoretic
Misaligned incentives models; align technical
e.g., ransom payments, defenses with polic Governance,
Economic and (.5 . paymer . . POty .
C9 Policv Factors cyber insurance); limited  interventions; improve cybersecurity
Y integration of policy and regulation and policy

economic perspectives.

cross-border
enforcement.

(Continued)
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Table 1 (continued)

Applicabl
ID  Challenge Theme Key Limitations Research Directions PP lCE} €
Domains
Design adaptive and
Rapid evolution of predictive defense
ransomware (fileless, systems; incorporate

Emerging and

C10 Evolving Threat exfiltration-based, threat intelligence; All domains
cross-layer attacks); develop frameworks for
Models . .
defenses lag behind emerging attack surfaces
attacker innovation. (cloud, browser,
hardware).

Organization of the Paper

The remainder of this paper is organized as follows. Section 2 reviews recent survey articles on
ransomware detection, prevention, and mitigation, and critically analyzes their scope and limitations to
motivate the need for the present survey. In addition, this section also summarizes the major contributions of
this survey. Section 3 describes the selection methodology for selecting papers to review, including inclusion
and exclusion criteria, and illustrates the review process using a PRISMA-style flow diagram (Fig. 1). It also
discusses some background for the paper. Section 4 presents a comprehensive classification, characterization,
and synthesis of ransomware-related research published since 2016. The surveyed studies are organized
into well-defined categories based on detection techniques, prevention techniques, system models, and
threat assumptions, with the overall taxonomy summarized. For each category, we provide a critical
comparative analysis, discuss representative approaches, and identify open research challenges. Section 5
provides references to additional relevant studies, including peer-reviewed conference papers, technical
reports, and unrefereed preprints, that fall outside the primary scope of this survey and are therefore not
discussed in detail.

Section 6 consolidates and discusses cross-cutting open issues and grand challenges that span multiple
categories, including robustness to adversarial adaptation, key limitations, deployment feasibility, as well
as mapping of attack capabilities to vulnerable defenses and countermeasures and suitability of evaluation
metrics for various approaches. Finally, Section 7 concludes the paper by summarizing the key findings of the
survey, highlighting overarching insights derived from the comparative analysis, and outlining promising
directions for future research in ransomware detection, prevention, mitigation, and recovery.

2 Existing Recent Survey Papers

This section analyzes existing ransomware-related surveys, published after 2020, motivates the need for
this survey, summarizes the major contributions of this survey.

Fernando et al. [1] review ML/DL-based ransomware detection and analyze the impact of malware
evolution, with emphasis on emerging IoT threats. However, their focus remains largely detection-centric
and does not extend to broader system-level or socio-technical considerations. Wang et al. [2] analyze
ransomware-related Bitcoin transactions to uncover payment flows and attacker strategies. While providing
valuable economic insights, their work is limited to the financial dimension and does not integrate detection,
prevention, or operational defenses.
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Number of papers identified from
various sources during initial

screening: 600+

Number of papers femoved after
title and abstract review:

200+
ity
Number of papers selected Number of papers
for survey: 200+ excluded: 150+
Of this 200+ papers
125+ were published in
the years 2022-2025

70+ papers (mostly tech
reports and preprints)
published from 2022-2025

were cited, but not discussed

Figure 1: PRISMA-style diagram representing the inclusion/exclusion criteria for selecting the papers.

Moussaileb et al. [3] propose a lifecycle-based taxonomy mapping defenses to attack stages, whereas
Mclntosh et al. [4] focus on evaluation frameworks and methodological rigor. Both contribute structured
analysis, but remain limited in scope and lack cross-layer integration and recent coverage. Alqahtani and
Sheldon [5] and Smith et al. [6] primarily survey crypto-ransomware detection techniques, emphasizing
modeling approaches and accuracy challenges. Their focus is narrowly detection-oriented, with limited
discussion of deployment, recovery, or adversarial robustness.

Aldauiji et al. [7] examine ransomware from a cyber-threat-intelligence perspective, while Oz et al. [8]
provide a cross-platform overview across PCs, mobile, and IoT systems. Although broader in scope, these
works lack a unified analytical framework and do not fully capture recent developments in ransomware
tactics and defenses. More recent surveys such as Ispahany et al. [9] and Alzahrani et al. [10] continue to
emphasize ML-based detection and dataset analysis, with improved coverage of recent works. However, they
remain largely detection-focused and do not provide deep comparative analysis or cross-layer synthesis.

Overall, existing surveys are fragmented across detection, economics, or platform-specific perspectives,
with limited integration across technical, operational, and policy dimensions. Most also emphasize pre-2022
work and do not fully reflect the rapid evolution of modern ransomware, including exfiltration-driven attacks
and Raa$ ecosystems.

In contrast, this survey provides a comprehensive and critical cross-layer synthesis, integrating detec-
tion, prevention, mitigation, recovery, and economic perspectives. It emphasizes comparative analysis,
adversarial robustness, and real-world deployment challenges, offering a unified and up-to-date framework
for understanding modern ransomware defense. Table 2 highlights these distinctions.
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Table 2: Comparison of existing ransomware surveys with the present survey.

Difference from This

Survey Year Focus Key Contributions Limitations
Survey
Our survey provides a
Reviews ML/DL-based . . holistic, up-to-date
ransomware detection; Detection-centric; synthesis beyond
Fernando ML/DL ’ limited coverage of yIEAEsIs Deyon
2020 . analyzes malware o detection, including
etal. [1] detection . . mitigation, recovery,
evolution; discusses IoT defense, recovery, and
and recent advances.
trends. ecosystem-level
analysis.
We integrate economic
Analyzes ransomware - . .
Focus limited to insights within a
o payments and fund flows . .
Wang Bitcoin . economic/payment broader technical and
2021 . (2012-2021) using . . .
etal. [2] analysis . analysis; lacks technical operational
clustering and
e o defense coverage. ransomware
classification.
framework.
- Our survey extends
Maps countermeasures to Limited focus on lifecvcle :nZl )s(is with
Moussaileb Lifecycle ransomware lifecycle ML/DL, adversarial 24 SIS
2021 . . . unified taxonomies,
etal. [3] defenses stages; identifies research aspects, and emerging e
adversarial insights,
gaps. threat models.
and broader coverage.
. We complement
Proposes evaluation ) e
L Focused on evaluation; evaluation insights
McIntosh Mitigation framework; compares . . .
, 2021 . e . narrower technical with a comprehensive
etal. [4] evaluation mitigation techniques
. scope. cross-layer taxonomy
across studies. .
and analysis.
Survevs detection Our survey includes
Alqahtani Crypto- ys cetect Detection-focused; detection but also
methods; highlights o . N
and 2022 ransomware limited coverage of prevention, mitigation,
. . accuracy and robustness .
Sheldon [5] detection issues other defense aspects.  recovery, and emerging
) threats.
L We provide a
. . Primarily .
. . Reviews detection . " full-spectrum analysis
Smith Detection detection-centric; lacks )
2022 . approaches and open across technical and
etal. [6] techniques 5 I . system-level and o
issues in modeling. . . organizational
economic perspectives. i .
dimensions.
Our survey
Explores CTI models and Specialized focus; incorporates CTI
Aldauiji CTI-based b P corp
_ 2022 . datasets for ransomware limited system-level within a broader,
etal. [7] detection . . .
detection. and recovery analysis.  integrated ransomware
defense framework.
Our survey is more
Analyzes ransomware Covers work mostly up Y
Cross- . . recent and expands
Ozetal. [8] 2022 latform across PCs, mobile, and to 2020; limited focus analysis to adversarial
’ P IoT/CPS; discusses on recent advances and Y . ?
survey . 1 economic, and
evolution and defenses. adversarial issues.
recovery aspects.
. We extend beyond ML
. Summarizes ML-based . . ¥
Ispahany ML detection . . Restricted to ML-based  to include cross-layer
2024 . detection designs and .
etal. [9] architectures detection. defenses and broader

limitations.

ecosystem analysis.

(Continued)
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Table 2 (continued)

Difference from This

Survey Year Focus Key Contributions Limitations
Survey
. Our survey provides
Platform Reviews cross l):;tl;orm
Alzahrani . Windows/Android Platform-specific and p ’
i 2025 specific . . cross-layer coverage
etal. [10] . detection methods and detection-focused. . . e
detection including mitigation
datasets.
and recovery.
Provides a holistic and
critical synthesis of
ransomware detection,
prevention, mitigation,
recovery, and response;
proposes unified Distinguished by its
taxonomies for detection breadth, recency,
and defense mechanisms; cross-layer
Comprehensive analyzes adversarial perspective, and
. ransomware evasion, emerging threat integration of
This survey 2026 ’ ging — o5 .
research models, technical, economic,
landscape blockchain/payment organizational, and
tracing, economic and policy dimensions
policy perspectives, and into a single survey
operational impacts on framework.

critical sectors;
emphasizes advances
from the last decade,
especially the post-2022
surge in research.

Contributions of This Survey

The principal contributions of this survey are as follows:

Comprehensive and up-to-date literature coverage. Provides a broad survey of ransomware research
published during the past decade, with particular emphasis on recent advances in detection, prevention,
mitigation, recovery, and response across enterprise, cloud, IoT, IIoT, CPS, and healthcare environ-
ments.

Multi-dimensional taxonomy contribution. Introduces a unified taxonomy that categorizes ran-
somware research across multiple dimensions simultaneously, including detection paradigm,
deployment environment, defense layer, analytical technique, operational objective, and adversarial
resilience. Unlike many prior surveys that rely on a single classification perspective, the proposed
taxonomy enables more structured cross-domain comparison and synthesis.

Cross-layer ransomware defense framework. Presents a systematic classification framework for
ransomware defenses spanning host-level, network-level, storage-level, hardware-assisted, deception-
based, blockchain-assisted, and recovery-oriented mechanisms, thereby providing a holistic view of how
different defense layers interact and complement each other.

Comparative analytical synthesis of detection approaches. Provides a critical comparison of behav-
ioral, ML/DL-based, network-based, storage-level, and hybrid ransomware detection techniques with
respect to detection capability, explainability, deployment feasibility, adversarial robustness, scalability,
false positives, and time-to-detection trade-offs.
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e  Analysis of emerging ransomware threat models. Examines the evolution of modern ransomware
ecosystems, including double/triple extortion, Ransomware-as-a-Service (RaaS), fileless ransomware,
selective and intermittent encryption, exfiltration-based attacks, and cross-platform ransomware tar-
geting cloud, IoT, and virtualized environments.

« Integrated economic, operational, and policy perspective. Synthesizes technical and non-technical
aspects of ransomware, including attacker incentives, cryptocurrency-enabled monetization, ransom
negotiation dynamics, cyber insurance implications, and regulatory and law-enforcement responses.

o  Critical assessment of blockchain-based payment analysis. Reviews blockchain analytics approaches
used for ransomware payment tracking, attribution, and cryptocurrency flow analysis, while also high-
lighting limitations related to scalability, privacy-preserving transactions, and incomplete attribution.

» Identification of recurring limitations and research gaps. Synthesizes common weaknesses observed
across the literature, including dataset bias, lack of standardized benchmarks, insufficient adversarial
evaluation, limited explainability, scalability issues, and gaps between research prototypes and real-
world deployment.

«  Future research directions and next-generation defense insights. Highlights promising future direc-
tions, including adaptive and cross-layer ransomware defenses, explainable and adversarially robust
detection, standardized evaluation methodologies, post-quantum security considerations, and resilient
recovery-oriented architectures.

This survey distinguishes itself through a critical, comparative, and cross-layer synthesis of ransomware
research, highlighting limitations, assumptions, and deployment challenges, and providing a unified,
forward-looking framework for ransomware defense.

3 Methodology Used for Selecting Papers and Background
3.1 Methodology Used for Selecting Papers

To ensure rigor, transparency, and reproducibility, we adopted a systematic survey methodology
inspired by PRISMA guidelines. Major digital libraries, including IEEE Xplore, ACM Digital Library,
Springer, Elsevier, and arXiv, were searched using combinations of keywords such as “ransomware detection”,
“ransomware defense”, “ransomware recovery”, “machine learning”, “cyber extortion”, and “ransomware miti-
gation”. The search focused on publications from 2016 to 2025, with particular emphasis on studies published

after 2022 to capture the rapid evolution of ransomware research in recent years.

Inclusion criteria: (i) peer-reviewed articles or widely cited preprints, (ii) clear relevance to ransomware
detection, prevention, mitigation, or recovery, (iii) substantive technical, empirical, or analytical contribu-
tion.

Exclusion criteria: (i) non-technical reports or opinion articles, (ii) duplicate or highly incremental studies,
(iii) papers lacking sufficient methodological or experimental detail, (iv) works outside the scope of
ransomware defense.

The initial search yielded approximately 600 papers. During the first screening stage, titles and abstracts
were reviewed, resulting in the removal of more than 200 papers that were either outside the scope of
the survey, lacked technical depth, or originated from lower-impact venues. The remaining 350+ studies
underwent a more detailed abstract- and content-level assessment, leading to the exclusion of approximately
150 additional papers that did not directly address ransomware detection, prevention, mitigation, or recovery.
Ultimately, nearly 200 high-quality and representative studies were selected for comprehensive analysis
and comparison.
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More than 125 of the selected papers were published between 2022 and 2025, reflecting the significant
recent growth of ransomware research. The remaining references include foundational works, influential
earlier studies, and prior surveys that provide historical context and background. The final corpus was
then systematically categorized based on dimensions such as detection paradigm, deployment environment,
defense layer, analytical technique, and operational objective.

Opverall, the resulting papers provides a comprehensive and representative foundation for analyzing
the evolution, strengths, limitations, and practical applicability of ransomware defense mechanisms across
diverse systems and deployment environments. The PRISMA-style flow diagram Fig. | presents clearly
defined screening stages, paper counts, and explicit exclusion at each stage of the selection process.

3.2 Some Background Related to Machine Learning

Machine Learning (ML) has become a key component of modern cybersecurity, enabling automated
analysis of large-scale and evolving threat data. In ransomware detection and prevention, ML techniques are
widely used to identify malicious behavior, detect anomalies, and classify attacks.

Data Imbalance: Data imbalance in datasets occurs when the number of samples belonging to one class is
significantly larger than the number of samples belonging to another class. In cybersecurity and ransomware
detection datasets, benign samples often vastly outnumber malicious samples. For example, a dataset may
contain 95% normal activity and only 5% ransomware activity. Class imbalance can severely affect the
performance of detection systems. Machine Learning models trained on highly imbalanced datasets tend to
become biased toward the majority class, causing them to predict benign behavior more frequently while
failing to detect minority-class attacks. As a result, a model may achieve very high overall accuracy while
still producing a high False Negative Rate (FNR), meaning many ransomware instances go undetected.
This is particularly dangerous in ransomware detection because missing even a small number of attacks
can lead to significant damage. Imbalanced datasets may also distort evaluation metrics, making accuracy
alone unreliable. Therefore, researchers often use techniques such as oversampling, under-sampling, data
augmentation, cost-sensitive learning, and metrics like Recall, F1-score, ROC-AUC, and Precision-Recall to
properly evaluate and improve ransomware detection systems when imbalanced datasets are used.

Ransomware-Specific Interpretation of Evaluation Metrics: In ransomware detection, evaluation metrics
must be interpreted in terms of security risk and operational impact.

True positive rate (TPR): Measures correctly detected ransomware; high TPR is critical to avoid
missed attacks.

False negative rate (FNR): Captures missed ransomware; even small values pose severe risk.
False positive rate (FPR): Indicates false alarms; high FPR disrupts normal operations and reduces trust.

Time-to-detection (T'TD): Amount of time elapsed between the moment ransomware begins its malicious
activity and the moment the security system successfully detects it.

Precision: Measures reliability of alerts; low precision increases investigation overhead.
F1-score: Balances precision and recall, useful for imbalanced datasets.

Accuracy: Can be misleading under class imbalance.

ROC-AUC: Evaluates model discrimination across thresholds.

Overall, ransomware detection prioritizes minimizing false negatives while maintaining acceptable
false positives, with the balance depending on deployment context (e.g., endpoints, cloud, or critical
infrastructure).
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3.3 Evaluation Challenges and Standardization

While metrics such as accuracy, precision, recall, Fl-score, and ROC-AUC are widely reported, their
interpretation in ransomware detection requires careful consideration. In real-world deployments, ran-
somware events are rare, making false positive rate (FPR) and time-to-detection more critical than aggregate
accuracy. Moreover, many studies evaluate models on static and balanced datasets, which can inflate
performance due to distributional bias and lack of temporal drift. Cross-dataset generalization, robustness
to adversarial manipulation, and evaluation under realistic workloads remain underexplored.

Beyond predictive performance, practical deployment requires consideration of: (i) computational
overhead and latency, (ii) scalability in cloud and IoT environments, (iii) explainability and analyst
interpretability, (iv) resilience against evasion and poisoning attacks.

These gaps highlight the need for standardized benchmarks and evaluation protocols aligned with real-
world ransomware scenarios.

Table 3 summarizes representative datasets commonly used in ransomware research. These datasets
span multiple modalities, including binary analysis, network traffic, memory forensics, and IoT telemetry,
reflecting the diverse nature of ransomware detection approaches. However, many datasets suffer from
limitations such as lack of realism, outdated attack scenarios, and limited coverage of modern ransomware
behaviors such as data exfiltration and multi-stage attacks. This highlights the need for more comprehensive
and continuously updated benchmarking datasets.

Table 3: Representative datasets used in ransomware detection research.

Dataset Year Type Data Modality Key Features

Large collection of ransomware
Malware

VirusShare [11]  Ongoing Repository

Binary samples and malware binaries; widely used
for static and dynamic analysis.

Contains ransomware and benign

Malici Mal
alcia 2015 anware Binary + API calls samples; used for ML-based
Dataset [12] Dataset ) .
malware classification.
Large-scale labeled dataset for
EMBER 2018 Malware Static features malware classification; includes
Dataset [13] Dataset (PE files) feature vectors extracted from
binaries.
Focuses on ransomware detection
CIC-MalMem- using memory analysis; includes

2022 Memory-based ~ Memory dumps

2022 [14] benign and ransomware
processes.
Includes ransomware-related
CIC- 5017 Network Network traffic traffic; widely used for
IDS2017 [15] Intrusion flows network-based detection

benchmarking.

(Continued)
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Table 3 (continued)

Dataset Year Type Data Modality Key Features
Improved version of
CSE-CIC- Network CIC-IDS2017; includes modern
2018 Network fl ’
IDS2018 [16] Intrusion etwork flows attack scenarios including
ransomware traffic.
UNSW- Network C.ontau?s synthetic attack t'rafﬁc
2015 . Network traffic including malware behaviors;
NBI15 [17] Intrusion )
used for anomaly detection.
Captures IoT malware traffic
IoT-23 including ransomware-like
2020 IoT Network Network traffi
Dataset [18] oL etwor ctwork tratfic behavior; useful for IoT security
research.
Includes telemetry, system logs,
ToN_IoT Network
om0 2020 IoT/IIoT etwork = and network traffic; supports
Dataset [19] telemetry .
cross-layer ransomware detection.
UCI Android Mobile Includes ransomware samples for
Malware 2017 APK features Android; supports static and
Malware

Dataset [20]

dynamic analysis.

Table 4 contains a list of frequently used acronyms (Abbreviations) in the literature that are used in this
paper. Acronyms of specific algorithms/schemes discussed in this paper are not included in this list.

Table 4: Abbreviations used in this paper.

Abbreviation Elaboration Detailed Description
AE Auto Encoder It is a type 9f ANN used to learn efficient
codings of unlabeled data.
ANN Artificial Neural Network First developed in the 19.503‘, 1nsp1red‘ by the
structure and functioning of brain.
CNN Convolutional Neural Network A type of ANN.
Systems that help in integrating sensing,
ion, 1 ki
CPS Cyber Physical Systems compujcatlon control and networking and
connecting them to the Internet and to each
other.
Machine learning based on Deep Neural
DL Deep 1 i
ecp fearnng Network (DNN).
DNN Deep Neural Network A type of ANN.
DT Decision Tree A flowchart-like structure used for

classification of data.

(Continued)
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Table 4 (continued)

Abbreviation Elaboration Detailed Description
FL Federated Learning A Machine Learning Model désigned to use
on data spread across multiple nodes.
A Machine Learning Model designed to use
HFL Heterogeneous Federated Learning on data spread across multiple
heterogeneous nodes.
DS Intrusion detection system A system designed for detecting intrusions in
computer networks.
Interconnected sensors and other devices
IToT Industrial Internet of Things networked together with other industrial
applications.
Network of objects/devices connecting and
IoT Internet of Things exchanging data with other devices and
systems over the Internet.
K-NN K-Nearest Neighbors A classification method.
Local Int table Model- ti
LIME oca’ Tferpretable Viodel-agnostic XAI model proposed by Ribeiro et al. [21].
Explanations
A linear approach for modeling the
LR Linear Regression relationship between a scalar response and
one or more dependent variables.
This classification algorithm is derived from
e . RIPPER (Repeated Incremental Pruning to
RIP A rule-based classificat lgorith
J fuie-based classtiication algorithm Produce Error Reduction). JRIP is the Java
implementation of RIPPER.
Java implementation of C4.5, a decision
J48 A decision tree algorithm tree-based supervised classification
algorithm developed by Ross Quinlan [22].
MLP Multilayer Perceptron A class of feed-forward ANN.
Ani . . . P
NIDS Network Intrusion detection System . 1ntr}151o.n detefctwn system designed for
detecting intrusions at the network level.
A field of AI that enables computers to
NLP Natural Language Processing understand, interpret, generate, and interact
using human language.
RE Random Forest An ensemble le.armr'lg method for
classification.
RNN Recurrent Neural network A class of ANNE.

(Continued)
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Table 4 (continued)

Abbreviation Elaboration Detailed Description

An approach to networking that uses
software-based controllers or application
SDN Software Defined Networking programming interfaces (APIs) to
communicate with underlying hardware
infrastructure and direct traffic on a network.

Proposed by Lundberg and Lee [23] to
SHAP SHapley Additive exPlanations generate explanations for the predictions of
black-box models.

A method for balancing data by
over-sampling the minority (abnormal) class
and under-sampling the majority (normal)
class [24].

SMOTE Synthetic Minority Oversampling

SVM can learn from sample examples and
assign labels to unknown objects. It can help
in solving classification and regression
problems. It supports standard kernel
functions and lets the user choose their own
function.

SVM Support Vector Machine

A set of processes and methods that allows
human users to comprehend and trust the
results and output created by Machine
Learning (ML) algorithms [25].

XAI Explainable AI

4 Research Works Surveyed in This Paper

In this section, we systematically classify, characterize, and critically synthesize ransomware-related
research published in leading peer-reviewed journals and top-tier international conferences, primarily
from venues such as IEEE, ACM, Elsevier, and Springer. The surveyed literature is organized into two
principal classes: (i) detection-focused studies that aim to identify ransomware activity using behavioral,
statistical, or learning-based techniques, and (ii) prevention, mitigation, and recovery oriented works that
seek to limit damage, enable system restoration, and reduce attacker leverage. Within each class, we further
categorize the research and provide a critical comparative analysis of the studies, emphasizing their core
contributions, strengths, limitations, and the open challenges associated with each line of work. We note
that this classification and categorization are not intended to be rigid or exhaustive, as certain studies naturally
span multiple classes or categories. Iig. 2 provides our taxonomy of the ransomware research presented in
the literature.

4.1 Ransomware Detection-Focused Research Works

In this subsection, we systematically categorize detection-oriented research and review representative
studies within each category. For each category, we provide a critical synthesis of the literature, highlighting
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key design principles, strengths, and limitations, and outline the open research challenges that remain to
be addressed.

Our Ransomware Research Taxonomy

{ Detection-Focused } { Prevention/Recovery-Focused }

) Storage/Hardware-assisted Defense & Recovery
Behavioral/Run-time detection (block/SSD/TEE)

-

[ Classical Machine Learning-based Detection (including file, shell, ADS)

{ Decoy/Honeypot/Deception-based Defense }

Backup, Key Manz t & Fil
{ Deep-Learning-based Detection +XAI } [ e 6}('8na;1)2;%?§/fsﬂcrow)l creeny }
Semi-supervised/Zero-shot/Drift-aware Detection Reverse Engineering & Decryption
(Crypto flaws/Decryptors)
{Network—based Detection & SDN (traffic/C&C flows)} Human(O-rgan{zathnaI/Pollcy response
(Decision/Signaling/Negotiation)
Detection for Android/Mobile Syst . .
[ ?p:r:l(i)gsig;s/l?l /rxlpls) obfle Systems J [ Economic, Underground Markets & Raas Analysis }
Detection in IoT/lqu/MlpT/CPS/Edge Systems Taxonomies/Datasets & Tools
(resource-constraine/critical systems) (Meta-reviews, CPS Taxonomies & Emulators)
. . o Emerging threat models &Novel vectors,
Adversarial & Evasion (limits of detectors) (TTP models, Web automation, Case studies)
{ Crypto/Blockchain address & transaction Detection } { Health care/Operation impact studies }

Proactive host defense
(Moving target, Hardening OS)

Figure 2: Our taxonomy of ransomware research surveyed in this paper.

4.1.1 Research Works That Use Behavioral/Runtime Approaches for Detection

In this subsection, we comparatively analyze ransomware detection approaches that infer attacks from
abnormal runtime behavior. Across the literature, the central intuition is consistent: ransomware must
eventually interact with system resources—especially files, processes, APIs, registry entries, memory, or the
desktop-in ways that differ from benign software. The main differences among existing works lie in where
they monitor behavior (user level, API level, kernel/hypervisor level), how early they aim to detect the attack
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(pre-encryption vs. during encryption), and what trade-offs they make among detection speed, robustness,
overhead, and deployability.

Early systems such as CryptoDrop [26] and UNVEIL [27] established the practical feasibility of
behavior-based ransomware detection. Both exploit the observation that ransomware must manipulate user
files or desktop artifacts to achieve its objective, but they do so differently. CryptoDrop emphasizes online
early warning through correlated file-access indicators and rapid process termination, making it particularly
valuable for limiting damage. UNVEIL, in contrast, relies on a synthetic execution environment to observe
suspicious file and desktop manipulations, offering richer behavioral visibility but under more controlled
conditions. Works such as Chen and Bridges [28] and Homayoun et al. [29] extend this line of research
by showing that execution traces are not only useful for detection, but also for extracting discriminative
behavioral patterns and even attributing activity to ransomware families. The key insight from these early
studies is that runtime behavior provides stronger semantic signals than purely static artifacts, although many
results still depend on controlled experimental settings.

A major subsequent research direction centers on Windows API-call analysis, which offers a more
fine-grained and machine-learning-ready behavioral representation. Hampton et al. [30] show that API-call
frequencies already provide meaningful separation between ransomware and benign processes, while later
studies improve on this idea through richer modeling choices. For example, PEDA and its extensions [31,32]
emphasize pre-encryption detection by combining fast hashing with API-based learning, reflecting a design
choice that prioritizes early intervention over deeper but slower analysis. Hwang et al. [33] capture sequential
dependencies through Markov modeling, Ullah et al. [34] and Molina et al. [35] show that compact
feature representations can capture reconnaissance and evasion behavior, and Herrera-Silva and Hernandez-
Alvarez [36] strengthen the empirical side of the literature through more recent cross-dataset evaluations.
Compared with earlier log-driven methods, API-centric approaches generally offer better granularity and
are easier to integrate with learning pipelines, but they are also more exposed to adversarial API obfuscation,
delayed execution, and runtime overhead. Thus, their main strength is sensitivity to fine behavioral patterns,
whereas their main weakness is brittleness under adaptive attackers.

Another important branch of the literature moves the observation point deeper into the system stack
to improve tamper resistance and capture lower-level signals. Javaheri et al. [37] and Zhang et al. [38]
use kernel-level instrumentation, while Tang et al. [39] employ virtual machine introspection below the
guest OS, and McIntosh et al. [40] explore dynamic user-driven access control as a means of intercepting
suspicious file accesses. Compared with user-level or API-level monitoring, these approaches are generally
more resistant to evasion and privilege manipulation, and they can sometimes detect attacks earlier in the
execution chain. However, that improved robustness comes at the cost of substantially greater deployment
complexity, privileged integration requirements, and potential portability challenges. The broader lesson is
that deeper visibility often improves resilience, but also makes real-world adoption harder.

Several works focus specifically on detecting ransomware before substantial encryption begins, high-
lighting a recurring tension between earliness and evidence quality. Kok et al. [32] and Al Sabeh et al. [41]
target environment-inspection and reconnaissance APIs to stop attacks before encryption starts, while
Ramesh and Menen [42] model ransomware progression as a finite-state machine across multiple families.
Abbasi et al. [43] improve efficiency through optimized behavioral feature selection, and Ayub et al. [44]
combine dynamic analysis with prior knowledge from static ML models to improve early detection of
previously unseen samples. Taken together, these studies show that pre-encryption detection is attractive
because it can significantly reduce damage, but it also relies on the assumption that early-stage malicious
behaviors are both observable and sufficiently distinct from benign activity. This assumption is increasingly
strained by stealthy, low-and-slow, or staged ransomware.
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More recent work reflects a shift from proof-of-concept detection toward operational scalability, trans-
parency, and deployment realism. Hou et al. [45] address a longstanding weakness in the literature, namely,
small and unrealistic datasets, by constructing MarauderMap, a multi-terabyte runtime dataset spanning
multiple attack stages, which enables more realistic analysis of ransomware behavior across reconnaissance,
tampering, exfiltration, and encryption phases. Marcinkowski et al. [46] respond to the interpretability gap
by proposing MIRAD, which uses interpretable machine learning over API and registry behaviors, while
Wang et al. [47] emphasize deployment practicality through CanCal, a lightweight industrial-scale pipeline
that filters candidate processes before applying more expensive behavioral analysis. Compared with earlier
sandbox-oriented systems, these recent approaches are less concerned with demonstrating mere detectability

and more focused on scalability, explainability, and low false-positives. This marks an important maturation
of the field.

Open Issues: Behavioral and runtime-based detection approaches fundamentally rely on the assump-
tion that ransomware exhibits observable pre-encryption activity patterns. However, modern ransomware
increasingly adopts stealthy, delayed, or low-and-slow encryption strategies that minimize detectable
anomalies. Kernel- and API-level monitoring further introduces runtime overhead and scalability concerns,
particularly in cloud and resource-constrained environments. Additionally, these approaches are rarely
evaluated under adversarial conditions, where attackers may mimic benign processes or inject noise
into behavioral traces, limiting robustness in real-world deployments. These limitations directly relate to
challenges C2 (adversarial robustness), C5 (efficiency), and C10 (evolving threat models).

4.1.2 Classical Machine Learning-Based Detection Approaches

Classical machine learning (ML) has been widely adopted for ransomware detection due to its ability
to learn discriminative patterns from heterogeneous data while maintaining relatively low computational
overhead. Across the literature, the key design differences lie in the choice of feature modality (static,
behavioral, memory), the degree of feature engineering, and the integration with system-level defenses. These
choices directly influence robustness, deployability, and generalization.

Early works explore diverse feature spaces, highlighting a fundamental trade-off between visibil-
ity and robustness. Static-analysis approaches (e.g., opcode N-grams with TF-IDF weighting [48]) are
computationally efficient and easy to deploy, but are inherently fragile under packing and obfuscation.
In contrast, behavioral and screen-content-based methods [49] attempt to capture runtime semantics,
improving resilience to code transformation at the cost of requiring dynamic analysis environments.
Memory-forensics-based approaches [50,51] provide even deeper visibility into execution artifacts and
can detect fileless or previously unseen ransomware, but introduce significant monitoring overhead and
deployment complexity. While these works show that carefully engineered features combined with classifiers
such as Random Forest or XGBoost can achieve high reported accuracy, their effectiveness is tightly coupled
to the observability and stability of the chosen feature space.

A second line of work focuses on behavioral sequence modeling and feature optimization, revealing
that feature engineering often matters more than model complexity. Studies modeling API-call sequences and
process behaviors [52-54] demonstrate that incorporating temporal structure improves detection fidelity
compared to simple frequency-based features. Techniques such as Enhanced Maximum-Relevance and
Minimum-Redundancy (EmRMR), Principle Component Analysis (PCA), and bio-inspired representations
(e.g., digital DNA k-mers) further reduce redundancy and enhance discriminative power. Notably, works
such as Jain et al. [55] show that well-designed feature-selection pipelines can allow classical models to match
or even outperform deep learning methods. The key insight here is that classical ML remains competitive not
because of model sophistication, but because of efficient and domain-aware feature representations. However,
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these approaches remain vulnerable to adversarial manipulation of behavioral features and to concept drift
in evolving ransomware.

Another important trend is the integration of ML with cross-layer or system-level defenses. Approaches
such as the one proposed by Fernandez Maimo et al. [56] embed ML detection within SDN/NFV-enabled
architectures to enable rapid isolation, while Poudyal and Dasgupta [57] and Igbal et al. [58] combine multi-
level and multimodal features (DLL, function calls, assembly, text, images) to improve detection coverage
and support family attribution. Compared to standalone classifiers, these systems offer better contextual
awareness and response capability, but at the cost of more complex feature pipelines and tighter integration
requirements. This highlights a recurring trade-off between detection accuracy and system complexity.

Recent work shifts the focus from accuracy-centric evaluation to scalability and deployment realism.
Stream-based learning approaches [59] address latency constraints in real-time environments, while com-
parative studies [60] demonstrate that classical ML remains competitive with deep learning when properly
tuned. Expanding beyond endpoint detection, blockchain analytics [61] illustrate the applicability of ML
to ransomware-related financial activity. Importantly, Rios-Ochoa et al. [62] show that models achieving
near-perfect offline accuracy often degrade significantly in live deployments, exposing the gap between
laboratory evaluation and operational performance. Open Issues: Classical ML-based approaches depend
heavily on handcrafted features, which are inherently vulnerable to obfuscation, polymorphism, and feature
manipulation by adaptive ransomware. Many studies rely on curated and balanced datasets, resulting in
limited generalization under real-world class imbalance and evolving attack distributions. Furthermore,
issues such as concept drift, feature instability, and lack of cross-dataset validation remain insufficiently
addressed. Adversarial machine learning threats, including evasion and poisoning attacks, are also largely
overlooked in existing evaluations. These issues highlight challenges C1 (dataset realism), C2 (adversarial
robustness), and C3 (generalization and drift).

4.1.3 Deep Learning—Based Ransomware Detection Approaches

In recent years, deep learning (DL) has become a prominent paradigm for ransomware detection due
to its ability to automatically learn hierarchical representations from raw or minimally processed data.
Unlike classical ML approaches that rely heavily on handcrafted features, DL-based methods shift the design
focus toward representation learning, enabling models to capture complex temporal, structural, and semantic
patterns. However, this shift also introduces new trade-offs related to data dependence, computational cost,
interpretability, and robustness.

A dominant line of work models ransomware behavior as temporal sequences, particularly using API
calls, system events, or execution traces. Hybrid CNN-RNN architectures such as DRTHIS [63] and more
recent systems like RansoGuard [64] and iCNN-LSTM+ [65] demonstrate that combining spatial feature
extraction (CNNs) with temporal modeling (LSTMs or attention) improves detection of both known and
unseen ransomware variants. These approaches emphasize early-stage detection by capturing pre-encryption
behaviors and adapting incrementally to evolving threats. Compared to classical ML, they offer greater
expressive power and reduced reliance on manual feature engineering. However, this advantage comes at
the cost of higher computational overhead, more complex training pipelines, and increased vulnerability to
adversarial manipulation of event sequences. Thus, DL-based sequence models trade feature engineering
effort for data and compute dependence.

A parallel research direction focuses on advanced representation learning from static or hybrid
artifacts. Self-attention-based models (e.g., Zhang et al. [66]) address the limitations of RNNs in handling
long opcode sequences by capturing global dependencies more efficiently, while image-based approaches
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(e.g., RansomShield [67]) transform binaries into visual representations that CNNs can process. Hybrid
systems such as SwiftR [68] combine static intermediate representations with dynamic behavioral embed-
dings, aiming to improve generalization to unknown families. These approaches highlight DLs flexibility
in handling diverse data modalities and learning high-level abstractions. However, compared to behavioral
sequence models, static and image-based methods remain more susceptible to obfuscation, packing, and
adversarial perturbations, revealing a key trade-off between representation richness and robustness.

To address data scarcity and improve generalization, recent works incorporate generative and data-
efficient learning techniques. GAN-based frameworks (e.g., TGAN-IDS [69], BGM-GAN [70]) synthesize
realistic ransomware behaviors to enhance detection of early-stage or unseen attacks, while few-shot and
meta-learning approaches [71] aim to reduce dependence on large labeled datasets. These methods represent
a shift toward data-centric robustness, attempting to bridge the gap between limited training data and evolving
threat landscapes. However, GAN-based systems introduce training instability and additional complexity,
and their effectiveness depends on how well the generated samples reflect real-world attack distributions.

Another emerging trend is the movement toward scalable and deployment-aware DL systems.
Approaches such as DeepWare [72] and VM-level monitoring frameworks [73] leverage hardware perfor-
mance counters and low-level telemetry to enable efficient detection with reduced overhead. Federated
learning frameworks [74] extend DL-based detection across distributed environments, addressing data pri-
vacy and heterogeneity, while large-scale empirical systems [75] demonstrate cross-domain applicability in
mobile and network settings. Compared to earlier prototype models, these systems prioritize scalability and
real-world deployment, but introduce new challenges such as communication overhead, Non-Independent
and Identically Distributed (non-IID) data handling, and vulnerability to poisoning attacks.

Finally, explainability and trustworthiness have emerged as critical concerns for DL-based detection.
Frameworks such as XRan [76] and recent hybrid models [77] integrate XAI techniques (e.g., SHAP, LIME)
and uncertainty estimation to improve transparency and analyst trust. While these efforts address the black-
box nature of DL-based models, they remain limited by the lack of standardized evaluation for explanation
fidelity and by potential adversarial manipulation of explanations themselves. This reflects a broader trade-oft
between model complexity and interpretability.

Open Issues: DL-based ransomware detection methods require large volumes of labeled data and
incur significant computational overhead, limiting their applicability in real-time and resource-constrained
environments. These models are also susceptible to adversarial examples and traffic manipulation, which can
distort learned representations. Moreover, the lack of interpretability and inconsistent evaluation of expla-
nation fidelity raises concerns about trust and usability in operational settings. Cross-dataset generalization
and robustness to evolving ransomware behaviors remain open challenges. These challenges correspond to
C2 (adversarial robustness), C4 (explainability), and C5 (computational efficiency).

4.1.4 Semi-Supervised/Zero-Shot/Drift-Aware Detection Approaches

Semi-supervised, zero-shot, and drift-aware ransomware detection approaches are motivated by a
common limitation of supervised methods, namely, their dependence on large labeled datasets and their
inability to generalize to unseen or evolving ransomware variants. While all three paradigms aim to improve
adaptability, they differ in how they address uncertainty: semi-supervised methods leverage unlabeled
data, zero-shot approaches rely on abstract representations, and drift-aware systems explicitly model
temporal evolution.

Semi-supervised approaches primarily seek to bridge the gap between limited labeled dataset and
abundant unlabeled observations. For example, Sharmeen et al. [78] combine unsupervised representation



J Cyber Secur. 2026;8 417

learning with supervised classification to improve adaptability, whereas Urooj et al. [79] extend this idea using
GAN-based augmentation to explicitly model evolving ransomware behavior over time. Compared to fully
supervised methods, these approaches improve robustness to unseen variants by leveraging latent structure
in data. However, their effectiveness critically depends on the representativeness of unlabeled or synthesized
data, which is often difficult to guarantee in practice. Thus, they trade improved coverage of unknown threats
for increased training complexity and potential sensitivity to distribution bias.

A complementary line of work focuses on early-stage detection under weak or sparse signals,
highlighting the importance of feature quality over model complexity. The DPBD-FE and subsequent
EMIFS/MM-EMIES frameworks [80,81] emphasize dynamic identification of the pre-encryption boundary
and adaptive feature selection tailored to early runtime behavior. Compared to generic feature extraction
pipelines, these approaches detect the onset of encryption by monitoring cryptography-related API calls,
demonstrating that careful feature engineering can significantly enhance performance even under limited
signal conditions. However, their reliance on observable pre-encryption behavior introduces a key vul-
nerability: stealthy or delayed-encryption ransomware can bypass such assumptions, exposing a trade-oft
between early detection and behavioral visibility.

Zero-shot and drift-aware approaches further generalize detection to previously unseen ransomware
and evolving environments, but through different mechanisms. Zero-shot methods such as Zero-Ran
Snift (ZRS) [82] abstract ransomware behavior into high-level attributes using autoencoders and attention
mechanisms, enabling detection without family-specific training data. In contrast, drift-aware systems such
as FeSAD [83] focus on maintaining performance over time by explicitly modeling and adapting to changes
in data distribution. Moreover, FeSAD is designed to detect evolutionary ransomware under concept drift
by integrating feature selection, drift calibration, and drift decision layers to enable reliable classification
in non-stationary environments. While zero-shot learning emphasizes generalization across classes, drift-
aware methods emphasize stability across time. Both represent a shift away from static models, yet they face
a shared challenge: distinguishing benign distributional changes from adversarial evolution. Moreover, their
evaluation is often limited to controlled or short-term settings, leaving long-term robustness uncertain.

Open Issues: Semi-supervised and zero-shot detection approaches aim to address data scarcity but
depend heavily on the quality and representativeness of unlabeled or synthetic data. Existing attribute-based
or embedding-based representations often fail to capture evolving ransomware semantics and multi-stage
attack behaviors. Additionally, these methods lack long-term evaluation under realistic threat evolution
scenarios, and their robustness against adversarial manipulation or poisoning of unlabeled data remains
largely unexplored. These limitations relate to CI (dataset realism), C3 (generalization), and C10 (emerging
threat models).

4.1.5 Network-Based and SDN-Based Detection

Network- and SDN-based ransomware detection approaches exploit visibility of data at traffic-level and
centralized control to identify and contain attacks at the network layer. Unlike host-based methods, these
approaches provide global visibility and rapid response, but offer limited insight into host-level semantics.

SDN-based frameworks (e.g., [84-86]) leverage programmable control planes to detect and block
ransomware by analyzing communication patterns and dynamically enforcing flow rules. Their works focus
on detecting specific ransomwares (CryptoWall, and WannaCry). Their key advantage lies in real-time
containment and network-wide enforcement. However, they rely on the assumption that ransomware exhibits
identifiable and stable communication signatures, which is increasingly invalid due to encryption, proxying,
and domain fronting.
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In contrast, passive traffic-analysis approaches (e.g., [87-90]) focus on statistical and flow-level features
to enable scalable and lightweight detection across enterprise and IoT environments. They [88,89] also
focus on specific ransomwares—-Locky, LooCipher. These methods are easier to deploy and do not require
SDN infrastructure, but their effectiveness degrades when malicious traffic is encrypted, tunneled, or
indistinguishable from benign flows. Thus, they trade scalability and deployability for reduced robustness.

Some works expand the threat model by considering unconventional communication channels such as
blockchain-based C&C (e.g., [91]) coordination mechanism used by the Cerber ransomware and routing-
level anomalies (e.g., [92]) by analyzing routing records from the WestRock ransomware event. These
approaches improve coverage against stealthy coordination strategies but introduce significant monitoring
complexity and depend on infrastructure-level data that may not be available in practice.

Open Issues: Network-based detection approaches face significant visibility limitations due to the
widespread use of encryption and the adoption of covert C&C channels leveraging cloud services, P2P
networks, or blockchain infrastructure. Anomaly-based methods often suffer from high false positive rates
and lack contextual correlation with host-level activities. SDN-based mitigation strategies further require
tight integration with network infrastructure, raising deployment complexity and scalability concerns in
large-scale environments. These issues reflect challenges C6 (deployment constraints), C7 (cross-layer
coordination), and C10 (evolving attack channels).

4.1.6 Ransomware Detection for Android and Mobile Systems

Ransomware detection in mobile environments differs fundamentally from desktop settings due to
resource constraints, limited system visibility, and strict privacy controls. As a result, existing approaches can be
broadly categorized into behavioral/runtime, static/API-based, and hybrid methods, each offering distinct
trade-offs between accuracy, efficiency, and robustness.

Behavioral and runtime monitoring approaches focus on detecting anomalous system activity such
as file encryption, system calls, or user-application interaction mismatches. Early systems (e.g., [93-95])
emphasize real-time detection and damage prevention by continuously monitoring processor usage, memory
consumption, unauthorized encryption and I/O activity of critical processes and directories, while more
recent methods (e.g., [96,97]) improve efficiency through lightweight streaming models and compiler-
assisted instrumentation. These approaches provide strong semantic visibility and early detection capability,
but incur runtime overhead and must carefully balance detection accuracy with battery consumption and
user experience.

In contrast, static and API-based techniques (e.g., [98-100]) prioritize efficiency and scalability by
analyzing permissions, API usage, and code structure prior to execution. These methods are well-suited
for on-device deployment and large-scale screening, but are inherently fragile under code obfuscation,
packing, and dynamic payload loading. Thus, they trade efficiency for reduced robustness compared to
behavioral approaches.

Hybrid and traffic-based methods (e.g., [101-104]) combine static, dynamic, and network-level features
to improve generalization across diverse ransomware variants. While these approaches enhance detec-
tion robustness and coverage, they introduce higher computational complexity and are less suitable for
strictly resource-constrained environments. Similarly, formal and recovery-oriented solutions [105,106]
extend beyond detection to provide stronger guarantees or post-attack recovery, but often require deeper
system integration.
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Overall, the comparison reveals a fundamental trade-off in mobile ransomware detection: efficiency
vs. robustness vs. visibility. These challenges are further exacerbated by platform constraints such as lim-
ited energy, restricted monitoring capabilities, and rapid malware evolution, highlighting the need for
lightweight, privacy-preserving, and adaptively robust detection frameworks tailored to mobile ecosystems.

Open Issues: Mobile ransomware detection remains constrained by limited resources, privacy restric-
tions, and restricted system visibility. Static methods struggle against obfuscation and dynamic loading, while
runtime approaches incur non-trivial overhead. Encrypted traffic and evolving attack strategies further limit
detection effectiveness, particularly against zero-day variants. These challenges align with C5 (efficiency),
C6 (deployment), and C10 (platform-specific threats).

4.1.7 Ransomware Detection for IoT/IIoT/CPS/Edge/Healthcare (ICE/IoMT) Environments

Ransomware detection in IoT/IIoT/CPS and healthcare environments differs fundamentally from
traditional IT systems due to extreme resource constraints, heterogeneity, and safety-critical requirements.
Existing approaches can be broadly categorized into lightweight behavioral detection, federated/distributed
learning, and domain-specific resilience mechanisms, each reflecting different trade-offs between efficiency,
scalability, and robustness.

Lightweight behavioral and hybrid approaches (e.g., [107,108]) exploit low-level telemetry (e.g., kernel
activity, device signals) to enable early detection with minimal overhead. These methods are well-suited
for resource-constrained IToT edge gateways, but struggle with scalability and cross-device heterogeneity in
large deployments.

Federated and distributed learning frameworks (e.g., [109,110]) address data heterogeneity and privacy
constraints of IoT/IToMT networks by enabling collaborative detection across devices without centralized
data collection. Compared to standalone models, they improve adaptability and coverage, but introduce
communication overhead, synchronization complexity, and vulnerability to poisoning attacks.

Domain-specific approaches (e.g., [111,112]) integrate additional mechanisms such as blockchain,
fog computing, and economic modeling to enhance resilience in safety-critical systems such as smart
healthcare systems and vehicle ecosystems. These methods extend beyond detection to address integrity,
traceability, and operational continuity, but significantly increase architectural complexity and may impact
real-time performance.

Overall, the comparison reveals a fundamental trade-oft in ICE/IToMT ransomware detection: efficiency
vs. scalability vs. resilience. Lightweight methods prioritize deployability but lack global coordination, fed-
erated approaches improve adaptability but add system complexity, and domain-specific solutions enhance
resilience at the cost of overhead. These challenges are further compounded by limited visibility into
encrypted industrial protocols and the need to maintain safety and regulatory compliance, highlighting the
importance of cross-layer, resource-aware, and deployment-specific defense strategies.

Open Issues: Detection in IoT/IIoT/CPS remains constrained by limited resources, heterogeneity, and
safety requirements. Many approaches fail to scale across diverse devices and protocols, while federated
methods introduce risks such as poisoning and privacy leakage. Restricted visibility into encrypted industrial
traffic further limits effectiveness. These challenges align with C5 (scalability), Cé (deployment), and C7
(cross-layer coordination).
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4.1.8 Adversarial and Evasion Analysis of Ransomware

Ransomware evasion can be broadly categorized into inference-time evasion (manipulating runtime
behavior to bypass detectors) and poisoning attacks (corrupting training data to degrade model perfor-
mance). Across the literature, these strategies expose a fundamental limitation: most detection systems
implicitly assume that malicious behavior remains sufficiently distinct from benign activity.

Early studies demonstrate the fragility of existing defenses. Works such as [113,114] show that both
signature-based and behavioral detectors can be bypassed through carefully crafted execution patterns,
including distributing malicious actions across processes. These results reveal that behavioral distinctiveness
alone does not guarantee robustness, especially under adaptive attackers.

More recent work shifts toward intelligent and adaptive evasion. Frameworks such as RansomAI [115]
and Animagus [116] demonstrate that ransomware can actively optimize its behavior, either by tuning
encryption strategies or mimicking benign I/O patterns, to minimize detection probability. Compared to
earlier heuristic evasion, these approaches represent a transition to learning-driven adversaries, significantly
challenging ML/DL-based detectors.

In response to this, defensive efforts increasingly focus on identifying invariant signals that are difficult
to conceal, such as the coupling between encryption operations and disk I/O (e.g., [117,118]). Zhao et al. [117]
ERW-Radar system integrates contextual correlation, fine-grained content analysis, and adaptive optimiza-
tion mechanisms, while Guo et al. [118] approach is based on the inherent temporal correlation between
encryption computation and disk I/O activity. While these methods improve robustness against mimicry,
they rely on assumptions about fundamental encryption behavior, which may be weakened by throttling,
partial encryption, or distributed execution.

Finally, recent frameworks (e.g., Minerva [119]) integrate adversarial robustness directly into model
design, moving from reactive to proactive defense. However, such approaches remain limited by the lack of
standardized adversarial benchmarks and comprehensive evaluation under realistic attack conditions.

Overall, the comparison highlights an ongoing arms race: attackers evolve from static obfuscation to
adaptive, learning-driven evasion, while defenders shift from heuristic detection to invariant-based and
adversarially robust models. The key insight is that robustness cannot be achieved through feature design
alone; it requires adversarially aware training, cross-layer signals, and continuous adaptation.

Open Issues: Adversarial robustness remains a major gap. Detection systems are vulnerable to mimicry,
temporal distribution of malicious actions, and feature manipulation. Adversarial training, robustness
benchmarks, and evaluation under realistic attack scenarios remain limited, while poisoning and model-
extraction threats are underexplored. These challenges correspond to C2 (adversarial robustness) and C3
(generalization).

Table 5 provides a summary of common ransomware evasion strategies and representative defensive
countermeasures. Table 6 provides a mapping of some of the ransomware evasion studies, to adversarial ML
threat models.

In contrast, semi-supervised, zero-shot, and drift-aware approaches attempt to address the limitations
of static models by improving adaptability to unseen and evolving threats. However, these methods shift
the challenge from feature design to representation reliability and data realism, and they remain sensitive to
distribution bias and adversarial drift.
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Table 5: Summary of common ransomware evasion strategies and representative defensive countermeasures.

Evasion Strategy

Description

Representative Defense
Measures

Multi-process
cooperation

Distributing malicious activities across
multiple benign-looking processes to
suppress strong behavioral signals

Cross-process
correlation, contextual
behavior aggregation

Benign behavior
imitation

Mimicking I/O and execution patterns
of legitimate applications to hide
encryption activity

Fine-grained content
analysis, invariant-based
detection

Adaptive encryption
scheduling

Dynamically adjusting encryption
rate, duration, and algorithm to avoid
triggering detectors

Temporal correlation
between computation
and I/O

Reinforcement
learning-driven evasion

Learning optimal attack policies
through feedback from detection
outcomes

Robust-by-design
models, adversarially
trained detectors

Producing encrypted outputs that

Byte distribution analysis,

Statistical camouflage resemble benign file modifications in 2 tests
size and access patterns X
Exploiting outdated detection Adaptive thresholds,
Assumption breaking assumptions (e.g., single-process, continual model
burst encryption) updating
Table 6: Mapping ransomware evasion studies to adversarial ML threat models.
Work Primary Technique Threat Model Key Insight
Commercial anti-virus
Beaman etal. [113] Custom ransomware . . .
(2021) engineerin Evasion solutions remain vulnerable to
& & handcrafted evasive logic
Behavioral features can be
De Gaspari Multi-process
p P Evasion, Mimicry neutralized via coordinated

etal. [114] (2022)

workload splitting

benign-looking processes

von der Assen
et al. [115] (2023)

Attackers can learn optimal
stealth policies against deployed
detectors

Zhou et al. [116]
(2023)

Reinforcement
learning-based Adaptive Learning
encryption control
Imitation of benign .
& Mimicry

I/0 behavior

Behavior-based detectors fail
when ransomware emulates
legitimate workflows

(Continued)
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Table 6 (continued)

Work Primary Technique Threat Model Key Insight
I iant ties of
Zhao et al. [117] I/O repetitiveness Evasion encr nvzz:ncalralr:}[: e;slzse\?asive
(2025) and content statistics (Defense-Oriented) P p

ransomware

Temporal correlation
of encryption and

Temporal invariants remain

Evasion . . .
effective despite behavioral

Guo et al. [118]

(2025) 1o (Defense-Oriented) camouflage
Hitaj et al. [119] Robust-by-design Evasion, Adaptive eﬁli‘;egcsliga:trrerlscl)lcllzrllziEln;les:tzfe
(2025) architecture Learning

levels

Overall, the comparison highlights a fundamental insight: no single approach is sufficient under
realistic ransomware threat models. Instead, effective defense requires a cross-layer, adaptive framework that
combines complementary strengths—early detection (behavioral), pattern learning (ML/DL), resilience (stor-
age), and adaptability (semi-supervised/zero-shot/drift-aware)-while explicitly accounting for adversarial
behavior, dataset limitations, and deployment constraints.

4.1.9 Research on Cryptocurrency Address Identification and Transaction Analysis

Ransomware operators exploit the pseudonymity of cryptocurrencies to conduct difficult-to-trace
financial transactions, motivating research on identifying attacker-controlled addresses and analyzing
transaction flows. Existing approaches can be broadly categorized into heuristic/graph-based analysis,
learning-based detection, and ecosystem-level studies, each offering different trade-offs between interpretabil-
ity, scalability, and attribution accuracy.

Early works (e.g., [120-122]) rely on address clustering heuristics and transaction graph analysis to
quantify ransomware payments and identify attacker-controlled entities. These methods provide valuable
macro-level insights into the economic structure of ransomware campaigns and are relatively interpretable,
but depend on simplifying assumptions about address reuse and transaction patterns, limiting their
robustness under evasion techniques.

More recent approaches adopt learning-based frameworks (e.g., [61,123]) to improve scalability and
generalization. By leveraging graph-based feature aggregation and semi-supervised or imbalance-aware
learning, these methods can detect both known and previously unseen ransomware-related transactions.
Compared to heuristic approaches, they offer improved detection performance, but are highly dependent
on labeled data quality, graph construction accuracy, and feature design, and may suffer from reduced inter-
pretability.

A complementary line of work focuses on ecosystem-level analysis (e.g., [124]), integrating blockchain
data with incident-level and economic information to study long-term trends such as payment behaviors
and double-extortion strategies. While these approaches provide broader contextual understanding, they are
less suited for real-time detection and rely on aggregated or delayed data.

Overall, the comparison reveals a key trade-off: heuristic methods are interpretable but brittle, learning-
based methods are scalable but data-dependent, and ecosystem-level analyses are comprehensive but largely
retrospective. A fundamental limitation across all approaches is the difficulty of linking pseudonymous
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blockchain activity to real-world actors, particularly in the presence of mixers, cross-chain transactions, and
privacy-enhancing techniques.

Open Issues: Accurate attribution remains challenging due to obfuscation techniques such as mixers,
tumblers, and cross-chain transfers. The lack of high-quality labeled datasets and limited visibility into off-
chain transactions further constrain detection and forensic analysis. These issues correspond to Cl (data
limitations) and C9 (economic and policy factors).

4.1.10 Critical Insights and Lessons Learned from Research Works on Ransomware Detection

Critical Insights and Lessons Learned: A comparative analysis of existing ransomware detection
approaches reveals several important trends, contradictions, and unresolved limitations across the literature.
First, although many ML- and DL-based approaches report very high detection accuracy, these results are
often obtained using curated, static, and highly imbalanced datasets under controlled laboratory settings. In
contrast, studies that evaluate models under more realistic conditions-such as temporal drift, cross-family
testing, or zero-day scenarios-typically report substantially lower robustness and generalization capability.
This suggests that the apparent superiority of many learning-based methods may partly reflect dataset bias
and experimental design rather than true operational effectiveness.

Second, there exists a clear contradiction between early-detection objectives and stealth-resistant
detection requirements. Several behavioral and runtime-monitoring approaches assume that ransomware
exhibits rapid and observable pre-encryption activities such as burst file modifications, entropy changes,
or intensive API calls. However, recent ransomware families increasingly adopt delayed execution, par-
tial encryption, intermittent encryption, and low-and-slow strategies specifically designed to evade such
assumptions. As a result, approaches optimized for rapid detection may suffer from high false positives,
whereas more conservative systems often detect the attack too late to prevent significant damage. This
highlights a fundamental trade-off between detection speed, accuracy, and damage prevention.

Third, cross-study comparison shows that no single detection paradigm provides comprehensive cov-
erage against the evolving ransomware threat landscape. Behavioral approaches capture runtime anomalies
but are sensitive to workload variability; network-based methods can identify C&C communication but
may fail against offline or encrypted attacks; memory- and storage-level techniques can detect low-level
malicious activities but often incur deployment overhead; and ML/DL methods are effective at pattern
recognition yet remain vulnerable to adversarial evasion, poisoning, and feature manipulation attacks.
Collectively, these findings indicate that ransomware defense cannot rely on a single-layer solution and
instead requires cross-layer, multi-modal, and adaptive frameworks that combine host-, network-, memory-,
and storage-level visibility.

Another important insight is the growing gap between research prototypes and deployment feasibility.
Many studies optimize primarily for detection performance while overlooking practical operational con-
straints such as latency, computational overhead, scalability, privacy concerns, explainability, interoperability,
and false alarm management. This issue becomes even more pronounced in resource- constrained environ-
ments such as IoT, IIoT, CPS, and edge systems, where heavyweight monitoring and complex deep learning
models may not be practical. Furthermore, explainability and analyst trust remain underexplored despite
their importance in operational SOC and incident response environments.

Finally, current evaluation methodologies remain fragmented and inconsistent across studies. Different
works use different datasets, feature sets, attack scenarios, and performance metrics, making direct com-
parison difficult. Moreover, many evaluations ignore adversarial settings, longitudinal behavior changes,
and realistic deployment conditions. These inconsistencies hinder reproducibility and may inflate perceived
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effectiveness. Overall, the surveyed literature suggests that future ransomware detection systems must
move beyond isolated accuracy-driven designs toward robust, adaptive, deployment-aware, and explainable
solutions evaluated using realistic, standardized, and continuously updated benchmarks.

Table 7 presents a classification of the ransomware detection approaches, along with the detection
principle used with representative references, discussed in this subsection.

Table 7: Summary of detection-focused ransomware research.

Category

Detection Principle

Representative References

Behavioral/Runtime
Detection
(Host-Based)

Detect abnormal
runtime behavior via
file I/O, entropy, API

calls, registry or kernel
activity

Scaife et al. [26] (2016); Kharaz et al. [27] (2016);
Chen and Bridges [28] (2017); Homayoun et al. [29]
(2017); Hampton et al. [30] (2018); Kok et al. [31]
(2019); Kok et al. [32] (2022); Hwang et al. [33]
(2020); Ullah et al. [34] (2020); Molina et al. [35]
(2021); Herrera-Silva and Hernandez-Alvarez [36];
Javaheri et al. [37] (2018); Zhang et al. [38] (2024);
Tang et al. [39] (2020); McIntosh et al. [40] (2021);
Al Sabeh et al. [41] (2020); Ramesh and Menen [42]

(2020); Abbasi et al. [43] (2022); Ayub et al. [44];

Hou et al. [45] (2024); Marcinkowski et al. [46]
(2024); Wang et al. [47] (2024)

Machine
Learning-Based
Detection (Classical)

Supervised ML models
using static, dynamic,
or hybrid features

Zhang et al. [48] (2019); Su et al. [49] (2018); Cohen
and Nissim [50] (2018); Ahmed et al. [52] (2020);
Khan et al. [53] (2020); Arabo et al. [54] (2020); Jain
et al. [55] (2025); Poudyal and Dasgupta [57] (2021);
Igbal et al. [58] (2022); Baabbad and Batarfi [59]
(2023); Jemal and Lo [60] (2023); Rios-Ochoa
et al. [62] (2025)

Deep/Representation
Learning-Based
Detection

CNN, RNN, LSTM,
attention, and
GAN-based
ransomware detection

Hwang et al. [33]; Ullah et al. [34]; Molina et al. [35];
Herrera-Silva and Hernandez-Alvarez [36]; Abbasi
etal. [43]; Ayub et al. [44]; Aljabri et al. [51];
Fernandez Maimo et al. [56]; Dib et al. [61];
Homayoun et al. [63]; Cen et al. [64]; Ispahany
et al. [65]; Zhang et al. [66]; Lachtar et al. [67];
Karbab et al. [68]; Zhang et al. [69]; Gazzan and
Sheldon [70]; Zhu et al. [71]; Ganfure et al. [72];
Thummapudi et al. [73]; Lan et al. [74]; Hossain
etal. [75]; Gulmez et al. [76]; Kabuye et al. [77]

Semi-supervised/Zero-
shot

Detect zero-day
ransomware and
handle behavioral drift

Sharmeen et al. [78] (2020); Urooj et al. [79] (2023);
Al-Rimy et al. [80] (2020); Al-Rimy et al. [81]
(2021); Cen et al. [82] (2024); Fernando and
Komninos [83] (2024)

(Continued)
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Table 7 (continued)

Category

Detection Principle

Representative References

Network-Based

Detect ransomware via

Cabaj and Mazurczyk [84] (2016); Cabaj et al. [85];
Akbanov et al. [86] (2019); Morato et al. [87] (2018);
Almashhadani et al. [88] (2019); Liu et al. [89]

Detection & SDN traffic analysis (2020); Hernandez-Jaimes et al. [90] (2024);
Pletinckx et al. [91] (2018); Li et al. [92] (2022)
Song et al. [93] (2016); Chen et al. [94] (2017);
Faghihi and Zulkernine [95] (2021); Chew
Mobile-specific et al. [96] (2024); Ma et al. [97] (2025); Scalas
Ransomware detection using et al. [98] (2019); Alsoghyer and Almomani [99]
Detection for Mobile permissions, user (2019); Singh and Tripathy [100] (2024); Ahmed
and Android Systems behavior, traffic, and et al. [101] (2022); Hossain et al. [102] (2022); Albin
lightweight ML Ahmed et al. [103] (2023); Jeremiah et al. [104]
(2024); Cimitile et al. [105] (2018); Elkhail
etal. [106] (2025);
Fernandez Maimo et al. [56] (2019); Al-Hawawreh
IoT/IIoT/CPS/Edge/ Targeted ransomware et al. [107] (2019); Al-Hawawreh et al. [109] (2021);
Healthcare detection Celdran et al. [108] (2023); Tariq et al. [110] (2022);

Wazid et al. [111] (2022); Malik et al. [112] (2022)

Adversarial & Evasion

Study evasion

Beaman et al. [113] (2021); De Gaspari et al. [114]
(2022); von der Assen et al. [115] (2023); Zhou

Analysis ;;::ziig;fr;}i:;gjﬁs et al. [116] (2023); Zhao et al. [117] (2025); Guo
et al. [118] (2025); Hitaj et al. [119] (2025)
Detect Dib et al. [61] (2024); Conti et al. [120] (2018);
Cryptocurrency

Address & Transaction
Detection

ransomware-related
Bitcoin addresses and
payments

Huang et al. [121] (2018); Paquet-Clouston
etal. [122] (2019); Wang et al. [123] (2024); Sarabi
et al. [124] (2025)

Unified Insights: Table 8 shows that no single defense paradigm is sufficient under realistic ransomware

threat models. Behavioral and learning-based methods are valuable for early detection, but they often
degrade under stealthy, adaptive, or distribution-shifted attacks. Network-based approaches provide broader
visibility but may miss host-local encryption activity, while storage-level and backup-based mechanisms
improve resilience yet often operate after some damage has already occurred. These comparisons high-
light fundamental trade-offs between accuracy and latency, detection and prevention, interpretability and
model complexity, and broad coverage and deployment cost. Consequently, robust ransomware defense
requires cross-layer, defense-in-depth designs that combine early detection, damage containment, and

recovery support.
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Table 8: Comparative analysis of major ransomware defense approaches under realistic threat models.

Approach

Main Strengths

Why It Fails Under Realistic
Threat Models

Fundamental
Trade-Offs

Typical Best-Fit Use
Cases

Behavioral/
Runtime
Detection

Can detect previously
unseen ransomware by
monitoring file I/O, API
calls, process behavior,
and entropy changes;
often effective against
fast encryption attacks.

Assumes ransomware
exhibits clear pre-encryption
or early-encryption
behavioral signals. Stealthy,
delayed, selective,
intermittent, or
low-and-slow encryption can
reduce detectability.
Attackers may also mimic
benign backup, compression,
or synchronization
workloads.

High sensitivity vs. false
alarms; early detection
vs. runtime overhead;
broader monitoring vs.

deployability.

Endpoint protection,
host monitoring,
enterprise desktops,
managed servers.

Classical
ML-based
Detection

Efficient inference,
interpretable feature sets,
and suitability for
tabular telemetry such as
API-call counts, file
activity, or registry
events.

Relies on handcrafted
features that may become
brittle under obfuscation,

polymorphism, concept
drift, and feature
manipulation. Performance
often drops when evaluated
outside the original dataset
or environment.

Interpretability and
lower latency vs. weaker
robustness to drift and
adversarial
manipulation; simpler
models vs. limited
expressiveness.

Resource-aware
endpoint monitoring,
fast screening,
operational settings
requiring moderate
interpretability.

Deep
Learning-based
Detection

Can learn complex
temporal or structural
patterns from raw or
minimally processed
data; useful for
sequence, memory, and
traffic analysis.

Requires large, representative
labeled datasets and often
assumes training data covers
realistic future behaviors.
Vulnerable to adversarial
perturbations, dataset bias,
and distribution shift; may
be difficult to explain and
validate in practice.

Potentially higher
accuracy vs. higher
computation cost;
expressive modeling vs.
explainability;
robustness vs. training
complexity.

High-volume
telemetry analysis,
cloud-scale
monitoring,
sequence-based
detection, research
prototypes with
sufficient data.

Semi-
supervised/Zero-
shot
Detection

Useful when labeled
ransomware data are
scarce; can improve
detection of novel or rare
families.

Depends heavily on the
quality of unlabeled data,
attribute design, or latent

representations. Novel
attacks that diverge from

assumed semantic structure
may evade detection;
robustness under poisoning
or adversarial drift is often
unclear.

Novelty detection vs.
uncertainty in decision
quality; broader
coverage vs. reduced
reliability and
interpretability.

Emerging-threat
detection,
environments with
limited labels,
exploratory threat
hunting.

Network-based
Detection

Can detect
ransomware-related
communication, lateral
movement, C&C traffic,
or exfiltration without
relying solely on
endpoint
instrumentation.

Assumes malicious behavior
is visible in traffic patterns.
Encryption, legitimate cloud
services, P2P channels, DNS
tunneling, and intermittent
communication reduce
visibility. Host-only
encryption without clear
network signals may evade
detection entirely.

Broader network
visibility vs. weaker host
context; lower endpoint
overhead vs. higher false

positives; detection
coverage vs. limited
actionability.

Perimeter monitoring,
NDR/SOC pipelines,
enterprise networks,

exfiltration-aware
monitoring.

(Continued)
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Table 8 (continued)

. Why It Fails Under Realistic Fundamental Typical Best-Fit Use
Approach Main Strengths Y P
Threat Models Trade-Offs Cases
Often assumes ransomware
. erforms aggressive .
Can directly observe per g8 ) Damage containment vs.
. overwrite-heavy encryption. . .
overwrite patterns, block . . . system complexity; Backup protection,
L Selective encryption, partial . .
Storage- changes, file versioning . prevention/recovery storage appliances,
. . corruption, delayed access, s .
level/File-system  behavior, and abnormal : support vs. portability; enterprise file servers,
or backup targeting can A .
Defenses access bursts; useful for . lower semantic visibility high-value data
L bypass these assumptions. .. .
limiting damage and ) vs. strong proximity to repositories.
supporting recover Some methods require rotected data
PP & 4 kernel, firmware, or P
storage-stack changes.
Often assumes backups
remain intact, reachable, Recovery assurance vs. . -
Business continuity
. e recent, and untampered. storage/management . .
Essential for resilience . planning, disaster
Backup/Recovery- . Modern ransomware targets cost; resilience vs. o
after compromise; can recovery, critical
based . backups, snapshots, and delayed response; .
restore service even Y o infrastructure,
Defenses . . recovery workflows; continuity vs. inability to
when detection fails. . . o regulated
exfiltration-centric attacks prevent theft or initial .
. . . . environments.
still cause extortion pressure disruption.
even after restoration.
Effectiveness depends on
realistic placement and o
Can expose ransomware P . Low-cost signaling vs. Layered defense, early
. . . . attacker interaction. . .
Deception- through interaction with o brittleness; early warning systems,
. Sophisticated ransomware . . .
based decoys, bait files, honey warning vs. incomplete environments where
may detect decoys, defer . .
Defenses shares, or controlled . coverage; simplicity vs. decoy placement is
execution, or use :
traps. . . maintenance overhead. manageable.
environment checks to avoid
triggering traps.
Requires sufficient visibility
into transient memor
Can reveal fileless . Y -
.. artifacts and often Deep visibility vs. .
activity, unpacked . e Incident response,
Memory- . continuous or frequent acquisition overhead; L
. payloads, injected code, L . - forensic triage,
based/Forensic S acquisition. Fast execution, forensic richness vs.
. and volatile indicators . . . . memory-focused
Detection anti-forensics, and scale limited real-time .
malware analysis.

invisible to static
analysis.

constraints reduce
practicality in live
environments.

scalability.

4.2 Ransomware Prevention, Mitigation, and Recovery-Focused Research Works

This section systematically classifies and categorizes existing research on ransomware prevention,
mitigation, and recovery strategies. For each category, we review representative approaches, provide a critical
analysis of their underlying techniques and assumptions, and discuss key limitations and open research issues

that remain unresolved.

4.2.1 Research Works Focusing on Storage-Level/Hardware-Assisted Ransomware Defenses

This subsection focuses on storage-level and hardware-assisted defenses against ransomware. These
approaches operate below the application and operating-system layers and aim to prevent or limit data
loss while enabling efficient recovery. Typical techniques leverage capabilities of solid-state drives (SSDs),
block devices, storage firmware, hypervisors, or trusted hardware to detect malicious write patterns, isolate

ransomware activity, and support rapid data restoration.
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A substantial body of work explores embedding ransomware detection directly within storage devices,
particularly SSDs, to detect malicious write patterns and enable rapid recovery. Min et al. [125] introduce
Amoeba, an SSD architecture that incorporates a hardware accelerator to identify ransomware-infected
pages and maintain fine-grained backup control to reduce storage overhead. Amoeba incurs negligible
overhead and significantly outperforms the state-of-the-art SSD, FlashGuard, in both performance and space
efficiency. Similarly, Baek et al. [126,127] propose SSD-Insider and its enhanced version SSD-Insider++,
which leverage invariant behavioral features derived solely from block I/O headers to detect ransomware at
the firmware level and exploit NAND flash’s delayed deletion property for instant, and lossless recovery. Paik
etal. [128] further demonstrate that ransomware-induced access patterns can be detected through specialized
buffer management policies within flash-based storage devices. While these SSD-integrated approaches
benefit from low latency and independence from the host OS, they rely on modifications to storage firmware
or architecture, which may limit portability across commodity hardware platforms.

Other works explore host-level and memory-storage coordination mechanisms to prevent encrypted
data from being committed to persistent storage. Elkhail et al. [129] observe that encrypted data typically
passes through the OS page cache before being written to disk and propose a runtime defense that intercepts
this synchronization process to prevent malicious data from reaching permanent storage; Evaluated against
over a thousand ransomware samples, including advanced variants using multi-threading and boot-sector
attacks, the system reliably restores affected files while incurring minimal performance overhead. In contrast,
Ma et al. [130] introduce RansomTag, a hypervisor-based framework that bridges semantic gaps between
storage devices and higher-level system context using a tag-based interface. This design enables accurate
detection and fine-grained version recovery of overwritten or deleted files while maintaining modest backup
overhead. Compared with firmware-centric SSD solutions, these approaches provide greater deployment
flexibility and richer contextual information, though they introduce additional complexity in memory
management and virtualization layers.

Recent research also investigates cloud storage environments and hardware-level telemetry as alter-
native defense layers. Wang et al. [131] propose DeftPunk, a ransomware detection and recovery system
designed for cloud block storage, combining a two-layer I/O classifier with snapshot-based recovery mech-
anisms to minimize data loss in multi-tenant environments. Hill et al. [132] demonstrate that ransomware
activity can be detected through hardware performance counters collected from non-virtualized systems,
showing that a small subset of hardware-level features can enable rapid detection with high accuracy. Zhu
et al. [133] further extend storage-level defenses through their SrFTL system, which integrates semantic
awareness into the flash translation layer of SSDs and leverages modified flash translation layer (FTL) with a
trusted enclave to perform secure detection and recovery operations; evaluation shows SrFTL outperforms
existing FTL-based solutions. Together, these approaches illustrate a shift toward cross-layer defenses
that combine storage semantics, hardware telemetry, and trusted execution environments. However, their
effectiveness often depends on specialized hardware support, system-level modifications, or close integration
with storage infrastructure.

Open Issues: Storage- and hardware-level defenses often require modifications to firmware or system
architecture, limiting deployability across heterogeneous environments. Many approaches assume write-
heavy encryption behavior, which can be bypassed by ransomwares by selective or partial encryption
strategies. Additionally, semantic gaps between OS, hypervisor, and storage layers hinder coordinated
detection and response, particularly in multi-tenant cloud settings. These challenges correspond to C6
(deployment) and C7 (cross-layer integration).
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4.2.2 Decoy, Honeypot, and Deception-Based Defenses

Deception-based ransomware defenses adopt a “lure-and-contain” strategy, using decoy files, honey-
folders, or deceptive environments to trigger early detection and limit damage. Unlike ML or behavioral
approaches that infer malicious intent, these methods rely on direct attacker interaction with crafted artifacts,
providing highly interpretable signals but with limited coverage.

Early works (e.g., [134,135]) demonstrate that simple decoy files can effectively expose ransomware
through abnormal access patterns or blocking behavior. These methods are lightweight and enable rapid
containment, but their effectiveness depends heavily on decoy placement and assumes that ransomware will
interact with them.

Subsequent approaches improve robustness through adaptive and multi-functional deception. Systems
such as RTrap and Ranflood [136,137] extend decoy strategies with data-driven placement of decoy files,
deliberately flooding targeted disk locations with decoy files to slow ransomware progress, moving target files,
while other techniques exploit system features (e.g., alternate data streams) to mislead encryption targets.
Compared to basic honeypots, these methods enhance coverage and mitigation capability, but introduce
higher storage and management overhead.

More recent work moves toward active deception, where attackers are not only detected but actively
disrupted. Frameworks such as ranDecepter [138], a real-time system that isolates ransomware in a deceptive
environment and feeds the ransomware with counterfeit encryption data, increasing attacker cost and
delaying impact. Compared to passive approaches, these systems improve resilience but require tighter
system integration and careful configuration.

Overall, deception-based defenses exhibit a key trade-oft: precision vs. coverage. They provide low
false positives and interpretable detection signals, but rely on attacker interaction and can be bypassed
by ransomware that detects or avoids decoys. Consequently, they are most effective as complementary
mechanisms within a broader defense-in-depth strategy rather than standalone solutions.

Open Issues: Effectiveness depends on realistic decoy placement and configuration, which sophisticated
ransomware can not evade. Large-scale deployment introduces management overhead, and limited integra-
tion with behavioral or learning-based systems reduces overall robustness. These challenges correspond to
C2 (adversarial adaptation) and C6 (deployment constraints).

4.2.3 Reverse Engineering and Decryption-Based Ransomware Analysis

Reverse engineering and cryptographic analysis focus on understanding and breaking ransomware
implementations to enable data recovery, rather than detecting attacks in real time. Compared to behav-
ioral or ML-based methods, these approaches provide deeper insight into malware logic and encryption
mechanisms, but are largely reactive and family-specific.

Empirical studies (e.g., [139]) show that many existing decryption tools fail in practice, highlighting
a gap between claimed and actual recovery effectiveness. In contrast, targeted reverse engineering efforts
(e.g., [140]) demonstrate that detailed analysis of specific ransomware families can yield effective decryption
solutions, and present tools for reverse-engineering. This contrast underscores a key trade-off: broad
applicability vs. practical effectiveness.

Another line of work exploits implementation flaws in ransomware cryptography (e.g., [141,142]). These
studies show that even ransomware using strong cryptographic primitives can be broken if key-generation or
randomness mechanisms are flawed. However, such success depends on the presence of subtle vulnerabilities,
making these approaches opportunistic rather than generally applicable.
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More recent work integrates reverse engineering with automated detection (e.g., [143]), by extracting
features through reverse engineering for static analysis and converts executable binaries into images for deep
learning-based classification to support scalable ML pipelines. Compared to pure decryption approaches,
these methods improve scalability and generalization, but sacrifice the ability to directly recover data.

Overall, these approaches reveal a fundamental trade-oft: depth vs. generalizability. Reverse engineering
provides strong insight and potential recovery for specific families, but does not scale across evolving
ransomware variants. Unlike detection-based methods, they operate post-compromise and depend heavily
on implementation weaknesses, limiting their role to complementary forensic and recovery support.

Open Issues: Effectiveness is limited by strong cryptography and advanced obfuscation, while most
solutions remain family-specific and difficult to generalize. Automated analysis lacks scalability against
rapidly evolving ransomware. These challenges correspond to C10 (evolving threats) and C5 (scalability).

4.2.4 Data Recovery via Backup Integrity and Entropy-Based Restoration

Recovery-focused approaches aim to restore data after compromise, primarily through entropy-based
identification of encrypted files and protection of backup integrity. Unlike detection methods, these approaches
are inherently reactive, emphasizing resilience rather than prevention.

Entropy-based techniques (e.g., [144,145]) identify encrypted files by detecting statistical random-
ness and support recovery by locating clean backup versions. While these methods are lightweight and
effective for bulk encryption, their reliability depends on distinguishing encrypted data from compressed
content and may degrade under selective or partial encryption. Thus, they trade simplicity and speed for
reduced robustness.

In contrast, backup-integrity—focused approaches (e.g., [146]) target the protection of recovery mech-
anisms themselves by detecting attempts to delete or corrupt backup artifacts. Compared to entropy-based
methods, they provide stronger resilience guarantees by preserving recovery points, but do not directly
identify encrypted data or prevent initial damage.

Opverall, these approaches highlight a key distinction: file-level recovery vs. infrastructure-level protection.
Entropy-based methods facilitate restoration after encryption, while backup-integrity mechanisms ensure
that recovery remains possible even under adversarial interference. However, both rely on a critical assump-
tion that backups are intact and accessible, which is increasingly violated by modern ransomware employing
backup targeting and data exfiltration.

Open Issues: Effectiveness of recovery is limited by compromised backups, false positives in entropy-
based detection, and evasion via selective encryption. Additionally, poor integration with detection systems
and lack of support for partial or semantic recovery reduce practical utility. These challenges correspond to
C8 (recovery and resilience) and C7 (cross-layer coordination).

4.2.5 Human Factors, Organizational, and Policy Responses

Ransomware response is not purely technical; it is shaped by economic incentives, human behavior,
and policy constraints. Existing work can be broadly grouped into economic/strategic analyses, organiza-
tional and behavioral studies, and policy and governance frameworks, each offering complementary but
incomplete perspectives.

Economic and strategic studies (e.g., [147-149]) highlight that ransom decisions are driven by cost-
benefit trade-offs under uncertainty, where organizations weigh operational disruption, financial loss, and
reputational impact. Game-theoretic models (e.g., [150,151]) further show that attacker-victim interactions
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are shaped by information asymmetry and strategic signaling, especially in double-extortion scenarios.
While these approaches provide strong analytical insight, they often simplify real-world constraints and
organizational complexity.

In contrast, organizational and behavioral studies (e.g., [152-154]) emphasize practical response chal-
lenges, including user susceptibility, communication failures, and incident coordination. These works show
that effective defense requires socio-technical integration, combining technical controls with user awareness
and response planning. However, their findings are often context-specific and less generalizable.

Policy and governance research (e.g., [155-158]) focuses on risk management, regulatory coordination,
and cyber insurance. Compared to technical defenses, these approaches address systemic issues such as
incentives and preparedness, but introduce trade-offs: for example, cyber insurance can improve resilience
while potentially encouraging ransom payments.

Overall, the comparison reveals a central issue: analytical optimality vs. real-world practicality. Eco-
nomic models provide decision frameworks, behavioral studies capture organizational realities, and policy
approaches shape incentives, but none of these is useful as a stand alone approach. Effective ransomware
response requires integrating these perspectives with technical defenses in a unified framework.

Open Issues: Decision-making remains highly uncertain, with limited guidance on ransom payment
and negotiation. Misaligned incentives (e.g., insurance and payment dynamics) may encourage attackers,
while Small and Medium Enterprises (SMEs) often lack resources for effective response. These challenges
correspond to C9 (economic and policy factors).

Fig. 3 illustrates a cross-layer ransomware defense architecture in which telemetry from host, network,
storage, and organizational layers is analyzed both locally and jointly. Behavioral analytics, ML/DL-based
scoring, and deception- or storage-oriented mechanisms feed a central correlation engine that interacts with
SIEM/EDR/NDR components and an automated response orchestrator. This design reflects a defense-in-
depth philosophy: host-level monitoring supports early execution-stage detection, network-level analytics
improve visibility into C&C and exfiltration, storage-level defenses help contain encryption damage, and
recovery mechanisms provide resilience when prevention fails. The feedback loop is critical for long-term
robustness, since ransomware tactics evolve rapidly and require continuous model updates, rule refinement,
and policy adaptation.

On the other hand, Fig. 4 presents a cross-layer view of ransomware defense, integrating technical,
economic, and human/policy dimensions into a unified response framework. At the top layer, technical
defenses—such as advanced detection mechanisms, deception detection strategies, hardware-assisted pro-
tection, and backup/recovery systems—provide the core capability for identifying and mitigating attacks.
However, these mechanisms alone are insufficient, as reflected in the middle layer, where economic
constraints and human/policy factors shape real-world decision-making. Organizations must balance cost-
benefit considerations, cyber insurance incentives, user awareness, and regulatory requirements, often
under uncertainty, as highlighted by the central “decision dilemmas” (e.g., whether to pay or resist). The
bottom layer emphasizes that effective ransomware defense ultimately depends on coordinated response,
combining incident management, risk mitigation, and continuous adaptation across all layers. The key
insight is that ransomware defense is not purely a technical problem but a socio-technical challenge, where
robust protection emerges only through tight integration of detection technologies, economic incentives,
and human-centered policies.
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4.2.6 Game-Theoretic, Economic, and Policy Analysis of Ransomware

Ransomware can be viewed as an economic ecosystem driven by incentives, strategic interactions,
and market structures. Existing work can be broadly grouped into economic analyses, game-theoretic
models, ecosystem/market studies, and policy/governance perspectives, each capturing different facets of the
ransomware economy.

Economic analyses (e.g., [159,160]) highlight that ransomware profitability is driven by weak organiza-
tional preparedness and the ability of attackers to optimize ransom pricing, including price discrimination
across victims. These studies emphasize that ransomware persists because it is economically viable, but they
often abstract away operational complexities.

Game-theoretic models (e.g., [161-163]) formalize attacker-victim interactions, showing how decisions
on payment, prevention, and negotiation depend on incentives, information asymmetry, and expected
losses. Compared to empirical studies, they provide analytical insights into optimal strategies, but rely on
simplifying assumptions that may not capture real-world uncertainty and multi-stage attack dynamics.

Ecosystem-level studies (e.g., [164-167]) reveal that modern ransomware operates as a structured mar-
ket, particularly through Ransomware-as-a-Service (RaaS) models, with affiliate-based operations, revenue
sharing, and laundering mechanisms. These works provide realistic views of attacker operations, but are
largely descriptive and less predictive.

Policy and governance research (e.g., [168-170]) addresses regulatory responses, attribution challenges,
and the role of institutions. Compared to technical defenses, these approaches target systemic incentives, but
face difficulties due to limited visibility, evolving attacker identities, and enforcement challenges.

Opverall, the comparison highlights a key tension: analytical insight vs. real-world complexity. Economic
and game-theoretic models explain incentives, ecosystem studies capture operational realities, and policy
approaches shape responses, but none alone provides a complete solution. Effective mitigation requires
aligning incentives across technical, organizational, and regulatory layers.

Open Issues: Existing models rely on simplified assumptions and limited empirical data, particularly
for ransom payments and negotiation dynamics. The rise of Raa$ further complicates incentive structures
and attribution. These challenges correspond to C9 (economic factors).

4.2.7 Foundational, Taxonomy, and Benchmarking Studies

This body of work provides cross-cutting perspectives on ransomware, including evolution analysis,
taxonomies, datasets, and benchmarking frameworks. Unlike detection-specific studies, these efforts aim to
structure the problem space, enable reproducibility, and provide broader contextual understanding.

Early studies (e.g., [171-175]) focus on the evolution of ransomware and its economic and technical
drivers, highlighting why traditional defenses fail and emphasizing the need for specialized, proactive strate-
gies. These works provide foundational insight but are largely descriptive and limited in methodological rigor.

Taxonomy-driven research (e.g., [176-178]) introduces structured models of ransomware behavior and
attack lifecycles. Compared to early descriptive studies, these frameworks enable systematic analysis and
mapping of defenses, but often remain static and may not fully capture rapidly evolving attack strategies.

A complementary line of work focuses on datasets and experimental platforms (e.g., [179-182]),
providing benchmarks for evaluating detection methods. These contributions improve reproducibility and
facilitate comparative evaluation, but their effectiveness is constrained by dataset realism and coverage of
modern attack behaviors.
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Other studies propose context-specific frameworks (e.g., [183-185]) tailored to particular environments
such as enterprise systems or IoT, highlighting the need for domain-aware defenses. Finally, meta-analyses
(e.g., [186,187]) reveal research trends, notably the dominance of detection-focused approaches and the
relative lack of work on proactive and predictive defenses.

Overall, the comparison highlights a key progression: descriptive analyses — structured taxonomies
— benchmark-driven evaluation. While these studies provide essential foundations and standardization,
they remain limited by static models, outdated datasets, and insufficient alignment with evolving ran-
somware behaviors.

Open Issues: Existing datasets fail to capture the complexity of modern attacks, particularly regarding
scale and diversity. Without standardized evaluation frameworks or longitudinal benchmarks, it remains
difficult to ensure reproducibility or conduct fair performance comparisons across the field.

4.2.8 Emerging Ransomware Threat Models and Novel Attack Vectors

Recent research shows that ransomware is evolving beyond traditional file-encryption attacks toward
multi-stage, cross-layer, and non-traditional threat models. The threat landscape encompasses hardware-
level vulnerabilities, web-based infection vectors, and fileless execution techniques. Additionally, modern
campaigns frequently combine encryption with data exfiltration and multi-layered extortion strategies.

Hardware- and storage-level studies (e.g., [188,189]) demonstrate that ransomware can operate below
the OS layer, exploiting hardware trojans or SSD internals. Compared to software-based attacks, these
approaches are more stealthy and harder to detect, but require specialized attacker capabilities, highlighting
a trade-oft between attack stealth and feasibility.

In contrast, web- and automation-based attacks (e.g., [190,191]) exploit modern browser APIs and
automation frameworks to encrypt data without traditional malware installation. These methods signifi-
cantly expand the attack surface, trading ease of deployment for reduced persistence and control.

Other works redefine ransomware threat models to account for fileless, human-operated, and
exfiltration-driven attacks (e.g., [192,193]). Compared to earlier models that focus on encryption behav-
ior, these frameworks emphasize multi-stage attack chains and cross-layer coordination, highlighting the
limitations of detection systems built on outdated assumptions.

Finally, domain-specific studies (e.g., [194]) show that ransomware increasingly targets critical infras-
tructure, where attacks involve prolonged dwell time and complex system interactions. These environments
require sector-specific defenses and forensic capabilities, rather than generic detection approaches.

Overall, the comparison reveals a fundamental shift: from single-stage encryption attacks to adaptive,
cross-layer, and hybrid threat models. While new attack vectors improve stealth and impact, they also expose
gaps in existing defenses, which remain largely focused on traditional behavioral or file-based indicators.

Open Issues: Modern ransomware combines exfiltration, fileless execution, and cross-layer techniques
across cloud, browser, and hardware platforms. Existing defenses struggle to handle such hybrid, multi-
stage attacks, highlighting the need for integrated and adaptive detection frameworks. These challenges
correspond to C10 (emerging threat models) and C7 (cross-layer coordination).

4.2.9 Proactive Prevention via File Perturbation and OS Hardening

Proactive defenses aim to prevent encryption before it occurs by disrupting ransomware’s ability to
locate or access valuable data. Unlike detection-based methods, these approaches focus on attack surface
manipulation rather than identifying malicious behavior.
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File perturbation and moving-target strategies (e.g., [195-197]) randomize file extensions, hide file loca-
tions, or dynamically alter system visibility to confuse ransomware during reconnaissance and encryption
phases. Compared to reactive defenses, these methods can reduce attack success without requiring detection,
but rely on the assumption that ransomware uses predictable file discovery mechanisms.

Overall, these approaches highlight a key trade-off: prevention vs. usability. While they can significantly
disrupt ransomware workflows, they may introduce compatibility issues and user overhead, and can be
bypassed by adaptive malware performing deeper file-system inspection.

Open Issues: Effectiveness is limited by usability constraints and attacker adaptation. Real-world
scalability remains underexplored, and integration with detection mechanisms is limited. These challenges
correspond to C6 (deployment constraints).

4.2.10 Healthcare/Operational Impact Studies of Ransomware Attacks

Several studies examine the real-world operational and clinical consequences of ransomware attacks
on healthcare organizations. Zhao et al. [198] present an early case study of a ransomware incident affecting
a trauma center, demonstrating how disruptions to hospital information systems can significantly impair
clinical workflows and delay patient care. Expanding this perspective, Neprash et al. [199] conduct a large-
scale cohort analysis of 374 ransomware incidents affecting healthcare delivery organizations between
2016 and 2021. Their study reveals that ransomware attacks more than doubled during this period and
exposed the personal health information of nearly 42 million patients, with increasingly large healthcare
systems becoming primary targets. Complementing these findings, Dameft et al. [200] analyze the indirect
operational consequences of a prolonged ransomware attack by examining patient flow data from two nearby
emergency departments that were not directly targeted. Their analysis shows significant increases in patient
volume, ambulance arrivals, wait times, emergency service diversion, and delays in critical treatments such
as stroke care; These studies provide empirical evidence that ransomware attacks can cause widespread
operational disruption within healthcare systems, affecting not only targeted facilities but also surrounding
medical institutions and ultimately impacting patient safety and quality of care.

Open Issues: Empirical studies on ransomware impact in critical sectors remain limited, and the
effects on operational continuity and patient outcomes are difficult to quantify. Inconsistent reporting
and reliance on legacy infrastructure further complicate risk assessment and resilience planning. These
limitations correspond to C1 (data gaps) and C6 (deployment challenges).

Table 9 summarizes prevention-, mitigation-, and recovery-focused ransomware research, along
with their corresponding defense/recovery mechanisms and representative references. On the other
hand, Table 10 provides a multi-dimensional view of ransomware research across three critical dimensions:
threat models, defense layers, and adversarial capabilities.

Table 9: Summary of prevention, mitigation, and recovery-focused ransomware research.

Category Defense/Recovery Representative References
Strategy
Prevent data loss and ~ Min et al. [125] (2018); Baek et al. [126] (2018); Baek
Storage- enable recovery using et al. [127] (2020); Paik et al. [128] (2018); Elkhail
Level/Hardware- SSDs, block devices, etal. [129] (2023); Elkhail et al. [130] (2023); Wang
Assisted Defense firmware, or et al. [131] (2024); Hill et al. [132] (2024); Zhu
hypervisors et al. [133] (2025)

(Continued)
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Table 9 (continued)

Category Defense/Recovery Representative References
Strategy
Lure and contain
Decoy, Honeypot & ransomware using Gomez-Hernandez et al. [134] (2018);
Deception-Based decoy files, Chakkaravarthy et al. [135] (2020); Ganfure
Defense honeyfolders, and etal. [136] (2023); Berardi et al. [137] (2023); Sajid
deceptive etal. [138] (2025)
environments

Reverse Engineering &
Decryption

Analyze encryption
schemes and recover
encrypted data

Filiz et al. [139] (2021); Yuste et al. [140] (2021); Kim
et al. [141] (2022); Kim et al. [142] (2025);
Almomani et al. [143] (2023); Hou et al. [146] (2025)

Backup, Key
Management & File
Recovery

Recover encrypted
data via secure
backups, key escrow,
or entropy-based
restoration

Lee et al. [144] (2019); Davies et al. [145] (2021)

Human factors,
Organizational &
Policy Responses

Ransom
decision-making,
negotiation strategies,
insurance, and
governance

Everett et al. [147] (2016); Mansfield-Devine
et al. [148] (2016); Connolly et al. [149] (2022); Ryan
et al. [150] (2022); Meurs et al. [151] (2024);
Zhang-Kennedy et al. [152] (2018); Connolly
et al. [153] (2019); Thomas et al. [154] (2018); Hayes
et al. [155] (2021); Bekkers et al. [156] (2023); Mott
etal. [157] (2023); Bajpai et al. [158] (2023)

Game-Theoretic,
Economic & Policy
Analysis & RaaS
Analysis

Analyze ransomware
business models,
payments, and

underground markets

Simmonds et al. [159] (2017); Hernandez-Castro
etal. [160] (2020); Cartwright et al. [161] (2019);
Zhang et al. [162] (2022); Li et al. [163] (2022);
Meland et al. [164] (2020); Chauhan et al. [165]
(2023); Oosthoek et al. [166] (2023); Phipps
etal. [167] (2025); Delgado-Mohatar et al. [168];
Adams et al. [169] (2025); van der Horst et al. [170]
(2025) (2020)

(Continued)
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Table 9 (continued)

Category

Defense/Recovery
Strategy

Representative References

Taxonomies, Attack
Evolution, Threat
Landscape, and
Datasets Dynamic
Analysis Insights

Provide taxonomies,
datasets, benchmarks,
and meta-analyses

Brewer et al. [171] (2016); Furnell et al. [172] (2017);
Srinivasan et al. [173] (2017); OKane et al. [174]
(2018); Kharraz et al. [175] (2018); Dargahi
etal. [176] (2019); Hull et al. [177] (2019);
Keshavarzi et al. [178] (2020); Berrueta et al. [179]
(2020); Hirano et al. [181]; Diamantopoulos
et al. [182] (2024); Molina et al. [183] (2023);
McDonald et al. [184] (2022); Humayun et al. [185]
(2021); Razaulla et al. [186] (2023); Benmalek
etal. [187] (2024)

Emerging Threat
Models & Novel Attack
Vectors

Study browser-based,
hardware, and
next-generation
ransomware threats

Almeida et al. [188] (2022); Reidys et al. [189]
(2022); Oz et al. [190] (2023); Rana et al. [191]
(2024); McIntosh et al. [192] (2023); Raj et al. [193]
(2024); Chimmanee et al. [194] (2024)

Healthcare/Operational
Impact Studies

Document real-world
ransomware impacts
on clinical operations
and patient care
metrics

Zhao et al. [198] (2018); Neprash et al. [199] (2022);
Dameff et al. [200] (2023)

Proactive Host
Defense (Moving
Target/Hardening)

Prevent encryption
success via proactive
file/extension
perturbations or OS
hardening techniques

Lee et al. [195] (2019); Lee et al. [196] (2023); Khan
et al. [197] (2023)

Table 10: Multi-dimensional taxonomy of ransomware research across threat models, defense layers, and adversarial

capabilities.
Threat Model A ial ili
Category 1:eat .ode Defense Layer dversarial Capability
Dimension Level
A ive, kn Low—Reli kn
Signature/Static geressive, known Host (file, AP, owTeles .on own
. ransomware; , patterns; easily evaded
Detection . . binary) ] . )
predictable behavior via obfuscation/packing
Moderate to stealthy; Medium—Evades via
Behavioral/Runtime observable runtime slow encryption,
] Host + OS . —_
Detection patterns (file I/O, mimicry, or distributed
entropy) execution

(Continued)
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Table 10 (continued)

Category

Threat Model
Dimension

Defense Layer

Adversarial Capability
Level

ML/DL-based
Detection

Generalized (known +
unknown variants);
data-driven threat
modeling

Host + Network +
Hybrid

Medium-High—
Vulnerable to
adversarial examples,
drift, poisoning

Semi-supervised/Zero-
shot/
Drift-aware

Unseen, evolving, and
adaptive ransomware

Cross-layer (Host +
Data + Model)

High—Targets
unknown threats but
sensitive to distribution

shift and data bias
Medium-High—
P tion, C&C - .
Network/SDN-based ropagation. * Limited by encryption,
. communication, Network/SDN .
Detection tunneling, and stealth
lateral movement
channels
Low-Medium—
Storage/Hardware- Aggressive encryption . owmvedium .
. Storage/Firmware/ Bypassed by selective
level and overwrite-heavy _ .
Hardware encryption, exfiltration,
Defenses attacks _
or logic-based attacks
, . Medium—Evaded via
Deception/Honeypot Interaction-driven decoy detection
P P attacks (file discovery, Host + File system v aete ’
based _ fingerprinting, or
scanning) . .
avoidance strategies
Reconnaissance- Medium-High—
Proactive Prevention driven attacks; Host + OS Bypassed via adaptive
(MTD, OS hardening) predictable file discovery or deeper
targeting inspection
Recovery/Backup- Post—.compromis.e Low—Fails if backups
based scenarios; encryption Storage + Cloud are deleted, exfiltrated,

and data loss

or corrupted

Specific ransomware

Low—Works only for

Reverse Engineer- e . vulnerable
) K families with Forensic/Post-attack . .
ing/Decryption . . implementations; not
implementation flaws .
generalizable
i . Medium-High—
. Financial flows, o -
Blockchain/Payment . Limited by mixers,
. ransom payments, Economic/Network ) .
Analysis privacy coins,

attribution

cross-chain laundering

(Continued)
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Table 10 (continued)

Threat Model Ad ial Capabili
Category I:ea .o € Defense Layer versarial Capability
Dimension Level
Decision-making, High—Influenced by
Human/Organizational/ negotiation, . uncertainty, incentives,
f ) . Human + Policy layer .
Policy socio-economic and incomplete
behavior information
Stealthy, -layer, . .
Emerging Threat ca Y, Cross-iayer Cross-layer Very High—Exploits
multi-stage attacks . .
Models (Hardware, _ (Hardware + Cloud +  system-wide blind spots
(exfiltration, fileless, . i
Browser, CPS) CPS) and integration gaps

hybrid)

4.2.11 Miscellaneous Approaches for Ransomware Detection, Prevention, and Mitigation

This category includes diverse approaches that complement traditional detection and defense mecha-
nisms, spanning forensic analysis, learning-based detection, and analytical modeling. These methods provide
valuable auxiliary capabilities but are often specialized and less integrated into end-to-end defense frame-
works.

Forensic and intelligence-driven approaches (e.g., [201,202]) focus on post-incident analysis, extracting
artifacts such as ransom messages and identifying common attack patterns using frameworks like MITRE
ATT&CK. Compared to real-time detection methods, these approaches enhance attribution and situational
awareness but are inherently reactive and do not prevent attacks. In contrast, system-level and learning-
based techniques (e.g., [203,204]) emphasize efficient runtime detection using advanced models or low-level
instrumentation (e.g., eBPF). These methods achieve strong detection performance with low overhead, but
their effectiveness depends on environment-specific assumptions and deployment constraints.

Other works explore alternative analytical models, including statistical methods, adversarially robust
heuristics, and epidemiological modeling (e.g., [145,205,206]). While these approaches broaden the analyt-
ical perspective and improve robustness in specific scenarios, they remain limited in generalizability and
integration with broader defense systems.

Open Issues: These approaches are often fragmented and rely on environment-specific assumptions,
limiting scalability and generalization. Integration with threat intelligence, forensic pipelines, and standard-
ized evaluation frameworks remains limited, highlighting challenges in C6 (integration) and C7 (cross-layer
coordination).

Overall, the above subsection-specific limitations collectively map to the cross-cutting challenges
(C1-C10), providing a unified view of open research directions across the ransomware defense landscape.

4.2.12 Limitations of Existing Recovery Mechanisms

Compared to detection, ransomware recovery remains underexplored. Most existing approaches
assume the availability of uncompromised backups, which is increasingly unrealistic as modern ransomware
targets backup systems and incorporates data exfiltration.

Furthermore, recovery strategies often lack: (i) integration with detection systems, (ii) mechanisms
for selective or partial recovery, (iii) consideration of data integrity and consistency, (iv) alignment with
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organizational response workflows. Future research should focus on adaptive recovery frameworks that
combine secure backups, anomaly-aware restoration, and policy-driven response mechanisms.

4.2.13 Deployment Challenges in Real-World Environments

Despite promising results, many ransomware defense techniques face significant barriers to real-world
deployment. These include:

Performance overhead: Kernel-level monitoring and deep learning models introduce latency and
resource consumption.

Scalability: Solutions often fail to scale across cloud-native, multi-tenant, or distributed environments.
Compatibility: Many approaches require modifications to OS, firmware, or applications, limiting adoption.

Operational integration: Limited integration with SOC workflows, SIEM systems, and incident
response pipelines.

Privacy constraints: Monitoring approaches may conflict with regulatory requirements.

Addressing these challenges is essential for transitioning research prototypes into deployable solutions.

4.2.14 Challenges in Ensuring Adversarial Robustness

Ransomware detection systems are increasingly vulnerable to adversarial manipulation. Attackers can
evade detection by mimicking benign behavior, injecting noise into feature space, or exploiting weaknesses
in model training.

Existing work often lacks: (i) standardized adversarial evaluation benchmarks, (ii) robustness analysis
across different attack models, (iii) defenses against poisoning and model extraction attacks.

Future systems must incorporate adversarial training, invariant feature design, and continuous adapta-
tion to evolving threat strategies.

4.2.15 Evaluation Challenges and Standardization

A major weakness in current ransomware research is the lack of standardized and realistic evaluation
practices. Many studies rely on small, outdated, or highly curated datasets that do not reflect modern
ransomware behaviors such as selective encryption, low-and-slow attacks, data exfiltration, fileless execution,
and multi-stage extortion. As a result, reported performance is often difficult to compare across studies
and may overestimate real-world effectiveness. This problem is compounded by inconsistent experimental
settings, different feature extraction pipelines, and limited cross-dataset or longitudinal validation.

To address these issues, the community needs benchmark datasets that are continuously updated,
diverse, and representative of multiple deployment contexts, including endpoints, cloud platforms, mobile
devices, IoT/IIoT systems, and critical infrastructure. Such datasets should include benign workloads,
realistic user behavior, recent ransomware families, and attack traces spanning pre-encryption, encryption,
exfiltration, and recovery phases. Standard evaluation protocols are also needed to improve reproducibility
and fairness. These should specify train/test dataset splits, temporal validation, cross-dataset testing, ablation
studies, adversarial evaluation, and reporting of computational overhead and deployment assumptions.

Equally important is the use of metrics tailored to ransomware rather than relying solely on generic ML
measures such as accuracy or Fl-score. Since ransomware causes progressive harm over time, metrics such
as time-to-detection, files protected before detection, damage prevented, recovery success rate, false alarm cost,
and system overhead are often more informative than aggregate classification accuracy. Current evaluation
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practices are insufficient because they rarely capture operational impact, adversarial adaptation, or usability
trade-offs, and they often ignore whether a method remains effective under realistic deployment constraints.
Therefore, future work should move toward standardized, deployment-aware, and ransomware-specific
evaluation frameworks that better reflect real-world defensive requirements.

4.2.16 Critical Insights and Lessons Learned from Research Works on Ransomware Prevention, Mitigation,
and Recovery-Focused Research Works

Critical Insights and Lessons Learned: Research on ransomware prevention, mitigation, and recov-
ery reveals several important insights that highlight both progress and persistent limitations in current
defense strategies.

First, no single defense mechanism is sufficient. Effective ransomware protection requires a multi-
layered and defense-in-depth approach that combines prevention (e.g., access control, patching), detection
(behavioral or ML-based), mitigation (network isolation, process termination), and recovery (backup and
restoration). Studies consistently show that isolated solutions fail against modern, multi-stage ransomware
attacks. Second, many prevention mechanisms rely on assumptions that are increasingly invalid. Techniques
such as signature-based detection or pre-encryption behavioral monitoring assume predictable attack pat-
terns, yet modern ransomware employs stealthy execution, obfuscation, and delayed or selective encryption
to evade such defenses. This highlights a fundamental gap between research assumptions and real-world
adversarial behavior.

Third, mitigation strategies are often reactive and depend on timely detection. Approaches such as
process termination, SDN-based traffic blocking, or access revocation can limit damage, but their effec-
tiveness diminishes significantly if detection is delayed. As a result, mitigation alone cannot guarantee
protection, particularly in fast-moving or low-and-slow attack scenarios. Fourth, recovery remains a critical
yet underdeveloped component. While backup-based recovery is widely adopted, many studies assume
that backups are intact and readily accessible. In practice, modern ransomware targets backup systems and
incorporates data exfiltration, making recovery incomplete or insufficient for addressing extortion risks.

Fifth, there is a growing shift from prevention-centric to resilience-oriented security models. Traditional
approaches prioritized preventing attacks entirely, but recent research emphasizes the importance of rapid
recovery, system resilience, and operational continuity in the face of inevitable breaches. Finally, a key
lesson is the need for cross-layer and adaptive defense frameworks. Current approaches are fragmented
across host, network, storage, and organizational layers, whereas ransomware operates across all these layers
simultaneously. Future solutions must integrate detection, mitigation, recovery, and policy-level responses
into unified, adaptive, and adversarially robust systems.

5 Research Works Published during the Years 2022-2025, Not Discussed in This Paper

In this section, we provide references to additional relevant studies, including peer-reviewed conference
papers, technical reports, and unrefereed preprints, that fall outside the primary scope of this survey and are
therefore not discussed in detail. The inclusion of these works highlights the sustained and growing research
activity in this area since 2022. In particular, several conference publications from 2022 onward [207-215]
reflect increasing academic interest and continued methodological development.

Furthermore, a large body of technical reports and preprints published since 2022 [216-276] further
demonstrates the breadth and momentum of ongoing research efforts. While many of these works are
preliminary and have not yet undergone full peer review, they provide early insights into emerging directions
and reinforce the observation that this research area remains active and rapidly evolving.
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6 Summary of Open Issues and Research Directions

In this section, we summarize the key open issues associated with the ransomware detection, prevention,
and mitigation techniques reviewed in this paper, and we further highlight critical challenges that remain
unresolved across these areas. By synthesizing limitations observed in existing approaches, this section out-
lines promising directions for future research aimed at improving the robustness, scalability, and real-world
effectiveness of ransomware defenses.

6.1 Grand Challenges in Ransomware Defense

Despite extensive research across detection, prevention, mitigation, and recovery, ransomware defense
continues to face several fundamental and unresolved challenges. A primary limitation lies in the disconnect
between research and real-world deployment. Many proposed solutions are evaluated on curated or outdated
datasets under simplified threat models, leading to inflated performance claims and limited generalization to
evolving ransomware behaviors. At the same time, adversarial robustness remains insufficiently addressed,
as modern ransomware increasingly employs stealthy execution, adaptive strategies, and evasion techniques
that undermine both machine-learning-based and behavioral detection systems.

A second major challenge is the lack of cross-layer integration. Existing defenses are often developed
in isolation—spanning host, network, storage, and application layers—without standardized interfaces or
coordinated response mechanisms. This fragmentation limits visibility into multi-stage attacks and reduces
the overall effectiveness of otherwise strong point solutions. Furthermore, prevention and recovery mech-
anisms frequently rely on fragile assumptions, such as predictable encryption patterns or intact backups,
which are increasingly violated by modern ransomware incorporating selective encryption, data exfiltration,
and backup targeting.

Another critical issue is the trade-off between security, usability, and deployability. Lightweight and
scalable solutions are needed for resource-constrained environments (e.g., IoT, edge, and cloud), yet many
high-accuracy approaches require significant computational resources or system modifications. Similarly,
proactive defenses such as file perturbation and deception mechanisms can impact usability and introduce
operational complexity. These constraints are further exacerbated by the absence of standardized bench-
marks, longitudinal datasets, and realistic evaluation frameworks that capture long-term attacker—defender
co-evolution.

Finally, ransomware is inherently a socio-technical problem, extending beyond purely technical defenses.
Economic incentives, cyber-insurance dynamics, regulatory inconsistencies, and challenges in attribution
and payment tracking all influence attacker behavior and victim response. Current research often treats these
dimensions independently, resulting in fragmented solutions that fail to address the broader ecosystem.

Key Insight: Addressing these grand challenges requires a shift toward integrated, cross-layer, and adver-
sarially robust defense frameworks that combine technical mechanisms with economic, organizational, and
policy considerations. Future solutions must emphasize realistic evaluation, adaptive learning, explainability,
and seamless deployment to achieve sustainable and resilient ransomware.

Fig. 5 illustrates the key cross-layer challenges in ransomware defense, highlighting that effective
protection is constrained by multiple interdependent factors. Technical limitations such as data and bench-
marking gaps, adversarial robustness, and cross-layer integration issues interact with system-level concerns
including scalability and usability trade-ofts. These challenges are further compounded by economic, policy,
and human factors that shape real-world deployment and response strategies. The figure emphasizes that
ransomware defense is not a single-layer problem but a multi-dimensional challenge requiring coordinated
solutions across technical, operational, and socio-economic domains.
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Data and Benchmark
Limitations

Ransomware Defense Cross-layer
Grand Challenges Integration
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Security Trade-offs

Figure 5: Grand challenges in ransomware defense: a cross-layer synthesis of technical, operational, and socio-
economic limitations. Response framework.

Taxonomy Insights: Table 10 provides a multi-dimensional view of ransomware research across three
critical dimensions: threat models, defense layers, and adversarial capabilities. A key observation is that low-
level defenses (e.g., signature-based, storage-level) are effective against simple and aggressive attacks but
fail under stealthy or adaptive threat models. In contrast, advanced approaches (e.g., ML/DL, zero-shot,
and cross-layer defenses) target more sophisticated ransomware but introduce dependencies on data quality,
system integration, and robustness against adversarial manipulation.

Another important insight is the increasing shift from single-layer defenses (host or network) toward
cross-layer strategies that combine host, network, storage, and human factors. This shift is driven by the
rise of high-capability adversaries who exploit multiple attack surfaces simultaneously. However, no single
approach provides complete coverage, highlighting a fundamental gap between isolated defense mechanisms
and real-world, multi-stage attack scenarios. Consequently, effective ransomware defense requires integrated,
adaptive, and adversarially aware frameworks that align technical, economic, and organizational layers.

Table 11 highlights that ransomware defense remains fundamentally challenged by the gap between
controlled research assumptions and the complexity of real-world attack environments. Across detection
paradigms, a recurring limitation is the reliance on static datasets, handcrafted features, or high-cost
models that struggle with stealthy, adaptive, and adversarial ransomware behaviors. Similarly, system-level
defenses-ranging from storage and network mechanisms to deception and backup strategies—often face
deployability constraints, and scalability issues in heterogeneous and resource-constrained environments
such as IoT and CPS. The table also underscores that non-technical dimensions, including economic
incentives, human decision-making, and policy limitations, play a critical role in shaping ransomware
resilience. Overall, these observations point to the need for unified, cross-layer, and adversarially robust
defense frameworks, supported by realistic datasets, standardized benchmarks, and closer integration
between technical, organizational, and economic perspectives.
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Table 11: Refined summary of open issues in ransomware research.

Area

Key Limitations

Implications

Behavioral Detection

Stealthy, delayed, or selective
encryption weakens behavior-based
assumptions; kernel/API monitoring
incurs overhead; ML models remain

vulnerable to adversarial
manipulation; lack of realistic datasets
and explainability.

Need lightweight monitoring,
adversarially robust features,
explainable detection models, and
standardized real-world datasets.

Classical ML

Dependence on handcrafted features
vulnerable to obfuscation; limited
generalization due to curated datasets;
dataset imbalance and concept drift;
limited study of adversarial ML
threats.

Need to emphasis on adaptive
learning, robust feature engineering,
adversarial resilience, and integration

of XAI with human-in-the-loop
validation.

Deep Learning

Requires large labeled datasets and
high computational cost; vulnerable to
adversarial examples and traffic
manipulation; explanation fidelity
remains uncertain.

Need development of lightweight
architectures, robust training
methods, trustworthy XAI, and
privacy-preserving/federated learning
frameworks.

Semi/Zero-shot

Strong dependence on quality of
unlabeled or synthetic data; difficulty

Need improved generative models,
secure online learning, and long-term

Detection capturing evolving ransomware
P & 5 benchmarks for evolving threats.
semantics.
Encrypted traffic reduces visibility;
P U Research on encrypted traffic
modern C&C channels use P2P, i .
Network/SDN i . analytics, scalable SDN orchestration,
i blockchain, or cloud services; SDN . )
Detection . ) N adversarially robust traffic analysis,
integration complexity; high false .
y and cross-layer correlation.
positives.
Resource constraints limit monitoring; Need energy-efficient detection,
Mobile/Android obfuscation and dynamic loading hybrid static-dynamic analysis, and
Detection hinder analysis; privacy restrictions privacy-preserving monitoring
limit feature extraction. frameworks.
Strict resource and safety constraints; ~ Need to focus on lightweight models,
IoT/IIoT/CPS heterogeneous legacy systems; secure federated learning,
Environments federated learning risks; limited interoperability, and safety-aware
protocol visibility. defense mechanisms.
Ransomware can mimic benign Need standardized adversarial
Adversarial behavior, distribute workloads, or benchmarks, invariant behavioral
Robustness poison training data; defenses features, and resilient detection

introduce overhead.

architectures.

(Continued)
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Implications

Need improved blockchain analytics,
cross-chain tracing, better datasets,
and collaboration with law
enforcement.

Table 11 (continued)
Area Key Limitations
Mixers and privacy services hinder
. . attribution; cross-chain transfers
Blockchain Analysis s
reduce visibility; lack of ground-truth
data.
Require firmware/hardware changes;
Storage/Hardware assume overwrite-heavy behavior;
Defenses

cross-layer semantic gaps; cloud
overhead.

Need portable defenses, cross-layer
architectures, and explainable
hardware-level telemetry.

Effectiveness depends on decoy
Deception-based

Defense detect honeypots; deployment

overhead.

placement; advanced ransomware can

Need to develop adaptive deception
frameworks integrated with behavioral
detection.

Strong cryptography and heavy
obfuscation complicate analysis;

decryption often family-specific.

Reverse Engineering

Need automated reverse-engineering
tools and scalable malware analysis
frameworks.

Ransomware targets backups;
entropy-based detection yields false
positives; storage overhead; selective

encryption evasion.

Backup/Recovery

Need to use tamper-resistant backups,
adaptive recovery strategies, and
cross-platform restoration
mechanisms.

Decision-making under uncertainty;
misaligned incentives from ransom
payments; limited SME preparedness.

Human/Organizational
Factors

Need improved governance,
incident-response policies, and
coordinated international strategies.

Simplified assumptions; limited
empirical data; complex Raa$S
ecosystems.

Economic Modeling

Need better datasets, refined economic

models, and policy-driven disruption
strategies.

Lack of scale, realism, and diversity;

Need to develop shared datasets,

reproducible benchmarks, and unified

evaluation frameworks.

Need integrated, multi-layer defense

frameworks combining host, network,

and cloud telemetry.

Need scalable deployment strategies

integrated with detection and access

control.

Datasets/Benchmarks  absence of standardized evaluation;
limited coverage of emerging systems.
Rise of fileless attacks, data exfiltration,
Emerging Threats and cross-layer ransomware targeting
cloud and hardware.
May affect usability; attackers can
File Perturbation/OS i . . U . L
. bypass via deeper inspection; limited
Hardening ,
real-world evaluation.
, Reliance on environment-specific
Miscellaneous . -
. assumptions; heuristic approaches are
Techniques

evasion-prone; limited integration.

Need unified architectures combining

detection, forensics, and predictive
analytics.

(Continued)
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Table 11 (continued)

Area Key Limitations Implications

Need longitudinal datasets,

Limited empirical data; inconsistent . .
P standardized reporting, and

Healthcare Impact reporting; difficulty quantifying

patient impact cyber-resilience frameworks for

critical sectors.

Table 12 provides a higher-level, cross-cutting perspective on ransomware challenges, emphasizing
systemic issues such as deployability, cross-layer coordination, assumption fragility, and economic or
policy misalignment that span detection, prevention, mitigation, and recovery. In contrast to Table 11,
which organizes open issues in a fine-grained, technique- and domain-specific manner (e.g., ML, DL, IoT,
blockchain, storage), this table abstracts these challenges into broader thematic categories that highlight
fundamental limitations affecting the entire ransomware defense lifecycle. As a result, while Table 11 is more
useful for analyzing specific technical gaps within individual approaches, this table better captures system-
level, operational, and cross-disciplinary challenges, underscoring the need for integrated, adaptive, and
policy-aware ransomware defense strategies.

Table 12: Summary of cross-cutting open issues in ransomware detection, prevention, mitigation, and recovery.

Implications for Practice and

I Th Key Limitati
Open-Issue Theme ey Limitations/Gaps Research

Many approaches require substantial
hardware/firmware/OS/browser
changes, limiting retrofitting and
Deployability and portability across heterogeneous
Practical Adoption  endpoints, cloud providers, and legacy
systems; adoption is further

Non-incremental solutions face high
barriers to real-world adoption;
defenses must be deployable, portable,
and compatible with operational

. . . constraints.
complicated in multi-tenant and
cross-VM settings.
Several mechanisms assume
ransomwares are overwrite-heavy,
, o support fast encryption and exhibit Defenses should be designed for
Assumption Fragility PP , vP . . 8 .
and Adaptive predictable access patterns; these strategic adversarial adaptation (not
P assumptions are fragile against static behaviors), emphasizing
Ransomware . .
. selective, slow, content-aware, robustness under adaptive and
Behavior o . .
logic-driven, or timing-adaptive low-and-slow threat models.

ransomwares (e.g., partial encryption,
directory traversal, staged behavior).

(Continued)
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Table 12 (continued)

Open-Issue Theme

Key Limitations/Gaps

Implications for Practice and
Research

Cross-Layer
Coordination and
Standardization
Gaps

Coordination across OS, hypervisor,
storage, network, and application
layers remains ad hoc; there is limited
standardization of interfaces, and
shared semantics for prevention and
recovery.

Fragmentation reduces end-to-end
visibility and weakens otherwise
strong solutions; standardized
interfaces and cross-layer designs are
needed.

Robustness Against
Adversarial Evasion

Limited evaluation under adversarial
settings; resilience to evasion tactics
(e.g., decoy fingerprinting, entropy

manipulation, trap avoidance,
similarity-metric evasion, header
poisoning) is under-explored.

Without adversarially informed design
and testing, attackers can
systematically degrade detection,
prevention, and recovery mechanisms
over time.

Deception and
Decoy Management
Challenges

Effectiveness of placing decoy
elements in the systems depends on
configuration and placement; at scale,
decoys introduce operational
overhead, maintenance complexity,
and integration challenges with other
defenses.

Deception alone is brittle; it must be

integrated into automated, adaptive,

and coordinated defense pipelines to
remain effective at scale.

Explainability,
Guarantees, and
Trustworthiness

Few systems provide explainable
decisions, formal security guarantees,
or auditable recovery logic which is
problematic for regulated
environments and incident response
where accountability is essential.

Lack of transparency impedes trust
and adoption; explainability and
assurance mechanisms are needed for
enterprise and critical-infrastructure
use.

Data, Benchmarks,
and Evaluation
Limitations

Datasets are often small,
platform-specific, and quickly
outdated; benchmarks rarely capture
modern tactics (exfiltration,
living-oft-the-land, multi-stage
extortion); longitudinal and
real-world validation is limited.

Overfitting to outdated benchmarks
undermines effectiveness claims;
realistic, continuously updated
benchmarks and field validation are
required.

Usability,
Performance, and
Operational
Trade-offs

Preventive actions (e.g.,
perturbation/renaming) may harm
usability and compatibility; kernel-

and model-intensive defenses can add
latency, energy cost, and operational
fragility.

Sustainable defenses must explicitly
balance security benefits against
performance, reliability, and
user/administrator burden.

(Continued)
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Table 12 (continued)

Open-Issue Theme

Key Limitations/Gaps

Implications for Practice and
Research

Recovery and
Exfiltration-Centric
Ransomware

Many defenses emphasize preventing
encryption rather than addressing
data theft, extortion pressure, and
reputational harm; recovery often
assumes intact backups and weakly

integrates governance and response
workflows.

Modern mitigation must treat
exfiltration and extortion as first-class
threats and integrate detection,
response, governance, and recovery.

Economic, Legal,

Ransom-payment guidance varies
across jurisdictions; cyber-insurance
and incentives may increase attacker

Technical mechanisms alone are
insufficient; coordinated legal,

and Policy profitability; attribution, smart economic, and policy frameworks are
Misalignment contracts, and cross-chain laundering ~ needed to reduce attacker incentives
complicate enforcement and and impact.
deterrence.
Many methods rely on high-quality
. threat intelligence or labeled data that Long-term resilience requires
Threat Intelligence . . D R, .
lags emerging variants; bridging adaptive, intelligence-agnostic, and
Dependence and i . . . .
Timeliness generic thresholds with continuously learning systems with
organization-specific controls is operationally grounded controls.
unresolved.
. . Durable defenses require continuous
Evaluations often use limited threat . d
Long-Term , . updating, adversarial robustness,
e models and short time horizons, . .
Sustainability and standardized evaluation, and

Co-Evolution

failing to capture attacker-defender

co-evolution and sustained adaptation.

integration across technical and
organizational domains.

Robustness Insights: Table 13 reveals that many ransomware defense approaches rely on simplifying
assumptions that are increasingly invalid under modern threat models. Behavioral and storage-based
methods assume observable and aggressive encryption patterns, which are bypassed by stealthy, low-
and-slow attacks. Learning-based approaches, including both classical ML and deep learning, suffer from
limited generalization and are vulnerable to adversarial manipulation and distribution shift. Network-based
techniques are constrained by reduced visibility due to encryption and covert communication channels,

while deception-based defenses are brittle against adaptive attackers. Overall, no single approach provides

robust protection across evolving ransomware strategies, highlighting the need for adversarially robust,
cross-layer, and deployment-aware defense frameworks.
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Table 13: Robustness analysis of ransomware detection and defense approaches.

Robustness
Approach Typical Assumptions Failure under Evasion RN
Limitations
Ransomware exhibits
Low-and-slow Over-reliance on
observable . .
: . . encryption, delayed short-term behavioral
Behavioral/Runtime pre-encryption ; : . o
. , . execution, or selective spikes; limited
Detection behaviors (e.g., rapid file

writes, entropy

file targeting can evade

robustness to stealthy

. detection. and staged attacks.
increase).
Polymorphism, Completely ineffective
. Known ransomware . .
Signature-based . packing, and code against zero-day and
. patterns and signatures . . .
Detection . obfuscation bypass rapidly evolving
remain stable. . . .
signature matching. variants.

Classical ML-based
Detection

Handcrafted features are
stable and
discriminative across
datasets.

Feature manipulation,
mimicry attacks, and
adversarial
perturbations degrade
performance.

Poor generalization;
vulnerable to evasion
and concept drift.

Deep Learning-based
Detection

Training data captures
representative
ransomware behavior;
learned features
generalize.

Adversarial examples,

distribution shift, and

unseen attack patterns
reduce accuracy.

High sensitivity to data
distribution; lack of
interpretability limits
trust and debugging.

Semi-
supervised/Zero-shot
Methods

Latent representations
capture semantic
similarity between
known and unknown
ransomware.

Novel ransomware with
unseen behaviors or
misleading feature
embeddings evade
detection.

Dependence on
representation quality;
weak guarantees under
adversarial conditions.

Network-based
Detection

Ransomware
communication is
observable via network
traffic patterns.

Encrypted traffic, covert
channels (e.g., DNS
tunneling, HTTPS,

P2P), and cloud-based
C&C hide signals.

Limited visibility; high
false positives; weak
correlation with
host-level activity.

SDN-based Mitigation

Centralized control
enables timely detection
and response.

Delayed detection or
misclassification leads
to ineffective mitigation;
attackers adapt traffic
patterns.

Deployment
complexity; reliance on
accurate upstream
detection.

(Continued)
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Table 13 (continued)

Approach

Typical Assumptions

Failure under Evasion

Robustness
Limitations

Deception-based
(Honeypots/Decoys)

Ransomware interacts
with decoy files or
systems.

Advanced ransomware
detects and avoids
decoys or delays
interaction.

Brittle against adaptive

attackers; effectiveness

depends on placement
and realism.

Storage-level/Backup-
based
Defense

Ransomware performs
bulk overwrite
encryption; backups
remain intact.

Selective encryption,
backup targeting, or
stealthy corruption
bypass protection.

Assumptions
increasingly invalid;
recovery fails if backups
are compromised.

Memory-based

Malicious artifacts are
observable in volatile

Memory evasion
techniques (fileless
malware, rapid

Requires continuous
monitoring; high

Detection i overhead; limited
memory. execution) reduce .
. . scalability.
detection window.
Limited ability to link
Ransom payments can Mixers, tumblers, transactiozs to
Blockchain/Payment p. Y . cross-chain transfers,

. be traced via transaction . . real-world actors;

Analysis and privacy coins

patterns.

obscure attribution.

reactive rather than
preventive.

Fig. 6 presents a taxonomy of the open issues in ransomware research detection, prevention, mitigation

and recovery.

System and Deployment Challenges

Adpversarial and Technical Challenges

Deployability and
Practical Adaptation

Cross-Layer
Coordination

Usability and A
Performance

Assumption

/ Fragility

Adversarial
| T Evasion

\ Deception and
Decoy Management

Data and Long Term
Bench Marks

Sustainability

Explainability

and Trust

\\ Economic, Legal
Exfiltration and
Policy Factors

Recovery

Evaluation, Trust and Policy Challenges

Figure 6: Taxonomy of open issues in ransomware detection, prevention, mitigation, and recovery.
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Discussion: Table 14 highlights the mismatch between evolving ransomware capabilities and existing
defense mechanisms. Many defenses are designed under static or simplified assumptions, whereas attackers
increasingly employ adaptive, stealthy, and multi-stage strategies. The mapping emphasizes that effective

ransomware defense requires adversarially robust, cross-layer, and deployment-aware solutions that integrate
behavioral, system-level, and network-level insights.

Table 14: Threat model: mapping attack capabilities to vulnerable defenses and countermeasures.

Attack Capability

Vulnerable Defenses

Possible Countermeasures

Stealthy/Low-and-Slow
Encryption

Behavioral detection,
storage-level anomaly
detection

Long-term behavioral profiling; temporal
pattern analysis; cross-file and cross-process
correlation; anomaly detection over extended
windows

Polymorphism and Code
Obfuscation

Signature-based and
static analysis approaches

Behavior-based detection; dynamic analysis;
invariant feature extraction; unpacking and
de-obfuscation techniques

Adversarial Feature
Manipulation (Evasion
Attacks)

ML/DL-based detection
systems

Adversarial training; robust feature selection;
ensemble models; detection of adversarial
inputs

Data Poisoning Attacks

Learning-based systems
(ML/DL, federated
learning)

Secure data pipelines; anomaly detection on
training data; robust aggregation (e.g., in FL);
continual validation

Encrypted and Covert
Communication (C&C)

Network-based detection
systems

Encrypted traffic analysis (metadata, flow
features); DNS/traffic pattern analysis;
cross-layer correlation with host behavior

Decoy/Honeypot
Detection and Avoidance

Deception-based
defenses

Adaptive and dynamic decoy placement;
high-fidelity honeypots; integration with
behavioral detection

Backup Targeting and
Destruction

Backup and
recovery-based defenses

Tamper-resistant backups; versioning;
anomaly-based backup protection;
distributed storage

Fileless and
Memory-Resident
Execution

Static analysis and
file-based detection

Memory forensics; runtime monitoring;
system call tracing; kernel-level visibility

Distributed/Multi-Stage
Attacks

Single-layer detection
approaches

Cross-layer detection (host + network +
storage); attack chain correlation; SIEM
integration

Use of Legitimate Tools
(Living-oft-the-Land)

Signature-based and
rule-based detection

Behavioral baselining; context-aware
anomaly detection; privilege and process
monitoring

(Continued)



452 ] Cyber Secur. 2026;8

Table 14 (continued)

Attack Capability Vulnerable Defenses Possible Countermeasures
. Use ‘of PrivaTcy . Blockchain and Cross—chal.in ane.llytics; gre‘lp}%—base.:d tracing;
Coins/Mixers (Financial . . collaboration with financial intelligence and
) transaction analysis
Obfuscation) law enforcement

Cloud-native monitoring; tenant isolation;
Cloud and Multi-Tenant Host-based and isolated &

s ) cross-VM detection; scalable orchestration
Exploitation detection systems

and logging

6.2 Cross-Layer Synthesis and Integration Challenges

A key observation from this survey is that ransomware defense mechanisms are often developed in
isolation across different layers, including host-based monitoring, network analysis, storage protection, and
economic/policy interventions. However, modern ransomware attacks operate across these layers simulta-
neously.

For example, data exfiltration precedes encryption, leveraging network channels, while persistence
mechanisms exploit OS-level vulnerabilities, and ransom payment relies on cryptocurrency ecosystems. As
a result, single-layer defenses are insufficient.

Effective ransomware resilience requires: (i) integration of host and network telemetry, (ii) coordi-
nation between detection and recovery mechanisms, (iii) incorporation of threat intelligence and economic
signals, (iv) alignment with policy and governance frameworks.

This cross-layer perspective remains underdeveloped in current research and represents a critical
direction for future work.

Table 15 presents a cross-layer view of ransomware defense by aligning each attack lifecycle stage
with the corresponding detection stage, representative defense mechanisms, and evaluation metrics. The
framework highlights that ransomware defense cannot rely on a single technique or layer. Early-stage controls
such as filtering, sandboxing, and behavioral monitoring are important for preventing execution, whereas
later-stage defenses such as storage monitoring, decoy mechanisms, and backup-based recovery are essential
for damage containment and resilience. The table also emphasizes that evaluation should be stage-aware:
early detection methods should be judged by blocking rate and false alarms, while impact-stage defenses
should be evaluated using ransomware-specific metrics such as time-to-detection, files preserved, damage
prevented, and recovery success.

Table 15: Cross-layer framework mapping attack lifecycle to detection, defense, and evaluation for unified ransomware
analysis.

Attack Lifecycle ) Representative Defense Relevant Evaluation
Detection Stage ) R
Stage Mechanisms Metrics
Email/web filtering, Detection rate, false
" . attachment scanning, URL  positive rate, malware
Initial Pre-compromise or . . .
. i reputation, sandboxing, blocking rate,
Access/Delivery early compromise .
user-awareness controls, time-to-alert, user
patching, access control disruption cost

(Continued)
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Table 15 (continued)

Representative Defense

Relevant Evaluation

Attack Lifecycle Detection Stage
Stage 8 Mechanisms Metrics
Static analysis, behavioral ..
. True positive rate, false
monitoring, negative rate
Execution/Payload _ process/API-call tracing, <8 _’
Early execution . i { time-to-detection,
Launch memory inspection, script
.. CPU/memory
control, privilege .
. overhead, alert precision
monitoring
Endpoint detection and
response, registry/startup Detection latency,
Persistence/Privilege Post-execution, monitoring, kernel hooks,  persistence-blocking
Escalation pre-encryption credential protection, rate, false alarms,
anomaly detection on system overhead
privileged actions
Network traffic analysis, Lateral-movement
SDN/NDR monitoring, .
. .. detection rate, false
Dlscovery/Lateral . . authentication anomaly .
Pre-impact expansion . positive rate, response
Movement detection, traffic .
. . . latency, containment
inspection, segmentation,
success
zero-trust controls
DNS/flow analytics, C&C detection rate,
encrypted traffic analysis, flow-level
Command-and- P , Y .
blockchain/CTI precision/recall,

Pre-encryption

correlation, domain/IP
reputation, sinkholing,
egress control

time-to-block,
cross-layer correlation
accuracy

File-system monitoring,
entropy/change-rate
analysis, decoy files,

storage-level defenses,

process termination, I/O

throttling

Time-to-detection, files
protected before
detection, damage
prevented, false
termination rate, storage
overhead

Control/Key .
coordination
Exchange
Encryption/File
Modification Impact stage
Exfiltration/Double Impact and
Extortion post-impact

Data loss prevention,
network exfiltration
detection, access-pattern
analysis, encryption-aware
traffic inspection,
policy-based blocking

Exfiltration detection
rate, bytes/files
protected, false positive
rate, response time

(Continued)
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Table 15 (continued)

Attack Lifecycle ) Representative Defense Relevant Evaluation
Detection Stage . R
Stage Mechanisms Metrics
Tamper-resistant backups, ~ Recovery success rate,
immutable snapshots, recovery time objective
. L rollback, key recovery, RTO), recovery point
Recovery/Restoration Post-incident .. Y Y ( . )_ vP
incident response objective (RPO), data
orchestration, forensic integrity preserved,
triage downtime
. Model drift resilience,
Threat intelligence updates, i
o adversarial robustness,
. . model retraining, rule
Post-Incident Continuous update latency,
. . _ refinement, attack replay, o
Learning/Adaptation improvement reproducibility,

adversarial testing, polic ! .
. & polcy operational effectiveness

revision .
over time

Fig. 3 illustrates a cross-layer ransomware defense architecture in which telemetry from host, network,
storage, and organizational layers is analyzed both locally and jointly and Fig. 4 presents a cross-layer
view of ransomware defense, integrating technical, economic, and human/policy dimensions into a unified
response framework.

7 Conclusion

This survey reviewed the evolution of ransomware from simple file-encrypting malware to a com-
plex, adaptive, and profit-driven socio-technical threat. Research has progressed from signature- and
entropy-based methods to behavior-driven, ML/X Al-based, storage-level, and deception-oriented defenses,
alongside increasing focus on recovery, economics, and policy. At the same time, ransomware has expanded
across new attack surfaces-including cloud, IoT, IIoT, healthcare, hardware-assisted, and cyber-physical
environments—-while adopting increasingly sophisticated strategies such as data exfiltration, intermittent
encryption, multi-stage extortion, and ransomware-as-a-service. Although recent advances in datasets, tax-
onomies, and benchmarking have improved reproducibility, much of the literature remains detection-centric
and continues to rely on assumptions that only partially reflect real-world attacker behavior.

Despite substantial progress, several important challenges remain unresolved. Many existing defenses
are narrowly scoped, difficult to deploy at scale, or vulnerable to adversarial evasion and adaptive attack
strategies. Recovery and decryption mechanisms remain largely reactive and opportunistic, while proactive
and storage-level defenses often face usability, interoperability, and scalability limitations. Furthermore,
economic and game-theoretic analyses provide valuable insights into attacker incentives and ransom
dynamics, yet many models lack realistic operational assumptions and empirical validation. A significant
gap also persists between academic research and operational practice, particularly in areas such as incident
response integration, attribution, policy enforcement, cross-layer coordination, and deployment in resource-
constrained environments.

Looking forward, several short-term practical priorities deserve immediate attention. These include
the development of standardized and continuously updated ransomware datasets and benchmarks, realistic
evaluation methodologies that account for temporal drift and adversarial behavior, deployment-aware
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lightweight defenses for cloud and IoT environments, explainable detection systems suitable for SOC
workflows, and faster recovery-oriented mechanisms capable of reducing time-to-detection and minimizing
operational damage. Improving information sharing among academia, industry, and government agencies
is also critical for enabling reproducible evaluation and coordinated response.

Beyond these immediate needs, longer-term research challenges require more fundamental advances.
Future ransomware defense will likely depend on integrated, cross-layer, and adaptive frameworks that unify
prevention, detection, containment, recovery, attribution, and policy mechanisms. Robustness against adver-
sarial ML attacks, autonomous and Al-assisted ransomware, cross-platform attacks targeting hybrid cloud
and cyber-physical infrastructures, and large-scale automated extortion ecosystems will become increasingly
important research directions. In addition, emerging paradigms such as post-quantum cryptography, secure
hardware-assisted defenses, privacy-preserving collaborative learning, and economically informed defense
strategies are expected to play a significant role in next-generation ransomware resilience.

Opverall, reducing the long-term impact and profitability of ransomware will require bridging the gap
between theoretical research and operational deployment through realistic evaluation, interdisciplinary
collaboration, standardized benchmarks, and policy-aware, human-centered defense design.
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