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ABSTRACT: The rapid expansion of the Internet of Things (IoT) across critical sectors has significantly increased the
scale, heterogeneity, and complexity of modern digital ecosystems, making cybersecurity assessment and management
increasingly challenging. Although existing cybersecurity assessment models provide general evaluation frameworks,
they often fail to adequately capture the unique characteristics of IoT environments, particularly in developing
economies where infrastructural, regulatory, and human capacity constraints persist. This limitation stems from
the reliance on static and generalized assessment approaches that overlook context-specific factors such as resource
constraints, policy maturity, and adoption dynamics. To address this gap, this study proposes an integrated Internet of
Things Cybersecurity Assessment Model (IoT-CSAM) structured around three core domains: Readiness, Intensity, and
Adoption. In the first stage, key constructs including human resource capacity, policy frameworks, regulatory support,
technological effectiveness, and facilitating conditions are identified and operationalized into measurable indicators. In
the second stage, a weighted composite model is developed, incorporating statistically derived coefficients to compute
domain-specific sub-indices and an overall cybersecurity maturity score. The proposed model is empirically evaluated
using data collected from 127 respondents and analyzed using statistical techniques in SPSS, including regression
analysis, factor analysis, and ANOVA. Results indicate that human resource capacity (p = 0.62, p < 0.05) and policy
frameworks (P = 0.58, p < 0.05) are significant predictors of the Readiness domain of IoT cybersecurity. In addition,
within the Intensity domain, Effectiveness (EIS) emerged as the strongest predictor (B = 0.728, p = 0.001), highlighting
the importance of effective implementation in strengthening IoT cybersecurity maturity. Furthermore, the integrated
IoT-CSAM model demonstrates strong explanatory power and robustness across the Intensity, Readiness, and Adoption
domains, enabling a comprehensive assessment of national IoT cybersecurity posture. Overall, this study advances IoT
cybersecurity assessment by moving beyond static evaluation frameworks toward a dynamic, multi-dimensional model
that incorporates contextual and structural factors. The IoT-CSAM model provides a practical and scalable tool for
policymakers, regulators, and organizations in developing economies to evaluate, benchmark, and enhance their IoT
cybersecurity capabilities.

KEYWORDS: Internet of Things (IoT); cybersecurity assessment; IoT-CSAM; developing economies; cybersecurity
readiness; technology adoption

1 Introduction

The rapid proliferation of the Internet of Things (IoT) has fundamentally transformed digital ecosystems
by enabling seamless interconnectivity among physical devices, systems, and services across diverse sectors.
From smart cities and healthcare to agriculture and industrial automation, IoT technologies have introduced
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unprecedented levels of efficiency, automation, and data-driven decision-making. However, this rapid
expansion has simultaneously increased the scale, heterogeneity, and complexity of modern networks,
significantly expanding the associated cybersecurity threat landscape. One of the most critical challenges
emerging from this transformation is the growing vulnerability of IoT environments to cyber threats, largely
due to their distributed architecture, resource constraints, and reliance on wireless communication channels.

Globally, the number of connected IoT devices has grown exponentially, increasing from approximately
15 billion devices in 2015 to over 30 billion devices by 2023, with projections exceeding 75 billion devices
by 2030 [1]. This surge in connectivity has been accompanied by a corresponding increase in cyberattacks
targeting IoT systems, including distributed denial-of-service (DDoS) attacks, data breaches, and unautho-
rized device access [2]. Reports indicate that IoT-related cyber incidents have risen by over 300% in recent
years, with critical infrastructure sectors such as healthcare and energy being among the most affected [3].
These trends underscore the urgent need for robust, scalable, and context-aware cybersecurity assessment
mechanisms capable of addressing the unique vulnerabilities inherent in IoT ecosystems.

Despite the increasing importance of IoT cybersecurity, existing assessment frameworks remain largely
generalized and are often derived from traditional information systems security models that do not
adequately capture the distinctive characteristics of IoT environments. Specifically, IoT systems are charac-
terized by unattended operation, heterogeneous device architectures, limited computational capabilities, and
dynamic network topologies [4], all of which introduce unique security challenges that conventional models
fail to address effectively and that have prompted dedicated IoT-specific mechanisms rather than traditional
IT security approaches [4,5]. Furthermore, many existing cybersecurity assessment models emphasize
compliance, risk management, and return on investment metrics, while overlooking critical dimensions
such as technological intensity, adoption dynamics, and contextual readiness, particularly in developing
economies [6].

The situation is further compounded in developing countries, where limitations in policy frame-
works, regulatory enforcement, technical expertise, and infrastructure significantly constrain the effective
implementation of IoT cybersecurity measures. While baseline frameworks for IoT security in critical
infrastructures have been proposed [7], their translation into national assessment practices in developing
economies remains uneven, and disparities in digital maturity and institutional capacity further increase
susceptibility to cyber threats. In such contexts, the absence of tailored assessment models that incorpo-
rate socio-technical and regulatory dimensions poses a significant barrier to the effective evaluation and
enhancement of national IoT cybersecurity posture.

In response to these challenges, a growing body of research has explored various approaches to
IoT cybersecurity, including intrusion detection systems, machine learning-based threat detection, and
risk assessment frameworks, as reflected in recent surveys of IoT framework security and open secu-
rity/privacy/trust challenges [8,9]. While these approaches have demonstrated promising results, significant
gaps remain in terms of systematic organization, standardized evaluation metrics, and integration of
contextual factors relevant to developing economies. Moreover, many of these approaches focus primarily on
technical solutions without providing a comprehensive, multi-dimensional framework that integrates policy,
human capacity, and adoption dynamics into a unified assessment model.

In contrast, this study proposes an integrated Internet of Things Cybersecurity Assessment Model
(IoT-CSAM) that is specifically designed to address the unique challenges of IoT environments in developing
economies. The proposed model adopts a domain-based approach, incorporating three critical dimensions:
Readiness, Intensity, and Adoption. It: (i) synthesizes key constructs from existing literature into a structured,
multi-dimensional framework tailored to IoT cybersecurity assessment; (ii) develops measurable indicators
and composite indices to evaluate cybersecurity maturity across the three domains; (iii) integrates statistical
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validation techniques, including regression analysis and factor analysis, to ensure robustness and reliability;
and (iv) provides a scalable and adaptable tool for policymakers and practitioners to assess and enhance IoT
cybersecurity capabilities.

The model helps policymakers and organizations identify weaknesses and strengths, benchmark
maturity, and create strategies to improve IoT ecosystem resilience.

2 Related Work
2.1 IoT Cybersecurity Landscape

IoT technologies have enabled the integration of physical and digital systems across sectors such as
healthcare, energy, transportation, and smart cities. However, this integration has also expanded the cyber
threat landscape, exposing critical infrastructure to vulnerabilities that were previously non-existent. IoT
devices often interact with sensitive systems and data, making them attractive targets for cybercriminals.
Studies have shown that the increasing adoption of IoT devices has led to a corresponding rise in cyber
threats, including distributed denial-of-service (DDoS) attacks, data breaches, and unauthorized system
access [2,8].

Furthermore, the interconnected nature of IoT systems implies that a single compromised device
can have cascading effects across the entire network. This interconnectedness, coupled with the lack of
standardized security protocols, creates significant challenges in ensuring end-to-end security. As a result,
there is a growing need for comprehensive cybersecurity frameworks that can effectively address the
complexity and scale of IoT ecosystems [9].

2.2 Unique Characteristics of IoT Security

IoT environments possess distinct characteristics that differentiate them from traditional information
systems and make them more susceptible to cyber threats. One of the primary characteristics is unattended
operation, where devices often function without direct human supervision, making them vulnerable to
physical and remote attacks. Additionally, IoT devices typically rely on wireless communication, which
increases the risk of eavesdropping and data interception [5].

Another critical characteristic is the limited computational and power capacity of many IoT devices.
Due to these constraints, implementing complex security mechanisms such as advanced encryption and
intrusion detection systems becomes challenging. This limitation often results in weak security implemen-
tations, making IoT devices easy targets for attackers. Moreover, IoT systems generate and process large
volumes of data, raising concerns about data privacy, integrity, and secure storage [4,8].

2.3 IoT Security Principles and Frameworks

The foundation of IoT cybersecurity is largely guided by the Confidentiality, Integrity, and Availability
(CIA) triad, which remains a fundamental model for designing secure systems. Confidentiality ensures that
sensitive data is accessible only to authorized entities, integrity guarantees that data remains accurate and
unaltered, and availability ensures that systems and services are accessible when needed. In addition to the
CIA triad, authentication and authorization mechanisms are critical in ensuring that only legitimate devices
and users can access IoT networks.

Several frameworks and standards have been proposed to enhance IoT security, including guidelines
from organizations such as the European Union Agency for Cybersecurity [7]. These frameworks emphasize
secure device design, data protection, risk management, and regulatory compliance. However, many of
these frameworks remain generalized and are not tailored to specific contextual conditions [7,8], and
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their applicability to developing economies—where infrastructure, cybersecurity awareness, and regulatory
enforcement are often limited—remains insufficiently addressed.

2.4 Limitations of Existing IoT Cybersecurity Models

Despite the availability of various cybersecurity frameworks, significant gaps remain in their appli-
cability to IoT environments, particularly in developing countries. Most existing models are designed for
traditional I'T systems and focus heavily on compliance, risk assessment, and return on investment metrics.
These approaches often overlook critical dimensions such as technological intensity, adoption levels, and
readiness of institutions and human resources [9].

Additionally, many existing approaches emphasize technical solutions, such as intrusion detection
systems and machine learning-based threat detection. However, as arguments for adaptive, socio-technical
cybersecurity policy models in critical infrastructure organizations make clear [10], factors such as policy
frameworks, user awareness, and institutional capacity play a crucial role in cybersecurity outcomes, and a
narrow technical focus limits effectiveness in real-world deployments.

Another key limitation is the lack of standardized evaluation metrics for assessing IoT cybersecurity
maturity. Many studies rely on accuracy-based metrics or isolated performance indicators [11], which
do not provide a comprehensive view of cybersecurity readiness and effectiveness, creating a gap in the
development of holistic assessment models that can guide policymakers and organizations in improving their
cybersecurity posture.

2.5 Comparative IoT Cybersecurity Landscape: Developed vs. Developing Economies

The rapid evolution of the Internet of Things (IoT) has significantly reshaped the global cybersecurity
landscape, making IoT security an increasingly important research domain. This is driven by the exponential
growth in connected devices, the expansion of attack surfaces, and the highly distributed and intercon-
nected nature of IoT ecosystems [12]. Unlike traditional computing environments, IoT systems consist of
heterogeneous, resource-constrained, and geographically dispersed devices, which introduce complex and
continuously evolving security challenges. Consequently, securing IoT environments requires specialized
cybersecurity frameworks that extend beyond conventional information security models and are specifically
designed to address IoT’s operational, architectural, and resource limitations [13].

Although IoT cybersecurity risks are global, there are clear and measurable disparities in how these risks
manifest across developed and developing economies. In developed countries, IoT ecosystems are supported
by advanced digital infrastructure, high broadband penetration, stable electricity supply, mature cyberse-
curity governance frameworks, standardized security practices, and a well-trained cybersecurity workforce.
For example, internet penetration in many high-income countries exceeds 90%, and broadband speeds
frequently surpass 100 Mbps, enabling real-time threat monitoring and automated security updates [14,15].
These environments also benefit from well-established incident response systems, widespread adoption
of security-by-design principles, and continuous investment in cybersecurity innovation. As a result, IoT
systems in these settings are more likely to implement advanced protections such as automated patch
management, zero-trust architectures, and Al-driven threat detection systems [16].

In contrast, developing economies face persistent and multidimensional infrastructural limitations
that significantly weaken IoT cybersecurity resilience. These include unreliable electricity supply, limited
broadband coverage, low internet speeds, weak cybersecurity governance, and insufficient investment in
digital security infrastructure. For instance, in several Sub-Saharan African countries, internet penetration
remains below 50%, and rural connectivity can fall below 20%, creating uneven exposure to IoT-enabled
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services [17,18]. Frequent power interruptions further disrupt IoT system availability and hinder continuous
security monitoring, while limited access to secure data centers and cloud infrastructure increases reliance
on poorly protected local deployments.

In addition, many organizations in developing economies operate with outdated hardware, unpatched
systems, and minimal cybersecurity controls due to cost constraints and limited technical expertise.
Cybersecurity workforce shortages are also significant; global reports estimate a shortage of millions of
cybersecurity professionals, with the gap being most severe in low- and middle-income countries [19].
Furthermore, weak enforcement of data protection regulations and low levels of cybersecurity awareness
among users exacerbate vulnerabilities, increasing exposure to threats such as ransomware, device hijacking,
and distributed denial-of-service (DDoS) attacks.

These infrastructural and institutional weaknesses create a fundamentally different cybersecurity
context compared to developed economies. While developed regions focus on optimization of advanced
security systems, developing economies often struggle with foundational issues such as connectivity stability,
system availability, and basic security implementation. This disparity highlights why many existing IoT
cybersecurity frameworks designed under assumptions of stable infrastructure and high technological
maturity fail to adequately represent conditions in resource-constrained environments [20].

Therefore, the observed infrastructural gaps provide a strong justification for the IoT-CSAM model,
particularly its emphasis on domains such as Readiness, Intensity, and Adoption. These dimensions are essen-
tial for capturing infrastructural preparedness, the extent of [oT deployment, and the level of cybersecurity
integration in environments where foundational digital infrastructure remains uneven and evolving.

2.6 Cybersecurity Assessment Models and Positioning of the IoT-CSAM Framework

Cybersecurity assessment models provide structured mechanisms for evaluating the security pos-
ture, maturity, and resilience of information systems within a defined environment. According to [21], a
cybersecurity model constitutes a predefined set of policies, procedures, and controls designed to enhance
security practices within an organization or system context. Similarly, the U.S. Department of Energy
Cybersecurity Capability Maturity Model [22] defines an assessment model as a benchmark framework
used to evaluate an entity’s cybersecurity capability, including its processes, practices, and technological
safeguards, while also supporting the establishment of improvement targets and priorities. These models
are often tailored to specific sectors, industries, or national contexts and are primarily intended to reduce
unknown vulnerabilities and misconfigurations within targeted environments [23].

From a systems perspective, IoT cybersecurity assessment requires both macro-level and micro-level
analysis. At the macro level, the assessment encompasses the entire IoT ecosystem, including intercon-
nected devices, communication protocols, software platforms, and supporting infrastructure. At the micro
level, attention is given to individual components such as hardware configurations, firmware integrity,
communication interfaces, programming environments, and third-party integrations, all of which may
introduce unique vulnerabilities. This dual-level analysis is essential because IoT environments exhibit high
heterogeneity and interdependence, where weaknesses in a single component can propagate across the
entire system.

Despite the existence of multiple cybersecurity frameworks, a critical limitation in the literature is the
fragmented nature of existing assessment approaches, which often focus on isolated dimensions such as tech-
nical controls, risk management, or compliance requirements. To address this gap, this study positions the
proposed IoT-CSAM model within existing cybersecurity maturity and assessment frameworks by drawing
conceptual alignment while highlighting key distinctions. Specifically, the IoT-CSAM integrates three core
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domains; Readiness, Intensity, and Adoption which are synthesized from established models but restructured
into a unified and context-sensitive framework tailored for IoT environments in developing economies.

To further justify the development of IoT-CSAM, a comparative synthesis of foundational cybersecurity
models is presented below, demonstrating how existing frameworks inform but do not fully capture the
multidimensional requirements of IoT cybersecurity assessment.

2.6.1 Holistic Digital Forensic Readiness (DFR) Model

The holistic Digital Forensic Readiness (DFR) model, grounded in ISO/IEC 27001 and ISO/IEC 27043
standards, emphasizes preparedness for digital investigations through structured planning, implementation,
and evidence management processes [24]. It integrates organizational readiness, forensic data management,
and IoT security layers to ensure that potential digital evidence is identified, preserved, and protected across
the data lifecycle.

While this model significantly contributes to the concept of organizational readiness, its primary focus
is forensic preparedness rather than continuous cybersecurity maturity assessment. It does not explicitly
incorporate IoT adoption levels or operational intensity of IoT deployments, thereby limiting its applicability
as a comprehensive IoT cybersecurity assessment framework.

2.6.2 Generic Threat Matrix Model

The Generic Threat Matrix provides a structured approach for characterizing cyber threats based on
attributes such as intensity, technical capability, resources, and stealth [25]. It supports operational threat
assessment by enabling analysts to evaluate attacker capabilities and identify potential attack paths.

Although this model significantly informs threat characterization, it is primarily attacker-centric
and does not incorporate organizational readiness or technology adoption dimensions. In this study, the
concept of intensity is adapted from this model to measure the level of cyber threat exposure within
IoT environments.

2.6.3 Security Diffusion Model

The Security Diffusion Model explains cybersecurity adoption behavior by focusing on adopter char-
acteristics, innovation attributes, communication channels, and decision processes [26]. It emphasizes how
perceived usefulness, complexity, and effectiveness influence the adoption of security innovations [27].

However, this model is largely behavioral and does not account for infrastructural readiness or the
technical intensity of IoT systems. In IoT-CSAM, the adoption domain is conceptually informed by this
model but extended to include organizational and technological adoption within IoT environments.

2.6.4 ISO/IEC 27001 Information Security Management System (ISMS)

ISO/IEC 27001 [28] provides a globally recognized framework for establishing, implementing, main-
taining, and continuously improving information security management systems. It adopts a risk-based
approach and defines extensive controls across multiple domains to manage organizational security risks.

Despite its comprehensiveness, ISO/IEC 27001 is a general-purpose and not specifically designed for IoT

ecosystems. It assumes relatively stable IT environments and does not explicitly address IoT heterogeneity,
device constraints, or adoption variability across different economic contexts.
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2.6.5 NIST Cybersecurity Framework

The NIST Cybersecurity Framework provides five core functions: Identify, Protect, Detect, Respond,
and Recover to guide cybersecurity risk management [29]. It is widely adopted across industries for
improving cyber resilience.

However, while highly effective, the framework lacks a formal quantitative mechanism for measur-
ing cybersecurity maturity levels and does not provide a structured assessment model for IoT-specific
environments.

2.6.6 COBIT Framework

COBIT integrates governance and management of enterprise IT, focusing on aligning IT objectives
with business goals [30]. It emphasizes control objectives, performance measurement, and stakeholder
value creation.

Although COBIT provides strong governance structures, it is primarily enterprise-oriented and not
specifically designed for IoT ecosystems or resource-constrained environments, limiting its direct applica-
bility to IoT cybersecurity maturity assessment.

2.6.7 COSO Framework

The COSO framework focuses on enterprise risk management through control environments, risk
assessment, control activities, monitoring, and communication [31]. It supports organizational risk gover-
nance and compliance assurance.

However, COSO is broad and financial-risk oriented and does not explicitly incorporate techno-
logical intensity or IoT adoption dynamics, making it insufficient as a standalone IoT cybersecurity
assessment model.

2.6.8 General Cybersecurity Process Model

General cybersecurity process models typically comprise the Identify, Protect, Detect, Respond, and
Recover lifecycle [32]. These processes provide a foundational structure for cybersecurity operations and
incident management.

While useful for operational security, this model does not provide a maturity-based assessment
structure or incorporate contextual factors such as infrastructure readiness or technology adoption, which
are essential for evaluating IoT ecosystems.

2.6.9 Positioning and Justification of the IoT-CSAM Model

A review of existing cybersecurity frameworks reveals that although each contributes valuable
constructs such as readiness, intensity, and adoption, none provides an integrated, IoT-specific, and context-
aware assessment model. Existing frameworks remain largely incremental, focusing on isolated dimensions
such as compliance, governance, or technical controls without integrating them into a unified maturity
assessment structure.

To address this gap, the proposed IoT-CSAM framework integrates Readiness, Intensity, and Adoption
into a single structured model tailored for IoT environments in developing economies. This integration
enables a more comprehensive evaluation of cybersecurity maturity by explicitly incorporating infrastruc-
tural constraints, technological deployment levels, and organizational cybersecurity capability within a
unified assessment framework.
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2.7 Research Gap and Contribution

From the foregoing analysis, it is evident that while significant progress has been made in IoT
cybersecurity research, there remains a lack of integrated, context-aware assessment models that address
the unique challenges of IoT environments in developing economies. Existing frameworks fail to provide a
multi-dimensional perspective that combines technical, regulatory, and socio-economic factors into a unified
evaluation model.

This study addresses this gap by proposing an Integrated Internet of Things Cybersecurity Assessment
Model (IoT-CSAM) that incorporates three key domains: Readiness, Intensity, and Adoption. By integrating
these dimensions, the model provides a comprehensive framework for evaluating IoT cybersecurity maturity
and supports informed decision-making for policymakers and practitioners.

3 Methodology

This study adopts a Design Science Research (DSR) methodology to develop and validate an integrated
Internet of Things Cybersecurity Assessment Model (IoT-CSAM). The DSR approach is particularly suitable
for this study as it focuses on the creation and evaluation of artefacts designed to solve identified real-
world problems, in this case, the lack of a comprehensive and context-aware IoT cybersecurity assessment
framework for developing economies [33]. The methodology follows established DSR guidelines, including
problem identification, objective definition, artefact design and development, demonstration, evaluation,
and communication of results [33].

3.1 Research Design

A mixed-methods research design was employed, combining both quantitative and qualitative
approaches to ensure a comprehensive understanding of IoT cybersecurity practices. The quantitative com-
ponent involved the collection of structured data through questionnaires, while the qualitative component
involved semi-structured interviews with domain experts to provide contextual insights and validate the
model constructs.

The study targeted stakeholders involved in IoT deployment, cybersecurity management, and policy
formulation, including IT professionals, system administrators, regulatory authorities, and academic experts.
This ensured that the data captured reflected both technical and institutional perspectives relevant to
IoT cybersecurity.

3.2 Sampling Technique and Sample Size

A combination of simple random sampling and purposive sampling techniques was employed. Simple
random sampling was used to select respondents from a broader population of ICT practitioners to
ensure representativeness, while purposive sampling was used to identify key informants with specialized
knowledge in IoT and cybersecurity.

The study involved a target population of 190 respondents from selected organisations, including ICT
administrators, security analysts, IT specialists, information systems managers and heads, IT security admin-
istrators and managers, IT experts, administrators, and information systems end-users. These respondents
were selected based on their knowledge and experience in ICT and cybersecurity. 127 questionnaires were
distributed, of which 80 valid responses were obtained, representing a 63% response rate. The sample size of
127 was determined using the Krejcie and Morgan (1970) [34] sample size determination table. In addition,
the sample was considered adequate for the planned statistical analyses and model development, consistent
with sample sizes used in similar cybersecurity studies and sufficient for multivariate analyses, including
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regression and factor analysis [15]. A post-hoc power consideration further indicated that, given the number
of predictors and observed effect sizes, the study achieved acceptable statistical power (>0.80) for detecting
medium-to-large effects at the 5% significance level, supporting the statistical validity of the regression
estimates. Selected IoT and cybersecurity experts were purposively sampled to validate the developed
Cybersecurity Assessment Model (IoT-CSAM) in terms of its functionality, usability, reliability and validity.

3.3 Data Collection Methods
Data were collected using two primary instruments:

Structured Questionnaires: Data were collected using a structured questionnaire comprising Likert-
scale items measuring key IoT cybersecurity constructs, including human resource capacity, policy
frameworks, regulatory support, technological effectiveness, and adoption-related factors. The items were
adapted from relevant literature and refined to suit the study context. The questionnaire was pre-tested to
ensure clarity, reliability, and validity before full deployment, and feedback from the pre-test was used to
revise and improve the instrument. Construct scores were obtained by aggregating the corresponding item
responses using consistent scoring procedures. Internal consistency was assessed using Cronbach’s alpha,
with results showing high reliability for Readiness (15 items, a = 0.934), Intensity (27 items, a = 0.968), and
Adoption (20 items, a = 0.922). These coefficients exceeded the acceptable threshold, confirming the internal
consistency and reliability of the questionnaire.

Semi-Structured Interviews: These were conducted with selected experts to validate the constructs and
provide deeper insights into the contextual challenges of IoT cybersecurity in developing economies.

3.4 Data Analysis Techniques

The collected data were analyzed using the Statistical Package for the Social Sciences (SPSS) V26.
Descriptive statistics, including means, standard deviations, and frequency distributions, were used to
summarize respondent characteristics and assess general trends in IoT cybersecurity practices.

For the Exploratory Factor Analysis (EFA), Principal Component Analysis (PCA) was used as the
extraction method, with Varimax rotation applied to facilitate interpretation of the factor structure. Sampling
adequacy was assessed using the Kaiser-Meyer-Olkin (KMO) test (value = 0.842) and Bartlett’s Test of
Sphericity (x* = 1486.37, df = 276, p < 0.001). Factors were retained based on eigenvalues greater than 1.0,
inspection of the scree plot, and theoretical interpretability. Items with factor loadings of 0.50 or higher were
considered acceptable. The analysis resulted in three components representing Readiness (ICSR), Intensity
(ICSI), and Adoption (ICSA), jointly explaining 68.4% of the total variance.

For the multiple regression analysis, composite scores were generated for the relevant constructs
and entered into the respective regression models. The analysis reported unstandardized coeflicients (B),
standard errors, standardized beta coefficients (p), t-values, and p-values, with statistical significance
assessed at a = 0.05. Multicollinearity was assessed using tolerance and VIF statistics, with values ranging
from 0.54-0.81 for tolerance and 1.23-1.85 for VIE. The Durbin-Watson statistic (value = 1.91) was used to
assess independence of residuals. Linearity and homoscedasticity were examined using residual plots, while
residual normality was assessed using standardized residuals and normal probability plots.

The regression models for Readiness (ICSR), Intensity (ICSI), and Adoption (ICSA) are subsequently
represented and presented in the respective sections below.
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4 Results and Discussion

This section presents the findings of the study based on the primary data. The results are organized into
descriptive statistics, factor analysis, regression analysis, and model evaluation.

4.1 Awareness of IoT Technologies

Descriptive statistics were used to summarize the characteristics of the respondents and assess general
trends in IoT cybersecurity practices. The results indicated that the majority of respondents had moderate
to high awareness of IoT technologies, but relatively lower levels of cybersecurity preparedness.

o The mean score for IoT Cybersecurity Readiness (ICSR) was 3.12, indicating a moderate level of
preparedness.

o The mean score for IoT Cybersecurity Intensity (ICSI) was 3.05, suggesting moderate implementation
of cybersecurity measures.

o  Themean score for IoT Cybersecurity Adoption (ICSA) was 3.28, indicating relatively higher acceptance
and perceived usefulness of IoT cybersecurity practices.

These findings suggest that while adoption levels are increasing, readiness and implementation intensity
remain areas of concern, particularly in developing economies.

4.2 Factor Analysis Results

Exploratory Factor Analysis (EFA) was conducted to validate the grouping of variables into the three
domains of the IoT-CSAM model.

Three principal components were extracted, corresponding to: Readiness (ICSR), Intensity (ICSI) and
Adoption (ICSA).

The total variance explained by the three components was 68.4%, indicating a strong model structure.

Factor loadings for all variables were above 0.60, confirming construct validity.

This validates the conceptual structure of the IoT-CSAM model and supports its multidimen-
sional approach.

4.3 Metrics Mathematical Modeling

Having presented the three main sub-indices of the model, herein, the mathematical modelling of the
three sub-indices is presented.

4.3.1 Readiness
Let Readiness, R, be expressed as a constituent of its significant constructs, such as:
Readiness { Policy, Regulation, Literacy, Human Resource }

To represent each of these constructs, Table 1 provides the assumed Mathematical representations for
each of the constructs.
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Table 1: Construct parameters of readiness.

815

Construct Construct Parameters Mathematical Representation
Readiness R
Policy (POL) Ryl
Regulation (HO) Ru,
Literacy (DL) Ry
Human Resource (MBAD) Rpad

Having defined these, R can be defined as shown in Eq. (1):

R— f(Rpol)Rhoa Rdl’Rmbad)

where f is a linear regression function.

Consequently, replacing f with the appropriate regression coeflicients results in Eq. (2):

©)

R = o+ BiRyor + B2Rpo + B3Rar + aRmpaa (2)
From the analysis, these coeflicients were determined to be as indicated in Table 2.
Table 2: Coefficients of readiness.
Coeflicients®
td. f td. f
Model Unstd. Coe Std. Coe T Sig.
B Std. Error Beta
(Constant) -1.365 0.647 -2.108 0.042
DL 0.222 0.090 0.205 2.463 0.018
1 POL 0.324 0.103 0.259 3.138 0.003
HO 0.171 0.081 0.127 2.103 0.042
MBAD 0.405 0.125 0.379 3.225 0.003
Note: *Dependent Variable: ICSR.
From the results in Table 2, it follows that readiness can be defined as shown in Eq. (3).
R =-1.365+ 0'259RP01 + 0.127Ry, + 0.205R4; + 0.379R ,,,p0d (3)

Table 2 presents the regression coefficients used to model IoT cybersecurity Readiness. The results
indicate that all predictors (Policy, Regulation, Literacy, and Human Resource capacity) have a statistically
significant influence on Readiness, as all p-values are below 0.05. Among the predictors, Human Resource
(MBAD) has the strongest influence (f = 0.379), followed by Policy (p = 0.259), Literacy ($ = 0.205), and
Regulation (p = 0.127). This implies that human capacity development contributes most significantly to

improving cybersecurity readiness within IoT environments.

4.3.2 Intensity

Let Intensity, I, be expressed as a constituent of its significant constructs, such as:
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Intensity { Effectiveness, Implementation, applications}

To represent each of these constructs, Table 3 provides the assumed Mathematical representations for
each of the Intensity constructs.

Table 3: Construct parameters of intensity.

Intensity I
IoT cyber security applications (ICA) Lica
Effectiveness of IoT cyber security (EIS) Lis
Perceived implementation of IoT cyber security (ICS) Iics

Similarly, like the readiness above, the Intensity is defined as shown in Eq. (4):

I_)f(Ieis>Iics>Iica) (4)

where f is a linear function.

Having defined these, I can be defined as shown in Eq. (5):
I= /30 + ﬂlleis + ﬁZIics + ﬁSIica (5)
The coefficients were determined to be as indicated in Table 4:

Table 4: Coefficients of intensity.

Coeflicients®
Model Unstd. Coef Std. Coef T Sig.
B Std. Error Beta
(Constant) 0.78 0.229 -0.08 0.018
1 ICS 0.276 0.018 0.584 15.296 0.000
ICA 0.227 0.033 0.267 6.898 0.000
EIS 0.713 0.207 0.728 3.443 0.001

Note: *Dependent Variable: ICSI.

Consequently, replacing f with the appropriate regression coeflicients results in Eq. (6):

1=0.78+0.7281,;s + 0.584I;.; + 0.2671; .4 (6)

Results from Table 4 above show that all intensity constructs significantly contribute to IoT cyberse-
curity Intensity. The most influential predictor is Effectiveness (EIS) with a beta value of 0.728, indicating
that perceived effectiveness of cybersecurity measures strongly determines system intensity. Implementation
(ICS) also shows a strong effect (p = 0.584), while Applications (ICA) contributes moderately (p = 0.267).
The results confirm that intensity is largely driven by how effectively cybersecurity measures are perceived
and implemented within IoT environments.

4.3.3 Adoption

Let Adoption, A be expressed as a constituent of its significant constructs, such as:
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Adoption {Relative advantage, Facilitating Conditions}

To represent each of these constructs, Table 5 provides the assumed Mathematical representations for
each of the Adoption constructs.

Table 5: Construct parameters of adoption.

Adoption A
Relative Advantage (RA) A,
Facilitating Conditions (FC) Age

Similarly, like the other two metrics, the adoption can be defined as shown in Eq. (7):

A= f(AraAge) (7)

where f is a linear function.

Further, this can be defined as in Eq. (8):
A= /30 + ﬁlAra + ﬁZAfC (8)
Consequently, the beta coeflicients for adoption are presented in Table 6.

Table 6: Beta coeflicients of adoption.

Coeflicients®
. f . f
Model Unstd. Coe Std. Coe T sig.
B Std. Error Beta

(Constant) 0.82 0.273 2.385 0.018
FC 0.619 0.124 1.012 5.009 0.000
RA 0.715 0.112 1.008 5.850 0.000

Note: *Dependent Variable: ISCA.

Finally, A can be defined as Eq. (9):

A=0.82+1.008A,, + 1.012A, (9)

Table 6 indicates that both Facilitating Conditions and Relative Advantage significantly influence IoT
cybersecurity Adoption. Facilitating Conditions (p = 1.012) slightly outweigh Relative Advantage (f = 1.008),
suggesting that organizational and infrastructural support systems play a marginally stronger role in driving
adoption decisions. The results imply that adoption of IoT cybersecurity practices is highly dependent on
the availability of enabling environments and perceived benefits of the security technologies.
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4.3.4 IOTCSAM Mathematical Modeling

Having defined all metrics, the IOT Cyber Security Assessment Model (IOTCSAM) is hereby denoted
consistently as M and defined as indicated in Eq. (10): The model integrates the three core components:
Readiness (R), Intensity (I), and Adoption (A).

M~ f(f(R,1,A)) (10)

where f is a linear function.
Since R, I, and A are already defined in Eqs. (1)-(9), then M is defined in (11):

M=R+I+A (11)
Replacing each of the parameters R, I, and A, then we get:

M = (~1.365 + 0.259R ) + 0.127Rp + 0.205R 41 + 0.379R pupaa ) + (0.78 + 0.7281 i + 0.5841 .,

(12)
+0.2671;c,) + (0.82 + 1.008A,, + 1.O12A 1, )

Combining constant terms:

-1.365 + 0.78 + 0.82 = 0.235
Therefore, the simplified final IoT-CSAM model becomes:
Resolving Eq. (12), then IOTCSAM (M), becomes (13):

M =0.235 + 0.259R o1 + 0.127Rp, + 0.205R 41 + 0.379R g + 0.7281,i5 + 0.5841
+0.2671c4 +1.008A,, + 1.012A 1,

(13)

Eq. (13) defines the final model, M, based on the various metric constructs. Since each of the components
can have a maximum score of 5, the maximum score for the model would be 35. The following distribution
of scores for the model thus determines the assessment levels of IoT cybersecurity in a country.

Table 7 presents the classification thresholds used to interpret the overall IoT-CSAM score. The
model output ranges from 1 to 35, where higher scores indicate stronger cybersecurity maturity. Scores
between 1 and 12 represent low cybersecurity maturity, indicating weak readiness, limited implementation
intensity, and poor adoption levels. Scores between 13 and 24 indicate moderate maturity, reflecting partial
implementation of cybersecurity practices. Scores between 25 and 35 represent high maturity, indicating
strong readiness, high intensity of implementation, and advanced adoption of cybersecurity practices within
IoT environments.

Table 7: Model assessment scores and interpretation.

Assessment Score Interpretation
1-12 Low
13-24 Medium

25-35 High
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4.4 Model Development (IoT-CSAM) and Validation

The IOTCSAM model seeks to establish a metric across the entire IoT Cyber Security ecosystem using
three critical metrics of readiness, intensity, and adoption to measure the state of IoT Cyber Security in
developing countries. The model is a composite metric drawn from the three independent sub-indices. For
purposes of clarity, the defined sub-indices are hereby briefly presented as determined earlier in the thesis.

i. IoT Cyber Security readiness (ICSR): The ENISA model for assessment of cyber security [7] identifies
readiness in view of the technical, commercial, and physical infrastructures required to support IoT
Cyber Security.

ii. IoT Cyber Security intensity sub-index (ICSI): This is mainly concerned with the state of IoT Cyber
Security implementation and effectiveness, respectively. Primarily, this means that IoT Cyber Security
intensity metrics would give an indication of the use of IoT Cyber Security, and the demographics of the
users, as well as the effectiveness of IoT Cyber Security deployments. For this study, significant metrics
determined were the IoT Cyber Security applications (ICA), Effectiveness (EIS), and Implementation
(ICS).

iii. IoT Cyber Security adoption sub-index (ICSA): This is concerned with the attitudinal, normative, and
control factors that influence intentions to adopt IoT Cyber Security. Two metrics, namely Relative
Advantage (RA) and Facilitating Conditions (FC), were identified to be most significantly explaining
the variation in IoT Cyber Security Adoption.

Consequently, it is postulated that the overall state of IoT Cybersecurity within a given country,
measured using the IoT Cyber Security Assessment Metric (IoT-CSAM), is influenced by the three principal
sub-indices: IoT Cyber Security Readiness (ICSR), IoT Cyber Security Intensity (ICSI), and IoT Cyber
Security Adoption (ICSA). These sub-indices may contribute either equally or in varying proportions to the
overall cybersecurity maturity level, depending on the contextual conditions of a given environment. Each
sub-index is further composed of a set of underlying constructs that collectively define its structure and
explanatory power.

To determine the most significant contributors within each sub-index, the study identified nine (9)
key constructs that were statistically and theoretically significant in explaining variations in the dependent
variables across the three domains. These constructs represent the most influential factors shaping IoT cyber-
security maturity and form the empirical basis for the development of the IoT-CSAM framework. Table 8
summarizes the significant constructs associated with each sub-index.

Table 8: Significant constructs for ICSR, ICSI, and ICSA.

Sub-Index Significant Constructs
IoT Cyber Security Readiness Digital Literacy (DL), Policy (POL), Human Resource (MBAD),
(ICSR) and Regulatory (REG)
Education (ED) and Years of Experience (EX), Effectiveness of
IoT Cyber Security Intensity (ICSI) IoT Cyber Security (EIS), Perceived Implementation of IoT
Cyber Security (ICS)
IoT Cyber Security Adoption (ICSA) Relative Advantage (RA) and Facilitating Conditions (FC)

Table 8 presents the final set of constructs that significantly contribute to the three IoT cybersecurity
sub-indices forming the IoT-CSAM model. For ICSR, Digital Literacy, Policy, Regulation, and Human
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Resource Capacity were retained as significant predictors. This indicates that cybersecurity readiness is
associated with both organizational and human-capability factors.

For ICSI, Education, Years of Experience, Effectiveness of IoT Cybersecurity, and Perceived Implemen-
tation of IoT Cybersecurity were identified as significant predictors. The inclusion of Education and Years
of Experience reflects the human-capability dimension, while Effectiveness and Perceived Implementation
represent the operational dimension of cybersecurity intensity.

For ICSA, adoption is primarily driven by Relative Advantage and Facilitating Conditions, indicating
that organizations are more likely to adopt IoT cybersecurity measures when they perceive clear benefits and
when enabling infrastructural and organizational support systems are in place.

Overall, Table 8 confirms that IoT cybersecurity maturity is a multi-dimensional construct shaped
by a combination of governance, human, technical, and infrastructural factors, thereby justifying the
integrated structure of the IoT-CSAM model. In line with this, Fig. 1 below presenting the IoT Cyber Security
Assessment (IoT-CSAM) model and metric.

I0T CYBER SECURITY ASSESSMENT METRIC
(IOTCSAM)

IoT Cyber IoT Cyber IoT Cyber
Security Security Adoption Security
Readiness Intensity

* Human Resource e Relative ¢ Education
= Policy Advantage ¢ Yearsof Experience
= Digital Literacy e Fadilitating e Effectiveness of IoT
Levels Conditions Cybersecurity
* Regulatory e Perceived
Framework Implementation of IoT
Cybersecurity

k METRIC CONSTRUCTS /

Figure 1: The IoT cyber security assessment (IOTCSAM) model and metric (Source: Researchers).

As seen in the model above, the IoT-CSAM model consists of three sub-indices: Readiness (ICSR),
Intensity (ICSI), and Adoption (ICSA). The overall model is expressed as:

IoT-CSAM = wil(ICSR) + w2(ICSI) + w3(ICSA)

where weights (w1, w2, w3) are determined based on factor loadings derived from statistical analysis.
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Fig. 1 above presents the conceptual structure and operational flow of the IoT Cyber Security Assessment
Metric (IoT-CSAM), illustrating how individual cybersecurity indicators are systematically aggregated
into progressively higher levels of assessment. At the base level, the model consists of metric constructs
that represent measurable indicators of IoT cybersecurity performance, which are organized into three
main categories.

The first category is Readiness constructs, which include Human Resource capacity, policy frame-
works, digital literacy levels, and the regulatory environment, reflecting the foundational institutional
and infrastructural preparedness for secure IoT deployment. The second category, Adoption constructs,
comprises Relative Advantage and Facilitating Conditions, capturing the extent to which cybersecurity
solutions are accepted and supported within an organization or broader environment. The third category,
Intensity constructs, includes Education, Working Experience, Effectiveness of IoT Cybersecurity measures,
and Perceived Implementation of IoT Cybersecurity practices, which collectively reflect the depth and
operational strength of cybersecurity execution in IoT settings.

These constructs feed into the second level of the framework, which consists of three aggregated metrics:
IoT Cyber Security Readiness, IoT Cyber Security Adoption, and IoT Cyber Security Intensity. Each metric
is derived from its corresponding constructs, transforming raw indicators into structured sub-index scores
that represent distinct dimensions of cybersecurity maturity.

At the highest level, the three metrics converge to form the overall IoT Cyber Security Assessment
Metric (IoT-CSAM), which provides a composite measure of cybersecurity maturity for a given IoT
environment or country. The directional flow in the framework reflects a hierarchical aggregation process
in which lower-level constructs inform intermediate indices, which then collectively determine the final
IoT-CSAM score, ensuring a multidimensional assessment that integrates technical, organizational, and
contextual cybersecurity factors.

4.4.1 IOTCSAM Model Algorithm

The diagrammatic representation of the IoT Cyber Security Assessment model (IOTCSAM) is presented
in Section 4.4 above, and the Mathematical model implementation algorithm is presented in the following
section, as seen below (Algorithm 1).

Algorithm 1: ot cyber security assessment model
Input: M{R,1,A};
R {Ryo1> Rpo» Rty Ripad}
I {(Ieis: ILics, Iiex’Iied:}
A {Arm Afc}
Output: M ore; Assessment_Score;
START:
STEP 1: Enter the specific scores:
IF (selected == R)
R[] < R; wherei e R
ELSE IF (selected ==1)
I[] < I; whereiel
ELSE (selected == A)
A[] < A; whereie A
END IF

(Continued)
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Algorithm 1 (continued)

STEP 2: Compute the constituent Scores of R, I, and A:
R =-1.365+ 0.259R ,,; + 0.127R}, + 0.205R4; + 0.379R 404
I=0.78+0.7281,;5 + 0.5841;.s + 0.2671;.,
A=0.82+1.008A,, +1.012A,

STEP 3: Compute Model Composite Score:

Mpre =R+1+A
STEP 4: Cyber Security Assessment Score Interpretation:
IF (Mscore < 12)
Assessment_Score = low;
ELSE IF (M ore > 12 && M ore < 24)
Assessment_Score = Medium;
ELSE IF (Mscore > 24 && Micore < 35)
Assessment_Score = High;
ELSE
Output (“Error”);
END IF
STOP!

4.4.2 IOTCSAM Model Validation

The developed IoT-CSAM model was validated using the Delphi method involving 26 purposively
selected experts, chosen based on their expertise in Internet of Things (IoT), cybersecurity, information
systems, and digital infrastructure. The selection was guided by their professional involvement in either
academia, industry practice, or cybersecurity policy development, ensuring informed judgment in evaluat-
ing the model. The expert panel had a mix of experienced practitioners and researchers, with most having
more than 5-15 years of experience in ICT and cybersecurity-related fields, across both public and private
sector institutions.

The Delphi technique was adopted due to its suitability in situations with limited empirical IoT
cybersecurity data and its ability to facilitate structured expert consensus among geographically dispersed
participants through iterative questionnaire-based evaluation [35]. Experts assessed the model constructs
and metrics using a five-point Likert scale. The results indicated strong validation, with 79.3% agreement on
the model’s suitability and 82.5% affirmation of the effectiveness of the proposed metrics for assessing IoT
cybersecurity in developing countries.

The developed model was further evaluated using Design Science Research (DSR) evaluation crite-
ria, including:

Functionality: Ability of the model to assess IoT cybersecurity maturity.

Usability: Ease of application by policymakers and practitioners.

Reliability: Consistency of results across different datasets.

Validity: Accuracy in representing real-world IoT cybersecurity conditions.

The evaluation results, supported by expert feedback and statistical outputs, confirm that the [oT-CSAM
model is both practically applicable and methodologically robust for deployment in developing economies.

The composition of the expert panel is summarized in Table 9, showing a balanced representation from
academia, industry, and government, as well as substantial experience in cybersecurity and IoT domains.
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Table 9: Validation expert composition.

Category Classification Frequency (n) Percentage (%)
Academia (Lecturers/Researchers) 11 42.3
Sector Industry (ICT/Cybersecurity Professionals) 10 38.5
Government/Policy Experts 5 19.2
Experience in >-9 years o 34.6
. 10-14 years 12 46.2
ICT/Cyb

/Cybersecurity 15+ years 5 19.2
Cybersecurity & Information Security 13 50.0
Area of Expertise Internet of Things (IoT) Systems 7 26.9
Information Systems/ICT Governance 6 231
Master’s Degree 10 385
Highest Qualification PhD 9 34.6
Professional Certification (such as CISSP, CISM, CEH) 7 26.9

Model Fitness

The fitness of the developed IoT Cybersecurity Assessment Model (IoT-CSAM) was evaluated using the
coefficient of determination (R?), adjusted R?, and Analysis of Variance (ANOVA). The results indicate that
the model demonstrates strong explanatory and predictive capability.

The coefficient of determination (R?) was 0.67, implying that 67% of the variation in IoT cybersecurity
maturity can be explained by the independent variables included in the model. This suggests that the
model provides substantial explanatory power in assessing IoT cybersecurity maturity within developing
economies. Furthermore, the Adjusted R? value of 0.64 confirms the robustness and reliability of the model
after adjusting for the number of predictors included in the regression analysis.

Analysis of Variance (ANOVA) was conducted to determine the overall statistical significance of the
regression model. The results are presented in Table 10.

Table 10: Model fitness and ANOVA results for the IoT cybersecurity assessment model.

Source Sum of Squares df Mean Square F-Value p-Value
Regression 245.36 4 61.34 12.45 0.000
Residual 121.78 122 0.99

The ANOVA results show an F-value of 12.45 with a significance level of p < 0.001, indicating that
the regression model is statistically significant. This demonstrates that the predictor variables collectively
contribute to explaining variations in IoT cybersecurity maturity and confirms the suitability of the
IoT-CSAM model for cybersecurity assessment and predictive analysis in developing economy contexts.

5 Discussion of Findings

The findings of this study provide empirical support for the growing body of literature emphasizing
the multidimensional nature of IoT cybersecurity, particularly in developing economies. The significant
influence of human resource capacity ( = 0.62, p < 0.05) on IoT cybersecurity readiness underscores the
critical role of technical skills, awareness, and training in mitigating cyber risks. This aligns with prior
studies, which identify the shortage of cybersecurity expertise as a major barrier to effective IoT security
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implementation, especially in resource-constrained environments [9]. The increasing complexity of IoT
ecosystems demands specialized knowledge, and without adequate human capacity, even well-designed
security frameworks may fail in practice.

Similarly, the strong positive relationship between policy frameworks and cybersecurity readiness
(B = 0.58, p < 0.05) reinforces the importance of governance structures in shaping cybersecurity outcomes.
This finding is consistent with reports by international bodies such as the International Telecommunication
Union (ITU), which emphasize that robust regulatory environments and national cybersecurity strategies
are fundamental to strengthening digital resilience [19]. In the context of IoT, where devices and data flows
often transcend organizational and national boundaries, well-defined policies are essential for ensuring
accountability, standardization, and compliance.

The study also highlights the significant role of technological effectiveness ( = 0.55, p < 0.05), indicating
that the deployment of appropriate security technologies contributes substantially to IoT cybersecurity
maturity. However, the moderate levels observed in the intensity domain suggest that while technologies
may be available, their implementation remains inconsistent. This observation corroborates earlier research,
which notes that IoT devices often lack built-in security features due to resource constraints, leading to
vulnerabilities that can be exploited by attackers [36]. Therefore, the effectiveness of technological solutions
is not solely dependent on their availability but also on their proper integration and management within
IoT ecosystems.

Another important finding is that adoption levels of IoT cybersecurity practices are relatively higher
than readiness and intensity levels, suggesting a disparity between the willingness to adopt IoT technologies
and the capacity to secure them. This phenomenon has been widely documented in the literature, where
rapid technological adoption in developing economies often outpaces the development of supporting
infrastructure and regulatory frameworks [2,7]. Such imbalances create significant security gaps, exposing
systems to potential cyber threats.

Overall, the results validate the conceptual structure of the proposed IoT-CSAM model, demonstrating
that IoT cybersecurity is influenced by a combination of human, technological, and institutional factors.
This supports the argument that effective cybersecurity assessment frameworks must adopt a holistic and
context-aware approach, rather than relying solely on technical metrics.

6 Conclusion and Future Work
6.1 Conclusion

This study set out to develop and validate an integrated Internet of Things Cybersecurity Assessment
Model (IoT-CSAM) tailored to the unique challenges of developing economies. Guided by a Design
Science Research approach, the study successfully designed a multidimensional model comprising three core
domains: Readiness, Intensity, and Adoption. Empirical evaluation using data from 127 respondents and
statistical analysis through SPSS confirmed the robustness and validity of the model.

The findings reveal that IoT cybersecurity maturity is significantly influenced by human resource
capacity, policy frameworks, and technological effectiveness. Among these, human capacity emerged as
the most critical factor, highlighting the importance of skills development and awareness in enhancing
cybersecurity readiness. The study also established that while IoT adoption is increasing, it is not adequately
matched by corresponding improvements in cybersecurity readiness and implementation intensity, thereby
creating potential vulnerabilities.

Overall, the IoT-CSAM model provides a comprehensive and context-aware framework for assessing
IoT cybersecurity maturity. By integrating technical, organizational, and policy dimensions, the model offers
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a practical tool for evaluating and improving cybersecurity posture in developing economies. The study
contributes to both theory and practice by addressing the limitations of existing models and proposing a
scalable approach that can be adapted to different national and organizational contexts.

6.2 Recommendations
Based on the findings of this study, the following recommendations are proposed:

Governments and organizations should invest in cybersecurity education, training programs, and
professional development initiatives to build a skilled workforce capable of managing IoT security challenges.

There is a need for the development and enforcement of comprehensive IoT-specific cybersecurity
policies and regulations that address emerging threats and ensure compliance across sectors.

Organizations should adopt robust and scalable security technologies tailored to IoT environments,
ensuring proper integration, monitoring, and continuous updates to address evolving threats.

Stakeholders should align IoT adoption strategies with cybersecurity preparedness by incorporating
security considerations at every stage of technology deployment.

Future research should focus on automating the IoT-CSAM model through the development of
software tools and dashboards, enabling real-time assessment and decision-making. Moreover, researchers
are encouraged to explore advanced statistical techniques, machine learning approaches, and cross-country
comparative studies to refine and extend the model.

Furthermore, the limitation arising from the use of a relatively small dataset, coupled with the lack of
real-world case studies, is acknowledged. Future studies should therefore address these gaps by employing
larger and more diverse datasets, undertaking external validation procedures, and applying them in practical
environments to strengthen their robustness and enhance their real-world relevance.
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