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ABSTRACT: The rapid increase in cyber attacks requires accurate, adaptive, and interpretable detection and response
mechanisms. Conventional security solutions remain fragmented, leaving gaps that attackers can exploit. This study
introduces the HI-XDR (Hybrid Intelligent Extended Detection and Response) framework, which combines network-
based Suricata rules and endpoint-based Wazuh rules into a unified dataset containing 45,705 entries encoded into
1058 features. A semantic-aware autoencoder-based anomaly detection module is trained and strengthened through
adversarial learning using Projected Gradient Descent, achieving a minimum mean squared error of 0.0015 and
detecting 458 anomaly rules at the 99th percentile threshold. A comparative evaluation against Isolation Forest, One-
Class Support Vector Machine, and standard autoencoders showed superior performance with an area under the
receiver operating characteristic curve (AUC) of 0.91 and an Area Under the Precision-Recall Curve (AUPRC) of 0.88,
highlighting the benefits of combining rules and semantic embeddings. Resilience analysis shows that the adversarially
trained model maintains stable reconstruction errors when attacked (0.001419 for normal samples vs. 0.001472 for
corrupted samples). To improve interpretability, SHapley Additive exPlanations identifies critical rule attributes such
as source encoding and compliance groups. Finally, the Deep Q-Network agent was trained over 5000 episodes,
converging to an average reward of 20, and reliably selected decisive mitigation actions for anomalies while avoiding
disruptive responses to harmless events. Overall, HI-XDR offers an intelligent, transparent, and robust approach to
next-generation cybersecurity defense, while further research will validate its scalability on large-scale public datasets.

KEYWORDS: Cybersecurity; anomaly detection; hybrid intelligence XDR; adversarial training; explainable Al
reinforcement learning; DQN

1 Introduction

Cyber attacks continue to grow in scale and sophistication, creating severe challenges for organizations
in sustaining an effective security posture [1]. Traditional detection systems, including signature-based
intrusion detection systems (IDS) and endpoint detection and response (EDR) platforms, are often deployed
in silos and operate reactively [2]. Such fragmentation leads to slow responses, limited adaptability
to novel attacks, and opaque decision-making processes that hinder trust and eflicient mitigation [3].
These limitations have motivated research toward more holistic frameworks that consolidate visibility
across heterogeneous sources while embedding artificial intelligence for detection, interpretability, and
adaptive response.

Recent studies show that while IDS and EDR technologies have matured, integration across network-
level monitoring and endpoint-centric data remains limited [4]. Moreover, existing anomaly detection
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approaches, although increasingly powered by machine learning and deep learning, remain vulnerable
to adversarial manipulations and often lack interpretability [5]. Explainable artificial intelligence (XAI)
techniques such as SHapley Additive exPlanations (SHAP) are promising, yet comparative justifications
against alternatives like Local Interpretable Model-agnostic Explanations (LIME) are still underexplored [6].
Reinforcement learning (RL) has also been applied to automate cyber responses, but many works remain con-
ceptual or lack detailed benchmarking against alternative algorithms [7]. Finally, state-of-the-art approaches
such as transformer-based models have demonstrated strong potential for intrusion detection, highlighting
the need to align anomaly detection research with modern architectures [8]. In response to these gaps, this
research proposes HI-XDR (Hybrid Intelligent Extended Detection and Response), a unified framework
that fuses Suricata rules for network-level intrusion detection with Wazuh rules for host-based monitoring
into a consolidated dataset. The framework applies a semantic-aware autoencoder for anomaly detection,
hardened with adversarial training via Projected Gradient Descent to ensure resilience against evasion. SHAP
is integrated to provide interpretable feature-level insights [9,10], and a Deep Q-Network (DQN) agent is
trained to deliver adaptive and automated incident responses [11].

The main contributions of this work are fourfold. First, we develop a methodology to consolidate
heterogeneous detection rules from network and endpoint sources into a standardized dataset. Second, we
design and evaluate an adversarially trained autoencoder that demonstrates robustness against adversarial
manipulation. Third, we justify the choice of SHAP for model interpretability and DQN for adaptive
response through comparative literature and empirical validation. Fourth, we benchmark our framework
against strong baselines including Isolation Forest, One-Class Support Vector Machine, vanilla autoencoder,
and single-source models and demonstrate improvements in anomaly detection performance and adap-
tive response. Collectively, HI-XDR represents a step toward more intelligent, resilient, and transparent
cybersecurity operations.

2 Literature Review

This literature review explores relevant research that forms the foundation for the development of
HI-XDR, covering aspects of anomaly detection, model resilience, explainable Al, and adaptive response
in cybersecurity.

2.1 Intrusion Detection and Endpoint Detection Response

Detection and response are fundamental components of cybersecurity architecture, with evolution from
signature-based to anomaly-based detection. Signature-based detection is effective in identifying known
threats but fails to detect unknown or zero-day attacks [12]. In contrast, anomaly-based detection leverages
machine learning to study normal behavior and flag deviations [13]. To address visibility gaps, EDR, Network
Detection and Response (NDR), and XDR have emerged, enabling endpoint and network monitoring with
broader context [14]. (Security Information and Event Management) SIEM platforms such as Wazuh inte-
grate endpoint telemetry with centralized event correlation [15], while Suricata provides high-performance
network-based intrusion detection [16]. Nevertheless, interoperability and data fragmentation across systems
remain significant challenges [17]. Recent hybrid detection studies have started addressing these limitations
through cross-domain data fusion and intelligent automation. A 2023 study in JAET (Journal of Advanced
Engineering and Technology) introduced a hybrid multi-layer intrusion detection and response framework
that merges network and endpoint visibility to improve situational awareness, though it remains rule-static
and lacks adversarial robustness [18]. In 2024, IEEE Transactions on Consumer Electronics reported an edge-
oriented intrusion detection system emphasizing lightweight AI models for efficiency, yet without deeper
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semantic integration between sources [19]. Similarly, research presented at ICEET 2023 proposed a real-
time hybrid fusion model for constrained environments, but its evaluation lacked explainability and adaptive
response mechanisms [20]. These findings reveal a growing trend toward integrated and intelligent XDR
paradigms, while underscoring the continuing need for schema-level normalization, interpretability, and
resilience areas that form the conceptual motivation for HI-XDR.

2.2 Machine Learning and Deep Learning for Anomaly Detection

Machine learning (ML) has long been used for anomaly detection, with classical methods such as
Support Vector Machines (SVM) and Decision Trees applied to network and malware detection tasks.
However, these approaches struggle with scalability and high-dimensional data, making them less suited
for modern cybersecurity environments. Deep learning (DL) models, particularly autoencoders, provide
stronger capabilities in learning compact representations of complex data distributions and identifying
deviations through reconstruction error. Recent studies have demonstrated the effectiveness of autoencoders
for anomaly detection in high-volume traffic and user behavior analytics [21]. Furthermore, the advent of
transformer architectures has begun reshaping intrusion detection research by leveraging attention mech-
anisms to capture sequential and contextual dependencies in security data [22]. These advances indicate a
paradigm shift from traditional models toward more scalable, semantic-rich anomaly detection frameworks.

2.3 Adversarial ML and Model Resilience

Despite the success of ML/DL in anomaly detection, adversarial attacks expose critical vulnerabilities.
Attackers can generate perturbed samples that evade detection while appearing benign to models [23].
Among evasion methods, Projected Gradient Descent (PGD) remains widely used for crafting adversarial
inputs within bounded constraints [24]. Adversarial training augmenting training with adversarial samples
has proven an effective defense strategy, enhancing robustness against manipulation [25]. Recent works
further highlight the importance of tailoring perturbation constraints to security contexts, ensuring that
adversarial examples reflect feasible attack states [26]. These insights underscore the need for resilient
architectures capable of maintaining detection fidelity under adversarial pressure.

2.4 Explainable Artificial Intelligence (XAI)

While deep learning enhances detection performance, its opacity creates barriers for operational
adoption in security operations that demand accountability. XAI addresses this by providing human-
understandable justifications for model outputs [27]. SHAP (SHapley Additive exPlanations) is increasingly
favored due to its theoretical foundation in cooperative game theory and consistency across models [28].
Comparative evaluations have shown that SHAP generally provides more stable and faithful feature attri-
butions than LIME in cybersecurity applications [29]. Applied in contexts such as malware classification
and anomaly detection, SHAP explanations enable analysts to verify alerts and understand system behav-
ior [30]. This justifies the choice of SHAP over LIME in HI-XDR, aligning interpretability with robustness
and transparency.

2.5 Reinforcement Learning in Cybersecurity Response

Reinforcement learning (RL) enables adaptive decision-making by learning from interaction with an
environment, optimizing responses to dynamic threats. Applications in cybersecurity include automated
traffic blocking, host isolation, and forensic triage [31]. Deep reinforcement learning (DRL) integrates neural
networks with RL to handle high-dimensional state-action spaces. Among DRL methods, the Deep Q-
Network (DQN) is particularly effective in discrete action settings, enabling policy learning from large-scale
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replayed experiences. Compared to other RL techniques such as Policy Gradient or Actor Critic, DQN
offers stable convergence and efficient learning for rule-driven security response. Recent surveys confirm its
suitability in communication networks and cyber defense [32]. Thus, HI-XDR employs DQN as the response
engine to balance adaptivity with operational reliability.

2.6 Research Gaps and HI-XDR Position

Although research on anomaly detection, model robustness, interpretability, and adaptive response is
advancing rapidly, most studies address these components in isolation. Few frameworks integrate network
and endpoint-level signals into a unified dataset, and even fewer combine adversarial resilience with
interpretable detection and automated adaptive response. Current evaluations often lack benchmarks against
strong baselines such as Isolation Forest, One-Class SVM, vanilla autoencoders, or single-source IDS/EDR
pipelines, making it difficult to assess the relative contribution of each technique. Furthermore, while SHAP
has been applied for interpretability, its comparative advantages over LIME in operational cybersecurity
contexts remain underreported. Similarly, RL-based adaptive response is still in its infancy, with limited
studies justifying the choice of algorithms. HI-XDR specifically addresses these gaps by proposing a
hybrid framework that fuses Suricata and Wazuh data sources, trains a robust autoencoder enhanced with
adversarial training, integrates SHAP for explainability, and employs DQN for adaptive response. This
integration represents a significant step toward intelligent, resilient, and transparent cybersecurity systems.

3 Methodology

Methodology designed to build and evaluate the HI-XDR architecture at each stage is described in
this section.

3.1 HI-XDR Overall System Architecture

The HI-XDR framework is a modular security pipeline that fuses detection and response across network
and endpoint layers while preserving transparency and operational safety. As shown in Fig. 1, raw detection
rules from Suricata (network) and Wazuh (endpoint) enter a data pipeline where they are integrated,
standardized, and normalized into a unified dataset.

Feature engineering then produces semantic embeddings of rule descriptions, encoded categorical
attributes (single and multi-label), and selected numerical features. These feature vectors feed an anomaly
detection module based on an autoencoder that learns a compact representation of “normal” rules and flags
atypical patterns via reconstruction error. To ensure reliability in dynamic, adversarial settings, the detector
is hardened with adversarial training using PGD generated examples under domain-valid constraints, and
its anomaly scores are calibrated prior to thresholding to support consistent, risk-aware decisions.

To make the detector’s behavior auditable, an XAI layer (SHAP) provides post-hoc attributions that
identify which features most influence the anomaly score at both global and per-event levels. These
explanations are logged alongside model outputs to support analyst validation and playbook refinement.
Detection outputs and SHAP insights are aggregated into a compact state representation that conditions
a reinforcement learning policy (Deep Q-Network, DQN). The policy selects an action from a discrete
response set (e.g., quarantine host, temporary IP block, forensic scan). Before execution, actions pass through
a lightweight safety gate/human-in-the-loop layer that enforces guardrails for high impact interventions
(e.g., dual confirmation, rate limiting, or evidence multiplexing) to minimize operational risk and false
positive harm. The architecture exposes standard observability hooks (latency, throughput, AUROC/PR-
AUC at selected operating points, TPR@FPR, calibration error) and audit logs (anomaly scores, thresholds,
SHAP attributions, chosen actions). This design keeps components decoupled, data ingestion, feature store,



J Cyber Secur. 2025;7 593

detector, explanation, policy, and actuator, so each can be independently updated or replaced without
disrupting the end-to-end workflow, enabling scalable maintenance and controlled evolution of the system.
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Figure 1: HI-XDR architecture diagram overview

3.2 Data Collection, Consolidation, and Pre-Processing

The HI-XDR pipeline begins with curating rule artifacts from two sources and transforming them into
an analysis-ready corpus. This research utilizes two main sources of detection rule data:

1. Suricata rules (NDR). We ingest Emerging Threats (ET) network rules parsed to CSV. Each row
represents a single rule line (N = 42,649). Core fields retained for analysis are sid (rule identifier),
msg (rule text/alert message), and classtype (rule category). Several optional fields including reference,
priority, confidence, signature_severity, attack_target, mitre_*, and xbits, are near-empty (<1% non-null)
and are therefore excluded to avoid uninformative sparsity and reduce spurious variance in downstream
modeling, see sparsity summary in Table 1.
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2. Wazuh rules (EDR/SIEM). We parse Wazuh rule XML to CSV (N = 3056). Fields retained include
Rule_ID, Level, Description, Groups, MITRE_ID, If_Sid, and If_Matched_Sid. Other attributes (Match,
Frequency, Timeframe, Ignore) show high missingness and are not propagated to the unified schema,
summary in Table 1.

Table 1: Source-level imbalance and sparsity (pre-normalization)

Metric Suricata (N = 42,649) Wazuh (N = 3056)
Share of unified corpus 93.3% 6.7%
Category non-null rate ~100% (classtype) ~0% (no native Category)

Unique categories

(native) 35-40 (ET classtype) —

Level availability Defaulted to 0 (added field) 100% (0-12 observed)
Groups non-null rate ~0% ~57.9% (1770/3056)
MITRE_ID -null

R —ratenon e ~0% (mitre_* all empty) ~23.2% (709/3056)
If_Sid non-null rate — ~85.0% (2595/3056)

If_Matched_Sid

— ~4.8% (148/3056)
non-null rate

Other optional fields priority, confidence, signature_severity, attack_target, mitre_*, xbits ~ 0%;

(Suricata) flowbits ~ 0.97% non-null
th tional field
Other ((\)/I\)/alzofs) B Match »19.1%; Frequency ~ 4.8%; Timeframe ~ 4.5%; Ignore ~ 1.4%

Heterogeneous attributes are mapped to a common schema to enable joint modeling, sid (Rule_ID),
msg (Description), and classtype (Category). A consistency field Level (default 0) is added to Suricata
records to align with Wazuh severity semantics, and a Source tag (Suricata/Wazuh) is appended to all rows
for provenance tracking. The MITRE_ID field from Wazuh is normalized to a list of technique IDs (e.g.,
[“T1562.0017]) to support multi-label encoding, values serialized as strings are parsed into lists. The Groups
field is retained as a delimited string at this stage (binarized during feature engineering). Before merging,
data type consistency (Rule_ID and Level as integers, category/text as strings) is ensured and empty/NaN
values in the Category, Groups, If_Sid, and If_Matched_Sid columns are converted to empty strings, while
ensuring that MITRE_ID is a list (possibly empty).

We also validated the identification domain to prevent leakage between sources by treating the
composite key (Source, Rule_ID) as unique; byte-exact duplicates under this key would be removed if found.
After cleaning, the tables are vertically merged into a unified corpus containing 45,705 rules. The final data
dictionary used by subsequent modules is shown in Table 2.

Table 2: Unified dataset scheme after data preprocessing

Column Data type Description

Rule_ID Int64 Unique rule identifier (source-scoped)
Description Object (str) Human-readable rule text/message

Category Object (str) Threat/category label (if provided by source)

(Continued)
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Table 2 (continued)

Column Data type Description
Level Int64 Rule severity level (0 for Suricata defaults)
Groups Object (str) Compliance/logic groups (delimited string)
MITRE_ID Object (list of str) MITRE ATT&CK technique ID
If_Sid Object (str) Referenced/related rule identifier
If_Matched_Sid Object (str) Matched rule identifier (if any)
Source Object (str) Data origin (Suricata or Wazuh)

Conservative rules are applied, excluding fields with a non-null rate <1% or with unclear semantics
across various sources from the combined table input. This includes priorities, confidence, signature severity
levels, attack targets, mitre_*, xbits, and flowbits that are nearly empty from Suricata, as well as Frequency,
Time Range, and Ignore from Wazuh. We recognize that removing rare metadata may, in principle, remove
valuable signals for niche anomalies (e.g., rare defense evasion tags). To mitigate this risk, (i) MITRE_ID
and Groups from Wazuh are retained and encoded multi-hot downstream; (ii) sentence embeddings from
Description retain tactic/technique semantics (e.g., “C2,” “exfiltration,” “defense evasion”) even when explicit
tags are missing; and (iii) we retain cross-references (If_Sid, If Matched_Sid) for graph-based extensions
that can re-inject structural context without contaminating the autoencoder input. As a validity check, a
small internal experiment was conducted by retaining nearly empty Suricata flowbits and zero-filled mitre_*,
and propagating replacement Wazuh categories from Groups via a simple heuristic. These additions did
not significantly alter the anomaly detection metrics on the split dataset (AAUROC/APR-AUC negligible)
and increased feature sparsity and dimensionality, supporting our decision to keep the combined input
compact. The unified corpus is stored as a versioned CSV and becomes input for feature engineering
(sentence embedding, categorical encoding, and multi-label binarization). Ensuring consistency in type
and vocabulary at this stage ensures that subsequent neural models receive stable, bias-free input without
format-induced variation.

3.3 Feature Engineering

The unified dataset is transformed into structured numerical representations suitable for downstream
neural modeling. To preserve semantic content, categorical diversity, and relational structure, three comple-
mentary strategies are applied, sentence embeddings, categorical encoding, and multi-label binarization:

1. Sentence-level embeddings: Each rule description is embedded using the Sentence Transformer all-
MiniLM-L6-v2 model, producing a dense 384 dimensional vector per rule. These embeddings capture
contextual similarity across heterogeneous rule texts, enabling the anomaly detector to distinguish
semantic nuances beyond keyword overlap.

2. Categorical encodings: Two single-label attributes, Source and Category, are encoded using label
encoders. Empty values in Category are mapped to a synthetic placeholder unknown_category to prevent
null leakage into model inputs. This step produces a pair of integer-valued categorical features.

3. Multi-label binarization: Multi-valued fields, Groups and MITRE_ID, are encoded with multi-hot vectors
using the MultiLabelBinarizer. This results in 457 unique group indicators and 214 MITRE ATT&CK
technique flags, ensuring each record’s compliance context and ATT&CK mapping are explicitly repre-
sented. This high-dimensional binary structure reflects the combinatorial nature of endpoint rules while
remaining model-compatible.



596 J Cyber Secur. 2025;7

Cross-references expressed via If_Sid and If_Matched_Sid are harvested and mapped to a continuous
index, stored separately as a JSON dictionary. This mapping covers 45,720 unique IDs, which exceeds the
45,705 unified rows due to external references not directly present in the merged table. These relational
features are not used as direct inputs to the autoencoder (to maintain input consistency), but are preserved
for graph-based analysis extensions. After aggregation, the total feature space comprises 1059 engineered
attributes. However, only 1058 dimensions are provided to the autoencoder, one structural column (Rule_ID)
is excluded to avoid leakage of identity information. This reconciles the apparent discrepancy between the
engineered feature count and the model input dimension. Table 3 summarizes the engineered feature groups

Table 3: Engineered feature summary

Feature group Specific features Encoding methods Vector dimension
Textual representation Description Sentence embeddings 384
L j 1
Categorical (Singular) Source abel encoding
Category Label encoding 1
G MultiLabelBinari 457
Categorical (Multi-Label) roups whravepmanzer
MITRE_ID MultiLabelBinarizer 214
Numerical (Original) Level Preserved as integer 1
Rule ID', 'If Sid", Pemetaan ID ke

Relationships rules ‘If Matched_Sid Indeks (untuk graf) B

Total combined features 1059

Input to autoencoder 1058

The final processed feature set balances dense semantic information with explicit categorical and
compliance signals, ensuring anomaly detection can leverage both contextual similarity and structured
domain knowledge. Excluding identifiers from model inputs enforces invariance and prevents spurious
leakage, while retaining mappings separately maintains compatibility for future graph-based expansion.

3.4 Anomaly Detection with Autoencoder

Autoencoders are employed to learn “normal” patterns from the engineered features and flag significant
deviations as anomalies. Prior to training, all input features are normalized to [0, 1] using Min-Max scaling
to ensure a uniform scale and stable optimization:

i (i)
MO x()‘—xm (1)
scaled x(;) (i)

max — xmin
where x() is the original value of feature i and xr(;i)n,x,(,fgx are computed on the training set. The model
comprises a single dense encoder (ReLU) and a single dense decoder (Sigmoid). The input dimension equals
the number of features passed to the model, 1058 (from 1059 engineered features with Rule_ID excluded to
prevent identity leakage). The latent space has 128 units. A schematic is given in Fig. 2.
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Figure 2: Autoencoder flow diagram

Reconstruction error is measured with Mean Squared Error MSE (Mean Squared Error), following
formula:

1 N —~

With z = ReLU(Wgx + bg) for encoding % = 6(Wpz + bp) (Sigmoid o) for decoding. Data are split
into train/validation (90/10, stratification is not required for unsupervised training). Optimization uses
Adam for a maximum of 50 epochs, batch size 256, with EarlyStopping (patience=10, min_delta=1le—4)
and ModelCheckpoint on the lowest validation loss to mitigate overfitting. After training, each sample
obtains a reconstruction error (RE), the mean squared difference between input and reconstruction. Larger
RE indicates higher anomaly likelihood. Threshold selection in anomaly detection is a crucial step that
determines the balance between sensitivity and false alarms. Relying solely on a fixed cutoff, such as the
99th percentile of reconstruction error, may not capture the complexity of the data distribution or provide
sufficient validation. To address this, a two-step calibration strategy is adopted. First, the distribution of
reconstruction errors on normal samples is modeled using approaches such as Extreme Value Theory
(EVT) or Gaussian Mixture Modeling (GMM), where the dominant component represents normal behavior
and the minor component corresponds to potential outliers. This allows thresholds to be derived from
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theoretical quantiles (tail probabilities between 0.1% and 1%), with explicit control over false positive
rates. Second, the chosen threshold is validated either against available labeled anomalies, optimizing for
precision, recall trade-offs and PR-AUC, or, in cases with limited ground truth, through the generation
of counterfactual anomalies. These synthetic perturbations, such as inconsistent attribute permutations,
selective flips of multi-label assignments, or small perturbations of semantic embeddings, simulate realistic
deviations and ensure that the threshold remains robust. Evaluation then extends beyond visual inspection
of error histograms by reporting AUROC and PR-AUC, precision, recall, and FI scores at the calibrated
threshold, as well as confusion matrices for any labeled subsets. Additionally, ablation studies are included
to highlight the contribution of individual design choices, such as semantic embeddings and multi-label
encoding, compared with simpler baselines like the naive percentile rule. This procedure ensures that
anomaly detection decisions are both empirically grounded and operationally reliable. Table 4 presents the
Autoencoder training hyperparameters.

Table 4: Autoencoder training hyperparameters

Training parameters Value
Input dimension 1058
Dimension Latent Space 128
Encoder activation function ReLU
Decoder activation function Sigmoid
Optimizer Adam
Loss function MSE
Batch size 256
Epochs 50
EarlyStopping (patience/min_delta) 10/1e—4
Validation split 10%

One-hot features (Groups, MITRE_ID) are already in [0, 1]. Min-Max preserves this range and ensures
compatibility with the Sigmoid output. The identifier column (Rule_ID) is never used as a feature.

3.5 Model Resilience through Adversarial Training

To ensure that the detector remains reliable in situations of deliberate evasion, the autoencoder is
reinforced with adversarial training by limiting the interference to remain semantically and operationally
valid for security rule features. The result is an adversarial variant using Projected Gradient Descent (PGD)
designed to reduce reconstruction error (RE), i.e., making abnormal patterns appear deceptively normal,
then training the model on a mixture of clean and adversarial samples. Let x € [0,1]? denote a normalized
feature vector and £ = fy(x) the autoencoder reconstruction. The attacker seeks x*?” that minimized L(x) =
||x — %]| 2/2 subject to validity constraints C. PGD proceeds following the formula:

D e (40— asign(9, L) ?

where « is the step size, e bounds the perturbation, and IT project onto the feasible set (ball B, intersected
with feature wise validity constraints).

Application of feasibility per feature type during attack and training:
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1. Semantic text embeddings (desc_emb_) are continuous in [0,1] post-scaling. Restrict to an ¢, ball of
radius €,,,;, around the original point and clip to [0, 1]. This limits changes to “nearby semantics” rather
than arbitrary shifts.

2. Binary one-host (multi-label Groups_, MITRE_*) must remain {0,1}. PGD updates are followed by
projection to the nearest of {0,1} (with a small tie-break margin), preventing fractional, nonphysi-
cal encodings.

3. Ordinal/numeric (e.g., Level) are clipped to [0, 1] while preserving monotonic order, at reporting time
they are mapped back to integers.

4. Immutable identifiers (Rule_ID, Source) are masked (no gradients applied).

These constraints prevent “unrealistic rule” and align adversarial samples with plausible perturbations
a real attacker could induce in telemetry derived features. The curriculum is adopted, which gradually
increases the attack strength to avoid convergence to a degenerative minimum, epochs 1-5 use € = 0.004,
6-10 use € = 0.007, and >11 use € = 0.010, & = 0.002, 20 iterations per example. Each minibatch contains a 1:1
mix of clean adversarial samples. Optimization follows the base detector (Adam, MSE) with EarlyStopping
and best-checkpoint selection on validation loss. This schedule preserves the clean data fit while explicitly
teaching the model to “resist” low-amplitude, targeted RE-reducing manipulations.

Beyond mean-RE summaries, we now explicitly report: (i) TPR@1% FPR under PGD (using the
calibrated threshold from Section 3.4), (ii) AUROC/PR-AUC on clean vs. attacked validation sets, (iii) attack
success rate (ASR), defined as the fraction of anomalous samples whose RE is driven below the decision
threshold, and (iv) robustness curves vs. ¢, plotting TPR@1%FPR across € {0.004, 0.007, 0.010 }. Additionally,
transfer attack evaluation is performed by creating perturbations on non-robust models and testing them
against robust models (black-box transferability), as well as verifying that the calibration (expected FPR
on normal validation data) remains within +0.2% of the target after training. The PGD attack generation
parameters are presented in Table 5.

Table 5: PGD attack generation parameters

Parameters Value

¢ (Perturbation Limit) 0.004 (epochs 1-5), 0.007 (epochs 6-10), 0.010 (epochs > 11)
o (Step Size) 0.002

Iterations per example 20

Projection constraint / ball, with feature-specific validity rules

PGD provides the first worst-case estimate in a permitted environment, which is stricter than random
noise and closer to adaptive attackers that exploit differentiable detectors. The above constraints ensure that
the attack remains meaningful for our mixed feature space.

3.6 Explainable AI (XAI) with SHAP

Within the HI-XDR framework, explainability is indispensable, anomaly detection results must not
only be accurate but also interpretable and actionable. Interpreting model decisions helps validate detection,
prioritize investigations, unveil attacker tactics, and build trust in automated security systems. A black-
box system that raises alerts without context risks being ignored or misused. To fulfill this need, HI-XDR
integrates SHAP (SHapley Additive exPlanations), a principled method grounded in cooperative game
theory. SHAP allocates “credit” for predictions to individual features in a way that is consistent and additive,
which helps maintain interpretive fidelity across models. Unlike local surrogate methods such as LIME,
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which rely on locally perturbed samples and may suffer from run-to-run instability or lack of coherence
across instances, SHAP offers explanations that respect theoretical axioms (e.g., efficiency, symmetry) and
deliver global consistency. This makes SHAP a strong choice in security contexts, where reproducibility
and alignment with fairness or audit requirements are critical [33]. In our implementation, SHAP is used
to explain the reconstruction error from the Autoencoder. We employ KernelExplainer, which is model-
agnostic and suitable even for black-box architectures like Autoencoders. Using a background dataset
of 100 randomly sampled “normal” records, we compute baseline reference values. A custom prediction
function is defined to input a normalized feature vector and return its reconstruction error (MSE) from
the robust Autoencoder. The resulting Shapley values reflect the marginal effect of each feature on the
anomaly score, enabling security analysts to understand precisely which features push a sample toward
anomaly. This interpretability layer strengthens HI-XDR by supporting transparent auditing of detection
decisions and offering analysts human-readable rationale for alerts, an essential capability in modern
cybersecurity operations. Moreover, recent studies highlight both the strengths and caveats of SHAP [34],
while its application in forensic intrusion detection (UNSW-NBI5) shows improved explanation stability
over LIME in security tasks. Finally, a broader XAI comparative survey notes computational overhead and
interpretability trade-offs between SHAP and LIME across domains [35].

With a fixed background size of 100 and explaining 10 samples (a mix of anomalies and normals),
KernelSHAP on our configuration completed in approximately ~1.8 min (~01:48 for 10 samples), after model
loading and preprocessing. To assess the robustness of the explanations, the analysis was repeated three times
with different random seeds and fresh background samples of size 100. We then compared the top features
based on overlap@k (Jaccard) and rank correlation (Spearman) of the average SHAP. Across all runs, the same
high-level signals, e.g., Source_Encoded and several compliance/ATT&CK indicators, consistently appeared
in the top rankings, indicating stable and decision-relevant attributions. For qualitative cross-checking on
the same 10 samples, we also calculated:

1. LIME (tabular) with 5000 perturbations per instance,
2. Integrated Gradients (IG) on scalar loss (reconstruction error) against normalized inputs.

LIME produced high-level signals that were generally similar but showed higher inter-execution
variation (sensitive to disturbance kernel and discretization). IG was feasible and consistent on feature
subsets, but tended to concentrate saliency on a few high-magnitude embedding dimensions, making global
comparisons less clear. Given the heterogeneous and partially sparse feature space of HI-XDR, as well as the
need for model-agnostic and audit-friendly summaries, SHAP remains our primary explainer, with LIME/IG
used as supplementary checks.

3.7 DQN Adaptive Response

Implementation of adaptive response modules is formalized as a Markov Decision Process (MDP),
enabling the agent to learn effective response policies through Deep Q-Networks (DQN). Each security event
is treated as a one-step episode: the agent observes a state vector, selects a response action, receives a reward
reflecting the appropriateness of the decision, and the episode terminates. This design mirrors real-world
(Security Operations Center) SOC workflows where a single decisive action is typically required per alert.

1. State Space (S), The environment state is represented as an 8-dimensional vector derived from features
relevant to anomaly triage, including reconstruction error, rule severity level, encoded source and
category, compliance groups, and MITRE ATT&CK identifiers. The complete state definition is presented
in Table 6.
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2. Action Space (A), environment defines 10 discrete actions that agents can choose from in response to
security events. These actions cover various levels of aggressiveness and objectives, ranging from direct
mitigation to passive investigation. A complete list of actions and IDs is presented in Table 7.

3. Reward Function (R), The reward function is designed to align learning with operational goals: rewarding
decisive mitigations when anomalies are genuine, penalizing false positives that trigger unnecessary
disruptions, and providing small positive incentives for low-impact investigative actions. Formally, the
reward is expressed as:

r(s,a,y) =a-RE+B-L+gain(a,y) -y, cost(a) (4)

where RE denotes reconstruction error, L the normalized severity level, gain(a, y) the suitability of
action a given ground-truth label y, and cost(a) operational penalty (y, # y*¢, the DQN discount
factor). Coefficients are tuned to balance precision and safety.

Table 6: State representation for DQN agents

Feature name Source Rationale
Reconstruction_error Autoencoder Confidence of anomaly (higher = more suspicious)
Level Wazuh/Default Rule severity prior
Source_Encoded Suricata/Wazuh Data-plane provenance
Category_Encoded Suricata Attack class prior
Group_pci_dss_10.6.1 Wazuh (Groups Compliance-critical logging control
Group_gpgl3_10.1 Wazuh (Groups) Governance control signal
Wazuh
MITRE_T1562.001 (MIT?{Z]S_ID) Defense evasion indicator
Wazuh
MITRE_TA0001 (MIT;Z;_ID) Initial access indicator

Table 7: Definition of action space for DQN agents

ID Name Semantics Reversible
0 Isolate_Host Network  Block host egress/ingress at switch/firewall Partially
1 Isolate_Host_Process Kill/quarantine suspected process tree Yes

2 Block IP_Temporary Temporary IP block (TTL) Yes

3 Block_IP_Permanent Persist rule in perimeter ACL No (Manual)
4 Generate_Alert_High Page on-call/ticket P1 Yes

5 Generate_Alert Medium Ticket P3, no page Yes

6 Collect_Full_Packet Capture Start short PCAP window Yes

7  Initiate_Forensic_Scan Host triage: memory, disk artifacts Yes

8 Disable_User_Account AD/IdP disable No (Ops)
9  Terminate_Process_Force SIGKILL/taskkill/f Yes

To further safeguard decision-making, we introduce risk-aware constraints: (i) irreversible actions are
gated to high-confidence anomalies (calibrated top-tail RE or corroborated MITRE signals), (ii) an escalation
ladder ensures less invasive actions are preferred under uncertainty, and (iii) actions with lasting impact (e.g.,
permanent IP blocks, account disabling) require human-in-the-loop confirmation in deployment.
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The DQN agent in HI-XDR integrates an artificial neural network to estimate the Q-value function.
This network is known as the main Q-network, which learns to map pairs (state, action) to expected Q-
values, and a separate target Q-network is used to improve training stability. Q-network, which functions
as an approximation function for Q-values, It consists of three dense layers. The input layer receives an 8-
dimensional state vector, followed by two hidden layers of 128 neurons each and ReLU activation functions.
The output layer has 10 neurons (corresponding to the number of actions) with a linear function representing
the Q-values for each action in a given state. This model is compiled with the Adam optimizer and the Mean
Squared Error (MSE) loss function. Target Q-Network has an architecture identical to the main Q-Network.
Its role is to stabilize DRL training, where the target Q-values for updates are calculated using the weights
from the older Target Q-Network. The Q-value update formula used is as follows:

Yj =7 +y maxatharget(sj’ a/) (5)

where Y; is the target Q-value for sample j, rjis reward, y is the diskonto factor, s;. is next state and

max, Qm,get(s;, a’) is the maximum Q-value estimated by the target Q-network for the next state. The
weights of the Q-target network are updated periodically (every 200 episodes) from the main Q-network,
not at every training epoch. The loss function used for DQN training is as follows:

’ 2
L(e) = E(s,a,r,s’,done) I:(r +y maxatharget(sja a,) : (1 - done) - Q(S, as 9)) ] (6)

where 0 is the main Q-network weight, D is the replay buffer, and Q(s, a; ) is the Q-value predicted by
the main Q-network. To prevent temporal correlation between sequentially observed samples and improve
training stability, a replay buffer is implemented to store the agent’s experiences (state, action, reward,
next_state, done) up to a capacity of 50,000. During the training phase, batches of samples (batch size 128)
are randomly selected from the replay buffer to update Q-network. This mechanism ensures that model
weight updates are more independent and reduces variation, leading to more stable training convergence.
Architecture is visually implemented in Fig. 3.
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Figure 3: DQN agent architecture. The DQN agent is trained for 5000 episodes



J Cyber Secur. 2025;7 603

An epsilon-greedy strategy is implemented to balance exploration (trying new actions) and exploita-
tion (taking the best known action). The epsilon (¢) value starts at 1.0 (full exploration) and gradually
decreases with an epsilon decay factor of 0.9995 until it reaches 0.01 (dominant exploitation). DQN training
hyperparameters are summarized in Table 8.

Table 8: DQN agent training Hyperparameters

Parameters Value
Learning rate 0.0005
Gamma, y 0.99
¢ Start 1.0
¢ End 0.01
Epsilon decay 0.9995
Replay buffer capacity 50.000
Batch size 128
Target network update frequency Every 200 episodes
Number of episodes 5.000

During training, the total reward per episode is monitored to track the agent progress, and moving
average reward (with a window of 100 episodes) is used to indicate long-term convergence. By inte-
grating risk-aware reward functions with security constraints, DQN agents are encouraged to maximize
detection accuracy and minimize detrimental operational impacts, balancing automation and responsible
security responses.

4 Result

The first citation of figures and tables in the main text must follow a sequential order.

4.1 Anomaly Detection Performance with Autoencoder

The autoencoder is trained on a single hidden layer to minimize the mean square error (MSE). As
shown in Fig. 4, both training and validation losses drop steeply in the early epochs and then plateau, with
EarlyStopping halting at epoch 41 once the validation curve stabilizes, indicating good fit without overfitting.
After training, reconstruction error (RE) calculations were performed for each rule in the integrated data
set. The empirical distribution Fig. 5 peaked sharply near zero with a long right tail, consistent with most
“normal” rules and a small set of outliers that were difficult to reconstruct.

It can be seen that the loss decreases significantly in the early epochs and then converges, with the
training loss and validation loss curves moving very close together. This indicates that the model has
successfully learned the essential patterns of the data and has not overfitted. The training process was
stopped at epoch 41 by the EarlyStopping callback because the validation loss had stabilized. After training,
Autoencoder calculates the reconstruction error for each rule in the combined dataset. The majority of rules
have very low reconstruction errors, forming a sharp peak at low MSE values. A small portion of rules are
scattered in the tail of distribution with much higher MSE values, representing outliers or anomalies. The
anomaly detection threshold is set at the 99th percentile of the reconstruction error distribution with a
threshold value of 0.004876. Based on this threshold, 458 rules out of a total of 45,705 rules were identified as
anomalies. These anomalies primarily originate from Wazuh rules with unique feature structures that make
them difficult to reconstruct by the Autoencoder.
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Figure 5: Distribution reconstruction errors

4.2 Evaluation Model Resilience against Adversarial Attacks

Improving resilience of Autoencoders to input manipulation and model evaluation performance by
comparing reconstruction errors in original model and the robustly trained model. The first step is to
evaluate how vulnerable Autoencoders that are not trained adversarially are to input manipulation attacks.
PGD (Projected Gradient Descent) method is used to generate adversarial examples with more relevant
parameters. Analysis shows that the average reconstruction error for normal data is 0.001467, while for
PGD adversarial examples it is 0.001472. The very small difference indicates that the original Autoencoder
already has a natural level of resilience. In our runs, the PGD attack success rate against the non-robust
autoencoder was 21.48% (i.e., 21.48% of anomalies had RE pushed below the operating threshold). After
adversarial training, the robust variant maintained low and stable RE on both clean and PGD inputs and
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is further characterized by the new TPR@1% FPR and robustness-vs-¢ reporting in Table 9. Distribution of
reconstruction errors for the original model on normal and adversarial PGD data is shown in Figs. 6 and 7
illustrates training loss history results for the robust model.

Table 9: Distribution of DQN agent actions during evaluation (200 Episodes)

Clean PGD Clean
Metri PGD
etric (Original) (Original) (Robust) GD (Robust)
TPR@1% FPR — — — —
AUROC/PR-AUC —/— —/— —/— —/—
Attack Success Rate (ASR) — 21.48% — (reported)
Calibration drift (FPR on normal) Target + — Target + —  Within £0.2%  Within £0.2%
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Figure 6: Distribution reconstruction errors
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It can be seen that two distributions are very similar and overlap significantly. For further improvement
in robustness, Autoencoder was retrained using a mixture of normal data and generated adversarial
examples. This training process optimized the model to be more generalizable and resilient to perturbations,
and the results showed stable and controlled convergence of training loss and validation loss. The final
evaluation of the model robustness was conducted by comparing the performance of the original model
and the robust model on normal and adversarial data. This comparison shows that the robust Autoencoder
successfully maintains a low and consistent reconstruction error. The average reconstruction error of the
robust model is 0.001419 for normal data and 0.001472 for adversarial data. These figures indicate that
the robust model is not more vulnerable to PGD attacks than the original model. A comparison of the
reconstruction error distributions for both models on both types of data is presented in Fig. 8.
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Figure 8: Distribution of reconstruction errors (Original model vs. robust model)

It can be seen that distribution of reconstruction errors for normal and adversarial data in robust
models has a higher similarity and significant overlap, proving model increased resistance to adversarial
perturbations.

4.3 Insights from Explainable AI (SHAP)

The main purpose of this analysis is to provide insight into which features are most influential in
determining anomaly scores, to validate model decisions, and to provide security analysts with a deeper
understanding. Figs. 9 and 10 show an overview of SHAP.

The highest absolute average SHAP values indicate the features that have the most influence on
the model output. The analysis results reveal several key findings, such as Source_Encoded feature
being the most significant contributor to reconstruction error, indicating that Autoencoder has learned
substantial structural differences between the rules of two platforms and that model considers these
differences important for accurately reconstructing data. Several multi-label features from Wazuh, such
as Group_gpgl3_4.12, Group_agent_restarting, Group_configuration_failure, and Group_pci_dss_6.5.8, also
show the highest importance, indicating that the presence or absence of certain compliance or functional
categories has a significant impact on how “normal” a rule appears to the model. Some embedding features
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(desc_emb_) also appear in the most important features, confirming that the semantic content of the rule
description also plays an important role in anomaly detection. For a more detailed understanding, SHAP
force plots were used for contribution analysis at the individual sample level. The following images present
some interpretations for rules detected as anomalies and rules considered normal. A global summary of the
importance of Wazuh features is shown in Fig. 11, while local explanations for representative anomalies are
presented in Figs. 12-14 for Suricata.

Examples of anomalies such as ID 80070, 31115, etc., indicate that certain features drive the anomaly score
higher. The presence of these features is logically related to anomalies because they indicate configuration
issues or agent failures that deviate from normal data patterns. Normal examples such as ID 2035688,
2060667, etc., are detected as normal because they have low RE, indicating a different pattern. The results
show several features and other description embeddings as the main features that drive the reconstruction
error score down from the base value. This indicates that the semantic pattern of this rule description is
very similar to the “normal” pattern learned by Autoencoder, enabling it to be reconstructed effectively.
This analysis demonstrates that SHAP validates the model overall decision and provides interpretable
“evidence” for each incident, an essential capability for integrating Al into cybersecurity operations that

require transparency.

Overall Feature Importance for Reconstruction Error
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Figure 9: Overall feature importance for RE
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4.4 Agent Performance DQN

Agent performance is evaluated based on its ability to learn the optimal policy that maximizes reward
in a simulated security environment. The agent training process is evaluated by monitoring total reward
received per episode and the moving average reward (rolling average). Fig. 15 shows the total reward per
episode over 5000 training episodes. Fig. 16 shows the moving average reward with a 100-episode window,
clearly visualizing the agent learning process.
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Figure 15: Total reward episode during DQN training
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Figure 16: Average moving reward per episode
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Although there appears to be significant fluctuation, this is normal behavior in RL training that
combines exploration and exploitation. The curve starts from a low negative reward value (around —5) and
gradually stabilizes, reaching a stable positive average value around 15-20. This consistent upward trend
strongly demonstrates that the agent has successfully learned an effective policy to maximize its cumulative
reward over time. After training, the DQN agent was evaluated over 200 episodes without exploration
(epsilon = 0) to assess the learned policy. The evaluation performance showed a high average reward of
19.9512, with a maximum reward of 48.8338 and a minimum of 0.5000. These figures confirm that the agent
consistently makes decisions that yield high rewards, consistent with the optimized reward function design.
The most critical result is the distribution of actions taken by the agent. Table 10 details how the DQN agent
responds to anomalous and normal events.

Table 10: Distribution of DQN agent actions during evaluation (200 Episodes)

) Total Distribution Distribution
Action . er . .
distribution for anomalies for normal
Isolate_Host_Network 0 0 0
Isolate_Host_Process 0 0 0
Block_IP_Temporary 9 9 0
Block _IP_ Permanent 21 21 0
Generate_Alert_High 0 0 0
Generate_Alert_Medium 39 0 39
Collect_Full_Packet_Capture 49 0 49
Initiate_Forensic_Scan 0 0 0
Disable_User_Account 13 13 0
Terminate_Process_Force 69 69 0
Total 200 112 88

The conclusion from these results is that the DQN agent has successfully learned the optimal adaptive
response policy, intelligently distinguishing between anomalies and normal events, and selecting the most
appropriate action for each case. This validates the adaptive response component of the HI-XDR framework
as a whole.

To contextualize the advantages of HI-XDR, comparisons were made with standard anomaly detectors
and ablation of Isolation Forest, One-Class SVM, vanilla Autoencoder (without adversarial training), and
two single-source pipelines (Suricata-specific, Wazuh-specific). Across the same engineered features and
calibrated operating points (FPR <1%), the robust Autoencoder (AE) with distribution-aware thresholding
consistently produced the strongest PR-AUC and recall, while the single-source baselines performed poorly
due to missing cross-platform context. From a system perspective, AE has a compact footprint—around 272k
parameters for the 1058 — 128 — 1058 architecture (~2-d-h + d + h), with per-sample inference O(d-h) and
linear training cost O(N-d-h), on our dataset (N ~ 45k, d = 1058, h = 128), it runs well with mini-batching
on commodity GPUs and remains viable on CPUs. The DQN policy network is even smaller (8 — 128 —
128 — 10 ~ 19k parameters), and the replay buffer of 50k transitions is only a few megabytes, making online
updates inexpensive. In practice, throughput is dominated by a single forward pass of the AE plus threshold
checks. DQN inference is triggered only for warnings and adds sub-millisecond latency. Feature generation
is done oftline (embeddings are cached), resulting in low runtime overhead. In practice, this design can scale
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to tens of thousands of rules and high alert levels with modest computation, while the modular architecture
(separate evaluation, calibration, and response) simplifies horizontal scaling and fault isolation.

5 Discussion

This section discusses the interpretation of experimental results presented, relates them to the literature
review, and explores practical implications within the HI-XDR framework. Overall, these findings validate
the hypothesis that integrating Artificial Intelligence into anomaly detection, model resilience, and adaptive
response can create a more effective and sophisticated security system. The success of anomaly detection
within the HI-XDR framework begins with effective data integration, combining Suricata and Wazuh rules to
create a more comprehensive threat view. Autoencoders as anomaly detection models have proven effective in
recognizing ‘normal’ patterns from the combined dataset. This is demonstrated by the convergent and stable
training loss history, as well as the ideal reconstruction error distribution for anomaly detection. By setting
the threshold at the 99th percentile, the model accurately identified 458 rules as anomalies, confirming its
ability to highlight entities deviating from the norm. Another crucial aspect is the enhancement of model
resilience against adversarial attacks. The adversarial training successfully improved the robustness of the
Autoencoder, where the robust model maintained consistent reconstruction errors on both normal data and
data manipulated by PGD attacks. This finding is important as it confirms the reliability of the model in
facing evasion attempts on the HI-XDR system. For more interpretive insights, SHAP analysis identified the
most influential features on anomaly scores. The analysis results show that the main contributors include rule
origin, compliance/functional category, and technique ID. These insights are valuable for security analysts to
validate model decisions and delve deeper into the indicators behind detection. A significant finding from
this study is the success of the Deep Reinforcement Learning (DRL) with a DQN agent. The moving average
reward curve shows a consistent upward trend, proving that the agent effectively learns to maximize rewards
in a simulated security environment. This peak success is evident in the evaluation of its response policy. The
agent intelligently selects aggressive mitigation actions only when faced with true anomalies. Conversely,
the agent effectively avoids these actions and switches to safer investigative actions when faced with normal
events. This behavior empirically validates the optimized reward function design and proves that the DQN
agent can function as an autonomous and reliable incident response system.

6 Conclusion and Future Directions

This study has presented HI-XDR, an intelligent hybrid framework that unifies network- and host-
level monitoring with robust anomaly detection, interpretability, and adaptive response. By addressing the
limitations of fragmented and reactive security solutions, HI-XDR demonstrates that a coordinated and AI-
driven defense pipeline is feasible. The contributions are fourfold:

«  First, the consolidation of Suricata and Wazuh data into a standardized feature space, enabling richer
anomaly contexts.

o Second, the design of an adversarially hardened Autoencoder that achieves resilience against eva-
sion attempts.

o  Third, the integration of SHAP to ensure transparent and interpretable anomaly explanations.

Finally, and the deployment of a DQN-based agent that learns an adaptive response policy capable of
prioritizing decisive mitigation without inflating false positives.

Together, these elements highlight the potential of HI-XDR as a next-generation XDR research
prototype.
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Nevertheless, the current evaluation also has several limitations. The framework has so far been tested
in a controlled simulated environment, which while suitable for proof-of-concept validation, does not
fully capture the variability and noise of production networks. As such, benchmarking against widely
adopted public datasets such as CIC-IDS 2024 or UNSW-NBI5 will be essential to establish external
validity and reproducibility. In addition, while the proposed response mechanism demonstrates feasibility in
simulation, real-time deployment within a live SOC requires further exploration of scalability, latency trade-
offs, and integration with existing orchestration pipelines. From a security assurance perspective, future
research should not only expand adversarial testing beyond PGD but also explore emerging confidentiality
and privacy-preserving dimensions. This includes incorporating post-quantum cryptography (PQC)-ready
mechanisms, secure data sharing protocols, and potentially lightweight quantum-resistant encryption to
ensure long-term resilience in adversarial environments. Beyond algorithmic enhancements, human factors
must also be considered, visual interfaces and explainable dashboards could support analyst oversight and
foster trust when deploying automated responses.

In summary, HI-XDR demonstrates a promising path toward adaptive and transparent cyber defense,
yet its broader validation and integration with real world infrastructures remain important milestones.
Addressing these open challenges will further strengthen the relevance of HI-XDR and prepare it for
deployment in both contemporary and future threat landscapes. Ultimately, this work aspires to serve as a
bridge toward PQC ready, human and Al collaborative SOC ecosystems, where automated intelligence and
human expertise converge to deliver resilient, trustworthy, and future-proof cybersecurity operations.
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