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ABSTRACT: As universities rapidly embrace digital transformation, their growing dependence on interconnected
systems for academic, research, and administrative operations has significantly heightened their exposure to sophisti-
cated cyber threats. Traditional defenses such as firewalls and signature-based intrusion detection systems have proven
inadequate against evolving attacks like malware, phishing, ransomware, and advanced persistent threats (APTs). This
growing complexity necessitates intelligent, adaptive, and anticipatory cybersecurity strategies. Artificial Intelligence
(AI) offers a transformative approach by enabling automated threat detection, anomaly identification, and real-time
incident response. This study sought to design and evaluate an Al-driven cybersecurity framework specifically for
university networks in Kenya, focusing on detecting, preventing, and mitigating emerging cyber risks. Utilizing
machine learning and deep learning techniques, the framework analyzed extensive network traffic to uncover anomalies
and predict potential breaches. Data was collected from 150 university staff members, yielding 120 valid responses,
with faculty and students being key participants. Findings showed high awareness (84.2%) and concern (74.2%) about
cybersecurity, with phishing (38.3%) and unauthorized access (20%) reported as the most frequent threats. Although
96.7% of respondents employed strong passwords and multi-factor authentication (MFA), only 65.8% considered
institutional cybersecurity training adequate. Notably, 95.9% supported Al-driven real-time threat detection, and 93.3%
trusted AI to reduce unauthorized access. Statistical analysis revealed a moderate positive correlation (R = 0.466)
between cybersecurity awareness and perceived Al effectiveness. The study emphasizes the urgent need for universities
to integrate Al-powered security systems with continuous training programs to enhance resilience and create a safer
academic digital environment.
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1 Introduction

As the digital transformation accelerates, universities are turning to networked systems for their aca-
demic, research, and administrative functions. Nevertheless, the increasing reliance on digital infrastructure
has made these institutions vulnerable to complex cyber threats such as malware attacks, phishing schemes,
ransomware incidents, and advanced persistent threats (APTs). Conventional cybersecurity measures like
firewalls and signature-based intrusion detection systems frequently fall short in addressing the evolving
nature of cyber risks. This has led to a pressing requirement for a cybersecurity strategy that is intelligent,
adaptive, and anticipatory. As a result of its ability to facilitate automated threat detection, anomaly
detection, and real-time response systems, Artificial Intelligence (AI) has developed into a significant asset
for bolstering cybersecurity. Cybersecurity frameworks powered by AI utilize machine learning (ML) and
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deep learning (DL) methodologies to scrutinize extensive volumes of network traffic data, identify anomalies,
and forecast possible security violations ahead of time. Universities can bolster their cybersecurity posture
and mitigate cyber risks proactively by integrating AI-driven solutions, thereby ensuring data integrity,
confidentiality, and availability [1].

This paper presents a cybersecurity framework powered by Al aimed at protecting university networks
from new threats. The framework includes sophisticated threat intelligence, behavioral analysis, and real-
time security monitoring to effectively identify and counter cyber threats. The proposed framework seeks to
offer a strong defense mechanism customized to the ever-changing cybersecurity environment of academic
institutions by utilizing AI models for automated security analytics. The research examines how AI algo-
rithms can be used for intrusion detection, endpoint security, and network anomaly detection, aiding in the
creation of a robust cybersecurity ecosystem in university networks.

The emergence of Artificial Intelligence (AI) marks a pivotal moment for cybersecurity, signaling a
basic shift in our strategies for fighting and dealing with cyber threats [2]. Once limited to the realms of
science fiction and speculative futurism, AI has now crossed its conceptual boundaries, becoming a real and
influential force with significant ramifications for cybersecurity. The emergence of AI marks the beginning of
a new era of automated and intelligence-enhanced defense systems, as opposed to traditional cybersecurity
methods that rely on manual supervision and fixed rule sets. Methodologies such as Machine Learning
(ML) and Deep Learning (DL) are central to this paradigm shift [3], which provide AI systems the ability
to analyze vast amounts of data with unmatched speed and complexity. Algorithms based on machine
learning demonstrate an extraordinary capability to discern patterns and relationships in data, which enables
them to identify minor anomalies that conventional rule-based detection approaches may overlook [4].
By means of ongoing education based on historical data and a skillfulness in adjusting to changing threat
environments, machine-learning-driven systems can identify nascent threats with extraordinary accuracy,
even in the absence of clear directives or preset guidelines.

Likewise, deep learning, subset of machine learning that draws inspiration from the neural networks
of the human brain [5], greatly enhances the potential of artificial intelligence in the field of cybersecurity.
Deep learning models, equipped with sophisticated neural architectures that can perform hierarchical feature
extraction and representation learning, are able to autonomously identify complex features from raw data [6].
This allows them to uncover subtle indicators of cyber threats that may go unnoticed by human analysts,
thereby strengthening the resilience of university cybersecurity systems. The objective of the study was
to develop an Al-driven cybersecurity framework that enhances the protection of university networks
by detecting, preventing, and mitigating Al-driven cyber threats. The study aims to implement machine
learning-based threat detection, automated response mechanisms, and real-time monitoring to safeguard
sensitive academic data and IT infrastructure.

1.1 Related Studies
1.1.1 Leveraging AI Technologies for Cyber Defense

According to [7], Al is applied in diverse and creative ways within cybersecurity practices, including
threat detection, response strategies, and predictive analytics. Threat intelligence platforms driven by Al
employ big data analytics to examine enormous datasets for potential threats prior to their occurrence,
thereby greatly improving the proactive abilities of cybersecurity teams. Moreover, theoretical frameworks
concerning the effects of AI on cybersecurity concentrate on comprehending the relationship between
Al technologies and cyber threats. Frameworks like the Adaptive Security Architecture (ASA) provide
perspectives on integrating Al into cybersecurity strategies to boost adaptability and resilience [8]. Research
conducted by [9] employed a machine learning model to identify zero-day vulnerabilities with high
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precision, demonstrating the real-world advantages of Al in cybersecurity. Ref. [10] was the first to propose
developing privacy-preserving deep learning (DL) within a distributed training framework. This enables
multiple parties to collaborate in developing a precise neural network model without revealing their
input datasets. Conversely, empirical research offers both quantitative and qualitative evaluations of the
effectiveness of Al in particular cybersecurity applications. The upcoming section, however, outlines how
Artificial Intelligence and Machine Learning contribute to detecting and alleviating cyber threats.

Threat detection: According to [11], Artificial Intelligence and Machine Learning excel in proactive
threat detection. Al systems can identify the characteristics of cyber threats, ranging from phishing attempts
to advanced persistent threats (APTs), with great accuracy by studying historical data [12].

Prediction: AT’s ability to predict is revolutionary for cybersecurity. Al models can predict future threat
trends by examining historical and current data, enabling organizations to prepare for and possibly avert
attacks before they occur. Taking this proactive stance against cyber threats marks a significant departure
from the reactive approaches of previous times.

Response: Al improves response strategies by rapidly assessing the extent of an attack and proposing or
even automating suitable counteractions [13]. This ability to respond quickly mitigates damage and lessens
the recovery time and resource expenditure necessitated by a security breach.

1.1.2 Cybersecurity Framework for Safeguarding University Networks

Universities are increasingly becoming targets for cyberattacks due to their open networks, diverse user
populations, and the vast amounts of sensitive data they handle, including student records, research data,
and financial information. With the incorporation of technologies such as Enterprise Resource Planning
(ERP) systems, cloud services, and Internet of Things (IoT) devices, the attack surface has grown even larger,
rendering conventional security measures insufficient. A study conducted on universities in Kenya found that
although 66% have embraced international standards like ISO/IEC 27001:2013 for managing cybersecurity
risks, there are considerable deficiencies in the implementation of policies and the allocation of resources. It
is worth mentioning that 74% of these institutions faced cyberattacks within a five-year span, highlighting
the critical necessity for a strong and customized cybersecurity framework [14].

The proposed cybersecurity framework for Kenyan universities focuses on a comprehensive strategy
aligned with the ISO/IEC 27001:2022 standard to tackle these challenges. This framework entails grasping the
university’s context, pinpointing vital assets and processes, performing comprehensive threat evaluations,
and applying risk treatment measures. Additionally, it emphasizes the need for ongoing supervision,
participation from leaders, and the cultivation of a cybersecurity awareness culture. Through the adoption
of such a structured approach, universities can take proactive measures to manage cybersecurity risks,
safeguard critical assets, and uphold a resilient information security posture against evolving threats.

1.1.3 Role of Al in Identifying Unusual Activity

According to [15], anomaly detection is essential for spotting possible cybersecurity threats through the
observation of network behavior for departures from set patterns. Anomaly detection systems have been
significantly improved by AI through the application of machine learning algorithms that learn from large
datasets and continually refine their ability to identify irregularities. Conventional approaches to anomaly
detection depend on pre-established rules or signatures, which frequently fail to address new or quickly
changing threats. Unlike traditional systems, those driven by AI can identify threats that were not known
before through the analysis of behavioral patterns. This capability significantly enhances their effectiveness in
real-time threat mitigation. Due to AT’s capacity for processing and analyzing massive amounts of data, it can
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identify subtle irregularities that human analysts or conventional security systems might miss. For instance,
machine learning algorithms can oversee network traffic, identify unusual login attempts, or highlight
abnormal data transfers. By utilizing supervised learning, AI systems can learn to identify normal behavior
within a network, while unsupervised learning methods can uncover previously unknown anomalies without
prior knowledge of attack patterns. This adaptability renders AI indispensable for organizations confronting
a constantly evolving landscape of cyber threats [16].

1.1.4 ATIs Role in Predicting and Gathering Threat Information

Threat intelligence encompasses the collection, examination, and interpretation of data pertaining to
possible cyber threats. This process is improved by Al through the automation of the gathering of large
volumes of threat data from diverse sources, including open-source platforms, dark web forums, and network
traffic logs. Al systems can analyze this data through filtering, classification, and correlation to forecast
possible attacks, resulting in a more proactive approach to threat intelligence compared to traditional
methods. With the help of AI, predictive analytics enables organizations to foresee future cyber threats by
examining historical attack patterns. Al systems can analyze trends in threat data to predict the timing and
location of potential attacks, enabling cybersecurity teams to make preparations ahead of time. This ability
is essential to avert zero-day attacks, in which weaknesses are taken advantage of prior to their correction.
The capacity of Al to perpetually learn from new data guarantees the enhancement of its predictions over
time, aiding organizations in staying ahead of emerging threats. Al is essential for forecasting and compiling
threat data, utilizing machine learning (ML) and deep learning (DL) models to identify and scrutinize
cyber threats as they occur. Conventional cybersecurity methods frequently depend on established rules
and signature-based detection, which can have difficulty keeping pace with new threats. Conversely, systems
that utilize Al can handle enormous volumes of network traffic, detect irregularities, and discern patterns
that signal cyberattacks ahead of time. As an example, platforms for threat intelligence that are powered
by AI utilize automated data mining and natural language processing (NLP) to gather and examine data
from cybersecurity forums, global threat databases, and dark web sources. This improves proactive defense
mechanisms [17].

Moreover, Al improves predictive threat modeling by leveraging past attack data to anticipate potential
security breaches. Advanced AI models like generative adversarial networks (GANs) and reinforcement
learning simulate cyberattack scenarios and evaluate vulnerabilities within university networks. These
models are capable of continuous learning based on new attack patterns, which enhances their detection
accuracy as time goes on. In addition, security orchestration and automated response (SOAR) systems
powered by Al facilitate swift threat mitigation through the implementation of predefined actions upon
detection of a threat, thereby reducing potential harm [18]. Universities can improve their capacity to
anticipate, avert, and address cyber threats in a rapidly evolving digital environment by incorporating Al
into cybersecurity.

1.1.5 Approaches to Safeguarding Data in Al Systems

The vast amounts of data necessary for training and evaluating AI models complicate the task of
safeguarding data in these models. With AI becoming increasingly integral to cybersecurity, implementing
strategies that protect sensitive information across the data lifecycle is essential. Effective methods for
guaranteeing privacy in AI models include encryption, anonymization, and federated learning. Encryption
is essential for safeguarding data both at rest and in transit. Encryption prevents unauthorized access to
sensitive data by converting it into an unreadable format, even if it is intercepted. Al systems can utilize
encryption to safeguard both the raw data employed for model training and the outputs produced during
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operation, like threat intelligence reports. Depending on the use case, symmetric and asymmetric encryption
algorithms can be utilized, with public-key cryptography being crucial for securing data exchanges [19].

Another important method is anonymization, especially regarding Al This entails eliminating or
disguising personally identifiable information (PII) from datasets, so that individuals cannot be recognized.
This strategy is crucial for data gathered for the training of AI models, as it enables organizations to utilize
valuable insights from extensive datasets while safeguarding individual privacy. As an example, a type of
anonymization known as differential privacy adds noise to data in order to conceal individual contributions.
This approach helps to avert re-identification, even when data is aggregated [20].

Federated learning, a novel Al paradigm, boosts data privacy by enabling the training of machine
learning models on decentralized devices without transferring raw data to a central server. This method
reduces privacy risks by ensuring that personal data remains on each device, all the while allowing for
the collaborative development of powerful AI models. In the field of cybersecurity, for instance, federated
learning allows for the training of AI systems on threat patterns from multiple institutions without the need
to share sensitive logs or data points. It boosts privacy and lessens the risk of a data breach, all the while
preserving the effectiveness of AI-driven insights [21].

1.2 Research Gaps and Main Contributions

Considering the current attention to the utilization of Al technologies in the context of cyber defense,
there are several existing research gaps that have not been addressed yet. To begin with, although the
Al models have demonstrated positive results about the potential of detecting abnormal activity and
anticipating threats, insufficient evidence is available to understand their flexibility and functionality in
dynamic university applications where the user behavior is highly random and privacy of data is a key issue
of concern. Second, traditional cybersecurity structures tend not to be latched up with progressive and self-
learning Al-based threat intelligence evolved container to provide right up to date learning and contextual
judgments. This leaves a vacuum in perceiving how Al can be successfully integrated in institution security
measures to not only identify and address cyber threats but go further to collect, correlate, and act on the
threat intelligence that is specific to academic infrastructures.

The primary contribution of this research is the creation and design of an Al-based approach to
cybersecurity that is specifically targeted to protecting university networks against the rising forms of
emerging cyber threats. It uses Al-enabled threat intelligence and behavioral analysis within a framework
that allows anomaly detection in real-time, predictive threat mitigation, machine-driven criteria of threat
response, and uninterrupted observation. Contrary to classical reactive, this method focuses on proactive
security with data-driven knowledge and flexible learners. The framework is aligned with the ISO/IEC
27001:2022 standard, so it adheres to the international standards of information security applications and
considers the specifics of vulnerabilities and resource limits of academic institutions. The architecture is
holistic and smart and strengthens resilience and security of university IT ecosystems within a changing
threat landscape.

2 Materials and Methods
2.1 Datasets

Large-Scale Intrusion Detection Dataset (BCCC-CSE-CIC-IDS2018) was used for the study. A sample
containing 10,000 records was obtained on the basis of the Large-Scale Intrusion Detection Dataset (BCCC-
CSE-CIC-IDS2018) to train and evaluate the model efficiently, ensuring the representativeness of the benign
and malicious traffic. The initial data set consists of tens of millions of labeled instances which is valuable but
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computationally challenging to the iterations of an experiment. Thus, the stratified random sampling was
applied in order to retain the original set of distribution on the different categories of attacks and normal
traffic, i.e., 10,000 samples were chosen. It was then preprocessed in the removal of duplicates, addressing
missing values, and normalization of features—and this was used to divide into 70 percent training and 30
percent testing. The smaller but balanced sample enabled the quicker application of experimentation and the
optimization of machine learning algorithms, preserving, at the same time, the diversity of network events,
therefore, meeting the reliability and validity of the outcomes.

2.2 Methods

A mixed-methodological approach was employed in this study, incorporating a descriptive research
design [22]. Descriptive research design is a systematic approach used to observe, describe, and document
characteristics of a phenomenon without manipulating variables. An experimental and descriptive research
was adopted in the study. It entailed analyzing the primary data from the questionnaire feedback and
developing a cyber security model framework for enhancing the security of university networks. The AI-
driven cybersecurity framework played a crucial role in assessing the strengths and weaknesses of security
services within university networks, as well as evaluating the effectiveness of implemented cybersecurity
measures. This approach was essential since it provided the researcher with a deeper understanding of the
study. The research focused on selected universities in Kenya, with a sample of 150 staff members, and 120
completed questionnaires were collected. Faculty and students were the primary target population for this
study, as they are the key stakeholders in safeguarding university networks against emerging cyber threats.

A model framework for enhancing the threat detection was developed.

Fig. 1 presents an Al-driven cybersecurity framework designed to protect university networks from
emerging threats. At its core, the framework integrates Al-driven security systems that operate across three
critical phases: threat detection, threat prevention, and threat response. These components work in synergy
to identify potential cyber threats such as phishing, malware, and unauthorized access, pre-emptively block
or neutralize them, and swiftly respond to mitigate any impacts. Continuous monitoring ensures real-
time analysis and situational awareness, while alignment with the ISO/IEC 27001:2022 standard emphasizes
adherence to globally recognized information security practices. The ultimate goal of this layered and
intelligent approach is to achieve robust and resilient university networks, safeguarded against evolving
cyber risks.

The technical specifications for the framework included: We examined deep learning and classical
machine learning architectures for our security framework. While gradient boosted trees were employed
in the early prototype, random forests were used for anomaly detection. It could manage the aspects of
network flow.

The integration of deep learning methods like recurrent neural networks (RNN) and coevolutionary
neural networks (CNN) formed the framework’s fundamental elements. The chronology of university
records was subjected to CNN. The temporal dependencies between the network streams were modeled using
RNN. The framework was trained and validated on a publicly available dataset. An architecture that could
record real-time network traffic was used to perform real-time model monitoring. The piped data streams
were recorded using Kafka. Each network session is converted into a numeric feature vector, which is then
fed into the trained models and processed by efficient inference engines to make the inference on the fly. The
model’s detection accuracy was 98% and its F1-score was near 0.97 on held-out testing sets.

The Algorithm 1 for the model entailed AI Driven Cybersecurity Framework().
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AI-DRIVEN CYBER SECURITY FRAMEWORK FOR SAFEGUARDING UNIVERSITY NETWORKS FROM EMERGING
THREATS
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Figure 1: Developed Al-driven cyber security framework

Algorithm 1: Al driven cybersecurity Framework()

while True:
# Step 1: Collect and preprocess network data
network_data = collect_network_data()
cleaned_data = preprocess(network_data)
# Step 2: Perform AlI-driven threat intelligence and behavioral analysis
behavior_profiles = analyze_behavior(cleaned_data)
threat_signals = analyze_threat_intelligence_feeds()
suspicious_behavior = correlate (behavior_profiles, threat_signals)
# Step 3: Detect anomalies in behavior
anomalies_detected = detect_anomalies(behavior_profiles)
if anomalies_detected:
# Step 4: Predict and mitigate threats
predicted_threats = predict_threats(suspicious_behavior)
mitigation_actions = generate_mitigation_plan(predicted_threats)
execute_mitigation(mitigation_actions)
# Step 5: Respond to threats
send_alert()
initiate_containment()
collect_forensic_data()
# Step 6: Continue monitoring for new threats
wait(monitoring interval)

The flowchart below (Fig. 2) depicts an Al-powered cybersecurity framework that uses intelligent threat
response techniques and ongoing monitoring to protect university networks from new attacks. Network data
is first gathered and processed, after which it is analyzed for trends using behavioral analysis and threat
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intelligence powered by artificial intelligence. To find anomalies that would indicate possible cyberattacks,
these behavior profiles are compared to the threat intelligence currently in place. The system anticipates
and reduces potential hazards if abnormalities are found, then reacts appropriately to eliminate them. If no
irregularities are discovered, the system keeps an eye out for fresh dangers, generating an ongoing feedback
loop that strengthens the networK’s resilience and proactively guards the university’s digital infrastructure
against changing cyberthreats.

Start

Collect and
process network
data

Al threat intelligence & behavioral
analysis

Correlate behavior profiles with
threat intelligence

Detect anomalies in behavior

Anomalies

detected? Continue monitoring for new

threats
Predict & mitigate threats

Respond to threats
End

Figure 2: Flowchart for the model

3 Results

3.1 Questionnaire Response Rate

During the data collection process, the researcher distributed 150 questionnaires to participants, of
which 120 were completed and returned, yielding an 80% response rate. According to [23], a response rate of
50% is considered adequate for analysis and reporting, 60% is deemed good, and 70% or higher is classified
as excellent. Based on this benchmark, the response rate for this study was outstanding. All individuals
within the target group had an opportunity to participate, ensuring a comprehensive assessment of AI-driven
cybersecurity measures for safeguarding university networks from emerging threats. The demographic
data collected included participants’ age, gender, educational background, and roles within the university,
providing valuable insights into the cybersecurity landscape in higher education institutions.
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3.2 Demographic Information

According to Table 1 below, 55.8% of the respondents were male while 44.2% were female.

Table 1: Gender

What is your gender?
Frequency Percent Valid percent Cumulative percent
Female 53 44.2 4472 44.2
Valid Male 67 55.8 55.8 100.0
Total 120 100.0 100.0

According to Table 2 below, 66.7% of the respondents had a bachelor’s degree, 21.7% had diploma, 9.2%
had Master’s while 2.5 had a PhD as their highest level of qualification attained.

Table 2: Education

Which is the highest level of education you have attained?

Frequency Percent Valid percent Cumulative percent

Bachelor 80 66.7 66.7 66.7
Diploma 26 21.7 21.7 88.3
Valid Masters 11 9.2 9.2 975
PhD 3 2.5 2.5 100.0

Total 120 100.0 100.0

According to Table 3 below, 66.7% of the respondents were students, 15.8% were Lecturers, 10.8% were
IT staff while 5.8% were administrators.

Table 3: Occupation

What is your role at the university?

Frequency Percent Valid percent

Cumulative percent
Administrator 7 5.8 5.8 5.8
IT Staff 13 10.8 10.8 16.7
. Lecturer 19 15.8 15.8 325
Valid Other 1 0.8 0.8 33.3
Student 80 66.7 66.7 100.0
Total 120 100.0 100.0

According to Table 4 below, 46.7% of the respondents had been in the university for 1-2 years while
32.5% had stayed for 3-5 years.

According to Table 5 below, 44.2% of the respondents used the universities’ computer networks daily,
34.2% used it several times in a week while 19.2% rarely used it.
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Table 4: Duration

How long have you been in the university?

Frequency Percent Valid percent Cumulative percent

1-2 years 56 46.7 46.7 46.7
3-5 years 39 32.5 32.5 79.2
Valid  above 5 years 17 14.2 14.2 93.3
Less than 1 year 8 6.7 6.7 100.0
Total 120 100.0 100.0

Table 5: Access to university networks

How frequently do you use the university’s network services?

Frequency Percent Valid percent Cumulative percent

Daily 53 442 442 442
Rarely 23 19.2 19.2 63.3
Valid Several times a week 41 34.2 342 975
Weekly 3 2.5 2.5 100.0
Total 120 100.0 100.0

According to Table 6 below, 50.8% of the respondents were aware of cyber security threats targeting
university networks, 33.3% were not aware while 15.8% were not sure.

Table 6: Awareness of cyber-threats

Are you aware of any cyber security threats targeting university networks?

Frequency Percent Valid percent Cumulative percent

No 40 33.3 333 33.3
Valid Not Sure 19 15.8 15.8 49.2
Yes 61 50.8 50.8 100.0

Total 120 100.0 100.0

According to Table 7 below, 74.2% of the respondents were very concerned about the cyber secu-
rity threats in the university networks, 10.8% were somehow concerned and neutral while 4.2% were
not concerned.

According to Table 8 below, 49.2% of the respondents suggested that the current cyber security measures
in the university were moderately effective, 32.5% very effective while 13.3% were slightly effective.

According to Table 9 below, 38.3% of the respondents had encountered phishing attacks, 20% unautho-
rized access, 17.5% had encountered data breaches while 12.5% had encountered distributed denial of services
attacks while 10% encountered other types of attacks.
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Table 7: Level of concerns on cyber-threats affecting university networks

How concerned are you about cyber security threats affecting university networks?

Frequency Percent Valid percent Cumulative percent

Neutral 13 10.8 10.8 10.8
Not concerned 5 4.2 4.2 15.0
Valid Somewhat concerned 13 10.8 10.8 25.8
Very concerned 89 74.2 74.2 100.0
Total 120 100.0 100.0

Table 8: Effectiveness of university cyber security measures

How effective do you think the university’s current cyber security measures are?

Frequency Percent Valid percent Cumulative percent

Moderately effective 59 49.2 49.2 49.2
Not effective a 6 5.0 5.0 54.2
Valid Slightly effect 16 13.3 13.3 675
Very effective 39 325 32.5 100.0
Total 120 100.0 100.0

Table 9: Types of cyber security threats encountered

What types of cyber security threats have you encountered or heard about in your university?

Frequency Percent Valid percent Cumulative percent

1 0.8 0.8 0.8
Data breaches 21 17.5 175 18.3
Distributed denial of service 15 12.5 12.5 30.8
. Others 12 10.0 10.0 40.8
Valid 1.
Phishing attack 46 38.3 38.3 79.2
Ransom ware 1 0.8 0.8 80.0
Unauthorized access 24 20.0 20.0 100.0
Total 120 100.0 100.0

According to Table 10 below, 34.2% of the respondents suggested that multi-factor authentication
strategies were currently being used in the university, 30% suggested firewalls and IDS, 13.3% suggested
Al-based threat detection while 10% suggested that there was regular cyber security training awareness.

According to Table 11 below, 40% of the respondents suggested that all the Al-driven cyber security
solutions listed above would be effective for universities, 24.2% suggested Al-driven IDS and response
systems while 6.7% suggested Al-based user behavior analytics to detect threats.

According to Table 12 below, 90.8% of the respondents support the integration of Al-driven cyber
security in the universities’ security framework, 5.8% were not sure while 2.5% rejected the integration.
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Table 10: Cyber security & strategies currently being used

What cyber security tools or strategies are currently in use at the university?

Frequency Percent Valid percent Cumulative

percent
2 1.7 1.7 1.7
Al-based threat detection 16 13.3 13.3 15.0
Firewall and IDS 36 30.0 30.0 45.0
Valid Multi-factor authentication 41 34.2 34.2 79.2
Others 12 10.0 10.0 89.2
Regular cybersecurity awareness training 13 10.8 10.8 100.0

Total 120 100.0 100.0

Table 11: Al-driven cyber security solutions

What Al-driven cyber security solutions do you think would be most effective for universities

Frequency Percent Valid percent Cumulative

percent
1 0.8 0.8 0.8
Al-based user behavior analytics to 8 6.7 6.7 75
detect threats
Valid Al-driven phishing and scam 7 5.8 5.8 13.3
detection
Al-driven intrusion detection and 29 24.2 24.2 375
response systems
All 48 40.0 40.0 775
Automated malware detection and 27 22.5 22.5 100.0
prevention
Total 120 100.0 100.0

Table 12: Level of support for the integration of Al-driven cyber security in your university’s network security
framework

Would you support the integration of AI-driven cyber security in your university’s network

security framework?
Frequency Percent Valid percent Cumulative
percent
1 0.8 0.8 0.8
Maybe 7 5.8 5.8 6.7
Valid No 3 2.5 2.5 9.2
Yes 109 90.8 90.8 100.0

Total 120 100.0 100.0
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According to Table 13 below, a significant majority (84.2%) of respondents are aware of common cyber
threats like phishing, malware, and data breaches, indicating strong general awareness. Only 65.8% agree
that the university provides regular cybersecurity training, while 19.2% are neutral and 15% disagree. This
suggests that training efforts are present but could be more consistent or better communicated. A mixed
response 61.7% feel confident in recognizing and reporting suspicious activities, but a notable 24.2% either
disagree or strongly disagree, indicating a need for more training or clarity on reporting procedures. With
regards to understanding of Strong Passwords and Multi-Factor Authentication, the area shows the highest
awareness, with 96.7% understanding its importance, reflecting strong personal knowledge of security best
practices. Concerning personal Cybersecurity Measures, a high percentage (94.2%) actively take steps to
protect their data, suggesting strong personal responsibility among respondents.

Table 13: Cyber security awareness

Strongly  Agree Neutral Disagree Strongly

agree disagree
I am aware of common cyber security 62.5% 21.7% 12.5% 0.8% 2.5%
threats such as phishing, malware, and
data breaches.
The university provides regular cyber 25.8% 40.0% 19.2% 12.5% 2.5%
security training and awareness programs.
I know how to recognize and report 39.2% 225% 142%  21.7% 2.5%

suspicious online activities within the
university network.
I understand the importance of strong 75.0% 2L7%  1.7% 0.0% 1.7%
passwords and multi-factor
authentication for online security.
I actively take measures to protect my 61.7% 32.5% 4.2% 0.0% 1.7%
personal and academic data from cyber
threats.

According to Table 14 below, a strong majority (95.9%) agree that Al-based systems enhance network
security by identifying cyber threats in real time, showing high confidence in AT’s capability for proactive
threat detection. 93.3% of respondents believe AI-driven solutions help reduce unauthorized access to
sensitive university data, indicating widespread trust in AT’s protective role. 84.2% agree that automated
AT monitoring is more effective than traditional security methods. However, 10% disagree, reflecting some
skepticism or preference for conventional systems. 93.3% of participants feel that AI enhances response
times to security incidents, suggesting appreciation for Als efficiency and speed in incident handling. A
clear majority (95%) support prioritizing Al integration in cybersecurity strategies to strengthen university
network security.

The Model Summary Table 15 below, provides key statistics from a linear regression analysis where
Cybersecurity Awareness is used as a predictor variable. The R value of 0.466 indicates a moderate positive
correlation between cybersecurity awareness and the dependent variable cybersecurity effectiveness. The
R Square value of 0.217 means that approximately 21.7% of the variance in the dependent variable can be
explained by cybersecurity awareness. The Adjusted R Square of 0.210 slightly adjusts this value to account
for the number of predictors in the model, making it a more accurate reflection of model performance in



476 J Cyber Secur. 2025;7

a population. Lastly, the Standard Error of the Estimate (0.67405) indicates the average distance that the
observed values fall from the regression line, with lower values suggesting a better model fit. Overall, the
model shows a moderate predictive strength, explaining about one-fifth of the variability in the outcome
based on cybersecurity awareness.

Table 14: Effectiveness of Al-driven cybersecurity solutions

Strongly agree Agree Neutral  Disagree Strongly
disagree
Al-based threat detection systems 69.2% 26.7%  3.3% 0.8% 0.0%

improve network security by
identifying cyber threats in real time.
Al-driven security solutions reduce 57.5% 35.8% 5.8% 0.8% 0.0%
the risk of unauthorized access to
sensitive university data.
Automated Al monitoring helps detect 47.5% 36.7% 5.8% 10.0% 0.0%
and prevent cyber-attacks more
effectively than traditional security
measures
Al-driven cyber security solutions 475% 45.8% 5.8% 0.8% 0.0%
enhance the response time to security
incidents within the university.
The integration of Al in cyber security 57.5% 375%  4.2% 0.8% 0.0%
should be prioritized to strengthen
university network security.

Table 15: Model summary

Model summary

Model R Rsquare Adjusted R square Std. error of the estimate
1 0.466* 0.217 0.210 0.67405

Note: *Predictors: (Constant), Cyber security awareness.

The ANOVA Table 16 below provides a statistical test of the overall significance of the regression model.
In this case, the dependent variable is the Effectiveness of AI-Driven Cybersecurity Solutions, and the predic-
tor is Cybersecurity Awareness. The F-value of 32.653 is relatively high, indicating that the model significantly
predicts the outcome variable better than a model with no predictors. The associated significance value (Sig.)
of 0.000 (which is less than 0.05) confirms that the relationship between cybersecurity awareness and the
effectiveness of Al-driven cybersecurity solutions is statistically significant. The Regression Sum of Squares
(14.836) shows the amount of variation explained by the model, while the Residual Sum of Squares (53.612)
represents the unexplained variation. Overall, the ANOVA results support the conclusion that cybersecurity
awareness significantly contributes to the perceived effectiveness of Al-driven cybersecurity solutions.
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Table 16: Analysis of variance (ANOVA)

ANOVA?
Model Sum of squares df Mean square F Sig.
Regression 14.836 1 14.836 32.653  0.000°
1  Residual 53.612 118 0.454
Total 68.448 119

Note: *Dependent variable: effectiveness of Al driven cyber security solutions.
bPredictors (Constant), cyber security awareness.

The Coefficients Table 17 below provides insight into how Cybersecurity Awareness influences the
Effectiveness of AI-Driven Cybersecurity Solutions, which is the dependent variable. The unstandardized
coefficient (B) for Cybersecurity Awareness is 0.443, meaning that for every one-unit increase in cybersecu-
rity awareness, the effectiveness of Al-driven cybersecurity solutions increases by 0.443 units, assuming other
factors remain constant. The standardized coefficient (Beta) is 0.466, indicating a moderate positive impact
of cybersecurity awareness on the dependent variable when both are measured in standardized units. The
t-value of 5.714 and the significance level (Sig.) of 0.000 confirm that this relationship is statistically signifi-
cant. The constant (intercept) value of 1.566 suggests that when cybersecurity awareness is zero, the predicted
baseline level of perceived effectiveness is 1.566. Overall, the results indicate a strong and significant positive
relationship between cybersecurity awareness and the effectiveness of Al-driven cybersecurity solutions.

Table 17: Coeflicients

Coefficients®
Unstandardized Standardized
Model coeflicients coeflicients ¢ Sig.
B Std. Beta
Error
] (Constant) 1.566 0.282 5551 0.000
Cyber security 0.443 0.077 0.466 5.714 0.000

awareness

Note: *Dependent variable: effectiveness of Al driven cyber security solutions.

4 Discussions

The survey shows that 44.2% of respondents use the university’s computer networks, while 50.8% are
aware of cyber threats targeting these systems. Over 74.2% expressed serious concern about such threats,
and 49.2% rated current cybersecurity measures as moderately effective. Common threats experienced
include phishing (38.3%), unauthorized access (20%), data breaches (17.5%), and distributed denial of
service attacks (DDoS) attacks (12.5%). Recent studies highlight significant concerns regarding cybersecurity
among university students. A 2023 study by Bottyan assessed the security awareness of university students,
emphasizing the necessity of implementing adequate protective measures to safeguard personal data and
ensure uninterrupted education. Similarly, research [24] evaluated the extent of cybersecurity awareness
among college students and proposed measures to protect them from cyber-attacks, underscoring the
importance of understanding threats like phishing, malware, and ransomware. These findings align with the
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survey results, indicating prevalent concerns and highlighting the need for enhanced cybersecurity measures
within university settings.

A study by [25] which discusses the role of multi-factor authentication (MFA) in mitigating cyber
threats. Their research highlights how MFA significantly strengthens security by adding an extra layer of
verification, reducing the likelihood of unauthorized access. This aligns with the 34.2% of respondents who
reported using MFA as a security measure. Additionally, 40% believe all listed AI-driven cybersecurity
solutions would be effective, with 24.2% favoring Al-driven intrusion detection systems (IDS) and response
systems specifically. The findings indicate strong support (90.8%) for integrating Al-driven cybersecurity
into university systems, alongside high awareness (84.2%) of common cyber threats like phishing and
malware. According to a study by [26], which explores the effectiveness of AI-and data-driven cybersecurity
techniques in enhancing threat identification and response. The study underscores how Al-driven systems
improve the detection of cyber threats and enable faster, more effective responses, aligning with the high
level of support for Al integration in university cybersecurity systems which supports the researchers’
findings. While most respondents understand and practice strong password use and multi-factor authenti-
cation (96.7%), only 65.8% feel the university provides regular cybersecurity training, suggesting room for
improvement in institutional efforts. Ref. [27] examined the effectiveness of cybersecurity training in higher
education institutions. The study found that while many universities offer training, it is often inconsistent or
inadequate, leading to gaps in awareness and security behavior among students. This highlights the need for
more comprehensive and regularly updated cybersecurity training programs in university settings to address
emerging threats effectively. Notably, 94.2% actively take personal measures to protect their data, reflecting
a high level of individual responsibility toward cybersecurity.

A thorough examination of improving data privacy through multi-layer encoding, robust crypto-
graphic methods, One time Password (OTP) authentication, and multi-cloud storage architectures can be
found in the reviewed article, Advancing Data Privacy in Cloud Storage: A Novel Multi-Layer Encoding
Framework [28], Although it focuses on cloud storage, the strategies covered layered encryption, key
management, threat management, auditing procedures, and compliance validation apply just as well to
protecting university networks. Universities are depending more and more on cloud-integrated systems for
administrative records, research outputs, and student data all of which are susceptible to security breaches.
University networks would be better protected against unwanted access, support regulatory compliance
(such as General Data Protection Regulation (GDPR) for international students), and guarantee trust
in digital services if the paper’s multi-layer encoding framework and privacy-preserving features were
implemented. As a result, the framework can be modified to provide comprehensive cybersecurity for
educational institutions outside of commercial cloud environments.

Important cybersecurity tactics like intrusion detection, anomaly monitoring, resilient architectures,
and cutting-edge cryptographic techniques are highlighted in the reviewed article, A Comprehensive Review
of Cybersecurity in Energy Systems: Threats, Challenges, and Emerging Solutions [29]. Despite being focused
on energy systems, many of the strategies it suggests can be applied to university networks, which are
susceptible to similar risks of illegal access, system outages, and data breaches. For example, sensitive
student data, research outputs, and administrative records can be secured by implementing layered security
architectures, machine learning-driven anomaly detection, and intrusion detection systems. Similarly, the
focus on energy systems’ resilience planning, real-time monitoring, and regulatory compliance can guide
tactics for defending university digital infrastructure against insider threats as well as external cyberattacks.
As a result, this article’s insights go beyond energy systems and provide a strong basis for enhancing
cybersecurity in educational settings.
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The findings reveal strong support for Al in enhancing cybersecurity, with 95.9% of respondents
agreeing that Al-driven systems effectively detect threats in real time and 93.3% trusting Al to reduce unau-
thorized data access. Additionally, 84.2% believe Al monitoring outperforms traditional methods, and 93.3%
recognize its efficiency in responding to incidents. Overall, 95% advocate for prioritizing Al integration
to strengthen university network security. Ref. [30] explores the role of AI-driven security mechanisms in
improving cybersecurity. Their research highlights how AI systems provide real-time detection of cyber
threats, enhance the identification of unauthorized access attempts, and optimize the response to security
incidents, mirroring the survey findings on AT’s effectiveness in securing university networks which supports
the findings.

The Model Summary shows a moderate positive correlation (R = 0.466) between cybersecurity aware-
ness and cybersecurity effectiveness. About 21.7% of the variation in effectiveness is explained by awareness
(R* = 0.217). The model has a reasonable fit, with a standard error of 0.67405. The ANOVA results show
that cybersecurity awareness significantly predicts the effectiveness of Al-driven cybersecurity solutions,
with a high F-value of 32.653 and a significance value of 0.000. This indicates that the model is statistically
significant, explaining a notable portion of the variation in the effectiveness of Al-driven solutions. The
Coeflicients table shows that cybersecurity awareness significantly influences the effectiveness of Al-driven
cybersecurity solutions, with a positive unstandardized coefficient of 0.443 and a standardized Beta of 0.466.
The relationship is statistically significant, as indicated by a t-value of 5.714 and a significance of 0.000,
suggesting a strong positive impact. The intercept value of 1.566 represents the baseline effectiveness when
awareness is zero.

On addressing the limitations of the study it’s difficult to deploy the Al-driven cyber security model
since its very expensive and there is limited infrastructure that can be used to support the model. There are
very few Al professionals. The study may be limited in terms generalizability in other universities worldwide
due to different architectures used and also the AI digital literacy levels.

The study focused more on the modern Al-based solutions as compared to the traditional Cyber
security methods. Al-based solutions in other sectors, such as, healthcare and finance have demonstrated
high detection accuracy according to a study by [31]. Rapid integration of AI technology in banking
improves trade, threat operation, and customer service, but non-supervisory fabric compliance presents
challenges. Al-driven innovations in healthcare improve patient problems and diagnostics, but ethical
dilemmas including data privacy and algorithmic impulses need to be handled.

In terms of ethical and privacy considerations, federated learning would be an excellent option to
use when trying to increase privacy in university networks because this would enable building AI models
locally on the user devices without having to send raw user data over central servers. A decentralized
solution cuts down the possibility of data breach and other malicious access significantly due to the sensitive
nature of the data involved which in this case are academic and personal data. Ethical considerations,
however, such as concerns related to informed consent, ownership of data, potential misuse or overreach,
are brought up by the integration of Al-driven surveillance and data collection systems. Whether we are in
the academic setting or an enterprise, it is essential to guarantee the transparent and responsible use of such
technologies without damaging the principles of academic freedom, privacy, and trust, which are bases of
the learning environment.

5 Conclusion

In conclusion, the survey results and supporting studies indicate a growing awareness and concern
among university students regarding cybersecurity threats, with significant support for integrating advanced
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Al-driven solutions into university systems. The findings highlight the importance of multi-factor authen-
tication and firewalls/IDS in mitigating cyber risks, while demonstrating strong support for AI's role in
real-time threat detection and improving incident response. However, despite high awareness of common
cyber threats, there is a notable gap in regular cybersecurity training within universities, emphasizing
the need for more consistent and comprehensive educational efforts. The statistical analysis confirms a
moderate positive relationship between cybersecurity awareness and the perceived effectiveness of AI-driven
cybersecurity solutions, underscoring the critical role of awareness in enhancing overall security measures.
Results suggest that there is potential for enhancement in the application of international standards, given
the ongoing prevalence of cyberattacks, which often stem from insufficient resources and inadequate
technological investment. To effectively mitigate these threats, it is essential to fully implement the policy and
enhance organizational, human, physical, and technological controls. This research offers valuable insights
for policymakers, administrators, and cybersecurity professionals aiming to improve security practices
within the academic sector. A major difficulty encountered throughout the research was guaranteeing that
respondents remained anonymous while obtaining authentic responses. To conclude, the rise in cyber threats
underscores the need for a strong, tailored cybersecurity framework designed for Kenyan universities to
effectively protect their digital assets.

According to the study’s findings, Kenyan universities should focus on fully implementing cybersecurity
policies, boosting investment in information technologies to tackle resource shortages and outdated systems,
and improving organizational controls via regular risk assessments and cybersecurity awareness initiatives. It
is also important to enhance physical security measures and implement a thorough cybersecurity framework.
While there are strong personal awareness and proactive behavior in cybersecurity among respondents,
institutional support in the form of regular training and clear reporting procedures appears to be an area
for improvement. There is overwhelming support for the use of Al in enhancing cybersecurity within the
university. Respondents recognize the effectiveness of Al in threat detection, prevention, and response, and
strongly advocate for its integration into existing security frameworks. A small percentage remain cautious,
especially when comparing Al to traditional methods.

6 Recommendations

Based on the survey findings and supporting studies, it is recommended that universities prioritize the
integration of advanced cybersecurity measures, particularly AI-driven systems, to enhance threat detection,
incident response, and overall network security. Given the high level of support for Al solutions and multi-
factor authentication, universities should implement these technologies more broadly to mitigate cyber
risks. Additionally, it is essential to provide consistent, comprehensive, and regularly updated cybersecurity
training programs to address emerging threats and bridge the gap in awareness, as a significant portion of
respondents felt that current training efforts were inadequate. Furthermore, fostering a culture of individual
responsibility toward cybersecurity should be encouraged by continuing to raise awareness and promoting
best practices such as strong passwords and multi-factor authentication. By aligning institutional efforts with
these recommendations, universities can effectively strengthen their cybersecurity posture and better protect
sensitive data from evolving cyber threats.
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