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ABSTRACT: Cloud-based intrusion detection systems increasingly face sophisticated adversarial attacks such as eva-
sion and poisoning that exploit vulnerabilities in traditional machine learning (ML) models. While deep learning (DL)
offers superior detection accuracy for high-dimensional cloud logs, it remains vulnerable to adversarial perturbations
and lacks interpretability. Conversely, Hidden Markov Models (HMMs) provide probabilistic reasoning but struggle
with raw, sequential cloud data. To bridge this gap, we propose a Deep Learning-Enhanced Ensemble Hidden Markov
Model (DL-HMM) framework that synergizes the strengths of Long Short-Term Memory (LSTM) networks and HMMs
while incorporating adversarial training and ensemble learning. Our architecture employs LSTMs for automated
feature extraction from temporal cloud logs (such as Application Programming Interface (API) traces and network
flows) and HMMs for interpretable attack state modeling, with an ensemble voting mechanism to enhance robustness.
The framework is hardened against adversarial attacks through Fast Gradient Sign Method (FGSM) and Projected
Gradient Descent (PGD)-based adversarial training, ensuring resilience against evasion attempts. Comprehensive
experiments on the Canadian Institute for Cybersecurity Intrusion Detection System 2018 (CIC-IDS2018) and NSL-
KDD datasets demonstrate that our approach achieves 92.4% accuracy (compared to 88.2% for a standalone LSTM) and
maintains an Fl-score of 0.82 under strong adversarial perturbations (e = 0.2), outperforming state-of-the-art baselines,
Convolutional Neural Network (CNN), Support Vector Machine (SVM), and HMM by 9.7%-15.8% in Fl-score. The
ensemble reduces the Adversarial Success Rate (ASR) compared to single models, while adding only 12% inference
latency overhead. Statistical significance testing (p < 0.001) confirms these improvements. Key innovations include:
a hybrid LSTM-HMM architecture for joint feature learning and state transition modeling, adversarially augmented
training data to improve robustness, and majority voting across an ensemble of DL-HMMs to mitigate bias. This
work advances cloud security by delivering a detection system that is accurate, interpretable, and adversarial-resistant
qualities critical for real-world deployment.

KEYWORDS: Adversarial machine learning; cloud intrusion detection; hidden Markov models; deep learning
ensemble; robust anomaly detection

1 Introduction

Cloud computing’s quick uptake has transformed contemporary Information Technology (IT) architec-
ture by providing unmatched flexibility, scalability, and cost effectiveness [1]. Organizations increasingly rely
on cloud platforms to deploy mission-critical applications, store sensitive data, and streamline operations.
However, this shift has also introduced sophisticated security challenges, particularly from adversarial
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actors who exploit vulnerabilities in machine learning (ML)-based detection systems [2,3]. Recent high-
profile adversarial attacks like the 2023 Microsoft Azure API poisoning incident demonstrate sophisticated
input data manipulation techniques that bypass traditional security controls, causing extended undetected
breaches with significant consequences [4].

Research shows these attacks increasingly target Al training pipelines through API vulnerabilities,
where injected malicious payloads corrupt feature extraction and reduce detection accuracy, which in
turn affects production environments [5-8]. These evolving threats expose critical limitations in con-
ventional intrusion detection systems-rule-based approaches lack generalization for novel attacks, while
standard machine learning models fail to capture complex temporal patterns in cloud logs [9]. The
growing sophistication of these attacks, particularly in cloud-native architectures, highlights an urgent
need for more robust detection frameworks capable of modeling sequential attack behaviors and resisting
adversarial manipulation.

Deep learning (DL) models, particularly Long Short-Term Memory (LSTM) networks, have shown
promise in analyzing sequential cloud logs and network traffic due to their ability to learn hierarchical
temporal features [10]. However, they suffer from two critical limitations: lack of interpretability in security
decision-making, making it difficult for analysts to trust and act upon alerts, and vulnerability to adversarial
evasion techniques such as Fast Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD),
which introduce subtle perturbations to input data to mislead the model.

On the other hand, Hidden Markov Models (HMMs) provide probabilistic reasoning and inter-
pretability by modeling attack progression as a sequence of hidden states with observable emissions [11].
However, traditional HMM s struggle with high-dimensional data, making them ineffective for modern cloud
environments where logs contain thousands of dynamic features such as Application Programming Interface
(API) call sequences, authentication attempts, and resource access patterns [12]. This limitation restricts their
applicability in large-scale, multi-tenant cloud infrastructures where attack signatures are often obscured
within vast volumes of benign activity.

To bridge this gap, we propose a novel Deep Learning-Enhanced Ensemble Hidden Markov Model
(DL-HMM) framework that synergizes the strengths of LSTMs and HMM:s while incorporating adversarial
training and ensemble learning for robustness. The key innovation lies in the hybrid architecture, where
LSTMs automatically extract discriminative temporal features from raw cloud logs, and HMMs model the
probabilistic transitions between attack states, enabling interpretable threat detection through state-sequence
analysis. Additionally, we introduce adversarial training with FGSM/PGD-generated samples to harden the
model against evasion attempts, ensuring resilience against input manipulations.

Furthermore, we employ an ensemble voting mechanism combining multiple DL-HMM experts trained
on diverse feature subsets, reducing bias and overfitting while improving detection accuracy. Our key
contributions of this work include:

« A novel DL-HMM hybrid model that combines LSTM-based feature learning with HMM-based
sequential reasoning, improving detection accuracy and interpretability in cloud security.

o Adversarial training integration, where perturbed samples generated using FGSM and PGD are used to
enhance model robustness against evasion attacks.

« An ensemble-based detection framework that aggregates predictions from multiple LSTM-HMM
models, significantly reducing false positives and adversarial susceptibility.

« Comprehensive empirical validation on benchmark datasets (CIC-IDS, NSL-KDD) showing superior
performance over single-model approaches (LSTM, CNN, HMM) under adversarial conditions.
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Unlike prior studies that apply classical machine learning techniques on static or generic datasets
(e.g., the UCI heart disease dataset), our work specifically targets cloud-native intrusion detection with an
emphasis on adversarial resistance, interpretability, and real-time performance. The proposed end-to-end
architecture provides strong detection under adversarial conditions, interpretable attack progression via
HMM transitions, and scalability with low inference latency. These innovations differentiate our model from
conventional deep learning or ensemble IDS approaches that lack robustness, interpretability, or require
extensive manual feature engineering, thereby contributing both methodological novelty and practical
applicability for real-world cloud intrusion detection.

The remainder of this paper is organized as follows: Section 2 reviews related work in cloud attack
detection, adversarial ML, and hybrid DL-HMM models, highlighting research gaps. Section 3 details the
proposed methodology, including system architecture, mathematical formulation, and adversarial defense
mechanisms. Section 4 presents experimental results, comparing detection accuracy, robustness, and com-
putational efficiency against state-of-the-art baselines. Section 5 discusses the implications, limitations, and
practical deployment considerations. Finally, Section 6 concludes the paper and outlines future research
directions, including extensions to Transformer-HMM architectures and edge-cloud deployment scenarios.

2 Related Work

The domain of cloud intrusion detection has evolved through a progression of classical machine learning
methods, deep learning architectures, hybrid probabilistic systems, and more recently, adversarial defense
techniques. In this section, we organize existing literature into four core categories to reflect this evolution.
First, we review classical and shallow machine learning approaches that laid the foundation for anomaly
detection. Next, we explore deep learning models tailored to cloud environments, highlighting their strengths
and drawbacks. We then examine hybrid and probabilistic frameworks, particularly those involving HMMs
and ensemble learning. Finally, we assess recent advancements in adversarial machine learning that aim
to harden detection systems against evasion attacks. This structured review enables us to identify critical
research gaps that our proposed DL-HMM framework is designed to address.

2.1 Classical and Shallow Machine Learning Approaches

Traditional machine learning methods like Support Vector Machines (SVMs), Decision Trees, Naive
Bayes, Random Forests, and Logistic Regression remain popular in intrusion detection due to their simplicity,
interpretability, and low computational overhead. These models perform well on structured, preprocessed
data, especially when attack patterns are linearly separable or rely on manual feature engineering. For exam-
ple, Support Vector Machines (SVMs) excel in binary classification by optimizing decision boundaries but
cannot capture temporal dependencies in cloud logs [13,14]. Logistic Regression is effective for lightweight
detection in small-scale systems but struggles with complex attack patterns due to its linear nature [15].
Random Forests enhance generalization and noise resistance through ensemble learning [16]; however, they
risk overfitting in high-dimensional data without regularization and lack the ability to model sequential
patterns in API logs or network traffic.

Moreover, these models typically rely on independent and identically distributed (i.i.d.) data, which
does not account for the dynamic, context-aware nature of modern cloud attacks. Although efficient, they
struggle with adversarial inputs, multi-stage attacks, and shifting feature distributions across cloud tenants
and services. They are often unable to process high-dimensional, sequential cloud logs effectively and tend
to underfit in complex intrusion detection cases. Furthermore, they offer weak resistance to adversarial
inputs and depend on static, manually defined features that perform poorly in evolving cloud environments.
Ghazi et al. [17] applied a Support Vector Machine (SVM) for intrusion detection, achieving an accuracy of
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82.3% with moderate scalability and low inference latency (2.8 ms). Despite its efficiency, the model’s lack of
temporal sequence modeling limits its ability to capture evolving attack patterns in cloud environments.

While these models perform reasonably well under constrained settings, they remain limited in
handling raw, high-dimensional and sequential cloud telemetry. They also lack mechanisms for adversarial
robustness and temporal reasoning. Our proposed DL-HMM framework addresses these shortcomings by
integrating LSTM-based deep feature learning with probabilistic state modeling, thereby enabling real-time,
interpretable, and resilient cloud intrusion detection.

2.2 Deep Learning Models for Cloud Attack Detection

Deep learning has emerged as a powerful tool for analyzing high-dimensional cloud logs and network
traffic due to its ability to automatically extract discriminative features without manual feature engineering.
Recurrent neural networks (RNNs), particularly LSTMs, have demonstrated success in detecting sequential
anomalies in system logs by Zhang et al. [18], achieving up to 87% Fl-score on benchmark datasets like
CIC-IDS2017. Transformers, with their self-attention mechanisms, have further improved detection accuracy
by capturing long-range dependencies in cloud audit trails Liu et al. [19], reducing false positives by 15%
compared to LSTMs.

However, these models exhibit critical weaknesses when deployed in adversarial settings. For instance,
Chen et al. [20] demonstrated that even state-of-the-art LSTM-based detectors suffer a 40% drop in recall
under carefully crafted evasion attacks, such as adversarial API call injections. This vulnerability stems from
their reliance on gradient-based optimization, which attackers exploit via perturbation techniques like FGSM
and Carlini-Wagner (CW) attacks [21]. Advanced attempts to mitigate these issues include attention-based
anomaly scoring by Zhong et al. [22] and contrastive learning by Hu et al. [23].

Uzoma et al. [24] recently introduced a federated learning approach for cross-cloud threat detection,
attaining an 89% Fl-score on multi-platform logs while maintaining data privacy. However, Vasa et al’s
federated aggregation method [25] remains vulnerable to model poisoning attacks and struggles with
computational inefficiency or cross-platform generalization (e.g., AWS vs. Azure log structures). These short-
comings highlight the necessity for solutions that harmonize detection accuracy with built-in robustness.
Although deep learning models lead in performance benchmarks, Ahmad et al. [26] note their real-world
deployment challenges in multi-tenant clouds due to latency. Our DL-HMM framework addresses this,
delivering robust detection with only a 12% latency overhead.

Krishnan et al. [27] proposed a lightweight intrusion detection method by combining a Convolu-
tional Neural Network (CNN) with an Autoencoder to identify anomalies in the BoT-IoT dataset. The
CNN extracted spatial features, while the Autoencoder reduced dimensionality to enhance computational
efficiency. Although this model showed strong performance for lightweight detection in IoT/cloud-like
environments, it was highly vulnerable to strong adversarial perturbations, especially FGSM and PGD
attacks. This weakness highlights the necessity for architectures that achieve both high detection accuracy
and inherent adversarial robustness, as introduced in our DL-HMM framework. Poddar et al. [28] proposed
a CNN-LSTM hybrid model that combines convolutional layers for local feature extraction with LSTM units
for temporal sequence learning. The approach achieved an accuracy of 87.2% and an Fl-score of 0.85, but
suffered from weak interpretability, limiting its suitability for security-critical environments that require
explainable decision-making.

While deep learning models such as CNNs and LSTMs have shown promising results in handling

high-dimensional inputs, they often suffer from poor interpretability and are vulnerable to adversarial
perturbations. CNNG, in particular, fail to capture long-range temporal dependencies, while standalone
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LSTMs, despite modeling sequences well, can overfit to benign patterns and struggle under adversarial
attacks without additional defenses. These approaches show improved detection performance but suffer
from poor interpretability and high vulnerability to adversarial attacks. Our approach builds on LSTM
architectures but introduces ensemble learning and HMM-based reasoning for robustness and explainability.

2.3 Hybrid and Probabilistic Models

Due to their probabilistic interpretability and capacity to simulate state transitions, HMMs have long
been employed in anomaly detection. This makes them an ideal match for attack progression analysis. Early
work by Vinayakumar et al. [29] demonstrated HMMs’ effectiveness for low-dimensional tasks (e.g., system
call sequences), achieving 76.5% accuracy and a 0.73 Fl-score, though they struggle with raw, high-dim
data. More recently, Wang et al. [30] adapted HMMs for cloud workload anomaly detection, achieving 85%
accuracy on preprocessed feature sets.

However, their evaluation clearly points out that these methods have trouble with raw, high-dimensional
cloud logs. The fundamental mismatch between HMMSs’ Gaussian emission assumptions and the complex,
non-linear distributions of modern cloud data (e.g., Kubernetes pod logs or serverless function traces)
remains an open challenge. Hybrid attempts, such as HMMs with autoencoder-based feature reduction by
Faber et al. [31], partially address dimensionality but sacrifice real-time performance.

Contemporary research by Ganesan et al. [32] introduces neural emission HMMs for cloud logs, replac-
ing Gaussian assumptions with normalizing flows. Their method enhances accuracy (83.1%) and Fl-score
(0.81) over conventional HMMs, but this comes at the expense of interpretability. Notably, their approach also
requires three times more training data to achieve stable convergence compared to conventional HMMs. Our
work overcomes this by integrating HMMs with LSTM-derived features, preserving interpretability while
scaling to cloud-native data. Soni et al. [33] developed a Graph Neural HMM (GHMM) that incorporates
cloud service dependency graphs as constraints on state transitions. While achieving 31% ASR and high
interpretability, their method requires preconstructed service meshes, limiting adaptability to dynamic cloud
environments, a gap our LSTM-enhanced approach address.

Hybrid models that combine statistical or symbolic reasoning (like HMM:s or rule-based systems) offer
better interpretability but are generally constrained by assumptions of linearity or Gaussian distributions.
Their inability to learn hierarchical feature representations limits their effectiveness on raw, unstructured
cloud telemetry, especially without deep feature preprocessing. Although hybrid HMM versions make things
easier to understand, they frequently don't scale or can’'t handle raw cloud logs. Our DL-HMM model
leverages deep LSTM features while retaining the interpretability of HMM state transitions, delivering a
scalable and practical hybrid solution.

2.4 Adversarial Defense Techniques in Machine Learning

The arms race between attackers and defenders has spurred innovations in adversarial training and
robust feature learning. Madry et al. [34] demonstrated that PGD-based adversarial training (applied to
CNNs) achieves 86.5% accuracy on MNIST with a 22% attack success rate, though the resulting models are
not interpretable. However, subsequent studies revealed its computational overhead for cloud-scale systems
by Pan et al. [35], where training times increase three times compared to standard models. Gadicha et al. [8]
explored adversarial Al trends in cloud security, underscoring the growing sophistication of evasion tactics
targeting deep learning models, particularly in multi-tenant cloud services.
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Alternative approaches have emerged to address these challenges: Pang et al’s [36] diverse ensemble
method achieves 89.7% accuracy with efficient 8.2 ms inference latency, though at the cost of higher predic-
tion variance. Meanwhile, certified defenses like those developed by Cohen et al. [37] demonstrate theoretical
robustness but suffer from practical limitations, notably slower 500 ms inference speeds and dependence
on constrained threat models requiring bounded L,-norm perturbations. Our work directly fills this gap by
merging adversarially trained LSTMs with HMM-based explainability, which is a systematic integration of
adversarial resilience with interpretable sequential models notably lacking from prior literature.

Very recent work by Kea et al. [38] demonstrates that quantum noise injection enhances LSTM
robustness (ASR =19%), but relies on specialized hardware and incurs a 15% latency penalty on quantum
simulators. Concurrently Holla et al. [39] analyzed adversarial evasion in cloud intrusion detection systems
(IDS), proposing a hybrid defense combining adversarial training with feature selection. While their method
reduces attack success rates by 35% (achieving ASR =22% in AWS), its reliance on manual feature engineering
limits adaptability to new threats, a gap our LSTM-HMM framework addresses through end-to-end learned
feature representations.

Although adversarial training and ensemble learning have emerged as effective defenses, many existing
methods either incur high computational cost, reduce accuracy on clean data, or lack generalizability
across attack types. Moreover, few existing defenses offer interpretability or resilience in real-time cloud
environments. Even though adversarial and ensemble training methods have been studied separately,
interpretable sequential models hardly ever incorporate them. Our work is the first to unify adversarial
training, HMM-based reasoning, and ensemble stability into one intrusion detection framework.

Recent studies have introduced optimized techniques for cloud intrusion detection, including
transformer-based architectures, federated learning, and hybrid deep models. While these methods advance
performance on certain metrics, they often suffer from critical limitations such as high inference latency, lack
of interpretability, or reduced robustness against adversarial threats. Table I summarizes these recent efforts
and contrasts them with our proposed DL-HMM approach, which uniquely balances detection accuracy,
adversarial resilience, temporal modeling, and real-time feasibility.

Table 1: Comparative summary of recent optimized cloud intrusion detection approaches

Study Technique Dataset Strength Key limitation
Holla et al. [39] DL + CIC-IDS2017 Adversarial Requires manual
Adversarial defense, high feature selection and
Training precision offers no
interpretability.
Vasaetal. [25] Federated CNN NSL-KDD, Privacy-aware, Performs poorly
IoTID20 scalable under adversarial
attack and converges
slowly.
Gadicha Transformer-  Custom dataset Strong feature Exhibits high latency
etal. [8] based extraction and lacks state
IDS interpretability.
Krishnan CNN + BoT-IoT Lightweight Fails under strong
etal. [27] Autoencoder detection FGSM- or PGD-based
attacks.

(Continued)
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Table 1 (continued)

Study Technique Dataset Strength Key limitation
Our DL-HMM  LSTM + HMM  CIC-IDS2018, Robust under Higher complexity
+ Ensemble + NSL-KDD adversarial attack, compared to single
Adversarial interpretable, and models.
Training low latency

2.5 Comparative Analysis of Existing Approaches

To critically assess the landscape of cloud intrusion detection methods, we present a structured
comparison of twelve representative studies in Table 2, focusing on key dimensions essential for real-world
deployment: detection accuracy, adversarial robustness (measured via Adversarial Success Rate, ASR), F1-
score, interpretability, scalability, and inference latency. The selected works span classical, deep learning,
and hybrid methodologies and were chosen based on their publication in peer-reviewed venues, empirical
validation on standard security datasets (e.g., NSL-KDD, CIC-IDS2018, or equivalents), and relevance to
cloud-based intrusion detection. This comparative lens allows us to identify persisting limitations in prior
work, including vulnerability to adversarial inputs, lack of interpretability, or poor latency performance.
Our proposed DL-HMM Ensemble seeks to address through a balanced trade-off between robustness,
transparency, and real-time efficiency.

Table 2: Comparative analysis of cloud intrusion detection methods

Study Methodology  Accuracy ASR | F1- Interpret  Scalability Inference Key limitation
(%) score ability latency
Ghazi SVM 823 32% 0.80 Low Moderate 2.8 ms Poor temporal
etal. [17] modeling
Zhang LSTM 88.2 32% 0.87 Low High 3.2ms Vulnerable to
etal. [18] adversarial input
Liu et al. [19] Transformer 90.4 28% 0.89 Low Moderate 5.7 ms Long training time
Uzoma Federated 89.0 35% 0.88 Low High ~6.2 ms Model poisoning
et al. [24] LSTM risk
Poddar CNN-LSTM 872 30% 0.85 Low Moderate 4.4 ms Weak
etal. [28] Hybrid interpretability
Vinayakumar HMM 76.5 38% 0.73 High Low 1.5 ms Performs poorly
etal. [29] with raw,
high-dimensional
data
Ganesan Neural HMM 83.1 41% 0.81 Moderate Moderate 7.0 ms Requires larger
etal. [32] datasets and
provides limited
interpretability
Sonietal. [33] Graph HMM 854 31% 0.83 High Moderate 6.9 ms Requires service
mesh
Madry PGD-trained 86.5 22% 0.81 Low Low 9.1ms Not interpretable
etal. [34] CNN
Pang Diverse 89.7 27% 0.86 Moderate High 8.2 ms High variance
etal. [36] Ensemble

(Continued)
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Table 2 (continued)

Study Methodology  Accuracy ASR | F1- Interpret  Scalability Inference Key limitation
(%) score ability latency
Kea et al. [38] Quantum- 88.9 19% 0.84 Low Low 10.1 ms Hardware
LSTM dependency
Proposed DL-HMM 92.4 18% 0.91 High High 8.7 ms -
(This work) Ensemble

The comparative analysis clearly reveals a critical gap in existing cloud intrusion detection frame-
works. Notwithstanding the great accuracy of some models (such as CNN, Transformer, and LSTM), their
interpretability is weak and they are susceptible to adversarial attacks, which makes them dangerous for
real-world deployment. Others, such as standard HMMs or hybrid variants like Graph-HMMs, offer better
explainability but cannot effectively process raw, high-dimensional cloud logs without extensive prepro-
cessing. Moreover, very few works simultaneously address real-time operational efficiency and adversarial
robustness. None of the reviewed approaches integrate adversarial training, probabilistic modeling, and
ensemble learning in a unified framework.

Our proposed Deep Learning-Enhanced Ensemble Hidden Markov Model (DL-HMM) bridges these
gaps by combining LSTM-based feature extraction with HMM-based state modeling, hardened through
adversarial training and stabilized via ensemble voting. This design yields a rare combination of high
accuracy (92.4%), low adversarial success rate (18%), and interpretability, while keeping inference latency
within real-time operational thresholds (8.7 ms). Therefore, the DL-HMM framework contributes a novel,
scalable, and practical solution to cloud security that current literature lacks. These shortcomings in deep,
hybrid, and classical models highlight the necessity for an intrusion detection system that integrates
probabilistic reasoning, adversarial resistance, robust feature learning, and real-time application. This is what
inspired the development of our DL-HMM framework.

3 Proposed Method

The increasing sophistication of adversarial attacks on cloud systems demands security solutions
that combine the pattern recognition capabilities of deep learning with the probabilistic rigor of classical
sequential models. This section presents our proposed Deep Learning-Enhanced Ensemble Hidden Markov
Model (DL-HMM) framework, which addresses the limitations of existing approaches through three key
innovations: a hybrid LSTM-HMM architecture for joint feature learning and state transition modeling,
adversarial training with gradient-based perturbation samples, and an ensemble voting mechanism for
robust prediction aggregation. The methodology is designed to maintain detection accuracy on clean data
while significantly improving resistance to evasion attempts, all within computationally feasible bounds for
cloud deployment.

At the core of our approach lies a carefully constructed synergy between neural networks and proba-
bilistic graphical models. LSTMs process high-dimensional cloud logs (for instance, AWS CloudTrail entries
or network flow records) to extract temporal features, which are then fed into HMMs to model the latent
attack states. This division of labor allows each component to focus on its strengths: the LSTM handles
noisy, variable-length input sequences through its gating mechanisms, while the HMM enforces temporal
consistency in the detection outcomes through its transition matrix. The ensemble aspect further enhances
robustness by training multiple such hybrids on bootstrapped data subsets and aggregating their predictions
through majority voting as visualized in Fig. 1.
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3.1 Mathematical Formulation and System Architecture

The proposed DL-HMM framework’s analytical foundation combines temporal pattern recognition
with probabilistic reasoning to address the unique challenges of cloud intrusion detection. This section
formally presents the key mathematical components and their integration into a cohesive detection system.
At its core, the architecture implements a sophisticated information processing pipeline: raw cloud logs
undergo temporal feature extraction through deep learning, followed by probabilistic state estimation that
provides both detection capability and operational interpretability.

The mathematical models are carefully designed to maintain computational efficiency [40] while
addressing three critical requirements: handling high-dimensional, noisy cloud telemetry data, modeling
complex multi-stage attack sequences, and maintaining robustness against adversarial manipulation. We
begin by detailing the LSTM-HMM hybrid architecture, then proceed to explain its adversarial training
regimen and ensemble optimization strategy, concluding with an analysis of computational complexity that
demonstrates practical deployability in real-world cloud environments.

3.1.1 LSTM Feature Extraction Pipeline

The framework’s frontend consists of a bidirectional LSTM network that processes sequential cloud log
entries [41]. Each log entry contains multiple features including API call types, authentication attempts, and
resource access patterns. The input sequence:
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X = (Xq,..05 %) (1)

Eq. (1) represents T consecutive observations from cloud monitoring systems, where each x; is a d-
dimensional feature vector capturing the system state at time t. The LSTM’s recurrent processing:

ht = LSTM (Xt, h{t—l}) (2)

Eq. (2) generates increasingly sophisticated representations of system behavior by maintaining and
updating hidden states across timesteps [42,43]. This architecture is particularly effective for cloud security
as it can identify multi-stage attacks that unfold over time, such as credential stuffing followed by lateral
movement. The hidden dimension (m = 128) was chosen through empirical testing on validation sets,
providing sufficient capacity without overfitting.

3.1.2 Probabilistic State Modeling with HMM

The system translates LSTM outputs into probabilistic security assessments through a hybrid HMM
structure [44]. The observation model:

P(x{st=1) = N (pi(he), Zi(he)) (3)

Eq. (3) represents a significant innovation over traditional HMMs by making both the mean and
covariance functions of the Gaussian distribution learnable through neural networks. This allows the
model to adapt its uncertainty estimates based on the LSTM’s feature representations. The hidden states
s; correspond to distinct security scenarios including: normal operation, reconnaissance activity, initial
compromise, lateral movement and data exfiltration [45].

3.1.3 Attack Progression Dynamics

The transition matrix shown in Eq. (4) encodes the temporal evolution of attack patterns learned from
historical breach data. For instance, the probability A,3, (reconnaissance to initial compromise) captures
how often scanning behavior precedes actual breaches in the training corpus. This matrix is initialized using
domain knowledge from MITRE ATT&CK framework and refined during training [46].

Agyy =P (se=jlsen =1) (4)

3.1.4 Robustness through Adversarial Training

The framework incorporates a defense-in-depth approach against evasion attacks via:
x' =x+¢-sign (V4 (xy)) (5)

where € = 0.1 was determined through grid search to provide optimal robustness without degrading clean
data performance. The adversarial examples are generated in real-time during training, forcing the model to
maintain stable predictions in neighborhood regions of the input space [47]. This is particularly crucial for
cloud environments where attackers frequently manipulate log entries to avoid detection.

3.1.5 Ensemble Decision Mechanism

The final security alerting leverages model diversity through majority voting [48]:

y_final = mode (y(l), . .y(n)) (6)
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Each ensemble member is trained on different data subsets and initialization seeds, creating comple-
mentary strengths in detecting various attack patterns. The Viterbi-decoded paths y(!) provide interpretable
attack narratives that security analysts can trace through the state sequence in Eq. (6).

3.1.6 Computational Optimization Strategy

Computational complexity is kept manageable through two design choices: Principal Component
Analysis (PCA) dimensionality reduction (to d = 64 features) before LSTM processing, and parallel training
of ensemble members. The LSTM’s O (sz) per-sample cost dominates the HMM’s O (NZT) complexity
(where N = 5 states in our implementation), making the overall framework feasible for real-time cloud
monitoring when deployed with batch processing.

4 Experiments & Results

The efficacy of the proposed DL-HMM ensemble framework was rigorously evaluated through com-
prehensive experiments designed to answer three critical questions:

o How does the model perform compared to state-of-the-art baselines under normal operating
conditions?

o What level of robustness does it demonstrate against sophisticated adversarial attacks?

o What computational overhead does the ensemble architecture introduce?

In order to answer these problems, we used a 70/15/15 train/validation/test split to perform experiments
on two benchmark datasets: CIC-IDS2018 for cloud-native attacks [49] and NSL-KDD for generic network
intrusions [50]. All experiments were conducted on Azure NDv4 instances, each equipped with four
NVIDIA A100 GPUs.

4.1 Experimental Setup and Implementation

The proposed framework was implemented in Python 3.9 using PyTorch for the LSTM components
and hmmlearn for the HMM implementations following the flow in Algorithm 1. Adversarial samples were
generated using the CleverHans library with € = 0.1 for FGSM and 10 iterations for PGD attacks. The ensemble
consisted of 5 LSTM-HMM models, each with the following architecture:

o LSTM: 2 layers, 128 hidden units, dropout = 0.3
o HMM: 5 states (3 attack types + normal + unknown)
o Training: Adam optimizer (l, = 0.001), early stopping with 10-epoch patience

The complete training algorithm is presented below:

Algorithm 1: DL-HMM ensemble training with adversarial augmentation

Input: Training data (X_train, y_train), number of models n_models
Output: Ensemble of (LSTM, HMM) pairs

1: Initialize empty ensemble list

2: for i=1to n_models do

3:// Stage 1: Adversarially augmented bootstrap sampling

4: (X_boot, y_boot) < bootstrap_sample (X_train, y_train)

5: X_adv < FGSM_attack (X_boot, y_boot, € = 0.1)

6: X_final < concatenate (X_boot, X_adv)

(Continued)
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Algorithm 1 (continued)

7:// Stage 2: LSTM feature extraction

8: Initialize LSTM with input_dim = 64, hidden_dim = 128
9:h « LSTM.fit (X_final, epochs =100)

10: // Stage 3: HMM training on latent features

11: Initialize GaussianHMM with n_states = 5

12: HMM. fit (h.predict(X_final))

13: ensemble.append ((LSTM, HMM))

14: end for

15: return ensemble

4.2 Detection Performance Comparison

To evaluate the effectiveness of our proposed DL-HMM ensemble, we compared it against four widely
used baseline models: SVM, CNN, traditional HMM, and LSTM. As shown in Table 3, the comparison
is based on standard metrics including accuracy (mean + standard deviation), precision, recall, Fl-score,
Receiver Operating Characteristic-Area Under the Curve (ROC-AUC), and adversarial robustness (ASR).
All results represent the mean of 10 independent runs, with accuracy values additionally reporting standard
deviation to reflect result stability.

Table 3: Performance comparison of detection models (CIC-IDS2018 Dataset)

Model Accuracy (%) Precision Recall Fl-score ROC-AUC ASR|
SVM 823+ 0.7 0.81 0.79 0.80 0.83 32%
CNN 86.7 £ 0.6 0.85 0.84 0.85 0.88 30%
HMM 76.5 + 0.9 0.75 0.72 0.73 0.78 38%
LSTM 88.2+0.4 0.87 0.86 0.87 0.91 32%
DL-HMM (Proposed) 924+ 0.5 0.91 0.90 0.91 0.94 18%

To ensure the generalizability and robustness of our proposed DL-HMM framework, we evaluated it
on two widely adopted intrusion detection datasets: CIC-IDS2018 and NSL-KDD. CIC-IDS2018 provides
realistic, modern-day network traffic with up-to-date attack vectors (e.g., DoS, Botnet, Brute Force), making
it ideal for evaluating real-world adversarial resilience. In contrast, NSL-KDD, while older, remains a
standardized benchmark for comparative studies due to its class balance and annotation quality. Testing
across these two datasets allows us to validate the adaptability of DL-HMM to both structured (NSL-KDD)
and raw sequential logs (CIC-IDS2018), covering a broad spectrum of cloud threat scenarios.

Beyond its superior accuracy, the DL-HMM ensemble exceeds baseline models across all performance
metrics. It achieves the highest Fl-score (0.91), demonstrating optimal precision-recall balance-crucial for
intrusion detection where both false positives and negatives must be minimized. The model shows excep-
tional precision (0.91) in identifying true attacks and strong recall (0.90) in detecting actual threats, while
its ROC-AUC (0.94) confirms excellent benign/malicious classification across thresholds. This consistent
multi-metric performance proves the model’s robustness isn't accuracy-dependent. As shown in Table 3, it
maintains a remarkably low 18% Adversarial Success Rate, a 40%-50% reduction vs. baselines (SVM/LSTM:
32%, HMM: 38%; Fig. 2), demonstrating unique resilience against evasion attacks. These results statistically
validate (p < 0.001) the synergistic benefits of combining LSTM feature extraction with HMM state modeling
and ensemble voting.
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Figure 2: Detection performance on CIC-IDS2018 test set: (a) model accuracy with standard deviation; (b) precision,
recall, and Fl-score distributions; (c) ROC-AUC values across classification thresholds; (d) adversarial success rate
(ASR) reduction, with proposed DL-HMM achieving lowest ASR (18%). All panels demonstrate DL-HMM’s superiority
across multiple evaluation dimensions

ROC curves for SVM, CNN, HMM, LSTM, and the suggested DL-HMM ensemble are shown in Fig. 3
after being assessed using the CIC-IDS2018 dataset. The DL-HMM achieves the highest AUC (0.94),
reflecting superior ability to distinguish between benign and malicious activity across thresholds. The DL-
HMM model’s confusion matrix, shown in Fig. 4, exhibits good predictive performance with low false
positive (FP: 70) and false negative (FN: 80) rates and high true positive (TP: 920) and true negative (TN:
930) rates, indicating a balanced trade-off between recall and precision in adversarial cloud environments.
The balanced distribution across all quadrants highlights the model’s stability under adversarial conditions,
maintaining reliable detection across diverse attack types while minimizing misclassifications.

The observed differences in model performance can be attributed to both architectural strengths and
their alignment with the data characteristics. The superior results of the DL-HMM ensemble stem from its
ability to capture temporal dependencies through LSTM layers while leveraging HMM:s for probabilistic state
modeling, which enhances interpretability and guards against overfitting. Traditional HMMs underperform
due to their assumption of Gaussian emissions and limited capacity to handle high-dimensional input
features present in raw cloud logs.



452 J Cyber Secur. 2025;7

1 T T T T T T T T (—
z
Z
09 Z = |
o
-~
7
08 lPa |
b
P
Fd
0.7 - — - |
e
> Fa
Q
T 06 < B
o P ~
o s
2 e
Z05F )
@ -
& o
o > -
204 —
[ e
<
”~
03 e 4
e
-
-
0.2 ate 4
P —— DL-HMM (AUC = 0.94)
~ ——LSTM (AUC = 0.91)
0.1 — T~ ———CNN (AUC=0.88) |1
~ ———SVM (AUC = 0.83)
A ——HMM (AUC = 0.78)
0 | 1 L 1 1 1 1 1 |
0 0.1 0.2 0.3 0.4 0.5 0.6 07 0.8 0.9 1

False Positive Rate

Figure 3: ROC curve comparison of all baseline and proposed models
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Figure 4: Confusion matrix of the proposed DL-HMM model

Models like SVM and Logistic Regression struggle because they lack sequential awareness and are
prone to underfitting complex patterns. The CNN performs better due to local feature learning but lacks the
temporal context necessary for modeling attack progression. The LSTM-only model performs competitively
but lacks the ensemble diversity and transition-based reasoning offered by the DL-HMM architecture,
making it more sensitive to adversarial perturbations. Overall, the DL-HMM ensemble’s integration of deep
feature extraction, structured transition modeling, and adversarial training results in a balanced model that
generalizes well without overfitting.
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Each model’s performance can be interpreted in light of its architectural suitability for handling sequen-
tial, high-dimensional cloud telemetry. Support Vector Machines (SVMs), while effective in separating linear
and non-linear classes, lack temporal modeling and struggle with dynamic, evolving input like API call
sequences, leading to lower recall and sensitivity to attack phases. Hidden Markov Models (HMMs) offer
interpretability through state transitions but are limited by their Gaussian emission assumptions, making
them poorly suited for raw log data without prior feature engineering. Convolutional Neural Networks
(CNNs) can learn local patterns but fail to capture longer temporal dependencies present in multistep
intrusions, leading to moderate Fl-scores.

LSTM networks are well-suited to sequential data and outperform simpler models due to their memory
gates, but without ensemble diversity or probabilistic reasoning, they are more susceptible to adversarial
attacks. Models like Random Forests and Logistic Regression, although not included in our final benchmark,
typically perform poorly on high-dimensional temporal data without handcrafted features. Random Forests
may suffer from overfitting to noise, while Logistic Regression lacks capacity for modeling complex or
nonlinear feature interactions. This further justifies our decision to focus on deep and hybrid models tailored
for temporal anomaly detection in cloud environments.

4.3 Adversarial Robustness Analysis

To evaluate resistance against evasion attacks, we subjected all models to FGSM and PGD attacks
with varying perturbation magnitudes (e € [0.05, 0.2]). Fig. 5 shows the degradation in Fl-score as attack
strength increases.
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Figure 5: Comparative robustness analysis under gradient-based attacks (FGSM/PGD)

The DL-HMM ensemble maintains an Fl-score of 0.82 at € = 0.2, compared to 0.62 for LSTM and 0.60
for HMM, a 32.3% relative improvement at the highest attack strength. This resilience stems from two factors:
the ensemble’s inherent diversity makes it harder to craft universally effective adversarial examples, and the
HMM’s transition constraints prevent unrealistic state jumps that often accompany perturbed inputs.
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4.4 Computational Efficiency

While the ensemble approach introduces additional computation compared to standalone models, our
optimization strategies ensure the overhead remains practical for real-world cloud deployments. The DL-
HMM framework achieves this balance through three key design choices: parallelized training of ensemble
members, dimensionality reduction via PCA to streamline LSTM processing, and efficient batch processing
of log sequences. As demonstrated in Table 4, these optimizations yield latency figures compatible with
production cloud environments, where monitoring systems typically operate at 100 ms™" s intervals.

Table 4: Computational costs (mean per-sample latency)

Model Training time (h) Inference latency (ms) GPU memory (GB)
LSTM [28] 21 32 5.4
HMM [51] 0.3 1.5 1.2
Proposed DL-HMM ensemble 4.8 8.7 6.2

Fig. 6 illustrates the computational efficiency of the proposed DL-HMM ensemble. Subplot (a) com-
pares the training time, showing that although the DL-HMM takes longer (4.8 h) due to ensemble and
adversarial training, it remains within practical limits. Subplot (b) presents the inference latency, highlighting
that the DL-HMM maintains a low per-sample delay of 8.7 ms, only slightly higher than LSTM (3.2 ms),
and well below the 100 ms threshold for real-time cloud monitoring. Subplot (c) shows GPU memory usage,
where the DL-HMM uses 6.2 GB, a modest increase that remains acceptable for deployment on standard
cloud infrastructure. Together, these results confirm that the added robustness and accuracy of the ensemble
come with minimal performance trade-offs.
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Figure 6: Computational costs (Mean per-sample latency): (a) training time comparison showing DL-HMM ensemble
requires 4.8 h; (b) inference latency demonstrating DL-HMM’s operational efficiency (8.7 ms) vs. baseline models;
(c) GPU memory utilization with DL-HMM using 6.2 GB. All values represent practical deployment thresholds for
real-time cloud security applications
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To further contextualize the performance of our DL-HMM framework, we reviewed recent deep learn-
ing models such as Gated Recurrent Units (GRUs), Transformer-based IDS, and Autoencoder-CNN hybrids.
Transformer-based models have shown strong results on structured data but often require substantial
computational resources and exhibit higher inference latency, making them less suitable for real-time cloud
intrusion detection. GRUs offer comparable sequence modeling capabilities to LSTMs with fewer parameters,
but they generally perform marginally lower on long sequences. Additionally, deep autoencoders are effective
at anomaly detection but lack interpretability and robustness under adversarial conditions. In contrast, our
DL-HMM model not only achieves higher adversarial resilience (F1 = 0.85 at & = 0.2) and interpretability but
also maintains a low inference latency (8.7 ms), making it more suitable for real-time deployment.

The radar plot shown in Fig.7 compares our DL-HMM against Transformer-IDS, GRU, and
Autoencoder-CNN across four key metrics: F1-Score, adversarial robustness, latency, and interpretability.
The visualization demonstrates DL-HMM'’s superior balance, particularly in robustness (0.85 vs. 0.55-0.65)
and interpretability (0.9), while maintaining efficient 8.7 ms inference. These results validate our hybrid
approach’s advantages for real-time cloud security.
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Figure 7: Multidimensional model comparison

4.5 Statistical Significance Testing

To rigorously demonstrate that our performance improvements are not due to random chance, we
conducted a comprehensive series of ANOVA (Analysis of Variance) tests across all key evaluation metrics.
The tests were designed with a = 0.01 significance level and included Bonferroni correction for multiple
comparisons, ensuring conservative statistical validation. Our analysis yielded the following results.

Fig. 8 presents a comparative analysis of the DL-HMM ensemble’s statistical performance across
key dimensions. Subplot (a) shows detection accuracy, where the ensemble achieves an Fl-score of 0.92,
significantly higher than the baseline LSTM (0.84), with p < 0.001 indicating strong statistical significance.
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Subplot (b) demonstrates adversarial robustness, with the ensemble maintaining an Fl-score of 0.85ate = 0.2,
outperforming defenses like PGD-trained CNNs (0.81). Subplot (c) displays inference latency, confirming
the ensemble’s 8.7 ms delay remains well under the 10 ms operational threshold (marked by a dashed line),
representing an acceptable tradeoft for substantial robustness and interpretability gains.
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Figure 8: Analysis of detection performance using ANOVA: (a) detection accuracy comparison showing DL-HMM
Fl-score (0.92) vs. baselines with p < 0.001 significance; (b) adversarial robustness at € = 0.2 demonstrating DL-HMM’s
superior maintained performance (F1 = 0.85); (c) inference latency confirming operational feasibility with 8.7 ms delay
below 10 ms threshold (dashed line). All error bars represent standard deviation across 10 independent runs

The accompanying ANOVA table (Table 5) mathematically validates these visual improvements are not
random variations but statistically robust enhancements. The complete results, including post-hoc pairwise
comparisons, consistently show that the DL-HMM ensemble’s advantages are both practically meaningtul
(effect size > > 0.6 for all critical metrics) and statistically robust across all evaluation dimensions. This
rigorous validation ensures our conclusions hold across different cloud environments and attack scenarios.

Table 5: ANOVA analysis of detection performance

Metric F-value (Degrees of p-value Pairwise comparison
freedom = 4.45) (DL-HMM vs. LSTM)
Fl-score 86.2 3.2 x 10'6 p =0.00012
Adversarial F1 (e = 0.2) 94.1 1.8 x 107 -
Inference latency 12.3 4.5 x 107 -

5 Discussion

The experimental results demonstrate that the proposed DL-HMM ensemble framework represents
a significant advancement in adversarial-resistant cloud security, but it is important to examine both its
strengths and limitations within the broader context of real-world deployment scenarios. The discussion that
follows interprets the key findings, explores the practical implications of the methodology, and addresses
potential challenges that may arise during implementation.



J Cyber Secur. 2025;7 457

5.1 Interpretation of Key Results

The superior performance of the DL-HMM ensemble, particularly under adversarial conditions, can
be attributed to three fundamental design choices. First, the LSTM-HMM hybrid architecture successfully
bridges the gap between high-dimensional feature extraction and interpretable state-based reasoning. While
pure deep learning models like CNNs and LSTMs excel at processing raw cloud logs, they lack the structured
probabilistic framework that HMMs provide. Our results show that this combination leads to a 9.7%
improvement in Fl-score over standalone LSTMs on the CIC-IDS dataset, confirming that temporal state
modeling enhances detection accuracy.

Second, the adversarial training regimen plays a critical role in hardening the model against evasion
attacks. Unlike traditional defenses that rely solely on input sanitization or outlier detection, our approach
explicitly incorporates adversarial samples (generated via FGSM and PGD) into the training process. While
traditional detectors deteriorate quickly under attack, this model retains an Fl-score of 0.82 even at high
perturbation magnitudes (¢ = 0.2). This strategy’s effectiveness indicates that adversarial robustness in
cloud security must be ingrained in the learning process itself and cannot be attained solely through
detection techniques.

Third, the ensemble voting mechanism mitigates the inherent instability of individual models when
faced with adversarial inputs. In particular, the 40% reduction in adversarial success rate (ASR) compared to
single-model baselines shows that the framework reduces variance and prevents overconfidence in incorrect
classifications by aggregating predictions from multiple LSTM-HMDM:s trained on bootstrapped data subsets.
The diversity of the ensemble makes it impossible for an attacker to consistently fool all constituent models
with a single perturbation strategy, which makes evasion much more difficult.

5.2 Practical Deployment Considerations

While the results are promising, several practical factors must be addressed before widespread adoption
in production cloud environments.

5.2.1 Computational Overhead vs. Security Tradeoff

The ensemble architecture introduces additional training and inference costs compared to single
models, as shown in Table 4. However, this overhead is justifiable given the security benefits: an 8.7 ms
inference latency remains well within acceptable limits for most cloud monitoring systems, where batch
processing and asynchronous logging are common. For latency-sensitive applications, the ensemble size
can be reduced without significant performance degradation. Our ablation studies indicate that even three
models retain 90% of the robustness gains observed with five.

5.2.2 Dependence on Labeled Adversarial Data

The current framework assumes access to labeled adversarial samples for training, which may not
always be available in real-world settings. Future work should explore self-supervised adversarial training
techniques that generate perturbations without requiring pre-labeled attack data. Preliminary experiments
with contrastive learning show promise in this direction, though further validation is needed.

5.2.3 Interpretability vs. Performance Balance

To enhance model interpretability, which is a crucial prerequisite for security analysts looking into
occurrences, HMMs were included. Traditional rule-based detectors are simpler than the end-to-end system,
even if the HMM components offer probabilistic attack state sequences. Visualization tools, such as t-SNE
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plots of LSTM embeddings and HMM state transition graphs, can help bridge this gap by making the model’s
decisions more transparent.

5.3 Comparison with Prior Work

Our findings challenge two prevailing assumptions in the literature:

5.3.1 Deep Learning Alone Suffices for Cloud Intrusion Detection

While recent works [19] have demonstrated the effectiveness of Transformers and LSTMs in log analysis,
our results show that pure DL models are fundamentally vulnerable to adversarial manipulation. The DL-
HMM hybrid’s superior robustness (32.3% higher Fl-score under strong attacks) underscores the need for
architectures that combine data-driven learning with structured reasoning.

5.3.2 HMMs Are Obsolete for Modern Cloud Security

Contrary to claims that HMMs cannot scale to high-dimensional data [30], our framework demon-
strates that when paired with an LSTM feature extractor, HMMs remain highly effective. Their ability
to enforce temporal consistency in predictions proves invaluable in distinguishing between legitimate
fluctuations and multi-stage attacks.

5.4 Limitations and Future Directions

The current framework has two primary limitations that warrant discussion and suggest future direc-
tions. First, the joint training of LSTM and HMM components require careful hyperparameter tuning,
particularly in balancing the learning rates between the neural network and probabilistic model, which could
be alleviated in future iterations through automated techniques like Bayesian optimization. Second, while
the model performs well on known attack patterns (for instance, DDoS, credential stuffing), its performance
on zero-day exploits remains untested, suggesting potential enhancements through incorporating anomaly
detection modules such as Gaussian Mixture Models (GMMs) for outlier scoring to improve adaptability to
unseen threats.

5.5 Broader Implications for Cloud Security

Beyond technical contributions, this work has important implications for cloud security practices by
shifting the paradigm from reactive signature matching to proactive adversarial-resistant detection, aligning
with the “assume breach” mindset of modern cybersecurity. The frameworK’s interpretable state sequences,
provided through the DL-HMM hybrid, facilitate root cause analysis during incident response, a critical
feature often lacking in black-box deep learning systems, thereby bridging the gap between detection
performance and operational usability in security operations centers.

6 Conclusion & Future Work

The rise of adversarial attacks in cloud environments has highlighted limitations in traditional machine
learning-based intrusion detection systems. This paper introduces a Deep Learning-Enhanced Ensemble
Hidden Markov Model (DL-HMM) framework that combines LSTMs and HMMs with adversarial training
and ensemble learning. Experimental results show the approach achieves 92.4% accuracy on the CIC-IDS
dataset and maintains an Fl-score of 0.82 under strong adversarial perturbations (¢ = 0.2), representing a
32.3% improvement over conventional models. The framework’s success stems from three innovations: an
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LSTM-HMM hybrid architecture for interpretable detection, adversarial training that reduces success rates
by 40%, and an ensemble mechanism that enhances stability.

While establishing a foundation for adversarial-resistant cloud security, several promising research
directions emerge. Future work could integrate transformer-based models to better capture long-range
attack patterns or develop lightweight versions for edge computing through quantization and ARM opti-
mization. Additionally, exploring contrastive learning techniques could reduce dependency on labeled
adversarial examples, while improved visualization tools could better translate HMM outputs into actionable
security insights.

The evolving nature of cloud threats necessitates adaptive detection systems. Future iterations should
investigate online learning variants that incrementally update the model with new attack patterns, main-
taining long-term effectiveness without full retraining. These advancements would further bridge the
gap between machine learning predictions and practical security operations while addressing emerging
challenges in cloud and edge environments.

The increasing sophistication of cloud threats demands equally sophisticated defenses. This work
has demonstrated that hybrid models, combining the complementary strengths of deep learning and
probabilistic reasoning, offer a viable path toward achieving both high accuracy and adversarial robustness.
We intend to encourage further innovation in this crucial domain by candidly acknowledging existing
constraints, especially in computing overhead and generalization to novel assaults. Cloud security’s future is
not about picking between rule-based and data-driven methods, but rather about carefully integrating them
to build intelligent and robust systems.
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