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ABSTRACT: The proposed study introduces a blockchain-based framework for an adaptive security solution with real-
time incident response and usability feedback for non-expert users. Traditional security solutions are often designed
with static, opaque policies, which makes them complex. These issues make them less effective in dealing with complex
environments. Thus, to make them more effective, the proposed framework introduces supervised machine learning
for attack classification, unsupervised machine learning for anomaly detection, a risk-aware, adaptive policy engine,
and a lightweight, tamper-evident, hash-linked ledger for auditable decision-making. The proposed framework uses a
Random Forest classifier for BENIGN/ATTACK classification, and an Isolation Forest module for anomaly detection.
The proposed framework also uses an adaptive policy engine to decide whether to use HIGH or LOW security mode
based on a combined risk score calculated from the probability of an attack and the rate of anomalies. Moreover, the
proposed framework incorporates usability feedback through interaction steps, user errors, and setup time, making it
suitable for non-expert users. The proposed framework was implemented using the CICIDS2017 benchmark dataset
for intrusion detection, which contains 2,830,743 flows with 70 numerical features from 8 CSV files. The proposed
framework achieved an accuracy of 0.9789, precision of 0.9753, recall of 0.9793, F1-score of 0.9773, and ROC-AUC
of 0.9799 using the Random Forest classifier. The proposed framework achieved an anomaly rate of 0.1456 using the
Isolation Forest module and a risk score of 0.1824 using the adaptive policy engine, which decides whether to use LOW
or HIGH security mode. Moreover, the proposed framework enabled a simple interaction process, making it suitable
for non-expert users.

KEYWORDS: Blockchain-based security; adaptive security framework; real-time anomaly detection; usability-aware
security; machine learning-driven policy adjustment

1 Introduction
The increasing use of data-intensive and intelligent systems has substantially increased the complexity of

security management. Machine learning-based and autonomous decision-making systems are increasingly
being used in various fields such as healthcare, finance, smart infrastructure, and cyber-physical systems.
Although these systems have enhanced efficiency and prediction accuracy, they have also introduced new
security risks, such as data manipulation, model attacks, and delayed responses to security incidents [1,2].
Traditional security systems typically rely on static security policies, predefined thresholds, and manual
security auditing. However, these systems are not effective in dynamic environments where the system’s
behavior, data patterns, and attack dynamics are constantly changing [3,4]. In addition, static security
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systems may not provide the level of decentralization and peer-to-peer verification found in blockchain-
based systems, making it difficult to conduct forensic analysis in the event of a security attack. Therefore,
there is a need to develop adaptive security systems [5].

Machine learning-based security systems have been proposed to enhance blockchain platforms by
providing real-time automated threat detection and predictive risk analysis [6]. For example, anomaly
detection techniques such as Isolation Forest and one-class classification have shown promising results in
detecting unusual system behavior without requiring attack data [7]. However, the majority of existing ML-
based security systems have focused primarily on accuracy, neglecting two important factors: auditability and
usability. The absence of a proper audit trail makes it impossible to verify security decisions independently.
On the other hand, a lack of usability awareness may make it difficult for non-expert users to interact with the
security system, leading them to distrust it altogether [8]. Recently, blockchain technology has been proposed
as a solution for addressing auditability and integrity concerns in distributed systems. Due to its inherent
characteristics of immutability and tamper-resistance, blockchain technology has been increasingly used for
security logging, access control, and decision traceability. In this regard, security-related events and decisions
can be recorded on a blockchain ledger. However, existing blockchain-based security solutions have been
isolated from ML models and have not been integrated with adaptive security policies [9]. Another important
yet relatively unexplored issue in security system design is usability for non-expert users. The majority of
security frameworks have been designed for technically skilled users [10]. Previous research has observed that
overly stringent security constraints may reduce user efficiency and increase operational errors, especially
in scenarios that involve frequent human intervention [11]. Therefore, there is an emerging need for security
solutions that can effectively strike a balance between protection efficacy and usability.

To address these problems, the research proposes a novel Blockchain-Based Adaptive Security Frame-
work with Real-Time Incident Response and User Feedback. The proposed approach is inspired by
optimization algorithms used to address the complexities of solving major scientific problems and comprises
a supervised learning algorithm for attack classification, unsupervised learning for flow-based anomaly
detection, and a policy-driven framework for real-time incident response that adapts to dynamic changes in
security strength [12]. In this proposed solution, a Random Forest classifier is used to differentiate benign
and malicious traffic patterns. An Isolation Forest module is used to detect anomalous traffic patterns. Every
security-related action, including model performance metrics, identified anomalies, policy decisions, and
response actions, is recorded in a lightweight, tamper-evident, hash-linked ledger that follows blockchain-
oriented design principles [13]. Unlike existing approaches, the suggested framework takes into consideration
the evaluation criteria related to the usability of the system, like the steps users take to interact with the
system, errors, and setup time, in the decision-making process related to security. Feedback on these criteria
is used to relax security policies, if needed, to avoid oversecurity and to maintain continuous monitoring. The
experimental evaluation has been conducted by utilizing the CICIDS2017 benchmark intrusion detection
dataset [14]. The findings related to the suggested framework indicate that it is useful for attack classification,
anomaly awareness, decision logging, and usability awareness in cybersecurity.

The contributions of this paper can be summarized in three ways:

• A cybersecurity-focused adaptive security framework that supports supervised attack classification,
anomaly detection, incident response policy selection, and usability-informed feedback.

• A risk-based policy engine that utilizes predicted probabilities of attacks and anomaly rates to trigger
HIGH or LOW security modes rather than relying on regression accuracy.

• A tamper-evident audit logging system to capture security decisions, anomaly detection results, and
policy actions.
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2 Literature Review
Significant improvements in the development of smart security systems have led to a substantial increase

in the application of machine learning and blockchain-oriented technology in cybersecurity. Specifically,
blockchain technology has been recognized as a promising technology in enhancing trust in distributed
environments. The potential of blockchain technology to enhance trust in IoT systems, especially in environ-
ments where secure logging is a critical requirement, has been identified [15]. Subsequent research has further
explored the security, privacy, and architecture of blockchain technology, which has been recognized as a
promising technology for providing secure logging services across a range of application environments [16].
Further research-oriented studies on the implementation side have also demonstrated that permissioned
blockchain platforms such as Hyperledger Fabric can facilitate structured, auditable transaction support in
enterprise and security-critical environments [17]. However, recent studies on scalable blockchain consensus
have also underscored the importance of accounting for performance and scalability challenges when
implementing blockchain in real-world environments [18]. Collectively, these studies imply that blockchain-
based designs have significant potential to facilitate security auditing, though their integration with adaptive
machine-learning-based policy control remains limited.

Parallel to this, anomaly detection has emerged as a key research area in cybersecurity, especially in
settings where attack patterns are dynamic and labeled malicious data may not always be available. In fact,
some surveys on the broader field of anomaly detection have highlighted the effectiveness of detecting
anomalies in complex settings by identifying deviations from normal behavior [19]. More recent research has
highlighted the importance of explainability in anomaly detection, enabling outputs to be effectively utilized
in decision-making scenarios [20]. The emergence of deep anomaly detection techniques, like Deep Isolation
Forest, has enhanced the effectiveness of unsupervised anomaly detection in complex settings [21]. In the field
of network intrusion detection, existing benchmarking studies using the CICIDS2017 dataset have demon-
strated the potential of machine learning techniques for classification and anomaly detection [22]. This is
particularly significant because it provides a more scientifically sound basis for evaluating intrusion detection
systems than using non-security data. However, the majority of existing anomaly detection studies have
focused on accuracy without sufficiently investigating How anomaly-related information should be mapped
to adaptive policy enforcement, auditable security actions, and human-centric security management.

Usability has also been recognized as an essential factor of practical security system design. Research
studies that have emphasized non-expert users have clearly demonstrated that awareness, perception, and
participation in cybersecurity are significantly influenced by the usability of security mechanisms within
real-world contexts. Systematic review studies that have emphasized the importance of usability have clearly
demonstrated that it remains an essential issue that warrants greater attention in security design, especially
when technology is used to support non-expert users. Research studies that have emphasized human-centric
cybersecurity have clearly demonstrated that users are often treated as the weakest link when security
mechanisms are designed without considering realistic behavior patterns, trust, and interaction constraints.
Studies of compliance behavior at the organizational level have also shown that security effectiveness depends
not only on the strength of security but also on users’ ability to comply with security requirements [23].
In software design, lightweight, usable security has therefore been advocated as a principle for designing
software systems that maintain security without imposing complexity on end users. Other studies on the
design of secure systems have shown that communication between system designers and users is important
for the adoption of security [24]. Other studies of security workers in AI and machine learning systems have
emphasized the importance of designing security systems that support threat understanding, interpretation,
and decision-making. In addition, the study on privacy and security by design supports the importance of
integrating human and organizational aspects into the design process itself, rather than treating them as
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secondary [25]. The primary usability tools, such as SUS and NASA-TLX, also appear more relevant in the
current context, as they help evaluate usability, workload, and human effort in a system.

Research in machine learning-based cybersecurity has also continued to demonstrate the effectiveness
of intelligent detection techniques in enhancing security in networked environments. Surveys on machine
learning and deep learning in cybersecurity have shown the effectiveness of learning-based techniques for
robust attack detection, traffic classification, and even automated threat analysis across a wide range of appli-
cations [26]. More recent research on network anomaly intrusion detection using deep learning has shown
the effectiveness of learning-based techniques for strong discrimination between benign and attack traffic in
real-world networks [27]. Similar trends have also been observed in other domain-specific scenarios, such
as the Internet of Medical Things, where machine learning-based intrusion detection has been identified
as a key security enabler [28]. Although these studies have shown promising detection accuracy, they have
primarily focused on the predictive aspects of intrusion detection, without offering an integrated framework
that includes attack classification, anomaly-based policy adaptation, tamper-evidence-based audit logging,
and usability-based security controls.

Although considerable progress has been achieved in existing research on trust mechanisms, anomaly
detection, intrusion detection, and security using blockchain technology [29], these components are still
largely studied independently. Research on blockchain technology has focused on issues such as integrity,
traceability, and decentralization, but has not been extensively explored for incorporating adaptive security
policies that leverage real-time evidence of attacks [30]. Research on anomaly detection and intrusion
detection systems has shown promising results in their technical capabilities [31], but they are largely
evaluated based on their detection capabilities [32] rather than their contributions to auditable incident
handling [33]. Meanwhile, existing usable security studies have demonstrated that overly complex or rigid
security systems may lead to decreased user trust [34,35], increased error rates, and decreased compliance,
especially among non-expert users [36]. However, these usability issues are rarely taken into account in
closed-loop adaptive cybersecurity systems [37].

Thus, a research gap exists for developing security systems that integrate machine learning-based
attack classification, anomaly-based risk estimation, adaptive control, decision-logging mechanisms, and
usability. To address this research gap, this study proposes an adaptive security system that supports
trustworthy, transparent, and user-friendly security decision-making for non-expert users in cybersecurity-
relevant settings.

Research Gap
Even though various studies have proven the effectiveness of machine learning-based intrusion

detection, anomaly detection, blockchain-based auditability, and usable security, these features are mostly
examined individually. Existing solutions are mostly either strong in one area or weak in another. Machine
learning-based solutions are strong in adaptability but weak in auditability; blockchain-based solutions
are strong in auditability but weak in adaptability; and solutions related to usable security are mostly
not integrated with automated threat response and detection [15,19,22]. In fact, recent anomaly-detection
extension techniques, such as Deep Isolation Forest, demonstrate that ongoing developments in detection
techniques are evident, yet their integration with audit-aware adaptive security policies remains limited [37].
This again shows the strong need for an integrated solution that incorporates all of these techniques into
a single solution. This study is motivated by the need to propose a more integrated and realistic adaptive
security solution for non-expert users.
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Novelty of This Work
This study aims to bridge the identified research gap by proposing a unified, closed-loop concept

of adaptive security that simultaneously incorporates decision evaluation via machine learning, real-time
anomaly detection, blockchain-based immutable logging, and usability-informed security policy adaptation.
Unlike other studies in this area, this proposed framework does not separate security, auditability, and
usability into distinct, independent considerations; instead, all three are tightly integrated into a single
framework. This is because the proposed framework can adapt security policies based on system behavior
and user interaction metrics while maintaining a tamper-proof audit trail, thus pushing the boundaries of
the existing art in this area.

3 Methodology
In our study, we propose a Blockchain-Based Adaptive Security Framework that incorporates real-time

machine learning, adaptive security policy, and usability feedback for non-expert users. This framework will
automatically detect security threats in real time.

Fig. 1 illustrates the overall workflow of the proposed blockchain-based adaptive security framework,
from data acquisition to final security enforcement and persistence. The overall workflow begins with data
source acquisition, where the CICIDS2017 benchmark intrusion detection dataset is acquired. The acquired
data is then subjected to data preprocessing, including handling missing values and categorical encoding,
followed by feature construction to generate the final input feature set. The data is then split into training and
testing data to train the classification model. The classification model is then evaluated using classification
performance metrics. The combined risk score is calculated based on the predicted attack probabilities and
the anomaly rate. The decision to switch the security policy to HIGH or remain at LOW is made. Regardless
of the policy level, the framework initiates a policy-aware automatic incident response module. If the security
level is set to HIGH, proactive containment actions are initiated; when set to LOW, passive monitoring
and logging are performed. Concurrently with the above, real-time anomaly detection is carried out, in
which the received data is analyzed to identify anomalous behavior. The results of anomaly detection, model
performance metrics, the applied security policy, and incident response actions are recorded in a lightweight,
tamper-evident, hash-linked ledger. A new record is then added to the ledger to ensure the immutability
and auditability of security-related decisions. Once tamper-evident hash-linked ledger logging is complete,
a usability evaluation is conducted, during which metrics such as user steps, errors, and setup time are
collected. A feedback check is conducted to determine whether user satisfaction falls below a specified
threshold. If usability is not satisfactory, the security policy is adjusted to improve it; otherwise, the existing
policy is retained. This completes the final security policy, which will control subsequent system behavior.
Finally, the trained model and the tamper-evident hash-linked ledger are saved, and the process halts.
This flowchart shows the integration of machine learning, anomaly detection, adaptive security policies,
blockchain-based logging, and usability feedback in a closed-loop, user-centric security system.

3.1 Data Collection and Preprocessing
The experimental validation was performed using the CICIDS2017 intrusion detection benchmark

dataset, which comprises 8 CSV files of network flows. During the preprocessing step, column names were
standardized, numerical columns were converted as needed, incorrect values, such as positive and negative
infinity, were replaced with missing data, empty columns were removed, constant columns were removed,
and missing numerical values were replaced with the median. The target column was converted to binary
format, with BENIGN mapped to 0 and ATTACK mapped to 1.
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Figure 1: Flowchart of the proposed blockchain-based adaptive security framework with real-time incident response
and usability feedback.

Fig. 2 shows a high-level diagram of the proposed blockchain-based adaptive security framework,
which depicts the closed-loop process of model training, anomaly detection, security policy updates,
tamper-evident hash-linked ledger logging, and usability feedback.

Figure 2: High-level overview of the proposed blockchain-based adaptive security framework with real-time anomaly
detection and usability-driven policy adjustment.

Missing Value Handling
Missing numerical values are filled using the mean value:

x f i l l ed
i = {

xi , if xi ≠ ∅
1
N ∑

N
j=1 x j , otherwise (1)
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This ensures no loss of training data due to missing entries.
Encoding Categorical Variables
Unlike the previously used data set, the CICIDS2017 data set contains mostly network flow attributes.

Therefore, in this data set, attributes such as sex, smoker status, and region are not applicable. In the modified
data preprocessing pipeline, first, all the feature names are normalized by removing extra spaces. Then, all
flow attributes are converted to numeric values if possible. Next, invalid values, such as positive and negative
infinity, are replaced with missing values. Then, empty and constant value rows are removed. Finally, missing
values in numeric attributes are replaced with the attribute’s median. In this data set, the target attribute is
Label. It is converted into binary form with BENIGN = 0 and ATTACK = 1.

Table 1 presents the primary feature categories used in this research and their preprocessing techniques.
The transformed data set contains network flow features derived from the CIC IDS 2017 benchmark data set
for intrusion detection, rather than demographic and medical features.

Table 1: Feature descriptions and encoding methods.

Feature/Category Type Processing/Encoding
Network-flow attributes Numerical Converted to numeric format
Invalid values (Inf, −Inf) Numerical anomalies Replaced with missing values (NaN)

Missing values Numerical Median imputation
Empty columns Non-informative Removed

Constant columns Non-informative Removed
Label Categorical target Binary encoding (BENIGN = 0, ATTACK = 1)

3.2 Machine Learning Model for Binary Classification
The supervised learning part of the proposed framework is implemented using the Random Forest

classifier for binary classification between BENIGN and ATTACK traffic. This is done using the preprocessed
CICIDS2017 dataset, and the evaluation metrics are accuracy, precision, recall, F1-score, and ROC AUC. This
classifier is the decision-making part of the proposed adaptive security framework.

The supervised learning part of the suggested framework utilizes a Random Forest classifier for binary
classification of BENIGN and ATTACK traffic. The model is trained on the preprocessed CICIDS2017
dataset. Metrics used for model evaluation include accuracy, precision, recall, F1 Score, and ROC AUC. The
trained model is used for decision-making in the suggested adaptive security model:

ŷ = 1
T

T
∑
t=1

ft(x) (2)

where T represents the number of trees and ft is the prediction of the t- the tree.
Performance is evaluated using:

MAE = 1
n

n
∑
i=1
∣ yi − ŷi ∣ (3)

R2 = 1 − ∑
n
i=1(yi − ŷi)2

∑n
i=1(yi − ȳ)2 (4)

The trained model is then evaluated, and its performance metrics are recorded.
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3.3 Real-Time Anomaly Detection
Anomaly detection is crucial for identifying unusual patterns in incoming data that could reveal security

violations. We apply Isolation Forest, an unsupervised learning algorithm that isolates anomalies via random
tree splits.

The anomaly scoring formula is:

s(x) = 2
−

E(h(x))
c(n) (5)

This formula is derived from the conventional Isolation Forest theory [35]. Data points with scores
below a given threshold are labeled as anomalies. This module continuously observes input features in real
time and produces a binary output indicating whether the activity is normal or anomalous.

3.4 Adaptive Security Policy Engine
The adaptive security policy engine uses a combined risk score derived from the predicted attack

probability and the anomaly rate to determine the mode of operation. The combined risk score is a weighted
combination of the predicted attack probability and the anomaly rate. If the combined risk score exceeds a
threshold, the HIGH security mode is activated; otherwise, the LOW security mode is activated. This way,
the decision is not based on any regression performance that may not be relevant to cybersecurity.

Pol ic y =
⎧⎪⎪⎨⎪⎪⎩

HIGH, R2 < τ
LOW , R2 ≥ τ

(6)

where τ is a predefined threshold for the combined risk score.
The policy is determined by a combined risk score, which is a function of the predicted attack probability

and the anomaly rate, rather than the regression’s performance. The HIGH security mode is activated by a
higher risk score, while a lower risk score activates the LOW security mode.

Fig. 3 depicts the workflow of the proposed framework’s risk-driven adaptive security. The framework
first classifies and analyzes anomalies, providing the system with the predicted probability of an attack and
the anomaly rate from the monitored network flow. The framework then uses the predicted attack probability
and the anomaly rate to compute a risk score. The computed risk score is then compared with a predefined
threshold. If the computed risk score exceeds the threshold, the framework activates the HIGH security
policy, which in turn initiates active incident response. If the computed risk score is lower than the threshold,
the framework activates the LOW security policy. The framework also logs security decisions, incident
responses, and monitoring results in a lightweight, tamper-evident, hash-linked ledger.

3.5 Blockchain-Based Immutable Ledger
To ensure auditability and non-repudiation of security-related activities, all model evaluations,

security decisions, and anomaly-detection outcomes are recorded in a lightweight, tamper-evident, hash-
linked ledger.

Each new block contains:

• Dataset hash
• Model parameter hash
• Classification performance metrics
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• Security policy
• Incident response actions
• Anomaly results

Block hashing is computed using:

Hashi = SHA256(Block_datai) (7)

The hash-linked structure ensures tamper evidence, accountability, and traceability of logged security
events [37].

Figure 3: Policy-aware incident response sequence under HIGH and LOW security modes.

Fig. 4 shows the structure of the lightweight tamper-evident hash-linked ledger employed within the
proposed framework. As shown, the proposed ledger will start with a Genesis Block that initializes the chain
with a null value for the preceding hash. Each block will include the dataset hash value, the model hash value,
performance metrics, risk score, anomaly rates, security policy, and incident response actions generated
during the evaluation process. Moreover, each block will contain the hash of the preceding block, forming a
hash-linked chain. This ensures the integrity, traceability, and immutability of security-related decisions and
model outcomes over consecutive evaluation cycles.
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Figure 4: Policy-aware incident response sequence under HIGH and LOW security modes.

3.6 Preliminary Simulated Usability Assessment
Given that the target users of the proposed framework are non-experts, a preliminary simulated usability

assessment has been included to determine the impact of interaction burdens on security policy decisions.
Three operational measures were considered during the interaction workflow: the total number of user
interaction steps, the number of user errors, and the setup time required to complete the process.

The reduced number of steps, user errors, and setup times were considered usability indicators. They
were not considered validation measures; rather, they were considered supportive measures to determine
whether the security policy to be applied should be strengthened or relaxed for non-expert usability.

The usability component of this framework, being a simulation-based component, produces outputs
that are considered preliminary indicators only and not alternatives to standardized human-centered
evaluation instruments. A more complete user study using standardized frameworks such as SUS and
NASA-TLX is considered for future work.

User satisfaction score is defined as:

S =max (1, min (5, 5 − (E + 0.5 ⋅ Steps))) (8)

Usability Indicators Used in the Preliminary Simulated Assessment.
The usability indicators used for the preliminary simulated evaluation are summarized as shown

in Table 2. These usability indicators are intended to represent the simplicity of interaction and the opera-
tional burden for non-expert users, and are used only as supporting inputs for adaptive policy adjustment.

As shown in Table 3, each problem and solution will be represented within the framework’s design,
implementation, and evaluation. All these components will be part of adaptive security control, decision
logging, and accessibility.

4 Results and Discussion
This section presents the experimental results obtained using the proposed blockchain-based adaptive

security framework and analyzes them in terms of prediction accuracy, security dynamics, blockchain
traceability, and usability for non-technical users.
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Table 2: Usability metrics summary.

Indicator Description Interpretation

Steps Number of interaction actions required to
complete the workflow

Lower values indicate simpler
interaction

Errors Number of user mistakes during the
interaction process

Lower values indicate better
usability

Setup Time Time required to complete the initial
interaction and configuration process

Lower values indicate faster and
easier use

Usability Signal Internal control signal derived from the
above indicators

Used only for preliminary policy
adjustment

Table 3: Problems addressed and solutions.

Problem Solution
Static security policies Adaptive policy engine via ML & anomaly scores

Lack of real-time incident
response Automatic response (node isolation, privilege reduction)

Non-expert usability gap Usability feedback loop supports simplified interactions

Security auditability Lightweight tamper-evident hash-linked ledger records
security events and decisions

Risk-aware security
monitoring

Classification outputs and anomaly analysis support
continuous risk estimation and policy selection

4.1 Model Performance Evaluation
The proposed framework is evaluated using the benchmark intrusion detection dataset from

CICIDS2017. The dataset is first preprocessed and converted to a binary label. In the revised experiment
design, the supervised learning component of the framework is realized using the Random Forest classifier
to differentiate between BENIGN and ATTACK traffic classes. The problem formulation is changed from
regression to classification; hence, the framework is evaluated using classification performance metrics,
including accuracy, precision, recall, F1 score, and ROC AUC.

The experiment results show that the classifier achieves high predictive performance. The classifier
achieves 0.9789 accuracy, 0.9753 precision, 0.9793 recall, 0.9773 F1 score, and 0.9799 ROC AUC values. These
values show that the classifier can reliably differentiate between benign and malicious traffic patterns. The
confusion matrix also demonstrates the classifier’s robustness. Out of the test set, the classifier correctly
classified 567,612 benign instances and 139,312 attack instances, producing only 662 false positives and 100
false negatives. This shows that the classifier maintains a low error rate while maintaining high sensitivity to
malicious traffic.

The above results confirm the suitability of the proposed classifier as a reliable decision-making
component of the suggested framework for adaptive security solutions.
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The combined dataset contained 2,830,743 flow records with 70 numerical features after preprocessing.
In Table 4, as shown in Fig. 5 above, the classification model was able to perform with a high level of

accuracy in classification based on its ability to perform with an accuracy rate of 0.9789, a precision rate of
0.9753, a recall rate of 0.9793, an F1 score of 0.9773, and an ROC-AUC score of 0.9799 using five different
metrics to measure its classification accuracy. Therefore, given the model’s high classification accuracy, it
can be used as a reliable component in the proposed adaptive security system. In addition, based on the
precision and recall rates, it is possible to confirm that the model performs with a low false-positive rate
while identifying most attacks as threats.

Table 4: Classification performance metrics of the proposed model.

Metric Value
Accuracy 0.9789
Precision 0.9753

Recall 0.9793
F1-score 0.9773
ROC-
AUC 0.9799

Figure 5: Model performance evaluation (classification metrics visualization).

4.2 Adaptive Security Policy Decision
Based on the computed risk score and the specified decision threshold, the adaptive security policy

engine determined that the operational mode should be set to LOW security. This decision suggests that the
classification output and the analysis of anomaly points point to a relatively low-risk system. Therefore, it does
not require stringent control to be contained. Nevertheless, it should be noted that the LOW security policy
does not imply that the system is insecure. Rather, it permits the framework to run in a usability-preserving
mode while continuing to run the monitoring and logging processes. This helps to support the objective
of preventing over-securitization while maintaining security awareness. The decision-making process of the
adaptive security policy is depicted by Algorithm 1. The policy-aware incident response behavior in the HIGH
and LOW security modes is visually represented in Fig. 6.
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Algorithm 1: Adaptive security policy selection
Input: MeanAttackProbability p, AnomalyRate a, RiskThreshold τ
Output: SecurityPolicy
1: Compute RiskScore = 0.7 × p + 0.3 × a
2: if RiskScore ≥ τ then
3: SecurityPolicy←“HIGH.”
4: else
5: SecurityPolicy←“LOW.”
6: end if
7: return SecurityPolicy

Figure 6: Policy-aware incident response under HIGH and LOW security modes.

Fig. 6 presents the risk-driven process of the adaptive security framework’s incident response in HIGH
and LOW security modes. The adaptive security framework’s risk-driven process begins with classification
and anomaly analysis. Here, the adaptive policy engine calculates a risk score based on the predicted
probability of an attack and anomaly rate. This risk score is then compared with a threshold. If the threshold
conditions are true, the system moves to HIGH security mode; otherwise, it stays in LOW security mode.
Once in HIGH security mode, the incident response module initiates proactive response actions, such as
node isolation, privilege reduction, and rate limiting, to address potential attacks. On the other hand, when
in LOW security mode, the system allows passive response actions such as monitoring, logging, and alert
generation. This ensures the system’s usability. Both modes also ensure that the selected security policy and
the corresponding response actions are recorded in a lightweight, tamper-evident, hash-linked ledger. This
ensures traceability and accountability in recording security-related events and decisions.
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4.3 Real-Time Anomaly Detection Results
The Isolation Forest-based anomaly detection module was used to detect anomalies in the test data.

The results are binary: 1 indicates normal activity, and −1 indicates anomalous activity. The presence of both
normal and anomalous data points in the detection results indicates that the anomaly detection system is
actively monitoring system activities and is not in a dormant state even when LOW security conditions exist.

Fig. 7 shows the distributions of normal and anomalous events, derived from the anomaly detection
results. From Fig. 7, it is evident that the proposed Isolation Forest-based module can identify both normal
and anomalous traffic patterns during evaluation. This further demonstrates that the system’s anomaly
detection component has provided additional security monitoring functionality that was not present
during the classification process. The anomaly detection results were also used in the proposed risk-aware
policy mechanism.

Figure 7: Distribution of detected normal and anomalous events.

4.4 Blockchain Ledger and Auditability Analysis
All critical system outputs, such as the dataset hash, model hash, classification performance metrics,

risk scores, anomaly rate, chosen security policy, and response actions, are stored in a lightweight, tamper-
evident, hash-linked ledger. The created ledger has a valid chain structure that starts with a genesis block and
continues with subsequent blocks linked by cryptographic hash pointers. Any alteration in a pre-existing
block would break the associated hash link, ensuring the integrity, traceability, and accountability of security-
related decisions. This way, the proposed framework extends traditional security monitoring to an auditable
and transparent security architecture.

Fig. 8 shows the design of the lightweight tamper-evident hash-linked ledger used in the proposed
framework. The design starts with a Genesis Block, followed by subsequent blocks linked together by
a cryptographic hash pointer. Each block contains the dataset hash, the model hash, the classification
metrics, the risk score, the anomaly rate, the designated security policy, and the incident response. Chaining
enables integrity, traceability, and tamper evidence, preserving security-related information throughout
evaluation cycles.
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Figure 8: Lightweight tamper-evident hash-linked ledger structure for security decision records.

4.5 Usability Evaluation and Feedback Impact
Usability testing was conducted to assess system accessibility for non-expert users. The observed

usability metrics are summarized as follows:

• Total steps: 4
• Total errors: 0
• Setup time: 4.63 s

The absence of user errors and the small setup time indicate that the system interface and interaction
process are user-friendly. Based on the above parameters, the user satisfaction score falls in the average range.
Therefore, the usability feedback module concluded that there was no need to relax or tighten the security
policy, and the current LOW security policy was retained. This shows that the proposed framework achieves
a balance between security and usability without undermining either.

The results obtained from the preliminary simulated usability evaluation are shown in Table 5. From the
results, the usability indicators show that the framework needed only a few interaction steps, did not produce
any user errors, and had a short setup time. These are desirable properties for a system that needs to be
accessible to non-expert users. Based on usability feedback, the existing security policy remains unchanged
at LOW.

Table 5: Usability metrics summary.

Metric Value
Total Steps 4

Total Errors 0
Setup Time 4.63 s

Usability Feedback Level Average
Final Security Policy LOW

4.6 Integrated System Behavior Discussion
Experimental results demonstrate that the proposed framework can function as a closed-loop adaptive

security system. This is because the classification component provides reliable discrimination between
benign and malicious traffic, the anomaly detection component enables continuous monitoring of suspicious
activity, and the adaptive policy component enables security responses to be generated based on risk-aware
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evidence. At the same time, the lightweight tamper-evident hash-linked ledger ensures that security decisions
and response actions are traceable. In this regard, unlike traditional static security systems that cannot adapt
to threat conditions or usability-related interaction patterns, this proposed approach can adapt to both. This
is particularly important in environments with non-expert users, as security restrictions may negatively
impact usability and acceptance. Therefore, as demonstrated by the results obtained with this proposed
approach, it is practical because it enables the integration of attack classification, anomaly-aware monitoring,
auditable logging, and usability-aware adaptation within a unified adaptive security framework.

5 Conclusion
In this paper, an adaptive security framework based on blockchain technology was proposed, com-

prising machine-learning-based attack classification, anomaly detection, policy-based incident response
systems, tamper-evident hash-linked logging systems, and usability feedback in a closed loop. In contrast
to traditional security frameworks that rely on static security policies and auditing systems, the proposed
security framework dynamically enforces security policies based on risk evidence and user interactions. An
experimental evaluation using the CICIDS2017 benchmark intrusion detection system dataset was presented
to demonstrate the reliability of the supervised learning model for binary classification of benign and
malicious traffic flows. Furthermore, the anomaly detection module monitored flow-level behavior and
detected suspicious patterns during evaluation. All critical decisions made during the experiment, including
model performance, anomaly detection results, security policy, and incident response, were recorded using a
lightweight, tamper-evident hash-linked ledger. In addition to the technical evaluation, the framework also
considered its usability for non-experts, which is sometimes overlooked in security systems. The framework’s
usability was also considered, which is sometimes overlooked in security systems. The usability assessment of
the framework revealed low interaction complexity, no user error, and a short setup time during evaluation.
The framework thus illustrates its potential to strike a balance between security strength and user accessibility
through security decision-making informed by usability. Overall, the proposed framework demonstrates its
potential to combine adaptive intelligence, flow-level anomaly monitoring, tamper-evident audit logging,
and usability-awareness into a unified, trustworthy security solution. Moreover, the results demonstrate the
potential of the proposed framework in cybersecurity-related settings where security strength, reliability,
traceability, and user accessibility are important factors.

6 Future Work
Although this proposed framework has demonstrated promising results, several avenues remain for

further enhancing this work. First, future work could incorporate additional supervised learning models
to further enhance the classification’s robustness. Second, although this study has demonstrated effective
anomaly detection using a single Isolation Forest algorithm, future work could incorporate hybrid models to
better discriminate anomalies and reduce false alarms. Third, while this study relies on a lightweight tamper-
evident hash-linked ledger, future studies may extend this framework to permissioned blockchain platforms
to facilitate multi-node validation, trust management, and security coordination. Fourth, while this study
relies on preliminary interaction-based indicators to assess usability, future studies may use formal human-
subjects studies to assess the usability of such systems, employing frameworks such as SUS and NASA-TLX,
as well as long-term studies and behavioral modeling to understand how non-expert users interact with
adaptive security systems. Lastly, the proposed framework may be extended to various domains to assess
its validity.
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