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ABSTRACT: The 6G network architecture introduces the paradigm of Trust + Security, representing a shift in network
protection strategies from external defense mechanisms to endogenous security enforcement. While ZTNs (zero-
trust networks) have demonstrated significant advancements in constructing trust-centric frameworks, most existing
ZTN implementations lack comprehensive integration of security deployment and traffic monitoring capabilities.
Furthermore, current ZTN designs generally do not facilitate dynamic assessment of user reputation. To address
these limitations, this study proposes a DPZTN (Data-plane-based Zero Trust Network). DPZTN framework extends
traditional ZTN models by incorporating security mechanisms directly into the data plane. Additionally, blockchain
infrastructure is used to enable decentralized identity authentication and distributed access control. A pivotal element
within the proposed framework is ZTNE (Zero-Trust Network Element), which executes access control policies and
performs real-time user traffic inspection. To enable dynamic and fine-grained evaluation of user trustworthiness, this
study introduces BBEA (Bayesian-based Behavior Evaluation Algorithm). BBEA provides a framework for continuous
user behavior analysis, supporting adaptive privilege management and behavior-informed access control. Experimental
results demonstrate that ZTNE combined with BBEA, can effectively respond to both individual and mixed attack types
by promptly adjusting user behavior scores and dynamically modifying access privileges based on initial privilege levels.
Under conditions supporting up to 10,000 concurrent users, the control system maintains approximately 65% CPU
usage and less than 60% memory usage, with average user authentication latency around 1 s and access control latency
closeto1s.

KEYWORDS: Zero trust network; data plane; bayesian-based behavior evaluation; blockchain-based access control;
security functions

1 Introduction

The evolution of 6G networks brings urgent demands for the new generation of endogenous security
architectures. This transformation reflects three fundamental shifts in network protection strategies: from
external defense to internal security mechanisms, from passive response to proactive defense, and from static
protection to adaptive security frameworks [1].

However, traditional authentication methods in centralized architectures are increasingly inadequate in
large-scale and dynamic network environments [2]. Password-based authentication is vulnerable to brute-
force and dictionary attacks. The certificate-based schemes are susceptible to compromise by malicious
intermediaries. The use of unencrypted biometric identifiers such as fingerprints poses serious privacy risks.
To address these limitations, blockchain technology has been progressively adopted in ZTN environments
to support decentralized and tamper-resistant identity authentication [3].
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Meanwhile, in highly dynamic and heterogeneous network scenarios, static access control methods
can no longer meet the dual requirements of security and efficiency. Adaptive access strategies are urgently
needed to reflect users’ real-time behavior changes and associated risk levels. Although traditional trust and
reputation models provide a basis for access control, they often rely on static behavior profiles and lack
adaptability to evolving threats. The integration of smart contracts within blockchain offers a promising
alternative by enabling decentralized, automated reputation scoring, dynamic access policy updates, and
global synchronization of behavior data.

Despite these advances, many existing ZTN frameworks remain incomplete. They do not integrate
traffic monitoring with fine-grained security enforcement. This integration is collectively referred to as MaS
(Monitoring and Security). As a result, PEPs (Policy Enforcement Points) are exposed to frequent and
targeted attacks [4]. In this context, programmable switches have emerged as a viable solution, allowing direct
in-network analysis of user behavior and traffic characteristics at the data plane [5]. In coordination with
the control plane, programmable switches support dynamic adaptation of access control policies to meet the
diverse security demands [6].

To address the above challenges, this paper proposes and implements ZTNE that embeds security
functions directly within network infrastructure. As a core security component, ZTNE enhances trust
enforcement by supporting in-network behavior analysis, making it capable of responding to challenges
posed by user changes [7] and increasing traffic heterogeneity [8]. Building on ZTNE, a dynamic access
control framework based on user behavior profiling is developed. This framework uses real-time monitoring,
programmable data planes, and blockchain infrastructure to strengthen zero-trust enforcement in 6G
networks. The contributions of this study are summarized as follows:

o A zero-trust network architecture is proposed that implements data-plane-based access control.
DPZTN uses blockchain-based registration, authentication, and policy enforcement to support contin-
uous monitoring and adaptive access management through ZTNE components.

« A dynamic behavior evaluation algorithm, BBEA, is introduced and implemented via smart contracts.
It monitors user behaviors in real time and applies Bayesian inference to calculate reputation scores,
considering both historical behavior and potential risks.

e A programmable-switch-based ZTNE is developed to monitor authenticated traffic flows. ZTNE
detects malicious behaviors and supplies behavior-related data to support reputation evaluation and
policy refinement.

The remainder of this paper is organized as follows: Section 2 reviews the DPZTN framework and
related studies. Section 3 presents the system design and implementation details. Section 4 provides exper-
imental results. Section 5 offers a security analysis. Section 6 concludes the paper and discusses directions
for future research.

2 Related Work

This section reviews recent research advancements in ZTNs and summarizes related studies on the
integration of security functions within programmable switches.

2.1 ZTN Authentication and Access Control Methods

Most of the existing studies proposing ZTNs refer to the ZTN model proposed by NIST [9]. This
section provides a comparative summary of authentication and access control used in representative
ZTN implementations.
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Bradatsch et al. proposed ZTSFC, a zero-trust architecture that integrates monitoring and security
functions into the authentication decision-making process. This framework utilizes sensing components to
collect contextual data and shares threat intelligence with the control plane through a dedicated database [7].
PEPs generate personalized PDP (Policy Decision Point) rules based on historical user behavior, enabling
access to service functions aligned with individual policies.

Sengupta and Lakshminarayanan introduced DistriTrust, a distributed trust management mechanism
employing threshold signature schemes across multiple PDPs [10]. This design enhances authentication
robustness under adversarial conditions by preventing reliance on a single PDP, thereby mitigating central-
ization risks.

Federici et al. developed a two-step access control method to enforce zero-trust principles [11]. The
framework supports fine-grained access policies through trusted automation, end-to-end policy enforce-
ment, and protection of both network and edge domains.

Azad et al. designed a decentralized trust management system for social IoT environments [12]. The
system uses homomorphic encryption to protect participant privacy and employs zero-knowledge proofs to
ensure protocol compliance without relying on trusted intermediaries.

The DPZTN architecture proposed in this study utilizes blockchain technology to achieve decentralized
access control and uses smart contracts to support dynamic policy adjustments. Table | presents a compar-
ative analysis of representative ZTN frameworks, focusing on four key dimensions: distributed architecture,
dynamic adaptability, support for SFs (Security Functions), and phase within the zero-trust process. The
DPZTN model exhibits comprehensive capability across all evaluated aspects, highlighting its effectiveness
as a fully integrated zero-trust solution.

Table 1: Comparison of zero trust network

No. Distributed Dynamic SFs Stage

[7] N Y Y Auth&Acc

[10] N N N Acc

[11] N Y N  Auth&Acc

[12] Y Y N  Auth&Acc
DPZTN Y Y Y Auth&Acc

Note: N represents no, Y represents yes, Auth represents
Authentication and Acc represents Access Control.

2.2 ZTN Reputation Assessment Methods

This section analyzes representative reputation assessment techniques used in zero-trust environments,
with a focus on algorithmic models and their deployment environments.

Tu and Kaur proposed BTRM, a multi-dimensional trust model designed to reduce assessment fre-
quency without compromising IoT security [13]. The model evaluates behavior dimensions and integrates
dynamic methods to establish trust relationships with connected users.

Taneja and Kanu introduced HA2CTME a trust management framework that enhances trust in cloud
environments [14]. The framework evaluates cloud service provider reputation and availability using deep
learning models to mitigate the effects of malicious behaviors.
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Tian et al. presented MSLShard, a blockchain-enabled access control method for IoT [15]. The system
comprises a Trust Management Model and a Smart Contract-based Network Segmentation Scheme. The
segmentation strategy improves scalability, while intra-slice trust evaluation enhances security.

Baracaldo and Joshi designed a role-based access control model that dynamically adjusts privileges
based on behavior patterns [16]. The model uses Colored Petri Nets to calculate risk levels and enforces
least-privilege policies.

Dia et al. proposed the AALMOND framework, which implements distributed, risk-aware access
control via smart contracts [17]. Risk values are computed based on security parameters and operational
environment. If the risk exceeds a defined threshold, requests are sandboxed to contain potential threats.

BBEA proposed in this paper integrates historical user behavior with predictive risk modeling to
generate behavior scores that comprehensively reflect the credibility of user behaviors. Table 2 provides a
comparative analysis of various trust and risk assessment methods, focusing on their treatment of reputation,
risk factors, dynamic evaluation, and feedback mechanisms.

Table 2: Comparison of trust and risk assessment

No. Reputation Risk Dynamicevaluation Feedback

[13] Y N Y N

[14] Y N N Y

[15] Y N Y Y

[16] Y N Y Y

[17] N Y Y N
DPZTN Y Y Y Y

Note: N represents no and Y represents yes.

2.3 Programmable Switch Based Threat Detection

Traditional security functions based on AI models rely on batch training and processing, making
it difficult to achieve real-time detection mechanisms [18]. Thus, this section reviews the application of
programmable switches in implementing in-network threat detection mechanisms, validating their role in
enhancing ZTN security functions.

Alevizos et al. introduced NetBeacon, an intelligent data plane framework that supports on-switch
traffic analysis using embedded machine learning models [19]. The framework incorporates a multi-phase
modeling structure, compact model representation, and indexed state management to handle concurrent
data streams.

Saquetti et al. developed a neural-distributed defense architecture by deploying ANN (Artificial Neural
Network) components across multiple switches [20]. This distributed ANN architecture enhances resilience
against DDoS (Denial of Service Attack).

Mai et al. proposed an intelligent control architecture that allows network devices to autonomously
adapt to dynamic conditions using learning-driven policies [21]. The architecture integrates centralized
training with distributed inference and supports hybrid control strategies.

DPZTN uses blockchain for decentralized access control and smart contracts for dynamic policy
adjustments. Table 3 illustrates that DPZTN excels across four key dimensions: active defense, dynamic
strategy, and trust. Unlike traditional methods, DPZTN ensures real-time monitoring and adaptive security
enforcement, making it a more scalable solution for dynamic network environments.
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Table 3: Comparison of programmable switches threat detection

No. Active defense Dynamic strategy Trust
[19] N N N
[20] Y N N
[21] Y Y N
DPZTN Y Y Y

Note: N represents no and Y represents yes.

3 Design and Implementation of DPZTN

This section presents an overview of DPZTN, outlining the threat model it is designed to address. It
concludes with a description of DPZTN’s overall workflow and a detailed implementation method for each
functional component.

3.1 Overview

Asillustrated in Fig. 1, the DPZTN architecture is divided into the data plane and the control plane. The
programmable switch and its controller together form ZTNE. The data plane extracts essential packet features
from user requests, performs real-time monitoring and traffic analysis for authorized users, and executes
rules defined by the control plane. The control plane consists of the switch controller, blockchain, and
the deployed smart contracts, which manage and issue access control policies while supporting data plane
operations. The BBEA dynamically adjusts policies based on data plane feedback. The BBEA is implemented
through a combination of several smart contracts. Additionally, a hybrid encryption algorithm ensures the
integrity, authenticity, and confidentiality of communication. Blockchain technology stores user behavior
records, providing the foundation for dynamic reputation evaluation. The logical components shown in Fig. 1
will be described in detail in Section 3.1.1.

3.1.1 Logical Components of DPZTN

This section provides a detailed overview of the logical components involved in DPZTN, including their
full names and specific functionalities.

o ZIRSC (ZTNE Identity Registration Smart Contract): Registers the identity information of gateways on
the blockchain to ensure that each gateway is uniquely and reliably recognized by the access control
system. Once registered, gateways can use their identity for subsequent authentication and access
control requests.

o ZIASC (ZTNE Identity Authentication Smart Contract): Verifies the identity of gateways by matching
authentication requests with registered identity data on the blockchain. Only successfully authenticated
gateways are permitted to participate in data transmission and access control operations.

« UIRSC (User Identity Registration Smart Contract): Handles the registration of user identity informa-
tion on the blockchain, ensuring that each user has a unique and verifiable identity within the system.
Registered users can then utilize this identity for subsequent authentication and access control requests.

o UIASC (User Identity Authentication Smart Contract): Performs authentication of user identities by
validating the provided credentials against registered identity data on the blockchain. Only authenticated
users are authorized to access system resources.
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ACSC (Access Control Smart Contract): Enforces access control policies for both users and gateways. It
verifies the access level and permissions of each requester, ensuring that all access requests comply with
predefined system rules and preventing unauthorized behaviors.

BSESC (Behavior Score Evaluation Smart Contract): Calculates a user’s behavior score based on both
historical and current behavior data, providing a dynamic assessment of reliability. These scores serve as
a reference for adjusting user permissions.

RESC (Reputation Evaluation Smart Contract): Computes user reputation scores by analyzing their
behavior across the system. Users with high scores may receive increased privileges, while those with
low scores may face restrictions.

RASC (Risk Assessment Smart Contract): Assesses user risk levels by evaluating behavior patterns,
helping to estimate potential security threats. High-risk users may be subject to access limitations or
stricter controls.

ZRESC (ZTNE Reputation Evaluation Smart Contract): Evaluates the reputation of ZTNE gateways by
analyzing their behavior and reliability in the system. Gateways with higher reputation scores are granted
greater trust and access priority.

ZRASC (ZTNE Risk Assessment Smart Contract): Monitors and evaluates the risk level of each gateway
to assess its security status. Gateways with elevated risk levels may be subject to operational restrictions
or alerts.

RQCT (Request Classification): Receives and classifies incoming requests from users and gateways to
determine the appropriate smart contract to invoke. This component streamlines system operations and
optimizes resource utilization.

UIE (User Information Extraction): Extracts relevant identity attributes of users to support
authentication and authorization procedures. It ensures precise identity recognition and access environ-
ment determination.

MTPP (Malicious Traffic Probability Prediction): Analyzes network traffic features to calculate the
probability of malicious behavior. The resulting risk scores are used for dynamic permission adjustments
and are stored on the blockchain.

Traffic Monitoring: Continuously monitors real-time network traffic, extracts user packet features, and
forwards them to MTPP for analysis and threat prediction.
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DPZTN architecture and workflows

Figure 1
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3.1.2 Threat Model

In this paper, the STRIDE (Spoofing-Tampering-Repudiation-Information disclosure-Denial of
service-Elevation of privilege) model [22] is used to analyze the security threats in a zero-trust environment,
as summarized in Table 4. To mitigate the risks associated with these threats, the following security
requirements for the DPZTN are proposed.

« Requirement 1: Continuous verification. All devices and users within the DPZTN must undergo
continuous identity verification. Any device or network that is not explicitly trusted should be distrusted,
and all transmitted information must be protected against tampering. This requirement minimizes the
risk of impersonation attacks and ensures the confidentiality and integrity of identities.

« Requirement 2: Behavior logging and query. The behaviors of all users and the status of ZTNEs must
be logged to ensure the traceability and non-repudiation of each operation. Blockchain technology is
utilized to guarantee the immutability of behavior data.

« Requirement 3: User behavior monitoring and malicious behavior detection. Network elements
within the DPZTN must be capable of monitoring user behavior to prevent system DoS (denial-of-
service) attacks, including those originating from DDoS.

« Requirement 4: Principle of least privilege and dynamic evaluation. DPZTN enforces stringent access
control policies, adhering to the principle of least privilege, which restricts user and ZTNE access to only
the necessary system resources.

Table 4: STRIDE-based threat modeling report

Threat type Effect Description
Spoofing Authentication Blockchain, ZTNE, Users can all
be spoofed
Tampering Integrity Man-in-the-middle attack on
transmission data
Repudiation Non-repudiation Users may deny their behavior
Information Confidentiality Users’ and ZTNE’s information
disclosure may be accessed by
unauthorized third parties on
the blockchain
Denial-of-service Availability ZTNE may be overwhelmed by

a large number of access
requests or DDoS attacks
Elevation of Authorization, authentication, Malicious users may be able to
privilege confidentiality overstep their boundaries to
access resources

3.1.3 DPZTN Workflow

The flow of the zero-trust architecture proposed in this paper is described according to the steps outlined
in Fig. 1:

o Steps 1-4: When the ZTNE accesses the DPZTN for the first time, it submits an identity registration
request to the blockchain. The request is verified through ZIRSC to ensure the uniqueness and legitimacy
of the ZTNE. This process is detailed in Section 3.3.1.
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« Steps 5-8: Following registration, the ZTNE undergoes authentication. The DPZTN verifies the ZTNE
identity using ZIASC, enabling the ZTNE to perform subsequent access control operations. The
authentication procedure is outlined in Section 3.3.1.

o Steps 9-16: When a user accesses the DPZTN for the first time, their identity information is stored on
the blockchain through UIRSC. This ensures the user has an independent identity identifier and lays the
groundwork for access control. The registration process is described in Section 3.3.2.

«  Steps 17-25: The user then undergoes authentication. The legitimacy of the user’s identity is verified
through UIASC, allowing the user to request access to DPZTN resources. This step is discussed
in Section 3.3.2.

o Steps26-39: When a user requests access, ACSC verifies the legitimacy and permissions of the request. It
ensures the request complies with the user’s assigned access privileges and rejects unauthorized requests.
The access control process is explained in Section 3.4.

o  Steps 40-42: For authorized user traffic, MTP (the Malicious Traffic Probability) component calculates
the malicious probability of the traffic in real time and records the result on the blockchain. This workflow
is detailed in Section 3.5.

«  Step 43: The system dynamically adjusts ZRV (the ZTNE Reputation Value) and ZRR (the ZTNE Risk
Value) based on the outcomes from the ZRESC and ZRASC, ensuring the security of DPZTN resources.
This is discussed in Sections 3.6.1 and 3.6.2.

o Step 44: Finally, based on evaluations from the BSESC and RESC, the DPZTN adjusts the user’s
access privileges, restricting access for high-risk or low-reputation users. This process is described
in Sections 3.6.3 and 3.6.4.

The DPZTN workflow ensures comprehensive coverage from user and ZTNE registration and authen-
tication to dynamic access control. It enhances system security and flexibility through a dynamic adjustment
mechanism based on user behavior assessment.

3.2 Encryption and Secure Communications

To ensure the integrity and confidentiality of the above access control workflow, secure communication
must be established between users and network components. Therefore, we next elaborate on the encryption
and secure communication strategies adopted in DPZTN.

To enable secure communication between users and ZTNE in the DPZTN, a hybrid encryption
algorithm combining ECC (Elliptic Curve Cryptography) and AES (Advanced Encryption Standard) is used.
These algorithms are used in different phases of the DPZTN: the ECC algorithm is applied during the identity
information exchange in the registration phase, the AES algorithm is used for identity authentication during
the authentication phase, and both algorithms contribute to the credibility assessment in the access control
phase. To protect against unauthorized users accessing the identity information of other users and ZTNEs,
all identity data stored in the blockchain is hashed and encrypted, further enhancing security. For users
with granted access, the DPZTN continuously monitors, processes, and feeds back their traffic behavior via
programmable ZTNEs. If malicious traffic is detected, the DPZTN immediately intercepts the traffic at the
Network Layer and removes the user’s registration information from the blockchain.

3.3 Registration and Authentication

With secure channels in place, the next step is to establish trusted identities for users and network
entities. This section outlines the registration and authentication mechanisms in DPZTN. Each ZTNE
and user must register their identity information, and IoT users employ zero-knowledge proofs to enable
anonymous authentication. The relevant symbols are listed in Table 5.
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Table 5: Symbols and descriptions

Symbol Description Symbol Description
ZTNE; ZTNE PKzrNeE, ZTNE public key
SKzrNE, ZTNE private key ZID; ZTNE identifier
ZTNEp,f, ZTNE identity information Hashp,r,, ZTNE encrypted identity information
KeyzrnE, ZTNE symmetric key BC; Blockchain nodes for ZTNE
PKpc, Blockchain public key SKpzc, Blockchain private key
U; IoT users PKy;, User public key
SKy, User private key UIDryy,, User identity information
UID; User identifier Keyy, User symmetric key
TS Timestamp

3.3.1 ZTNE Registration and Authentication

As 5G-AKA implements mutual authentication between the user and the service network, the ZTNE
must also register its identity information and undergo bidirectional authentication with the blockchain. The
registration and authentication process for the ZTNE is illustrated in Fig. 2.

ZTNE registration: Before the ZTNE registration, ZTNE; and BC; use the ECCk,,g.n function
to generate their respective key pairs. ZTNE generates (PKz7rnE,, SKzrnE, ), and Blockchain generates
(PKpgc,» SKpc, ), and they exchange their PK;ryg, and PKpc,. ZTNE hashes and encrypts its own identity
information ZTNEjy,,, to get Hashy,,,. Then, ZTNE encrypts Hashy, s, and the session key keyags
using PKpc, and adds the timestamp T'S; to form M, which is sent to the blockchain. The blockchain
decrypts the message using SK ¢, to get the ZTNE encrypted Hashy,, 7,,. The smart contract ZRISC generates
the ZTNE global unique identifier ZID; using the uuid function. The blockchain sends ZID; and its
signature to ZTNE. ZTNE decrypts the message M, and verifies the message with ZID;, which completes
the registration process.

ZTNE authentication: ZTNE recalculates its own identity information ZTNEp,y,, at the time of
registration using a hash algorithm to get Hashy, s, and inputs it into the ZKp,,,s function to generate
the Proof. ZTNE sends Proof to the blockchain. After receiving the message, the blockchain verifies
the proof using the ZKy,,;f, function, which relies on ZIASC. The blockchain receives and verifies the
message, then returns the verification result to ZTNE, which uses the verification result to complete the
authentication process.

3.3.2 User Registration and Authentication

When a user connects to the DPZTN for the first time, the user must register the user identity
information with the ZTNE. The ZTNE deposits the user information into the blockchain, the user identity

-

registration and authentication process is shown in Fig. 3.

User registration: Before registration, the public key exchange between U;, ZTNE;, and BC; is
completed, and ZTNE has completed the registration and authentication process. The user enters the
registration information and hashes the password contained in the registration data. The ZKProo f function
is used to generate a zero-knowledge Proof for subsequent authentication. The user sends the identity
information UIDy,, foj» Proo f,PKy,,and TS, to BC;. The blockchain decrypts the user information to obtain
the information required for user registration UIDy,,,. It then calls the UIRSC to generate UID; for the
user, completing the registration process.
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User authentication: The user is authenticated immediately after completing the registration process.
The blockchain uses the UID; to generate Sigpc, and sends it to ZTNE with Key g, . After receiving the
user identifier, the ZTNE generates Sig;ng, and sends UIDj, Sigpc,, SigzrnE,> and T'S3 to the user. On
decrypting the message, the user verifies Sigpc, and SigzrnE, using ECCye,if,. If both Sigpc, and Sigzrne,
are verified, the user and blockchain are authenticated bidirectionally. The user then generates a new proof,
Proof’, based on the input user information and sends the UID i and TS, to ZTNE. The blockchain calls
the Proof, and ZTNE calls the zero-knowledge verification function ZKPy.,;f, to authenticate Proof and
Proof’.If the user passes the authentication, the user provides the session key to ZTNE for subsequent secure
communication. If the authentication fails, the user authentication process is terminated.

ZTNE ZRISC }’,\
e %

I
Hash _Info, = Hash(ztne _Info,)

Sig vy = ECC _Sign(SK35; , Hash_ Info,)

M, = ECC _Encrypt(PK 5. , Hash _Info, || Sig;ryz || TS,) :

Hash _Info,.Sig;ryz . TS, = ECC _ Decrypt(SK 5, . M,) q
ZID, = uuid(Hash _Info,) q

result, = ECC _Verif(PK iz . Hash_ Info, , Sigyy; ) Q
key ;s = ECDH (SK3¢ ,PK iz ) Q

Sigse, = ECC_Sign(skzs . zi,)

M, = ECC _Encrypt(PK vz . ZID, || Sigse, || TS,)

ZID, ,Sigg, . TS, = ECC _Decrypt(SK ;ryz \ M,)

AV

| ) key g5 = ECDH (SK 13z, » PKsc, )

|
|
I
|
|
|
result, = ECC _Verify(PK .ZID, ,Sigs, ) :
|
|
|
|
Proof = ZKProof (Hash _Info, ", salt,) |

|

%
VB

M, = AES _ Encrypt(key ;. Proof || TS;)

result, = ZTVerify(Proof .Hash _Injo,)

M, = AES _Encrypt(key ,zc.result, | TS,)

result,,TS, = AES _ Decrypt(key s, M,)

R R S R N A

|

|
>
Proof.TS; = AES _ Decrypt(key s, M;) Q
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Figure 2: DPZTN architecture and workflows
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Figure 3: User registration and authentication flows

3.4 Access Control Based on User Behavior

Once the identities of users and ZTNEs have been securely verified, it becomes essential to determine
whether access requests should be granted. The following section introduces a behavior-based access control
scheme that adapts dynamically to user behavior.
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3.4.1 User Behavior-Based Access Control

-

As shown in Fig. 3, users are assigned access privileges based on their roles after registration. The access
privilege defines the maximum privilege boundaries for the user. Even if the user’s behavior is good, the user’s
access privilege level cannot exceed the role’s permission boundary.

In the smart contract ACSC, this paper assign the user’s role as Roley, € {RU(Regular User),
PU(Premium User), Admin(Administrator)} corresponding to the access privilege Py, € {L1, L2, L3}. The
access range corresponding to each access privilege is divided into 10 access privilege levels, and the initial
access privilege level is set to 5 in the corresponding access range. Users are allowed to access beyond
the initial access privilege level within the privilege range, but such operations will be marked as sensitive
behavior, which ensures the DPZTN can monitor the overstepping access. By binding roles to permissions,
the DPZTN ensures a clear and defined assignment of access privileges at the time of user registration.

In this paper, a UABAC (user attribute-based access control) algorithm is implemented within the ACSC
of the blockchain, as shown in Algorithm 1. Initially, the user’s behavior score is computed by evaluating the
user’s reputation value R{]j and risk value Ry , using the formula:

AS(Uj) = a- Ry, + B Ry, 1)

If the behavior score AS(Uj) is below the threshold AS(Uj)s,, the ZTNE promptly rejects the access
request. This step effectively filters out unqualified requests, minimizing the need for further processing. The
detailed calculation of the behavior score is performed in the BSESC, as described in Section 3.6.4.

Algorithm 1: User access control

Require: Request, User_Info
Ensure: Resources

I:  function AccessCoNTROL (Request, User_Info)
2 Calculate Rj; and Ry,

3 AS(Uj)=oc-Rl+]j—ﬁ-R{]j

4 if AS(U;) < ASy, then

5: Refuse Request

6: return

4 end if

8 if Ry, > R{]jth then

9: Refuse Request

10: Generate Risk Alert

11: return

12: end if

13: if RL; > P(U;) then

14: Refuse Request

15: return

16: else

17: if RL; > AL(U;) then

18: Generate Access Privilege Level Warning
19: end if

20: Allow Access

2L Record and Upload to Blockchain

(Continued)
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Algorithm 1 (continued)

22: return Resources
23: end if
24: end function

Once the behavior score is validated, the ACSC further assesses whether the user’s risk value Ry,
surpasses the risk threshold Ry, - If the risk value exceeds this threshold, the ZTNE rejects the request
and triggers a risk alert, thereby enhancing the security of the DPZTN. For requests that pass the risk
assessment, the ACSC checks whether the requested resource level RLj exceeds the user’s allocated authority
Py,. If the requested resource level exceeds the user’s authority, the ZTNE immediately rejects the request.
In cases where the resource level is below the authority but exceeds the user’s access privilege level AL(U;),
the blockchain generates an access privilege level alert, permitting access while notifying the DPZTN of a
potential anomaly.

3.4.2 User Dynamic Access Privilege Level Adjustment

With the changing behavior of users, the access control system needs to dynamically adjust the access
privilege level of users to ensure the safe access of resources. Dynamic adjustment is achieved through a
comprehensive evaluation of the user’s current and historical behaviors. In this paper, the proposed dynamic
adjustment of user’s access privilege level and behavior score is achieved by the following formula:

ALpin =10 % Py,
ALpax =10 * (Py, +1)
hi hi
Ay, = AL + 1 + (ASy, - ASP™)
ALy, = min (ALmax, max (ALmin, Ay, ))

(2)

For the next time access privilege level assessment of the user, AL (Uj)h.1st = AL (Uj)mit, and
AS (Uj)hist = AS (Uf)init‘ In this formula, the user’s access privilege level is always limited by the maximum
privileges of the role AL ,x and the minimum access privilege level set by the system AL,;,. Additionally,
the intermediate variable Ay, is introduced to represent the adjusted behavior score, which is based on the

difference between the current access score and its historical value, weighted by a parameter A.

On this basis, the system introduces a time window for access privilege level changes and a buffer for
behavior scores. The system limits the frequency of access privilege level adjustments through a time window
mechanism for access privilege level changes. Specifically, the system specifies that a user’s access privilege
level is allowed to be adjusted only once within a fixed time window at T,,. Regardless of fluctuations in user
behavior scores during this time period, changes to the access privilege level are deferred until the end of the
window for re-evaluation and adjustment.

The system introduces a buffer interval AAS (Uj) for behavior scores AS (U]-), where changes in scores
within a certain range will not directly trigger a grade adjustment. When the behavior score lies near the
set upper and lower thresholds, e.g., between [ASup - AAS (Uj) s ASyp + AAS (Uj)], the system will not
perform an adjustment of the access privilege level.

Algorithm 2 describes the dynamic access privilege level adjustment algorithm, which is realized in
BSESC. The smart contract obtains the user’s current behavior score AS (Uj) and the number of accesses
Naccess from the blockchain, and if AS (Uj) is lower than the behavior score threshold AS,, the blockchain
automatically logs out the user to ensure the timely removal of high-risk users. If the behavior score is higher
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than the threshold, it is compared with AL (Uf)hist' If the score changes beyond the set buffer AAS (Uj),
the system adjusts the AL (Uj) based on the difference in behavior scores, so that it floats between AL,
and ALp,,. The adjusted access privilege level AS (Uj) is bounded by the user’s role permission boundaries.
To prevent frequent adjustments, the system introduces a time window T;, within which only one access
privilege level adjustment is allowed. If the number of accesses Naccess exceeds the preset threshold Nyjax, an
alert is generated to remind the system Admin to handle the situation accordingly.

Algorithm 2: Dynamic access privilege level adjustment
Require: AL( Uj)hist) AS ( U]), AS ( U] )hist’ Naccess

1.  Initialize AL(U;)pist < AL(Uj)init

2 Initialize AS( Uj )hist «~ AS ( Uj )init

3: Initialize Nyccess < 0

4:  function ADJUSTACCESSPRIVILEGELEVEL(AS(U;), Naccess)
5: Retrieve current behavior score AS(U;) from blockchain
6
7
8
9

Retrieve current access count N,ccess in time window T,
if AS(U;) < ASy, then
Deregister user from blockchain
: return "User Deregistered”
10: end if

11: if |AS(U]) - AS( Uj)histl > AAS, then

12: Compute difference in behavior score AAS(U;)

13: Compute corresponding privilege level change AAL(U;)
14: Update new privilege level AL(U;)new

15: Clamp AL(Uj)pew within [ALpyjn, ALmay] to get AL(U;)
16: Update AL( Uj)hist <~ AL( U])

17: Update AS( Uj)hist «~ AS ( U])

18: else

19: No adjustment needed

20: end if

21: if Naccess = Nmax then

22: Generate alert for excessive access frequency within T,
23: end if

24: end function

The dynamic access privilege level algorithm adjusts the access privilege level based on user behavior
scores, combining time windows and buffers. This approach not only ensures that the access privilege level is
reasonably adjusted according to user behavior but also avoids frequent changes due to short-term behavior
fluctuations or minor score variations.

3.4.3 ZTNE Dynamic Privilege Adjustment

As shown in Algorithm 3, the dynamic privilege adjustment of ZTNE introduces the penalty-recovery
mechanism, through which the dynamic management of ZTNE access control is realized.

First, the algorithm initializes the penalty counter C, and recovery counter C,, and the warning window
ZT,. In each cycle, the algorithm checks the ZTNE’s reputation value ZR" and risk value ZR™ according
to the ZTNE’s reputation value (the specific reputation ZR" and risk ZR™ are introduced in Sections 3.6.4
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and 3.6.2), and the penalty counter C, is increased if ZR™ is lower than the threshold ZR}, or ZR™ is higher
than the threshold ZR;,; otherwise, the recovery counter C; is increased.

Subsequently, the algorithm checks the penalty and recovery conditions: if C, exceeds the set maximum
value C,,_. and the recovery counter C, is smaller than the recovery threshold C,,, the ZTNE information
is removed from the blockchain to ensure the security of the DPZTN. If C, reaches the C,,, the counter is
reset and ZTNE is restored to minimize accidental deletion and enhance the flexibility and robustness of the
DPZTN. If none of the above conditions are satisfied, the blockchain continues to log the ZTNE behavior.

Algorithm 3: ZTEN access control
Require: ZR*,ZR",C,,, C;, ZT,,
1: Initialize C, < 0
2: Initialize C, < 0
3: Initialize ZT,, <« Start warning window
4: function ZACF (ZR*,ZR"™)
5: if ZR* < ZRj or ZR™ > ZRy; then

6: Co < Cp+1

7: else

8: Cr«<C+1

9: end if
10: if C, >C, and C; <C,, then
11: Deregister ZTNE from Blockchain
12: return ZTNE Deregistered
13: elseif C; > C,, then
14: Reset C,, and C;
15: return “ZTNE Recovered”
16: else
17: Continue Monitoring ZTNE
18: end if

19: end function

By monitoring ZTNE’s reputation value ZR* and risk value ZR™, which are dynamically adjusted
according to the ZTNE’s behavior, excessive punishment due to one-time fluctuation or short-term abnor-
mality is avoided. Meanwhile, the dual mechanism of penalty counting and recovery counting ensures timely
deletion operations to safeguard system security when ZTNE’s performance continues to deteriorate. The
introduction of the recovery window period and counters provides ZTNE with an opportunity to resume
normal operation when its performance improves.

3.5 ZTNE Data Plane

The successful enforcement of behavior-based access control policies depends on the real-time process-
ing capabilities of the data plane. In this context, programmable switches play a pivotal role. This section
outlines how ZTNE:s utilize the data plane for policy enforcement and threat detection.
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3.5.1 ZTNE Handles User Requests

When the user authentication or access control fails, the blockchain generates the corresponding
message and sends it to the programmable switch controller. Algorithm 4 shows the pseudo-code for ZTNE
user request processing.

Algorithm 4: ZTNE control plane

I:  Input: Blockchain information, uidj, port;

2:  Output: Updated drop_table

3: Initialize drop_table as an empty list

4: for each user j do

5: if Blockchain information is “Wrong Password” then

6 Add (uidj, port;) to drop_table

7 else if Blockchain information is “Authentication Failed” then

8 Add (uidj, port;) to drop_table

9 else if Blockchain information is “Behavior Score Too Low” then

10: Add (uidj, port;) to drop_table
11: end if
12: end for

13: Return drop_table

The P4Runtime initializes an empty drop_table to store user data to be dropped. It iterates through each
user’s blockchain information and adds UID; and port; to the drop_table if it shows “Wrong password”,
“Authentication failed”, or “Behavior score too low”. In the data plane, the drop_table is used to determine
whether to drop a packet based on the source port. If a match is found, the drop action is triggered. After each
authentication or access control termination, ZTNE will report the user’s behavior and behavior scores to
the blockchain to ensure data transparency and non-tampering, and provide a basis for subsequent analysis
and permission adjustment.

3.5.2 ZTNE Monitors User Traffic

The pseudo-code for the decision tree algorithm is presented in Algorithm 5. In the data plane, the ZTNE
performs high-speed packet processing to extract feature, from packets in real time. The control plane is
responsible for managing the decision tree’s thresholds and classification rules, dynamically adjusting them
based on network changes and emerging attack patterns. Once updated, these rules are sent to the data plane.
The data plane then classifies traffic in real time according to the updated rules and marks the processing
status accordingly. A detailed description of this process can be found in my previous work [23].

Algorithm 5: Decision tree

Require: dataset
Ensure: port;, MTP
1: function DECISION TREE (dataset)
2 for packet in dataset do
extract feature; from packet
if feature, < a; and feature, < a, and features < a, then
porty < class;

(Continued)
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Algorithm 5 (continued)

6: MTP <0
7: elseif feature; < a; and feature, < a, and feature; > a; then
8: port, < class;
9: MTP <1
10:
11: elseif feature; > a; and feature; > a; then
12: port; < class;
13: MTP <1
14: end if
15: end for
16: return MTP

17: end function

ZTNE utilizes the decision tree algorithm to predict attacks on each packet, enabling precise traffic clas-
sification through detailed feature extraction and hierarchical filtering. The decision tree rapidly generates
hard labels, allowing malicious traffic to be redirected to alternative ports. Upon detecting malicious traffic,
the system sets the MTP to 1 and reports this information to the blockchain for subsequent user behavior
score adjustment. After completing the prediction process, the switch transmits the MTP of each packet to
the blockchain via the control plane, providing essential data for future privilege adjustments and behavior
analysis. This collaborative mechanism ensures that ZTNE can effectively mitigate network attacks, thereby
enhancing the overall security of the network.

3.5.3 An Example of DPZTN Traffic Processing

In the proposed DPZTN (Data Plane Zero Trust Network) framework, the data plane processes incom-
ing packets through a series of match-action tables, which are dynamically coordinated by a centralized
control plane. The detailed mechanism is illustrated through the following packet processing example
as Fig. 4 shown.

When a data packet arrives at the switch, its header fields are first extracted by the parser. Suppose the
packet has the following characteristics: the source IPv4 addressis 192.168.1.100, the source TCP port
is 2000, the destination IP addressis 10.0. 0. 20, the destination port is 8080, the protocol is TCP, and
the total packet length is 600 bytes.

The packet first enters the drop_table, which checks whether the user is blacklisted by performing
an exact match on the source IP address and source port. If a match is found, the drop action is executed
and the packet is immediately discarded. Otherwise, the packet proceeds to the next phase.

Next, the packet is processed by the user_privilege table, which verifies whether the user has
permission to access the specified destination IP and port. If the match indicates that the user’s access is
authorized, the packet is forwarded normally. If not, the switch triggersa send_digest operation to report
the access attempt to the control plane. The controller then evaluates whether the access request violates the
user’s assigned privilege level and dynamically adjusts the user’s permission if necessary.

After that, the packet enters the malicious_detection table, which performs multi-field match-
ing based on protocol type, destination port, packet length range, and other features. If the combination
of these features matches a known malicious behavior pattern, the switch again triggers a send_digest
operation, sending a digest message to the control plane that includes the source address and behavior-related
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metadata. Upon receiving the digest, the control plane queries the blockchain to assess the user’s trust status
and may blacklist the user by updating the corresponding tables.

Legend
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A A
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hdr.ipv4.srcAddr=192.168.1.100 [&——digest hdr.ipv4.srcAddr=192.168.1.200
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Figure 4: An example of DPZTN traffic processing

The control plane handles these digest messages by querying or updating the blockchain records and
uses the P4Runtime interface to dynamically issue control commands to the data plane. For example,
the controller can add the user and its port to the drop_table to enforce blocking, or update the
user_privilege table to adjust the access level accordingly.

3.6 Bayesian-Based Behavior Evaluation Algorithm Assessment

To support fine-grained and adaptive access control, a robust behavior evaluation mechanism is
essential. We thus propose a BBEA, which quantifies user credibility and risk based on real-time observations.
BBEA for user behavior evaluation through the joint use of ZRESC, ZRASC, RESC, RASC, and BSESC. The

parameters used in BBEA are listed in Table 6.

Table 6: User behavior assessment parameters and their descriptions

Parameter Description Parameter Description
ASF Authentication success frequency AC Authentication count
ACSF Access control success frequency ACC Access control count
CAPL Current allowed privilege level CARL Current access resource level
LAC Legal access count SACF Sensitive access frequency
ACF Access control frequency MTP Malicious traffic probability
ZASF ZTNE authentication success frequency ZAC ZTNE authentication count
ZACSF ZTNE access control success frequency ZACC ZTNE access control count
HRV Historical reputation value HRR Historical risk rate
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3.6.1 ZTNE Reputation Value

We implement the computation of the ZTNE reputation value using the ZRESC deployed on the
blockchain. The reputation value ZR* is calculated as a weighted average of the individual user reputation
scores R{]j according to the following equation:

n
ZR" =) &« R+Uj (3)
j=1

where R{]j is the reputation value of Uj,nis the number of users connected to the ZTNE, and ¢ jis the weight
of the impact of U; on the reputation of the ZTNE. The formula for calculating the weight ¢; is as follows:

§j = :
’ YL ACF;+ Ry,

4)

ACF; denotes the access control frequency of Uj, which reflects the frequency of the user’s access
behavior in ZTNE. Eq. (4) dynamically adjusts the weights through the user’s access frequency ACF; and
R}, to ensure that users with high access frequency and better reputation contribute more to the ZTNE
reputation, thus dynamically reflecting the user’s positive contribution to ZTNE. Since &; changes with users’
visit frequency and reputation, ZR" can flexibly adapt to changes in user behavior, improving the robustness
of the assessment.

3.6.2 ZTNE Risk Value

We have implemented the calculation of ZTNE risk value by applying ZRASC in the blockchain, and
the ZTNE risk value ZRy; is calculated according to the weighted average of the user’ risk value Ry, with
the following formula:

Y ni* Ry
ZRy =22 U )
! -1
where Ry, is the risk value of U; and #; is the impact weight of the user U; on the risk of the ZTNE. The
formula for calculating the weight #; is as follows:
_ ACF] * RZJ}
Y7 ACF; * Ry,

nj (6)

ACF; denotes the access control frequency of Uj, which reflects the frequency of the user’s access
behavior in ZTNE. Through Eq. (6), the system is able to highlight those users with frequent access and
higher risk values. The weight #; dynamically reflects the changes in users’ behavior and risk values. Users
with high access frequency and high risk occupy greater weight in the overall risk assessment, and the system
is able to prioritize these users, improving the identification and prevention of potential security threats.

3.6.3 Users Reputation Value and Risk Value

In this paper, we adopt a Bayesian algorithm to dynamically update the user’s reputation and risk values.
Specifically, the reputation value is derived from both prior and posterior probability distributions. The prior
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probabilities for reputation and risk are defined in Eqs. (7) and (8), respectively.

ZRV, i=0
P(67) = ’. ?)
HRV, ie€[l,+0]

P6;) - {ZRR’

i=0
(8)
HRR, ie€[l,+00]

67 indicates the user’s current reputation status, which is used to indicate positive performance in the
system. 0; indicates the current risk status of the user. It is used to describe potential security threats of
the user.

The R+Uj of the user’s current behavior is calculated by considering the following factors in RESC:

o User relative authentication success rate P4s: This is the product of the user authentication success rate
and the authentication success rate of users authenticated through the ZTNE:

(G ) (Zac) g

o User relative access control success rate P4cs: This is the product of the user access control success rate
and the access control success rate of the users access controlled through the user’s ZTNE:

b _(ACSF)*(ZACSF) W)
A4S =\ "acc ZACC

o User legal access rate Pp4p: This indicates the user access control request, requesting resources that
match their privilege levels:

LAC

cC (11)

LAF =

o User’s resource level match privilege level: This is a segmented function with a match privilege level:

1 it CARL < CAPL

fre = _ 12)
1- M, if CARL > CAPL
CAPL

Combining Eqgs. (9)-(11) to obtain combining evidence:
P(X|07) = 81 % Pas + 82 * Pacs + 03 * Prap + 04 * frr (13)

where §; is the probability weight used to adjust the importance of each component in the credibility assess-
ment.

P(X) is the average behavior performance of all users in the system, which serves as a standardization:

ZASF = ZAC

P(X) = —r—F——
(%) ZACS » ZACC

* % ZfRL (14)
1
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The formula for the user’s reputation value is:

P(X]07) * P(6;)
P(X)

Ry, =P (67|X) = (15)

The Ry, is the value of the user’s future risk value, which is calculated by considering the following
factors in RASC:

o User authentication failure rate P4r: This is the ratio of the number of user authentication failures to
the number of user authentications:
FSF

= (16)

AF

o  User access control success rate P4cr: This is the ratio of the number of successful user access controls
to the number of user access controls:
FCSF

P = 17
ACF ACC ( )

o Access sensitive information frequency Pgsyc: This is the ratio of the frequency of user access to
sensitive information to the frequency of user access control:

SACF
P = 18
SAC \CF ( )

Combining Eqs. (12), (16)-(18) and MTP, the combining evidence is obtained:
P(X | 81_) =01 'PAF + 0y 'PACF + 03 'fRL + 04 'PSAC + 05 -MTP (19)

where o; is the weight parameter, which is used to adjust the value at risk.
The formula for the user’s value-at-risk is:
P(X]67) + P(6;)
P(X)

Ry, = P(67X) = (20)

3.6.4 User Behavior Score

The calculation of user behavior scores is implemented within the BSESC on the blockchain. These
scores are computed by integrating both the user’s reputation value and risk value, providing a comprehensive
assessment of the user’s overall behavior performance. The behavior score is formally defined by the following
equation:

AS(Uj) = a xRy - B * Ry, (21
where:

o o The weight of the reputation value, a > 0, is used to control for the positive impact of the reputation
value on the behavior score.

o  : The weight of the risk value, 8 > 0, is used to control for the negative impact of the risk value on the
behavior score.

When « > f is in place, the system focuses on the user’s reputation to formulate an access control policy;
conversely, the system focuses on the risk that the user may pose to the system.
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To determine the optimal parameter configuration that results in the most rapid decline of behavior
scores, we formulate an objective function and employ a global search strategy followed by local optimization.

flay =222 (22)
n

where AAS denotes the magnitude of the user behavior score decrease, n denotes the number of access

control attack rounds, and f (x) denotes the rate of user behavior score decrease with constraints on the

parameters in the user reputation value and user risk value. The constraints are:

n n
281‘:1, Zai:1’6i>0) o; > 0. (23)

i=1 i=1

To obtain a globally optimal solution within the parameter space, a grid search strategy is first applied
to exhaustively scan discretized parameter combinations. The corresponding objective function values are
evaluated to identify the configuration that leads to the most rapid decline in behavior scores.

To further enhance search accuracy and computational efficiency, simulated annealing is used for local
refinement. The algorithm is initialized with the best result obtained from the grid search and iteratively
adjusts the parameter set. During the annealing process, suboptimal solutions are accepted with a certain
probability to avoid premature convergence to local optima.

4 Experiment and Result

This chapter first introduces the experimental environment, followed by an analysis of the security and
dynamics of DPZTN, and concludes with a performance analysis of DPZTN.

4.1 Experiment Preparation

Environment configuration: In this study, the experimental environment is established using a Dell
PowerEdge R720 server equipped with the VMware ESXi 6.0 virtualization platform. The platform is
accessed and administrated from a personal computer via the VMware vSphere Client, enabling centralized
management of the virtualized infrastructure. The virtual machine runs Ubuntu 18.04. Peer nodes play
the role of ZTNEs and deploy a blockchain and programmable switch environment. Six virtual machines
simulate users and attackers. The five Order nodes are used for sorting the nine blockchain peer nodes. The
experimental topology is illustrated in Fig. 5.

In the virtual machine, Python 3.11 is used to code the protocol part, while Go 1.10.3 is used to write
and deploy smart contracts on Fabric 1.4. The ZTNE registration, ZTNE authentication, user registration,
user authentication, and user access control processes are implemented by calling the Fabric smart contract
interfaces from the Python code. Meanwhile, the smart contract records each user behavior. For users who
obtain access privileges, their request behavior is continuously monitored using BMv2, and the probability
of malicious behavior is returned in real time via its control plane interface. We have made the DPZTN code
publicly available on GitHub: https://github.com/ILScience/DPZTN (accessed on 02 September 2025)

Dataset: The dataset used in this paper is the dataset liliMpro [24] generated and collected by our lab.
This dataset was collected by the National Engineering Research Center for Mobile Private Networks of
Beijing Jiaotong University, and this paper uses 14 DDoS attack types from it to simulate the attack behavior
of malicious users after gaining access.

Malicious behavior: In this paper, three types of user malicious behaviors are used to test the proposed
ZTN:
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« Unauthorized access: A user elevates his or her privileges beyond their access privilege level. A user
access request where they elevate their access privilege level (without being authorized) to achieve an
access request that exceeds their privileges.

« Sensitive resource access: Users access sensitive data or resources that are within their normal privileges
but should not be accessed frequently.

« DDoS attack: The attacker sends a large number of requests to the target system through multiple
controlled computers at the same time, causing the target system to be unable to serve normally, thus
interrupting the service.

Behavior patterns: Two malicious behavior patterns are defined to evaluate the system’s sensitivity and
adaptability: continuous and intermittent malicious behavior.

« Continuous malicious behavior: This pattern is used to verify the effectiveness of the system in
identifying malicious behaviors.

« Intermittent malicious behavior: This pattern is used to verify that the DPZTN maintains a certain
degree of sensitivity to episodic malicious behaviors and that the DPZTN has coherent performance in
terms of the reputation of cross-malicious behaviors.

4.2 Parameter Setting

With the experimental environment established, we next describe the configuration of key parameters
used to evaluate system performance and behavior response.The parameters for user behavior scores are
derived using the methods described in Sections 3.4.1 and 3.6.4.

The mapping relationship between the initial access privilege level and the role is as follows:

5 RU
AL(U;). . =415, PU (24)
25, Admin

The value ranges of §; and g; are set to [0,1] with a step size of 0.05. The initial temperature for the
simulated annealing algorithm is set to 10, the cooling rate to 0.95, and the maximum number of iterations to
100, which limits the total number of algorithmic steps. The optimal parameters for ZRV are (8;, 62, 03, 84) =
(0.012, 0.945, 0.031, 0.012). The optimal parameters for ZRR are (07, 03, 03, 04, 05) = (0.036, 0.017, 0.039, 0.004,
0.903).

Key variables—including initial user privilege levels, attack types, attack intensities, and behavior eval-
uation strategies—are carefully controlled to ensure that the observed outcomes can be attributed solely to
the proposed methods, without interference from external confounding factors. The simulation framework
adheres to deterministic rules, and the algorithmic processes are reproducible. Multiple independent trials
are conducted to verify the stability and consistency of the results.

4.3 Security and Dynamics Analysis

After configuring the system, we conduct experiments to assess its dynamic security response capabili-
ties under various malicious behavior patterns. In this section, the impact of different user behaviors on the
reputation value and risk value of a ZTNE will be analyzed through the dynamic changes of user behavior
scores and access privilege levels.
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Figure 5: Experimental topology

4.3.1 User Behavior Score Analysis

Fig. 6 offers an exposition of the trend of behavior scores of different levels of users (i.e., RU, PU
and Admins) when they perform continuous or intermittent malicious behaviors. It is evident that by
observing the dynamic changes in behavior scores, a rational foundation is established for the establishment
of reasonable behavior score thresholds in the environment of user access control. These malicious behaviors
include PE (Privilege Exceeded), RS (Resources Sensitive accessed), and ATK (DDoS Attacks). The figure
also provides an analysis of various combinations of attacks (e.g., RS+ ATK, RS+PE, ATK+PE, RS+ ATK+PE),
which serves to further validate the sensitivity of the behavior scores to different types of attacks.

When calculating the behavior score, several constraints are imposed: if the number of illegal access
control attempts exceeds 3, SACF is greater than 0.05, or a DDoS attack is detected, the user’s reputation
value is penalized and the risk value is significantly increased. This design ensures that the behavior score
remains highly sensitive to malicious behaviors.
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In the change of behavior scores of Admin users as Fig. 6a shown, the behavior scores remain at a
high level, close to 0.8, during normal access; the behavior scores drop rapidly after executing malicious
behaviors. In particular, the combination of malicious behaviors leads to a sharp drop in behavior scores to
0.001, indicating that the combination of malicious behaviors has a more significant effect on Admins.
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Figure 6: Changes in user behavior score (a) Admin persistent malicious behavior; (b) PU persistent malicious
behavior; (c) RU persistent malicious behavior; (d) Admin intermittent malicious behavior; (e) PU intermittent
malicious behavior; (f) RU intermittent malicious behavior)

Fig. 6d shows the behavior score variation of the admin with intermittent malicious behavior. The
Admin executes malicious behaviors in rounds 20, 23, 26, and 29, respectively, showing a stepwise decreasing
trend. Each time the malicious behavior is triggered, the behavior score decreases rapidly, while it remains
stable temporarily when it is stopped. As the number of rounds of malicious behavior accumulates, the
score eventually converges to 0.197. Even intermittent malicious behavior continues to affect the score and
eventually approaches the effect of continuous malicious behavior.

Behavior scores for PUs (Fig. 6b,e) and RUs (Fig. 6¢,f) vary similarly to Admins. The behavior score
stays around 0.8 for normal access. A single malicious act has a small effect on the behavior score, while
a combination of malicious acts causes the behavior score to drop rapidly to near minimum values.
Intermittent malicious behaviors also show a stepwise decrease, with the final score approaching 0.197.

Additionally, alternating different malicious behaviors—such as INT RS+ATK+PE (2) was also exam-
ined. The results indicate that such alternating behavior patterns do not prevent malicious users from
experiencing a decline in behavior scores, thereby confirming the consistency and sensitivity of the scoring
mechanism to diverse malicious activity patterns.

In s ummary, the DPZTN is highly sensitive to a wide range of malicious behaviors. Although the
intermittent malicious behavior decreases in a stepwise manner, the final impact on the behavior score is
comparable to that of the continuous malicious behavior. These results provide a basis for the setting of
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behavior score thresholds in dynamic access control, and in this paper, 0.7 is chosen as the threshold to
effectively restrict the access of malicious users.

4.3.2 User Privilege Level Dynamics Analysis

Fig. 7 illustrates the dynamic pattern change of CAPL for different levels of users when they perform
continuous or intermittent malicious behavior. Different levels of users behave similarly when receiving
malicious behaviors.
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Figure 7: Dynamic change of user privilege levels (a) Admin persistent malicious behavior; (b) PU persistent malicious
behavior; (c) RU persistent malicious behavior; (d) Admin intermittent malicious behavior; (e) PU intermittent
malicious behavior; (f) RU intermittent malicious behavior

Taking the Admin as an example, in the scenario where the Admin sustains malicious behaviors
(Fig. 7a), the CAPL stays at the initial value of 25 during normal access, and the CAPL decreases rapidly
after the malicious behavior is triggered. The decline rate of combined malicious behavior is consistent with
that of single malicious behavior, indicating that alternate malicious behavior fails to slow down the decline
of CAPL.

Fig. 7d illustrates the change in CAPL for Admins under intermittent malicious behavior. Each time
a malicious behavior is triggered, CAPL decreases significantly in a stepwise trend. When the malicious
behavior stops, the CAPL briefly stabilizes but does not return to the previous privilege level, eventually
converging to the lowest value of 20.

In summary, user CAPL is stable during normal access, while malicious behavior significantly reduces
CAPL, suggesting that the privilege moderation mechanism effectively restricts access. The comparison of
continuous and intermittent malicious behaviors shows that the cumulative effect of intermittent malicious
behaviors is comparable to that of continuous malicious behaviors. Combined with the behavior score
changes in, real-time adjustment of CAPL can effectively restrict malicious user access and improve system
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security. Moreover, the similarity in the variation trends of user behavior scores and user privilege level across
different user levels under the same attack scenarios indicates the stability of the proposed algorithm.

4.3.3 ZTNE Reputation Value and Risk Value Analysis

To assess the impact of malicious behavior on the reputation value of ZTNEs, changes in ZRV and
ZRR were analyzed under both persistent and intermittent attack scenarios. The corresponding results are
presented in Fig. 8.
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Figure 8: Dynamic change of ZRV and ZRR. (a) Changes in ZRV when a user experiences RS; (b) Changes in ZRV when
a user experiences ATK; (c) Changes in ZRV when a user experiences PE; (d) Changes in ZRV when a user experiences
RS+ATK+PE; (e) Changes in ZRV when 5 users experiences RS; (f) Changes in ZRV when 5 users experiences ATK; (g)
Changes in ZRV when 5 users experiences PE; (h) Changes in ZRV when 5 users experiences RS+ ATK+PE; (i) Changes
in ZRR when a user experiences RS; (j) Changes in ZRR when a user experiences ATK; (k) Changes in ZRR when a
user experiences PE; (1) Changes in ZRR when a user experiences RS+ATK+PE; (m) Changes in ZRR when 5 users
experiences RS; (n) Changes in ZRR when 5 users experiences ATK; (o) Changes in ZRR when 5 users experiences PE;
(p) Changes in ZRR when 5 users experiences RS+ ATK+PE

Intermittent single malicious behavior: Intermittent malicious behavior significantly fluctuates the
ZTNE reputation value in both single- and multi-user scenarios. ZRVs were affected despite normal behavior
in between malicious behaviors. Due to the low frequency of malicious behaviors, the reputation value
did not drop dramatically and remained stable overall, ensuring the continuity of normal user behaviors.
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The drop in the ZRV due to malicious behavior is difficult to recover quickly, and subsequent visits trigger
fluctuations in ZRV due to the user’s lower behavior scores, increasing the risk of subsequent visits. DDoS
attacks are detected significantly earlier than sensitive resource accesses and transgressing accesses, and the
system has the lowest tolerance for DDoS, immediately reducing the user’s behavior scores in response to
them once detected. In terms of the ZTNE ZRR, in the single-user scenario, the fluctuation of the ZRR is
mainly centered on the periodic occurrence of DDoS attacks, and the ZRR rises and then gradually recovers.
However, in multi-user scenarios, the synergistic effect of malicious behaviors leads to increased the ZRR
fluctuations, which increases the difficulty of risk management in the system.

Intermittent alternating malicious behavior: The experiment analyzes the impact of alternating
malicious behavior on the ZRV of ZTNE. The system first reacts to DDoS attacks, and as the malicious
behaviors alternate, the ZRV fluctuation gradually increases, especially in the multi-user scenario, where
multiple malicious users collaborate to attack, making the ZRV fluctuate more frequently. Although
malicious behaviors occur intermittently, their cumulative effect makes it difficult for ZRV to recover
quickly, further aggravating the interference with the system. The range of ZRR fluctuation is greater in
alternating malicious behaviors. Multi-user combined malicious behaviors lead to faster ZRR growth and
more significant fluctuations in ZRR, indicating that the existing protection mechanism is difficult to cope
with complex combined malicious behaviors. It has a weaker inhibition effect on ZRR growth, and the
combined malicious behaviors are more disruptive and challenging to the system.

It is worth noting that for the experiments presented in Section 4.3, each was repeated at least three
times. However, due to limitations in result clarity, the repeated experimental results are not displayed
in Section 4.3.

4.4 Performance Analysis

This section provides a statistical analysis of the CPU usage, memory usage, and the latency variations
in the DPZTN workflow. Each system performance-related experiment was conducted at least three times
to ensure the reliability and consistency of the results.

4.4.1 CPU and Memory Usage

The experiment tested the CPU and memory resource utilization of the DPZTN for different number
of users. From Fig. 9, it can be seen that the average CPU usage for 10, 100 and 1000 user scenarios is 50%,
and the memory usage is about 60%. When the number of users is 10,000, the average CPU usage rises to
about 70% and the memory usage remains the same.
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Figure 9: Average CPU and memory usage of the DPZTN in scenarios with different numbers of users
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4.4.2 DPZTN Latency

Fig. 10 shows the latency of each phase of the DPZTN. The registration phase has a long latency of about
3.8 s, which is mainly due to the blockchain writing initial information and multi-party verification. The user
registration latency is about 2 s, which further validates the impact of blockchain writing on latency. The
communication delay in the authentication phase is higher (about 0.06 s), but the total delay is only 0.5 s,
indicating that the system optimizes the computational efficiency in the authentication phase. The total delay
in the user authentication phase is 0.8 s, and the communication delay is about 0.02 s, with the main delay
coming from the computation process. The access control phase has the lowest latency of 0.3 s, showing the
efficiency of the session.
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Figure 10: Average latency of each phase for the DPZTN

Although the study is based on simulations, the user behavior model, attack scenarios, and permission
evolution mechanisms are designed to reflect common patterns observed in real network security incidents,
thereby enhancing the realism and represent ativeness of the experiments. The algorithm was also tested
under diverse initial conditions and various attack combinations to improve the generalizability of the
findings. Nevertheless, it is acknowledged that simulation environments cannot fully capture the complexity
and unpredictability of real systems. Future work will focus on extending the evaluation to real deployments
or hybrid testbeds to further validate the applicability of the proposed model.

5 Security Analysis

To demonstrate the security advantages of DPZTN in IoT environments, this paper presents the defense
effectiveness of DPZTN against various threats faced by the network.

« Confidentiality: DPZTN protects against information leakage by encrypting the identity data of users
and ZTNE using a hash algorithm before storing it on the blockchain. This prevents unauthorized
access and ensures sensitive data remains confidential. Additionally, a mutual authentication mechanism
minimizes the risk of impersonation among the blockchain, ZTNE, and users. The integration of ZTNE
with blockchain further strengthens identity protection. Details are provided in Sections 3.2 and 3.3.

« Completeness: To defend against tampering, DPZTN stores all authentication and access control data
on the immutable blockchain. Communication between IoT devices and ZTNE is encrypted, ensuring
data integrity both at rest and in transit. This effectively prevents unauthorized modifications or forgery,
as explained in Section 3.2.
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«  Undeniability: DPZTN immutably records all user identity registrations, access requests, and behavior
logs on the blockchain. This ensures traceability and prevents users from denying their behaviors,
enabling full auditability. The design prohibits any deletion or alteration of stored data, thereby
guaranteeing accountability and transparency. Further details are provided in Sections 3.3 to 3.6.

o Usability: Through a dynamic reputation evaluation algorithm—BBEA, DPZTN limits access for
high-risk users, mitigating the threat of DDoS-based resource abuse. ZTNE continuously monitors
traffic and can promptly block abnormal behavior, maintaining system availability. See Section 3.5 for
more information.

o Least privilege: To counter privilege escalation, DPZTN applies a Bayesian-based behavior scoring
mechanism that evaluates user reputation and risk in real time. By continuously monitoring user
behavior, the system adjusts privileges dynamically, ensuring access stays within authorized bounds. This
ensures that only legitimate users access resources, enhancing overall system security. The mechanism
is detailed in Sections 3.4 and 3.6.

6 Conclusion

This paper presents DPZTN and introduces a BBEA for user behavior-based access control. By
integrating BBEA into smart contracts, DPZTN dynamically adjusts user access privileges. The deployed
ZTNE accurately detects malicious user behavior using specialized algorithms and monitors changes in
user behavior scores to identify and block abnormal behaviors in real time. Experimental results show that
DPZTN’s ZTNE supports up to 10,000 users with multiple concurrent access requests. Significant delays only
occur during network element and user registration, while access control and authentication introduce mini-
mal latency, demonstrating strong performance and security. The ZTNE also enables zero-trust enforcement
at the network element level, enhancing system security and providing dynamic access control.

To further enhance the effectiveness and applicability of the proposed DPZTN architecture, future
research will focus on the following three key directions. Enhancing the capability of DPZTN to accurately
assess and manage access requests from unknown or previously unseen users through online learning and
behavior inference, thereby improving system resilience against zero-day threats. Designing and imple-
menting optimized, resource-efficient smart contracts to enable real-time decision-making in large-scale or
resource-constrained environments, such as edge and IoT networks. Extending the DPZTN framework to
support secure identity federation and policy coordination across multiple administrative domains, enabling
unified zero-trust enforcement in distributed network.
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