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ABSTRACT: The expansion of smart home (SH) networks introduces security vulnerabilities due to centralized
architectures and resource-constrained Internet of Things (IoT) hardware. Centralized systems remain susceptible to
single-point-of-failure vulnerabilities, identity impersonation, and unauthorized session key manipulation. To address
these issues, this paper proposes a Blochchain based secure data exchange protocol for smart homes (BSDE-SH).
The framework utilizes a dual-layer hybrid architecture: high-speed localized message loops among edge routers are
validated via a lightweight Practical Byzantine Fault Tolerance (PBFT) mechanism ensuring a deterministic 3 f + 1 fault-
tolerance quorum, while long-term access policies are executed on an EVM-compatible private Ethereum decentralized
runtime. For low-latency session key derivation, BSDE-SH leverages an optimized multi-factor cryptographic hand-
shake built upon Elliptic Curve Cryptography (ECC). We evaluate the protocol using Cisco Packet Tracer for network
reliability and the MIRACL library for computational performance. Experimental results confirm that our certificate-
based scheme completes mutual authentication in three messages with a low computational latency of 11.521 ms,
outperforming six state-of-the-art baselines. Furthermore, a prototype deployment evaluated via Ganache and Truffle
demonstrates that key operations incur minimal fees, achieving a structural contract execution cost of 1,485,218
gas-reflecting a 412% improvement in overall gas efficiency over conventional benchmarks. Finally, formal security
verification via the Scyther framework proves complete resilience against multi-vector adversarial exploits, validating
the protocol’s suitability for scalable IoT infrastructure.

KEYWORDS: Internet of Things (IoT); smart home (SH); authentication; blockchain; elliptic curve cryptography
(ECC); practical byzantine fault tolerance (PBFT)

1 Introduction
The global smart home (SH) market is projected to exceed 7 billion dollars by 2025, coinciding

with an industry-wide transition where 80% of the networking sector adopts automation technologies [1].
Concurrently, demographic shifts indicate that approximately one-fourth of the global population will
exceed 60 years of age by 2050 [2], necessitating robust assistive tech paradigms to maintain longevity and
well-being. Modern literature bifurcates SH implementation into software-simulated environments lever-
aging packet-tracking models [3–6] and hardware-driven architectures integrating distributed blockchain
frameworks alongside specialized components like smart mirrors [7–9]. Combining Internet of Things
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(IoT) infrastructure with automated machine learning allows heterogeneous hardware networks to interface
seamlessly over unified frameworks, such as NodeMCU-controlled microcontrollers linked via mobile access
nodes [10].

Despite these architectural developments, edge networks remain highly susceptible to supply-chain
tampering, unauthorized remote access, and credential leakage [11]. Network stability is threatened by
identity-based vectors including malicious impersonation, hardware cloning, and spoofing attacks [12].
Thus, satisfying nominal functional and operational requirements does not eliminate vulnerability to multi-
vector adversarial exploitation, allowing malicious entities to compromise system privacy and orchestrate
widespread network breaches through unverified mobile nodes or edge routing points [13].

1.1 Background and Security Challenges in Smart Homes
Smart home networks rely on interconnected IoT nodes to handle environment telemetry and

automated system configuration. However, operational heterogeneity and resource constraints-specifically
limited computational power and restricted memory spaces-preclude edge IoT units from deploying
resource-heavy traditional cryptographic frameworks. This limitation leaves the hardware layer highly
vulnerable to active data modification, passive eavesdropping, spoofing, and distributed denial-of-service
(DDoS) attempts [14].

1.2 The Role of Blockchain in Smart Home Security
To remove single-point-of-failure vulnerabilities, blockchain serves as a distributed, decentralized

security architecture. Utilizing shared ledgers across local edge routers allows cryptographically verifying
transaction authenticity without massive cloud dependencies. Because standard public Proof-of-Work
(PoW) consensus algorithms impose prohibitive processing overhead, this paper introduces an optimized
dual-layer hybrid architecture. Under this approach, rapid localized message loops among edge routers are
validated via a lightweight Practical Byzantine Fault Tolerance (PBFT) scheme to guarantee a deterministic
3 f + 1 fault-tolerance quorum for near-instant transaction finality. Concurrently, long-term policy access
rules, contract validations, and Registration Authority are safely executed and synchronized via an EVM-
compatible, decentralized, private Ethereum runtime.

1.3 Layered Blockchain Architecture and Layer-Specific Threats
To evaluate system risks systematically, the distributed architecture is partitioned into four distinct

functional tiers:

• Data Layer: Manages data blocks, hash tracking, and asymmetric cryptographic primitives for core
ledger immutability; protected against localized data injection and key exposure via robust Elliptic
Curve Cryptography (ECC).

• Network Layer: Regulates peer-to-peer (P2P) block propagation and node discovery; mitigates Sybil,
Eclipse, and routing attacks through strict router-level validation profiles.

• Consensus Layer: Executes node agreement validations to protect state history. By deploying a
lightweight PBFT consensus paradigm instead of unoptimized open-mining frameworks, the system
enforces a deterministic 3 f + 1 fault-tolerance quorum. 3 f + 1 represents the total number of validator
nodes required to tolerate up to f Byzantine faults, while 2 f + 1 represents the commit quorum threshold.
This guarantees absolute mathematical finality directly at the Consensus Layer (rather than at the
routing tier) to prevent state forks, and coordinates seamlessly with our private EVM-compatible
decentralized runtime for long-term policy verification.
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• Application Layer: Hosts client logic, smart contract execution routines (AddSHD, RemoveSHD),
and public APIs; enforces zero-trust role access checks directly inside Solidity contract states to block
reentrancy or state hijacking.

Additionally, blockchain technology continues to mature, providing verified security layers across mul-
tiple domains including finance, healthcare, agriculture, and intelligent transportation systems [15–18]. Fig. 1
illustrates the proposed blockchain-centric SH topology, detailing the logical trust boundaries separating
the Public (Untrusted) Domain from the Trusted (Secure) Domain while standardizing system terminology.
Within this framework, the Router/Gateway serves as the edge ingress point managing external WAN/LAN
traffic; the RADIUS Server acts as the central local AAA (Authentication, Authorization, and Accounting)
entity handling cryptographic device handshakes; and the integrated Blockchain Fabric manages immutable
policy logging. The architecture comprises IoT devices communicating via secure Extensible Authentication
Protocol-Transport Layer Security (EAP-TLS) and EAP-Tunneled TLS (EAP-TTLS) channels, alongside edge
entities (such as the RADIUS server and user nodes using EAP-Protected EAP [EAP-PEAP] over Wi-Fi
Protected Access 3 [WPA3]). To satisfy these requirements, the Blockchain Fabric conceptually defines
consensus and validation layers, which are functionally instantiated and simulated in our implementation
using the Ganache local blockchain environment via JavaScript Object Notation Remote Procedure Call
(JSON-RPC) gateways.

Figure 1: Proposed blockchain-centric SH network architecture.

1.4 Threat Model
The architectural surface of resource constrained heterogeneous SH networks provides broad avenues

for inter-node exploitation. To accurately map these vectors, this framework adopts the standard Dolev-Yao
threat criteria [19] alongside Canetti-Krawczyk adversary models, granting an active adversary M absolute
execution rights to intercept, block, inject, modify, or replay public channel transmissions. Security goals
require lightweight, low-operand protocols that satisfy rigorous privacy parameters without scaling resource
latency, which is achieved here using high-efficiency ECC setups.
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1.5 Research Contributions
The primary contributions of this paper are threefold. We design and execute a localized nine-device

SH network modeled in Cisco Packet Tracer that interacts securely over a decentralized substrate. Secondly,
credential-based remote node validation loops utilizing network-layer IP management and access controls
are implemented. Finally, we develop a lightweight digital certificate-driven mutual authentication protocol
that completes in only three messages, with lower communication and computation latency than six state-
of-the-art protocols.

2 Related Work
Research on authentication in smart home (SH) and IoT systems spans multiple directions, including

access control, lightweight cryptography, ECC-based schemes, and blockchain integration. In edge and
access control security, study [20] combined attribute-based policies with smart contracts and edge comput-
ing, while [21] modeled home automation threats using attack trees. Lightweight protocols for constrained
devices leverage hash functions, XOR, and symmetric encryption [22]. Similarly, PrivHome [23] uses
symmetric primitives but remains vulnerable to gateway compromise. To address such limitations, ECC-
based authentication schemes [24,25] provide secure session key establishment and privacy preservation
under formal analysis, including AVISPA evaluation. Several ECC-based SH authentication frameworks
[26–28] demonstrate improved efficiency and secure device verification under resource constraints.
Blockchain has also been widely adopted for SH security. A three-layer blockchain architecture improves
gateway protection, while mutual authentication schemes [29,30] enhance trust without centralized servers.
Further works [31,32] apply ledger-based access control and Hyperledger Fabric to achieve fine-grained
and tamper-resistant authorization. Hybrid blockchain solutions such as private and consortium models
[33–35] reduce overhead while improving auditability and secure data exchange. Additional studies [36–39]
explore integration with edge computing for scalable IoT and smart grid security. Formal verification-based
schemes [40,41] confirm resistance to major attacks but highlight trade-offs in computational complexity.
Recent decentralized architectures using Ethereum smart contracts further enable secure distributed IoT
coordination [42]. Recent studies [43–45] emphasize that large-scale IoT and federated learning systems
require robust authentication at the edge, particularly for heterogeneous environments. Our proposed
framework addresses this gap through an EVM-compatible authentication model optimized for reduced
computational overhead. Table 1 demonstrates that existing smart home authentication schemes typically
focus on selected security mechanisms, such as blockchain, ECC-based authentication, or lightweight mutual
authentication. In contrast, the proposed BSDE-SH framework unifies certificate-based ECC authentication,
PBFT consensus, blockchain-enabled smart contracts, lightweight session key establishment, formal security
verification, and hardware validation within a single architecture. This integrated design enhances authenti-
cation efficiency, strengthens security assurance, and supports practical deployment in resource-constrained
smart home IoT environments.

Table 1: Comparison of the BSDE-SH framework with related blockchain-based schemes.

Scheme BC ECC PBFT Mutual Formal SC HW
SH-BlockCC [11] ✓ – – ✓ – – –
HomeChain [29] ✓ – – ✓ ✓ – –
Consortium BC

Auth. [34] ✓ – – ✓ – ✓ –

(Continued)
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Table 1 (continued)

Scheme BC ECC PBFT Mutual Formal SC HW
Blockchain Auth. & Key

Exchange [37] ✓ ✓ – ✓ ✓ – –

SecFHome [46] – ✓ – ✓ ✓ – –
ECC-Based Auth. [47] – ✓ – ✓ – – –
Proposed BSDE-SH ✓ ✓ ✓ ✓ ✓ ✓ ✓

3 Proposed Methodology
This section presents the system design, implementation environment, and the proposed BSDE-SH

authentication and blockchain framework in a unified and compact form.

3.1 System Model, Requirements, and Implementation Environment
The proposed framework is designed to satisfy key smart home requirements, including security,

privacy, scalability, and trust decentralization. Security is achieved through ECC-based dynamic key
generation to resist cloning, interception, and tampering. Privacy is preserved using dynamic pseudo-
identities (PID), which conceal real device identities. Scalability is ensured through efficient transaction
validation under increasing device density, while trust is decentralized using a distributed 3 f + 1 fault-
tolerant consensus model. The smart home environment is implemented using Cisco Packet Tracer (v8.2.1),
where IoT devices such as sensors, lighting systems, and appliances are assigned unique IP addresses under
a unified SSID (“Home”) configured with WPA2-AES encryption. Authentication and access control are
enforced through a RADIUS-enabled AAA mechanism integrated into the home gateway/router, ensuring
that only authorized users can access and manage devices. The overall system configuration workflow is
illustrated in Fig. 2.

Cisco Packet Tracer is employed solely to model the smart-home network topology, communication
workflow, and device connectivity. It is not used to validate the cryptographic security of the proposed
authentication protocol. The security properties of the framework are instead established through for-
mal ROR-model analysis, Scyther-based protocol verification; whereas the computational performance
evaluation is furnished using the MIRACL cryptographic library.

3.2 BSDE-SH Authentication and Cryptographic Foundation
The proposed BSDE-SH framework integrates ECC with blockchain-based verification to secure smart-

home communications. The Registration Authority (RA) selects an elliptic curve Ep ∶ y2 = x3 + cx + d, where
4c3 + 27d2 ≠ 0, generates its private key Prv ∗ RA, and computes Pub ∗ RA = Prv ∗ RA ⋅GEN. The public
parameters (Ep , GEN, Pub ∗ RA, h(⋅)) are published, while private keys remain protected. BSDE-SH uses
the NISTsecp256r1 (P-256) curve, providing approximately 128-bit classical security. The generator GEN
has prime order n, satisfying n ⋅GEN = O.

During secure registration, the RA provisfions control rooms, routers, and devices with their identi-
ties, certificates, and cryptographic credentials before deployment. BSDE-SH employs a dual-layer hybrid
architecture. A private consortium blockchain uses PBFT among validator routers for efficient local authen-
tication, transaction validation, and consensus. After consensus, the authenticated transaction state and its
cryptographic digest are anchored to an Ethereum-compatible smart contract for immutable storage, public
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verification, and auditability. Thus, resource-constrained devices benefit from lightweight local consensus
without directly interacting with the public blockchain.

Figure 2: Workflow for SH device configuration and login validation.

3.3 Authentication and Secure Communication
This section describes the mutual authentication and session key establishment process between the

device and gateway. Upon successful authentication, both entities independently derive a shared session key
using shared secrets, cryptographic hashes, and ephemeral nonces. The resulting key provides perfect for-
ward secrecy and secures subsequent communication against eavesdropping, tampering, and unauthorized
access, as illustrated in Fig. 3. The resulting session key is defined as:

SSKeyD−R = h(PIDD ∥ PIDR ∥ DKey ∥ PKD ∥ PKR) (1)
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Figure 3: Mutual authentication phase.

3.4 Certificate Revocation and Re-Registration
In BSDE-SH, the Registration Authority (RA) revokes certificates of compromised devices, routers,

or users and updates their status on the permissioned blockchain. Validator routers reject authentication
requests from revoked identities. For re-registration, legitimate entities securely authenticate with the RA
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and receive a fresh pseudo-identity, certificate, and key pair, while previous credentials are invalidated. This
mechanism enables secure recovery from credential compromise and prevents reuse of obsolete credentials.

3.5 Blockchain-Based Integrity and Consensus Mechanism
To ensure tamper-resistant logging and auditability, the system employs a permissioned blockchain with

PBFT consensus. Each block contains essential components such as the previous block hash, Merkle root,
timestamp, payload, and digital signature (see Table 2). Blocks are generated and validated through a leader-
based consensus mechanism, where a block is accepted only if VC ≥ 2 f + 1, where f represents the number
of faulty nodes and VC denotes the number of valid votes.

Table 2: Structure of block j (Isolated notation mapping).

HPB Hash of Previous Block
HCB Hash of Current Block

SHCB Signature on HCB
BC Blockchain

MTR/HT Merkle Tree Root/Hash Tree
T Timestamp

PKSHD j Public Key of Signer SHD j
PoB Payload of Block

LEPK j List of Encrypted Transactions
BV Block Version

BLVS Block Validation State

The blockchain structure and block organization are illustrated in Fig. 4, while the consensus process
and tracking of the Block Validation State (BLVS) are described in Algorithm 1. This ensures integrity,
immutability, and distributed trust across the smart home environment.

Figure 4: Blockchain data structure.
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3.6 Formal Security Reduction to ECDLP
We establish the existential unforgeability of the proposed certificate scheme through a reduction to the

Elliptic Curve Discrete Logarithm Problem (ECDLP), assuming the ECDLP is computationally intractable.
Proof: Assume an adversary A can forge a valid certificate CertCTRi = Prv-KCTRi + h(PID ∗ i ∥ wi) ⋅ Prv ∗
RA with non-negligible advantage ε. We construct a challenger C that uses such a forgery to solve an ECDLP
instance Pub = x ⋅GEN by setting PubRA = Pub and simulating the random oracle. ◻

Using the Forking Lemma, C obtains two valid forgeries for the same commitment with distinct hash
values h1 ≠ h2:

Cert(1) = Prv-K + h1x (mod n), (2)

Cert(2) = Prv-K + h2x (mod n). (3)

Algorithm 1: Consensus on blockchain block insertion and verification
1: Input: Block B( j), number of faulty routers NFR
2: Output: After validating B( j), commit and add it to the blockchain
3: Assume SHD (LDR) is chosen as leader to add B( j)
4: for each follower node LDRk do
5: Generate timestamp TSHD j

6: Create voting request V Req
7: Encrypt V Req with PKSHD j

8: Forward encrypted request to SHD j as LEPK j(V Req, TSHD j), j ≠ LDR
9: end for
10: for each follower SHD j do
11: Receive message from LDR at time T∗SHD j

12: Decipher message: (V Req′, TSHD j) = DMSKSHD j
[EPKSHD j

(V Req, TSHD j)]
13: Verify block B( j) using Merkle root, timestamp, block hash, signature
14: if verification succeeds then
15: Encrypt (V Req, V Rep, BLV S) with PKLDR
16: Send encrypted response to leader
17: end if
18: end for
19: Initialize vote counter: VC ← 0
20: for each received response EPKLDR(V Req′, V Rep, BLV S) from SHD j do
21: Decrypt using DKLDR : (V Req′, V Rep, BLV S) = DKLDR[EPKLDR(V Req′, V Rep, BLV S)]
22: if V Req′ = V Req and V Rep = valid and BLV S = valid then
23: Increment VC ← VC + 1
24: end if
25: end for
26: if VC > 2 ⋅ NFR + 1 then
27: Send commit response to each follower
28: Add B( j) to blockchain
29: end if
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Subtracting them allows C to recover

x = (Cert(1) − Cert(2))(h1 − h2)−1 (mod n). (4)

Hence, a successful certificate forgery would yield a polynomial-time solution to ECDLP, contradicting
its assumed hardness. Therefore, the proposed certificate scheme is existentially unforgeable.

4 Result and Discussion
This section tests and validates the security of the proposed system using two formal security analyses:

the Scyther tool and the Real-Or-Random (ROR) Oracle model [48]. There are two roles in our protocol:
SHD and the Server (R), with the terms “Ok” and “Fail” indicating the correctness and falsehood of claims,
respectively [37]. We also perform an informal security analysis of the system as presented below.

4.1 Security Analysis
This section provides a rigorous security evaluation of the proposed framework against malicious

entities.

4.1.1 Cryptographic Hardness Assumptions
To establish the formal security bounds of the proposed protocol against a probabilistic polynomial-time

(PPT) adversary, our scheme relies on the following foundational cryptographic hardness assumptions:

• Elliptic Curve Discrete Logarithm Problem (ECDLP): Given an elliptic curve generator point P and
a random element Q = x ⋅ P within a prime-order group, it is computationally infeasible for any PPT
adversary to compute the scalar multiplier x with a non-negligible advantage.

• Computational Diffie-Hellman (CDH) Assumption: Given the triplet tuple (P, a ⋅ P, b ⋅ P) for
unknown random scalars a and b, it is computationally intractable for a PPT adversary to calculate the
target point product a ⋅ b ⋅ P.

• Collision Resistance Hash Function: For a cryptographically secure one-way hash function H(⋅), it is
computationally infeasible to find two distinct inputs m1 and m2 such that H(m1) = H(m2).

4.1.2 Threat Model and Security Environment
As established in our introductory premises, the operational environment assumes an active adversary

capable of intercepting public communication channels, dropping packets, or replaying stale authentication
metrics. The network entities are considered semi-trusted, necessitating robust validation loops across the
routing layer.

4.1.3 Resistance to Common Attacks
In this section, we demonstrate that the proposed system incorporates robust cryptographic defenses

and structurally withstands a variety of known multi-vector attacks without requiring sandbox script
testbeds:

• Man-in-the-middle attack: To successfully launch a MITM attack, an adversary may intercept and
modify authentication messages exchanged over the public channel and attempt to convince the
communicating entities that the modified messages are legitimate. However, generating a valid modified
authentication message requires knowledge of the secret/private parameters used to construct the corre-
sponding authentication values. Without such knowledge, an adversary cannot generate authentication
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data that satisfies the verification conditions at the receiving entity. Consequently, any unauthorized
modification of the authentication messages is detected during verification, thereby protecting the
proposed scheme against MITM attacks.

• De-synchronization attack: To prevent potential de-synchronization between the smart device and
the gateway, the gateway temporarily stores the previous temporary identity (PIDold), along with
the current identity (PID). Upon successful completion of the subsequent login session, (PIDold) is
updated accordingly. Maintaining identities from two consecutive sessions prevents synchronization
failures that may occur if the gateway updates the user’s identity in its verifier. At the same time, an
adversary can intercept or block the corresponding response message. In such a case, the smart device
may retain the previous identity. At the same time, the gateway has already switched to the new one,
resulting in identity de-synchronization and potentially causing the subsequent login attempt to fail.

• Replay attack: Because our scheme’s structurally updated session key derivation formula (SSKe y =
h(PKR ∥ Ti ∥ NonceA)) explicitly integrates both synchronized high-resolution timestamps and high-
entropy nonces uniquely differing between execution rounds, the network remains fully protected
from replay exploits [48], rendering past captured transit elements and outdated session identifiers
computationally invalid.

• Mobile theft/loss attack: The remote server does not retain the user’s password, and there is no static
password verification table, preventing offline brute-force guessing or extraction attempts.

• Smart device recording attack: Although an attacker may intercept the exchanged protocol messages
and inject fake parameters, the information captured will not reveal the true identity of the smart
device, long-term confidential credentials, the session key, or other security-sensitive information.
Consequently, the recorded communication cannot be used to impersonate the legitimate smart device
or compromise subsequent authentication sessions.

• Key forward/backward secrecy attack: An attacker cannot mathematically derive previously estab-
lished or subsequent session keys from an intercepted or compromised current session key.
Furthermore, even in the case of a long-term secret credentials compromise, the historical and
future session keys remain completely secure. Because every session key relies on independent, fresh
ephemeral nonces processed via point-scalar multiplications, a compromise of static long-term elements
does not retroactively expose historic session key iterations, guaranteeing robust forward secrecy.

• Mutual authentication: Mutual authentication is achieved through the hash-based consistency
checks performed by both communicating entities during the authentication procedure described
in Section 3.3. Each entity independently reconstructs the expected authentication value using the
received message parameters and its locally available secret and session-specific values, and verifies
it against the corresponding received value. Successful verification at both ends authenticates both
participating entities, thereby providing mutual authentication.

• Untraceability: Temporary pseudo-identities (PID) of users and smart devices are dynamically updated
after every successful session closure by folding in a fresh, high-entropy random nonce r. Because the
token is updated via a one-way cryptographic hash function h(⋅), past and future pseudo-identities
(PID(1), PID(2)) remain computationally un-linkable, providing resistance to cross-session tracking
under the assumed cryptographic security model.

• Anonymity: Without explicit knowledge of localized secret master keying parameters and ephemeral
randomness, an active adversary capturing public channel exchanges cannot extract the real identity or
identifying information of any legitimate node. Under the random oracle model for the underlying hash
function, the generated pseudo-identities are computationally indistinguishable from random strings,
providing anonymity against adversaries under the assumed security model.
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• Router impersonation: For successful router impersonation, an adversary would need to construct a
valid (Msg2) that passes the corresponding authentication checks at the receiving entity. In particular,
this requires a valid router certificate (CertR) and session-key verifier (SSKey-VerR−D(n)). Forging
a valid (CertR) is computationally infeasible under the ECDLP assumption, as formally established
in Section 3.6, while generating a valid (SSKey-VerR−D(n)) requires the corresponding session-specific
secret information. Therefore, an adversary cannot construct a valid authenticated (Msg2) on behalf of
a legitimate router.

• Ephemeral Secret Leakage (ESL) Attack: Under the Canetti–Krawczyk adversary model, compromise
of ephemeral secret credentials alone does not enable an adversary to derive the established session key,
as its computation also depends on both fresh ephemeral session secrets and long term secret keys.

• Privileged-insider attack: Even if a malicious insider compromises a node and extracts stored
parameters, they cannot compute useful credentials without unauthorized prerequisites.

• Impersonation attack: To impersonate a legitimate edge user, an adversary must construct a fresh
and valid login message that satisfies the corresponding authentication and freshness checks. However,
generating the required authentication parameters depends on secret credentials and session-specific
values that cannot be derived from intercepted public messages alone. Therefore, an adversary can-
not successfully impersonate a legitimate edge user solely by intercepting or replaying previously
exchanged messages.

• Public-key replacement attack: The proposed framework successfully neutralizes public-key replace-
ment threats through two tight security bounds. First, every public key Pubi is cryptographically bound
to its associated pseudo-identity PIDi via digital signatures during the secure registration layer. Second,
these identity-key mappings are anchored immutably across the distributed blockchain validators.
Because any incoming transaction payload must pass state-machine quorum validation against the
authenticated blockchain states, an adversary attempting an unauthorized public-key swap will imme-
diately trigger a consensus validation failure, rendering the replacement attack completely ineffective.

4.1.4 Data Integrity and Privacy Protection Analysis
Data integrity is maintained across two critical fronts within our architecture as validated

in Section 4.1.3. First, data-in-transit is protected via Elliptic Curve Diffie-Hellman (ECDH) key derivation
(SSKeyD−R). Second, data-at-rest is stored within immutable ledger block states protected by SHA-256 hash
chaining. User privacy preservation is strictly maintained because real device identifiers are completely
masked behind dynamic pseudo-identities (PID).

4.1.5 Formal Security Analysis under the ROR Oracle Model
This section presents the formal security analysis to validate secure key sharing among the SH network

devices. The ROR model is a reliable framework for analyzing authentication systems [46].

4.1.6 Authentication Protocol
Let Q = (U , R, D) represent an authentication process involving a user U , a router (gateway) R, and

a smart device D. Probabilistic polynomial-time techniques are used to model all protocol participants,
including adversaries. Participants may run multiple instances, including one where party Y is modeled,
where Y ∈ {U , R, D}. The protocol aims to mutually authenticate participants and establish a session key for
securing future communications.
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A malicious attacker M can execute the following queries:

• Execution: M uses this query to fabricate exchanged content between legitimate participants, resulting
in an Active attack.

• Corrupt a smart device: M can access all information stored in the smart device’s memory.
• Corrupt the smart gateway or router: After executing this query, the gateway reveals all stored

information to M.
• Test: M uses this query to obtain either the real session key or a randomly generated string, depending

on a randomly selected bit. The adversary then attempts to distinguish the real session key from the
random string, thereby evaluating session-key indistinguishability.

• Accepted mode: Messages exchanged are considered sequentially ordered, resulting in session-
based identification.

• Participants: Mutual authentication involves the user, smart device, and gateway.
• Freshness: A session key established between two parties Y and Z is considered fresh if it is newly

derived for the current session, independent of previous session keys, and has not been exposed to the
adversary M hrough any permitted reveal or corruption query.

• Partnering: Two protocol instances are considered partnered if both instances (1) enter the accepted
mode and (2) share the same session identification.

4.1.7 Session Key Semantic Security
If the Ttest query returns bb′, the attacker M wins the game when bb′ = bb. Let Suc denote the event

that M wins the game. The advantage of M in breaking the session key semantic security of the proposed
scheme Q, denoted as AdBSDE−SH

Q , is defined as follows:

AdBSDE−SH
Q = ∣2 ⋅ Pr[Suc] − 1∣ (5)

If there exists a negligible function ε such that AdBSDE−SH
Q ≤ ε, then the proposed scheme Q is

considered semantically secure under the ROR model.
The following theorem establishes an upper bound on the adversary’s advantage under the Real-Or-

Random (ROR) model by relating the security of the proposed BSDE-SH authentication protocol to the
computational hardness of the Elliptic Curve Discrete Logarithm Problem (ECDLP) under the random
oracle assumption.

Theorem 1: Let A be a probabilistic polynomial-time (PPT) adversary interacting with the proposed BSDE-SH
protocol in the ROR model within running time t. Assuming that the Elliptic Curve Discrete Logarithm Problem
(ECDLP) is computationally intractable over the selected elliptic-curve group and that the hash function behaves
as a random oracle, the adversarial advantage in distinguishing the established session key from a uniformly
random string satisfies

AdvBSDE-SH
A (t) ≤ AdvECDLP(t′) +

q 2
h

2λ+1 , (6)

where qh denotes the number of hash-oracle queries, λ is the security parameter, and t′ denotes the running
time required to solve the underlying ECDLP instance. Consequently, if the ECDLP remains computationally
infeasible and the hash function behaves as a random oracle, then AdvBSDE-SH

A (t) is negligible.

Proof: Assume that a PPT adversary A can distinguish the established session key from a uniformly random
string with non-negligible probability in the ROR experiment.



14 Comput Mater Contin. 2026;89(3):88

The proposed BSDE-SH protocol establishes authenticated session keys using elliptic-curve crypto-
graphic parameters together with dynamic pseudo-identities, public keys, and cryptographic hash functions.
Consequently, any adversary capable of distinguishing the genuine session key with non-negligible proba-
bility would necessarily obtain an advantage against the underlying elliptic-curve computational assumption
or successfully predict outputs of the random oracle. Therefore, the adversarial advantage is upper-bounded
by the probability of solving the ECDLP together with the birthday-bound collision probability, yielding:

AdvBSDE-SH
A (t) ≤ AdvECDLP(t′) +

q 2
h

2λ+1 .

The first term represents the probability of solving the underlying ECDLP, while the second term
corresponds to the birthday-bound probability associated with random-oracle queries. Since the ECDLP
is assumed to be computationally infeasible over the selected elliptic-curve group and the probability
of successfully predicting random-oracle outputs is negligible, the overall adversarial advantage is also
negligible. Hence, the established session key is semantically secure under the Real-Or-Random (ROR)
model.◻

4.1.8 Random Oracle
All participants, including the attacker M, have access to a cryptographic hash function h(⋅), modeled

as a random oracle. Here, Hash denotes a query to the random oracle [46].

4.2 Scyther Simulation
In this section, we formally verify the proposed BSDE-SH protocol using Scyther, a widely used

tool for automated security protocol analysis. The protocol is modeled in Security Protocol Description
Language (SPDL), defining entity roles and security claims, including secrecy, aliveness, agreement, and
synchronization. The analysis was performed on a system with an Intel Core i7 2.8 GHz processor and 16 GB
RAM. Under the Dolev–Yao adversary model, Scyther successfully verifies the specified security claims,
including aliveness, non-injective synchronization (Nisynch), and non-injective agreement (Niagree), con-
firming correct message sequencing and agreement among communicating entities [37]. The verification
results are presented in Fig. 5a,b.

The Scyther analysis verifies all specified authentication and secrecy claims without identifying feasible
attack traces under the adopted adversarial model. The successful Alive, Niagree, and Nisynch claims
confirm mutual authentication, correct message sequencing, and consistent protocol states, while the secrecy
claims ensure session-key confidentiality under the Dolev–Yao model. These results formally support the
correctness and security of the proposed BSDE-SH authentication and key establishment protocol.

4.3 Results from Our Smart Home Implementation
This subsection presents simulation results for the Smart Home (SH) implementation, evaluating local

device behavior and remote access through the IoT RADIUS server. Remote users can control SH devices
after authentication; however, conventional credential-based authentication remains vulnerable to credential
compromise and insider attacks [31]. Fig. 6 shows the nine-device SH configuration, with the fan set to
“High,” and the remote login interface. Among the devices, only the garage door and fan achieved 100%
wireless signal strength. These limitations highlight the need for stronger mutual authentication mechanisms
to mitigate credential and brute-force attacks [29,48].
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Figure 5: Scyther-based formal security verification of the proposed BSDE-SH scheme.

Figure 6: Simulated nine-device smart home network.

Security Assumptions and Features
The proposed BSDE-SH framework assumes a fully trusted Registration Authority (RA) and employs

PBFT consensus in the permissioned blockchain for efficient transaction processing [49]. Registration occurs
over a secure channel, while authentication uses a public channel fully controlled by an adversary capable of
intercepting, modifying, forging, delaying, or deleting messages [46]. Smart and mobile devices may also be
physically compromised; hence, sensitive credentials are cryptographically protected.

BSDE-SH provides mutual authentication, secure session key establishment, data integrity, trans-
action traceability, and secure communication without maintaining a verifier list. Through ECC-based
authentication, digital signatures, and blockchain verification, the framework is designed to resist replay,
impersonation, man-in-the-middle, message modification, transaction hijacking, birthday, and DoS/DDoS
attacks [29].
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4.4 MIRACL Experimental Results and Computational Performance
To evaluate the performance of the proposed BSDE-SH system on resource-constrained IoT hardware,

we employ the Multi-Precision Integer and Rational Arithmetic Cryptographic Library (MIRACL). The
experimental setup consists of an HP EliteBook 8460P (2.7 GHz Intel Core i7 CPU, 4 GB RAM) serving as
the router station and a Raspberry Pi 3 (Cortex-A53, 1.4 GHz CPU, 1 GB LPDDR2 SDRAM) representing
the smart-home device (SHD). Using MIRACL, the measured execution times for bilinear pairing (TBP),
point multiplication (TPM), point addition (TPA), random number generation (TRN ), and one-way hashing
(THS) were 4.038, 0.926, 0.006, 0.118, and 0.004 ms, respectively, on the router, and 12.520, 4.107, 0.080, 1.185,
and 0.006 ms on the SHD. As shown in Table 3, BSDE-SH is compared with representative schemes [27,38–
40,50,51]. A complete authentication cycle requires 10THS + 2TRN + 4TPM + 3TPA, resulting in an execution
time of approximately 11.521 ms. The results demonstrate that BSDE-SH provides competitive computational
efficiency while maintaining the required security features.

Table 3: Comparison of computational and communication costs.

Scheme Type Router (ms) Device (ms) Total (ms) No. of Msgs. Comm. Cost (bits) Gain (%)
[27] IoT 2.802 16.494 19.296 3 5152 73.11
[38] IoT 12.744 16.458 29.202 2 3200 7.52
[39] IoT 3.734 20.707 24.441 2 3040 2.15
[40] IoT 9.292 49.706 58.998 3 3360 12.90
[50] IoT 3.826 50.865 54.691 3 3280 10.21
[51] IoT 0.930 16.631 17.561 5 3072 3.22

Proposed IoT 2.006 9.515 11.521 3 2976 –

4.5 Blockchain-Specific Threat Model and Analysis
Beyond the Dolev–Yao and Canetti–Krawczyk adversary models, BSDE-SH considers blockchain-

specific threats to decentralized authentication. Its certificate-based registration, ECC mutual authentication,
consortium blockchain, PBFT consensus, and smart-contract authorization provide layered protection
against identity forgery, consensus manipulation, and transaction tampering.

Sybil attacks: BSDE-SH mitigates Sybil attacks by requiring each router and smart device to register
with the trusted Registration Authority (RA) and obtain a unique ECC credential and authenticated public
key, preventing adversaries from creating multiple valid identities.

Eclipse attacks: Authentication requests and transactions are collectively verified by consortium
validators through PBFT consensus rather than a single communication path. Thus, isolating an individual
node alone cannot manipulate authentication decisions or blockchain records.

Validator collusion and malicious validators: PBFT tolerates up to f Byzantine nodes among
3 f + 1 validators. Hence, a bounded number of colluding or malicious validators cannot approve fraudulent
transactions or alter committed records without satisfying the required consensus threshold.

Compromised PBFT leader: The PBFT leader coordinates message ordering but cannot independently
validate transactions. Since transactions must complete the prepare and commit phases with the required
quorum, compromising the leader alone cannot forge authentication decisions or modify committed records.
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4.6 Comparative Analysis of Communication and Network Complexity
We now compare the proposed BSDE-SH scheme with existing methods [27,38–40,50,51] in terms of

security, functionality, computational cost, and gas consumption.

4.6.1 Communication Cost Evaluation
The communication cost is evaluated based on the sizes of messages exchanged during the mutual

authentication phase. The assumed bit lengths for each field are as follows: timestamp (T) is 32 bits,
hash digest (SHA-256) is 256 bits, raw uncompressed Elliptic Curve Points (ADn , BR) are 512 bits (x ∥ y
coordinates on secp256r1), identity/pseudo-identity (PID) is 160 bits, certificates (Cert) are 256 bits,
digital signature (Dsg) is 512 bits, and session key verifier (SSKey-Ver) is 256 bits.

The authentication procedure is completed by exchanging three messages among the participating
entities. The first message Msg1 consists of transmitting PIDDn +CertDn + ADn +DsgDn + T1, where the size
of Msg1 is 160 + 256 + 512 + 512 + 32 = 1472 bits. During the transmission of Msg2 = PIDR +CertR + BR +
SSKey-VerR−D + T2, 160 + 256 + 512 + 256 + 32 = 1216 bits are transmitted. Finally, for Msg3 = ACKD−R +
T3, 256 + 32 = 288 bits are transmitted. Hence, the total communication cost during the authentication phase
is: 1472 + 1216 + 288 = 2976 bits.

Table 3 summarizes the communication cost and the number of exchanged messages for BSDE-SH and
the benchmark schemes. While the communication overhead of the proposed scheme is slightly higher due
to incorporating full 512-bit raw ECC public points, digital signatures, and certificates for rigorous security
assurances, it maintains an optimal message complexity of only three exchanged messages.

Figs. 7 and 8 illustrate the comparison. Fig. 7 shows the number of messages exchanged, indicating that
BSDE-SH aligns with the most message-efficient schemes. Fig. 8 presents the total communication cost
across all evaluated schemes.

It should be noted that the computational load values listed in Table 3 are calculated from the execution
times of cryptographic operations measured using the MIRACL library on the specified hardware platforms.
Therefore, these values represent the measured computational cost of the protocol implemented under
the tested hardware configurations. These results should be considered benchmarks for the evaluated
applications and not general statistical estimates.

Figure 7: Number of messages exchanged across schemes [27,38–40,50,51].
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Figure 8: Total communication cost (bits) across schemes [27,38–40,50,51].

4.6.2 Computational Complexity Evaluation
Let TBP, TPM, TPA, TRN, and THS denote the execution times of bilinear pairing, point multiplication,

point addition, random number generation, and one-way hash operations, respectively. The computational
cost of the proposed BSDE-SH scheme is 6THS + TRN + 2TPM + TPA for a smart device and 4THS + TRN +
2TPM + TPA for a router. Based on these cryptographic operation costs, the communication packet sizes
and transmission overhead are summarized in Table 3, while the overall computational cost comparison
with representative schemes [27,38–40,50,51] is also presented in Table 3. The proposed BSDE-SH scheme
achieves substantially lower computational overhead while maintaining the required security functionality,
providing approximate performance improvements of 67.5%, 153.5%, 112.1%, 412.1%, 374.71%, and 52.4% over
the respective competing schemes.
Energy Efficiency Discussion

The proposed BSDE-SH protocol is designed for resource-constrained IoT devices by minimizing
both computational and communication overhead. The authentication procedure requires only three
message exchanges and employs lightweight ECC operations together with cryptographic hash functions,
thereby reducing the overall computational workload compared with existing schemes. Since computa-
tional complexity is closely related to processor energy consumption, the reduced execution time of the
proposed protocol is expected to contribute to improved energy efficiency and prolonged battery lifetime
for smart-home devices. Nevertheless, detailed hardware-level power profiling and battery consumption
measurements are beyond the scope of the present study and will be investigated in future work.

4.7 Throughput and Scalability Assessment
To evaluate structural sustainability within heavy IoT infrastructure deployments, network scaling

evaluations were performed using variable device bounds. Unlike traditional blockchain architectures, where
transaction validation can increase the communication and consensus burden as the number of participating
nodes grows, our framework delegates state processing to fixed validator edge configurations operating
the lightweight PBFT consensus structure. By relying on a deterministic 3 f + 1 fault-tolerance quorum at
the routing layer instead of open mining cycles, the message validation latency remains predictable and
decoupled from the total number of connected end-user IoT hardware entities. When tracking performance
under loads spanning 10 devices, 100 devices, and up to 1000 parallel communicating smart home entities,
message validation loops remain highly predictable.

Scalability Proof: Let N be the total pool of connected smart home devices (10 ≤ N ≤ 1000) and R
be the fixed number of edge routers acting as PBFT validation consensus nodes, where R = 3 f + 1. The
message complexity of PBFT consensus scales as O(R2) with respect to the number of validator nodes.
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In the proposed architecture, a device Dn initiates transaction verification directly with its assigned edge
router via a single unicast request. The consensus overhead is therefore confined to the router tier, yielding
a message complexity of O(R2) for the PBFT validation process. Because R ≪ N and R remains constant
regardless of whether N = 10, 100, or 1000, the total network verification overhead can be expressed as:
O(N) +O(R2) ≈ O(N). Thus, when the number of validators (R) is fixed, the overall verification complexity
grows approximately linearly with the network size (N).

Furthermore, the PBFT communication complexity is confined to the fixed validator router layer rather
than the entire IoT network. Although PBFT requires O(R2) message exchanges among validator routers,
the value of R remains constant in the proposed architecture. Consequently, increasing the number of
connected smart-home devices affects only the request-processing workload, while the consensus overhead
remains bounded. This analytical result confirms that the proposed framework exhibits improved scalability
under increasing network sizes while preserving the security and fault-tolerance properties of the PBFT
consensus mechanism.

4.8 Smart Contract Execution and Gas Cost Evaluation
The proposed BSDE-SH scheme is evaluated by deploying its smart contract primitives

on a local Ganache Ethereum simulator environment. All core smart contract methods
(AddSHD, RemoveSHD, AddRouter, and RemoveRouter) were executed 20 times each to calculate
average deterministic operational gas costs with statistical rigor. The average gas cost per method is
calculated to assess ongoing performance, as illustrated in Fig. 9a.

Figure 9: Smart contract execution metrics, deployment cycle history, and transaction verification logs. (a) deployment
time across five deployment cycles under constant gas usage (1,485,218), with the dashed line indicating the average
deployment time; and (b) average gas consumption (in ETH gas units) for the AddSHD, RemoveSHD, AddRouter, and
RemoveRouter smart-contract operations.

To provide clear individual metrics, the one-time contract deployment gas cost is explicitly separated
from ongoing per-function operational gas costs. Using Solidity v0.8.0 on a local Ganache network, the
smart contract incurred a one-time deployment cost of 1,485,218 gas units (evaluated over five consecutive
deployment loops with an average deployment time of 0.063 s), as shown in Fig. 9b.

Distinct from the initial deployment cost, the function execution layout achieves an explicit 80.4%
reduction in operational gas costs by removing redundant tracking parameters and migrating states off
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public mainnets. This optimization proves that standard legacy non-optimized public contracts are up to
412% more expensive in per-call operational gas than the proposed architecture.

4.9 Smart Contract Security Analysis
In addition to execution cost, the Ethereum-compatible smart contract was analyzed against common

blockchain threats. Role-based access control restricts administrative functions, such as device registration
and router management, to authenticated and authorized entities, preventing unauthorized state modifica-
tions. Since the contract performs no external callbacks or recursive calls during state updates, exposure
to classical reentrancy attacks is minimized. Authentication transactions incorporate timestamps, cryp-
tographic signatures, and dynamic parameters to mitigate replay and transaction-manipulation attempts.
Moreover, bounded function complexity and the absence of unbounded on-chain loops reduce the risk of
gas-exhaustion-based denial-of-service attacks. These smart-contract security considerations complement,
but are distinct from, the formal protocol analysis of properties such as mutual authentication and session-
key confidentiality.

4.10 Blockchain Storage Overhead Analysis
The proposed BSDE-SH framework stores only essential authentication records, transaction metadata,

and cryptographic verification data on-chain, while application-specific smart-home data remain off-chain.
Thus, ledger growth depends mainly on authentication transactions rather than IoT data volume. Moreover,
PBFT consensus and blockchain replication are restricted to permissioned validator routers, eliminating the
need for resource-constrained devices to maintain complete ledger copies. This design reduces storage and
synchronization overhead and improves long-term scalability for large-scale smart-home deployments.

4.11 Comparative Analysis of Security and Functionality Features
Table 4 compares the functionality and security features (FSF1–FSF10) of the proposed BSDE-SH

protocol with other comparable schemes. The BSDE-SH protocol demonstrates superior performance
in both security and functionality, offering comprehensive defensive capabilities against targeted attack
configurations (e.g., Sybil and spoofing attempts) not supported by existing methods.

Table 4: Comparative functionality and security features among schemes.

Feature [27] [38] [39] [40] [50] [51] Our
Security verification (Scyther/AVISPA) (FSF1) X X X ✓ ✓ X ✓

Blockchain-based solution (FSF2) X X ✓ X X X ✓

GPS attack (FSF3) X X X X X X ✓

Sybil attack (FSF4) X X X X X X ✓

Session key security (FSF5) ✓ ✓ ✓ ✓ ✓ ✓ ✓

Mutual authentication (FSF6) ✓ ✓ ✓ ✓ ✓ ✓ ✓

Impersonation attack on server (FSF7) X ✓ X ✓ ✓ ✓ ✓

Impersonation attack on device/client (FSF8) ✓ X X X ✓ ✓ ✓

Man-in-the-middle attack (FSF9) X ✓ X ✓ ✓ ✓ ✓

Replay attack (FSF10) ✓ ✓ ✓ ✓ ✓ ✓ ✓
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5 Conclusion
This paper addresses single points of failure and node-level attacks in smart-home (SH) IoT networks

through the proposed ECC-based BSDE-SH framework. The protocol is validated using a nine-device SH
simulation, Scyther-based formal security analysis, and MIRACL-based performance evaluation. The results
demonstrate strong security properties with competitive communication and computational efficiency
compared with existing schemes.

Although ECC provides strong security against classical adversaries, large-scale quantum computers
running Shor’s algorithm may compromise its long-term security. Therefore, the modular design of BSDE-SH
facilitates future migration toward NIST-standardized post-quantum cryptography (PQC), such as ML-KEM
for key establishment and ML-DSA for digital signatures, with appropriate modifications to the protocol
operations and message structures. Future work will evaluate network-level performance under packet loss,
latency, congestion, and node failures; optimize Solidity smart contracts for reduced gas consumption; and
investigate hardware-level energy consumption and implementation on resource-constrained IoT devices.
We also plan to explore XAI integration and extend the decentralized framework to smart-city applications,
including municipal resource coordination, intersection scheduling, and traffic congestion management.
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