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ABSTRACT: There is currently a lack of systematic research on the fine-grained detection of multi-language and multi-
type exploit scripts. To address this gap, this study proposes a model named ASTBertX (AST + BERT + XGBoost) for
identifying the specific exploit types of malicious scripts; the model organically integrates code sequence semantics with
structural semantics. First, the model utilizes the pre-trained model GraphCodeBERT to extract contextual semantic
representations of the scripts; simultaneously, it introduces semantic enhancement nodes into the Abstract Syntax Tree
(AST) and employs GATv2 to learn the AST’s structural representation. These two representations are mapped into
intermediate vectors of uniform dimensionality via multi-layer perceptrons, followed by feature alignment training
through a projection layer containing a temporary proxy classifier; finally, the aligned features are fed into an XGBoost
classifier to output predictions regarding the exploit type. Upon completion of training, the proxy classifier is discarded,
retaining only the parameters of the projection layer. Experimental results demonstrate that the method achieves an
accuracy of 95% in five-class classification tasks and 99% in binary classification tasks (malicious vs. benign). The model
not only matches baseline methods in binary detection performance but also effectively identifies specific exploit types.
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1 Introduction
The pervasiveness of software security vulnerabilities has rendered them a critical source of risk in

cyberspace. Despite notable advancements in vulnerability discovery, patch management, and runtime
protection achieved by both academia and industry, the temporal gap between vulnerability disclosure
and the deployment of patches continues to afford attackers a window of opportunity. Concurrently, the
rapid evolution of large language models has substantially lowered the barrier to the automated generation
and widespread deployment of exploit code. For instance, models such as Claude and GPT-4 exhibit
strong capabilities in code comprehension and generation, enabling attackers with limited security expertise
to launch high-impact attacks. This poses a severe threat to national critical infrastructure, enterprise
information systems, and even the privacy of individual citizens.

The typical workflow of exploit script execution is illustrated in Fig. 1. Attackers first identify vulnerabil-
ities on the target server, including overflow-type issues (e.g., buffer overflow, stack overflow, heap overflow),
injection-type issues (e.g., command injection, SQL injection, cross-site scripting), DoS-type issues (e.g.,
denial of service, resource exhaustion), and file-path-related issues (e.g., bypass, unauthorized access, logical
flaws). Subsequently, they develop exploit code tailored to the specific vulnerability class. Upon successful
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exploitation, attackers gain unauthorized control over the target system and may execute further malicious
actions, including privilege escalation, data exfiltration, backdoor persistence, and lateral movement, etc.
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Figure 1: Typical process of vulnerability exploitation.

In recent years, large-scale cybersecurity incidents driven by exploit scripts have become increasingly
frequent. For example, in November 2023, the hacker group CyberAv3ngers launched attacks against
industrial control devices manufactured by Unitronics in Israel, compromising more than 100 units that
are widely deployed in water and wastewater treatment systems [1]. In February 2024, ransomware attacks
targeted IoT medical devices in several hospitals across the United States, forcing portions of the healthcare
infrastructure to revert to manual operation [2]. In May 2024, a major smart city project in Asia experienced
a distributed denial-of-service attack, resulting in service disruptions across IoT systems such as traffic lights,
surveillance cameras, and waste-management infrastructure [3]. Security researchers identified a long-
standing unpatched vulnerability in AVTECH IP cameras, which attackers exploited to propagate the Mirai
malware. Although the vulnerability had been publicly known since 2019, it was not assigned a CVE identifier
until 2024 [4]. In July 2025, Google, in collaboration with Human Security and Trend Micro, disclosed
the BadBox 2.0 botnet incident. More than 10 million devices—including smart TVs, digital projectors,
and in-vehicle infotainment systems—were compromised, making it one of the largest known IoT botnets
targeting smart televisions [5]. Thus, in some cases, attackers merely need to execute a publicly available or
automatically generated exploit script to trigger large-scale cascading cybersecurity incidents.

Current mainstream defense strategies primarily follow two directions. The first category focuses on
identifying and patching the vulnerabilities themselves, employing techniques such as static code analysis,
dynamic fuzz testing, and formal verification, with the goal of reducing exploitable security flaws during
software development and deployment [6–9]. However, before vulnerabilities are effectively discovered
and patched, attackers can still exploit them to launch targeted attacks. The second category emphasizes
malicious attack code detection, where current research typically focuses on post-intrusion behavioral
analysis, such as backdoor installation, ransomware execution, and cryptomining hijacking [10–14]. In
contrast, automated identification and classification of exploit scripts remain relatively underexplored, even
though such scripts often serve as the primary entry point for triggering vulnerability exploitation. However,
most existing detection methods are limited to specific programming languages, such as PowerShell [10,11],
PHP [12,13], and JavaScript [14]. These approaches generally operate as post-incident detection mechanisms,
offering limited value for timely prevention before or during an attack. Meanwhile, research on detecting
specific attack behaviors has made progress, but it remains largely focused on single attack types, such
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as buffer-overflow attacks [15,16], code-injection attacks [17,18], denial-of-service attacks [19,20], and file-
upload attacks [21,22]. Such “fragmented” detection strategies struggle to cope with the increasingly complex
and continuously evolving attack techniques observed in real-world environments. More critically, the
emergence of Automated Exploit Generation (AEG) technologies [23] has further lowered the threshold for
exploitation. For instance, in the case of CVE-2025-4255 [24], attackers need only craft a small amount of
code to trigger a buffer overflow vulnerability and subsequently gain control over the target server. Narrowing
the scope to exploit-script detection and identification, existing research predominantly targets a single
programming language and a single exploit type. However, the languages used in modern malicious scripts
have become increasingly diverse, ranging from C to Python, JavaScript, PowerShell, and beyond. With the
rapid advancement of generative artificial intelligence, semantic-level automatic translation of exploit scripts
has become practically feasible. Using large language models (LLMs), attackers can quickly “translate” an
exploit script from one programming language into another, thereby circumventing detection mechanisms
designed for a single language. However, semantic code understanding or attack-intent inference via LLMs
typically requires generating a large number of contextual tokens, resulting in substantial computational and
inference overhead during real-world deployment. Therefore, a key challenge is how to effectively handle
attack payloads written in different languages and driven by different vulnerability types, and how to develop
script-based attack-type identification techniques that can operate across multiple programming languages
and support diverse exploit categories. Such capabilities are essential for detecting and defending against
unknown or mutated attack payloads.

In real-world environments, completely eliminating system vulnerabilities is nearly impossible. There-
fore, this work shifts the defense strategy earlier by focusing on the detection of exploit scripts. By
identifying and blocking malicious scripts that are language-agnostic and driven by diverse exploit types,
the proposed approach aims to reduce exploitation risks before attacks occur. We propose ASTBertX, a
classification model for exploit scripts that integrates two types of semantic information. The model first
encodes exploit scripts using the pre-trained GraphCodeBERT to extract contextual sequence-semantic
representations. It then employs the Tree-sitter toolchain to construct multilingual AST parsers and extracts
key semantic nodes associated with exploit types. These AST structures are subsequently modeled using a
GATv2 graph neural network to learn structural-semantic representations. Finally, the sequence-semantic
and structural-semantic representations are concatenated and fused, and a temporary MLP proxy head is
used during training to guide feature alignment, after which an XGBoost classifier is employed to produce
the final attack-type classification results. Experimental results on the Exploit-DB [25] dataset show that
the proposed method achieves 99% accuracy on the traditional binary classification task (malicious vs.
benign) and 95% accuracy on the multi-class classification task constructed in this study. The method
enables rapid detection and interception at the entry point before attack payloads enter the system, effectively
mitigating security risks caused by delayed, missing, or ineffective patches. It provides proactive, efficient,
and programming-language-agnostic pre-emptive protection for systems.

2 Related Work
In recent years, several studies have begun integrating machine learning models with malicious code

detection, categorizing research targets along two dimensions: programming language type and exploit type.
An overview of these studies is presented in Table 1. Existing research generally suffers from three major
limitations: (1) limited language coverage, with most studies focusing on a single or a small number of
scripting languages; (2) coarse-grained characterization of attack methods, as most works do not perform
fine-grained attack-type classification; and (3) relatively narrow task formulations, predominantly centered
on binary malicious/benign classification, with limited research on multi-class classification or semantic
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analysis of attack behaviors. These limitations hinder the adaptability of existing models to real-world threat
environments, where multiple programming languages and diverse exploit types coexist. To address this gap,
we provide a categorized summary of recent literature based on programming languages and exploit types
(Table 1).

Table 1: Research on malware classification and detection.

Supported Target Languages Behavioral Stage Multi-Type Recognition Supported
Zhang et al. [10] PowerShell Post-intrusion No

Alahmadi et al. [11] PowerShell Post-intrusion No
Hannousse et al. [12] WebShell Post-intrusion No

Feng et al. [13] PHP Post-intrusion No
Pereira et al. [14] JavaScript Post-intrusion No
Chenet et al. [15] C During-intrusion No
Youssef et al. [16] C During-intrusion No

Vu et al. [26] Python Post-intrusion No
Ladisa et al. [27] Python, JavaScript Post-intrusion Yes

Erdemir et al. [28] Bash, Python, Perl Post-intrusion No
Ohm et al. [29] JavaScript, Java, Python, PHP, Ruby Post-intrusion No

2.1 Malicious Script Detection across Different Programming Languages
Detection for PowerShell: Zhang et al. [10] performed malicious PowerShell script detection by applying

de-obfuscation techniques based on AMSI memory dumps and fine-grained subtree decomposition of
the AST. They further employed a two-layer neural architecture combining multi-head self attention and
bidirectional GRU for feature learning. Alahmadi et al. [11] proposed a detection model based on stacked
denoising autoencoders and XGBoost, achieving a 98% detection rate with only 0.6% false positives.

Detection for WebShells: Hannousse et al. [12] achieved over 98% detection accuracy for WebShells
in PHP, JSP, and ASP environments using deep-learning-based methods. However, their approach remains
vulnerable to sample duplication and advanced obfuscation, indicating limited robustness. Graph-based and
syntax-aware methods have also emerged: Feng et al. [13] introduced a PHP WebShell detection framework
leveraging word embeddings, risk-weight assignment, and graph neural networks.

Detection for JavaScript: Pereira et al. [14] employed a weighted Deterministic Finite Automaton (DFA)
to dynamically model JavaScript behaviors, enabling differentiation between partially malicious and fully
malicious actions. Their method demonstrated stronger detection capability in complex scenarios.

2.2 Intrusion Attack Detection across Different Vulnerability Types
Detection of Buffer-Overflow Attacks: Chenet et al. [15] proposed an anomaly-detection method

based on RISC-V hardware performance counters, which monitors low-level processor events and employs
machine-learning models to detect stack-based buffer overflows. Youssef et al. [16] introduced a method
combining runtime instruction-trace analysis with ensemble learning. Through refined feature engineering
and in-depth analysis of data-aggregation parameters, their approach achieved exceptionally high detection
performance (100% recall with 0% false positives) and strong generalization capability, including the ability
to detect previously unseen ROP attacks.

Detection of Code-Injection Attacks: Lo et al. [17] achieved effective SQL-injection detection by filtering
noise during preprocessing, emphasizing semantic information, and employing an efficient self-category
attention architecture. Their lightweight design enables deployment in resource-constrained edge environ-
ments. Gowtham and Pramod [18] proposed an SQL-injection detection model that integrates advanced
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semantic-feature extraction with powerful heterogeneous ensemble learning. By leveraging Word2Vec to
capture deep semantic patterns in queries and systematically addressing class imbalance, feature redundancy,
and model overfitting, their method significantly improved detection robustness.

Detection of DoS-Type Attacks: Santhosh et al. [19] proposed a machine learning based DDoS detection
method combining random forests with an improved XGBoost classifier, achieving 97% accuracy. Li
et al. [20] introduced HDA IDS, a hybrid intrusion detection system that uses stacking ensemble learning
to efficiently detect known DoS and botnet attacks. They further developed a semi supervised deep learning
model integrating CNN, LSTM, and GAN to detect unknown and 0-day attacks.

Detection of File-Upload Exploitation: Wichmann et al. [21] designed a file-upload detection and
sanitization system based on web framework middleware. Through multi-level validation strategies and
flexible sanitization mechanisms, the system effectively mitigates most historically observed file-upload
vulnerabilities while maintaining a low false-positive rate. Han et al. [22] analyzed user upload-behavior
patterns rather than directly inspecting file content, and used historical statistical data to automatically
generate membership functions. Their approach aims to address the challenges of rule construction,
annotation dependence, and limited detection dimensions in traditional methods.

Although the above studies have advanced malicious-code research, existing methods, as summarized
in Table 1, remain limited to a single scripting language, a single attack target, or a single vulnera-
bility, and typically rely on binary malicious/benign classification. With the development of generative
AI [23], APTs [30], automated threat-intelligence mining [31], and automated vulnerability discovery and
exploitation [32], both attack techniques and payloads have diversified rapidly. The cost for attackers
to combine multiple attack vectors and exploit multiple vulnerabilities simultaneously has significantly
decreased. Consequently, existing detection approaches struggle to meet the requirements of multi-language,
multi-vulnerability, and multi-platform detection. Moreover, fine-grained classification research for differ-
ent exploit types remains limited, making it difficult to distinguish the characteristics of various attack
categories effectively.

The main contributions of this paper are as follows: We construct a multilingual and multi-type
enhanced dataset, Exploit-DB, covering multiple programming languages such as C, Python, and Perl, and
annotate four major exploit categories: Overflow, Injection, DoS, and File-path attacks. The dataset has
been open-sourced [33] to address the limitations of existing datasets that focus on a single language or
a single exploit type. We further propose a language-agnostic exploit-script detection method that fuses
sequence and structural semantic features: contextual semantic features are extracted using the pre-trained
GraphCodeBERT, while language-independent ASTs are generated via tree-sitter, and structural semantics
are captured using a GATv2 graph neural network. The fused representations are then fed into a XGBoost
classifier to obtain the final classification results.

3 Methods
This work first employs GraphCodeBERT to extract sequence features from code, representing each

script as a set of high-dimensional vectors. Meanwhile, tree-sitter is used to generate the abstract syntax
tree (AST), which is then fed into an enhanced GATv2 graph neural network to extract structural features.
Subsequently, a fusion strategy is designed to integrate contextual semantic features with structural semantic
features, enabling multi-class detection of multilingual and multi-type malicious exploit scripts. The overall
architecture of the proposed algorithm is illustrated in Fig. 2.
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Figure 2: Overall architecture diagram of the model.

3.1 GraphCodeBERT Model Design
To extract numerical features that accurately capture the sequential semantic information of source

code, this study deploys the pre-trained GraphCodeBERT model locally as a sequence semantic encoder.
Note that although GraphCodeBERT supports data-flow graph features in its original design, this study
utilizes only its sequence encoding capability via masked mean pooling, as structural semantics are
independently captured by the AST-GATv2 branch described in Section 3.2. The module is illustrated
in Fig. 3.
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Figure 3: GraphCodeBERT model design.

First, the source code is encoded as model input. The Tokenizer provided by GraphCodeBERT converts
the code text into a sequence of token IDs (input_ids). Since GraphCodeBERT inherits from CodeBERT,
its maximum positional-encoding length is 512; tokens beyond this limit cannot be encoded. Therefore,
sequences that are too long or too short are truncated or padded (with token IDs = 0), respectively, ensuring
that the input length does not exceed 512 tokens.

To further validate the rationality of this truncation strategy, we conducted a comparative experiment
using a sliding-window chunking approach (window size 512, stride 256, up to 8 chunks averaged) to process
scripts exceeding 512 tokens. The results show that the direct truncation strategy achieves an accuracy
of 91.55% and a Macro-F1 of 88.23%, slightly outperforming the chunking approach (91.26% accuracy,
85.62% Macro-F1). This indicates that the key discriminative features of exploit scripts—such as dangerous
function calls, payload construction, and vulnerability-triggering logic—are predominantly concentrated in
the leading portion of the code, and that averaging across chunks introduces noise from less informative
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trailing segments. These results confirm that 512-token truncation is a justified lightweight design choice for
this task.

Meanwhile, an attention_mask is used to distinguish valid tokens from padding tokens (1 for valid
tokens, 0 for padding). The token_type_ids are used to differentiate between sentence segments; however,
for code-related tasks, this sequence is defined as an all-zero tensor to remain consistent with the pretrained
model configuration.

Finally, a 512-dimensional tensor is obtained and fed into the GraphCodeBERT model for inference,
producing the contextual semantic representation of the source code.

The last_hidden_state output by the model after inference is a tensor of shape [batch_size, seq_len,
hidden_size], where: batch_size denotes the number of samples. In this study, a single-sample feature
representation is used; therefore, batch_size equals 1. seq_len refers to the initial input sequence length of
512 tokens. hidden_size represents the final semantic vector for each token, with each vector comprising
768 dimensions. Mean_vec is employed as the semantic feature input. mean_vec is obtained by averaging
the hidden_state representations of all valid tokens, yielding a fixed-length vector of 768 dimensions that
encodes the semantics of the entire code snippet.

vme an =
∑N

i=1 mi ⋅ hi

∑N
i=1 mi

(1)

here, hi denotes the contextual semantic vector of the i-th token, mi represents the attention mask, and N is
the sequence length.

However, this study also evaluates different BERT-based models, and the results are summarized
in Table 2. Therefore, GraphCodeBERT, which achieves the highest accuracy and F1 score, is selected as the
semantic-feature extractor in this study.

Table 2: Comparison of inference performance for various models.

Model Val Acc. Macro-F1
BERT-Base 0.897 0.853
DistilBERT 0.895 0.849
TinyBERT 0.833 0.745
CodeBERT 0.8800 0.8400

GraphCodeBERT 0.9100 0.8649

3.2 AST-GATv2 Model Design
This work first extracts fine-grained topological features of nodes and edges from the AST to enhance

code-classification performance [34]. To capture the structural semantic information of script code, the Tree-
sitter toolchain is used to construct dynamic language parsers that generate ASTs for different programming
languages. Each node in the AST corresponds to a syntactic element representing a fundamental program
structure, such as conditional statements, loops, function calls, or variable declarations. Although AST node
types vary across programming languages, their underlying syntactic semantics remain consistent. Through
AST parsing, source code is uniformly mapped into a structured representation composed of syntactic nodes,
enabling language-agnostic modeling. In addition to the built-in node labels provided by Tree-sitter, this
study further augments node information by extracting special attributes associated with different exploit
behaviors. The design of these special nodes is summarized in Table 3.
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Table 3: Extraction of node attributes.

Node Attribute Description
type The syntactic type of the AST node, as defined by the parser (e.g., Tree-sitter).

depth The hierarchical depth of the node within the AST, where the root node has depth 0.

contains_path_traversal_tokens Indicates whether the node contains tokens such as ../ or ..\\, used to assist in identifying
potential file-system access or path-traversal risks.

is_loop Indicates whether the node belongs to a loop structure, used to help distinguish DoS-related
attack patterns.

is_in_script_context Script execution or command parsing context for identifying potential attacks.
is_in_script_context Script execution or command parsing context for identifying potential attacks.

The AST extracted by Tree-sitter is defined as G = (V , E , W), where V denotes the set of nodes, and E
represents the set of edges. In this work, a depth-first search (DFS) is applied to traverse the AST, recursively
connecting each node to its parent to form edges. W corresponds to the labels of special node attributes.

Each node type is then mapped as follows:

xi = type∶NodeTypes → {0, 1, . . . , T − 1} (2)

The node sequence is obtained through this mapping process:

xi = [x1 , x2, . . . , xn]T ∈ Zn (3)

Invalid edges are filtered using the node count n, which improves model efficiency and stability.
The constraints 0 ≤ s j < n and 0 ≤ t j < n ensure valid mappings, where s j , t j denote the mapped indices

of the parent and child nodes, respectively, and j represents the current node ID. An index matrix is then
constructed.

A =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

s1 t1
s2 t2
. . . . . .
s3 t3

⎤⎥⎥⎥⎥⎥⎥⎥⎦

(4)

A randomly initialized embedding matrix E ∈ Rn×demb(demb = 64) is then generated, and each node is
vectorized through this embedding matrix.

Vi = E[xi]rowx i (E) [exi ,0 , exi ,1 , . . . exi ,demb−1] ∈ Rdemb (5)

here, exi ,demb−1 denotes the value of the demb−1-th dimension in the embedding vector of the i-th node xi . All
node embedding vectors are then stacked.

X =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

E[x1]T

E[x2]T

.....
E[xn]T

⎤⎥⎥⎥⎥⎥⎥⎥⎦

∈ Rn×demb (6)

The final feature-extraction function is defined as follows:

ϕ (G) = (X , W , A, y) ∈ Rdt (7)
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here, y denotes the mapped label of the exploit type, and dt = 67, consisting of the 64-dimensional embedding
vector plus the three special-attribute dimensions.

This study employs an improved Graph Attention Network (GATv2) to extract features from AST nodes
and capture structural relationships among them. Unlike the traditional GAT architecture, GATv2 introduces
a dynamic attention mechanism that overcomes the static attention limitation of standard GAT. Building
on GATv2, this study further designs a class-aware multi-head attention mechanism, in which each head
focuses on a different structural characteristic, to more effectively model complex node interactions that
more effectively models complex interactions between nodes in the graph. The technical architecture of the
AST-GATv2 module is illustrated in Fig. 4.
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Figure 4: AST-GATv2 model design diagram.

The architecture of GATv2 consists of two stacked graph-attention layers:
The first layer adopts a four head class aware attention mechanism (heads = 4). Experimental results

show that using four heads achieves a good balance between accuracy and training efficiency, effec-
tively capturing local dependencies across different semantic subspaces. By learning node relationships
in multiple neighborhood subspaces in parallel, the model obtains fine-grained representations of local
syntactic information. Each class-aware attention head focuses on different structural characteristics—such
as control flow, data flow, or identifier dependencies—thereby enhancing the diversity and robustness of
node representations.

For each class-aware attention head k ∈ {1, 2, 3, 4}, the input node features are first projected into a
lower-dimensional subspace through a linear transformation:

h̃(k)
i =W(k)hi

(0) (8)

here, W(k) ∈ Rdout×dt is the learnable weight matrix of the k-th class-aware attention head, where dout =
128, dt = 67 denote the output and input dimensions, respectively. This configuration achieves a good balance
between model expressiveness and computational efficiency. Given that the input dimension of GATv2 is
67, a 128-dimensional hidden representation is sufficient to capture complex syntactic and semantic patterns
in code structures while avoiding overfitting caused by excessive parameters. The vector hi

(0) denotes the
initial input feature of node i.
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GATv2 computes the importance of neighboring nodes using a learnable class-aware attention vector:

αi j(k) =
exp(e(k)

i l )

∑l∈N(i) exp(e(k)
i l )

(9)

Softmax normalization is applied over all neighboring nodes to obtain the class-aware attention weights,
where N(i) denotes the neighbor set of node i, and αi j(k) represents the attention weight of the k-th head.

Here, σ denotes the activation function, and hk
i represents the updated embedding of node i produced

by the k-th attention head. Each head then performs weighted aggregation over the features of neighboring
nodes, and the outputs of all heads are concatenated to form the final node representation, resulting in a total
dimensionality of 512.

hi
(1) = ∣∣4k=1hi

k ∈ R4dout (10)

The second layer extracts higher-level global dependency information from the local features produced
by the first layer. It employs a single-head class-aware attention mechanism to fuse information across
structurally distant nodes, thereby avoiding unnecessary computational overhead. Compared with the first
layer, the attention weights learned in the second layer cover a broader scope, enabling the model to
capture global dependencies across statement blocks, across functions, or across multi-level parent–child
relationships. After this layer, each node representation incorporates not only local structural information
but also the semantic context of the entire graph. After the two GATv2 layers, each node obtains a
context-aware feature representation. The final representation hi

(2) has a dimensionality of 128.
Finally, we apply global mean pooling over the output representations hi

(2):

g = 1
n

n
∑
i=1

hi
(2) (11)

In both convolutional layers, the ELU activation function is adopted to obtain smoother gradient
behavior, enabling faster convergence during training. Moreover, Focal Loss is employed as the loss function
to strengthen the model’s ability to learn from minority-class samples.

3.3 Design of the XGBoost Module
The classification stage adopts a two-phase framework: in Phase 1, a temporary linear proxy head is

appended to the projection layers to provide backpropagation gradients for feature alignment training; in
Phase 2, the proxy head is discarded, the projection layers are frozen, and the concatenated fused vectors are
fed into an XGBoost classifier for final prediction.

In the feature-fusion and classification stage, XGBoost is adopted in place of a traditional MLP classifier,
forming a two-stage fusion-and-classification framework. The motivation is that the two heterogeneous
feature streams, code contextual semantics and AST structural semantics, originate from different modal-
ities. Direct concatenation followed by end-to-end classification often leads to distribution mismatch and
degraded performance. By decoupling feature alignment from classification and optimizing them in separate
stages, each stage obtains a clearer training objective, avoiding conflicts between multiple learning goals. The
logits produced by the BERT branch and the AST graph neural network are independently projected into
a unified latent space, after which they are concatenated to form a fused representation. To encourage the
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projection layers to learn modality-aligned representations, the training objective combines the classification
cross-entropy loss with a feature-alignment loss:

L = LCE + 0.1 ×Lal i gn (12)

here, LCE denotes the cross-entropy loss of the proxy classifier, which evaluates the class discriminability of
the fused representations after projection and drives the projection layers to learn semantically distinctive
feature mappings. Lal i gn is the feature-alignment loss, defined as the mean squared error between the two
projected vectors after �2 normalization:

Lal i gn =∥
fBERT

∥ fBERT ∥2
−

fAST

∥ fAST ∥2
∥2

2 (13)

This loss constrains the two vectors on a normalized hypersphere, encouraging the BERT semantic
modality and the AST structural modality to become consistent in the feature space, thereby alleviating
distribution discrepancies between heterogeneous features. The coefficient 0.1 balances the magnitudes of
the two losses, ensuring that the alignment constraint functions as an auxiliary regularization term without
disrupting the optimization direction of the main classification task. A temporary linear proxy head is
introduced in this stage solely to provide back-propagation gradients; it is discarded after training, and only
the projection-layer parameters are retained.

The optimal projection-layer weights obtained in the first stage are loaded and frozen, after which
forward inference is performed on the full dataset to extract the concatenated fused vectors as the input
features for XGBoost. The main hyper parameter settings of XGBoost are summarized in Table 4.

Table 4: Hyper parameter settings.

Hyperparameter Value Description
n_estimators 300 Number of boosted trees
max_depth 6 Maximum depth of each tree

learning_rate 0.1 Learning rate (shrinkage factor)
subsample 0.8 Row sampling ratio for each tree

colsample_bytree 0.8 Feature sampling ratio for each tree
eval_metric mlogloss Multiclass log-loss

Compared with an MLP classifier head, XGBoost does not require back propagation, is inherently
robust to high-dimensional sparse features, and avoids gradient-based hyperparameter tuning, resulting in
a more stable training process. The core advantage of the two-stage design lies in the fact that the projection-
layer pre-training stage fully leverages the alignment loss to regularize the feature distributions of the two
modalities, while the XGBoost classification stage exploits the strong discriminative power of ensemble
learning to perform the final decision-making. This achieves a decoupled optimization of feature alignment
and classification capability.

4 Experiments

4.1 Dataset
We first describe the construction of the Exploit-DB-EX dataset. The Exploit-DB dataset [25] contains

46,921 exploit scripts written in multiple programming languages and targeting various platforms. The
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description field of each entry is written by security researchers at submission time and reviewed by the
Exploit-DB professional team, ensuring high labeling reliability. In this work, the description field provided
by Exploit-DB is used to categorize malicious samples, ensuring high labeling reliability. By extracting
characteristic keywords (e.g., Overflow, Injection, DoS, File path), the samples are grouped into categories,
and the resulting distribution is visualized as shown in Fig. 5.

Figure 5: Number of vulnerability exploit types.

Among all samples, the four categories, Overflow, Injection, DoS, and File path, account for approxi-
mately 90%. Given the dataset scale, this work focuses on these four attack types together with benign scripts
for algorithm design and evaluation. Based on the vulnerability-related keywords commonly appearing in
the description field, the exploit descriptions are categorized into ten high-risk vulnerability types, resulting
in a total of 29,806 samples. To ensure sufficient sample size, only the four major categories, Overflow,
Injection, DoS, and File path, are retained, yielding 27,747 exploit samples. After removing .txt files based on
file extensions and performing de-duplication, a total of 9161 valid malicious script samples are obtained.

As shown in Fig. 6, the distribution of the ten most popular programming languages is presented; in
this study, the six languages with the highest frequency of occurrence—Python, Perl, C, Ruby, HTML, and
PHP—totaling 8499 samples, were selected to serve as the basis for classification analysis.

Since the dataset originates from the public Exploit-DB exploit repository, whose scripts are designed for
security researchers with an emphasis on readability and reproducibility, the samples generally do not contain
obfuscated malicious code. Additionally, 5000 benign code samples were obtained from Hugging Face [35],
consisting of 1000 samples each from five languages: Python, C, Ruby, HTML, and PHP. These benign
samples include functionalities such as uploading, downloading, connecting, and storing—operations
similar to those in exploit scenarios but without malicious intent. They are incorporated to enhance the
model’s ability to distinguish functionally similar code and prevent reliance on superficial functional cues.
After obtaining the initial dataset, hash-based de-duplication is first performed, followed by language
identification based on file extensions. Noise is further removed by stripping single-line and multi-line
comments according to the common commenting conventions of each language (e.g., Python uses # or
triple quotes \”\”\” ... \”\”\”). It is worth noting that Exploit-DB enforces a strict submission review process
conducted by a professional security team, which rejects duplicate and derivative submissions at the entry
stage. This mechanism inherently guarantees the uniqueness and independence of samples in the database,
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making hash-based deduplication a supplementary rather than primary quality-control measure. This results
in a final dataset of 13,499 samples, including both malicious and benign code.

Figure 6: Number of exploit scripts in different languages.

4.2 Experimental Setup
The experiments are conducted on a system equipped with an NVIDIA GeForce RTX 4060 GPU

and an Intel Core i7-14650HX CPU running Ubuntu 20.04. The Exploit-DB-EX dataset is used, and after
preprocessing, it is split into training, validation, and test sets with a ratio of approximately 70%/10%/20%
(9449 training samples, 1350 validation samples, and 2700 test samples), with the three subsets being strictly
disjoint. Early stopping is determined solely based on validation set accuracy, with training halted if no
improvement is observed for 10 consecutive epochs. The test set is completely isolated throughout the entire
training process and is used exclusively for final performance reporting. The model achieving the highest
validation accuracy is selected as the final model.

4.3 Experimental Results and Analysis
The performance of the proposed method is evaluated on the validation set, achieving an overall

accuracy of 95.07%, with both recall and F1-score exceeding 99%. The classification metrics for different
exploit types are summarized in Table 5.

For the Benign class, the precision, recall, and F1-score reach 99.38%, 99.20%, and 99.29%, respectively,
indicating that the model performs exceptionally well in distinguishing exploit scripts from normal code
and is capable of intercepting malicious scripts in real-world deployment scenarios. The Injection and
Overflow classes achieve F1-scores of 93.46% and 94.84%, respectively, reflecting strong overall performance.
The DoS and File path classes obtain F1-scores of 83.99% and 87.88%, which are relatively lower. The
reasons are analyzed as follows. As shown in the confusion matrix, most misclassifications of the DoS
class are toward Overflow, and 31 Overflow samples are also misclassified as DoS (Fig. 7). These two
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attack types share intrinsic similarities at the AST structural level: loop constructs and memory-related
operations frequently appear in both. Since the current GATv2 relies primarily on node types and topological
relationships, it struggles to fully distinguish the deeper semantic difference between “loops used for resource
exhaustion” and “loops used for buffer filling.” This is the main reason for the mutual confusion between DoS
and Overflow.

Table 5: Classification metrics for different vulnerability types.

Benign (%) DoS (%) File Path (%) Injection (%) Overflow (%)
Precision 99.38 83.99 86.14 92.40 95.26

Recall 99.20 83.99 89.69 94.55 94.43
F1-score 99.29 83.99 87.88 93.46 94.84

Figure 7: Confusion matrix of different classes.

The cross-language and cross-category accuracy statistics are shown in Fig. 8. From the programming-
language perspective, the overall accuracy for Python, C, Ruby, Perl, HTML, and PHP remains above
94%. And from the vulnerability-type perspective, the Benign class achieves over 98% accuracy across
all six languages (global accuracy: 98.72%), indicating that benign samples exhibit highly distinguishable
semantic and structural characteristics across multilingual settings. The File path (85.57%) and DoS
(84.38%) classes show relatively lower accuracy. For File path, the Ruby subset contains only five samples
(n = 5), and the limited sample size may introduce fluctuations in the evaluation results for this language-
category combination. The misclassification of Overflow in PHP is related to PHP’s memory-management
mechanism: PHP’s stack operations are abstracted by Zend engine, and the AST generated by Tree-sitter
lacks low-level memory-operation nodes equivalent to those found in C-language Overflow samples. As a
result, the Overflow structural patterns learned from C samples transfer poorly to PHP. Nevertheless, PHP
still achieves an overall accuracy of 97.0%, which remains within a high-accuracy range.
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Figure 8: Accuracy statistics across different languages and categories.

4.4 Ablation Study
In this study, AST-GATv2 and GraphCodeBERT are used to conduct ablation experiments, and the

resulting performance comparisons are summarized in Table 6.

Table 6: Various indicators for each model.

Accuracy (%) Macro F1 (%) Weighted F1 (%)
AST-GATv2 82.85 71.52 82.44

GraphCodeBERT 91.00 86.00 90.00
All 95.07 91.89 95.08

To verify the effectiveness of each component of the model, an ablation study was conducted. The
results show that AST-GATv2 exhibits relatively low performance among the single-modality models,
while GraphCodeBERT achieves higher accuracy. The full model outperforms both individual models,
indicating that sequence-semantic features significantly enhance the model’s ability to understand code. The
performance of the single-modality models and the full model across different categories is summarized
as Fig. 9.

In the precision comparison across different models, the All model achieves the best performance for all
vulnerability types, significantly outperforming both GraphCodeBERT and AST-GATv2. Specifically, the All
model reaches a precision of 0.99 for the Benign class and improves the DoS precision by approximately 14%
compared with AST-GATv2. GraphCodeBERT shows moderate overall performance, reflecting its strong
capability in semantic understanding. In contrast, AST-GATv2 exhibits lower precision for the Injection
and DoS classes, indicating the limitations of relying solely on structural features. Overall, the fused
model demonstrates superior detection capability compared with single-modality models, validating the
effectiveness of multimodal fusion in exploit detection.
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Figure 9: Accuracy comparison of single models.

It should be noted that the relatively lower standalone performance of AST-GATv2 (82.85%) compared
to GraphCodeBERT (91.00%) does not imply a limited contribution of structural features. This performance
gap primarily reflects the disparity in pre-training resources: GraphCodeBERT benefits from large-scale
pre-training on billions of code tokens, whereas AST-GATv2 employs randomly initialized 64-dimensional
node embeddings trained from scratch on limited task data. The substantial performance gain achieved
by the fused model (95.07%) over GraphCodeBERT alone (91.00%)—particularly in the DoS and File
path categories where structural patterns such as loop constructs and path-traversal tokens are most
discriminative—demonstrates that the AST branch contributes genuine structural information rather than
marginal regularization.

4.5 Comparative Experiments
We focus on fine-grained vulnerability-type identification for multilingual exploit scripts, the task is

highly specialized, making it difficult to find directly comparable baseline methods in existing research.
The reasons are as follows: (1) most existing malicious-script detection approaches support only a single
programming language—such as PowerShell, PHP, or JavaScript—and therefore cannot handle the six
languages considered in this study (Python, C, Perl, Ruby, PHP, and HTML). (2) Research specifically
targeting fine-grained exploit-type classification remains largely unexplored.

Considering these factors, this study adopts the multilingual cross-language malicious-package detec-
tion method proposed by Ladisa et al. [27] as the baseline. This method introduces a language-agnostic
static feature system and uses XGBoost as the classifier, making it one of the few multilingual detection
approaches with both multi-language support and open-source availability. To ensure fair comparison, the
baseline method is evaluated on the Exploit-DB dataset under both binary and five-class settings, using the
same evaluation metrics as this work—accuracy and macro-averaged F1-score. The experimental results are
presented in Table 7.
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Table 7: Comparison of experimental results.

Task Method Accuracy Macro F1

Binary classification Ladisa et al. [27] 98.44% 98.77%
ASTBertX 99.38% 99.29%

Five-class classification Ladisa et al. [27] 90.08% 84.98%
ASTBertX 95.07% 91.89%

As shown in Table 7, the proposed method outperforms the baseline in both the binary and five-class
classification tasks. In the binary classification task, the proposed method achieves an accuracy of 99.38% and
a macro F1-score of 99.29%, representing improvements of 0.94 and 0.52 percentage points over the method
of Ladisa et al. [27]. This indicates that the model is nearly perfect in distinguishing malicious scripts from
benign ones, demonstrating strong potential for real-world deployment. In the five-class task, the proposed
method achieves an accuracy of 95.07% and a macro F1-score of 91.89%, improving upon the baseline by
4.99 and 6.91 percentage points, respectively—an even more substantial gain. This demonstrates that the
dual-path fusion architecture combining GraphCodeBERT’s sequence semantics and GATv2’s structural
semantics offers clear advantages for fine-grained exploit-type classification. The larger performance gain in
the five-class task further confirms that the proposed fusion strategy effectively distinguishes fine-grained
category boundaries, rather than merely improving binary discrimination. Notably, the method of Ladisa
et al. [27] exhibits substantial variation in per-class performance in the five-class setting.

We compare the baseline algorithm (Ladisa et al. [27]) with our approach in Table 8. To make it more
intuitive, the data in Table 5 are also presented here. As shown in this table, the baselint algorihtm method
achieves an F1-score of only 77.89% on the DoS class and a recall of merely 63.55% on the File path class,
reflecting considerable difficulty in distinguishing exploit types with similar semantic characteristics. In
contrast, the proposed ASTBertX method attains F1-scores of 83.99% and 87.88% for these two classes,
respectively, representing improvements of approximately 6 and 15 percentage points. Furthermore, the
Ladisa’s method also lags behind on the Injection class, where its F1-score of 86.11% falls noticeably short of
ASTBertX’s 93.46%. In contrast, the proposed dual-modality approach, integrating sequence semantics with
structural semantics derived from abstract syntax trees, demonstrates clear and consistent advantages across
all fine-grained vulnerability classes, highlighting the importance of incorporating both dimensions of code
representation for accurate exploit-type classification.

Table 8: The comparisons with the baseline algorithm.

Model Benign (%) DoS (%) File Path (%) Injection (%) Overflow (%)

ASTBertX
Precision 99.38 83.99 86.14 92.40 95.26

Recall 99.20 83.99 89.69 94.55 94.43
F1-score 99.29 83.99 87.88 93.46 94.84

Ladisa
Precision 97.16 78.12 85.43 83.60 90.37

Recall 98.45 77.65 63.55 88.77 90.12
F1-score 97.80 77.89 72.88 86.11 90.25

In summary, the proposed method maintains comparable binary-classification performance to the
baseline, while demonstrating substantially stronger discriminative capability in fine-grained exploit-type
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identification. This validates the effectiveness of the sequence–structure fusion strategy and the category-
gated attention mechanism.

4.6 Robustness Evaluation
To assess the robustness of the model in complex adversarial environments, we conducted experiments

using the Power-ASTNN dataset [10], which contains obfuscated malicious PowerShell scripts. This dataset
comprises a substantial volume of obfuscated malicious scripts, effectively simulating real-world code
obfuscation and variant attacks. In this study, we evaluated only the binary classification task (malicious vs.
benign) and compared the results against those of the baseline methods: Power-ASTNN [10] and the model
proposed by Ladisa et al. [27]. The experimental results are presented in Table 9.

Table 9: Comparison table of accuracy rates on confused datasets.

Method Accuracy (%) Precision (%) Recall (%) F1-Score (%)
ASTBertX 99.17 99.31 98.89 99.09

Power-ASTNN [10] 98.87 98.63 99.20 98.91
Ladisa et al. [27] 98.72 98.84 98.39 98.61

The experimental results demonstrate that the proposed method outperforms the baseline model,
Zhang et al. [10], across all metrics, including accuracy, precision, and F1-score. It falls slightly short only
in terms of recall, though the difference is negligible. Overall, the proposed method maintains stable
classification performance, even under data obfuscation scenarios. Furthermore, when compared against
the method proposed by Ladisa et al. [27], it surpasses the baseline across all evaluated metrics. This
conclusively demonstrates its robust resilience and strong generalization capabilities in the face of code
obfuscation attacks.

5 Conclusion
This paper proposes a vulnerability-exploit script classification method based on multi-modal fusion.

By integrating sequence-semantic features extracted by GraphCodeBERT with structural-semantic features
derived from ASTs via GATv2, and further applying category-gated and category-attention mechanisms
for adaptive fusion, the method achieves multilingual and fine-grained exploit-type identification. Exper-
iments conducted on a multilingual dataset constructed from Exploit-DB demonstrate that the proposed
method achieves 95.07% accuracy in the five-class task and 99% accuracy in the binary task, significantly
outperforming baseline approaches.

Beyond the core detection task, ASTBertX demonstrates practical potential for integration into real-
world software development workflows. The XGBoost classifier operates at millisecond-level inference
latency, making it feasible to integrate into AI code copilot tools (e.g., GitHub Copilot, Cursor) as a human-
in-the-loop security screening layer, where the model issues real-time vulnerability type warnings while the
developer retains final authority. At the pipeline level, ASTBertX supports a three-layer defense strategy:
semantic-enhanced AST extraction during static analysis, a CI/CD pre-commit hook to intercept malicious
commits before they enter the repository, and periodic batch scanning of legacy codebases and third-
party libraries. To support real-world deployment, we have released a production-ready toolchain and an
Agent Skill providing a step-by-step operational guide, publicly available at: https://github.com/cxl1314520/
ASTBertX. Despite the encouraging results, it is essential to acknowledge the inherent limitations of static
analysis: it cannot detect runtime behaviors triggered only under specific conditions, such as multi-stage

https://github.com/cxl1314520/ASTBertX
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payloads or environment-aware obfuscation techniques. To overcome this limitation, we propose a hybrid
defense scheme that combines ASTBertX’s static pre-screening with dynamic execution in a sandbox for
high-risk predictions. Suspicious code snippets flagged by ASTBertX with high confidence can undergo
dynamic testing in an isolated sandbox environment before being integrated into the production codebase,
thereby establishing a more robust defense chain.

Despite the promising results, several limitations remain that warrant further investigation. First,
the dataset does not achieve full language coverage: Perl lacks benign counterparts, leading to relatively
lower detection performance for underrepresented languages, and emerging languages such as Go and
Rust are not yet included—an issue rooted in imbalanced pre-training corpora and limitations in Tree-
sitter’s parsing capability. Second, the model’s generalization ability to zero-day exploit scenarios has not
been fully validated, as the training data consist primarily of historical public samples from Exploit-DB,
potentially limiting adaptability to novel exploitation patterns in dynamic real-world environments. Third,
robustness against adversarial manipulation remains insufficient: while binary classification was evaluated on
an obfuscated PowerShell dataset, systematic cross-language adversarial evaluation and defense design have
not yet been conducted. Finally, the dataset size and class distribution impose further constraints, as some
exploit types contain limited samples and broader attack scenarios such as logic flaws and privilege escalation
are not yet covered. To address these limitations, future research will proceed along four directions: (1)
enhancing low-resource language modeling through continual pre-training, next-generation code models,
and improved parsing tools; (2) developing incremental and few-shot learning frameworks for rapid
adaptation to zero-day vulnerabilities; (3) improving adversarial robustness via diverse data-augmentation
strategies and contrastive-learning methods; and (4) enriching program-structure representations by incor-
porating data-flow graphs and program-dependency graphs, with discriminative loss functions to mitigate
inter-class confusion.
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