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ABSTRACT: Gamification has emerged as an effective approach to enhance user engagement and security awareness in
the field of information security. This study presents a systematic literature review (SLR) of research published between
2012 and March 2026, analysing publications from two major databases, Scopus and Web of Science (WoS). The review
was conducted following the PRISMA 2020 guidelines. A comprehensive set of seven keywords: “gamification”, “infor-
mation security”, “cybersecurity”, “security awareness”, “business security and privacy training”, “security management”,
and “incident response”, was used to retrieve relevant studies. A total of 1487 articles were initially identified, of which
955 remained after duplicate removal. Following screening based on predefined inclusion and exclusion criteria, 77
studies were included in the final systematic literature review. Bibliometric and descriptive analyses were conducted
using Mendeley, VOSviewer, ResearchRabbit, and Microsoft Excel. The results show that research is predominantly
published in Computer Science and Engineering journals, with the United States, Germany, and the United Kingdom
contributing the most studies. Conference papers constitute the largest proportion of documents, and most journals
fall within the top two SJR quartiles (Q1 and Q2). Key applications of gamification include security awareness training,
cybersecurity education for non-IT professionals, incident response, and privacy management, while future research
directions emphasise adaptive gamification, integration with emerging technologies, longitudinal studies, and cross-
cultural investigations. This study provides a comprehensive overview of the current state and future directions of
gamification in information security, contributing to both academic understanding and practical implementation
strategies. This article stands out for the research methods used, the novelty of the data, and the assessment of the
included studies according to SCImago Journal Rank (SJR).

KEYWORDS: Information security; gamification; cybersecurity; security awareness; game-based learning; security
education; human factors in cybersecurity; behavioral security; security training

1 Introduction
In the rapidly evolving field of information technology, the need for robust information security

processes is becoming increasingly important. Organizations worldwide are continually battling cyber
threats and data breaches that can result in substantial financial losses, reputational damage, and privacy
violations. As a result, the need for innovative methods to increase information security and optimize the
efficiency of security processes is increasing.

Addressing information security issues is a constant and complex challenge. Preventing breaches
requires a continuous effort to effectively address and manage these issues. Humans are often considered the
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weak link in information security due to their susceptibility to cyber attacks, lack of awareness of potential
threats, and potential human error in handling sensitive data or following security protocols.

Conducted studies have shown that the main problems and factors influencing the perception of
information security by end users are related to user age, information security policy, user behavior,
education, knowledge, culture, environment, rules, and monitoring [1]. To increase end-user information
security awareness of self-protection against cyber threats, the following methods were explored: education,
enabling methods, management involvement, training, security awareness, and incident reporting. Training,
engaging and useful learning programs for employees is another way to communicate information security.

Gamification has emerged as a growing area of interest within ISA programs. It aims to apply game
features such as points in non-game context to encourage participants to perform a task or set of tasks in
order to promote their InfoSec knowledge and behavior [2]. Although gamification has great potential to
improve the performance of ISA programs in areas where current efforts are not succeeding, it also has
significant pitfalls that should be considered in its design and application [3].

One of the new strategies that has received a lot of attention is the application of game elements in
information security processes. Gamification refers to the use of computer game logic and thought patterns in
a non-game context to engage and motivate individuals to achieve specific goals. By integrating elements such
as points, levels, rewards, challenges, and competition into security processes, gamification can increase user
engagement, encourage desired security behaviors, and ultimately improve the effectiveness of information
security measures [4–6].

Recent studies have increasingly explored the application of gamification in information security
awareness. According to a study conducted by Sharif and Ameen [7], it was found that a game-based
approach is most commonly used to increase information security awareness. Most of the articles present
methods in which games are used to inform and teach, showing positive effects [7]. An article by Nguyen and
Pham [8] states that game methods are applied in information security training, but the results are limited due
to the lack of implementation examples or a weak theoretical base. For instance, the study by Pahlavanpour
and Gao [9] conducted a systematic mapping analysis using the Scopus and Web of Science databases,
applying keywords such as “gamification”, “game”, “gamified”, and “security awareness”, while intentionally
excluding broader terms like “information” and “program” to improve search precision. Similarly, Gwenhure
and Sapty Rahayu [10] performed a systematic literature review focusing on cybersecurity awareness for
non-IT professionals, employing an extensive and complex keyword strategy within the Scopus database for
publications between 2020 and 2023.

Although these studies provide valuable insights into gamification in information security, they mainly
focus on specific topics such as security awareness, cybersecurity training, or particular target groups.
In addition, previous reviews were conducted using a limited set of keywords, a single database, or a
restricted publication period. Therefore, there is still a need for a broader and more up-to-date review
that examines gamification across different areas of information security using multiple databases and an
extended search period.

This research contributes to the body of knowledge on gamification in the field of information security
by employing a broader set of keywords and analysing data from both Scopus and Web of Science databases,
rather than relying on a single data source. It provides a systematic map of the topic keywords and provides an
understanding of the main topics in the research area. This article is intended to help academic and industrial
researchers working on semantically enriched and knowledge-based information security. In addition, the
results of this study can help researchers and practitioners to better understand the body of knowledge on
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gamification in information security, while also capturing more recent research trends, as the analysed period
extends beyond 2023.

The remaining part of this article is organized as follows. In Section 2, we described the materials and
methods of this research. In Section 3, we present the systematic mapping study results on the gamification
in the field of information security. In Section 4, we discuss our findings. Finally, Section 5 summarizes
this article.

2 Materials and Methods
A systematic literature review (SLR) of gamification in the information security domain was conducted

using bibliometric analysis. The SLR was systematically organized following the PRISMA 2020 statement [11]
for planning, conducting, and reporting. The main steps of the SLR are explained in the following sections.
Although bibliometric techniques were used to analyse publication trends and structural patterns in the
literature, the core of this study follows a systematic literature review approach. The final synthesis is based
on the 77 studies that met the predefined inclusion criteria, ensuring that the review goes beyond descriptive
mapping by focusing on eligible evidence-based studies.

2.1 Research Questions
This SLR aims to provide a framework for the field of interest in the gamification in the field of

information security and to provide an overview of the main ideas in this field. This leads to the following
main research question (MRQ): How does gamification contribute to information security? Based on the
MRQ, the following RQs are defined:

• RQ-1: How has research on gamification in information security evolved over time?
• RQ-2: What are the topics of application of gamification in the field of information security that are

being explored?
• RQ-3: What are the main future directions in the topic under analysis?
• RQ-4: What are the publication trends in terms of authors, countries, and journal quality in gamification

research in information security?

2.2 Conducting the Search
The PICOC (Population, Intervention, Comparison, Outcome, Context) framework, as employed by

Kitchenham and Charters [12], was created to aid in the identification of keywords and the development of
search strings derived from the MRQ.

Population: In this study, the population consists of scientific articles on the application of gamification
in the field of information security.

Intervention: In our context, we examine how gamification is related to the field of information security.
Comparison: This study does not perform a comparison.
Outcomes: Our focus is solely on the article results; therefore, measurable outcomes are not considered.
Context: This academic study analyzes existing articles concerning the application of gamification in

information security.
The PICOC criteria presented in Table 1 were used to guide keyword selection and the screening process.
The selection of keywords was guided by the aim to comprehensively capture research at the intersection

of gamification and information security. Therefore, a combination of a core concept (“gamification”) and
domain-specific terms related to cybersecurity practices, education, and organisational security processes
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was used to ensure broad yet relevant coverage of the literature. The keywords were designed to reflect
the main application areas where gamification has been reported, including security awareness, training,
management, and incident response. This approach ensured that both technical and human-centric aspects
of information security were included in the search strategy.

Table 1: PICOC inclusion and exclusion criteria.

PICOC
Element Inclusion Criteria Exclusion Criteria

P Scientific articles on gamification in information
security

Non-security or non-gamification
studies

I Studies involving gamification approaches in
information security Studies without gamification elements

C Not applicable Not applicable

O Studies contributing to understanding of
gamification applications and effects in InfoSec

Studies without analytical or thematic
relevance

C Information security and cybersecurity domain Studies outside information security
domain

Consequently, we identified seven main terms: “gamification”, “information security”, “cybersecu-
rity”, “security awareness”, “business security and privacy training”, “security management”, and “incident
response”.

The keyword “BSP training” was excluded from the main keyword set, as it did not yield any results in
either Scopus or Web of Science. To ensure the relevance and robustness of the keyword-based search, this
abbreviated form was not used in subsequent analyses; instead, the full term “business security and privacy
training” was employed.

Although during the last decade, there was a significant growth of available bibliographic data sources
and metrics, Web of Science (WoS) and Scopus databases (DBs) still remain the two major and most
comprehensive sources of publication metadata and impact indicators [13]. In this study, the two terms were
combined into a single search string, which was then used in the Web of Science (WoS) and Scopus databases
(See Table 2). The keyword “gamification” was chosen as the main term in this study. Gamification can be
defined as the use of game designed elements in non-gaming situations to encourage users’ motivation,
enjoyment, and engagement, particularly in performing a difficult and complex task or achieving a certain
goal [14–16]. Although related terms such as “game-based approaches”, “serious games”, and “game elements”
are used in the literature, they were not included as primary keywords, as they represent broader approaches.
Therefore, the term “gamification” was selected to ensure a focused and consistent search strategy aligned
with the scope of this study.

Seven key terms are used quite widely in the 1487 articles. 532 duplicate articles have been removed
to make the data more accurate (See Table 3). Search restrictions, including search string, document type,
language, and categories, were applied later after refining and comparing data in the WoS and Scopus
databases. The Scopus search string is used as follows:

((TITLE-ABS-KEY (gamification) AND TITLE-ABS-KEY (information security))) OR ((TITLE-ABS-
KEY (gamification) AND TITLE-ABS-KEY (security awareness))) OR ((TITLE-ABS-KEY (gamification)
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AND TITLE-ABS-KEY (cybersecurity))) OR ((TITLE-ABS-KEY (gamification) AND TITLE-ABS-
KEY (security management))) OR ((TITLE-ABS-KEY (gamification) AND TITLE-ABS-KEY (incident
response))) OR ((TITLE-ABS-KEY (gamification) AND TITLE-ABS-KEY (business security & privacy
training)))

Table 2: Search strings in Web of Science (WoS) and Scopus.

No. Database Keyword 1 Operator Keyword 2 Result
1. Scopus “gamification” And “information security” 302
2. Scopus “gamification” And “security awareness” 212
3. Scopus “gamification” And “cybersecurity” 354
4. Scopus “gamification” And “business security and privacy training” 8
5. Scopus “gamification” And “security management” 152
6. Scopus “gamification” And “incident response” 23
7. WoS “gamification” And “information security” 116
8. WoS “gamification” And “security awareness” 109
9. WoS “gamification” And “cybersecurity” 153
10. WoS “gamification” And “business security and privacy training” 1
11. WoS “gamification” And “security management” 46
12. WoS “gamification” And “incident response” 11

Total 1487

Table 3: Data change after removing duplicates in Scopus and Web of Science (WoS).

No. Database Before Removed Duplicates Result
1. Scopus 1051 389 662
2. WoS 436 143 293

Total 1487 532 955

The link to the search query performed in the Web of Science database: https://www.webofscience.com/
wos/woscc/summary/5f75e93b-03b3-4856-a954-7fc661b2fe86-01a4fa6fb2/relevance/1.

2.3 Study Selection and Quality Assessment
A total of 1487 records were retrieved in the initial search. Following the removal of duplicates, 955

unique articles remained (662 from Scopus and 293 from Web of Science). These records were then screened
based on predefined inclusion and exclusion criteria (see below), resulting in 77 studies included in the final
systematic literature review. Considering the research questions, it was decided to analyze the document
types, subject/research area, and country data, and define inclusion criteria (IC) and exclusion criteria (EC)
based on recommendations given by Angela Carrera-Rivera, William Ochoa, Felix Larrinaga, and Ganix
Lasa. Authors should define the inclusion and exclusion criteria before conducting the review to prevent
bias, although these can be adjusted later, if necessary [17].

Inclusion criteria (IC) and exclusion criteria (EC):
• IC1: Include papers that are works on gamification in information security.
• IC2: Include articles that are written in the English language.

https://www.webofscience.com/wos/woscc/summary/5f75e93b-03b3-4856-a954-7fc661b2fe86-01a4fa6fb2/relevance/1
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• EC1: Exclude duplicate articles identified across databases.
• EC2: Exclude articles that are not intended for global research.

The overall results of the paper’s selection procedure are illustrated in Fig. 1 as a PRISMA flow diagram.

Figure 1: PRISMA 2020 flow diagram for new systematic reviews which included searches of databases.

Visualization and mapping tools (VOSviewer and ResearchRabbit) were applied to subsets of the final
dataset to support bibliometric and thematic analysis; however, they did not affect the study selection process.

2.4 Used Tools
The following tools were employed in this study: (1) Mendeley (v2.142.0) was used for reference man-

agement and removal of duplicate records; (2) VOSviewer (1.6.20_mac) was applied for bibliometric analysis,
including keyword co-occurrence mapping and visualisation of research clusters; (3) ResearchRabbit (2.0)
was used as a supplementary tool for exploring citation networks and visualising temporal publication
relationships, supporting contextual analysis rather than primary data selection; and (4) Microsoft Excel
(16.0.20015.42303) was used for data organisation, descriptive statistical analysis, and preparation of tables,
including SCImago Journal Rank (SJR) quartile classification.

2.5 Data Extraction
The data extraction process was conducted to systematically gather relevant information from two

primary databases, namely Web of Science (WoS) and Scopus. Studies were selected based on predefined
keywords and clearly defined inclusion and exclusion criteria.

The search used restricted categories (e.g., computer science or engineering), and inclusion and
exclusion criteria to exclude irrelevant studies. Search results in the Web of Science (WoS) and Scopus
databases, with inclusion and exclusion criteria added (See Table 4). At the identification stage, 293 records
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from Web of Science (WoS) and 662 from Scopus were retrieved and screened according to the inclusion
and exclusion criteria.

Table 4: Study selection and quality assessment in Web of Science (WoS) and Scopus.

No. Criteria Scopus WoS

1. Document Type: Scopus (Article, Review), WoS (Review article or
Article) 148 135

2.
Subject/research area: Computer Science or Engineering,

WosS: Education Educational Research
Scopus: Social Science

124 86

3. Language: English 118 85

4. Open Access 76 51

Search results from Web of Science and Scopus were downloaded into Mendeley (https://www.
mendeley.com/(accessed on 13 March 2026)) and subsequently deduplicated. After duplicate removal and
manual screening for relevance to the study topic, 77 articles remained.

2.6 Method Used for the Results Analysis
The extracted data were subsequently analysed using Mendeley, VOSviewer, ResearchRabbit, and

Microsoft Excel to ensure consistency, reliability, and to facilitate further statistical analysis. The results
were analysed using a combination of bibliometric and descriptive statistical methods. Bibliometric analysis
was performed using VOSviewer to examine keyword co-occurrence and to generate network, overlay, and
density visualisations. In addition, Microsoft Excel was used for descriptive statistical analysis. The quality
of the publication sources was assessed based on SCImago Journal Rank (SJR) quartiles.

2.6.1 Document Type Analysis
Articles can be included or excluded based on document type. One of the most popular document types

in the Scopus and WoS databases is a conference paper, also known as conference proceedings. Based on
the data provided by Dyba and Dingsoyr, it has been determined that a conference paper may fall into the
grey literature category due to the lack of research details due to space limitations [18]. Moreover, conference
papers are often expanded in journal papers [19].

The distribution of document types identified in the Scopus search results from 2012 to March 2026 is
presented in Fig. 2. The analysis shows that conference papers constitute the largest proportion of publica-
tions, accounting for 50.2% of the total. This is followed by journal articles (19.6%) and conference reviews
(18.6%). These findings indicate that research on gamification in information security is predominantly
disseminated through conference venues, reflecting the dynamic and rapidly evolving nature of the field,
where early-stage findings are frequently presented and discussed in academic conferences.

https://www.mendeley.com/
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Figure 2: Overview of document types identified in the Scopus search results from 2012–March 2026.

The distribution of document types identified in the Web of Science (WoS) search results is presented
in Fig. 3. Proceedings papers constitute the majority of publications, accounting for 53.58%, followed by
journal articles at 41.98%, and review articles at 4.09%. Compared to the Scopus results (See Fig. 2), both
databases show a predominance of conference/proceedings papers.

Figure 3: Overview of document types identified in the WoS search results.

A total of eight document types were identified in the Web of Science (WoS) search results. Proceeding
papers represent the largest share (157), followed by journal articles (123) and review articles (12), while the
remaining document types appear in smaller quantities. This distribution indicates that research in this field
is primarily disseminated through conference proceedings and journal publications.
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2.6.2 Subject Area Analysis
The subject area distribution of the selected studies is presented in Fig. 4, based on the Scopus search

results from 2012 to March 2026. The analysis indicates that the majority of publications fall within the field
of Computer Science, accounting for 38.4% of the total. This is followed by Engineering (17%) and Social
Sciences (12.4%), which together represent the top three subject areas. These findings suggest that research on
gamification in information security is predominantly driven by technical disciplines, while also maintaining
a notable interdisciplinary presence.

Figure 4: Overview of subject area identified in the Scopus search results from 2012–March 2026.

The distribution of research areas based on the Web of Science (WoS) search results is presented in Fig. 5.
The findings show that Computer Science represents the dominant research area, accounting for 63.48% of
the publications. This is followed by Education Educational Research (23.55%) and Engineering (18.09%),
among the thirty-eight identified research areas. These results indicate a strong emphasis on technical and
computational aspects, while also highlighting the growing importance of educational perspectives in the
context of gamification in information security.

The analysis of research areas in the Web of Science (WoS) results shows that Computer Science
dominates with 186 publications, followed by Education Educational Research (69) and Engineering
(53). Telecommunications also represents a notable area with 27 publications, while other research areas
appear with smaller contributions. This distribution highlights the strong technical focus of the field,
while also indicating the growing importance of educational perspectives in gamification research within
information security.

Overall, the analysis of subject and research areas across both Scopus and Web of Science databases
reveals that gamification in information security is predominantly situated within the field of Computer
Science, with Engineering and Social Sciences/Education also playing significant roles. This distribution
highlights the technical foundation of the research area while emphasising its interdisciplinary nature,
particularly the integration of educational approaches in promoting security awareness. This trend can be
explained by the fundamentally technical nature of information security, which requires the development
of secure systems and solutions, combined with the need to influence user behavior through training and
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awareness programs. Therefore, the field naturally combines technical disciplines with educational and
behavioral sciences.

Figure 5: Overview of research area identified in the WoS search results.

2.7 Validity Evaluation
The validity of this systematic literature review was ensured through the use of a transparent and

structured review process based on PRISMA guidelines. The study relied on two well-established databases,
Scopus and Web of Science, which are widely recognised for their reliability and coverage of high-quality
scientific publications. A predefined search strategy and clear inclusion and exclusion criteria were applied
to ensure consistency and reduce selection bias during the study selection process.

To increase reliability, the review process followed a clearly documented and reproducible procedure,
allowing the results to be systematically verified. However, limitations remain due to the exclusion of non-
English publications and the restriction to two databases, which may have led to the omission of relevant
studies indexed elsewhere.

A formal study-level methodological quality assessment (e.g., CASP) was not applied, as this review
primarily focuses on bibliometric and mapping analysis rather than in-depth critical appraisal of individ-
ual studies.

3 Results

3.1 Chronological Distribution Analysis (RQ-1)
To address RQ-1, the publication timeline of the selected studies was analysed to determine when

research on gamification in information security has been published. The analysis, based on publications
from 2012 to March 2026, shows a gradual increase in research output over the years, with a marked growth
from 2019 onwards. The peak in recent years highlights an accelerating scholarly interest in gamification
approaches for enhancing information and cybersecurity awareness. Fig. 6 presents the annual distribution
of publications, illustrating these trends and indicating that the topic has gained substantial momentum
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in the last few years, reflecting both technological developments and the increasing importance of security
awareness programs in organisations.

Figure 6: Annual distribution of Scopus documents by year (2012–March 2026).

The annual distribution of publications in the Web of Science (WoS) database is presented in Fig. 7.
Between 2017 and March 2026, the number of publications on gamification in information security shows
a gradual increase over time, reflecting a growing research interest, with a slight decrease observed in 2023.
The highest output is observed in 2025, with 60 publications (20.13% of the total 298 records), followed by
2022 with 42 publications (14.09%) and 2024 also with 42 publications (14.09%). Moderate activity is seen in
2023 (32 publications, 10.74%), 2021 (29 publications, 9.73%), and 2020 (25 publications, 8.39%).

Figure 7: Annual distribution of Web of Science (WoS) documents by year (2017–March 2026).

Overall, these data indicate a growing interest in gamification applications in information security,
peaking in the mid-2020s, which may correspond to increased awareness of cybersecurity challenges and
the integration of gamified approaches in security training programs.
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A slight decrease in publications observed in 2023 may be associated with a temporary slowdown in
academic output, potentially influenced by the post-pandemic transition period, during which research
priorities and funding structures were still adjusting after the COVID-19 disruption. Nevertheless, the overall
trend remains upward, suggesting sustained and growing scholarly attention to the topic.

3.2 Keywords Occurrence Analysis (RQ-2 and RQ-3)
To address RQ-2, the selected studies were analysed to identify the specific areas in which gamification

is applied within information security. The analysis indicates that gamification in information security is
primarily applied in areas related to cybersecurity awareness, education, and training. The most dominant
topics include security awareness programs, personnel training, e-learning environments, and cybercrime
prevention. Additionally, gamification is frequently explored in the context of educational settings, par-
ticularly involving students and learning platforms, highlighting its role in improving engagement and
knowledge retention.

Emerging application areas include domain-specific implementations such as healthcare, Internet of
Things (IoT) environments, and organisational security practices. Furthermore, topics such as behav-
ior change, user motivation, trust, and learning outcomes suggest a growing focus on human-centred
and behavioural aspects. However, aspects related to performance evaluation, adoption, and real-world
implementation remain less explored, indicating potential gaps in the literature.

To address RQ-3, the literature was examined to identify emerging trends and gaps for future research.
The findings suggest that future research is likely to move towards more advanced, data-driven, and context-
aware applications of gamification in information security. In particular, the emergence of keywords such as
advanced analytics, machine learning, learning algorithms, and federated learning indicates an increasing
integration of artificial intelligence and adaptive systems.

Future directions also point towards a stronger emphasis on personalised learning experiences, user
behaviour analysis, and the effectiveness of gamified solutions in real-world environments. Additionally,
there is a growing interest in domain-specific applications, including healthcare and IoT, as well as
organisational contexts that require scalable and sustainable security awareness solutions.

Importantly, the limited focus on learning outcomes, user experience, and adoption highlights the
need for more empirical and longitudinal studies. Therefore, future research should aim to evaluate the
impact, usability, and long-term effectiveness of gamification approaches, as well as develop comprehensive
frameworks that integrate technological, behavioural, and organisational perspectives.
The Most Occurring Keywords

Mendeley was used to remove duplicates after merging WoS and Scopus bibliographic data (955).
Information about 611 articles was exported from Mendeley in RIS format and imported into VOSviewer.
Type of analysis: Co-occurrence analysis, used to identify and visualise relationships between frequently
occurring keywords in the selected literature. The minimum number of occurrences of a keyword was
selected as 5. Of the 3531 keywords, 192 meet the threshold. There is no standard threshold for use in co-
word analysis [20]. For each of the 192 keywords, the total strength of the co-occurrence links with other
keywords was calculated. The keywords with the greatest total link strength were selected by VOSviewer.
The number of keywords was selected: 192. 192 items grouped into 7 clusters. The network includes 4276
links, with a total link strength of 11,220, indicating a highly interconnected structure of terms within the
literature. In the generated maps, nodes represent keywords, with sizes proportional to their frequency of
occurrence, and the proximity between nodes reflects the strength of their co-occurrence relationships. The
analysis highlights “cyber security” and “gamification” as the most prominent terms, while the clustering
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reveals distinct thematic groups, demonstrating how research on gamification in information security is
organised around core topics such as security awareness, training, and incident response (See Table 5).

Table 5: Top 10 keywords extracted in the VOSviewer.

No. Keyword Occurrences Total Link Strength
1. gamification 375 2223
2. cyber security 222 1571
3. cybersecurity 197 1357
4. students 91 701
5. network security 74 554
6. cyber-security educations 57 490
7. personnel training 45 390
8. computer crime 43 361
9. e-learning 45 347
10. education 49 319

VOSviewer was used to map and develop the keyword network, including co-occurrence, overlay, and
density visualisations. In these maps, terms are represented as nodes of varying sizes, proportional to their
frequency of occurrence. The terms are represented as nodes of varying sizes, proportional to the terms’
recorded frequency. Additionally, the analysis indicates the frequency with which the terms appear in close
proximity to one another [21]. The proximity of nodes on the map suggests the degree to which nodes were
related in the literature [22].

Based on the co-occurrence map of the most frequently occurring keywords, particular attention can
be drawn to less prominent terms such as “learning platform”, “cybersecurity training”, “online learning”,
“performance”, “adoption”, “framework”, “healthcare”, “behavior change”, “cybersecurity gamification”, “trust”,
“learning management systems”, “learning outcomes”, and “learning experiences” (See Fig. 8). The relatively
lower frequency of these keywords suggests that, although they are present in the literature, they remain
underexplored compared to core themes such as “cybersecurity” and “gamification”. This indicates that
research has so far focused more on conceptual and awareness-related aspects, while practical implementa-
tion, evaluation of effectiveness, and user-centred outcomes have received comparatively less attention. In
particular, the limited emphasis on learning outcomes, user experience, and adoption highlights potential
research gaps, suggesting a need for more empirical studies assessing the impact and effectiveness of gamified
approaches in real-world environments.
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Figure 8: The most occurring keywords map.

Early adopters in the literature shown in dark purple were concerned about cyber security, education
computing, computer interaction, information systems, and computer games (See Fig. 9). Based on the
overlay visualization of keywords, emerging trends can be observed in more recent publications, particu-
larly around 2024. Keywords such as “advanced analytics”, “machine learning”, “learning algorithms”, and
“federated learning” indicate a growing integration of artificial intelligence and data-driven approaches into
gamification and information security research. At the same time, terms such as “cybersecurity awareness”,
“organisational awareness”, “behavior change”, and “intrinsic motivation” suggest an increasing focus on user
behaviour and human-centred security practices. The presence of application-oriented keywords, including
“IoT”, “electronic health records”, “healthcare”, and “application”, highlights a shift towards domain-specific
implementations of gamified solutions. Overall, these trends suggest that the field is evolving from general
awareness and conceptual studies towards more advanced, personalised, and context-specific approaches
that combine technological innovation with behavioural and organisational perspectives.
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Figure 9: The overlay visualization of keywords.

Fig. 10 presents the density visualization of keywords, illustrating the most frequently occurring terms
within the selected studies. The prominence of keywords such as “cybersecurity” and “gamification” confirms
that the analysed articles are closely aligned with the defined search strategy. This serves as a validation of the
study selection process, indicating that the applied keywords were appropriate and effective in identifying
relevant literature. Furthermore, the concentration of related terms in the visualization highlights the
consistency and coherence of the dataset. Overall, the results emphasise a strong focus on user engagement
and behavioural aspects within information security research.

Overall, the keyword analysis demonstrates a well-structured and highly interconnected research
landscape centred around core themes such as cybersecurity, gamification, and security awareness. The
dominance of these keywords confirms the consolidation and maturity of the field, where research is strongly
focused on improving user engagement and awareness through gamified approaches. At the same time, the
presence of less frequent keywords highlights emerging and still underexplored areas, particularly related to
practical implementation, user experience, learning outcomes, and the effectiveness of gamified solutions in
real-world contexts.
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Figure 10: The density visualization of keywords.

Furthermore, the overlay and density visualisations reveal a clear shift in recent studies towards more
advanced and interdisciplinary approaches, including the integration of artificial intelligence, data-driven
methods, and domain-specific applications such as healthcare and IoT environments. These trends suggest
that the field is gradually moving beyond conceptual and awareness-focused research towards more applied,
personalised, and context-aware solutions.

Taken together, these findings not only confirm the robustness and coherence of the analysed dataset
but also identify important research gaps. In particular, there is a need for more empirical and longitudinal
studies that evaluate the impact, adoption, and effectiveness of gamification in diverse organisational and
technological settings.

3.3 Trends in Countries, Authors, and Journal Quality (RQ-4)
The analysis of the selected literature reveals several notable trends regarding the global distribution of

research on gamification in information security. The majority of studies are concentrated in a few leading
countries, with the United States, Germany, and the United Kingdom contributing the highest number of
publications in both Scopus and Web of Science. This geographic concentration aligns with the prevalence
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of high-impact journals (Q1 and Q2 SJR quartiles), suggesting that influential research is largely produced
in regions with well-established research infrastructures.

Key contributing authors, including Brilingaitė A., Di Nocera F., Gwenhure A. K., Lazarov W., Schafeitel-
Tähtinen T., and Tempestini G., consistently appear across both databases, reflecting their central role in
advancing the field. Analysis using ResearchRabbit confirmed that the most recent and conceptually related
studies largely overlap with the selected dataset, further supporting the relevance of the identified countries
and authors. Overall, these findings indicate that gamification research in information security is both
globally relevant and concentrated among a network of leading researchers publishing in top-tier journals,
highlighting areas of influence and potential collaboration for future studies.

3.3.1 Countries Participating in the Study
The distribution of publications by country or territory based on the Scopus search results from 2012

to March 2026 (See Fig. 11). The analysis shows that a substantial portion of records (129) is classified as
undefined, indicating missing or unspecified country information. Among the identified countries, the
United States leads with 99 publications, followed by India with 44 and the United Kingdom with 41
documents. These results suggest that, despite some limitations in data classification, research in this field is
primarily concentrated in a few leading countries.

Figure 11: Overview of country or territory identified in the Scopus search results from 2012–March 2026.

The distribution of publications by country based on the Web of Science (WoS) search results from
2012 to March 2026 (See Fig. 12). The results indicate that the United States is the leading contributor with
58 publications, followed by Germany with 27 and England with 21 documents. A comparison with the
Scopus data shows that both the United States and Germany demonstrate strong and consistent research
output across both databases, with the United States also leading in Scopus and Germany contributing 35
publications. This highlights that research in this field is concentrated in countries with a well-established
presence in both WoS and Scopus databases. This dominance can be explained by the strong research
infrastructure, significant investment in cybersecurity, and the presence of leading academic and industrial
institutions in these countries. Additionally, these countries place a high emphasis on cybersecurity aware-
ness and education, which aligns closely with the application of gamification approaches in training and
user engagement.
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Figure 12: Overview of countries identified in the WoS search results from 2012–March 2026.

To address RQ-4, the selected articles were analysed to identify the countries contributing to research
on gamification in information security. The analysis reveals a geographically diverse research landscape,
with the United States leading in both Scopus (99 publications) and Web of Science (58 publications),
followed by Germany (35 in Scopus, 27 in WoS) and the United Kingdom (41 in Scopus, 21 in WoS).
Although some records were classified as undefined, the data indicate that research activity is concentrated
in a few leading countries, reflecting established expertise and resources in cybersecurity and gamifica-
tion. Overall, the trends suggest that while the field is attracting international attention, the majority of
contributions originate from countries with strong research infrastructure and a focus on both technical
and educational aspects of information security awareness. This pattern can also be associated with the
presence of well-developed management schools, established standardisation frameworks, and advanced
legal and regulatory environments in these countries, which support the development and implementation
of structured cybersecurity practices.

It is noteworthy that although Japan is strong in the field of technology, research articles are selectively
published in one database—WoS, while articles by Indian and Malaysian scientists appear in the Scopus
database. This shows that data sharing depends not only on the research field, but also on the available
article database.

3.3.2 ResearchRabbit
In addition to the keyword-based search conducted in Scopus and Web of Science, ResearchRabbit

was used to analyse citation relationships between the selected publications. This platform supports the
identification of influential studies, conceptually related publications, and additional research connected
through citation networks. Therefore, this section presents the citation analysis of the retrieved studies,
the analysis of conceptually related publications, and the evaluation of additional related studies identified
through ResearchRabbit. The results provide additional evidence of the coverage and consistency of the
selected literature.
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ResearchRabbit utilized a citation-based approach, enabling users to explore research connections
beyond keyword queries [23]. For data extraction, a total of 51 records were exported in BibTeX format
from the Web of Science (WoS) database and 76 records from the Scopus database. The most relevant
and representative studies were selected for further analysis in ResearchRabbit, and a total of 68 articles
were transferred to the ResearchRabbit environment to explore citation relationships, research clusters, and
emerging research trends related to gamification in information security.
Citation Analysis

The citation analysis revealed that the most highly cited publication is the 2017 article “Room escape
at class: Escape games activities to facilitate the motivation and learning in computer science” by Borrego
et al. [24], with 226 citations. This is followed by the 2021 article “Enhancing employees information security
awareness in private and public organisations: A systematic literature review” by Khando et al. [25], which
has received 218 citations. The third most cited study is the 2020 publication “Choose your own training
adventure: designing a gamified SETA artefact for improving information security and privacy through
interactive storytelling” by Dincelli and Chengalur-Smith [26], with 82 citations. The next most cited article is
“Design and Evaluation of an Augmented Reality Game for Cybersecurity Awareness (CybAR)” by Alqahtani
and Kavakli-Thorne (2020) [27], with 68 citations. These findings indicate that both early gamification
applications in education and more recent studies focusing on security awareness have had a significant
impact on the development of the field. It is noteworthy that, despite variations in the number of references
(15–161), these studies are consistently used in research irrespective of their publication years (2017–2020),
indicating their sustained relevance in the field.
Analysis of Conceptually Related Publications

The analysis of conceptually related studies identified through ResearchRabbit demonstrates that recent
research on gamification in information security is characterised by a broad interdisciplinary scope. The
identified publications cover not only cybersecurity education and awareness, but also human factors, digital
learning environments, critical infrastructure protection, and the application of game-based approaches in
different professional contexts. In addition, bibliometric approaches have been applied in related research
areas to analyse emerging trends and the development of digital technologies across different domains [28].

Several recent studies indicate the growing interest in applying gamification principles to cybersecurity
training and awareness development. Research has examined successful gamification approaches for cyber-
security training [29], the role of human factors in cybersecurity [30], and the use of gamified methods for
improving information security awareness knowledge [31]. These studies demonstrate that gamification is
increasingly considered as a complementary approach for addressing challenges related to user engagement,
knowledge development, and security behaviour.

The identified literature also highlights the importance of educational approaches and learner-oriented
environments. Studies have investigated gamification acceptance among learners with different levels of
digital skills [32], game-based learning approaches in higher education [33], and gamified cybersecurity
awareness courses supporting self-regulated learning [34]. In addition, research has explored the use of
digital platforms and game-based environments for cybersecurity education, including approaches designed
for younger learners and STEM-related education [35].

Beyond general cybersecurity awareness, recent research has expanded towards specialised security
domains. Examples include the application of serious games for workforce development in critical infrastruc-
ture protection [36], cloud-based educational game platforms for cybersecurity learning [37], and serious
games addressing hardware supply chain security through threat modelling approaches [38]. These studies
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demonstrate that gamification is being adapted to different security contexts, ranging from general awareness
training to specialised professional environments.

Research identified through the network analysis also reflects the connection between cybersecurity
education and behavioural aspects. Several studies investigate how gamification can support learning expe-
riences, user participation, and practical security skill development. For example, gamified approaches have
been explored in software quality improvement contexts [39], cybersecurity concept learning among stu-
dents [40], and informal learning strategies for improving cybersecurity awareness among young adults [41].
These findings indicate that gamification research is moving beyond simple reward-based mechanisms
towards more complex learning experiences involving interaction, simulation, and practical engagement.

The ResearchRabbit analysis also identified studies demonstrating the expansion of gamification
applications from general cybersecurity awareness towards more specialised training environments, prac-
tical exercises, and behavioural analysis. These publications indicate that researchers increasingly explore
interactive approaches that combine cybersecurity knowledge acquisition with practical experience and
user engagement.

A significant research direction focuses on cybersecurity training environments based on simulation,
practical exercises, and scenario-based learning. Studies have investigated gamified cybersecurity awareness
courses supporting self-regulated learning [34], serious games for hardware supply chain security using
threat modelling approaches [38], and innovative cybersecurity awareness training models [42]. In addition,
game-based training approaches have been explored in critical infrastructure protection and resilience
contexts, demonstrating the potential of gamification for preparing users to respond to complex security
situations [43].

Another emerging direction concerns interactive cybersecurity exercises and learning platforms.
Research has examined technology-enhanced educational approaches for cybersecurity incident manage-
ment [44], gamified approaches for mobile payment security adoption [45], and portable attack-and-defence
cybersecurity exercises based on Capture-the-Flag concepts [46]. These studies highlight the movement
towards practical learning environments where users can develop cybersecurity-related skills through active
participation rather than traditional information delivery methods.

Recent publications also emphasise narrative-driven learning, usability evaluation, and user experience
aspects of cybersecurity education. Research has explored story-driven gamified education for understand-
ing security threats [47], cybersecurity educational game applications and their usability evaluation [48],
and the role of immersive gamified platforms in understanding user behaviour during cybersecurity
training [49]. These studies suggest that effective gamification requires not only the inclusion of game
elements but also consideration of learner experience, interaction design, and contextual relevance.

Beyond educational settings, several studies investigate human behaviour and decision-making
processes related to cybersecurity. Research has examined behavioural approaches to reducing the usability–
security trade-off [50] and the use of board-game-based learning approaches to improve decision-makers’
understanding of cybersecurity complexity [51]. Furthermore, recent work has explored personalised and
gamification-based cybersecurity approaches within organisational environments, including financial insti-
tutions [52]. These studies demonstrate increasing attention towards adapting gamification strategies to
specific user groups and professional contexts.

The identified research network also indicates growing interest in applying gamification to different sec-
tors and user populations. Studies have investigated the use of computer games for cybersecurity education
in higher education institutions [53], showing that educational gamification remains one of the dominant
application areas. Overall, the identified studies demonstrate a transition from basic awareness-oriented
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gamification towards more complex approaches involving simulations, practical exercises, immersive
environments, and context-specific cybersecurity learning scenarios.
Emerging Research Trends

The ResearchRabbit analysis further highlights the increasing role of gamification in cybersecurity
education, professional training, and the development of practical security skills. The identified publications
demonstrate that researchers are increasingly moving from theoretical discussions of gamification towards
the design and evaluation of interactive learning environments.

Several studies focus on the integration of game-based approaches into educational processes. Research
has examined the implementation of game-based learning strategies in higher education and the devel-
opment of comprehensive processes for introducing game-based learning among educators [53,54]. In
addition, gamification has been investigated as a method for improving cybersecurity concept learning
among students, demonstrating its relevance for engaging younger generations in information security
topics [40].

Another important research direction concerns cybersecurity exercises and practical skill development.
Studies have Capture-the-Flag-based approaches as methods for teaching cybersecurity and investigated
cyber ranges at different educational levels [46,55]. Furthermore, research has analysed scoring mechanisms
and competition-based approaches in cybersecurity exercises, highlighting the importance of balanced
evaluation methods in gamified security training environments [56].

Recent studies also indicate growing interest in applying gamification principles beyond traditional
educational institutions. Research has explored gamification in software quality improvement contexts [39]
and the use of game-based approaches for cybersecurity learning among students [40]. These studies
demonstrate that gamification can support different forms of professional and academic skill development
by creating interactive environments where users actively participate in problem-solving activities.

The literature identified through ResearchRabbit also includes studies focusing on awareness devel-
opment among specific user groups. Research has investigated game-based informal learning strategies
for improving cybersecurity awareness among young adults [57] with recent work further demonstrating
the effectiveness of informal game-based learning for increasing cybersecurity awareness in this popula-
tion [58]. In parallel, other studies have examined factors influencing information security awareness within
organisational environments [59]. These studies emphasise that effective cybersecurity awareness requires
consideration of users’ characteristics, motivation, and learning context.

Further research directions include the development of innovative educational environments and
adaptive learning approaches. Studies have explored digital educational escape rooms as novel approaches for
cybersecurity education [41], cybersecurity training event generation for developing cyber-physical security
skills [60], and balanced scoring approaches for cybersecurity exercises [56]. These works indicate that mod-
ern cybersecurity education increasingly combines gamification, simulation, and interactive technologies to
create more engaging and realistic learning experiences.

The analysed literature identified through ResearchRabbit demonstrates a growing focus on adaptive,
personalised, and context-aware learning approaches in gamification research for information security.
These studies indicate that current research is increasingly focused not only on the implementation of game
elements but also on improving the relevance, effectiveness, and adaptability of cybersecurity education.

Recent studies have investigated more advanced gamification approaches that incorporate adaptive
learning and personalised training mechanisms. Research has explored multimodal and adaptive gamified
systems designed to improve cybersecurity competence training [61], as well as broader analyses of gamifi-
cation components and their application in organisational environments [62,63]. These studies suggest that
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future gamification solutions may increasingly consider individual learner characteristics, professional roles,
and specific security requirements.

Systematic reviews and broader frameworks identified in the research network further demonstrate
the maturation of the field. Recent literature reviews have analysed serious games for improving privacy
and security knowledge among professionals [64] and examined cybersecurity education frameworks from
broader perspectives [65]. These studies contribute to understanding current research gaps and highlight the
need for more structured evaluation of gamification effectiveness across different contexts.

The identified publications also show increasing attention towards specialised user groups and
sector-specific cybersecurity challenges. Research has investigated cybersecurity education approaches for
operational technology personnel in critical infrastructures [66], cybersecurity learning preferences among
different populations [67], and professional training approaches based on cyberontological and gamification
concepts [68]. These studies indicate that cybersecurity gamification is expanding beyond general awareness
training towards targeted solutions for specific communities and professional environments.

Recent research has also explored innovative approaches for cybersecurity learning through narrative,
competitive, and interactive methods. Studies have examined gamified cybersecurity education using
narrative-driven approaches for teaching technical concepts [69], game-based assessment approaches for
cybersecurity awareness among younger users [70], and tailored cybersecurity education frameworks
developed for specific national or educational contexts [71]. These studies demonstrate the continuing
diversification of gamification methods and their adaptation to different learning objectives.

The latest publications further highlight the importance of evaluating cybersecurity training effective-
ness and understanding user engagement. Research has examined Capture-the-Flag-based cybersecurity
education approaches [72], cybersecurity education frameworks incorporating behavioural and cultural
aspects [71], and digital learning preferences for cybersecurity education among different user groups [67].
In addition, recent studies have explored gamification in cybersecurity courses and competitive learning
environments, demonstrating the continued role of interactive approaches in developing cybersecurity
competencies [73,74].

Additional publications identified through ResearchRabbit extend the research landscape towards
broader cybersecurity education, interactive learning environments, and human-centred security
approaches. Recent studies have investigated gamified cybersecurity learning environments by evaluating
educational game usability, workload, and student engagement, demonstrating the importance of effective
design and user experience in cybersecurity training [75,76]. Scenario-based approaches have also been
explored as a method for developing professional information security skills by placing learners in realistic
security situations [77]. In parallel, research on cybersecurity competitions, educational platforms, and
supporting systems highlights the growing role of practical and collaborative approaches in developing
cybersecurity competencies [78].

The analysed studies further demonstrate that gamification is increasingly combined with simulation,
interactive technologies, and applied problem-solving activities. Research has examined gamified approaches
for cybersecurity risk exploration in IT/OT infrastructures, showing the potential of game-based meth-
ods for professional security training beyond traditional educational environments [79]. Other studies
have investigated gamification in computer science education, cybersecurity applications, and technology-
supported learning environments, emphasising the role of motivation, engagement, and perceived usefulness
in learning processes [80–83].

The literature also highlights the importance of human behaviour and awareness as key components of
cybersecurity education. Research on social engineering attacks demonstrates the need to address human
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vulnerabilities through effective awareness and training approaches [84]. Similarly, studies analysing digital
technologies, behavioural impacts, and user interaction with emerging systems show that cybersecurity
education increasingly requires consideration of user characteristics and technology adoption factors
[85–87].

Furthermore, emerging cybersecurity challenges related to artificial intelligence, cyber-physical sys-
tems, and digital transformation indicate the growing complexity of security education requirements.
Research on AI-related cybersecurity risks and explainable cyber-physical security solutions highlights
the need for adaptive and multidisciplinary learning approaches that integrate technical knowledge with
practical decision-making skills [88,89]. Studies addressing youth engagement and alternative educational
approaches further demonstrate the expansion of cybersecurity learning towards broader audiences and
innovative educational models [90].

Overall, the ResearchRabbit analysis indicates that research on gamification in information security is
evolving from initial awareness-oriented applications towards more advanced, context-specific, and adaptive
learning approaches. The identified studies demonstrate that gamification is primarily applied in three inter-
connected areas: cybersecurity awareness and training, educational environments, and practical security
skill development through simulations, serious games, and interactive exercises. Recent research increasingly
focuses on realistic scenarios, personalised learning, specialised user groups, and the evaluation of training
effectiveness. Furthermore, the analysed publications reveal stronger connections between information
security, education, human factors, and emerging technologies, indicating the interdisciplinary nature of this
research field. Despite significant progress, the literature still shows a need for further empirical validation,
long-term effectiveness evaluation, and the development of adaptive gamification strategies tailored to
different organisational and educational contexts. The results were sorted by the most recent publications,
displaying 68 records (See Fig. 13).

Figure 13: The most recent publications identified, with results limited to the 68 [10,24–90].
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Additional Related Studies
The majority of conceptually related recent studies were already included in the selected dataset;

therefore, no further analysis using the ResearchRabbit platform was conducted (See Fig. 14). In total, 18
additional “similar” studies were identified, confirming the coverage and completeness of the initial sample.
One duplicate record was identified and removed. Several key works were both cited within the selected
articles and identified as conceptually related. For instance, the study “From game design elements to
gamefulness: defining “gamification” by Deterding et al. (2011) [14], was cited in 6 out of 68 selected articles
and additionally identified among 3 similar studies. Other notable contributions include Gjertsen et al.
article “Gamification of Information Security Awareness and Training” (2017) [3], Hendrix et al. article
“Game Based Cyber Security Training: are Serious Games suitable for cyber security training?” (2016) [91],
and Scholefield and Shepherd article “Gamification Techniques for Raising Cyber Security Awareness”
(2019) [92], each cited in 3 selected articles and associated with 1–3 additional similar studies. The most recent
study identified through this process is Hodhod et al. article “CyberHero: An Adaptive Serious Game to
Promote Cybersecurity Awareness” (2023) [93], which, although cited only once within the selected dataset,
was linked to 2 additional similar studies. Overall, these findings demonstrate that both foundational and
more recent studies are well integrated within the analysed sample. Considering the defined time frame and
the applied inclusion and exclusion criteria, the identified “similar” studies that were not included in the
final set of 68 articles fall outside the selected scope, further supporting the robustness and methodological
consistency of the literature selection process.

Figure 14: Identification of conceptually related studies based on the 50 most recent selected articles [3,14,91–105].

Additional conceptually related studies identified through ResearchRabbit further demonstrate the
development of serious games and gamified approaches for cybersecurity awareness and education. These
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publications, although not included in the final dataset, provide additional context regarding the evolution of
gamification methods and their application in different learning environments. Several studies focus on the
development of adaptive and serious game-based solutions designed to improve cybersecurity awareness.
For example, CyberHero was proposed as an adaptive serious game aimed at promoting cybersecurity
awareness [93], while other research has examined the theoretical foundations of gamification, serious
games, and game-based learning, highlighting the importance of underlying motivational and educational
principles [94].

The identified literature includes studies addressing cybersecurity education for students and young
learners. Research has explored the use of gamification for teaching cybersecurity concepts [95], game-
based cybersecurity training for high school students [96], and augmented reality-based approaches for
cybersecurity education through interactive environments [97]. These studies indicate that gamification is
increasingly applied at earlier educational stages to develop cybersecurity awareness and improve learners’
engagement with security-related topics.

Other related publications investigate serious games designed for specific cybersecurity skills and
awareness objectives. Studies have proposed serious games for improving software security awareness [98],
educating users about cybersecurity requirements through dedicated learning games [99], and raising
general cybersecurity awareness through simulation-based approaches such as Riskio [100]. In addition,
gamified attacker–defender models have been explored as a method for cybersecurity assessment and
education, demonstrating the potential of competitive and role-based learning scenarios [101].

Recent related research also highlights the growing use of immersive and narrative-based learning
approaches. Virtual escape rooms have been developed to increase cybersecurity awareness by combining
problem-solving activities with game mechanics [102]. Similarly, cybersecurity awareness frameworks
based on gamification principles have been proposed for high school students and broader educational
contexts [103,104]. Furthermore, detective-themed serious games have been investigated as alternative
approaches for cybersecurity education, demonstrating the potential of storytelling and scenario-based
learning to improve user engagement [105].
Overall ResearchRabbit Findings

Overall, the ResearchRabbit-related publications complement the findings of the main systematic liter-
ature review by providing an additional citation-driven perspective on the development of gamification in
information security. The identified related studies demonstrate that the field is increasingly moving towards
adaptive, immersive, and scenario-based learning environments, with a strong emphasis on serious games,
simulations, and interactive experiences for improving cybersecurity awareness and developing practical
security competencies. The analysis also confirmed that most influential and conceptually relevant studies
were already captured within the selected dataset, indicating a high level of coverage and consistency of the
review process. The identification of additional similar studies further supported the completeness of the
sample, while their exclusion based on predefined time frame and inclusion/exclusion criteria demonstrates
the methodological rigour of the study. Furthermore, the presence of both highly cited foundational studies
and recent contributions highlights the continuity and evolution of research in this field. Taken together,
these findings demonstrate that the analysed dataset provides a reliable and comprehensive basis for further
systematic analysis of gamification applications in information security.
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3.3.3 The Authors
The analysis of leading authors was conducted based on data extracted from both Web of Science (WoS)

and Scopus databases, including 51 records from WoS and 76 records from Scopus. The comparison aimed
to identify the most active contributors in the field of gamification in information security.

The results indicate that several authors consistently appear across both datasets, including Brilingaitė
A., Di Nocera F., Gwenhure A. K., Lazarov W., Schafeitel-Tähtinen T., and Tempestini G. (See Table 6). The
recurrence of these authors in both databases highlights their significant and continuous contribution to the
research area.

Table 6: Overview of authors identified in the Web of Science (WoS) and Scopus search results.

No. Authors Count
1. Brilingaite A 2
2. Di Nocera F. 2
3. Gwenhure A. K. 2
4. Lazarov W. 2
5. Schafeitel-Tähtinen T. 2
6. Tempestini G. 2

Overall, the findings suggest that while the field involves a broad range of researchers, a smaller
group of authors demonstrates higher research productivity and visibility. This pattern reflects a developing
research domain where key contributors play an important role in shaping the direction and advancement
of gamification in information security studies.

3.3.4 SCImago Journal Rank
The selected studies were further evaluated based on SCImago Journal Rank (SJR) quartiles (Q1–Q4) to

assess the quality and impact of the publication sources. The analysis focused on a total of 75 journals after
duplicate removal. Among these, two journals were not indexed in the SCImago Journal & Country Rank
(SJR) system and therefore were not assigned a quartile ranking. The distribution of the top 10 journals is
presented in Table 7.

Table 7: The distribution of the top 10 journals.

No. Journal Publisher Count
1. IEEE Access IEEE 6
2. Information (Switzerland) MDPI 6
3. Sustainability (Switzerland) MDPI 4
4. Applied Sciences (Switzerland) MDPI 3
5. Computers and Security Elsevier 3
6. International Journal of Serious Games Serious Games Society 3
7. Journal of Cybersecurity and Privacy MDPI 2
8. Frontiers in Education Frontiers Media S.A. 2

9. Ingenierie des Systemes d’Information International Information and Engineering
Technology Association 2

10. Technology, Knowledge and Learning Springer Science + Business Media 2
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The selected studies were published across a variety of journals, with the distribution of articles shown
in Table 7. The most frequent sources included IEEE Access and Information (Switzerland), each contribut-
ing 6 articles, followed by Sustainability (Switzerland) with 4 articles, and Applied Sciences (Switzerland),
Computers and Security, and International Journal of Serious Games, each contributing 3 articles. Several
journals, including Journal of Cybersecurity and Privacy, Frontiers in Education, Ingenierie Des Systemes
d’Information, and Technology, Knowledge and Learning, contributed 2 articles each.

Analysis of the SCImago Journal Rank (SJR) quartiles revealed that the majority of these journals are
ranked in Q1 and Q2, indicating that the selected studies are predominantly published in high- to mid-
impact journals.

This distribution shows a strong dominance of open-access publishers such as MDPI, indicating a
trend toward increased accessibility and rapid dissemination of cybersecurity and gamification research
(See Table 7). Traditional publishers such as IEEE and Elsevier are also present, reflecting the technical
foundation and established academic credibility of the field.

Fig. 15 shows the distribution of the selected journals based on their SCImago Journal Rank (SJR)
quartiles. Of the 75 journals included in the analysis, 39 are classified as Q1, 24 as Q2, 9 as Q3, and 3 as
Q4. The predominance of Q1 and Q2 journals indicates that the majority of research on gamification in
information security is published in high-impact outlets, reflecting the academic relevance and quality of the
field. The journals were selected following predefined inclusion and exclusion criteria, including document
type (Scopus: articles and reviews; WoS: articles and review articles), subject areas (Computer Science,
Engineering, Education Educational Research, and Social Sciences), language (English), and open access
availability. As a result, the dataset includes both open-access journals from established publishers, ensuring
a balance between accessibility and academic quality.

Figure 15: The distribution of selected journals by SJR quartile ranking.

Overall, the SJR-based evaluation demonstrates that the selected studies are predominantly published
in high-quality and reputable journals, with a clear concentration in Q1 and Q2 quartiles. This distribution
confirms the academic maturity and growing significance of research on gamification in information
security. The presence of both leading open-access publishers and established traditional publishers further
indicates a balanced publication landscape that supports both accessibility and scholarly rigour. Moreover,
the application of well-defined inclusion and exclusion criteria ensured the consistency and reliability of the
dataset. Taken together, these findings suggest that the analysed literature provides a robust and credible
foundation for understanding current developments and future directions in the field.
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4 Discussion
The findings of this study highlight the growing importance of gamification in the field of information

security, particularly in the context of cybersecurity awareness and training. The dominance of keywords
such as “gamification” and “cybersecurity” confirms that the research area is well-established and primarily
focused on improving user engagement and awareness through interactive approaches. At the same time,
the concentration of studies in Computer Science, Engineering, and Education reflects the interdisciplinary
nature of the field, where technical solutions are closely integrated with educational strategies to address
human-related security challenges.

The analysis also reveals a shift in recent research towards more advanced and data-driven approaches.
The emergence of keywords related to machine learning, advanced analytics, and federated learning
suggests that gamification is increasingly being combined with artificial intelligence to develop adaptive and
personalized security awareness solutions. In addition, the appearance of domain-specific terms such as
healthcare and IoT indicates that gamified approaches are being extended to more specialised and high-risk
environments, where security awareness is particularly critical.

Despite these advancements, several gaps remain evident. Less prominent keywords related to learning
outcomes, user experience, adoption, and performance evaluation indicate that the effectiveness of gamified
solutions is still not sufficiently explored. This suggests that existing research has focused more on conceptual
development and awareness-raising rather than on rigorous empirical validation in real-world contexts. Fur-
thermore, the uneven distribution of publications across countries highlights the concentration of research
in regions with strong academic infrastructure, suggesting the need for broader geographical representation.

From a practical perspective, the analysis indicates that gamification in information security is most
commonly implemented through serious games, simulation-based training, and reward systems such
as badges and points. These approaches are primarily used to enhance security awareness and training
effectiveness by increasing user engagement and motivation. However, less attention is given to adaptive
gamification and personalised learning systems, which remain underexplored in the literature.

In terms of target groups, most studies focus on employees and students, particularly in organisational
and educational contexts, while non-IT professionals and specialised sectors such as healthcare and critical
infrastructure receive comparatively less attention. This suggests that current research is still concentrated
on general user populations rather than highly specific or high-risk environments. These findings highlight
the need for future research to explore more context-specific and adaptive gamification strategies tailored to
different user groups.

Compared to previous systematic reviews in this field, which often rely on limited keyword sets, single
database searches, or purely descriptive mapping, this study provides a more comprehensive analysis by
integrating both Scopus and Web of Science databases and applying a broader keyword strategy. In addition,
this study combines bibliometric mapping with systematic literature review principles, allowing for a more
structured overview of thematic evolution, research gaps, and interdisciplinary connections in gamification
within information security.

Finally, the evaluation of publication sources demonstrates that the field is supported by high-quality
research, with the majority of studies published in Q1 and Q2 journals. The presence of both open-access
and traditional publishers reflects a balance between accessibility and academic rigour. Overall, the findings
suggest that while gamification in information security has reached a level of maturity, future research should
focus on empirical validation, user-centred design, and the integration of advanced technologies to enhance
the effectiveness and scalability of gamified security solutions.



Comput Mater Contin. 2026;89(2):10 29

5 Conclusions
This systematic literature review provides a comprehensive overview of research on gamification in

information security from 2012 to March 2026, based on publications indexed in Scopus and Web of Science.
The findings indicate that gamification is predominantly applied to enhance cybersecurity awareness,
security training programs, and user behaviour change, with “cybersecurity” and “gamification” emerging as
the most central and strongly interconnected keywords across the analysed literature.

The results further show that the research field is primarily situated within Computer Science and Engi-
neering, with an additional contribution from Education and Social Sciences, reflecting its interdisciplinary
nature. The publication landscape is dominated by high-impact journals (Q1 and Q2), indicating strong aca-
demic quality and relevance. In terms of geographical distribution, the United States and Germany represent
the leading contributors, suggesting that research activity is concentrated in countries with well-established
research infrastructures, strong digital governance frameworks, and advanced cybersecurity policies.

The keyword and temporal analyses reveal a clear evolution of the field, moving from foundational
gamification concepts towards more advanced and applied approaches. Recent studies increasingly integrate
technologies such as machine learning, advanced analytics, and federated learning, as well as domain-specific
applications including healthcare, IoT environments, and organisational security contexts. At the same time,
the presence of behavioural constructs such as trust, intrinsic motivation, and behaviour change highlights
the continued importance of human-centred perspectives in security research.

Despite this progress, several research gaps remain evident. In particular, limited attention has been
given to longitudinal evaluations, empirical validation of gamified interventions, user experience analysis,
and standardised frameworks for measuring effectiveness. Additionally, uneven geographical distribution
of studies suggests the need for broader international participation, particularly from underrepresented
regions. These limitations indicate that much of the existing research remains conceptual or exploratory
rather than fully validated in real-world environments.

Overall, the results show that research on gamification in information security is growing and becoming
more advanced, but it is still not fully mature. Most studies focus on concepts and general ideas rather than
real-world testing. This means that while the topic is widely studied, there is still a need for more practical
and long-term research that tests how effective gamification really is in the field of information security.

6 Limitations and Future Research Directions
This study has several limitations that should be acknowledged. First, only English-language publica-

tions were included, which may introduce language bias. Second, the study primarily focuses on bibliometric
and mapping analysis, and does not include a detailed methodological quality assessment of individual
studies. In addition, journal-level indicators such as SJR quartiles were used instead of full study-level
quality appraisal.

Future research could extend this work by including additional databases such as IEEE Xplore or
SpringerLink to ensure broader coverage. More in-depth qualitative systematic reviews using formal quality
assessment tools (e.g., CASP) could also complement the findings. Furthermore, future studies could explore
the effectiveness of different gamification techniques in information security and investigate their impact
across different industries and user groups.
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