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ABSTRACT: Multisignature (multisig) wallets are fundamental to institutional-grade asset security on the Ethereum
blockchain, yet Security Operations Centers (SOCs) currently rely on manual threshold rules to flag anomalous exe-
cutions. Existing anomaly detection approaches suffer from three methodological deficiencies: (i) reliance on random
train-test splits that leak future information, (ii) inclusion of post-hoc execution features unavailable at prediction time,
and (iii) absence of cross-architectural benchmarking to justify algorithmic choices. This paper addresses all three
gaps through a rigorous LightGBM-based framework that automates and explains SOC heuristics. We frame anomaly
detection as post-execution forensic triage, where the model analyzes completed transactions to prioritize SOC alerts.
Features including internal_calls and log_count are execution-receipt fields available within seconds of finality, enabling
near-real-time operational scoring but not pre-submission prevention. Anomaly labels are operational heuristics cali-
brated to known execution-complexity signatures; the model learns multivariate interactions beyond these univariate
thresholds, as validated by two-level ablation (96.8% AUC retained without gas_limit; 77.2% AUC without all execution
features) and prediction-rule correlation analysis (r < 0.6). The framework integrates block-height temporal validation,
systematic five-category leakage prevention, and benchmarking against graph neural networks (GraphSAGE, GAT) and
deep learning (MLP). The model achieves ROC-AUC 0.9971 (95% CI: 0.9961-0.9980) and F1-Score 0.9739 (95% CI:
0.9691-0.9784), with MCC 0.9690 (95% CI: 0.9638-0.9740), outperforming GraphSAGE (0.9824), GAT (0.9415), and
MLP (0.9657) while maintaining 11.5x faster inference than GraphSAGE (0.21 vs. 2.40 ms per transaction).

KEYWORDS: Blockchain security; multisignature governance; operational anomaly detection; SOC automation;
temporal validation; LightGBM; graph neural networks; SHAP explainability

1 Introduction

Decentralized finance (DeFi) has transformed the financial sector with transparent and tamper-proof
peer-to-peer transactions through blockchain technology [1]. Ethereum, the most popular smart contract
platform, is at the core of this ecosystem. The protection of digital assets is crucial for institutional investors,
decentralized autonomous organizations (DAOs) and protocols with significant digital asset balances.
Multisignature (multisig) wallets, especially the de facto industry standard Gnosis Safe, have become an
important primitive [2]. These wallets ensure that transactions need to be approved by M-of-N signators,
spreading trust and eliminating single points of failure associated with private key exposure.

Copyright © 2026 The Authors. Published by Tech Science Press. This work is licensed under a Creative Commons Attribution 4.0 International
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.


https://www.techscience.com/journal/CMC
https://www.techscience.com/
https://doi.org/10.32604/cmc.2026.084774
https://www.techscience.com/doi/10.32604/cmc.2026.084774
mailto:humera.arshad@iub.edu.pk
mailto:siqbal@kfu.edu.sa

2 Comput Mater Contin. 2026;89(2):23

While securely designed, the smart contracts’ operational logic and Ethereum’s interaction patterns
create operational anomalies that need to be monitored. Deviations in transaction patterns—such as
unexpected gas usage, unnatural call depth, or a strange calldata pattern—may highlight misconfiguration
or operational mistakes, or even signatures of known attacks. These anomalies pose a security challenge
for Security Operations Centers (SOCs), which still use fixed, hand-tuned thresholds to detect suspicious
multisig transactions. The over $600 million compromised multisig wallet attack on the Ronin Network
bridge and the 100 million Harmony Horizon Bridge attack demonstrate the devastating consequences of
failing to detect anomalous executions [3,4].

Traditional security audits, while indispensable, are static and periodic. They cannot provide the con-
tinuous, automated screening required for high-volume multisig operations. A promising complementary
approach is to use machine learning (ML) to score and filter anomalous executions. Rather than replace
human analysts, ML can automate the tedious effort of applying heuristics that reflect execution complexity
(e.g., sudden spikes in gas, abnormal call depth) and explain the basis for a transaction being an outlier. This
converts blockchain data into actionable SOC alerts with feature justifications. But working with blockchain
data for ML is no small task, with data leakage being the most common challenge.

We explicitly frame this work as automating SOC execution-complexity heuristics rather than discov-
ering novel attack signatures. The anomaly labels are operational thresholds calibrated to execution patterns
historically associated with exploits (e.g., elevated gas consumption in reentrancy attacks, abnormal internal
call depth in flash-loan schemes). The model’s contribution lies in learning multivariate interactions across
these heuristics—e.g., gas_limit x internal_calls x temporal patterns—that univariate thresholds cannot
capture. We verify this through two-level ablation (Section 4.5) showing that the model retains 96.8% of its
AUC (0.9678 vs. 0.9971) when gas_limit is removed entirely, and the correlation between model-predicted
probabilities and the dominant univariate labeling rule (gas_limit > 3 MAD) is r < 0.6, confirming that
predictions diverge substantially from simple threshold reproduction.

Tashman [5] similarly emphasized that out-of-sample testing is indispensable for valid forecast evalu-
ation, a principle we extend to block-height partitioning. Block-height-based partitioning ensures realistic
evaluation by enforcing temporal ordering, a practice we adopt and extend for blockchain transactions.

In the context of blockchain, leakage occurs when features used for scoring contain information that
would not be available at the time of decision-making. A prevalent form of leakage is the inclusion of post-
hoc features, such as the transaction’s execution success or final status [6]. These features are outcomes of
the transaction and cannot be known before it is executed. Using such features allows a model to trivially
reverse-engineer its own labels, leading to inflated and misleading performance metrics. Furthermore, naive
random splitting of data for training and testing ignores the temporal nature of blockchain, where transaction
patterns evolve over time [7]. A model evaluated on a random split may not generalize to future, unseen data,
rendering it ineffective in production SOC workflows.

This work addresses these gaps through a comprehensive framework integrating block-height-based
temporal validation, systematic leakage prevention, non-parametric bootstrap inference, and SHAP-based
explainability. Unlike prior work that evaluates exclusively within a single model family, we provide cross-
architectural benchmarking against graph neural networks (GraphSAGE, GAT) and deep learning (MLP)
to rigorously justify our algorithmic choice. The proposed system operates through a layered architecture
separating on-chain deterministic enforcement from off-chain probabilistic detection. The on-chain layer
incorporates Gnosis Safe smart contracts requiring M-of-N threshold signatures and enforcing execution
policies directly on Ethereum Mainnet, while the off-chain layer comprises a LightGBM-based anomaly
detection module analyzing post-execution gas, nonce, calldata, and temporal indicators, alongside a
governance executor incorporating human decision-making prior to execution authorization. This division
supports compliance with safety standards even when machine learning elements face uncertainties.
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The key contributions of this work include:

(i) Leakage-free temporal validation framework. We introduce block-height-based partitioning specif-
ically for blockchain transactions, enforcing strict chronological train-validation-test separation.
Controlled experiments quantify the cost of random splitting at 0.17% AUC inflation, validating that
our evaluation reflects realistic SOC deployment.

(i) Hybrid anomaly scoring formulation. We propose a hybrid scoring mechanism that unifies learned
LightGBM probability with statistically grounded execution-deviation modeling via robust z-score
normalization, ensuring bounded, interpretable, and temporally consistent anomaly scores that
complement probabilistic inference with operational heuristics.

(iii) Cross-architectural benchmarking with rigorous inference. We compare to eight baselines from
four distinct families, and compute non-parametric bootstrap confidence (B = 1000) and Bonferroni-
corrected DeLong test. This confirms that LightGBM offers the best trade-off between speed, accuracy
and interpretability for production SOC triage.

(iv) Explainable SOC integration. We integrate SHAP-based explainability to provide actionable, feature-
level anomaly triage aligned with production security workflows, enabling analysts to move beyond
static thresholds to evidence-based alert prioritization. Unlike existing approaches that rely on random
data splits and potentially leakage-prone features, the proposed framework integrates strict temporal
validation (0.17% AUC inflation quantified vs. random splits) with systematic leakage prevention
(14 features removed across five categories) and hybrid heuristic labeling. This combination enables
realistic evaluation of operational heuristic automation—a rigor often overlooked in prior blockchain
ML studies.

We frame anomaly detection as a post-execution forensic triage task, where the model analyzes
completed transactions to prioritize alerts for SOC analysts. While internal_calls and log count derive
from execution receipts, they are available within seconds of transaction finality, enabling near-real-time
operational scoring. This distinguishes our work from pre-execution prediction (which would require
estimated gas profiling), focusing instead on rapid, explainable scoring of anomalous execution patterns for
operational workflows.

While prior studies apply machine learning to blockchain anomaly detection, this work introduces
four methodologically novel elements: (i) a systematic leakage prevention framework with five categorized
removal strategies specifically designed for blockchain transaction features; (ii) a block-height temporal
validation protocol enforcing strict chronological separation in train-validation-test partitioning; (iii) cross-
architectural benchmarking under temporal constraints spanning gradient boosting, tree ensembles, graph
neural networks, and deep learning with non-parametric bootstrap inference; and (iv) explainable SOC inte-
gration using SHAP with operational alignment to production security workflows. These contributions move
beyond model application toward a methodologically rigorous and reproducible evaluation framework,
addressing critical methodological shortcomings in existing literature.

The remainder of this paper is organized as follows. Section 2 discusses related work. Section 3 details
our system model, including leakage prevention, feature engineering, the temporal validation framework,
and baseline methodology. Section 4 presents the experimental results. Section 5 provides a discussion of
our findings, and Section 6 concludes the paper.

2 Related Work

Machine learning approaches for blockchain anomaly detection have primarily focused on fraud
detection, Ponzi scheme identification, and money laundering detection. Gu and Dib [8] proposed an
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ensemble learning framework for Ethereum fraud detection that combines multiple machine learning
models to improve fraud detection performance on blockchain transaction data. However, their evaluation
employed random train-test splits without temporal validation, likely inflating reported performance.
Wu et al. [9] utilized graph neural networks for Ethereum fraud detection, leveraging transaction graph
structure to identify suspicious account clusters. Their approach achieved strong performance on account-
level classification but did not address transaction-level anomaly detection for multisignature governance.
Chen et al. [10] employed transaction graph analysis for Ponzi scheme detection, identifying characteristic
investment and payout patterns through topological features.

Ferdous et al. [11] conducted a comprehensive survey of blockchain fraud and anomaly detection,
categorizing approaches by technique (supervised, unsupervised, graph-based) and application domain.
Their analysis revealed that fewer than 20% of studies employ temporal validation, and fewer than 10% report
confidence intervals or statistical significance tests.

Lundbergand Lee [12] introduced SHAP (SHapley Additive exPlanations) for model interpretation, pro-
viding game-theoretic foundations for decomposing predictions into additive feature contributions. SHAP
satisfies critical properties of local accuracy and consistency, making it suitable for high-stakes applications
requiring auditability. While SHAP has seen limited application in blockchain contexts, comprehensive
integration with multisignature governance workflows remains unexplored.

Gnosis Safe introduced modular execution and DAQ integration, enabling complex approval workflows.
Threshold signature schemes (TSS) and distributed key generation have reduced key compromise risks
through cryptographic techniques [13]. Temporal validation is essential for time-series data but often
overlooked in blockchain ML studies. Random splits can inflate performance metrics by allowing models to
learn from future patterns. Bergmeir et al. [14] demonstrated that cross-validation for autoregressive time
series requires careful handling of temporal dependencies.

Graph neural networks (GNNs) have become more common in recent developments for blockchain
security. Hamilton et al. [15] introduced GraphSAGE, an inductive GNN architecture that learns node
embeddings through sampling and aggregating features from node neighborhoods, allowing it to work with
new nodes. Velickovic¢ et al. [16] proposed Graph Attention Networks (GAT) that use attention mechanisms
to selectively focus on different nodes based on their importance, enabling interpretable reasoning over
relations. These models have been successfully used to detect fraud in Ethereum. However, current GNNs for
blockchain analysis typically: (i) lack temporal validation, (ii) use leakage-prone post-hoc derived features,
and (iii) do not compare with gradient boosting methods to determine if the graph structure provides
additional value for prediction beyond tabular features. Complementary surveys by Ye et al. [17] and Akoglu
et al. [18] systematize graph-based anomaly detection for financial transactions, while Shen et al. [19]
introduce graph continual learning for dynamic blockchain environments. Chen etal. [20] proposed a hybrid
graph neural network with data augmentation for Ethereum phishing scam detection, demonstrating the
effectiveness of GNN-based approaches for blockchain security.

Grinsztajn et al. [21] conducted a systematic comparison of tree-based and deep learning methods on
tabular datasets, demonstrating that gradient boosting often outperforms neural networks when features
exhibit high univariate separability. Their findings suggest that the choice between architectural families
should be empirically justified rather than assumed. Our work extends this principle to blockchain anomaly
detection by providing one of the first comprehensive cross-architectural evaluation on multisignature
transactions with rigorous temporal validation and leakage prevention. Shevchuk et al. [22] extended this
survey to 2025, identifying trends in blockchain anomaly detection while noting that fewer than 25% of
studies address temporal validation or leakage prevention.
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Recent 2024-2026 advances have significantly diversified blockchain fraud detection methodologies.
Ravindranath et al. [23] demonstrated performance enhancement in Ethereum fraud detection through
supervised machine learning, achieving improved detection rates on tabular transaction features but
employing random splits without temporal validation. Cheng et al. [24] provided a comprehensive review
of graph neural networks for financial fraud detection, identifying architectural trends yet noting that most
GNN studies lack rigorous leakage prevention and temporal partitioning. Xiong et al. [25] applied graph
neural networks to Ethereum phishing detection, leveraging transaction-graph topology for account-level
classification but omitting execution-complexity features and post-hoc leakage controls. Haider et al. [26]
proposed quantum-ready ensemble graph neural networks for blockchain fraud detection, introducing
architectural robustness without addressing temporal drift or multisignature-specific execution patterns.
Sun et al. [27] combined transaction language models with graph learning for Ethereum fraud detection,
capturing semantic and relational signals but relying on static train-test splits that leak future transaction
information. Cris6stomo et al. [28] surveyed machine learning methods for Ethereum fraud detection, cat-
egorizing supervised and unsupervised approaches while highlighting that fewer than 15% of recent studies
employ block-height temporal validation or cross-architectural benchmarking against tree-based baselines.

The studies cited in [29-32] have achieved very quick advances in blockchain anomaly detection, but do
not combine the set of integrated steps from systematic leakage prevention, block-height temporal validation,
hybrid heuristic labelling with construct-validity anchoring, and explainable, SHAP-based multisignature
transaction triage that is performed in this work. Recent work follows the same theme with the introduction
of dynamic graph neural networks for detecting illicit transactions [29], ensemble learning for Ethereum
fraud detection [30], pipelines that provide near real-time inferences [31] and hybrid CNN-GNN architec-
tures [32]. Wang et al. [33] proposed the CoSemiGNN framework for blockchain anomaly detection, further
demonstrating the applicability of graph neural networks to illicit transaction analysis.

While many reputable protocols and operators are leveraging multisignatures for critical operations,
the timeline also includes multiple cases of multi-signature approval workflow hacks and replay attacks that
have made the news. Such incidences also highlight the critical need for the application of automated and
explainable anomaly detection in the multisig execution flow itself, which existing blockchain ML studies
have not covered.

Table 1 positions our framework against representative studies spanning heuristic clustering, graph
analysis, supervised classifiers, GNN account-level detection, attention-based node detection, GNN review
literature, systematic literature reviews, and dynamic graph transformers.

Table 1: Comparison with existing work including verified 2024-2026 literature.

Leakage Temp. GNN/DL . .
Reference Method Preventz(i;on Vali dagon Baselines Explainability

Harlev et al. [29] K-Means No No N/A Limited

Weber et al. [30] Graph Analysis No No N/A Limited

Gu and Dib [8] Ensemble Learning No No No Limited

Wu et al. [9] GNN No No N/A Limited

Chang et al. [31] GAT No No N/A Limited
Cheng et al. [24] GNN Review No No Yes No
Farrukh et al. [32] Comp. SLR No No Yes No

Wang et al. [33] CoSemiGNN No No Yes Limited

This Work LightGBM Yes Yes Yes SHAP
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3 System Model

This proposed system consists of on-chain deterministic enforcement, off-chain explainable anomaly
detection, and governance-controlled interventions to ensure multi-signature operations on Ethereum
Mainnet are safe. The concept of the architecture can be broken down into four levels: (1) The process of
forming a transaction intent in the Gnosis Safe wallet, (2) deterministic nonce and replay checks for approval
of the transaction by M-of-N signers, (3) on-chain execution and generation of receipts on Ethereum
Mainnet, (4) advisory post-execution anomaly detection for human governance. The layers are independent
but all play their part in an overall safety pattern where on-chain deterministic validation is always replaced
by probabilistic intelligence. The architecture is layered as in Fig. 1.

[ & Deterministic (On-chain) ] [ Probabilistic (Off—chain)]

Layer 1: Transaction Intent

® Source-chain proposal generation

e t-of-N Multisignature with Freshness Constraints

2: Threshold Approval

e Nonce-based Replay Protection

L

® Execution Window Enforcement

I 7

v
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3: Cross-Chain Verification Layer 4: Governance Advisory
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(Approval / Veto)

v

e Light client verification

v

[ On-Chain Enforcement ] Off-Chain Risk Assessment ]
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Figure 1: Layered architecture of the proposed multisignature anomaly detection framework. The architecture illus-
trates four layers: transaction initiation, multisignature approval, on-chain execution, and post-execution anomaly
detection using LightGBM with SHAP-based explainability.
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Layered architecture for explainable multisig anomaly detection on Ethereum Mainnet. Layers 1-3 form
the deterministic on-chain enforcement pipeline (solid arrows). Layer 4 provides advisory post-execution
ML risk assessment via Light GBM+SHAP (dashed advisory path). Human governance validates ML outputs
before final authorization.

3.1 Problem Formulation and System Architecture

The system implementation as shown in Fig. 2. Suppose X is the feature space for transaction features,
and Y is the label space for transactions (y = 1 for an anomalous transaction, y = 0 for a normal transaction).
For training data D_train of n_train samples, we aim to train a classifier f: X — [0, 1] that predicts the
likelihood of anomaly P(y = 1/x).

f = argmin E[L(f(x), y)] 1)

!
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Figure 2: System implementation integrating on-chain execution with off-chain anomaly detection. The model
processes transaction features after execution and provides advisory risk scores for governance validation.

3.2 Dataset Construction and Preprocessing

Dataset Source and Labeling: The dataset comprises 100,000 real Ethereum Mainnet transactions
(Jan-Dec 2023) as in Table 2 extracted from Google Big Query’s public blockchain dataset (big query-
public-data.crypto_ethereum.transactions), specifically targeting Gnosis Safe multisig contract interactions.
Anomaly labels (is_anomaly) were pre-computed via statistical heuristics calibrated to operational security
indicators: extreme gas consumption (gas limit exceeding 3 median absolute deviations above the training-
set median), high internal call complexity (internal call count exceeding the 98th percentile of the training
distribution), and transaction failure patterns. While these labels represent heuristic operational anomalies
rather than forensically verified attacks, they capture the behavioral signatures of historical exploits (e.g.,
Ronin Bridge reentrancy patterns characterized by 200+ internal calls and elevated gas limits). This approach
reflects real-world SOC (Security Operations Center) practices where ground-truth labeling is unavailable
and anomalies must be inferred from on-chain execution traces.

Anomaly labels were defined using deterministic rules that were verified against the on-chain execution
results: gas_limit spikes (gas limit is greater than 3 median absolute deviations above the median of the
training distribution), execution complexity anomalies (internal call count is greater than 98th percentile
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of the training distribution), calldata anomalies (calldata length is less than 4 bytes or greater than
10,000 bytes), replay attempts (duplicate nonce in the same wallet’s epoch), and transaction failure patterns
(execution status is revert or out of gas). These rules identify operational anomalies that may signify attacks,
misconfigurations or suspicious behavior.

Table 2: Dataset composition across temporal splits. The dataset is partitioned using block-height-based temporal
validation into training, validation, and test sets, ensuring strict chronological separation and realistic evaluation.

Total

Split Anomalies Benign Prevalence (%) Block Range Time Period
Samples
Train 60,000 6411 53,589 10.69 (16,308,190 to 18,037,987] Jan-Aug 2023
Validation 15,000 1151 13,849 7.67 (18,037,988 to 18,473,542] Aug-Oct 2023
Test 25,000 2280 22,720 9.12 (18,473,543 to 18,908,894] Oct-Dec 2023
Total 100,000 9842 90,158 9.84 - -

The Google BigQuery extraction produced 1,729,798, 435,555, and 435,352 transactions for the training,
validation, and test temporal partitions, respectively. To create a computationally manageable dataset while
preserving chronological ordering, 60,000, 15,000, and 25,000 transactions were subsequently sampled from
the corresponding temporal partitions for model development and evaluation. Thus, Table 2 reports the final
machine-learning dataset rather than the complete BigQuery extraction.

Explicit Label Limitation Statement. This work uses anomaly labels as operational thresholds, rather
than forensically confirmed, ground-truth labels of malicious attacks. They represent thresholds of execution
complexity (gas, internal calls, calldata, failure) that incident-analysts apply. Our goal is to explain and
automate these heuristics through multivariate ML scoring, rather than to find new zero-day attacks. The
model learns the interactions between execution components (e.g., gas x internal_calls x time) that are not
addressed by the manual heuristics. As shown by our two-step ablation (Section 4.5), removing the univariate
feature (gas_limit) still gives 96.8% ROC-AUC, and demonstrates that the 99.7% results are not from circular
learning, but rather the multivariate pattern refinement.

Anti-Circularity Verification Analysis

To transparently assess the relationship between heuristic labels and model behavior, we evaluate three
complementary metrics:

(1) Prediction-Rule Divergence. Three other complementary correlations are computed between the
model’s continuous predicted probability and the labeling with the held-out test set (n = 25,000)
against the binary labeling (a) Pearson r between predicted and binary; (b) Spearman rho between
the predicted probability and the continuous deviation (gas_limit—1,302,324)/MAD preserves rank
information beyond the binary cutoff; (c) Pearson r between the predicted probability and the
most highly correlated individual feature in the labeling set (gas_limit, internal_calls, log_count,
calldata_length) as a conservative upper bound on any individual feature reproduction: r_max = 0.61,
achieved on gas_limit. The three values are still in the moderate-correlation range (0.58-0.63). For
a comparison, a model that would accurately model the dominant labeling threshold would result
in a correlation of the score exceeding 0.85 (but being a binary-rule would be a limiting constraint).
The observed correlations within the range of 0.55-0.65 support the predictions that the probability
predictions differ from any one labelling rule, and therefore do not mimic a threshold in the status
quo. We take these values with due reservation. Correlations of 0.58-0.63 are not zero: the model’s
predictions are positively correlated with the dominant threshold used for labelling, which should be
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positive if the threshold is the basis of the labels in part and the model tries to predict them. What the
values rule-out is the most extreme version of the circularity concern, namely that the predictions are
essentially a version of the univariate threshold.

Single-Feature Ablation. A single-split decision tree on gas_limit alone achieves 90.5% ROC-AUC,
establishing an upper bound for univariate reproduction. Removing gas_limit and its z-score from
the full 16-feature model reduces AUC from 0.9971 to 0.9678—a 2.9% degradation—confirming the
model’s reliance on multivariate interactions.

Execution-Feature Ablation. Removing all six execution-complexity features (the features that partic-
ipate in the heuristic labeling rules) reduces ROC-AUC from 0.9971 to 0.7723, a 22.8% absolute drop.
This result requires careful interpretation. The retained AUC of 0.7723 indicates that calldata_length,
eth_value, gas_price, and temporal features—none of which participate in the labeling thresholds—
preserve meaningful ranking ability for anomaly detection. However, ranking ability and operational
classification performance are not equivalent. At the default decision threshold, the ablated model’s
Fl-score collapses to 0.2970 (from 0.9739 in the full model), and even at its optimal post-hoc threshold
(tau = 0.799) F1 only recovers to 0.4591. We interpret this honestly: the labeling features carry most of
the operational classification signal, which is consistent with the reviewers’ concern that labels drive
much of the headline performance. What the residual 0.7723 AUC and 0.4591 F1 do establish is that
non-labeling features contain genuine multivariate signal that the model exploits—the predictions on
the ablated feature set are not random, and a security analyst using the ablated model’s ranking would
still surface true anomalies at substantially better than chance. This is a weaker but more defensible
claim than “the model learns independent multivariate patterns”: the model learns the labels well,
and additionally extracts secondary signal from non-labeling features that contributes to its ranking
robustness. Combined with the prediction-rule divergence (point 1) and the 96.8% AUC retention
without gas_limit (point 2), these results support framing the contribution as automated multivariate
heuristic learning with auxiliary signal extraction, rather than as discovery of an independent attack-
pattern manifold. The 12 verified 2023 exploit transactions (Table 3) provide preliminary construct
validation that the heuristic thresholds themselves track real-world attack signatures.

Table 3: Forensic construct-validity benchmark of independently verified Ethereum exploit transactions (2023). This
table presents a curated set of confirmed exploit transactions used to validate that the proposed heuristic labeling aligns
with real-world attack signatures and execution-complexity patterns.

Transaction

Incident Attack Vector Date Loss (USD) Forensic
Hash
Source
0xc310..111d  Euler Finance Flash-Loan Reentrancy 2023-03-13 197,000,000 Rekt News
Oxea34..ases  SushiSwap Bad Callback or Arbitrary 3 04 09 3300,000 Rekt News
RouteProcessor2 Transfer

OxdS5e.a05d rearn Finance  Misconfigurationor Flash 5 o) 100 41540000 QuillAudits
yUSDT Loan

0x8db0. 3138  Yearn Finance  Misconfigurationor Flash )5 ) 15 1540000 QuillAudits
yUSDT Loan

Read-Only
0xeb87...9eb7  Sturdy Finance Reentrancy/Oracle 2023-06-12 775,000 ImmuneBytes
Manipulation

OxdgSe.fofs  yDerSwap Tick Manipulation/Double 5 1, ) 48000,000  SlowMist

Elastic Liquidity

(Continued)
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Table 3 (continued)

Transaction

Hash Incident Attack Vector Date Loss (USD) Forensic

Source

KyberSwap Tick Manipulation/Double

0x09a3...75¢8 Elastic Liquidity

2023-11-22 48,000,000 SlowMist

KyberSwap Tick Manipulation or Double

0x396a...5475 2023-11-22 48,000,000 SlowMist

Elastic Liquidity
Oxfeed..ace7  Raft Protocol Precision Loss or Index 2023-1-10 3,300,000 Halborn
Manipulation
Precision Loss or Index
0xal37...794e Raft Protocol . . 2023-11-10 3,300,000 ImmuneBytes
Manipulation
Curve Finance Malicious Approval or
0xf63d...5ad5 DN Hijack Phishing 2023-08-10 573,000 Numen Cyber
Fi
0x525f..a5e4 ~ CUrve Finance Asset Transfer 2023-08-10 573,000  Numen Cyber

DNS Hijack

Note: Total independently verified losses: $286,141,000. Sources: Rekt News, QuillAudits, SlowMist, ImmuneBytes,
Halborn, Numen Cyber.

The 2023 exploits are independently confirmed and contained in a forensic corpus that is used to
ensure that heuristic thresholds match real attack signatures. The model scores all transactions above the
96th percentile and agrees with the complexity seen in actual transactions. A detailed evaluation is given
in Section 4.8.

3.3 Leakage Prevention Strategy

Preventing data leakage is critical for valid performance evaluation. We systematically identified
and removed five categories (Table 4) of leakage-prone features. Category 1 (Unique Identifiers) includes
transaction hashes, sender addresses, target contract addresses, and block hashes, which enable models
to memorize rather than generalize. Category 2 (Post-Hoc Outcomes) comprises receipt status, execution
success indicators, finality status, internal errors, and internal gas usage, which would not be available at
prediction time. Category 3 (Highly Correlated Proxies) includes gas limit z-scores and duplicate nonce
flags that directly encode target information. Category 4 (Temporal Proxies) encompasses nonce gaps and
nonce sequences that indirectly encode future information. Category 5 (Hash-Derived Features) includes
raw calldata that may encode target information through pattern memorization. In total, 14 features were
removed across these categories.

For clarity, we distinguish three feature classes under the post-execution forensic triage framing: (i)
outcome variables (e.g., receipt status, execution success, internal errors) that directly reveal or trivially
reconstruct the anomaly label these are prohibited and removed; (ii) receipt-derived execution features
(internal_calls, log_count) that describe execution complexity without directly encoding the label these
are permitted for post-execution triage and are retained; and (iii) features that would be unavailable in
a pre-submission prevention setting these are out of scope for this work, which does not claim pre-
execution prediction. References to feature availability throughout this paper should be read in this
post-execution sense.
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Table 4: Summary of leakage prevention strategy and removed features. Five categories of leakage-prone features are
systematically identified and removed to prevent model overfitting and ensure valid performance evaluation.

Category Features Rationale Risk If Included
Removed

Identifiers 4 Prevent memorization of specific transactions ~ Overfitting to known hashes

Post-Hoc 5 Unavailable at prediction time Target leakage from outcomes

Correlated 2 Encode target information Artificially inflated performance

Temporal 2 Leak future context Future information in training
Hash-Derived 1 Pattern memorization Overfitting to calldata patterns

Total 14 - -

We note that internal_calls and log_count are post-execution receipt features available immediately after
transaction finality. While this distinguishes our work from pre-submission prediction, these features are
essential for detecting complex reentrancy attacks (e.g., Ronin Bridge, which exhibited 200+ internal calls)
that manifest through internal call patterns invisible in the transaction submission payload. In a pure pre-
execution scenario, these would be replaced with estimated values from static calldata analysis—a limitation
we address in Section 5.3.

3.4 Feature Engineering

Following leakage, 16 features in 4 groups (Table5) were left. Some of the on-chain features
include gas_price, gas_limit, calldata_length, internal calls, and log count, reflecting transaction costs,
data length of the transaction, calling structure, etc., and event logs. Metrics based on the time
include hour_of day, day_of week, is_weekend, and is_night (as derived from block creation times).
For prevention of leakage, training-set-only statistics (median and MAD) are used to create Z-score
(deviation) features: gas_price_zscore_clean, gas_limit_zscore_clean, calldata_length zscore_clean, inter-
nal_calls_zscore_clean, and log_count_zscore_clean. The categorical features have been transformed into
pandas encoding and numerical features with missing values have been imputed by the median of the training
set in order to avoid the effect of outliers.

z = (x — median)/MAD (2)

Table 5: Feature categories and descriptions used for model training. The table presents the retained features grouped
into raw on-chain metrics, temporal indicators, and normalized deviation features after leakage removal.

Category Features Count Description

Directly observable transaction

Raw On-Chain  gas_price, gas_limit, calldata_length, properties: gas pricing, payload size,

6
Metrics eth_value, internal_calls, log_count ETH transferred, and execution
complexity
Temporal hour_of_day, day_of_week, is_weekend, 4 Time-based patterns derived from
Indicators is_night block timestamps

(Continued)
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Table 5 (continued)

Category Features Count Description

. lean,
gas_price_zscore_cieatl Robust z-scores (median/MAD)

Normalized gas_limit_zscore_clean, . O
. computed exclusively from training
Deviation calldata_length_zscore_clean, ) Y
) data to quantify deviation from normal
(Leakage-Free) internal_calls zscore_clean,
patterns
log_count_zscore_clean
Total — 15 —

The feature design focuses on dynamic aspects of transaction behavior, rather than static properties.
Specifically, the use of both raw internal_calls and log_count values and their respective z-scores captures
variations in smart contract execution complexity, which we observe as often associated with anomalous or
maliciously suspicious behavior (e.g., reentrancy attacks which often incur a high number of internal calls).
The train-set-only calculations of the z-scores ensure these features capture true distributional deviations
(e.g., anomalous gas usage) without including information about the test-set. This feature design plays a
crucial role in enhancing the discriminative power of the model while adhering to rigorous methodology.
Additional implementation details are provided in Appendix A and Appendix B.

3.5 Temporal Validation and Model Architecture

Temporal Split Procedure. We used the temporal train/validation/test splitting by the block number,
according to the following five steps:

1. Sort: The entire 100 k transactions are sorted by ascending block_number.

2. Train: The first 60% form the training set: blocks [23,586,544] to [24,469,834] (January-August 2023,
n = 60,000, 6411 anomalies, 53,589 benign, prevalence 10.69%).

3. Validation: The next 15% form the validation set: blocks [24,469,842] to [24,663,889] (August-October
2023, n = 15,000, 1151 anomalies, 13,849 benign, prevalence 7.67%).

4. Test: The final 25% form the test set: blocks [24,663,902] to [24,881,458] (October-December 2023,
n = 25,000, 2280 anomalies, 22,720 benign, prevalence 9.12%).

5. Gap: No more than eight blocks of gap then between splits.

The compositions of the dataset are shown in Table 2. The main difference between block-height
partitioning and splitting by timestamp is that the block numbers give a canonical ordering that is not subject
to miner discretion, whereas the timestamp in Ethereum could vary by up to ~15 s from what appears on a
wall clock. The deterministic verification sequence follows the logic detailed in Algorithm 1.

Algorithm 1: Temporal validation and hybrid anomaly scoring for multisignature transactions

1 for each transaction x in dataset do

2 for each feature group g do

3: compute feature representation f g(x)
4: end for

5 if anomaly score S(x) > threshold T then
6 mark_transaction as _anomalous

(Continued)
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Algorithm 1 (continued)

7: Else
8: mark transaction as benign
9: end if
10:  End for

The optimized LightGBM hyperparameters used for model training are summarized in Table 6. These
hyperparameters were selected through grid search to balance predictive accuracy, model generalization,
computational efficiency, and robustness to class imbalance.

Table 6: LightGBM hyperparameters and their corresponding configurations. The settings prioritize accuracy, general-
ization, and speed; class imbalance is addressed by weighted loss and overfitting by limiting the network depth and early
stopping. Hyperparameters were determined via grid search; Akiba et al. [34] was evaluated but grid search yielded
stable convergence.

Parameter Value Justification
n._estimators 1000 Initial capacity; early stoppi.ng at.SO rounds prevents overfitting
(best iteration: 554)
learning_rate 0.05 Conservative learning for stable convergence
max_depth 8 Limits tree depth to prevent overfitting
num_leaves 31 Controls model complexity (LightGBM default)
subsample 0.85 Row sampling reduces variance
colsample_bytree 0.80 Feature sampling increases diversity
scale_pos_weight 8.4 Computed from training set as neg:pos ratio (imbalance 8.4:1)
min_child_weight 5 Prevents leaves with few samples
reg_alpha 0.1 L1 regularization for sparsity
reg_lambda 1.0 L2 regularization for stability
random_state 43 Reproducibility

Training Configuration:

+  Evaluation metric: aucpr (PR AUC optimized for imbalanced data)
«  Early stopping: 50 rounds patience
«  Validation set: Used for early stopping and hyperparameter tuning

Robust Normalization Statistics: The median and median absolute deviation (MAD) were computed
exclusively on the training partition and frozen for application to the validation and test sets, producing
robust z-scores. Median and median absolute deviation (MAD) are robust as shown in Table 7 because
outliers do not affect them:

We verified leakage prevention by confirming non-zero training set z-score means (gas_price: 2.89,
gas_limit: 3.16) vs. the zero-mean expectation of global standardization. Distribution drift between training
(Jan-Aug 2023) and test (Oct-Dec 2023) periods reached 92.8% for ETH value and 58.2% for gas_price
z-scores, confirming effective temporal isolation across distinct market regimes.

We employed LightGBM for anomaly detection due to its efficiency with tabular data, resistance to
overfitting, and native compatibility with SHAP explainability [12]. Training utilized AUCPR evaluation
metric optimized for imbalanced data, with early stopping after 50 rounds of patience.
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Table 7: Training-set statistics used for robust z-score normalization. Median and median absolute deviation (MAD)
values are computed exclusively from the training dataset and used to normalize features, ensuring robustness to outliers
and preventing data leakage from validation and test sets.

Feature Training Median Training MAD
gas_price 192,476,370.00 155,933,567.00
gas_limit 141,459.00 58,788.00

calldata_length 1418.00 256.00
internal_calls 4.00 1.00
log_count 2.00 1.00

3.5.1 Validation of Temporal Methodology

Distribution Drift Verification. ETH value drift between training (January-August 2023) and test
(October-December 2023) reached 92.8%, and gas_price z-score drift reached 58.2%, k-NN graphs (k = 10,
Euclidean distance) as a standard inductive baseline for evaluating GNNs on tabular features. However, this
construction does not use real Ethereum transaction topology, such as sender-receiver edges or contract-
call graphs. Drift percentages were computed using normalized Wasserstein distance between train and test
feature distributions. Train-set z-score means (gas_price: 2.89, gas_limit: 3.16) vs. the zero-mean expectation
of global standardization confirm no test-set information leaked into normalization parameters.

Random-Split AUC Inflation Verification. To quantify the effect of temporal validation on perfor-
mance inflation, we compared ROC-AUC under temporal split (the reported methodology) vs. random
split on the same dataset (Table 8). The temporal split yields ROC-AUC 0.9971, while a random split
yields 0.9988, representing a 0.17% inflation. This confirms that temporal validation prevents only modest
information leakage in our dataset, likely because the feature distributions shift substantially across the
train-test temporal boundary.

Table 8: Temporal vs. random split ROC-AUC comparison. Random splitting introduces information leakage from
future transactions, leading to inflated performance metrics. Temporal validation provides a realistic evaluation setting,
with only a marginal decrease in ROC-AUC (0.17%), confirming robustness of the proposed approach.

Split Type ROC-AUC Delta vs. Temporal
Temporal Split (reported) 0.9971 —
Random Split 0.9988 +0.0017 (+0.17%)

Diagnostic warnings regarding distribution drift (eth_value: 92.8%, gas_price: 58.2%) reflect expected
temporal variation between January-August and October-December 2023 market conditions, not data
leakage. No hash-derived columns, perfect predictors, or high feature-target correlations were detected.

3.5.2 Theoretical Formulation

Unlike conventional anomaly detection frameworks that rely exclusively on model-generated probabil-
ities, the proposed approach introduces a hybrid anomaly scoring formulation that integrates probabilistic
inference with statistically grounded execution-deviation modeling. Let (x € R"d) denote the feature vector
representing a multisignature transaction. A trained LightGBM model produces a posterior anomaly
probability expressed as (f(x) = P(y = 1[x)), which captures learned patterns from historical data.
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To complement this probabilistic component, we incorporate a robust statistical representation based
on Median Absolute Deviation (MAD), defined as (z_j = (x_j — median(X_j"{train}))/MAD(X_j"{train})),
where all normalization parameters are strictly computed from the training dataset to prevent temporal
leakage. Building on this formulation, we define the Hybrid Anomaly Score as (S(x) = A f(x) + (1- 1)
o(>_{i = 1}"{k} w_i z_i)), where (1 € [0, 1]) controls the balance between model-driven inference
and statistical deviation, (w_i) represents feature weights, and (o(-)) ensures bounded output through a
sigmoid transformation.

This formulation exhibits several important theoretical properties. First, boundedness is guaranteed
such that (S(x) € [0, 1]), ensuring interpretability as a probability-like score. Second, the formulation
is monotonically increasing with respect to both the model probability and deviation magnitude, pre-
serving consistency in anomaly ranking. Third, robustness to distribution shift is achieved through the
use of training-only normalization statistics, thereby maintaining stability under temporal variations in
blockchain activity.

The proposed formulation introduces a novel dual-space modeling paradigm that unifies statistical
deviation analysis with machine learning inference. This design ensures leakage-free computation, supports
direct interpretability through SHAP-based decomposition, and aligns closely with operational Security
Operations Center (SOC) heuristics while extending them into a multivariate analytical framework. Con-
sequently, this work proposes a formulation of hybrid anomaly scoring mechanisms specifically tailored to
blockchain execution semantics.

3.6 Hybrid Anomaly Scoring and Temporal Risk Modeling

Building on the formulation in Section 3.5.2, we operationalize the hybrid anomaly score, relying
solely on model output may overlook domain-specific execution characteristics inherent to blockchain
transactions. To address this, we propose a hybrid anomaly scoring formulation that integrates learned model
probability with leakage-free statistical deviation features.

Suppose f(x) is a value in [0, 1] given by the LightGBM predicted probability of anomaly of a transaction
x. Use the robust z-score normalized versions of gas_limit and internal_calls, respectively, by z_gas, z_calls,
to perform robust feature selection. To perform robust feature selection, use the robust z-score normalized
versions of gas_limit and internal_calls, respectively, z_gas and z_calls.

We define the hybrid anomaly score S(x) as:
S(x) =Af(x)+ (1-A) - o(wiz_gas + waz_calls + wiz_logs) (3)
where A € [0, 1] controls the balance between model-driven prediction and statistical deviation, w_i are
feature weights, and o(-) is the sigmoid function ensuring bounded output.
This model formulation provides three benefits:
(1) Insensitivity to Model Bias: Thanks to the inclusion of statistical scatter, the score is responsive to highly
abnormal execution patterns even if they are underestimated by the model.
(2) Improved Interpretability: The impact of every execution feature can be separately investigated in
combination with SHAP explanations to support interpretable SOC decisions.

(3) Temporal Validity: Since the z-scores are calculated using training statistics, the score remains
temporally valid and does not leak information from the future.

y=1S(x)>7], 71¢€[0,1] (4)

where 7 is a threshold calibrated on the validation set to optimize Fl-score under class imbalance.



16 Comput Mater Contin. 2026;89(2):23

3.7 Baseline Methods and Evaluation Protocol

To provide rigorous cross-architectural benchmarking, we evaluated eight models spanning four
architectural families:

Gradient Boosting (2 models): LightGBM and XGBoost [35]—tree-based ensemble methods with
gradient boosting optimization.

Tree Ensembles (2 models): Random Forest [36]—bagging-based ensemble of decision trees, and
Isolation Forest—unsupervised anomaly detection via random feature partitioning.

Graph Neural Networks (2 models): GraphSAGE—inductive GNN with mean aggregation over k-NN
similarity graphs, and GAT—graph attention network with multi-head self-attention. Both were applied
to transaction similarity graphs constructed using k-nearest neighbors (k = 10) on the 16-dimensional
feature space.

Deep Learning (1 model): MLP—standard 3-layer feedforward network (256-128-64 units) without
explicit regularization, serving as a non-graph deep learning baseline.

Linear (1 model): Logistic Regression with L2 regularization—linear baseline for reference.

Graph Construction. For our GNN baselines, we built an undirected k-nearest-neighbor (k = 10,
Euclidean) similarity graph from the 16 remaining features. Features were z-scored using training-only
statistics. This graph captures transaction similarity that can be used by message passing in GNNs. All models
are compared using same graph preprocessing and temporal splits. k-NN graphs are used as a standard
inductive baseline due to lack of explicit multisig relational graphs. We recognise that k-NN graphs are not
real interaction graphs (e.g., address to address or contract call graphs). But multisig anomaly detection
is primarily execution-based. The relevant information largely comes from transactions’ internal features
such as gas used, number of internal calls, and calldata structure. An inherent problem in the absence of
explicit multisig dependency graphs is the lack of control for inherent graph structure. This suggests that the
performance gap may reflect an architectural mismatch on tabular features rather than a definitive statement
about GNN capability on true blockchain topology.

Training Configuration. All NNs (GraphSAGE, GAT, MLP) were trained on the validation set with
early stopping of 30 epochs. Adam was used for GNNG (Ir = 0.005, weight_decay =1 x 10~*) with binary cross-
entropy loss and class weighting (pos_weight = 8.4). MLP used Adam (Ir = 0.001) with batch size 1024. GNNs
were trained with 2-layer models: GraphSAGE (64 hidden units, mean aggregation), and GAT (64 hidden
units, 4 attention heads in first layer, 1 head in second layer). Seven common classification metrics were used
to evaluate model performance: receiver operating characteristics (ROC)-AUC and precision-recall (PR)-
AUC, Fl-score, accuracy, precision, recall and Matthews correlation coefficient (MCC). ROC-AUC is used
for evaluating model discriminative capacity across all thresholds, while PR-AUC is reported as the main
metric for imbalanced data. MCC is an overall measure that is robust to class skew.

3.71 Limitations of k-NN Graph Construction

Our GNN baselines have a fundamental limitation, however, as there are no explicit graphs of multisig
transactions, so we had to construct them by using a 16-dimensional tabular feature space. Based on the
results of Grinsztajn et al. [21] showing that, in practice, gradient boosting often outperforms neural networks
on tabular data with high univariate separability, we used k-NN graphs (k = 10, Euclidean distance) as a
standard inductive baseline for evaluating GNNs on tabular features. However, this construction does not
use real Ethereum transaction topology, such as sender-receiver edges or contract-call graphs.
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The performance gap between Tree-based model and Graph models (LightGBM: 0.9971, GraphSAGE:
0.9824 and GAT: 0.9415) demonstrates that the problem of the similarity of features is not aligned with the
blockchains topology. In this case, the performance gap shown between tree-based and graph models is not
due to the superiority of gradient boosting over GNNs on the real blockchain graph, but indicates that the
properties of the similarity graph are not appropriately matched with the problem being solved. The existing
k-NN construction only offers a baseline to evaluate the GNN; real graphs of transactions could allow for
the possibility of GNNs using relational structure not captured in tabular features. In the future, explicit
Ethereum transaction graphs will be used to evaluate GNNG.

3.7.2 Statistical Significance Testing

We compared ROC-AUC values between LightGBM and each baseline model on the held-out test set
(n =25,000) using DeLong’s test [37], the standard nonparametric procedure for comparing the areas under
two correlated ROC curves. DeLong’s test estimates the covariance structure of paired AUCs directly from
the rank-based U-statistic, and is the appropriate replacement for paired t-tests on predicted probabilities—
which test equality of mean scores rather than equality of ranking performance and do not account for the
correlated nature of AUC estimates derived from the same test instances. For each pairwise comparison,
we tested Hy: AUC_LightGBM = AUC_baseline and H;: AUC_LightGBM # AUC_baseline (two-sided).
A Bonferroni-corrected significance level of a<sub> = 0.05/7 = 0.0071 was applied across the 7 baseline
comparisons to control family-wise error. Wilcoxon signed-rank tests on per-instance predicted scores were
additionally reported as a nonparametric robustness check on score distributions, but DeLongs test is treated
as the primary inferential procedure for AUC differences.

The DeLong test results are shown in Table 9. The distinction between statistical and practical signifi-
cance is explained. Given the large sample size n = 25,000, AAUC values are also statistically significant for
very small values, even if they have no operational significance, and so test statistics, as well as those absolute
AAUC values, are therefore reported along with the various comparisons, and our model-selection argument
(Section 4) relies on deployment criteria and not only on p-values. The difference between LightGBM and
XGBoost is statistically significant but practically negligible (AAUC = —0.0005), and they fall into the “noise
floor” of the temporal test set: deployment and not predictive separation is the factor that will decide between
the two. LightGBM [38] has slightly better AUC ranking on the Random Forest (AAUC = +0.0012). For each
of the non-tree baselines (see their respective sections below: GraphSAGE, MLP, GAT, Logistic Regression,
Isolation Forest), LightGBM substantively outscores them (see Table 9 for the differences AAUC and the
corresponding p-values after Bonferroni correction: +0.0147, +0.0951 for both, all p < 0.001), which we
interpret as a meaningful architectural advantage when using gradient boosting on the tabular feature space,
per Section 3.7.1 noting that each of the baselines discussed below was using k-NN similarity graphs, and
not the true blockchain topology, thus representing a conservative upper bound on what gradient boosting
could achieve on a relational Ethereum dataset.

Table 9: DeLong test results for AUC comparison (two-sided, Bonferroni-corrected alpha = 0.0071).

Baseline Delta AUC z-Stat p-Value Wilcoxon Sig?
XGBoost -0.0005 -10.21 1.23 x 107 <1x1071° Yes
Random Forest +0.0012 +34.85 <1 x 107300 <1x107% Yes
GraphSAGE +0.0147 +47.63 <1.00 x 1073% <1x1071° Yes
MLP +0.0314 +28.15 <1x1073% <1x1071° Yes
GAT +0.0556 +139.82 <1.00 x 10739 <1x107% Yes
Logistic Reg. +0.0681 +118.94 <1.00 x 1073% <1x107% Yes

Isolation F. +0.0951 +141.35 <1.00 x 107300 <1x1071° Yes
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Collectively, recent studies [39-42] demonstrate advances in supervised illicit-transaction detection,
representation learning, explainable fraud detection, and hybrid deep-learning approaches for blockchain
analysis. Nevertheless, they do not combine the systematic leakage controls, block-height temporal
validation, heuristic-label construct validation, cross-architectural benchmarking, and SHAP-based mul-
tisignature transaction triage presented in this study.

3.7.3 Inference Speed Comparison

The inference test highlights substantial differences in inference times between classical machine
learning, deep learning and graph-based models as shown in Table 10. The light-weight parametric version
of logistic regression performs inference in the lowest time (0.0032 ms/tx) followed by MLP (0.0080 ms/tx)
which highlights the speed of simple models in real-time applications. Ensemble models like XGBoost
(0.1291 ms/tx), LightGBM (0.2078 ms/tx), and Random Forest (0.2093 ms/tx) show moderate inference speed
with good accuracy.

Table 10: Inference time comparison across machine learning and graph-based models. The results demonstrate that
lightweight models (Logistic Regression, MLP) achieve minimal latency, while graph neural networks incur signifi-
cantly higher computational cost. LightGBM provides an optimal trade-off between inference speed and predictive
performance, making it suitable for real-time blockchain monitoring.

Model Inference Time (ms/tx)
Logistic Regression 0.0032
MLP 0.0080
Isolation Forest 0.0636
XGBoost 0.1291
LightGBM 0.2078
Random Forest 0.2093
GraphSAGE 2.3983
GAT 9.2845

However, graph models have significantly larger inference time as shown in Table 11. GraphSAGE
performs at 2.3983 ms/tx and GAT has the highest latency at 9.2845 ms/tx due to attention computations
and neighborhood aggregations. In particular, LightGBM has an inference speed 11.5x that of GraphSAGE,
making it a promising candidate for high-throughput blockchain applications.

Table 11: Summary of inference performance across machine learning and graph-based models. The table com-
pares inference latency across models, highlighting the trade-off between predictive performance and computational
efficiency in real-time deployment scenarios.

Metric Value
Fastest Model Logistic Regression (0.0032 ms/tx)
Slowest Model GAT (9.2845 ms/tx)

LightGBM vs. GraphSAGE Speedup 11.5x
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This research indicates that although graph neural networks can model complex structural information,
their high computation cost may restrict real-time applications, on the other hand tree boosting models ofter
the best trade-off between inference time and accuracy.

Inference Latency Benchmark Methodology. All the measurements have been made in a controlled
environment to get a repeatability of the measurements from the inference latency. Hardware: Intel Core
i7-12700K (12 cores, 3.6 GHz base), 32 GB DDR4-3200 RAM, NVIDIA RTX 3080 GPU (unused; CPU-only
inference reported). Programming languages: Python 3.10, LightGBM 4.1.0 (CPU backend for the model),
PyTorch 2.1.0 (CPU backend for the model—GraphSAGE, GAT, MLP) and scikit-learne 1.3.0 (Random
Forest). The Batch Configuration is 1 (single-transaction inference), as it is in production SOC triage where
transactions have to be scored as they arrive. Warm-up Procedure: Run 1000 warmup inferences for each
model, before measuring, with JIT compilation, thread pool initialization, and cache warming. Measurement
Protocol: 10,000 inferred runs following warm-up. Latency was then measured over 10,000 inference runs
using time.perf_counter(). The mean wall-clock time was calculated after removing the upper and lower
1% of measurements as outliers. Results are reported to four decimal places. Only CPU-based inference is
reported because the intended deployment environment uses CPU-based SOC infrastructure.

3.8 Stress Testing Protocol

Model robustness was evaluated using controlled Gaussian perturbation of input features. Additive
noise & ~ N(0, 0*) was applied to all numerical features:

Xpoisy =X + 6,6 ~ N (0, 02) (5)

We examined stress levels o € {0.02, 0.05, 0.10, 0.20, 0.50} to simulate varying levels of data corruption
from measurement noise to adversarial noise. We choose Gaussian noise as the main stressor as it represents
both realistic data quality corruption (e.g., oracle inaccuracy, RPC node latency, data-indexing errors) and
does not assume an attacker’s intent.

Noise-Scale Derivation. For each feature j, noise variance was scaled as 02gj2, where 0 is the test-
set variance, so that perturbation magnitude is relative to the observed spread of the evaluated data rather
than global (train-inclusive) statistics. We note that deriving noise scales from the held-out set does not
leak information into model training (the model is fixed at this stage), but it does make the stress protocol
dependent on the test distribution; a cleaner alternative is to compute noise scales exclusively on the training
partition and freeze them for test-time application, which we adopt as the recommended protocol for
future work. Accordingly, the stress-test results in Section 4.6 should be regarded as exploratory robustness
evidence pending replication with training-derived noise scales.

Additional Stress Scenarios. Supplementary stress tests—gas spike simulation (xgasspiked = xgas-(1 +
a-(xgas—pugas)/ogas) with a € {0.5,1.0, 2.0, 3.0, 5.0}), nonce jitter (xnoncejittered = xnonce + §, § € {—j, 0, +j}
with j € {1, 2, 3, 5}), and proof delay (xAdelayed = xA + A with A € {4, 8,12, 20} blocks)—were conducted
but excluded from primary reporting. Gaussian perturbation results are representative of model robustness
characteristics across all stressor types; the full multi-factor results are available in the replication repository.

3.9 Explainability Analysis

SHAP (SHapley Additive exPlanations) provided interpretable feature importance using TreeExplainer
for LightGBM models. Global explainability utilized mean absolute SHAP values for feature ranking across
the dataset, while local explainability employed waterfall plots for individual transaction explanations.
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SHAP Additivity Property. SHAP values satisfy the local accuracy property, decomposing any
prediction as the sum of the baseline expectation and individual feature contributions:

d
f)=E[f(X)]+ ;%‘ (x) (6)

where ¢; (x) is the SHAP value for feature i, M = 16 features, and E [ f (X) ] is the expected value of the model
output for the training distribution.

Global Feature Importance: The highest features according to the mean absolute SHAP value were
gas_limit (1.391), internal_calls (1.160) and log_count (0.925) followed by gas_limit_zscore_clean (0.607),
gas_price (0.471) and calldata_length (0.416). Again, this verifies that execution complexity and gas con-
sumption patterns (internal calls and log_count) and gas complexity patterns are the main patterns to
determine the anomaly detection, and that temporal indicators (hour_of_day and day_of_week) have a
minor influence on the discriminative capacity of the model.

Local Interpretability: For individual transactions, SHAP provides a signed contribution vector
indicating how each feature shifts the prediction relative to the base rate. Positive contributions from
elevated gas_price, large calldata_length, and high internal calls increase the anomaly score, whereas
negative contributions from normal gas_price_zscore_clean and standard temporal indicators (hour_of_day,
day_of_week) reduce the score. The close agreement between the SHAP-reconstructed output and the
model’s actual prediction demonstrates the internal consistency and reliability of the explanation method,
enabling SOC analysts to triage alerts with actionable, feature-level justifications.

4 Experimental Results
4.1 Primary Model Performance

The LightGBM model achieves ROC-AUC 0.9971 (95% CI: 0.9961-0.9980), PR-AUC 0.9865 (95% CI:
0.9833-0.9895), and F1-Score 0.9739 (95% CI: 0.9691-0.9784) on the temporally held-out test set (n = 25,000,
October-December 2023).

0=g(D(b)) b=1....n )
CI =[60_0.025,60_0.975] (8)

Among top-performing tree models, statistical differences are significant due to the large test set as
shown in Table 12, but practically negligible: XGBoost achieves marginally higher ROC-AUC (0.9976 vs.
0.9971, delta = —0.0005) and PR-AUC (0.9876 vs. 0.9865), while Random Forest achieves comparable F1
(0.9739) and higher MCC (0.9715 vs. 0.9690). LightGBM shows significant improvements over non-tree
baselines: +1.47% AUC compared to GraphSAGE (p < 0.001 for DeLong test with Bonferroni correction),
+3.14% AUC compared to MLP (p < 0.001 for DeLong test with Bonferroni correction), and +5.56% AUC
compared to GAT (p < 0.001 for DeLong test with Bonferroni correction).
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Table 12: Multi-criteria model selection framework. LightGBM is chosen based on deployment-relevant operational
criteria (SHAP exactness, inference latency, minority-class recall) rather than marginal AUC differences within the
noise floor.

Criterion LightGBM XGBoost Random Forest GraphSAGE
ROC-AUC 0.9971 0.9976 0.9959 0.9824
F1-Score 0.9739 0.9707 0.9739 0.9045
MCC 0.9690 0.9703 0.9715 0.8957
SHAP (exact) Yes Approx. No No
Inf. (ms/tx) 0.2078 0.1291 0.2093 2.3983
Recall (anom.) 0.9513 0.9509 0.9495 0.9517

Note: LightGBM was selected for exact TreeSHAP compatibility, slightly higher anomaly recall, and substantially
lower latency than the GNN baselines, despite XGBoost having marginally higher AUC (0.9976 vs. 0.9971) and faster
inference (0.1291 vs. 0.2078 ms/tx).

We chose LightGBM for deployment for three reasons:

1. SHAP Compatibility: Native Tree Explainer support with exact SHAP computation—no
approximation.

2. Inference Efficiency: 11.5x faster than GraphSAGE (0.2078 vs. 2.3983 ms per transaction) and 44.6x
faster than GAT (0.2078 vs. 9.2845 ms).

3. Minority-Class Recall: Achieve the best performance at recalling minority classes (0.9513 vs. 0.9509 for
XGBoost), minimizing false negatives in critical workflows like security-related ones.

4.2 Baseline Comparison

Table 13 provides comparative benchmarking of eight models in four families. The leading tree-based
models show practically comparable discrimination, although their small differences are statistically signif-
icant because of the large test sample. Tree-based models show statistically indistinguishable discrimination
(Delta AUC < 0.001). In contrast, graph and deep learning models suffer considerable performance drop-off.
GraphSAGE achieves ROC-AUC 0.9824 (-1.50%), GAT achieves 0.9415 (—5.59%), and MLP achieves 0.9657
(—3.17%) relative to Light GBM.

F1=2PR/(P+R) )

After applying Bonferroni correction, all the differences between LightGBM and baselines are statisti-
cally significant (as shown in Table 9 in Section 3.7.2); however, the direction and size of the difference will be
important when choosing a model. XGBoost achieves marginally higher ROC-AUC than LightGBM (0.9976
vs. 0.9971, A = —0.0005, p < 0.001), and Random Forest achieves 0.9959 (A = +0.0012, p < 0.001). Against
non-tree baselines, LightGBM demonstrates large effect-size advantages: +1.47% AUC over GraphSAGE
(z=+47.63), +3.14% AUC over MLP (z = +28.15), and +5.56% AUC over GAT (z = +139.82), all p < 0.001 after
Bonferroni correction. A key difference between the two approaches is that in the gas problem, the features
of the problem can be partitioned in a particular axis direction, which helps gradient boosting to outperform
tree-based methods since the splitting strategy implemented in the former is greedy, split along the axis that
has the biggest gain on the current level of the decision tree, while the tree-based methods would choose to
split along the best feature given the current state of the tree, which is equivalent to passing messages along
the edges of a graph or a typical neural feature transform. This finding is in line with the finding by Grinsztajn
et al. [21] that tree-based methods sometimes and often outperform neural networks for tabular datasets
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which have well-defined univariate features. The reason for poor performance is the execution nature of
multisignature transactions, not due to the k-NN graph construction limitations.

Table 13: Comparative performance of baseline models across multiple evaluation metrics. The table presents cross-
architectural benchmarking results, demonstrating the superiority of tree-based models over graph and deep learning
approaches.

Model ROC-AUC PR-AUC F1  Precision Recall Accuracy MCC Inf. (ms/tx)

XGBoost 0.9976 0.9876  0.9707 0.9954 0.9509 09951 0.9703 0.130
LightGBM (Ours) 0.9971 0.9865 09739 0.9927 09513 0.9949 0.9690 0.210
Random Forest 0.9959 0.9853 0.9739  0.9991 0.9495 0.9953 0.9715 0.210

GraphSAGE 0.9824 0.9663 09045 0.8617 09517 0.9817 0.8957 2.400
MLP 0.9657 09174 0.8687 0.8708 0.8666 0.9761  0.8556 0.008
GAT 0.9415 0.8665 0.6717  0.5540 0.8530  0.9240  0.6498 9.280

Logistic Regression 0.9290 0.8530 0.6652 0.5430 0.8675 0.9214  0.6481 0.003
Isolation Forest 0.9020 0.6256 0.5876  0.4434 0.7946 0.8904  0.5408 0.060

4.3 Confusion Matrix and Evaluation Curve

Fig. 3 shows the confusion matrix for the LightGBM model on the test data. Our model achieves a high
true positive rate (High proportion of detected anomalies), and a very low false positive rate, essential to
avoiding alert fatigue in a security operations center.

Confusion Matrix ROC Curve Precision-Recall Curve
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Figure 3: Confusion matrix of the LightGBM model on the test dataset. Receiver operating characteristic (ROC) curve
of the proposed model. Precision-Recall curve for anomaly detection performance.

The receiver operating characteristic (ROC) curve gives a full view of the model’s performance for all
the possible thresholds for the classification problem, and so does the precision-recall (PR) curve. The ROC-
AUC value is quite good (0.9971) suggesting a good separation between the two classes, and the PR curve
has good performance for the minority (anomaly) class.

ROC - AUC = f TPR d(FPR) (10)

4.4 Probability Calibration

Fig. 4 shows the probability calibration curves for our LightGBM model, before (Fig. 4a) and after
(Fig. 4b) applying isotonic regression. The calibration curves depict the association between the predicted
probabilities and the observed proportion of anomalies. With calibration, the model’s probabilities more
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accurately reflect the actual likelihood of an anomaly and are thus more meaningful and useful for
security analysts.
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Figure 4: (a) Probability calibration curve before Isotonic regression. (b) Probability calibration curve after Isotonic
regression.

4.5 Ablation Study

The diagnostic analysis with GasLimit found that GasLimit has a standalone 90.5% ROC-AUC when
using a single-split decision tree with a threshold of 1,302,324 gas units, accurately depicting the physical fact
that complex Ethereum attacks (such as reentrancy) naturally use high levels of gas.

In Fig. 5, the Fl-score is shown when successive sets of features are omitted from the model. The results
show that performance is best achieved by using raw on-chain execution features, and further improvements
are achieved by using temporal and normalized features as complement. The minimal drop when removing
z-score features indicates robustness, whereas the largest degradation occurs when raw on-chain metrics are
excluded, confirming their dominant role in anomaly detection.

We performed two-level ablation to validate the learning of multiple variables beyond this simple rule.

Level 1—Remove gas_limit alone: The model retains high discrimination capabilities with a mere 2.9%
drop (ROC-AUC 0.9678, F1-Score 0.7298), showing strong resilience to adversarial game strategies of gas
manipulation, and confirming the added value from internal call complexity and calldata features.

Level 2—Excluding all gas limits: Removing gas_limit, internal_calls, log_count, and their corre-
sponding robust z-score features six of the 15 features reduces ROC-AUC to 0.7723, F1-Score to 0.2970 at
the default threshold of 0.5 (Table 14). Alternative precision-recall analysis shows the residual feature model
attains F1 = 0.4591 at its optimum threshold (7 = 0.799), vs. F1 = 0.2970 at 7 = 0.5. This demonstrates
the residual 0.77 AUC is not spurious correlation, but exists in calldata_length, eth_value and temporal
features. But the large reduction in performance compared to the full model (AF1 = 51.5%) confirms execution
complexity features are still the main source of signal.

The differential impact between Level 1 and Level 2 ablation validates that the model’s 99.7% ROC-AUC
reflects domain-specific multivariate pattern learning in Ethereum execution semantics rather than trivial
thresholding or label leakage.

Fig. 5 presents the two-level ablation results. Level 1 (removing gas_limit only) causes modest degrada-
tion, while Level 2 (removing all execution features) collapses performance to AUC 0.7723, demonstrating
domain-specific multivariate learning.
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Impact of Feature Group Removal on F1-Score
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Figure 5: Impact of feature group removal on model performance. Removing execution features significantly degrades
performance, demonstrating their dominant role.

Table 14: Results of two-level ablation study on feature groups. The table quantifies performance degradation under
feature removal, confirming the dominant role of execution complexity features.

F1-Score F1-Score

Configuration ROC-AUC (r=05)  (r-Optimal) Degradation Interpretation
Full Model (16 0.9739
9971 . — Baseli
features) 0.997 0.9739 (= 0.50) aseline
Without gas_limit 0.9678 0.7298 B 29% Vahda'tes multivariate
+ zscore learning beyond gas

Execution complexity

. is dominant signal;
h 1 4591
Without a 0.7723 0.2970 0459 ~22.8% residual features
execution features (r=0.80)
carry moderate

genuine signal

One by one we excluded each feature group to determine its impact on the model’s F1-Score. The results
show that the feature group ‘Gas Metrics’ is the most important feature group for the performance of the
model, when its features were removed from it, the most pronounced decrease in the F1-Score was observed.

4.6 Stress Test Results

The robustness of the proposed model under increasing levels of Gaussian noise perturbation is
evaluated in Table 15.
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Table15: Model robustness under Gaussian noise perturbation. Performance degradation is evaluated across increasing
noise levels, demonstrating resilience under moderate perturbations.

Noise (Sigma) ROCAUC  FlScore Brier Score Fl1Degradation (%) AUC Retention (%)

0.00 0.9971 0.9739 0.0045 0.0000 100.0
0.02 0.9800 0.9248 0.0117 5.0399 98.3
0.05 0.9664 0.7780 0.0445 20.1197 96.9
0.10 0.9420 0.5886 0.1078 39.5599 94.5
0.20 0.9092 0.4449 0.1802 54.3199 91.2

At 0 = 0.02 (minor measurement noise simulating oracle imprecision or RPC node latency), ROC-
AUC retains 98.3% of baseline (0.9800) and F1 retains 94.8% (0.9248), demonstrating near-imperviousness
to small input perturbations in production SOC environments.

At 0 = 0.05 (moderate corruption), performance degrades substantially: F1 drops to 0.7780 (20.1%
degradation) and Brier score increases to 0.0445. This sensitivity reflects the model’s reliance on precise
execution-complexity signatures—anomalous multisig transactions occupy sharp tails of the gas and internal
call distributions, and perturbing these features by 5% of their standard deviation disrupts boundary
placement.

At 0 = 0.10, F1 degrades further to 0.5886 (39.6% degradation). The gap between AUC (0.9420, 94.5%
retention) and F1 (58.9% retention) demonstrates that the two classes are still separable and the operating
threshold (7 = 0.5) becomes suboptimal in the high noise regime. This is to be expected: adding Gaussian
noise to the score distribution shifts the models calibrated class probabilities, and a fixed threshold is
degraded while the ranking (AUC) is not.

At o = 0.20 (severe adversarial noise), the model retains an AUC above 0.90 (0.9092, 91.2% retention)
despite this extreme corruption (the model does not mix up classes), but F1 plummets to 0.4449 and Brier
score rises to 0.1802 (55.5% loss) which confirms that probability calibration and the fixed threshold (1 = 0.5)
are significantly impacted. This confirms two practical conclusions: (1) the model’s decision boundaries on
clean data are not spurious; and (2) deployments in practice should match threshold to the noise distribution
(or ensemble multiple models) when sensor noise is above o = 0.05. Fig. 6 illustrates the progressive
degradation of ROC-AUC and F1-Score under increasing Gaussian noise.

4.7 SHAP Explainability Analysis

The overall SHAP summary plot (Fig. 7) gives an overview of the feature importance and how the
features influence the model output. The most impactful ones are gas_limit, internal_calls and log_count.
In Fig. 8, the reasons for this transaction being flagged as an outlier are shown in detail on a local SHAP
explanation. This degree of interpretability is very important to forensic analysis and incident response.

Table 16 presents the ranking of the most influential features based on their mean absolute SHAP values,
highlighting their contributions to the anomaly detection decisions.

4.8 Real-World Attack Validation

To rigorously assess the operational applicability of the proposed anomaly detection framework beyond
the heuristic-driven training distribution, the trained Light GBM model was evaluated on an external forensic
construct-validity corpus consisting of 12 independently verified Ethereum exploit transactions (referenced
in Table 3). These transactions correspond to confirmed real-world attacks from 2023, collectively accounting
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for approximately millions of documented financial losses. Importantly, this forensic dataset was strictly
excluded from all phases of model development, including training, validation, and hyper parameter tuning
as shown in Table 6, thereby ensuring a completely unbiased and out-of-distribution evaluation setting.
Although limited in size, the forensic dataset spans diverse attack categories including flash-loan reentrancy,
oracle manipulation, tick manipulation, and precision-loss exploits and provides cross-protocol validation
of execution-complexity signatures.

Model Robustness Under Gaussian Noise Perturbation
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Figure 6: Model robustness under Gaussian noise perturbation. Performance Degradation is analyzed across increas-
ing noise levels to evaluate stability.
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Figure 7: Global SHAP feature importance summary. Gas limit, internal calls, and log count dominate anomaly
prediction.
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Local SHAP Explanation (p=1.0000)
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Figure 8: Local SHAP explanation for a high-risk transaction. Feature contributions illustrate how individual variables
influence anomaly prediction.

Table 16: Top features ranked by mean absolute SHAP values. The ranking highlights the most influential features
contributing to anomaly detection decisions.

Feature Mean |[SHAP|
gas_limit 1.391
internal_calls 1.160
log_count 0.925
gas_limit_zscore_clean 0.607
gas_price 0.471
calldata_length 0.416
log_count_zscore_clean 0.192
internal_calls_zscore clean 0.182
day_of_week 0.179
gas_price_zscore_clean 0.165

The evaluation results demonstrate strong generalization capability of the model to real-world exploit
patterns. Specifically, all transactions within the forensic corpus were assigned anomaly scores exceeding
the 96th percentile of the anomaly score distribution observed in the held-out test set. This indicates that
the model consistently identifies independently verified attack transactions as highly anomalous relative to
normal behavioral patterns. Such performance provides strong empirical evidence that the learned decision
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function is not merely reproducing heuristic labeling rules used during training, but instead captures deeper
multivariate characteristics of malicious execution behavior.

From an operational perspective, these findings suggest that the model effectively encodes execution-
complexity signatures such as abnormal gas utilization, intricate internal call structures, and atypical
calldata patterns that are characteristic of real exploit scenarios. Consequently, the model demonstrates
practical utility for deployment in Security Operations Center (SOC) environments, where early detection
of anomalous blockchain transactions is critical.

These results demonstrate that the multivariate scoring function captures execution-complexity sig-
natures consistent with independently verified real-world exploits, rather than memorizing training-set
heuristics. The complete list of the 12 independently verified 2023 exploit transactions, including transaction
hashes, loss amounts, data sources, and model percentile scores, is provided in Appendix C.

4.9 Why High Performance Is Expected (Domain Explanation)

The high ROC-AUC is not a consequence of model overfitting but reflects the inherent physical
separability of Ethereum execution patterns. Malicious transactions, particularly reentrancy and flash-
loan exploits, exhibit extreme gas consumption and abnormal internal call structures, creating naturally
separable distributions.

This is verified by:

(i) Temporal validation showing only 0.17% inflation vs. random split
(ii) Ablation showing that ROC-AUC falls from 0.9971 to 0.7723 when the execution-complexity features
are removed.
(iii) Robustness under noise perturbation

These results confirm that the classification boundary reflects domain physics rather than methodolog-
ical artifacts.

5 Discussion

Our results establish that gradient boosting (LightGBM) provides optimal accuracy-speed-
interpretability trade-offs for multisig anomaly detection when rigorous temporal validation and leakage
prevention are applied. The cross-architectural evaluation (Table 12) demonstrates that tree-based methods
exploit high univariate separability in gas-based features more effectively than graph or deep learning
approaches, aligning with Grinsztajn et al. [21]. The two-level ablation (Section 4.5) validates that the
99.7% AUC reflects domain-specific multivariate pattern learning rather than trivial thresholding. SHAP
explainability enables SOC analysts to triage alerts with actionable, feature-level justifications a capability
absent in prior blockchain anomaly detection work. Such high separability is consistent with execution-level
anomaly detection tasks where malicious behavior manifests as extreme outliers in resource consumption.

5.1 Comparison with Prior Work

Unlike Harlev et al. [29] and Weber et al. [30], who lack temporal validation and leakage prevention,
our framework is specifically tailored for multisig transactions with block-height partitioning and post-
hoc feature removal. Unlike existing studies that rely solely on heuristic or synthetic labels without forensic
validation, our framework anchors heuristic thresholds to an independently verified corpus of 2023 exploits
(Table 3), establishing construct validity through alignment with real attack signatures. Unlike Wu et al. [9]
and Chang et al. [31], who employ GNNs without cross-architectural baselines, we demonstrate that gradient
boosting outperforms graph approaches when rigorous methodology is applied (Table 12). Unlike Gu and
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Dib [8], our study additionally reports bootstrap confidence intervals and statistical significance tests,
providing a more rigorous statistical evaluation of model performance. To the best of our knowledge, this is
one of the first works to integrate strict temporal validation, systematic leakage prevention, hybrid heuristic
labeling, and SHAP-based explainability for multisig anomaly detection.

5.2 Limitations and Future Work

Heuristic Labels. Anomaly labels are based on heuristic rules such as gas_limit (above 141,459, 98th
percentile), calldata_short (less than 4 bytes), calldata_long (more than 10,000 bytes), duplicate_nonce,
failed_txn and failed_txn_short. These labels are a representation of the reality of working in SOC. We took
partial measures to address construct validity by comparing against 12 separately confirmed 2023 exploits
($286,141,000 in losses, Table 3), and make the case that our thresholds are similar to known attack signatures:
All 12 were at the 96th percentile and beyond. However, these do not just apply to Gnosis Safe interactions
but to all DeFi protocols and there is a small sample (n =12).

Post-Execution Scope. The framework operates exclusively in a post-execution forensic setting. Fea-
tures including internal_calls (training median: 4.00, MAD: 1.00) and log_count (median: 2.00, MAD: 1.00)
derive from execution receipts available only after on-chain finality. While these enable detection of complex
reentrancy patterns invisible at submission time, the framework cannot prevent exploits—only expedite
post-incident triage.

Gas-Limit Separability. gas_limit shows strong univariate separability (90.5% ROC-AUC in isolation,
threshold: 1,302,324). Our ablation confirms multivariate learning: 96.8% AUC without gas_limit and 77.2%
residual AUC on non-labeling features. However, adversaries could craft gas-stealthy attacks; future work
will integrate bytecode-level static analysis.

Temporal Coverage. It provides the Ethereum Mainnet Gnosis Safe transactions (blocks 23,586,544
to 24,881,458) of 2023. The feature distribution may change due to post Dencun gas markets, protocol
upgrades and changing attack patterns. Further validation is needed to generalize to other chains, times or
multisig variants.

GNN Baseline Graph Construction. The GNN baselines used k-NN similarity graphs (k = 10,
Euclidean distance) from the 16-dimensional tabular feature space rather than true Ethereum trans-
action graphs. This is a standard inductive baseline [25] but may understate GNN potential on true
blockchain topology.

5.3 Practical Implications

The practical implications of this work are significant. Our model can be integrated into a real-
time monitoring system for multisig wallets, providing an automated and intelligent layer of defense. The
interpretability provided by SHAP allows security teams to quickly triage alerts and focus their efforts on the
most credible threats. The temporal validation methodology we propose should be adopted as a standard
practice in all blockchain-based ML research to ensure that reported performance metrics are realistic
and reproducible.

6 Conclusion

In this paper, we introduced an effective and interpretable operational anomaly scoring system for
Ethereum multisignature transactions. We tackled the important problem of data leakage caused by post-
hoc features and applied temporal separation between test and training sets to develop a LightGBM
model that automates and explains SOC execution-complexity heuristics. We explicitly frame this work
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as post-execution forensic triage: the model analyzes completed transactions using receipt features (inter-
nal_calls, log count) available within seconds of finality, enabling rapid SOC alert prioritization but not
pre-submission prevention.

Our model achieves ROC-AUC 0.9971 (95% CI: 0.9961-0.9980), PR-AUC 0.9865 (95% CI: 0.9833—
0.9895), and F1-Score 0.9739 (95% CI: 0.9691-0.9784), outperforming GraphSAGE (0.9824), GAT (0.9415),
and MLP (0.9657) while maintaining 11.5x faster inference than GraphSAGE (0.21 vs. 2.40 ms per transac-
tion). For security analysts, SHAP provides an interpretable layer of feature-level evidence for alert triage.
Robustness is confirmed by ablation and stress testing: at 0 = 0.02 noise, the model retains 98.3% of its
ROC-AUC and 94.8% of its Fl-score.

We transparently acknowledge that the anomaly labels are operational heuristics; the model automates
these heuristics through multivariate learning. The prediction-to-rule correlation (r < 0.63, moderate range),
96.8% AUC retention without gas_limit, and 77.2% residual AUC on non-labeling features confirm genuine
multivariate learning. The 12 verified exploit transactions ($286,641,000, in 2023 losses) provide preliminary
construct validation. The k-NN graph construction for GNN baselines constitutes a conservative evaluation.
The methodological framework—temporal validation (0.17% inflation), systematic leakage prevention (14
features removed), and cross-architectural benchmarking—is transferable to any blockchain ML application
where post-hoc features artificially inflate performance.

Broader Implications. The methodological framework introduced here—temporal validation, sys-
tematic leakage prevention, and cross-architectural benchmarking—is transferable beyond multisignature
transactions to any blockchain ML application where post-hoc features and random splits artificially inflate
performance. The forensic construct-validity protocol provides a template for grounding heuristic labels in
real-world attack data when ground truth is unavailable.
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Appendix A Feature-Label Correlation Supplementary Table

Spearman rank correlations between each feature and the binary label for anomaly (n = 60,000
training set) are presented in the following table, using scipy.stats.spearmanr statistics. Features marked ‘Yes’
participate directly in the heuristic labeling rules and therefore present a greater potential circularity risk.
High values of Spearman’s p indicate a strong featurelabel association.

These values represent different associations: Appendix A reports feature-to-label Spearman cor-
relations, whereas the anti-circularity analysis reports correlations involving the model’s continuous
predicted probabilities.

Feature Spearman Rho p-Value In Label Rule?
gas_limit 0.78 <1 x 10739 Yes
gas_limit_zscore_clean 0.75 <1 x 107390 Yes
internal_calls 0.58 <1 x 107300 Yes
internal_calls_zscore_clean 0.56 <1 x 107300 Yes
log_count 0.51 <1 x 107390 Yes
log_count_zscore_clean 0.49 <1 x 107300 Yes
calldata_length 0.38 <1 x 107300 Yes
calldata_length_zscore_clean 0.37 <1 x 107300 Yes
gas_price 0.16 <1 x 10739 No
gas_price_zscore_clean 0.18 <1 x 107390 No
eth_value 0.07 42 x107° No
hour_of_day 0.04 1.8 x 1072 No
day_of_week 0.03 8.5 x 1072 No
is_weekend 0.02 21x107! No
is_night 0.02 23x107! No

All rule-participating features show moderate-to-high correlations (rho = 0.37-0.78), while non-rule
features show near-zero correlations (rho = 0.02-0.18).

Appendix B Python Code for Feature-Label Correlations

Optional: compute individual feature-label Spearman correlations for a supplementary table.

Python Code for Feature-Label Correlations

import pandas as pd
from scipy.stats import spearmanr

train_df = pd.read_csv(‘train_preprocessed.csv’)
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features = [
‘gas_price, ‘gas_limit), ‘calldata_length; ‘eth_value,
‘internal_calls; log_count, ‘hour_of_day, ‘day_of_week;,
‘is_weekend;, ‘is_night,
‘gas_price_zscore_clean, ‘gas_limit_zscore_clean,
‘calldata_length_zscore_clean,
‘internal_calls_zscore_clean, ‘log_count_zscore_clean’
]
for feat in features:
rho, pval = spearmanr(train_df [feat], train_df [‘is_anomaly’])
in_rule = Yes’ if feat in [
‘gas_limit, ‘internal_calls,
‘log_count, ‘calldata_length’] else ‘No’
print(f*{feat:<35} rho = {rho:>8.4f} p = {pval:.2e} rule = {in_rule}’)

Appendix C Verified 2023 Exploit Transactions

The following table lists the 12 independently verified exploit transactions used for construct validation
(identical to the corpus in Table 3), with transaction hashes, loss amounts, data sources, and model percentile
scores. All 12 transactions scored at or above the 96th percentile on the trained model, confirming alignment
between heuristic thresholds and documented attack signatures.

Transaction Hash Exploit Name Loss (USD) Source Percentile Score
0xc310...111d Euler Finance $197,000,000 Rekt News; Euler Post-Mortem 99.7
Oxea34...45e8 Curve/JPEGd/pETH/msETH $24,000,000 Rekt News; Curve Post-Mortem 99.2
0xd55e...a95d KyberSwap Elastic $22,500,000 Rekt News; KyberSwap Post-Mortem 98.8
0x8db0...3138 BonqDAO/AllianceBlock $13,800,000 Rekt News; Bonq Post-Mortem 98.5
0xeb87...9eb7 ParaSpace/Yuga Labs $7,500,000 Rekt News; ParaSpace Post-Mortem 98.1
0x485e...f0f3 Exactly Protocol $7,300,000 Rekt News; Exactly Post-Mortem 97.9
0x09a3...75e8 Sturdy Finance $4,500,000 Rekt News; Sturdy Post-Mortem 97.6
0x396a...5475 Abracadabra MIM $3,700,000 Rekt News; MIM Post-Mortem 974
Oxfeed...ace7 Arcadia Finance $2,600,000 Rekt News; Arcadia Post-Mortem 97.1
0xal37..794e Rodeo Finance $1,500,000 Rekt News; Rodeo Post-Mortem 96.8
0xf63d...5ad5 Harbor Protocol $1,241,000 Rekt News; Harbor Post-Mortem 96.5
0x525f...a5e4 KimberLite (CREDA) $1,000,000 Rekt News; KimberLite Post-Mortem 96.2

Note: Totallosses: $286,641,000. Sources: Rekt News (rekt.news) and protocol post-mortem reports. Transaction hashes
are available in the reproducibility artifact.
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