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ABSTRACT: Unmanned aerial vehicle (UAV) communication links in low-altitude operations support mission
control, status feedback, and data transmission. Abnormal communication states may affect mission continuity and
risk response. However, conventional anomaly detection usually determines only whether a communication anomaly
exists, making it difficult to support risk-state assessment and alert-threshold decision-making. To address this problem,
this paper proposes Risk Stratification and Task-cost-aware Decision via Knowledge Distillation (RSTD-KD), a task-
cost-aware UAV communication risk warning approach that integrates risk stratification, probability calibration, and
threshold decision-making. RSTD-KD aggregates fine-grained communication records into window-level behavior
samples, constructs low-, medium-, and high-risk reference states, and introduces distillation-guided risk stratification
to transfer binary anomaly-boundary information and soft attack-probability supervision into three-level risk-state
learning. The estimated attack probabilities are then calibrated for threshold search and cost calculation. Cross-sea
logistics and general aviation inspection are used as representative task-cost scenarios to examine the effect of false-
positive and false-negative costs on alert-threshold selection. Experiments on the public ECU-IoFT dataset show that
RSTD-KD achieves 93.75% Accuracy, 96.44% Balanced Accuracy, and 94.65% Macro-F1. Platt Scaling reduces the Brier
Score from 0.0762 to 0.0113. In the additional external-dataset portability evaluation on UAVIDS-2025, RSTD-KD
achieves 94.92% Accuracy and 94.38% Macro-F1 across five random seeds, providing further evidence of the portability
of RSTD-KD under different UAV communication data granularity and attack taxonomy. These results show that RSTD-
KD provides an effective path for converting UAV communication detection outputs into risk states, calibrated attack
probabilities, and task-oriented alert decisions.

KEYWORDS: UAV communication intrusion detection; knowledge distillation; risk stratification; probability
calibration; task-cost-aware threshold decision-making

1 Introduction
The development of the low-altitude economy is pushing unmanned aerial vehicles (UAVs) from

isolated task tools toward continuous mission platforms [1]. In low-altitude tasks such as logistics trans-
portation [2], general aviation inspection [3], maritime support [4], and emergency monitoring [5], UAV
communication links support not only remote control and status feedback, but also mission data transmis-
sion, anomaly alerts, and operation monitoring [6]. When communication links are affected by interference,
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attacks, or abnormal fluctuations, network-level anomalies may propagate to the mission level, leading to
control delay, connection interruption, state distortion, or mission deviation [7,8].

During mission execution, communication anomalies are usually handled through alert mechanisms
that may trigger responses such as verification, link switching, or mission adjustment. Whether an alert
should be triggered depends on model outputs and threshold decision-making [9]. This threshold-based
alert process may lead to two types of decision errors: false positives may trigger unnecessary responses,
while false negatives may leave real anomalies undetected. Different low-altitude operations have different
tolerance levels for these two types of errors. In this study, cross-sea logistics and general aviation inspection
are selected as representative scenarios of two task preferences. Cross-sea logistics places more emphasis
on mission continuity and dispatch stability, where excessive false positives may disrupt transportation
processes. General aviation inspection places more emphasis on risk discovery and timely response, where
false negatives may delay risk handling [10]. Therefore, UAV communication security research should not
only determine whether a communication process is abnormal, but also characterize communication risk
states and support threshold decision-making for alert generation and mission response.

Existing learning-based studies on UAV communication security mainly focus on communication
anomaly detection and intrusion identification. These methods usually build models from communication
traffic features, protocol fields, or message sequences to determine whether anomalous or intrusive behaviors
occur during communication processes [11–14]. Public UAV communication security datasets are also mostly
organized as fine-grained communication records, protocol message sequences, or network flow features.
They can support the training and performance evaluation of detection models, but usually lack risk state
labels and alert decision labels for mission processes [15,16]. Therefore, models trained on such data can
produce communication anomaly probabilities or intrusion risk scores, but they cannot directly support
graded alerts and task-oriented response decisions.

To use detection results for security warning during low-altitude missions, it is still necessary to
construct risk-state representations and convert model probabilities into reliable inputs for threshold search
and alert decision-making [17]. Some studies have started to consider UAV security situation assessment
and response strategies, but the connection among detection probabilities, risk states, and cost-sensitive alert
thresholds remains unclear [18]. How to convert communication anomaly probabilities into low-, medium-,
and high-risk states, and how to determine alert thresholds according to task costs, remain open issues.

To address these issues, this paper proposes Risk Stratification and Task-cost-aware Decision via Knowl-
edge Distillation (RSTD-KD), a knowledge distillation-based method for UAV communication risk-state
stratification and threshold decision-making. RSTD-KD aggregates fine-grained communication records
into window-level communication behavior samples, constructs low-, medium-, and high-risk reference
states, and introduces binary communication-anomaly boundary information and soft attack-probability
supervision into three-level risk-state learning through distillation-guided risk stratification. The output
attack probabilities are then calibrated and combined with task-cost constraints for threshold search, thereby
generating alert thresholds and alert decisions under different task preferences. Through this design, RSTD-
KD extends UAV communication detection outputs from binary anomaly identification to risk states,
calibrated attack probabilities, and task-oriented alert-decision evidence.

RSTD-KD is evaluated with ECU-IoFT as the primary benchmark dataset. The experiments cover
window-level risk-state recognition, distillation-guided learning, probability calibration, and task-cost-
aware threshold decision-making. The results show that RSTD-KD achieves effective risk-state recognition
under the public ECU-IoFT benchmark setting; soft attack-probability supervision improves risk stratifi-
cation performance; and probability calibration improves the reliability of attack probabilities as inputs for
threshold search and cost calculation. Task-cost-based threshold scanning further shows that different task
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preferences lead to differentiated alert thresholds, enabling the same model output to support task-oriented
alert decisions under different low-altitude operations. In addition, UAVIDS-2025 is used as an additional
external benchmark to examine the portability of RSTD-KD under different UAV communication data
granularity and attack taxonomy. These results show that RSTD-KD provides a modeling path for converting
public UAV communication records into risk states, calibrated attack probabilities, and task-oriented
alert-decision evidence under representative low-altitude task preferences.

The main contributions of this paper are summarized as follows.

1. This paper develops a window-level communication behavior modeling process for UAV communi-
cation risk-state stratification. By aggregating fine-grained communication records into window-level
communication behavior samples, RSTD-KD captures local behavior changes in continuous com-
munication segments and provides structured inputs for communication anomaly detection and
risk-state learning.

2. This paper proposes a distillation-guided risk-state stratification learning method that transfers binary
communication-anomaly boundary information into low-, medium-, and high-risk state learning. By
defining the model-level attack probability as the sum of medium- and high-risk state probabilities,
the method aligns binary anomaly-probability supervision with three-level risk-state stratification,
improving risk-state recognition while maintaining low inference complexity.

3. This paper designs a probability calibration and task-cost-aware threshold decision-making mechanism
for UAV communication warning. Based on calibrated attack probabilities and task-specific false-
positive (FP) and false-negative (FN) costs, the mechanism determines alert thresholds under different
task preferences. Extensive evaluation on ECU-IoFT and additional external-dataset portability analysis
on UAVIDS-2025 further examine the effectiveness and portability of the proposed framework across
different UAV communication data granularities and attack taxonomies.

The rest of this paper is organized as follows. Section 2 reviews related work. Section 3 presents the
RSTD-KD framework and its key methods. Section 4 reports the experimental setup and results. Section 5
concludes the paper and discusses future research directions.

2 Related Work

2.1 UAV Communication Security and Link Protection
Research on UAV communication security first focuses on the security of communication links

and network structures. UAV systems usually involve UAV-to-ground station communication, multi-UAV
cooperative communication, and flying ad hoc network (FANET) communication. Different connection
patterns may expose the system to eavesdropping, jamming, spoofing, replay attacks, malicious nodes,
and routing attacks [19]. Existing surveys have classified UAV security issues from the perspectives of
hardware, software, communication, and sensors. They also show that communication links remain one of
the most vulnerable components in UAV systems [20]. In terms of protection mechanisms, existing studies
mainly investigate physical-layer security, cryptographic authentication, secure transmission, lightweight key
management, and FANET authentication mechanisms [21–23]. These studies provide an important basis for
UAV communication link protection. However, most of them focus on attack surface analysis and protection
mechanism design. They pay less attention to how detection results can be converted into risk states and
task-oriented alert decisions during mission execution.
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2.2 Learning-Based Anomaly Detection and Communication Behavior Modeling
With the growth of UAV communication data and public security datasets, learning-based anomaly

detection has become an important direction in UAV communication security. Existing studies usu-
ally extract features from traffic statistics, protocol fields, flow-level features, or UAV operational states.
They then use machine learning, deep learning, or ensemble models for anomaly detection and attack
classification. Mohammed and Fourati systematically analyzed intrusion detection system (IDS) datasets
for intra- and inter-UAV communication systems. They showed that data sources, attack coverage, and
communication scenarios directly affect the applicability of intelligent detection methods [24]. Miao et al.
proposed a deep-meta-heuristic UAV intrusion detection system to improve detection performance in
complex communication scenarios [25]. Later studies further explored artificial intelligence (AI)-enhanced
detection, stratified sampling, and ensemble learning to improve the stability of UAV network intrusion
detection [26,27].

Recent UAV/drone security studies have further introduced graph-based, attention-based, and
Transformer-based modeling paradigms. Mughal et al. [28] proposed a topology-aware graph neural
network (GNN)-based IDS for UAV swarms by exploiting spatial relationships among UAVs. Aldossary
et al. [29] developed a Cross-Layer Convolutional Attention Network (CLCAN) for drone-to-drone and
drone-to-base-station communications, using multi-scale convolution and attention-based fusion to capture
complex communication abnormalities. Zhao et al. [18] proposed TransReSE for UAV swarm network
security situation assessment by integrating Transformer-based dependency modeling and multi-scale deep
feature extraction. These works show that UAV/drone security modeling has moved beyond conventional
tree-based or shallow neural classifiers toward topology-aware, attention-enhanced, and Transformer-based
deep architectures.

In addition to centralized or single-site learning-based UAV IDS methods, federated-learning-based
UAV IDS has also attracted attention for distributed UAV and FANET environments. Recent studies
have used federated training to support privacy-preserving intrusion detection, client-side data isolation,
incremental model updating, or collaborative learning across multiple UAV nodes [14,30]. These studies
highlight the importance of distributed training and deployment protocols for UAV network security.
However, the present work focuses on centralized window-level risk-state stratification and task-cost-aware
threshold decision-making under a unified feature space and data split.

Collectively, these studies demonstrate that learning-based UAV IDS has evolved from conventional
machine-learning and ensemble classifiers toward topology-aware, attention-enhanced, Transformer-based,
and federated/distributed modeling paradigms. However, most methods still take detection accuracy or
attack classification as the final objective. Few of them explicitly connect window-level communication
behavior modeling with risk stratification and subsequent threshold decision-making.

2.3 Risk Assessment, Risk Stratification, and Probability Reliability
Some studies have moved from simple detection to risk assessment and security situation analysis.

For example, Miao and Pan developed a UAV cyber range risk assessment model based on Bayesian–
Nash equilibrium. Their model was used to analyze attack-defense strategies and risk changes [31]. Sun
et al. modeled UAV operational risk factors and their dependencies from accident data. Their work shows
that UAV risk analysis needs to consider the coupling among multiple risk factors [32]. These studies
highlight the importance of risk modeling. Recent UAV swarm security situation assessment studies have
further attempted to estimate the overall network security state and threat level from traffic and threat data.
For example, TransReSE integrates Transformer, ResNeXt, and squeeze-and-excitation modules for UAV
swarm network security situation assessment [18]. Nevertheless, these methods mainly focus on system-level
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risk, operational safety risk, or global network threat assessment, rather than calibrated window-level risk
probabilities and task-specific alert thresholds for UAV mission execution.

They do not directly address how communication detection probabilities should be mapped into low-,
medium-, and high-risk states. At the same time, probability calibration studies have shown that classifier
probabilities are not naturally reliable probability estimates. Calibrated probabilities are more suitable for
uncertainty representation, cost-sensitive decision-making, and threshold decision-making [33]. Therefore,
UAV communication risk stratification requires not only an anomaly detection model, but also reliable
attack-probability estimates and well-defined risk-state boundaries.

2.4 Cost-Sensitive Learning and Threshold Decision-Making
In anomaly detection and classification tasks, a fixed threshold cannot always meet practical decision

requirements. Leevy et al. showed that output-threshold adjustment can improve model performance in
imbalanced classification without changing the training data, and that the decision threshold can be selected
according to different evaluation metrics [34]. Gutiérrez-López et al. further discussed decision thresholds
for rebalanced classification ensembles from a Bayesian threshold perspective [35]. These studies indicate
that a threshold selection process is still needed between model probability outputs and final alert decisions.

For low-altitude UAV tasks, threshold selection depends not only on model discrimination performance
but also on task-specific cost preferences. For example, mission-continuity-oriented tasks may require
stricter false-alarm control, whereas risk-discovery-oriented tasks may place greater emphasis on reducing
missed alarms. Existing studies on threshold selection and decision-making provide a useful methodological
basis for this work. However, their application context is usually not UAV communication security, and
they rarely integrate detection probabilities, risk states, and task costs into a unified task-oriented risk
warning process.

Overall, existing studies have provided useful foundations for UAV communication security,
learning-based anomaly detection, risk assessment, and threshold decision-making. Recent UAV/drone
security methods have further explored topology-aware GNNs, convolutional-attention architectures, and
Transformer-based security situation assessment, which strengthen the modeling capability for complex
UAV/drone communication behaviors. However, most of them focus separately on communication anomaly
identification, system-level risk modeling, or classification threshold selection. A complete modeling process
from fine-grained communication records to three-level risk states and then to cost-sensitive alert thresholds
is still lacking. To address this methodological disconnect, this paper proposes RSTD-KD, which inte-
grates window-level communication behavior modeling, knowledge distillation-guided risk stratification,
probability calibration, and task-cost-aware threshold decision-making. Through this design, UAV commu-
nication detection outputs are further converted into risk-state representations, calibrated probabilities, and
alert-decision evidence for low-altitude mission processes.

3 Methodology
This section presents RSTD-KD, a knowledge distillation-based method for risk-state stratification and

threshold decision-making in low-altitude UAV communication security. RSTD-KD takes UAV commu-
nication behavior samples as input and performs communication-anomaly detection, risk-state learning,
attack-probability estimation, probability calibration, and threshold decision-making. For packet-level
communication records, behavior samples are constructed by organizing raw records into fixed-length
communication windows. For flow-level communication records, each flow can be treated as a behavior
sample after dataset-specific feature encoding and normalization. In this paper, ECU-IoFT is used as the
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primary packet-level benchmark to instantiate the full window-based modeling process, while UAVIDS-2025
is used as an additional flow-level external benchmark for external-dataset portability analysis.

RSTD-KD consists of four main stages, as illustrated in Fig. 1. First, raw communication records are
processed through field normalization, chronological ordering, window or flow partitioning, and feature
encoding and aggregation to form communication behavior samples. Second, reference risk-state labels are
constructed as the Low, Medium, and High labels according to the potential impact of different commu-
nication behaviors on communication continuity, authentication or control security, routing integrity, and
service degradation. Third, the risk stratification learning module adopts a distillation-guided mechanism
that transfers binary communication-anomaly boundary information into three-level risk-state learning.
Under the joint constraint of reference risk-state labels and soft attack-probability supervision, the risk
stratification model learns low-, medium-, and high-risk reference states and outputs the attack probabilities
required for subsequent probability calibration and threshold decision-making. Finally, the calibrated attack
probabilities are used for threshold search and task-cost analysis, thereby generating task-cost-aware alert
thresholds and task-oriented alert decisions for different task-cost scenarios.

Figure 1: Overall framework of RSTD-KD. The framework converts UAV communication behavior samples into
risk states, calibrated attack probabilities, and task-oriented alert decisions through behavior-sample construction,
impact-oriented reference risk-state mapping, distillation-guided risk-state stratification, probability calibration, and
task-cost-aware threshold decision-making.

3.1 Problem Definition and Overall Framework of RSTD-KD
Given a set of UAV communication behavior samples, the objective of this study is not only to estimate

whether a sample belongs to the communication-anomaly class, but also to generate risk states and alert
thresholds for task-oriented warning. Let the input feature vector of the i-th behavior sample be defined as

xi = [xi1 , xi2, . . . , xid], (1)

where d denotes the feature dimension. For packet-level UAV communication records, xi is obtained by
aggregating consecutive records within a communication window. For flow-level UAV communication
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records, xi can be directly constructed from one flow record after feature encoding and normalization. This
distinction ensures that the sample-construction protocol is matched to the data granularity of each dataset.
The corresponding binary label is defined as

yi ∈ {0, 1}, (2)

where yi = 0 indicates a normal communication sample and yi = 1 indicates a communication-anomaly or
attack sample. The reference risk-state label is defined as

si ∈ {Low, Medium, High}. (3)

In this study, the attack probability denotes the probability that a behavior sample contains communi-
cation anomalies or attack behavior. It represents the binary communication-anomaly likelihood, whereas
the Low, Medium, and High labels denote reference risk states constructed from the operational impact of
communication behaviors. RSTD-KD produces three types of outputs: the attack probability, the predicted
risk state, and the task-oriented alert decision determined by the selected threshold. Unlike conventional
binary communication-anomaly detection methods, RSTD-KD does not stop at attack identification.
Instead, it further uses the estimated attack probability for risk-state stratification, probability calibration,
and task-cost-aware threshold decision-making.

3.2 Communication Behavior Sample Construction and Risk-State Mapping
The raw ECU-IoFT data are organized as fine-grained communication records. A single record can

reflect an instantaneous communication state, but it is insufficient to characterize the temporal variation of
attack behavior within a local communication segment. To obtain a more stable behavior representation,
fixed-length non-overlapping windows are constructed. Each window contains w consecutive communi-
cation records, and the stride is also set to w. In the experiments, w = 32. This setting avoids information
overlap between adjacent windows while preserving local communication behavior patterns.

Before window construction, raw records are processed through field normalization, timestamp pars-
ing, label unification, and missing value handling. Window-level features are then extracted from fields such
as Source, Destination, Protocol, Info, and Length. These features include packet length statistics, Info field
length, address diversity, communication endpoint patterns, protocol composition ratios, and Info keyword
ratios. They are used to describe communication behavior patterns within a window, rather than relying on
the instantaneous state of a single record.

Risk state construction converts original attack labels into trainable reference risk states. The mapping
rules are defined as follows:

No Attack→ Low,
Wi-Fi Deauthentication Attack→Medium,

WPA2-PSK Wi-Fi Cracking Attack→ High,
Tello API Exploit→ High.

These labels serve as reference risk states for supervised learning. The mapping is constructed accord-
ing to the expected impact of each behavior on communication continuity, authentication security, and
control-interface security. No Attack is mapped to the Low-risk state because it corresponds to normal
communication behavior and is used as the normal-risk reference. Wi-Fi Deauthentication Attack is mapped
to the Medium-risk state because it mainly disrupts communication availability by forcing disconnection
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from the wireless link. Although it may interrupt command transmission or status feedback, it does
not directly indicate credential compromise or control-interface exploitation. WPA2-PSK Wi-Fi Cracking
Attack is mapped to the High-risk state because successful cracking may expose authentication credentials
and enable unauthorized access to the UAV communication network. Tello API Exploit is also mapped
to the High-risk state because it targets the control interface and may directly affect UAV command
execution or mission behavior. Therefore, Medium denotes an attack state that requires verification and alert
confirmation, whereas High denotes a high-risk attack state that requires prioritized handling.

This rule-based mapping is not intended to define a universal severity standard for all UAV systems.
Instead, it provides a consistent reference-label construction strategy for the ECU-IoFT benchmark setting.
More generally, RSTD-KD follows an impact-oriented mapping principle: normal communication behavior
is mapped to Low, localized communication or routing disruption is mapped to Medium, and attacks that
may cause severe service degradation, authentication or identity compromise, control-interface abuse, or
routing-integrity damage are mapped to High. When this principle is applied to UAVIDS-2025, dataset-
specific traffic categories are mapped into the same Low/Medium/High reference-state structure according
to their communication impact. The same reference risk-state labels are used for all compared models within
each dataset, ensuring that the evaluation focuses on risk-state recognition capability rather than different
label definitions.

3.3 Risk Stratification Learning and Attack Probability Estimation
Risk stratification requires learning both binary communication-anomaly detection information and

the boundaries among low-, medium-, and high-risk reference states. Fig. 2 shows the distillation-guided
risk stratification module in RSTD-KD. This module consists of input and supervision, a Teacher model
for binary communication-anomaly estimation, a distillation constraint, and a lightweight risk stratification
model. During training, both the Teacher and the Student receive the same window-level communication
behavior features as input. The teacher model learns the binary communication-anomaly boundary and
outputs soft attack probabilities as probability supervision. The lightweight risk stratification model learns
the three-level risk state boundary under the joint supervision of reference risk state labels and soft attack-
probability supervision. It also outputs the attack probabilities required for subsequent probability calibration
and threshold decision-making. During inference, only the lightweight risk stratification model is retained
to reduce deployment complexity. The key design of this module is that the Teacher and the Student
are not trained for the same output space. The teacher model learns a binary communication-anomaly
boundary, whereas the Student learns three-level risk states. By defining the model-level attack probability
as the sum of the Medium and High risk-state probabilities, RSTD-KD transfers binary anomaly-boundary
information into three-level risk stratification learning. Therefore, the distillation term is used not only
for model compression, but also for boundary regularization between binary anomaly detection and risk
state recognition.

In the implementation, the Teacher model is instantiated by HistGradientBoosting Classifier. Given xi ,
the Teacher outputs the probability that the sample belongs to the communication-anomaly class:

pT
i = PT(yi = 1 ∣ xi), (4)

where yi = 1 denotes a window containing communication anomalies or attack behavior, PT(⋅) denotes the
probability output function of the Teacher, and pT

i denotes the attack probability produced by the Teacher.
The Teacher is not used for direct three-level risk state prediction. Its role is to provide the risk stratification
model with a smoother binary probability boundary.
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Figure 2: Distillation-guided risk-state stratification module of RSTD-KD. The binary communication-anomaly
estimator provides soft attack-probability supervision, while the lightweight risk stratification model learns low-,
medium-, and high-risk reference states and outputs uncalibrated attack probabilities for subsequent calibration and
threshold decision-making.

The lightweight risk stratification model uses a multi-layer perceptron (MLP) structure and outputs a
risk state probability vector:

π i = [πi ,Low, πi ,Medium, πi ,High], (5)

where πi ,Low, πi ,Medium, and πi ,High denote the probabilities that sample i belongs to the three risk states.
Since both Medium and High indicate attack-risk states, the model-level attack probability is defined as

pS
i = πi ,Medium + πi ,High. (6)

The non-distilled variant, denoted as RSTD-KD w/o Distillation in the ablation study, is trained only
with reference risk state labels and binary communication-anomaly labels. Its base loss is defined as

Lbase = λsLCE(si , π i) + λyLBCE(yi , pS
i ), (7)

where LCE denotes the cross-entropy loss for risk state classification, LBCE denotes the binary cross-entropy
loss for binary communication-anomaly detection, and λs and λy are the weights of the two loss terms.

With distillation, the complete RSTD-KD model further aligns the model-level attack probability with
the soft attack probability produced by the Teacher under the joint supervision of reference risk state labels,
binary communication-anomaly labels, and soft attack probabilities. The distillation constraint is defined by
the mean squared error:

Ld ist i l l = LMSE(pT
i , pS

i ). (8)

This distillation term encourages the lightweight risk stratification model to approximate the soft
probability boundary provided by the Teacher, enabling more stable attack probability estimation while
keeping the model lightweight.
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The final loss is defined as

L = λsLCE(si , π i) + λyLBCE(yi , pS
i ) + λdLMSE(pT

i , pS
i ), (9)

where λd denotes the weight of the distillation term. This objective allows the complete RSTD-KD model to
jointly learn reference risk state labels, binary communication-anomaly detection information, and the soft
attack-probability boundary transferred from the Teacher. The resulting model output can therefore be used
for risk state prediction, probability calibration, and subsequent threshold decision-making.

The predicted risk state is defined as

ŝ i = arg max
k∈{Low,Medium,High}

πi ,k , (10)

where ŝ i denotes the predicted risk state of the i-th window sample, and πi ,k denotes the corresponding
predicted probability for state k.

3.4 Probability Calibration and Task-Cost-Aware Thresholding
In task-oriented UAV communication warning, the model output probability is not only used for

binary communication-anomaly detection, but also directly affects alert-threshold selection and subsequent
response decisions. However, the probability produced by a learning model may be over-confident or insuf-
ficiently calibrated. Therefore, this study calibrates the attack probability produced by the trained RSTD-KD
model before threshold search, so that it can be used as a more reliable input for task-cost calculation.

Let pS
i denote the raw attack probability output by the trained RSTD-KD risk stratification model for

the i-th behavior sample. The calibrated attack probability is defined as

p̃i = C(pS
i ), (11)

where C(⋅) denotes the probability calibration function, and p̃i denotes the calibrated attack probability.
In this study, the calibration function is learned on the validation set and then fixed for test-set evaluation.
The calibrated probability p̃i is used as the unified input for subsequent alert-threshold search and task-
cost calculation.

Given an alert threshold θ, the binary alert decision is defined as

âi(θ) =
⎧⎪⎪⎨⎪⎪⎩

1, p̃i ≥ θ ,
0, p̃i < θ ,

(12)

where âi(θ) = 1 indicates that an alert for a communication anomaly or attack behavior is triggered, and
âi(θ) = 0 indicates that no alert is triggered.

For a given threshold θ, the false positive rate and false negative rate are defined as

FPR(θ) = FP(θ)
FP(θ) + TN(θ)

, (13)

FNR(θ) = FN(θ)
FN(θ) + TP(θ)

. (14)

Here, FPR(θ) measures the proportion of non-anomalous windows incorrectly assigned to the alert
class, while FNR(θ) measures the proportion of anomalous windows incorrectly assigned to the non-alert
class. FP, FN, TP, and TN denote false positive, false negative, true positive, and true negative, respectively.
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Let the cross-sea logistics scenario be denoted by L, and the general aviation inspection scenario be
denoted by I . For a task scenario q ∈ {L, I}, the task-cost function is defined as

Costq(θ) = c(q)FP ⋅ FPR(θ) + c(q)FN ⋅ FNR(θ), (15)

where c(q)FP and c(q)FN denote the false-positive and false-negative cost weights under task scenario q,
respectively.

To avoid arbitrary threshold selection when multiple candidate thresholds achieve the same minimum
validation cost, this study defines a task-preference-based tie-breaking rule. Let the minimum validation cost
under task scenario q be

Costmin
q =min

θ∈Θ
Costq(θ). (16)

The minimum-cost threshold set is defined as

Θ∗q = {θ ∈ Θ ∣ Costq(θ) = Costmin
q } , (17)

where Θ denotes the candidate threshold set. In the experiments, Θ is defined as a discrete threshold grid
from 0.01 to 0.99 with a step size of 0.01; the threshold candidates are searched on the validation set, and the
final threshold is selected from Θ∗q according to the task preference.

For the cross-sea logistics scenario, false alarms may cause unnecessary task verification, link-switching
assessment, or mission rescheduling. Therefore, this scenario is treated as false-positive-sensitive, and the
upper bound of the minimum-cost threshold set is selected:

θ∗L =max Θ∗L. (18)

For the general aviation inspection scenario, missed alarms may delay the discovery and handling of
real communication anomalies. Therefore, this scenario is treated as false-negative-sensitive, and the lower
bound of the minimum-cost threshold set is selected:

θ∗I =min Θ∗I . (19)

For the balanced setting, where false-positive and false-negative costs are equal, the default decision
point is retained when it belongs to the minimum-cost threshold set. Otherwise, the threshold closest to 0.50
is selected:

θ∗B = arg min
θ∈Θ∗B
∣θ − 0.50∣. (20)

This rule ensures that threshold selection is determined by validation-set cost minimization and
predefined task preferences, rather than by post-hoc manual selection.

After probability calibration and task-cost-aware thresholding, the model output is converted from an
attack probability into task-oriented alert decisions. The alert decision is further associated with the predicted
risk state through a rule-based response mapping: low-risk windows correspond to continued monitoring,
medium-risk windows correspond to link verification or alert confirmation, and high-risk windows corre-
spond to prioritized inspection and mission safety assessment. In operational UAV systems, these warning
outputs can be integrated with link switching, return-to-base assessment, or mission restriction mechanisms.
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4 Experimental Evaluation
This section evaluates the effectiveness of RSTD-KD from three aspects. First, it examines whether

communication behavior sample construction can provide stable inputs for UAV communication anomaly
detection and risk-state stratification, including window-size sensitivity, evaluation-protocol stability, attack-
type behavior, and external-dataset portability. Second, it evaluates whether distillation-guided risk-state
stratification learning and probability calibration can improve the reliability of low-, medium-, and high-risk
state recognition, including component ablation and Medium/High risk-state separability. Third, it analyzes
whether task-cost-aware threshold decision-making can generate differentiated alert thresholds and task-
oriented alert decisions under different task-cost settings, including cost-ratio sensitivity and simulated
communication-interference robustness analysis. Accordingly, the experiments are organized around the
following research questions (RQs):

RQ1 Can the constructed communication behavior samples support UAV communication anomaly
detection and risk-state stratification under different window sizes, evaluation protocols, attack types,
and dataset distributions?

RQ2 Can distillation-guided risk stratification improve low-, medium-, and high-risk state recognition,
and can probability calibration improve the reliability of attack probabilities for threshold
decision-making?

RQ3 Can task-cost-aware threshold decision-making generate differentiated alert thresholds and task-
oriented alert decisions under different task costs and simulated deployment disturbances?

To answer these RQs, the experiments analyze ECU-IoFT-based risk-state recognition performance,
component ablation, probability calibration reliability, window-size sensitivity, external-dataset portability
on UAVIDS-2025, Medium/High risk-state separability, task-cost-aware threshold selection, cost-ratio
sensitivity, and robustness under simulated communication interference.

To avoid protocol inconsistency among supplementary analyses, the window-size sensitivity analysis,
cost-ratio sensitivity analysis, and simulated communication-interference robustness analysis are conducted
under a unified attack-stratified split. The window-size and robustness analyses focus on fixed risk-state
inference, whereas the cost-ratio sensitivity analysis uses calibrated attack probabilities and validation-set
threshold search to determine task-specific alert thresholds.

4.1 Dataset and Preprocessing
ECU-IoFT is used as the primary benchmark dataset for the main evaluation, while UAVIDS-2025 is

used as an additional external benchmark for external-dataset portability analysis. The two datasets differ in
data granularity, communication scenario, attack taxonomy, and sample construction strategy, which enables
RSTD-KD to be evaluated under both packet-level window-based communication records and flow-level
FANET traffic records.

The ECU-IoFT dataset records normal communication and multiple attack behaviors between the
UAV and the ground side, providing a suitable benchmark for evaluating UAV communication anomaly
detection, risk-state construction, and task-oriented alert decision-making. Since ECU-IoFT is organized
as fine-grained packet-level communication records, consecutive records are aggregated into window-level
communication behavior samples to characterize local communication patterns within continuous com-
munication segments. Based on the original communication labels, binary communication-anomaly labels,
detailed attack-category labels, and low-, medium-, and high-risk reference-state labels are generated. The
constructed ECU-IoFT dataset contains 1702 window-level communication behavior samples, including 996
Normal samples and 706 Attack samples. No Attack is mapped to the Low-risk state, Wi-Fi Deauthentication
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Attack is mapped to the Medium-risk state, and WPA2-PSK Wi-Fi Cracking Attack and Tello API Exploit
are mapped to the High-risk state according to their potential impact on communication continuity, authen-
tication security, and control-interface security. This construction provides the empirical basis for evaluating
window-level risk-state recognition, probability calibration, and task-cost-aware threshold decision-making
under the ECU-IoFT benchmark setting.

UAVIDS-2025 is further adopted as a flow-level FANET intrusion detection dataset generated through
NS-3 simulation. It contains 122,171 labeled flow records from five traffic categories: Normal Traffic, Blackhole
Attack, Wormhole Attack, Sybil Attack, and Flooding Attack. Since UAVIDS-2025 is already organized as
flow-level records, each flow is treated as one communication behavior sample after feature encoding and
normalization, and the packet-level sliding-window construction used for ECU-IoFT is not applied. For
UAVIDS-2025, the same impact-oriented three-level reference risk-state principle is used. Normal Traffic is
mapped to the Low-risk state. Blackhole Attack is mapped to the Medium-risk state because it mainly causes
localized routing disruption through packet dropping. Wormhole, Sybil, and Flooding attacks are mapped
to the High-risk state because they may cause routing-integrity damage, identity manipulation, or severe
service degradation in FANET communication.

The label distributions and reference risk-state mappings of the two datasets are summarized in Fig. 3.
Panel (a) shows the constructed ECU-IoFT window-level samples, including binary communication-
anomaly labels, detailed attack categories, mapped risk states, sample counts, and sample proportions. Panel
(b) shows the UAVIDS-2025 flow-level traffic categories and their corresponding reference risk states.

Figure 3: Label distribution and reference risk-state mapping of the two datasets used in this study. Panel (a) reports the
constructed ECU-IoFT window-level communication behavior samples. Panel (b) reports the UAVIDS-2025 flow-level
traffic categories used for external-dataset portability analysis.
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The ECU-IoFT data split follows a label-block-based chronological split strategy. This strategy preserves
temporal order and maintains attack-type coverage across the training, validation, and test sets, making
it suitable for a comprehensive benchmark-based evaluation of the proposed risk-state stratification and
threshold decision-making process under the public ECU-IoFT setting. All ECU-IoFT-based compared
models are trained and evaluated under the same window-level features, reference risk-state labels, data split,
and evaluation metrics, ensuring a consistent experimental setting for performance comparison.

For UAVIDS-2025, a flow-level stratified evaluation protocol is adopted because the dataset does not
contain packet-level temporal windows. In the repeated random-seed evaluation, flow records are split
into training, validation, and test subsets in a stratified manner, so that the distributions of the original
traffic categories and mapped risk states are preserved across different subsets. The validation subset is
used for probability calibration and model-selection-related procedures, while the test subset is used only
for final performance reporting. This process is repeated under five random seeds, and the mean and
standard deviation are reported. In addition, a stratified 5-fold cross-validation experiment is conducted as
a complementary stability check, where each fold preserves the class distribution as much as possible and is
used once as the test fold.

The label-block-based chronological split is used as the main ECU-IoFT benchmark protocol for the
overall performance comparison. Additional ECU-IoFT analyses that examine specific factors, such as
window-size sensitivity, task-cost ratio sensitivity, and simulated communication-interference robustness,
are reported separately in the corresponding experimental subsections. The UAVIDS-2025 experiment uses
the flow-level stratified protocol described above, because its data granularity, attack taxonomy, and feature
interface are different from those of ECU-IoFT.

4.2 Baselines
For the main ECU-IoFT benchmark comparison, all external baselines are evaluated under the

same window-level communication behavior features, data split, and evaluation metrics. The compared
baseline models are summarized in Table 1. DG-RF and DG-XGB are adapted from the machine-learning
IDS paradigm of DroneGuard [36], and are implemented as Random Forest and XGBoost baselines,
respectively. LGBM-IDS follows the LightGBM-based intrusion detection method [37], representing an
efficient boosting-tree baseline for structured communication behavior features. CP-MLP is inspired
by cyber-physical UAV IDS studies [12], and is implemented as a lightweight neural baseline using
window-level communication behavior features. The baseline set also covers advanced UAV/drone security
modeling paradigms. GNN-IDS is adapted from topology-aware UAV swarm intrusion detection stud-
ies [28]. CLCAN-IDS is adapted from convolutional-attention-based drone-network intrusion detection
studies [29]. TransReSE-IDS is adapted from Transformer-based UAV swarm security situation assessment
studies [18]. All external baselines are re-implemented as three-class risk-state classifiers under the same
window-level features, reference risk-state labels, data split, and evaluation metrics. RSTD-KD denotes the
proposed method and is evaluated as the final risk stratification and threshold decision-making model in the
following experiments.

These baselines cover multiple representative UAV communication security modeling paradigms.
DG-RF represents nonlinear bagging-based ensemble learning. DG-XGB and LGBM-IDS represent
boosting-tree-based IDS models for structured communication behavior features. CP-MLP represents
a lightweight neural classification baseline. GNN-IDS represents graph-based dependency model-
ing by constructing a feature-similarity graph over communication windows. CLCAN-IDS represents
convolutional-attention-based feature extraction and fusion for drone communication intrusion detection.
TransReSE-IDS represents Transformer-based dependency modeling and multi-scale deep feature extraction
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for UAV security situation assessment. For fairness, all external baselines in the ECU-IoFT benchmark use
the same input features and risk-state labels. Original dataset-specific preprocessing procedures, topology
definitions, and external threat-level calculation rules are not directly transferred; instead, each baseline is
adapted to the unified ECU-IoFT risk-state classification setting. RSTD-KD further introduces soft attack-
probability supervision, probability calibration, and task-cost-aware threshold decision-making, which
distinguishes it from the external classification baselines.

Table 1: External baseline models used for ECU-IoFT UAV communication risk-state classification comparison under
the same window-level features, data split, and evaluation metrics.

Model Description

DG-RF [36] Random Forest baseline adapted from the DroneGuard machine-learning IDS
paradigm for drone networks.

DG-XGB [36] XGBoost baseline adapted from the DroneGuard framework for UAV intrusion
detection.

LGBM-IDS [37] LightGBM-based intrusion detection baseline using structured communication
behavior features.

CP-MLP [12] Lightweight neural baseline implemented using window-level communication
behavior features.

GNN-IDS [28] Graph neural network baseline adapted from recent topology-aware UAV swarm
intrusion detection studies.

CLCAN-IDS [29] Convolutional-attention baseline adapted from recent drone-network intrusion
detection studies.

TransReSE-IDS [18] Transformer-based UAV security situation assessment baseline adapted for
communication risk-state classification.

Because federated-learning-based UAV IDS methods require additional distributed-training protocol
settings, such as client partitioning, non-IID data construction, communication rounds, aggregation strate-
gies, and communication-overhead evaluation [14,30], they are not used as main centralized baselines under
the present ECU-IoFT window-level risk-state classification protocol.

4.3 Evaluation Metrics
The evaluation metrics are divided into several groups according to the experimental objectives. For the

overall risk-state classification comparison, we report Accuracy, Balanced Accuracy, Macro-F1, and High-
state Recall. Accuracy measures the overall prediction correctness. Balanced Accuracy and Macro-F1 are used
to reduce the influence of class imbalance on the overall evaluation. High-state Recall measures the capability
of a model to correctly identify high-risk communication windows, which is particularly important for UAV
mission safety because missed high-risk states may lead to delayed alerts.

High-state Recall is computed as the recall of the High-risk reference state, i.e., the proportion of true
High-risk windows that are correctly predicted as High. Formally, it is defined as

High-state Recall =
TPHigh

TPHigh + FNHigh
(21)
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where TPHigh denotes the number of correctly identified High-risk windows, and FNHigh denotes the number
of High-risk windows incorrectly assigned to other risk states.

For the external-dataset portability analysis on UAVIDS-2025, Accuracy, Balanced Accuracy, and
Macro-F1 are also reported under multiple random seeds and 5-fold cross-validation. Risk-level F1 scores and
attack-type detection rates are additionally reported to examine whether the framework remains effective
under a different UAV communication data granularity and attack taxonomy. For probability reliability
evaluation, we report Brier Score. Brier Score evaluates the reliability of attack-probability estimates, where
a lower Brier Score indicates better probability calibration.

For task-cost-aware threshold decision-making, we use false positive rate (FPR), false negative rate
(FNR), Attack Recall, and the task-cost function Cost to analyze alert performance under different task-cost
settings. Attack Recall measures the proportion of attack-related communication windows that are correctly
assigned to the alert class. For cost-ratio sensitivity analysis, we further report the selected threshold, FPR,
FNR, and expected cost under different false-positive and false-negative cost ratios. Probability calibration
methods and alert thresholds are determined on the validation set and then fixed for test-set evaluation to
avoid information leakage from the test set.

For Medium/High risk-state separability analysis, we report Medium-to-High and High-to-Medium
cross-confusion counts, Direct M/H Sep. Ratio, probability margin, and prediction entropy. Direct M/H Sep.
Ratio is used as a diagnostic statistic to examine whether the distillation objective weakens or preserves the
direct separability between Medium- and High-risk states.

For stability and robustness analysis, we report mean and standard deviation over multiple random
seeds or cross-validation folds when applicable. In the simulated communication-interference experiments,
performance degradation and performance retention are calculated relative to the no-interference setting to
quantify robustness under channel fading, electromagnetic noise, packet loss, and packet reordering.

4.4 Risk-State Recognition Performance
The comparative results of different models in terms of Accuracy, Balanced Accuracy, Macro-F1,

and High-state Recall are shown in Fig. 4. Overall, DG-RF obtains relatively lower results, indicating
that Random Forest can capture part of the nonlinear feature relationships, but it is less effective in
representing the three-level risk-state boundaries. DG-XGB and LGBM-IDS clearly outperform DG-RF,
which suggests that boosting-tree models are more suitable for modeling nonlinear relationships and
feature interactions in window-level communication behavior features. CP-MLP further improves Balanced
Accuracy and Macro-F1, showing that a lightweight neural model can learn more stable representations from
window-level features.

Figure 4: Performance comparison between external baseline models and RSTD-KD for window-level UAV commu-
nication risk-state recognition. Panels (a–d) report Accuracy, Balanced Accuracy, Macro-F1, and High-state Recall,
respectively.
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Among the external baselines, GNN-IDS, CLCAN-IDS, and TransReSE-IDS represent graph-based,
convolutional-attention, and Transformer-based UAV/drone security modeling paradigms, respectively.
GNN-IDS achieves 86.81% Accuracy, 91.06% Balanced Accuracy, 88.34% Macro-F1, and 94.20% High-state
Recall, indicating that graph-based dependency modeling can provide useful relational information for
communication risk-state recognition. CLCAN-IDS obtains 88.73% Accuracy, 93.13% Balanced Accuracy,
90.06% Macro-F1, and 95.74% High-state Recall, showing the effectiveness of convolutional-attention feature
extraction for drone communication behavior modeling. TransReSE-IDS achieves the strongest performance
among the external baselines, with 89.56% Accuracy, 93.98% Balanced Accuracy, 91.47% Macro-F1, and
96.52% High-state Recall, suggesting that Transformer-based dependency modeling and multi-scale feature
extraction provide a competitive representation for UAV communication risk-state classification.

Among all compared methods, RSTD-KD achieves the best performance on all four metrics, with
93.75% Accuracy, 96.44% Balanced Accuracy, 94.65% Macro-F1, and 100.00% High-state Recall. Compared
with TransReSE-IDS, which is the strongest external baseline in this experiment, RSTD-KD improves
Accuracy, Balanced Accuracy, Macro-F1, and High-state Recall by 4.19, 2.46, 3.18, and 3.48 percentage points,
respectively. These results show that the advantage of RSTD-KD is not limited to overall accuracy. It is more
evident in class-balanced performance and high-risk state capture, which is consistent with the objective of
risk stratification.

The 100.00% High-state Recall means that all test windows whose reference labels are High are correctly
identified as High under the fixed ECU-IoFT test split. In other words, no High-risk reference window is
misclassified as Low or Medium in this offline benchmark evaluation. This result is mainly attributed to the
distillation-guided risk-state learning objective, which combines supervised High-risk reference labels with
binary attack-probability supervision, thereby helping the model preserve high-risk attack evidence during
risk-state classification.

It should be noted that this value is a test-set result under the current benchmark protocol, rather
than a guarantee of zero missed High-risk states in all real-world UAV deployment scenarios. Therefore,
the 100.00% High-state Recall is interpreted as evidence of strong sensitivity to High-risk windows in the
ECU-IoFT evaluation, while further field validation is still required for deployment-level conclusions.

4.5 Distillation Ablation and Probability Calibration Reliability
Risk-state recognition depends not only on window-level communication behavior features, but also

on whether the model can stably learn the relationship between binary communication-anomaly detection
information and the boundaries among low-, medium-, and high-risk reference states. To analyze the
effect of distillation-guided risk stratification, this section compares three method settings under the fixed-
split evaluation protocol: Binary Probability Baseline, RSTD-KD w/o Distillation, and RSTD-KD. Binary
Probability Baseline directly converts attack probabilities into three-level risk-state outputs. RSTD-KD w/o
Distillation removes soft attack-probability supervision from the complete framework and is trained only
with reference risk-state labels and binary communication-anomaly labels. RSTD-KD denotes the complete
proposed method, which jointly uses reference risk-state labels, binary communication-anomaly labels, and
soft attack-probability supervision for risk stratification learning.

For ablation comparison, Binary Probability Baseline is evaluated at the risk-state level by converting
its binary attack probabilities into Low, Medium, and High states using two validation-set thresholds.
Specifically, samples with probabilities below the lower threshold are assigned to Low, samples between
the two thresholds are assigned to Medium, and samples above the upper threshold are assigned to High.
This conversion is used only to examine whether binary attack probabilities alone can support three-level
risk-state recognition; it is not used as the final inference setting of RSTD-KD.
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The fixed-split ablation results show clear differences among the three method settings, as illustrated
in Fig. 5. Binary Probability Baseline shows substantially lower performance in Macro-F1 and High-state
Recall, indicating that binary attack probabilities alone cannot adequately characterize the boundaries among
low-, medium-, and high-risk reference states. This result also suggests that directly converting binary attack
probabilities into risk-state outputs is insufficient for reliable three-level risk recognition.

Figure 5: Ablation results of RSTD-KD for window-level UAV communication risk-state recognition under binary
probability baseline, RSTD-KD w/o distillation, and complete RSTD-KD.

Compared with RSTD-KD w/o Distillation in the fixed-split evaluation, the complete RSTD-KD
improves Accuracy from 89.45% to 93.75%, Balanced Accuracy from 91.28% to 96.44%, Macro-F1 from
88.72% to 94.65%, and High-state Recall from 95.12% to 100.00%. These numerical improvements provide
a direct quantitative ablation analysis for the knowledge-distillation component under the main fixed-split
benchmark protocol. This indicates that soft attack-probability supervision provides additional boundary
information beyond hard reference risk labels and binary communication-anomaly labels. The distilla-
tion mechanism therefore transfers binary communication-anomaly detection information into the risk
stratification learning process and improves the stability of the three-level risk-state boundaries. Because
task-cost-aware thresholding relies on reliable attack-probability estimates, we further evaluate probability
calibration using the Brier Score.

If the attack probability is poorly calibrated, subsequent threshold search may lead to unstable alert
decisions even when risk-state prediction is accurate. Therefore, Platt Scaling is applied to the attack
probabilities produced by Binary Probability Baseline and RSTD-KD, and Brier Score is used to measure
probability prediction error.

The probability calibration results show that Platt Scaling substantially reduces the Brier Scores of both
Binary Probability Baseline and RSTD-KD, as reported in Table 2. For Binary Probability Baseline, the Brier
Score decreases from 0.1872 to 0.0307. For RSTD-KD, the Brier Score decreases from 0.0762 to 0.0113. This
result confirms that Platt probability calibration improves the reliability of attack-probability estimates. Its
contribution is mainly reflected in probability calibration rather than direct risk-state classification accuracy.
Since the calibrated Brier Score of RSTD-KD is lower than that of Binary Probability Baseline, the calibrated
attack probabilities produced by RSTD-KD are used as the main input for subsequent task-cost-aware
threshold decision-making.
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Table 2: Probability calibration results of binary probability baseline and RSTD-KD. Lower Brier Score indicates better
probability calibration.

Method Calibration Method Raw Brier Score Calibrated Brier Score
Binary Probability Baseline Platt Scaling 0.1872 0.0307

RSTD-KD Platt Scaling 0.0762 0.0113

4.6 Window-Size Sensitivity Analysis
The window length w controls the temporal granularity of window-level communication behavior

modeling. A smaller window can generate more samples and preserve short-term communication changes,
whereas a larger window can cover longer communication segments but may reduce the number of available
samples and smooth short-term attack behaviors. Since the main experiments adopt w = 32, we conduct a
supplementary window-size sensitivity analysis to examine whether the performance of RSTD-KD strongly
depends on this setting. To ensure protocol consistency among supplementary ECU-IoFT analyses, this
analysis uses a unified attack-stratified split and fixed risk-state inference protocol. The row with w = 32 is
used as the reference setting, and ΔAccuracy is computed relative to this default configuration.

The results in Table 3 show that RSTD-KD is not highly sensitive to the window-size setting under the
unified evaluation protocol. When w varies from 8 to 64, Accuracy remains within a narrow range from
93.02% to 94.71%, with a maximum difference of 1.69 percentage points. Macro-F1 remains between 93.45%
and 95.91%, and High-state Recall remains between 98.21% and 100.00%. Compared with the default setting
w = 32, the largest Accuracy improvement is only 0.96 percentage points at w = 8, while the largest decrease
is 0.73 percentage points at w = 64. These results indicate that the main performance trend of RSTD-KD
is stable across different temporal granularities, rather than being dependent on a single carefully tuned
window size.

Table 3: Window-size sensitivity analysis of RSTD-KD under the unified attack-stratified split and fixed risk-state
inference protocol.

w Windows Test Accuracy (%) ΔAccuracy Macro-F1 (%) High-State Recall (%)
8 6811 1021 94.71 +0.96 95.91 100.00
16 3405 510 94.12 +0.37 94.91 98.80
24 2270 342 94.15 +0.40 95.48 98.21
32 1702 256 93.75 0.00 94.65 100.00
48 1135 170 94.12 +0.37 94.67 100.00
64 851 129 93.02 −0.73 93.45 100.00

Although w = 8 achieves the highest Accuracy and Macro-F1 in this supplementary analysis, the
improvement over w = 32 is limited. The default setting w = 32 is retained because it provides a practical
balance between local communication context length, sample availability, class-balanced performance, and
high-risk state sensitivity. Larger windows do not provide a clear advantage: w = 48 achieves performance
close to w = 32 but uses fewer window samples and a coarser temporal granularity, whereas w = 64 leads
to lower Accuracy and Macro-F1. Therefore, increasing the window length beyond w = 32 does not bring
additional benefit under the current window-level statistical feature design.
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We further examine adaptive multi-window aggregation by comparing fixed-window infer-
ence with majority voting, confidence-weighted voting, and maximum-confidence selection over
w ∈ {8, 16, 24, 32, 48, 64}. These aggregation strategies do not improve Accuracy over the fixed w = 32 setting:
all three obtain 93.75% Accuracy and 100.00% High-state Recall. They only slightly improve Macro-F1
from 94.65% to 95.16%, suggesting that multi-window aggregation brings limited additional benefit in the
current setting. Therefore, the fixed w = 32 setting is not the primary bottleneck of RSTD-KD, although
more advanced data-driven window construction remains a meaningful future direction for dynamic UAV
traffic scenarios.

4.7 External-Dataset Portability Analysis
To examine whether RSTD-KD can be adapted beyond the primary ECU-IoFT benchmark, we evaluate

it on UAVIDS-2025 using the flow-level stratified protocol described in the dataset preprocessing step. This
experiment is positioned as an external-dataset portability evaluation, rather than as a zero-shot transfer
experiment or a universal generalization claim across all UAV deployment scenarios.

The results reported in Table 4 show that RSTD-KD maintains stable performance on UAVIDS-2025.
Under five random seeds, it achieves 94.92% Accuracy, 93.52% Balanced Accuracy, and 94.38% Macro-F1.
Under 5-fold cross-validation, it obtains 94.84% Accuracy, 93.32% Balanced Accuracy, and 94.26% Macro-
F1. The small standard deviations, all no larger than 0.25 percentage points, indicate that the results are stable
with respect to random initialization and data partitioning on this external UAV communication benchmark.

Table 4: External-dataset portability results of RSTD-KD on UAVIDS-2025 under repeated random-seed evaluation
and 5-fold cross-validation.

Evaluation Protocol Accuracy (%) Balanced Accuracy (%) Macro-F1 (%)
5 Random seeds 94.92 ± 0.15 93.52 ± 0.16 94.38 ± 0.17

5-fold CV 94.84 ± 0.16 93.32 ± 0.25 94.26 ± 0.16

The detailed results in Table 5 further show that RSTD-KD maintains effective discrimination across
different risk levels and attack categories. Specifically, RSTD-KD achieves 98.17% F1 for Normal traffic,
89.26% F1 for the Medium-risk class corresponding to Blackhole attack, and 95.69% F1 for the High-risk
class covering Flooding, Sybil, and Wormhole attacks. At the attack-category level, the average recall rates
are 99.90% for Blackhole, 99.97% for Flooding, 99.96% for Sybil, and 98.10% for Wormhole. These results
suggest that RSTD-KD can preserve effective risk-state discrimination when the attack types shift from Wi-Fi
protocol-layer attacks in ECU-IoFT to FANET routing-layer attacks in UAVIDS-2025.

Overall, the UAVIDS-2025 results provide additional evidence that the main modeling components
of RSTD-KD can be adapted to UAV communication data with different granularity and attack taxonomy.
Nevertheless, UAVIDS-2025 is generated through network simulation and cannot fully represent all real low-
altitude UAV missions, communication frequencies, physical-layer effects, and deployment environments.
Therefore, further validation on real-world UAV communication datasets and field-collected flight data
remains necessary.
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Table 5: Detailed risk-level and attack-category performance of RSTD-KD on UAVIDS-2025 under the repeated
random-seed evaluation.

Level Category Average Value (%)
Risk-level F1 Normal traffic 98.17
Risk-level F1 Medium-risk class/Blackhole attack 89.26
Risk-level F1 High-risk class/Flooding, Sybil, and Wormhole attacks 95.69

Attack-category Recall Blackhole Attack 99.90
Attack-category Recall Flooding Attack 99.97
Attack-category Recall Sybil Attack 99.96
Attack-category Recall Wormhole Attack 98.10

4.8 Medium/High Risk-State Separability Analysis
The distillation objective in RSTD-KD aligns the teacher model’s binary attack probability with the

aggregated student probability πi ,Medium + πi ,High. Since both Medium and High belong to attack-related risk
states, a potential concern is that this binary probability constraint may blur the boundary between the two
states. To examine this issue, we conduct a pairwise Medium/High separability diagnostic under different
KD configurations. The evaluation is restricted to samples whose reference labels are Medium or High, and
the direct cross-confusion between these two states is explicitly counted.

Direct M/H Sep. Ratio is defined as the proportion of Medium- and High-risk samples that are not
directly confused with each other:

Direct M/H Sep. Ratio = 1 −
NMedium→High + NHigh→Medium

NMedium + NHigh
. (22)

For each diagnostic sample, the probability margin is defined as

γ i = πi ,si − max
k∈{Low,Medium,High}, k≠si

πi ,k , (23)

where si is the reference risk-state label. Med Margin and High Margin denote the average γi values for
Medium- and High-risk samples, respectively. Prediction entropy is computed from the full three-class risk-
state probability vector as

Hi = − ∑
k∈{Low,Medium,High}

πi ,k log(πi ,k). (24)

As shown in Table 6, the direct Medium/High decision boundary is preserved under all KD configura-
tions. The Direct M/H Sep. Ratio remains 1.000, and no Medium→High or High→Medium cross-confusion
is observed. This result indicates that aligning the teacher model’s binary attack probability with πi ,Medium +
πi ,High does not collapse Medium and High into a single attack-related class.

The probability-level indicators provide further support for this observation. The Medium and High
margins remain above 0.85 in all configurations, indicating that the correct Medium or High class is separated
from the closest competing risk state with a clear probability gap. The entropy values remain at a comparable
level across KD configurations and do not increase under Full KD compared with No KD, indicating that
Full KD does not introduce additional prediction uncertainty near the Medium/High boundary. Therefore,
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the binary distillation constraint mainly regularizes the total attack-probability mass, while the supervised
risk-state classification loss preserves the discrimination between Medium and High.

Table 6: Diagnostic analysis of Medium/High risk-state separability under different KD configurations. Direct M/H
Sep. Ratio measures only the direct separability between Medium and High on a 0–1 scale, and is not equivalent to the
full three-class risk-state accuracy.

KD Configuration Direct M/H
Sep. Ratio

Medium→
High

High→
Medium

Med
Margin

High
Margin Entropy

Full KD 1.000 0 0 0.852 0.869 0.284
No KD 1.000 0 0 0.869 0.854 0.316

KD ×0.5 1.000 0 0 0.860 0.864 0.292
KD ×2 1.000 0 0 0.861 0.912 0.224

Risk KD Only 1.000 0 0 0.854 0.868 0.285
Bin+Atk KD Only 1.000 0 0 0.900 0.893 0.261

The diagnostic results reported in Table 6 should be interpreted as a pairwise Medium/High boundary
analysis rather than as a replacement for the complete three-class risk-state evaluation. In the full evaluation,
High-state Recall counts High-risk samples misclassified as either Low or Medium, whereas Direct M/H Sep.
Ratio only measures direct cross-confusion between Medium and High. Therefore, this diagnostic analysis
provides targeted evidence that the binary distillation constraint does not blur the Medium/High boundary.

4.9 Task-Cost-Aware Threshold Decision-Making Analysis
After obtaining the calibrated attack probabilities produced by RSTD-KD, this section examines how

representative task-cost preferences affect alert-threshold selection. Cross-sea logistics and general aviation
inspection are adopted to instantiate two representative cost preferences. Cross-sea logistics places greater
emphasis on mission continuity and dispatch stability, where false alarms may lead to unnecessary task
verification, link-switching assessment, or mission rescheduling. General aviation inspection places greater
emphasis on risk discovery, where missed alarms may leave real communication anomalies untreated. Based
on these differences, different false-positive and false-negative costs are assigned to the two scenarios to
analyze how task preferences reshape the alert boundary.

The Fixed strategy uses the default threshold of 0.50 and recalculates the Test Cost under the corre-
sponding scenario-specific cost weights. The Task-cost-aware strategy searches the validation set according
to the cost function and selects the task-preferred alert threshold. Under this setting, the calibrated attack
probabilities produced by RSTD-KD form a validation minimum-cost threshold interval of 0.17–0.68, as
shown in Fig. 6a. This interval indicates that the calibrated probability outputs provide a stable decision
region in which multiple thresholds achieve the same minimum validation cost.

According to the predefined task-preference tie-breaking rule, the cross-sea logistics scenario selects
the upper bound of the minimum-cost threshold set because it is false-positive-sensitive. Therefore, the final
threshold is set to 0.68. In contrast, the general aviation inspection scenario selects the lower bound of the
same minimum-cost threshold interval because it is false-negative-sensitive. Therefore, the final threshold
is set to 0.17. This result shows that the same calibrated attack probabilities can support different alert
boundaries when task-cost preferences change.
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Figure 6: Threshold decision-making results under representative task-cost scenarios. Panel (a) shows the selected
thresholds and the validation minimum-cost threshold interval. Panel (b) reports the FPR–FNR trade-off under the
fixed and task-cost-aware strategies. Panel (c) compares the test cost under different task-cost scenarios.

The FPR–FNR results in Fig. 6b further illustrate the trade-off introduced by threshold adjustment.
In the cross-sea logistics scenario, the higher task-cost-aware threshold keeps the FPR at 1.02%, while the
FNR increases to 2.08%. This setting is consistent with a false-positive-sensitive preference, because it avoids
expanding the alert scope unnecessarily. In the general aviation inspection scenario, the lower task-cost-
aware threshold reduces the FNR to 0.00%, while the FPR increases to 2.04%. This setting is consistent with
a false-negative-sensitive preference, because it prioritizes the discovery of attack-related communication
windows. Therefore, the threshold adjustment produces interpretable alert behaviors that correspond to
different operational priorities.

The Test Cost results in Fig. 6c further confirm that the selected thresholds reflect different task-cost
preferences. The Fixed strategy yields low Test Cost values because the default threshold of 0.50 falls inside
the validation minimum-cost interval. The task-cost-aware thresholds provide more explicit control over
the alert boundary: the cross-sea logistics setting selects a stricter threshold to maintain false-alarm control,
whereas the general aviation inspection setting selects a more sensitive threshold and achieves 0.00% FNR.
These results indicate that the proposed thresholding module converts calibrated attack probabilities into
task-oriented alert decisions by encoding predefined false-positive and false-negative cost preferences, rather
than relying on a single fixed threshold for all low-altitude UAV communication tasks.

4.10 Cost-Ratio Sensitivity Analysis
The two representative task scenarios demonstrate that different false-positive and false-negative costs

can lead to different alert-threshold choices. However, practical UAV missions may involve more diverse
FP/FN cost ratios. To further analyze the sensitivity of the task-cost-aware thresholding module, we vary the
cost ratio CFP:CFN from 5:1 to 1:5 using the same calibrated attack probabilities and validation-set threshold
search protocol. The validation-set minimum-cost threshold interval remains 0.17–0.68. For false-positive-
sensitive settings, the upper bound of this interval is selected; for false-negative-sensitive settings, the lower
bound is selected; and for the balanced setting, the default threshold is retained when it lies inside the
minimum-cost threshold interval. The test cost is computed as CFP ⋅ FPR + CFN ⋅ FNR.

As reported in Table 7, different FP/FN cost preferences lead to different threshold selections within the
validation-set minimum-cost threshold interval. When false-positive cost is larger than false-negative cost,
such as 5:1 and 2:1, the selected threshold is the upper bound 0.68 of the validation minimum-cost threshold
interval. This setting avoids unnecessarily expanding the alert region, while allowing a small FNR of 2.08%
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on the test set. When the two costs are balanced, the default threshold 0.50 is retained because it lies inside the
validation minimum-cost threshold interval and achieves 1.02% FPR and 0.00% FNR. When false-negative
cost is larger, such as 1:2 and 1:5, the selected threshold is the lower bound 0.17, which favors more sensitive
alert triggering and produces 0.00% FNR on the current test split.

Table 7: Cost-ratio sensitivity analysis under different FP/FN cost ratios. FPR and FNR are reported in percentages,
while Test Cost is computed using decimal rates as CFP ⋅ FPR + CFN ⋅ FNR.

CFP:CFN Preference θ∗ FPR (%) FNR (%) Test Cost
5:1 FP-sensitive 0.68 1.02 2.08 0.0719
2:1 FP-sensitive 0.68 1.02 2.08 0.0412
1:1 Balanced 0.50 1.02 0.00 0.0102
1:2 FN-sensitive 0.17 2.04 0.00 0.0204
1:5 FN-sensitive 0.17 2.04 0.00 0.0204

The repeated zero FNR values do not mean that RSTD-KD can guarantee zero missed attacks in
all deployment environments. They indicate that, under the current ECU-IoFT test split and the selected
thresholds, all attack-related windows are assigned to the alert class. Since the FNR term is zero for the
balanced and false-negative-sensitive settings, increasing CFN from 2 to 5 does not further change the
Test Cost; the cost is then determined only by CFP ⋅ FPR. For example, under 1:5, the Test Cost remains
1 × 0.0204 + 5 × 0 = 0.0204. Therefore, this analysis shows that the task-cost-aware module changes the
threshold according to FP/FN preferences, while the final Test Cost depends jointly on the selected threshold,
FPR, FNR, and the cost weights.

Overall, this cost-ratio sensitivity analysis quantitatively examines whether the proposed thresholding
mechanism remains interpretable under different FP/FN cost ratios. The results show that different cost
preferences select different positions within the same minimum-cost threshold interval: the upper bound for
FP-sensitive tasks, the default threshold for the balanced setting, and the lower bound for FN-sensitive tasks.

4.11 Robustness under Simulated Communication Interference
Real UAV communication environments may involve channel attenuation, electromagnetic noise,

packet loss, and packet reordering caused by mobility and topology variation. Although the ECU-IoFT
benchmark is an offline dataset, these deployment-related disturbances can still be approximated through
controlled perturbation of the window-level communication features. This robustness analysis focuses on
risk-state recognition performance under perturbed communication features, rather than on recalibrated
alert-threshold selection. Therefore, the clean and perturbed samples are evaluated using the same fixed risk-
state inference protocol. The clean no-interference baseline Accuracy is 93.75% and is used as the reference
for calculating performance retention under different perturbation settings.

Channel fading is simulated by applying amplitude attenuation to communication features. Electro-
magnetic interference is simulated by adding feature-space noise under different signal-to-noise ratio levels.
Packet loss and packet reordering are approximated through feature-space dropout and feature-order per-
turbation, respectively. These perturbations are not intended to fully reproduce real physical-layer channel
dynamics, but to provide a controlled feature-space robustness test for deployment-related communication
disturbances. For each interference type, multiple severity levels are tested, and the worst-case result under
the extreme setting is reported in Table 8. Accuracy drop is reported as the absolute decrease in percentage
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points relative to the clean baseline, and retention is computed as the ratio between perturbed Accuracy and
clean baseline Accuracy.

Table 8: Robustness of RSTD-KD under simulated communication-interference conditions. Accuracy drop is reported
as the absolute decrease in percentage points relative to the clean no-interference baseline Accuracy of 93.75%. Retention
is computed as perturbed Accuracy divided by the clean baseline Accuracy.

Interference Type Extreme Setting Worst Accuracy (%) Accuracy Drop (pp) Retention
Channel fading α = 0.1 84.84 8.91 90.5%

Electromagnetic noise SNR = 0 dB 93.75 0.00 100.0%
Packet loss 70% 88.67 5.08 94.6%

Packet reordering 70% 58.98 34.77 62.9%
Average – – – 87.00%

The robustness results reported in Table 8 indicate that RSTD-KD maintains stable performance
under electromagnetic noise and packet-loss perturbations in the simulated feature-space setting. Under
electromagnetic noise, the Accuracy remains 93.75% even at the strongest tested noise level, corresponding
to 100.0% retention. Under 70% packet loss, the Accuracy remains 88.67%, with a retention rate of 94.6%,
indicating that the model can tolerate a considerable degree of missing communication evidence.

Channel fading causes a moderate performance drop. When the attenuation coefficient decreases to
α = 0.1, the Accuracy decreases by 8.91 percentage points to 84.84%, corresponding to 90.50% retention.
Packet reordering has the largest impact. When the reordering ratio reaches 70%, the Accuracy decreases
by 34.77 percentage points to 58.98%, and the retention rate drops to 62.9%. This result is consistent with
the design of window-level communication behavior modeling: severe order perturbation may distort the
correspondence between window-level feature patterns and communication behavior states more strongly
than additive noise or random feature loss.

Overall, the average retention rate under the four extreme disturbance settings is 87.00%. These results
suggest that RSTD-KD has a certain degree of robustness to simulated communication disturbances,
especially electromagnetic noise, packet loss, and moderate channel fading. Nevertheless, the degradation
under severe packet reordering indicates that packet ordering protection, order-robust feature aggregation,
or sequence-consistency checking should be considered in real UAV deployment. This analysis should still
be interpreted as controlled simulation-based evidence rather than a substitute for real UAV flight tests with
onboard communication devices.

5 Conclusion
This paper proposed RSTD-KD, a knowledge distillation-guided method for UAV communication

risk stratification and task-cost-aware threshold decision-making. RSTD-KD converts fine-grained UAV
communication records into window-level behavior samples, constructs Low, Medium, and High reference
risk states, and transfers binary communication-anomaly boundary information into three-level risk state
learning through soft attack-probability supervision. By further combining probability calibration with task-
cost-aware threshold selection, RSTD-KD links communication detection outputs with calibrated attack
probabilities and task-oriented alert decisions. Experiments on the public ECU-IoFT benchmark show that
RSTD-KD achieves superior risk state recognition performance compared with external baseline models
and its ablated variant without soft attack-probability supervision. Platt Scaling improves the reliability of
attack probabilities for threshold search and task-cost calculation. The threshold decision-making results



26 Comput Mater Contin. 2026;89(1):46

further show that the same calibrated probabilities can support different alert boundaries under different
task preferences, enabling false-alarm control for cross-sea logistics and missed-alarm reduction for general
aviation inspection. Overall, RSTD-KD provides a complete and reproducible modeling process for UAV
communication risk stratification and task-oriented alert decision-making. Future research can extend this
paradigm to UAV swarm communication scenarios involving inter-UAV links, dynamic topology changes,
and coordinated low-altitude missions. Beyond this swarm-oriented extension, future work may further vali-
date RSTD-KD on real UAV platforms with onboard communication devices to examine real-time inference,
communication stability, and deployment robustness. More heterogeneous UAV communication datasets
involving different platforms, frequencies, flight environments, and attack types can also be used to evaluate
the portability of the proposed risk-state mapping strategy. In addition, adaptive window construction and
dynamic task-cost estimation may be explored to better support UAV missions with changing traffic patterns
and mission priorities. These directions will further extend RSTD-KD from benchmark-based risk warning
toward practical low-altitude UAV communication security applications.
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