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ABSTRACT: Anomaly detection is used to identify data points deviating from normal patterns and plays a significant
role in fields such as fault diagnosis, biomedicine, and cybersecurity. However, anomaly detection tasks in practical
applications often involve high-dimensional data which presents challenges such as severe feature redundancy, hidden
anomaly patterns, and difficulty in capturing uncertainty. These issues make it difficult to effectively identify anomalies,
thereby limiting the model’s discriminative power and stability. To address these challenges, we propose a high-
dimensional anomaly detection model, MSFO-EIF, integrating multi-strategy feature optimization with rough set
modeling. First, in the feature space optimization stage, we incorporate label information and employ a Maximum
Relevance Minimum Redundancy (mRMR) pre-screening and an uncertainty clustering mechanism to filter and
structurally organize the original features, thereby reducing redundancy and retaining key discriminative information.
Second, in the feature selection phase, we construct a multi-strategy co-evolution mechanism to optimize feature subsets
within a label-guided search space, thereby mitigating the risk of local optima. Finally, in the anomaly detection stage,
multi-region partitioning and rough set concepts are introduced to characterize the sample distribution structure at a
fine granularity, thereby enhancing the ability to identify boundary samples and weak anomalies. Experimental results
show that the proposed model outperforms other anomaly detection models, including KNN, LOE IBBA-EIF, and
RRSM, on multiple high-dimensional datasets. Specifically, MSFO-EIF achieves the improvements of 1.68%, 1.33%,
1.69%, 2.67% and 1.87% in accuracy, precision, Fl-score, AUC and AUC-PR, respectively, highlighting its superior
detection performance and robustness.

KEYWORDS: High-dimensional anomaly detection; isolated forest; hybrid breeding optimization algorithm; feature
selection; rough set

1 Introduction

With the rapid development of next-generation information technologies, the demand for anomaly
detection in fields such as biomedicine and text analysis is growing steadily [1]. Anomaly detection is
critical for identifying abnormal system behavior and potential risks. The data involved in anomaly detection
tasks is predominantly high-dimensional, and high-dimensional data typically suffers from severe feature
redundancy, strong noise interference, and sparse distribution. These issues can lead to the curse of
dimensionality, reducing the separability of anomalous patterns and increasing model complexity [2]. How
to mitigate the adverse effects of high-dimensional data through effective feature processing and modeling
has become a critical factor in improving anomaly detection performance [3]. Consequently, constructing
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effective feature representations and enhancing anomaly detection performance in high-dimensional data
environments has emerged as one of the core research directions [4].

Anomaly detection aims to identify outlier samples in data that deviate significantly from normal
patterns [5]. Early methods were primarily based on statistical modeling and distance metrics [6-8],
achieving anomaly identification by calculating the distance or similarity between samples. Subsequently,
density-based methods [9] enhanced the ability of local anomaly detection by analyzing data distributions
and classifying samples in low-density regions as anomalies. Furthermore, the method based on fuzzy
information granules [10,11] converts raw data into information granules by constructing fuzzy relationships
and uses uncertainty metrics to describe the degree of anomaly, offering certain advantages in handling
complex data. In recent years, methods based on isolation mechanisms [12,13] have gradually garnered
attention. Isolation forests achieve anomaly isolation by randomly partitioning the feature space, and various
improvement strategies have been derived from this approach. These include introducing virtual nodes to
enhance structural dynamism [14], combining deep neural networks for nonlinear mapping, and improving
model expressiveness through functional partitioning. These methods have further expanded the application
of isolation mechanisms in complex data scenarios. Although existing methods continue to evolve, anomaly
detection still faces several challenges in high-dimensional, complex data environments.

(1) In feature selection, the high-dimensional feature space grows exponentially, resulting in a vast search
space. Traditional optimization methods struggle to efficiently identify optimal feature subset [15].
In high-dimensional data, there is actually a large amount of redundant and irrelevant features.
This not only increases the computational complexity but also weakens the ability to capture key
discriminative information. Different features exhibit varying importance across different subspaces,
which further complicates feature modeling [16]. Relying solely on simple evaluation criteria or local
search strategies makes it difficult to comprehensively capture feature dependencies. And it often
leads to the omission of important features or the repeated selection of redundant ones, thereby
compromising the discriminative performance of the feature subset. Furthermore, in the feature
selection process, coordinating global search with local optimization remains challenging [17]. Global
exploration helps identify potential high-quality solutions but incurs high computational costs. While
local search accelerates convergence but is prone to getting trapped in local optima, resulting in
unstable search results. Additionally, the optimal feature subsets often vary across different data
distributions, making feature selection sensitive to initialization and search strategies, which increases
algorithm design complexity.

(2) Inthe context of anomaly detection, anomalous samples in high-dimensional data are typically scarce
and unevenly distributed. Anomalous patterns often manifest only in specific feature subspaces,
making the differences between anomalous and normal samples more subtle. Modeling directly in
the original feature space is prone to interference from noise and redundant features, which weakens
the model’s sensitivity to anomalous features and reduces detection performance [18]. Additionally,
high-dimensional data exhibit complex structures. Nonlinear couplings may exist across dimensions,
making it difficult to accurately capture anomaly patterns using a single modeling approach. Fur-
thermore, uncertainties such as ambiguous boundary samples, class overlap, and noise interference
also affect the stability and reliability of anomaly classification [19]. Existing methods largely rely
on a single representation space or a fixed modeling framework, lacking the ability to jointly model
structural information and uncertainty, and thus struggle to fully uncover potential discriminative
features. Furthermore, in complex scenarios, anomaly patterns may also exhibit diversity and dynamic
changes; some anomalies manifest as gradual or weak anomalies, placing higher demands on the
model’s expressive and adaptive capabilities.
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To address the aforementioned challenges, this paper proposes a modeling framework that integrates
high-dimensional feature selection with anomaly detection, MSFO-EIE. First, during the feature selection
stage, label information is incorporated into a pre-screening strategy based on Maximum Relevance Min-
imum Redundancy (mRMR) to reduce the search space. Subsequently, based on symmetric uncertainty, a
feature grouping mechanism is constructed to model feature correlations and reduce redundant interference.
Building on this foundation, we designed an improved hybrid breeding optimization that integrates Latin
Hypercube Sampling (LHS), elite backpropagation, roulette wheel selection, and Grey Wolf Optimization
(GWO). This approach enhances global search capabilities and population diversity in high-dimensional
spaces. Furthermore, during the anomaly detection phase, the optimized feature subset is input into an
extended isolation forest, and uncertainty is modeled using rough set theory. This enhances the model’s
ability to capture complex data distributions, enabling high-dimensional anomaly detection.

The main contributions of this paper are as follows:

1. We propose an improved hybrid breeding optimization algorithm integrating roulette wheel selection,
grey wolf-guided updating, and elite reverse learning, thereby enhancing global optimization capability
and convergence stability in high-dimensional search spaces.

2. We construct a high-dimensional feature selection method based on feature grouping. By combining
mRMR pre-screening with a symmetric uncertainty grouping strategy, we effectively reduce feature
redundancy and improve the quality of the feature subsets.

3. We propose an extended Isolation Forest model for high-dimensional anomaly detection that integrates
rough sets, incorporating a five-region uncertainty partitioning mechanism to enhance the accuracy
and robustness of anomaly detection.

4. Experimental results demonstrate that the proposed model surpasses existing mainstream models in
detection performance and stability.

2 Related Work
2.1 High-Dimensional Data Anomaly Detection

Anomalous patterns often exhibit strong sparsity, uneven distribution, and overlap with normal
samples. This makes it challenging to accurately characterize anomaly boundaries and to improve the
sensitivity and robustness of detection. In early research, anomaly detection relied on statistical modeling
and distance-based methods. Breunig et al. [9] proposed the Local Outlier Factor (LOF), identifying local
anomalous points by characterizing the density deviation of a sample’s relative region via local reachable
density. However, such methods suffer from the “distance concentration phenomenon” in high-dimensional
spaces, resulting in reduced distance variations between samples and diminished detection performance.

With the advancement of machine learning, researchers have begun to utilize models to learn data
distributions in order to enhance anomaly detection capabilities. One-Class SVM [20] identifies anomalous
samples by learning the minimum enclosing boundary of normal samples in a high-dimensional feature
space. Sakurada and Yairi [21] proposed an autoencoder-based anomaly detection method that identifies
anomalies by minimizing the reconstruction error of normal samples. Additionally, DAGMM [22] combines
an autoencoder with a Gaussian mixture model to perform both reconstruction and density estimation
in the latent space, thereby improving anomaly detection performance. Although the above methods have
advantages in nonlinear modeling, they typically rely on large amounts of training data and are prone to
overfitting when outliers are scarce, resulting in poor interpretability.

In addition, some researchers have explored the integration of isolation mechanisms with representation
learning. Deep Isolation Forest [23] incorporates nonlinear mappings from deep neural networks and
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combines isolation mechanisms to achieve anomaly scoring. To improve model interpretability, Arcudi
etal. [24] proposed a function-based isolated forest, which generalizes random threshold splitting into real-
valued function splitting, enabling the tree structure to better capture complex segmentation boundaries.
Furthermore, to address the issue of abnormal definition relying on domain knowledge, the Bayesian active
learning isolated forest [25] combines a few annotations with an active learning strategy to select key samples
for feedback-based updates, thereby improving detection performance with limited annotations.

Furthermore, given that anomalies are inherently uncertain and ambiguous, some researchers have
incorporated rough set theory into anomaly detection. Song et al. [26] constructed tolerance relations based
on multi-valued information systems and designed outlier factors using rough set theory to detect anomalies
in uncertain data. Hu et al. [27] constructed fuzzy similarity relations and fuzzy rough approximation models
to select informative subspaces and detect anomalies under uncertain nominal data.

Although existing methods have improved the performance of isolated forests, their binary partitions
still struggle to capture the anomaly hierarchy and the boundary uncertainty. Thus, it is necessary to
introduce finer-grained partitions to enhance the ability to represent complex anomalies.

2.2 Anomaly Detection in High-Dimensional Data Based on Feature Selection

High-dimensional data often contain redundant features and noise, and performing anomaly detection
directly in the original feature space can reduce discriminative power. Therefore, the key challenge in
anomaly detection is how to enhance the separability of anomalous patterns through feature selection
and subspace modeling. Early research primarily relied on statistical correlations or information-theoretic
criteria for feature selection. Peng et al. [28] proposed the mRMR method, which maximizes the correlation
between features and the target and minimizes redundancy among features, thereby obtaining a feature
subset with strong discriminative power. However, such methods typically rely on greedy strategies and
struggle to capture the complex interdependencies among high-dimensional features.

To enhance feature representation capabilities in unsupervised settings, researchers have further
explored feature subspace learning methods for anomaly detection. HiCS [29] identifies feature combi-
nations that deviate significantly from the normal distribution by searching for high-contrast subspaces,
thereby improving the performance of high-dimensional anomaly detection. Subsequently, some studies
have begun to integrate feature selection with specific anomaly detection tasks. For example, Najarbashi [30]
proposed a feature selection method based on the Squirrel optimization algorithm for global feature screen-
ing and combined with multi-classification models to enhance financial anomaly detection capabilities.
While Time-EAPCR-T [31] optimizes temporal modeling and feature fusion for industrial multi-source
heterogeneous data, thereby improving the ability to represent anomalous features. However, such methods
focus on subspace modeling or feature fusion but lack a unified optimization framework, resulting in feature
selection that relies on heuristic learning. Consequently, it is difficult to obtain globally optimal and stable
discriminative feature combinations in high-dimensional, complex spaces.

In recent years, evolutionary optimization algorithms have been widely adopted in feature selection
processes to enhance the ability to search for feature subsets. MGA-IDS [32] improves genetic algorithms to
optimize feature subsets and combined multi-classification models to enhance intrusion detection perfor-
mance and generalization capabilities. Furthermore, to address the trade-off between search efficiency and
solution quality in high-dimensional spaces, researchers have introduced more refined search strategies and
multi-objective optimization mechanisms. For example, Li et al. [33] proposed a dual-objective evolutionary
algorithm for binary individual search, which enhances feature discrimination and reduces dimensionality
through pre-screening and adaptive operations, achieving a more optimal representation for anomaly
detection. Building on this, recent works have explored multi-task and adaptive optimization frameworks.
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AMFEA [34] proposes adaptive multi-factor evolutionary feature selection, which shares information across
related tasks through local search and dynamic knowledge transfer.

Although the above methods have made progress in feature selection and search strategies, they
primarily focus on subset optimization and efficiency, and lack a joint modeling of feature structure and
anomaly uncertainty. This limits their applicability in complex industrial scenarios.

3 Proposed Method
3.1 Overview of the Proposed Framework

As shown in Fig. 1, the proposed model consists of three modules: high-dimensional feature space
optimization, multi-strategy feature selection, and rough-set-integrated anomaly detection, following a
progressive “feature compression-subset optimization—anomaly discrimination” framework. First, mRMR
with label information is used to preselect features, reducing irrelevant and redundant interference, while
symmetric uncertainty is adopted for structured feature grouping. Then, in the feature selection mod-
ule, a multi-strategy cooperative evolutionary algorithm optimizes feature subsets in a label-informed
search space, where LHS, elite opposition-based learning, roulette wheel selection, GWO, and entropy-
based simulated annealing are combined to balance global exploration and local exploitation. Finally, the
optimized feature subset is fed into a rough-set-integrated Extended Isolation Forest anomaly detection
module, where rough set approximation regions are introduced to characterize sample distributions through
multi-region partitioning, and weighted path length is used to calculate anomaly scores. Since five-region
partitioning depends on the distribution and boundary structure of the selected feature space, prior feature
optimization reduces the influence of noisy dimensions and improves modeling of complex distributions
and uncertain data.
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Figure 1: The overall structure of MSFO-EIF model.
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3.2 High-Dimensional Feature Space Optimization Based on mRMR and Feature Clustering

High-dimensional biomedical data are characterized by high dimensionality, small sample sizes, and
severe feature redundancy. Direct feature selection in the original space enlarges the search space and may
repeatedly select redundant features, reducing subset effectiveness. Therefore, we optimize the feature space
before formal feature selection. First, mRMR is used to screen candidate features that are relevant to the class
and have low redundancy, reducing the influence of irrelevant features on subsequent relevance evaluation.
Second, symmetric uncertainty is introduced to evaluate the importance and dependency relationships of
the pre-screened features, thereby constructing multiple differentiated feature subspaces and providing more
complementary candidate spaces for subsequent feature subset search.

3.2.1 High-Dimensional Feature Pre-Screening Based on mRMR

To improve the efficiency of subsequent feature selection algorithms and reduce the search space, we
introduce the mRMR criterion. It ensures strong relevance between features and class labels while minimiz-
ing redundancy among the selected features. Specifically, let the original feature setbe F = { fi, f2, -+, fp }»
the class labels be ¢ € C, and the set of candidate features be S C F (of size k). For each candidate feature f;,
we compute its mRMR score as follows:

1

) =1s0) ~ g

JZSI(ﬂ;fj) 1)

where I(+;-) denotes mutual information. The first term measures the correlation between feature f; and label
¢, while the second term measures the average redundancy between f; and the previously selected features.
Features are selected based on the magnitude of J( f;), resulting in a set of candidate features F’.

F={f,f3s.... f1},d <D (2)

where D denotes the number of original features, and d denotes the dimensionality of the candidate feature
set after mRMR pre-screening. This process can preliminarily remove weakly correlated features and some
redundant features, thereby reducing the search dimension for subsequent optimization algorithms.

3.2.2 Feature Clustering Based on Symmetric Uncertainty

After mRMR pre-screening, the candidate feature set F’ may still contain local redundancy. To
further characterize feature importance, we employ Symmetric Uncertainty (SU) to measure the degree of
association between feature f; and label c—that is, the feature’s importance—as shown in Eqs. (3) and (4):

100 = 3 5 p(fe) log g0 ®
SU(fi>c) = 2% (4)

where p(f/) and p(c) denote the marginal probabilities of the feature value and the class label, respectively,
and p(f/, ¢) denotes their joint probability. I( f{; c) denotes the mutual information between feature f; and
classlabel ¢, H(f/) and H(c) represent their information entropies, respectively. SU(f/, ¢) € [0, 1] is a metric
such that a higher value indicates a stronger association between the feature and the class label. By sorting



Comput Mater Contin. 2026;89(1):70 7

the candidate features in descending order based on SU(f/, ¢), we obtain a new feature space Fj,,, which is
then divided into three buckets with high, medium, and low correlations.

Fsort = Bl U BZ U B3 (5)

Next, features are selected from different feature buckets to form a feature subspace ), ensuring that
each subspace contains features with strong, moderate, and weak correlations. This approach prevents highly
correlated features from clustering together and enhances the distinctiveness of the subspaces as well as the
diversity of the search. For the g-th feature subspace Q,, its importance is determined jointly by the average
correlation between features and class labels and the average redundancy within the subspace:

LS SU(fie) - S SU(ff)) (6)

Fl, = — —_—
¢ |Qg| fieQy |Qg|(|Qg| _1) fisfi€Qy,i<j

where the first term denotes the average importance of features within the subspace, and the second term
denotes the average redundancy among features. And 7 is the redundancy penalty coefficient. The larger
the FIg, the stronger the discriminative power of the subspace and the lower its internal redundancy.
Subsequently, the total population size P is allocated across G feature subspaces using the Softmax function:

exp(FI,)
i exp(FIi)
where P, denotes the initial number of individuals allocated to the g-th subspace. Through this strategy,

subspaces with higher importance receive more search resources. Meanwhile, other subspaces still retain a
certain degree of exploration opportunity, thereby balancing search efficiency with feature diversity.

(7)

3.3 Multi-Strategy Integrated Improved Hybrid Breeding Feature Selection

To address the issues of uneven population distribution, limited adjustment mechanisms, and ineflicient
subpopulation updates in Hybrid Breeding Optimization algorithms [35,36] during complex optimization,
we propose a multi-strategy improved hybrid breeding optimization algorithm (MIHBO) for efficient feature
subset search within the differentiated feature subspaces. The algorithm enhances global search capability
and population diversity in high-dimensional spaces, dynamically balances exploration and convergence,
and obtains a more stable optimized feature subset, thereby providing a clearer feature representation for the
subsequent region partitioning of the rough isolation forest. To ensure both the discriminative power and
compactness of feature subset, we construct the following fitness function:

y(6) = HQ(A) + (1~ w1~ A1) ®

where the first term is used to evaluate the anomaly detection performance of the selected feature subset,
and the second term is used to penalize the proportion of selected features. A; denotes the feature subset
corresponding to an individual, Q(A;) denotes the anomaly detection performance metric derived from
the current subset of features. |A;| represents the number of selected features, and y € [0,1] is the balancing
coefficient, and the influence of different y values is discussed in the hyperparameter analysis section.
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3.3.1 Initialization Strategies Based on Latin Hypercube Sampling and Elite Backpropagation

First, LHS is used to generate the initial individuals, ensuring that the population remains relatively
uniformly distributed across the search space. Specifically, let the population size be P, the number of feature
dimensions be d, and the i-th individual be represented as:

Xi:(xibxiz,---,xid), i=12,...,P 9)

where x;; € [0,1] denotes a continuous encoded value. LHS divides the search interval for each dimension
into N equal-probability subintervals and performs random sampling within each subinterval, thereby
obtaining an initial population with better coverage. Since feature selection is essentially a binary selection
problem, it is necessary to map continuous individuals to a subset of binary features:

1, ;>0
bij= i (10)
0, Xij <0

where 0 denotes the binary threshold, b; i=1 denotes the selection of the j-th feature, and b; i=0 denotes
its non-selection. To further improve the quality of the initial population, we introduce an elite back-
propagation strategy. For the current individual X;, its back-propagated counterpart is defined as:

5&1‘]' = Ymin T "max — Xij (11)

where 7, and 7, denote the lower and upper bounds of the j-th dimensional variable, respectively. The
initial population generated by LHS is merged with the reverse population, and the top N individuals are
selected as the final initial population based on the fitness function. This strategy retains the uniform coverage
advantage of LHS while expanding the potential high-quality region through reverse search.

3.3.2 Three-Classification Strategy Based on the Roulette Wheel Concept

To better capture the continuity of individual variation and the dynamic changes in the population, and
to enhance population diversity while maintaining evolutionary efficiency, we introduce a roulette wheel
mechanism to replace the static ranking strategy. Under this strategy, individuals in the population are first
ranked from highest to lowest fitness. The top one-third of individuals are assigned to the maintainer line
M, while the remaining two-thirds undergo the roulette wheel operation. Specifically, first, normalize the
remaining two-thirds of the individuals, as shown in Eq. (12):

pi= &, e=10"8 (12)

}’ max — )/ min T €
where y; denotes the fitness value of the current individual, and ypy.x and ymin denote the best and
worst fitness values among the remaining individuals, respectively. Next, we generate a random number
r~U(0,1). If r < p;, the individual is assigned to the restoring line R; otherwise, it is assigned to the
sterile line O. This process is repeated until the entire population has been partitioned, thereby shifting the
grouping strategy from a global static approach to a local dynamic one. This prevents the partitioning results
from being entirely determined by the sorting order, thereby enhancing the flexibility and diversity of the
population structure.

3.3.3 Individual Update Strategy for Retention Systems Based on the Grey Wolf Optimization Algorithm

To balance guided search with global exploration, we introduce GWO to maintain the evolution of the
population. Through the gray wolf hierarchy and the capture mechanism, individuals retain high-quality
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genes and continuously converge toward the optimal region, thereby enhancing internal search capabilities
and adaptability. Specifically, the top three individuals in terms of fitness are selected as «, 3, and J. For an
individual w in the preserved population, its distance to these three guiding individuals is defined as:

Da:|cl.xa_xw|; Dﬁ:|C2'x[j’_xw ; D3=|C3'X<‘)‘_xw| (13)

where Cy = 211, k =1,2,3, r ¢ € [0,1] is a random number. Then, individual w is updated:

X1=Xq— A1 Dys X3 =xg — Ay - Dg; x3 =x5 — A3 - Ds (14)
Ai=2a-r,—a i={1,2,3} (15)

where A; is used to control the search step and direction during position updating. r, denotes a random
number between [0, 1], a is the linear attenuation factor. To avoid insufficient early search and slow late
convergence in the traditional GWO, we introduce a cosine-nonlinear decay strategy to optimize the
parameter a curve. This strategy enhances global search by using larger step sizes in the early stages and
gradually reduces the step size later on to improve local convergence accuracy. The dynamic update formula
for the decay parameter a is as follows:

. 2.5
a= (amax_amin)'cosl:z'(L) :| (16)

2 \max_ iter

where iter denotes the current iteration number and max_ iter denotes the maximum number of iterations.
Amax and an,;, denote the upper and lower bounds of a, respectively. The final update location is:
X1+ Xy + X3

Xnew = ————— 17)

3.3.4 Inbreeding-Free Individual Update Strategy Based on Simulated Annealing and Shannon Entropy

To address the evolutionary characteristics of infertile lineages, we have introduced a dynamic update
strategy based on simulated annealing. This strategy incorporates information entropy into the temperature
decay mechanism and adapts the temperature decay rate based on the population distribution. First, sterile
individuals generate new individuals according to Eq. (18):

T

=x; + rand —— (18)
max_ iter

new
i

x
where x; denotes the current individual from the retained or eliminated branch, rand denotes a random
number between (0,1). And T is the temperature parameter for the current iteration, max_ iter denotes
the maximum number of iterations for the population. If the fitness of the new individual is better, then
x; = x'*". Otherwise, the population accepts the inferior solution with a certain probability:

(Xnew) =y (xi) )
T

J
paccept = eXP( (19)
where y(-) denotes the fitness function, T is the temperature parameter at the current iteration, which
controls the probability of accepting suboptimal solutions. It gradually decreases as the iteration progresses.

To adaptively control the temperature decay rate based on population diversity, we employ the Shannon
entropy value Hy to regulate the temperature reduction, characterizing the distributional complexity of
feature subsets. Specifically, for the sterile population S, the probability that the j-th feature equals 1 is:
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) 1 NP
Ci=—=) Xij 20
/ NP; ! (20)

where NP denotes the current population size of the sterile line. Therefore, the probability of obtaining 0 is
denoted by c? =1- c}.. Subsequently, the information entropy of the j-th characteristic bit is calculated based
on the Shannon entropy formula.

Hj=- (c? log, cj-) + c} log, c}) (21)

When c? = c} = 0.5, the entropy value is at its maximum, indicating that the dimension is the most
uncertain and diverse. When c? or c} equals 1, the entropy value H jis 0, indicating that the dimension has
stabilized within the population. Finally, the entropy values of all feature positions are averaged to serve as a

diversity metric for the entire population.
Hy==> H; (22)

where d denotes the number of candidate features. The larger the value of Hy, the more dispersed and
structurally diverse the inbred lines are as a whole; conversely, the smaller the value, the more concentrated
and convergent they are. Therefore, the temperature attenuation mechanism is:

1
_1+Hk

o ; T=T-(1-a) (23)
where « is the temperature decay factor, T denotes the temperature parameter in the simulated anneal-
ing process.

3.4 Extended Isolation Forests Incorporating Rough Sets

Building upon the Extended Isolation Forest (EIF) [37] framework, we introduce the concept of
rough set approximate regions to propose a five-way partition-based rough isolation forest model, whose
partitioning mechanism is illustrated in Fig. 2. This module takes the optimized feature subset obtained
from the previous stage as input, reducing the interference of irrelevant and redundant dimensions in
random hyperplane partitioning. Unlike traditional EIF, which relies solely on random hyperplanes for
binary partitioning, rough approximate regions are constructed around the hyperplanes to partition the
node space into five subregions with clear semantic meanings. In the figure, black scatter points represent
the current node samples, green lines represent the random hyperplane, blue lines represent the boundaries
of the approximate regions derived from its extension. And the red dashed lines indicate the boundary
zone near the random hyperplanes, where sample membership is uncertain. This five-way partition captures
the differences in certainty, uncertainty, and anomaly levels of samples relative to the partition boundaries,
thereby enhancing the precision and robustness of anomaly isolation.

In the proposed model, each isolation tree still follows EIF’s random attribute selection and recursive
construction strategy. However, it has been extended in terms of node partitioning, the number of subspaces,
and the anomaly metric. The overall process includes node statistical parameter estimation, five-region
partitioning based on rough set, recursive tree construction, and anomaly scoring based on weighted paths.



Comput Mater Contin. 2026;89(1):70 1

Figure 2: Schematic diagram of the extended isolated forest algorithm based on rough sets.

Node statistical parameter estimation. At each level of the tree construction, let the subset of samples
in the current node be S; = {x;},, where n; denotes the number of samples contained in the current node.
Following the EIF construction method, a direction vector is randomly generated, and the samples x; are
projected onto this direction to obtain one-dimensional projection values z; = w’ x;. Subsequently, the mean

p¢ and standard deviation o, are computed based on the set of projection values Z; = {z; | I; € S;} for all

ny

; . - 1Ly . - . /L1 L 2
samples in the current node: y; = il 2> 0 = \/n[ Y (zi = )2

where p; and o, represent the central tendency and dispersion of the samples at the current node along
the random projection direction, respectively. To assess the overall stability of the model, the mean and
standard deviation of the results were calculated through multiple independent repetitions. Furthermore, a
neighborhood similarity matrix is computed based on the sample subset S;, which is used for subsequent
determination of the coarse approximation region and boundary region.

Five-region partitioning based on rough set. Based on rough set theory, the lower approxi-
mation, upper approximation, and boundary region at node x; can be obtained, defined as R;(X) =
{xi€S|zi <pr+Nop}, Re(X) = {x; €S, | zi <y + 2No;}, and BN,(X) = R;(X) — R(X), respectively.
Where N is a scaling coeflicient for the rough approximation regions, which controls the width of the
boundary region along the random projection direction. Therefore, the approximation accuracy at node

x; is o (X) = %;
information relative to the random hyperplane, the rough set-inspired regions described above are further
decomposed into five mutually exclusive subregions: G; = {x; : z; < gy —=2No;}, G, = {x; : gy —2No; < z; <
pr—Nor}, Gy ={x; :yy —Noy <z; < s+ Noy}, Gy = {x; : yy + Noy < z; < yy + 2Noy },and Gs = {x; : z; >
¢ + 2No; . Among these, G; corresponds to the lower approximation, containing the most representative
and stable samples, representing highly typical normal observations. G, and G4 correspond to the upper
approximation, which are rough boundary regions representing samples with a certain degree of uncertainty.
These samples exhibit a higher degree of abnormality than those in the lower approximation region,
but have not yet shown extreme deviations. G; and Gs lie outside the Upper Approximation region

the larger the value, the smaller the region of uncertainty. To preserve directional

in the negative domain, containing samples far from the central distribution that exhibit the strongest
abnormal characteristics.

Through this five-branch structure, tree nodes not only partition the data but also explicitly indicate the
position of each sample on a continuum ranging from “Typical —Uncertain—Anomalous.”
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Recursive Tree Construction. Building upon the EIF recursive tree construction method, this approach
integrates the results of the five-region partitioning with the concept of rough set uncertainty. It optimizes
hyperplane construction and node splitting strategies to improve the efficiency of outlier isolation. The
specific steps are as follows:

Step 1: From the selected optimal feature subset, a subsample of size s is randomly drawn without
replacement and placed at the root node of the current recursive tree. Node statistical parameters and region
weight coeflicients are loaded. The region weights are denoted as wy for G, k =1,...,5. According to the
semantics of the five-region partition are set to (0.5, 0.75, 1, 0.75, 0.5), respectively, with a larger weight
assigned to the central lower-approximation region.

Step 2: A direction vector w is randomly generated in a d-dimensional feature space and then
normalized. Combine this with the mean of the core region to calculate the hyperplane intercept 0 (with a
range of y; + 0.20;), ensuring that samples in the boundary region are prioritized for segmentation.

Step 3: Based on the hyperplane equation w - X = 6, divide the samples at the current node into left and
right subtrees. Using the non-distinguishability property of rough sets, identify samples in the boundary
region and process them first.

Step 4: Recursively perform parameter estimation, region partitioning, hyperplane construction, and
sample partitioning on the left and right subtrees until a node contains only one sample or the tree depth
reaches log, s, where s denotes the subsample size. At that point, stop splitting and designate the node as a
leaf node.

Step 5: Repeat the above steps to construct a recursive tree, which together forms an extended isolation
forest based on rough sets. Each tree retains region weights and node splitting information to support
anomaly scoring.

Recursive Tree Construction. Calculation of anomaly scores based on weighted paths: First, the test
samples are input into each recursive tree, and the path length I; (i = 1,2,..., T) from the root node to the
leaf node is recorded, with the number of nodes traversed reduced by 1. Second, based on the region type
of the leaf node where the sample ultimately resides, a corresponding weight coeflicient w; is assigned. This
weight is predefined based on the semantic regions of the five-region rough set partition; the closer to the
central region, the greater the weight, and the farther from the central region, the smaller the weight.

Compute the weighted path length for each tree as I,,, = I; x w; and calculate the average I,,.

_ 1 I

ly==) Ly, 24
T 2 b (24)

Finally, referring to the EIF scoring formula and incorporating the uncertainty of the rough set
boundary, we normalize /,, to obtain the anomaly score AS.

1,,
As =2 <(s) (25)

where c(s) is the normalization factor, defined as c(s) = 2log, (s —=1) + y - @, where y is Euler’s constant
and s is the sample size. The anomaly score AS € [0,1], where the closer AS is to 1, the more likely the sample

is an outlier.
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3.5 Complexity Analysis

Let m denotes the number of training samples, K denotes the maximum number of iterations corre-
sponding to max_ iter, and |S| denotes the number of finally selected features. The computational cost of
MSFO-EIF mainly comes from three stages. In the feature space optimization stage, mnRMR pre-screening
calculates feature-label relevance and feature-feature redundancy, leading to O (mDd). The SU-based feature
grouping further evaluates dependency relationships among the retained candidate features, with O(md?).
In the multi-strategy feature selection stage, each iteration includes population update and fitness evaluation.
Since the fitness evaluation requires building and testing the rough extended isolation forest for candidate
feature subsets, this stage costs O(KP(d + Td(s + m))logs). After the optimal feature subset is obtained,
the final anomaly detection stage constructs T rough extended isolation trees and computes anomaly scores,
resultingin O(T|S|(s + m) log s). Therefore, the overall time complexity is O(mDd + md* + KP(d + Td(s +
m)logs) + T|S|(s + m)logs). For space complexity, O(md) is required to store the candidate feature matrix
after pre-screening, O(d?) is used for the feature dependency or redundancy matrix, and O(Pd) is needed
to maintain the population encoding during feature selection. In addition, the forest structure requires
O(T|S|s) space to store the split parameters and node information of all trees. Thus, the overall space
complexity is O(md + d* + Pd + T|S]s).

4 Simulation and Results Analysis
4.1 Dataset and Basline

To validate the effectiveness of the proposed anomaly detection model, MSFO-EIF, we selected three
high-dimensional biomedical datasets-Prostate_GE [38], Prostate_Tumors [39], SMK_CAN_187 [40]-for
comprehensive experiments. Details of these three experimental datasets are provided below.

Table 1 provides a statistical overview of these three datasets, detailing their sample sizes, feature
dimensions, and the number of classes. For the baseline algorithms, we selected several classic machine
learning models, including KNN [41], LOF [9], IF [42], EIF [37], IBBA-EIF [43], and RRSM [44], to evaluate
the differences between them and our proposed model.

Table 1: Statistical overview of datasets.

ID Dataset Sample Size Feature Dimension Class
D1 Prostate_ GE 102 5966 2
D2 Prostate_Tumors 102 10,509 2
D3 SMK_CAN_187 187 19,993 2

4.2 Experimental Details

To systematically evaluate the performance of the proposed anomaly detection model, we select
accuracy, precision, Fl-score, AUC, and AUC-PR as evaluation metrics. To ensure the fairness and repro-
ducibility of the experimental results, all baseline models were evaluated using a standardized experimental
environment and evaluation process, with the anomaly threshold uniformly set to 0.7. Specifically, the
KNN and LOF models used default parameter settings to reflect their general performance in practical
applications. The IBBA-EIF and RRSM models were configured according to the parameters recommended
in the original papers to fully leverage their methodological capabilities. All experiments were conducted on
a Windows 10 operating system with an Intel(R) Xeon(R) Gold 6230 CPU @ 2.10 GHz and 128 GB of RAM.
All algorithms were implemented in Python. To minimize the impact of randomness on the experimental
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results and enhance the reliability of model evaluation, five-fold cross-validation was employed to evaluate
each model.

4.3 Analysis of Experimental Results

As shown in Table 2, MSFO-EIF generally achieved the best or most stable detection performance across
the three datasets. On dataset DI, the accuracy, F1 score, AUC, and AUC-PR of MSFO-EIF reached 96.78%,
96.46%, 95.84%, and 15.68%, respectively, all of which were higher than those of the other comparison
methods. Although basic baseline methods such as KNN, LOE, IE, and EIF can identify anomalous samples to
a certain extent, their overall metrics are lower than those of IBBA-EIF, RRSM, and MSFO-EIE This indicates
that traditional distance, density, and basic isolation mechanisms remain susceptible to the effects of distance
clustering, unstable local distributions, and interference from redundant features in high-dimensional data.
In contrast, IBBA-EIF and RRSM achieved better results on the D1 dataset, indicating that the improved
methods can enhance high-dimensional anomaly detection performance to a certain extent. Although
RRSM slightly outperforms MSFO-EIF in terms of Precision, its Accuracy, Fl-score, AUC, and AUC-PR
are 1.09, 1.01, 1.28, and 1.37 percentage points lower than those of MSFO-EIF, respectively, which suggests
that MSFO-EIF offers a more balanced overall classification performance. It also indicates that mRMR pre-
screening and feature grouping help reduce high-dimensional redundancy interference and yield more stable
feature representations. On dataset D2, the performance of the various models fluctuated somewhat, but the
differences between the various types of methods remained quite pronounced. The overall performance of
KNN, LOE IF, and EIF remains at a relatively low level, indicating that basic anomaly detection methods have
limited adaptability in complex high-dimensional spaces. RRSM ranks second-best in terms of accuracy,
precision, and F1 score, while IBBA-EIF outperforms RRSM in AUC and AUC-PR, suggesting that these
two categories of improved methods have different focuses in terms of classification stability and global
discriminative capability. In contrast, MSFO-EIF achieved the best results across the board, with accuracy,
precision, F1 score, AUC, and AUC-PR reaching 94.03%, 93.67%, 93.85%, 94.79%, and 15.36%, respectively.
Specifically, MSFO-EIF’s AUC improved by 2.08 and 4.43 percentage points compared to IBBA-EIF and
RRSM, respectively, while its AUC-PR improved by 1.52 and 2.67 percentage points, respectively, indicating
that its anomaly discrimination capability is more stable. This also demonstrates that MSFO-EIF is not
a simple superposition of existing techniques, but rather improves the quality of feature subset search
through multi-strategy feature optimization, enabling subsequent isolation detection to take place in a more
effective feature space, thereby alleviating the problems of feature redundancy and classification instability
in high-dimensional data. On dataset D3, although KNN, LOF, IF, and EIF still possess some detection
capability, their overall performance is inferior to that of the improved methods, indicating that their ability
to characterize complex feature relationships, boundary samples, and uncertain samples remains insufficient.
IBBA-EIF and RRSM achieved better results compared to the baseline methods, suggesting that feature
optimization or improved isolation mechanisms help enhance the effectiveness of high-dimensional anomaly
detection. Building on this, MSFO-EIF achieved the best results across all metrics, with Accuracy, Precision,
Fl-score, AUC, and AUC-PR of 96.59%, 96.21%, 96.40%, 93.65%, and 15.14%, respectively. Compared with
IBBA-EIF, MSFO-EIF achieved improvements of 7.21, 7.26, 7.23, 3.53, and 3.72 percentage points, respectively,
across the five metrics; compared to RRSM, improvements of 2.25, 2.34, 2.30, 2.29, and 1.56 percentage points,
respectively, were observed, further demonstrating that the five-region coarse isolation mechanism enhances
the model’s ability to characterize boundary and uncertain samples.
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Table 2: Overview of experimental results.

15

Dataset Model Accuracy Precision F1-Score AUC AUC-PR
KNN 82.30 + 0.69 8792 + 0.34 88.11 +1.92 88.24 + 0.58 9.24 + 0.7
LOF 83.97 £ 1.05 88.64 + 0.73 89.30 + 0.49 85.13 + 3.06 8.17 + 0.62
IF 80.72 £ 0.83 86.05 + 1.47 86.37 + 0.56 86.44 £ 2.74 8.42 +0.91
D1 EIF 81.83 £ 0.42 87.24 + 0.88 8742 + 116 87.68 + 0.67 8.96 £ 2.31
IBBA-EIF 94.45 + 0.38 93.87 £ 1.21 94.16 + 0.84 91.32 £ 0.57 12.86 + 1.66
RRSM 95.69 + 0.71 95.71 + 0.25 95.45 + 0.93 94.56 + 0.44 14.31 + 0.36
MSFO-EIF 96.78 + 0.18 95.55 + 0.64 96.46 + 0.29 95.84 + 0.41 15.68 + 0.52
KNN 85.17 +1.37 87.64 + 0.66 8790 + 0.79 85.27 + 2.56 8.06 £ 0.88
LOF 83.23 £3.12 85.71+ 0.94 85.97 £ 1.73 83.68 + 0.69 712 + 2.83
IF 84.78 + 0.96 87.06 + 0.58 8718 + 2.18 84.73 £1.32 754 + 0.74
D2 EIF 86.08 + 0.47 88.37 £1.09 88.49 £ 0.63 86.18 + 0.82 8.63 £ 1.51
IBBA-EIF 91.56 + 0.76 91.02 + 0.33 91.29 £ 1.44 92.71 £ 0.52 13.84 + 0.97
RRSM 92.33 £ 0.59 91.85 + 1.08 92.09 + 0.48 90.36 +1.91 12.69 £ 0.71
MSFO-EIF 94.03 £ 0.27 93.67 + 0.41 93.85 + 0.19 94.79 + 0.68 15.36 + 0.36
KNN 85.04 + 0.53 89.42 + 141 89.73 + 0.64 86.72 + 0.92 8.79 £ 2.65
LOF 84.61 +1.76 89.08 + 0.47 89.34 +£2.91 89.77 £ 0.38 9.86 + 0.81
IF 83.94 + 2.07 88.22 £ 0.71 88.41 + 1.29 87.61 + 0.85 8.48 + 0.44
D3 EIF 85.36 + 0.62 89.15 + 2.34 89.52 + 0.89 88.88 + 1.12 9.31 £ 0.57
IBBA-EIF 89.38 + 0.68 88.95 + 0.95 89.17 + 0.35 90.12 + 1.58 11.42 £ 0.72
RRSM 94.34 +£ 0.31 93.87 £ 1.17 94.10 £ 0.74 91.36 £ 0.55 13.58 + 0.96
MSFO-EIF 96.59 + 0.24 96.21 £ 0.13 96.40 + 0.39 93.65 + 0.76 15.14 £ 0.28

Overall, MSFO-EIF significantly outperforms baseline algorithms on all three datasets. Its performance

improvements are primarily attributed to the following factors: First, the mRMR and feature grouping
mechanisms effectively reduce feature redundancy and enhance discriminative information. Second, the
multi-strategy feature selection algorithm improves global search capabilities and the quality of feature
subsets. Finally, the extended isolation forest incorporating rough sets enhances the ability to characterize
boundary and uncertain samples through multi-region partitioning, thereby significantly improving the
performance and stability of anomaly detection.

In terms of ROC curve analysis, Fig. 3 illustrates the classification performance of each model on
datasets DI, D2, and D3, respectively. Overall, the ROC curves of MSFO-EIF are consistently closest to the
top-left corner across the three datasets, indicating that it maintains a higher true positive rate at a lower false
positive rate and therefore has stronger overall discriminative capability. On dataset D1, MSFO-EIF obtains
the highest AUC, suggesting a more stable classification boundary. The curves of RRSM and IBBA-EIF rank
second and generally outperform those of KNN, LOEF, IE, and EIE On dataset D2, MSFO-EIF still maintains
the best ROC curve pattern, especially in the low-FPR region, where it achieves a higher TPR more rapidly.
Its AUC improves by 2.08 and 4.43 percentage points compared with IBBA-EIF and RRSM, respectively,
further indicating its more stable ability to identify anomalous samples. On dataset D3, MSFO-EIF achieves
an AUC of 93.65%, which is higher than RRSM at 91.36% and IBBA-EIF at 90.12%, again confirming its
incremental advantage over existing improved methods. In contrast, while KNN, LOE IE and EIF are capable
of detecting anomalies to a certain extent, their ROC curves are generally lower than those of the improved
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methods, indicating that the basic detection mechanisms still have limited ability to capture complex feature
relationships and boundary anomaly samples.
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Figure 3: ROC curves of the comparison models.

These results are consistent with the quantitative metrics in Table 2, indicating that the performance
improvement of MSFO-EIF is not limited to a single evaluation metric, but is consistently reflected in both
the ROC curve patterns and the evaluation metrics. In particular, compared with IBBA-EIF and RRSM, the
AUC improvements of MSFO-EIF on multiple datasets demonstrate that the coordinated design of feature
space optimization and the five-region rough isolation mechanism further enhances the model’s ability to
identify boundary samples and weak anomalous samples. Overall, the ROC curves across the three datasets
are generally closer to the top-left corner, indicating a better overall trade-off between the true positive rate
and false positive rate over all possible classification thresholds. Therefore, it demonstrates stronger overall
discriminative capability.

4.4 Generalization Experiment on High-Dimensional Text Data

To further evaluate the generalization ability of MSFO-EIF beyond biomedical datasets, an additional
experiment was conducted on the R8 high-dimensional text dataset, using AUC-PR as the evaluation metric.
R8 is a high-dimensional sparse text benchmark derived from Reuters-21578 and covering eight news
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categories. We selected two representative deep anomaly detection methods, DIF [45] and RDP [46], as
comparison baselines.

As shown in Table 3, MSFO-EIF achieves an AUC-PR value of 0.152 on the R8 dataset, outperforming
DIFE and RDP, which obtain 0.145 and 0.146, respectively. Although the overall AUC-PR values are relatively
low due to the sparsity and imbalance of high-dimensional text data, MSFO-EIF still achieves relative
improvements of 4.83% and 4.11% over DIF, and RDP. This result indicates that the proposed feature
optimization strategy and rough-set-based isolation mechanism can improve anomaly discrimination in
sparse high-dimensional spaces, providing supplementary evidence for the adaptability of MSFO-EIF on
non-biomedical data.

Table 3: AUC-PR comparison on the R8 dataset.

Method AUC-PR
DIF 0.145 + 0.031
RDP 0.146 + 0.017

MSFO-EIF 0.152 + 0.012

4.5 Ablation Experiments

To validate the effectiveness of each module in MSFO-EIF, we sequentially removed key modules and
compared the detection performance of different variants on the Prostate_GE dataset. Fl-score and AUC
were selected as representative metrics to reflect the comprehensive detection performance and overall
discriminative ability of the model. Specifically, we constructed the following ablation models: removal of
the mRMR pre-screening module. Removal of the feature grouping mechanism based on SU. Removed
the multi-strategy collaborative optimization mechanism and adopted HBO. Removed the rough set multi-
region partitioning mechanism, reducing the model to standard extended isolation forests. Removed the
front-end feature selection process, retaining only the five-region rough EIE.

The results are summarized in Fig. 4, and the following findings were observed: After removing mRMR,
the Fl-score and AUC decreased by 6.64% and 6.88%, respectively, indicating that prescreening effectively
reduces high-dimensional redundant features. After removing SU grouping, both metrics decreased by
5.09 and 5.20 percentage points, respectively, indicating that feature grouping helps construct a more
complementary candidate feature subspace. After replacing MIHBO with the original HBO, the Fl-score
and AUC decreased by 3.21% and 3.33%, respectively, demonstrating that the multi-strategy collaboration
mechanism can improve the quality of feature search. Removing the five-region rough set partition also
resulted in a decline in model performance, indicating that this mechanism helps enhance the ability to
identify boundary and uncertain samples. Furthermore, the “w/o feature selection” configuration achieved
the lowest performance, with the Fl-score and AUC dropping to 86.91% and 85.97%, respectively. This
result indicates that performing region partitioning and anomaly detection directly in the original high-
dimensional feature space is subject to interference from redundant and noisy features, whereas the front-end
feature selection process plays a crucial role in improving the partitioning quality and detection stability of
the five-region rough EIE.

4.6 Parameter Sensitivity Analysis

This section discusses the impact of key parameters on the performance of MSFO-EIF, focusing
primarily on the five-region partitioning coefficient N and the balance coeflicient y in the fitness function.
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A hyperparameter sensitivity analysis was conducted on the Prostate_GE dataset, using F1 score and AUC
as evaluation metrics. To ensure comparability, a one-factor-at-a-time sensitivity analysis was adopted. Only
one hyperparameter was varied each time, while the others were fixed at the default settings with relatively
better performance. When analyzing N, y was fixed at 0.15; when analyzing y, N was fixed at 1.5.

Full MSFO-EIF
w/0 mRMR
1. 00 w/o SU grouping
RHIHBO — HBO
w/o five-region partition
w/o feature selection
0.95 1
0.90 4 E— 1
0.85
0.80

Fl-score AUC
Figure 4: Results of ablation experiments on the Prostate_GE dataset.

The effect of parameter N is shown in Fig. 5a. As N increases from 0.8 to 1.5, the Fl-score and AUC
of MSFO-EIF generally show an upward trend, indicating that moderately expanding the near-core and
boundary regions enhances the characterization of boundary and weakly anomalous samples. However,
when N was further increased to 1.8, model performance declined slightly; this may be due to the fact that
an excessively wide regional scope weakens the isolation effect of anomalous samples.
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Figure 5: The result of parametric sensitivity analysis.

The effect of the balancing coefficient y is shown in Fig. 5b. As u increases from 0.05 to 0.15, model
performance gradually improves, indicating that appropriate constraints on the number of features can
reduce the interference of redundant features on anomaly detection. As y continues to increase, the Fl-score
and AUC decline, suggesting that excessive feature compression may lead to the removal of some effective
discriminative features, thereby affecting detection performance.
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4.7 Statistical Significance Analysis

To further evaluate the statistical reliability and stability of the proposed MSFO-EIF model, Monte Carlo
experiments were conducted on the Prostate_GE dataset. In each iteration, samples were randomly selected
and evaluated under the same experimental settings, and the AUC value was recorded as the main statistical
indicator. A total of 100 independent iterations were performed to examine whether the proposed method
could maintain stable discrimination ability under different random sampling conditions.

As shown in Fig. 6, the AUC values fluctuate within a relatively narrow range from 0.9468 to 0.9679
across the 100 iterations. The mean AUC reaches 0.958, which indicates that MSFO-EIF maintains a stable
anomaly discrimination performance on the Prostate_ GE dataset. In addition, the standard deviation of
the AUC values is 0.0052, suggesting that the performance fluctuation under repeated random sampling is
limited. These results demonstrate that the proposed method has good stability and statistical reliability on
the Prostate_GE dataset, and further support the effectiveness of MSFO-EIF in high-dimensional anomaly
detection tasks.

— AUC
0.965 -
0.960 -
O
2
<
0.955 A
0.950 A
0 20 40 60 80 100

Iterations

Figure 6: Results of statistical significance analysis on the Prostate_GE dataset.

5 Conclusion

To address the challenges of severe feature redundancy, concealed anomaly patterns, and the difficulty
in characterizing uncertainty in high-dimensional anomaly detection, we propose a high-dimensional
anomaly detection model, MSFO-EIF, which integrates multi-strategy feature optimization with an improved
isolation mechanism. This model combines mRMR with symmetric uncertainty for feature pre-screening
and grouping, and integrates Latin hypercube sampling, elite backpropagation, the roulette mechanism,
and gray wolf optimization to achieve efficient feature subset search. During the detection phase, we
introduce the concept of rough set approximate regions to construct a five-region partition in the extended
isolation forest and enhance anomaly scoring capabilities through weighted path length. Experimental results
demonstrate that this model outperforms KNN, LOE IF, EIE, IBBA-EIF, and RRSM in metrics such as
Accuracy, Fl-score, AUC and AUC-PR, exhibiting excellent effectiveness and robustness. Future work will
integrate deep representation learning and graph modeling, while incorporating uncertainty quantification
and interpretability mechanisms to enhance practical application value.
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