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ABSTRACT: Artificial Intelligence of Things (AIoT) systems have emerged through the rapid integration of artificial
intelligence (AI) and the Internet of Things (IoT), enabling intelligent sensing, distributed learning, and real-
time decision-making across diverse application domains. However, this convergence also introduces a significantly
expanded adversarial attack surface spanning sensing devices, communication networks, learning pipelines, and
actuation environments. This paper presents a comprehensive systematic review of adversarial threats and defence
mechanisms in AloT systems using a novel 3D-AIoT-TT (Three-Dimensional AloT Threat Taxonomy) framework.
The proposed taxonomy jointly models three fundamental dimensions: (i) AI pipeline stages, (ii) IoT architectural
layers, and (iii) adversarial knowledge levels. By integrating these dimensions into a unified analytical framework,
the taxonomy enables systematic characterization, classification, and evaluation of adversarial behaviours across
heterogeneous AloT environments. Using this framework, the study analyzes a broad spectrum of adversarial threats,
including poisoning attacks, evasion attacks, backdoor attacks, model extraction attacks, and federated learning-based
attacks. In addition, existing defence mechanisms such as adversarial training, hardware-assisted protection, federated
defence strategies, anomaly detection, and certified robustness techniques are critically examined with particular
emphasis on their practicality in resource-constrained edge AloT deployments. A key contribution of this work is the
identification and analysis of emergent cross-layer adversarial threats, where vulnerabilities arise through interactions
among sensing, communication, learning, and actuation components. Unlike traditional isolated security models, these
threats propagate across multiple AIoT layers and exploit systemic interdependencies within intelligent infrastructures.
Overall, this study establishes a structured and unified understanding of adversarial AIoT security, highlights current
research limitations and underexplored areas, and emphasizes the need for scalable, cross-layer, and deployment-aware
defence mechanisms for next-generation intelligent systems.

KEYWORDS: Artificial Intelligence of Things (AloT); adversarial machine learning (AML); Al threats; AloT security;
federated defence

1 Introduction
1.1 Background and Context

The Internet of Things (IoT), initially developed through interconnected sensing platforms and embed-
ded communication technologies, has rapidly evolved into a large-scale global ecosystem comprising more
than 15 billion active devices by 2024 [1,2]. This ecosystem includes heterogeneous components such as
low-power sensors, embedded microcontrollers, intelligent actuators, edge gateways, and cloud-connected
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devices operating across consumer, industrial, healthcare, transportation, and smart infrastructure environ-
ments [3]. At the same time, significant advances in lightweight deep learning architectures, neural network
optimization techniques, and specialized AI hardware accelerators have enabled intelligence to move from
centralized cloud infrastructures toward edge environments [4,5]. This paradigm, commonly referred to
as the Artificial Intelligence of Things (AIoT), enables distributed systems to perform localized inference,
adaptive control, and context-aware decision-making in real time while operating under stringent latency,
bandwidth, energy, and connectivity constraints [6].

The integration of Al capabilities within IoT infrastructures fundamentally transforms the security
landscape. Traditional IoT security research has primarily focused on communication-layer vulnerabilities,
authentication protocols, access control, and firmware integrity [7,8]. In contrast, adversarial machine
learning (AML) research has mainly investigated model-centric attacks in cloud-based and computationally
resource-rich environments [9]. However, AIoT systems operate at the intersection of physical sensing
environments, embedded computing platforms, communication networks, and intelligent learning models,
thereby introducing a substantially broader and more complex adversarial attack surface. In such environ-
ments, machine learning models directly interact with noisy and potentially adversarial physical inputs while
simultaneously operating under strict memory, computational, and energy limitations [6,10].

Fig. 1 illustrates the layered integration of sensing devices, embedded intelligence, communication
infrastructure, and application-layer decision-making within AIoT environments. The figure further demon-
strates how adversarial perturbations introduced at the physical or sensing layer can propagate across
communication, processing, and decision-making stages, ultimately affecting system-level behaviour. Such
cross-layer propagation may result in misclassification, unsafe actuation, privacy leakage, service disrup-
tion, or broader system compromise. These interconnected vulnerabilities highlight the limitations of
conventional single-layer security models when applied to intelligent AloT ecosystems.
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Figure 1: The depiction of the AIoT threat landscape.
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Despite the increasing deployment of AloT technologies in critical infrastructures and real-world
intelligent systems, existing research remains fragmented [11]. Most IoT security surveys treat Al components
as black-box modules without systematically analyzing adversarial learning threats, whereas many AML-
focused reviews overlook the deployment constraints and heterogeneous operational conditions inherent
to AloT systems [12]. Consequently, there remains a lack of a unified analytical framework capable of
systematically characterizing adversarial threats, defence mechanisms, and cross-layer interactions within
AloT environments. This gap limits the ability of researchers, system designers, and practitioners to
accurately assess security risks, deploy effective defence strategies, and balance robustness with resource
efficiency in practical intelligent systems [13,14].

Table 1 presents a comparative analysis between this study and representative state-of-the-art works
selected from closely related domains, including AlIoT security, adversarial machine learning, intelligent
IoT architectures, cyber-physical systems, federated learning, and edge-AlI environments. The studies were
selected based on their relevance to Al-enabled IoT systems, distributed intelligence, security perspectives,
and adversarial robustness considerations. The main comparison parameters include key idea, research
gaps, and adversarial machine learning aspects, IoT layer coverage, Al pipeline stage focus, adversarial
knowledge model, physical attacks, defence strategies, AlIoT focus, scope, cross-layer threat analysis, and
taxonomy support. In contrast to existing literature, which primarily emphasizes system optimization,
application-specific architectures, or isolated security mechanisms, the revised comparison systematically
maps the reviewed studies onto important dimensions of the proposed 3D-AIoT-TT framework. This analysis
highlights the limited exploration of compound adversarial behaviors, cross-layer threat propagation, and
physical-world attack scenarios in current AloT research, thereby demonstrating the necessity for a unified
system-level adversarial threat modeling framework.

As presented in Table 1, the majority of current research focuses on individual aspects of AloT, such
as application-specific deployments, intelligent system design, or performance optimization, while paying
minimal attention to security problems.

Even when security is considered, it usually only addresses high-level strategies like authentication or
privacy protection, ignoring the risks posed by AML. Furthermore, while some studies take into account
layered or closed-loop architectures, they do not account for the propagation of adversarial perturbations
across the layers of sensing, processing, communication, and control. Interestingly, none of the examined
works clearly represent cross-layer adversarial threats or offer a hierarchical taxonomy. The proposed work,
on the other hand, offers a more thorough and security-aware perspective by addressing these limitations
by providing a multi-dimensional taxonomy and methodically examining emergent cross-layer adversarial
risks in AIoT systems.
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1.2 Motivation

Numerous converging technological and regulatory trends demand a dedicated study at this level.

o  First, the rapid adoption of Tiny Machine Learning (TinyML) and on-device inference has pushed
highly complex Al models onto ultra-constrained hardware platforms, typically operating with memory
budgets as low as 256 KB. Many existing adversarial defensive techniques, which typically have a
computing overhead of 2-10x, become unfeasible under such limitations, necessitating the development
of completely new, resource-aware defence strategies [19,20].

o  Second, the adversarial threat models are considerably altered by the close connection between the
physical world and the AI models in AloT systems. Unlike usual conditions where the attacks are
injected digitally, the adversaries can make use of the physical channels by initiating a carefully designed
optical, auditory, or electromagnetic (EM) disturbance, which can modify the inputs of the sensor before
the learning systems can manage them [20,21].

o  Third, the distributed and intrinsic collaborative nature of the AloT deployments, which often utilize
a federated or edge learning, reveals a novel class of weakness, i.e., the Byzantine behaviours and data
poisoning attacks that seem to be different from those in centralized ML frameworks. These attack paths
get worse due to the unreliable dependability of heterogeneous connectivity [21-23].

o Lastly, for the Al systems that are deployed in critical environments, the new regulatory authorities
like the European Union’s AI Act and the NIST (National Institute of Standards and Technology’s)
AI Risk Management Framework are starting to demand security, robustness, and transparency
assurances [13,23].

For the adversarial threats in the AIoT ecosystem, these progressions reflect and motivate how vital it
is to have an application-aware knowledge and understanding.

1.3 Search Methodology

To ensure analytical rigor, reproducibility, and methodological transparency, this study followed the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA 2020) guidelines [24]. The
literature search was conducted across several major scientific digital libraries, including IEEE Xplore, Web
of Science, Scopus, SpringerLink, MDPI, Wiley Online Library, ScienceDirect, Association for Computing
Machinery(ACM), Digital Library, and Google Scholar. The search process was performed during March-
April 2026 and covered English-language publications published between January 2020 and March 2026.

A structured keyword-based Boolean search strategy was designed to systematically retrieve studies
related to adversarial machine learning, Al-enabled IoT systems, and AloT security and defense mecha-
nisms. The general Boolean search formulation used throughout the review process is presented below:

(“Adversarial Machine Learning” OR “Adversarial Attack” OR “Poisoning Attack” OR “Evasion Attack*”
OR “Adversarial AI”)

AND

(“Artificial Intelligence of Things” OR “AloT” OR “Intelligent IoT” OR “Edge AI” OR “Internet of
Things”)

AND

(“Security” OR “Defense” OR “Robustness” OR “Trustworthy AI” OR “Attack Detection”)

To improve reproducibility and database-level transparency, database-specific query adaptations were
also employed. For example, IEEE Xplore queries were performed using the “All Metadata” field, while
Scopus and Web of Science searches utilized TITLE-ABSTRACT-KEYWORD and TS (Topic Search) field
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formulations, respectively. The search process primarily relied on keyword-based retrieval and relevance
filtering across titles, abstracts, and indexed metadata fields.

To improve reproducibility and database-level transparency, database-specific query adaptations were
also employed. For example, IEEE Xplore queries were performed using the “All Metadata” field, while
Scopus and Web of Science searches utilized TITLE-ABSTRACT-KEYWORD and TS (Topic Search) field
formulations, respectively. Similar syntax adaptations were applied to ACM Digital Library, ScienceDirect,
SpringerLink, Wiley Online Library, MDPI, and Google Scholar to ensure consistent retrieval across
platforms. Representative database-specific search query formulations are provided in Appendix A. The
search process primarily relied on keyword-based retrieval and relevance filtering across titles, abstracts, and
indexed metadata fields.

All retrieved records were exported to EndNote for automatic duplicate detection, followed by manual
verification to ensure accurate removal of repeated entries across multiple databases. The screening process
followed a multi-stage PRISMA workflow consisting of title and abstract screening, full-text eligibility
assessment, and final quality-based inclusion. Initial relevance screening was independently rechecked
to improve selection consistency, while disagreements regarding study eligibility were resolved through
iterative discussion and consensus-based reassessment. Because not all reviewed studies explicitly define
taxonomy dimensions, taxonomy mapping was performed at a conceptual aggregation level rather than via
per-paper enforcement.

Studies unrelated to AloT adversarial security, non-English publications, editorials, tutorial sum-
maries, short papers (<4 pages), and non-peer-reviewed grey literature were excluded during the eligibility
assessment stage. Following eligibility screening, a structured 10-point quality assessment framework was
applied to evaluate the methodological rigor, novelty, experimental validation, reporting clarity, and domain
relevance of the candidate studies. Only studies achieving a minimum quality score of 6/10 were retained
in the final synthesis. The complete PRISMA workflow is summarized in Table 2 and illustrated in Fig. 2.
Furthermore, the PRISMA 2020 checklist has been included in the Supplementary Materials to further
strengthen methodological transparency, reproducibility, and reporting consistency. In addition, the detailed
10-point quality assessment rubric used during study selection is provided in Appendix B.

Table 2: The flow of the PRISMA process.

PRISMA Stage Digital Libraries/Actions Inclusion/Exclusion Criteria Outcome
IEEE Xplore, Web of Science,
. . SprlngerLlnk, ?copgs, MDPI, Publications from January 1100 records
Identification Wiley Online Library, 2020-March 2026; ) .
. . Ny ] identified
ScienceDirect, ACM Digital English-language only
Library, Google Scholar
Automatic and 1
. Jutomatic and mafiua’ Removal of repeated entries ~820 unique
Deduplication  duplicate removal executed via .
across databases records retained
EndNote.
Initial rel i
Title & Abstract futiat relevance screenlr.lg Non-AloT, non-security, and 412 records
. based on AloT adversarial . . ]
Screening irrelevant studies were excluded retained

security scope

(Continued)
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Table 2 (continued)

PRISMA Stage Digital Libraries/Actions Inclusion/Exclusion Criteria Outcome
Full-Text Detailed‘ evaluation of Editorials, .short paper‘s (<4 178 full-text
s methodological relevance and  pages), tutorial summaries, and .
Eligibility . o . articles assessed
technical contribution non-research articles excluded
li i ing <6/1
Quality Studies scoring <6/10 and 115 studies

10-point quality scoring

framework apphed non—peer—rev1ewed grey

literature excluded

Assessment &
Inclusion

included

[ Identification of studies via databases and registers ]
M
Records identified from databases Records removed before screening
(n=1,100)
g » |EEE Xplore  Duplicate records removed
% » Web of Science (n =688)
o o Spri >
= 5 SEQSS: ' "| « Records marked as ineligible
*%' . MDPI by automation tools (n = 0)
K= 5 g\ggzxceDirect « Records removed for other
. -0
. ACM Digital Library redzons (v =0)
—
P \ 4
Records excluded (n = 234)
Records screened »| + Non-AloT studies
(n=412) « Non-adversarial security focus
ga « Irrelevant domains/topics
5
) v
3]
7] Reports sought for retrieval o ; -
(n = 178) »| Reports not retrieved (n = 0)
Reports excluded (n = 63)
> Reports assessed for eligibility | ¢ Brief/editorial papers with fewer
= (n=178) Ly than four pages
2 « Lack of theoretical or empirical
2 contribution
= « Insufficient AloT relevance
— » Duplicate extended versions
\ 4
B Studies included in review
'g (n=115)
E Reports of included studies
= (n=115)
) —

Figure 2: PRISMA workflow diagram.

Three research questions (RQs) are organized in this study that are centered on this carefully chosen
dataset and are meant to thoroughly examine the AloT adversarial landscape:
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e RQI: Threats Classification: In AIoT systems, what makes the entire landscape of adversarial Al threats,
and how do they vary structurally from threats in conventional IoT or Al or domains when studied
across Al pipeline stages, IoT architectural layers, and adversarial knowledge models?

e RQ2: Defence Mechanisms Effectiveness in AIoT: In AloT systems, what are the pros and cons of
existing adversarial defence mechanisms, and for the deployment in places with limited resources and
heterogeneity, how well are they suited?

«  RQ3: Emergent Cross-Layer Threats: From the integration of Al and IoT components, what new
adversarial patterns particularly arise, and which systemic flaws are exploited by these cross-layer
threats?

1.4 Contributions

The following are the key contributions of this study:

« PRISMA-based Development and Evaluation: According to the PRISMA 2020 method, a precisely
chosen quantity of 115 research articles is developed, offering a comprehensive and systematically clear
description of adversarial Al research in AloT situations.

e 3D-AIoT-TT (Three-Dimensional Adversarial IoT Threat Taxonomy): This study proposes a system-
atic 3D-AIoT-TT framework for AloT systems that classifies adversarial threats based on (i) AI pipeline
stages, (ii) IoT architectural layers, and (iii) adversarial knowledge levels. The proposed taxonomy
enables structured cross-study comparison and facilitates the identification of unexplored threat regions
within the AloT security landscape.

«  Comprehensive Analysis of Adversarial Attacks and Defences: The main types of adversarial attacks
are provided in this study, including evasion, poisoning, backdoor, federated learning, and model
extraction attacks, along with an organized analysis of defence mechanisms such as adversarial training,
detection-based techniques, federated defences, and hardware-assisted security approaches.

« Overview of Cross-Layer Adversarial Threats: This study goes beyond conventional Al and IoT
security perspectives to identify and systematically investigate new cross-layer adversarial threats arising
from the interaction of sensing, learning, communication, and actuation layers. This highlights systemic
weaknesses that traditional single-layer security approaches are unable to detect.

1.5 Paper Organization

This is how the rest of the paper is organized. Background information on adversarial machine learning
foundations and AloT architectures is given in Section 2. The proposed 3D-AIoT-TT taxonomy is presented
in Section 3. Within this framework, adversarial attack techniques and defence mechanisms are methodically
reviewed in Sections 4 and 5, respectively. Emergent cross-layer threats are examined in Section 6, and
by summarizing the findings in connection to the research questions (RQ1-RQ3), Section 7 provides an
integrated assessment of the findings. Section 8 finally concludes the paper.

2 Background and Preliminaries

The basic concepts required for understanding the fusion of IoT systems with the use of Al are presented
in this section. It highlights architectural components of AlIoT and emphasizes the major enabling tech-
nologies that support distributed, intelligent decision-making. It also creates the framework for examining
adversarial threats and security issues in AIoT environments.
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2.1 AIoT Architectural Overview

The architecture of AloT systems is dispersed and hierarchical by nature, with sensing, computing,
and intelligence spread over several layers. Real-time analytics, low-latency decision-making, and scale
model training are made possible by this architectural paradigm, but its distributed trust boundaries and
heterogeneous components also present difficult security issues [25]. The perception, edge, fog, and cloud
layers of an AloT architecture can be thought of as a four-tiered framework with different functional roles and
computing capacities [26]. As depicted in Fig. 3, intelligence is dispersed among various layers rather than
being restricted to centralized infrastructures, allowing for both global coordination and localized inference.

Cloud = | + Data Poisonin
= e
Platform . i+ Aggregation Attack
Fog Nodes & o 109 Sl L Network Interception
o oo ~ 1
Gateways oLNies o ﬁ i+ Side-Channel Attacks
Stratified
Attack Edge { « Firmware Tampering
Surface Devices ! « Model Extraction

Perception = @ o & 75 « Adversarial
Layer ) \_d E3© R ! Perturbation

Pertlfrfedput Benign Sample Al Model * Ativessarial
] ﬁ — % Perturbation

Figure 3: Mapping intelligence and attack vectors across the AloT continuum, from perception to cloud.

&

The perception layer, which is the lowest level, consists of a variety of sensing and actuation components,
including radio frequency identification (RFID) tags, cameras, microphones, inertial measurement units
(IMUs), and chemical sensors [27]. Through direct interaction with the physical world, these devices create
raw data, which is then fed into the AT model. As for their inappropriate computational security and physical
exposure, this layer is primarily susceptible to adversarial perturbation, where well-constructed inputs can
modify sensor readings and mislead downstream inference systems.

The edge layer above this is comprised of single-board computing systems, microcontrollers, and
embedded processors, which run lightweight ML models that normally use the TinyML paradigm [26]. This
layer allows on-device inference by reducing communication latency and preserving bandwidth. However, it
also introduces vulnerabilities like side-channel attacks, firmware tampering, and model extraction because
adversaries can exploit direct access to the device software stack or hardware.

As a midway processing tier, the fog layer comprises edge servers and gateways that collect data from
various edge devices [28]. More coordinating and complex tasks are offered by this layer, like distributed
inference and data preparation. This layer serves as a communication hub, so it is prone to network-level
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attacks like eavesdropping, traffic manipulation, and the injection of malicious data streams, which can
distribute compromised information across the entire system.

The cloud layer at the top level offers central computational resources for vast data storage, orchestration,
and model training [29] as it is vital when combining model updates from various edge nodes in distributed
or FL contexts. Even with its resistance, this layer can be targeted by Byzantine attacks and data poisoning, in
which an attacker modifies the training data or model updates to influence the overall model performance.

Each inter-layer border on the tire surface created by the hierarchical distribution of intelligence among
these layers denotes a possible site for adversary involvement [30]. As depicted in Fig. 2, at any layer, attacks
can initiate and propagate across the system to raise their impact. For instance, false updates at the cloud layer
can impact all linked devices, and questionable inputs at the perception layer can disrupt edge inference.
Additionally, the adversaries can target not just data and communication pathways, but also the learning
mechanisms themselves, the deployment of AI models across several tiers greatly increases the complexity
of protecting AloT systems.

2.2 Core Concepts of Adversarial Machine Learning (AML)

AML research examines how ML models are susceptible to intended inputs and manipulations that
can change the behavior of the model. Initial studies in this area reflect that deliberate misclassification or
significantly reduced model performance can result from well-planned perturbations, which are frequently
undetectable to human observers [7]. Although these findings are initially studied in centralized and static
ML environments, their ramifications become more substantial in AloT systems, where the models operate
under resource-constrained, distributed, and dynamic conditions [31].

ML models that process continuous streaming data instead of static datasets are commonly imple-
mented across edge and embedded devices in AloT contexts. Additional limitations brought forth by
this change include constrained computational power, inconsistent connectivity, and close ties to the real
world [32]. As a result, the threat environment becomes more intricate and multidimensional as the
traditional AML framework needs to be expanded to take into consideration real-time operation, physical
reliability of attacks, and system-level interactions. The stage of the ML lifecycle that adversarial attacks
target is usually used to classify them. Three main categories of adversarial attacks can be distinguished, as
shown in Fig. 4: privacy or model-centric attacks, inference-time attacks (evasion), and training-time attacks
(poisoning).

The goal of training-time attacks, also known as poisoning attacks [33], is to undermine the learning
process by altering the model parameters or training dataset. Attackers can insert malicious samples, change
labels, or include backdoors or secret triggers that are inactive during normal operations but become active
under particular circumstances. In AIoT systems, these risks raise the possibility of malware data injection
and aggregation level manipulation, especially in distributed and FL environments where various edge
devices contribute to model training [34]. Evasion attacks or inference-time attacks [35], likewise, arise
in the deployment phase. Without changing the model itself, these attacks provide suspicious predictions
by producing adversarial inputs that exploit the model’s decision boundaries. These attacks in the AloT
context can be physically possible disruptions like altered sensor inputs, distorted visual patterns, or ambient
manipulations that can trick perception systems in the practical world [6].
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Figure 4: Classification of AML attacks in the AIoT systems.

Privacy and model-centric attack is the third category of attack, that target the integrity and confiden-
tiality of ML models [36]. They comprise model extraction attacks, in which the adversaries try to duplicate
private models by querying them, and membership inference attacks, which seek to determine if particular
data points are included in the training dataset [37]. Duvh attacks provide significant dangers to users’
intellectual property and privacy in AloT systems, where models are frequently put on accessible edge devices
or exposed through Application Programming Interfaces (APIs).

In AloT systems, the formation of various threat classes is impacted by several distinct variables. While
hardware heterogeneity improves model vulnerability and performance unpredictability, resource con-
straints restrict the viability of computationally expensive complex countermeasures [38]. Furthermore, the
tight link with the physical world allows for hybrid cyber-physical attack vectors that are not present in classic
ML systems, and unpredictable network connectivity may impede coordinated defence efforts [39]. Fig. 2
highlights that these adversarial risks are linked across the ML pipeline, with each attack type focusing on a
different stage of the model lifecycle. Additional constraints brought about by the AIoT context, like scarce
resources, a variety of hardware platforms, and real-world interactions, affect the viability of attacks and the
creation of effective defensive strategies.

This thorough comprehension of AML principles serves as the basis of creating an organized taxonomy
of risk unique to the AloT, which is discussed in the following sections.

2.3 Threat Model Formalization

In AloT systems, to systematically analyze the adversarial behavior, a multi-dimensional threat mod-
elling approach is used in this study, which incorporates the intricate nature of interactions during the
ML lifespan and distributed system architecture. This formalization offers the analytical foundation for the
proposed taxonomy and enables a consistent portrayal of adversarial threats across different AIoT imple-
mentations. As shown in Fig. 5, the proposed threat model views an adversarial instance as a composition
of multiple independent dimensions, each of which characterizes a unique aspect of the attack surface. The
framework is first defined along its primary axes that represent the structural characteristics of adversarial
encounters:
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« Pipeline stage (s): The first dimension illustrates the point in the ML lifecycle where the threat has
begun. This includes stages like data collection, preparing, model training, or model distribution, and
concluding [29]. Attack stages exhibit distinct operational behaviours like poisoning attempts, mainly
targeting the training phase, while evasion attacks occur during inferences.

o IoT architectural layer (I): In an AloT system, the adversary’s targeted layer is indicated by the
second layer, and it includes perception, edge, communication, and cloud/aggregation tiers, each of
which has different computational capabilities and exposure levels [40]. This dimension is vital for
accurately simulating attack propagation in dispersed scenarios, as vulnerabilities vary significantly
between various layers, as was discussed in Section 2.1.

o  Adversarial knowledge level (k): The extent to which the adversary can access the internal operations
of a targeted system is measured by this third dimension. This dimension is altered to reflect actual
AloT situations in which adversaries might gain partial access via modified hacked edge devices or
side-channel observations [7]. It follows the conventional classification of white-box, gray-box, and
black-box settings. To overcome this, the model incorporates two additional factors that reflect physical
world deployment situations.

o  The Adversarial Goal (g): it describes the purpose of the attack, which may include backdoor instal-
lation, model extraction, denial-of-service (DoS), or targeted or untargeted misclassification [41,42].
These objectives show the various motives of adversaries in AIoT ecosystems by capturing both
functional disruption and information-oriented threats.

«  Constraint profile (c): Replicating deployment boundaries in the real-world, defined as a tuple, i.e.,
c= (A, E, T), where A indicates perturbation magnitude, E reflects energy constraints, and T captures
delay requirements. Consequently, an adversarial AloT instance can be expressed as:

A=(s,1,k, g c) ey

By integrating lifecycle, architectural, knowledge-based, and operational viewpoints into a single
framework, this formulation offers a thorough and expandable depiction of adversarial behavior. These
elements are interrelated and together define the features of an aggressive AloT threat.

Compared to typical threat models that focus on discrete areas of the attack surface, this multi-
dimensional method enables cross-layer and cross-stage analysis, making it simpler to uncover complex
attack patterns and connections. It also makes it easier to compare different attack methods consistently and
provides a formal basis for developing context-specific and constraint-aware response systems. The multi-
layered taxonomy of adversarial threats described in Section 3, where these dimensions are methodically
mapped to classify and examine new attack avenues in AloT systems, is directly supported by this formal
threat model.

The proposed multi-dimensional threat model, AML paradigms, and the integrated conceptual frame-
work of AIoT architecture are summarized in Table 3, emphasizing their interdependencies and applicability
to AloT security analysis.
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Formal Adversarial Instance Representation

A=(,Lk,g,c)
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Figure 5: A simplified threat model framework of AloT.

3 Proposed Taxonomy: 3D-AIoT-TT

To address the complex and multi-layered nature of adversarial threats in AloT systems, this study
proposes a unified and structured framework termed the 3D-AIoT-TT (Three-Dimensional AloT Threat
Taxonomy). The taxonomy provides a systematic representation of adversarial behaviors by modeling the
AloT threat landscape as a three-dimensional space defined by: (i) Al pipeline stage, (ii) IoT architectural
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layer, and (iii) adversarial knowledge level. By capturing the interaction between sensing, learning, com-
munication, and control components, the framework enables structured analysis, comparison, and defence
design across heterogeneous AloT environments.

Table 3: Integrated conceptual framework of AloT architecture and adversarial threat modeling.

Link to
L . C . Threat
Component Sub-Aspect Description Security Implications
Model
Dimensions
Sensors and actuators Vulnerable to physical adversarial
Perception Layer interacting with the physical . Py D, (¢
. perturbations and spoofing
environment
Embedded devices Susceptible to model extraction,
AloT Edge Layer performing local inference firmware tampering, and (), (k), (c)
- 0 (TinyML) side-channel attacks
Architecture
(Section 2.1) Intermediate vatewavs for Risk of data injection, traffic
Fog Layer . & ¥S manipulation, and aggregation M), (s)
aggregation and processing .
compromise
Centralized training and Vaulnerable to poisoning, Byzantine
Cloud Layer . attacks, and large-scale 0, (s), (9)
orchestration . ;
manipulation
Training-Time Poisoning of training data Degrades model integrity and ©) (@), (k)
Attacks or model parameters introduces hidden backdoors en
Ad ol Inference-Time  Adversarial inputs causing Exploits decision boundaries ), (O
versaria Attacks misclassification during real-time deployment ’
ML Concepts
(Section 2.2) Model/Privacy Model extraction and Leads to intellectual property theft ®), 9)
Attacks membership inference and privacy leakage ’
. Resou'r . 1 atency, and Restricts both attack feasibility and
AloT Constraints physical interaction . (c)
N defense design
limitations
Pipeline Stage  Attack point in ML lifecycle Defines temporal attack entry ()
Arc]}j;t;;::ure Targeted system layer Defines spatial attack surface )
"flslrea't Mgi‘;l Knowledge Level Adversary system awareness  Influences attack sophistication (k)
ection 2.:
Adversarial Goal Intended outcome of the Determines attack strategy (9)
attack
Constraint Operational limitations Governs feasibility in the AloT ©
Profile ((A,E, T)) context

It is important to clarify that the proposed taxonomy is strictly based on these three orthogonal
dimensions. Additional aspects, such as adversarial goals and constraint profiles, are treated as supporting
contextual descriptors rather than independent classification axes, used only to enrich the interpretation of
attacks in practical scenarios.



Comput Mater Contin. 2026;89(1):4 15

3.1 Rationale and Design Principles

Existing AML taxonomies are predominantly single-axis or dual-axis systems, typically organized
around attack objectives (targeted vs. untargeted) or adversarial knowledge (white/grey/black-box) [43].
While these models are effective for benchmarking isolated learning systems, they are insufficient for AloT
environments, which exhibit coupled cyber-physical interactions, distributed computation, and resource-
constrained deployment settings.

Similarly, traditional IoT security taxonomies primarily focus on network and protocol-level threats,
failing to capture vulnerabilities introduced by embedded intelligence and learning-based decision-
making [44]. Consequently, the AloT threat surface emerges as a composite interaction of physical,
computational, and learning-driven attack vectors that cannot be adequately represented using exist-
ing paradigms.

To bridge this gap, the proposed 3D-AIoT-TT framework models adversarial threats across three
interacting but orthogonal dimensions. Importantly, the taxonomy is NOT sequential; instead, it represents
a unified multidimensional threat space where each axis interacts jointly to define an attack coordinate. The
design of this taxonomy is inspired by the following five principles:

i. Completeness: For each known AloT adversarial threat, the taxonomy can explicitly incorporate.

ii. Orthogonality: Each axis reduces the redundancy and overlap by capturing the distinct aspects of
adversarial behavior.

iii. Unambiguous Mapping: In the taxonomy space, by mapping the occurrence of each attack to an
individual coordinate, consistent classification can be possible.

iv. Actionability: By each taxonomy region, different system design issues and defence tactics are implied.

v. Constraint Awareness (a new contribution): The taxonomy allows for evaluation that goes beyond
threat models, which are only theoretical, by indirectly encoding deployment restrictions like physical
reliability, latency, and energy.

3.2 Taxonomy Axes
3.2.1 Axis 1: A Pipeline Stage

The first dimension captures the lifecycle stage of the AI pipeline where an adversarial intervention
occurs. In AloT systems, the Al lifecycle is modeled as five interconnected stages: data collection, pre-
processing, training, model distribution/storage, and inference. The data collection stage is the foundation
of the pipeline, where real-world signals are captured via sensors. Pre-processing involves filtering, normal-
ization, and feature extraction. Training involves model learning using centralized, federated, or transfer
learning paradigms. Model distribution includes deployment via edge/cloud systems and over-the-Air
(OTA) updates. Finally, inference performs real-time decision-making.

From a security perspective, different stages exhibit different exposure levels. In practical AloT deploy-
ments, adversarial access is particularly feasible at sensing and inference boundaries due to the physical
exposure of sensors, wireless interfaces, and resource-constrained edge devices. Such exposure has been
extensively discussed in embedded neural network and edge-Al security literature, where attackers may
gain physical proximity or side-channel access to deployed devices [45]. Early-stage attacks (especially data
collection and training) tend to have persistent system-wide effects, while inference-stage attacks are often
immediate but localized.
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3.2.2 Axis 2: IoT Architectural Layer

The second dimension represents the system layer where adversarial interaction occurs: perception
layer, edge layer, communication layer, and cloud/aggregation layer. The perception layer is the primary entry
point for physically grounded attacks through sensors and actuators. The edge layer hosts embedded models
for local inference. The communication layer enables data exchange and is vulnerable to interception and
injection attacks. The cloud layer manages centralized training, orchestration, and storage.

A key feature of AloT systems is cross-layer dependency, where disturbances at one layer propagate
non-linearly to others. For example, small perturbations at the perception layer (e.g., sensor spoofing) can
influence edge inference outputs, which may further affect cloud-level model updates in federated learning
(FL) systems, leading to system-wide degradation.

3.2.3 Axis 3: Adversarial Knowledge Level

According to the adversary system, access and the degree of knowledge, the proposed taxonomy
improves and integrates upon the conventional AML threats (white/grey/black-boxes) pattern by classifying
attacks. For highly optimized and targeted attacks, the white box situations allow as the adversary has full
access to the model parameters, architecture, and training process. For grey-box situations, the adversary
has partial knowledge, like limited training data insights, approximation model structure, and side channel
information. For a black-box scenario, the adversary only has output observation or query-based interactions
to deduce the behavior of the system, as they do not have any inside knowledge of the model.

In addition, the study introduces the physical-oracle setting, which is particularly relevant in AloT
environments. In this setting, the adversary does not directly observe model outputs but instead infers system
behavior through physical interactions such as sensor readings, actuator responses, environmental changes,
or system feedback loops. For example, an attacker may vary environmental conditions (light, sound,
vibration, or RF interference) and observe system reactions to infer decision boundaries. This paradigm
is especially relevant in autonomous systems, industrial IoT, and healthcare devices, where outputs are
embodied in physical actions rather than explicit digital responses.

3.3 Taxonomy as a Structural Threat Space

The proposed 3D-AIoT-TT framework represents adversarial threats as a unified three-dimensional
space rather than a sequential classification pipeline. Each attack is mapped to a coordinate defined by (Al
pipeline stage, IoT layer, and adversarial knowledge level).

Importantly, the framework captures complex interactions between axes rather than treating them
independently. For instance, a sensor poisoning attack (data collection stage + perception layer + physical-
oracle access) can propagate into corrupted model training outcomes, which later amplify inference-time
misclassifications at the edge layer. Similarly, a black-box evasion attack at the inference stage, combined
with edge-layer constraints (limited compute and energy), can significantly increase system vulnerability
due to reduced defense capacity. This interaction-based modeling enables cross-layer reasoning, allowing
the analysis of cascading adversarial effects across multiple system components.

3.4 Taxonomy Instantiation

Table 4 demonstrates the instantiation of the 3D-AIoT-TT framework across representative adversarial
attack classes. Each attack is mapped to a unique coordinate in the 3D space, enabling systematic classification
and comparison.
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This mapping highlights that attacks targeting the same Al pipeline stage may exhibit fundamentally
different behaviors depending on their architectural layer and knowledge model. For example, a perception-
layer evasion attack requires sensor-level defenses such as redundancy and filtering, whereas edge-layer
attacks require runtime monitoring and adversarial robustness mechanisms.

The taxonomy also captures compound and cross-layer attacks, where adversaries exploit multiple
stages and layers simultaneously. For example, a federated poisoning attack may originate at the training
stage (pipeline axis), propagate through the cloud aggregation layer, and exploit grey-box knowledge to
manipulate global model updates. Such multi-stage threats demonstrate cascading failure patterns that are
not captured in traditional single-axis taxonomies. These observations highlight the necessity of integrated
defense mechanisms that operate across multiple system dimensions rather than isolated security solutions.

It should be noted that the 115 studies included in this review comprise adversarial attack studies,
defense-oriented works, AloT security frameworks, FL research, and foundational AIoT surveys. Conse-
quently, not every study corresponds to a specific adversarial instance that can be uniquely positioned within
the proposed taxonomy. The taxonomy instantiation presented in Table 4 therefore focuses on representative
attack and threat classes extracted from the reviewed literature, while the broader body of reviewed studies
collectively informed the taxonomy design and dimensional structure.

Fig. 6 illustrates the proposed 3D-AIoT-TT framework as a unified multidimensional threat space. The
three axes jointly define a coordinate system in which adversarial behaviors are positioned based on their
pipeline stage, architectural layer, and knowledge level.

Axis 3: Adversarial Knowledge Level

White-box Grey-box Black-box Physical-Oracle
(Full Knowledge) (Partial Knowledge) (Input-Output (Environment /
Only) Interaction Based)

Axis 2: loT Architectural Layer

Perception Layer Edge Layer Communication Layer Cloud Layer
) (Sensors / (Edge Devices / (Network / (Cloud /
E Actuators) Gateways) Protocols) Data Center)

Axis 1: Al Pipeline Stage

Data Collection Pre-processing Training Inference
(Sensing of (Filtering, Normalization, (Model Learning (Prediction &
Real-world Data) Feature Extraction) & Updates) Decision Making)

L

Joint Threat Space Mapping

Attack Instantiation in 3D-AloT-TT Space
¢ Physical Evasion (Perception—Inference—Black-box)
¢ Data Poisoning (Cloud—Training—White-box)
¢ Model Extraction (Edge—Inference—Black-box)
¢ Byzantine FL (Communication—Training—Grey-box)

¢ Cross-Layer Cascade (Multi-dimensional)

Figure 6: The 3D-AIoT-TT framework proposed model.
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Unlike traditional linear taxonomies, this model captures both isolated and interacting adversarial
behaviors, enabling a structured representation of cross-layer dependencies and compound threat scenarios
in AloT systems.

The overall summary of the key dimensions, their components, description, security implications,
and related functions of the proposed taxonomy in illustrating adversarial threats in the AIoT systems, as
presented in Table 5, serves to put more solidification of its structure and systematic scope.

Table 5: The overall summary of the proposed 3D-AIoT-TT taxonomy.

E le Attack
Dimension  Sub-Components Description Security Implications Xam,lg; :)es ac
Data Collection, . Barly-stage attacks Data Poisoning,
_ Defines the stage in propagate
L Pre-processing, ) . Backdoor
Al Pipeline o the AI lifecycle where system-wide; o
Training, Stor- . Injection,
Stage (s) e the adversary inference attacks are .
age/Distribution, . _ , Adversarial
intervenes localized but easier to
Inference Examples
execute
. Enables distinction Sensor Spoofing,
I fies th
IoT Archi-  Perception, Edge, dentifies the system between physicaland ~ Firmware Attack,
O layer where the attack .
tectural Communication, s physicallv or cyber-attack surfaces; Man-in-the-
Layer (/) Cloud p A Y ) impacts defense Middle (MITM),
logically applied .
deployment. Byzantine Attack
Model E ion,
. White-box, Determines attack odel Extraction
Adversarial Captures the s Query-based
Grey-box, , feasibility, stealth, and
Knowledge adversary’s knowledge . Attacks,
Black-box, o required defense .
Level (k) . and access capabilities . Side-channel
Physical-Oracle complexity
Inference
Misclassification, Influences evaluation Targeted Attack,
Adversarial ~ Backdoor, Model  Specifies the objective . Trojan Attack,
. metrics and defense
Goal (g) Extraction, of the attack strategies Resource
Denial-of-Service & Exhaustion
fl 1-worl E les,
. Perturbation Reflect real-world Limits both attack and Sponge Examples
Constraint Budget (A), Ener deployment defense feasibilit Low-power
Profile (c) & ’ 8 Constraints in AloT . ,Y Attacks, Real-time
(E), Latency (T) under edge conditions )
systems Evasion

4 Adversarial AI Attacks in the AIoT: Analysis

This section presents a systematic inspection of AML attacks in the AIoT systems, highlighting their
operational methods and effects across multiple layers.
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4.1 Evasion Attacks
4.1.1 Digital Evasion at the Edge

Evasion attacks’ main goal is to create an adversarial perturbation that creates an inaccurate model
prediction, while remaining statistically indistinguishable or undetectable from valid inputs. In AIoT edge
deployments, the adversary regular use limited query settings or black box making use of either model APIs
or indirect input from system outputs [46].

For producing adversarial instances in continuous input spaces (Loo, L2, LO norms), gradient-based
techniques like Projected Gradient Descent (PGD) [47], Carlini & Wagner (C&W) [48], and their adaptive
variations continue to be fundamental. However, because of model compression methods like quantization,
pruning, and distillation, AloT deployments have special limitations [30]. At inference time, these modifica-
tions result in non-smooth loss surfaces, which decrease direct transferability from full-precision surrogate
models and encourage quantization-aware adversarial optimization techniques.

A growing number of research focuses on edge-runtime evasion, which involves injecting adversarial
manipulation directly into sensor streams before preprocessing [49]. This includes driver-layer manipulation,
Direct Memory Access (DMA) level interception, and compromised sensor firmware [50]. This successfully
shifts the attack surface from the model boundary to the data acquisition layer by completely avoiding
conventional input sanitization pipelines, in contrast to typical evasion.

Adaptive evasion under concept drift [51] is a recently developed approach in which attackers take
advantage of continually learning AloT systems by progressively changing input distributions, resulting in
model degradation without setting off anomaly detectors [52].

4.1.2 Physical and Cyber-Physical Adversarial Attacks

Evasion attacks are extended into the real world by physical adversarial attacks, which necessitate
resilience against environmental changes, including illumination, occlusion, viewpoint fluctuation, and
sensor noise. Adversarial patches continue to be the utmost instantiation because of their robust transfer-
ability across localized structures and vision models [53]. In addition to static vision systems, AIoT creates
multi-model physical attach surfaces like:

«  Optical attacks: Reflects adversarial stickers, projected patterns, and disturbances that target camera-
based perception systems in smart surveillance and robotics [54].

»  Acousticattacks: Target keyword spotting and voice recognition models in smart assistants by injecting
structured and ultrasonic noise [55].

+  Wireless and RF Adversarial Interference: In AloT literature, it is a very novel and understudied
attack vector that involves manipulation in radio signals to impact RF-based sensors, such as occupancy
detection and gesture recognition [56].

Sensor spoofing and Light Detection and Ranging (LiDAR) attacks, in which signal replay or controlled
laser injection creates phantom objects or restrains physical world detections in autonomous systems, are
considered an important category [57]. These attacks directly spread to control-layer decisions in AloT-
enabled cyber-physical systems, making them adversarial dangers that are critical to safety. Cross-modal
physical attacks [58], in which disruptions in one modality (such as audio or radio frequency) cause failures
in another modality due to sensor fusion dependencies in multimodal AloT systems, are a new trend.

Fig. 7 shows the general workflow of adversarial evasion attacks in the AIoT systems. It identifies

three main attack vectors: physical/cyber-physical attacks, adaptive evasion under concept drift, and digital
evasion at the edge. Adversarial perturbation creation using query-based or gradient-based algorithms and
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sensor-level manipulation are the first steps in digital escape. By gradually modifying input distributions,
adaptive evasion takes advantage of ongoing learning to get around anomaly detection systems. Concur-
rently, optical, acoustic, and radiofrequency interference are used by physical and cyber-physical attacks
to target multimodal AloT systems. Together, these attack routes cause the AloT edge model to gradually
deteriorate, which eventually compromises inference outputs, including incorrect classification and risky
system behavior.

Adversarial Evasion Attacks
in AloT Systems
1
\ 7 v L 4
1. DIGITAL EVASION 2. ADAPTIVE EVASION 3. PHYSICAL / CYBER-PHYSICAL
AT THE EDGE UNDER CONCEPT DRIFT ATTACKS

e v v
Adversarial Perturbation Gradual Modification of Target Multimodal
Creation Input Distributions AloT Systems

(Query-based or

Gradient-based Algorithms)

v

v

+ Exploits Ongoing Learning to Optical Interference
Sensor-level Bypass Anomaly Detection Acoustic Interference
Manipulation Radiofrequency Interference

\ 4
> Gradual Degradation of <
AloT Edge Model

v

Compromised Inference Outputs
(Including Incorrect Classification
and Risky System Behavior)

Figure 7: Adversarial Evasion attack flow in the AIoT systems.

4.2 Poisoning and Backdoor Attacks
4.2.1 Data Poisoning in the AIoT Pipelines

Attacks known as “data poisoning” alter training datasets to cause targeted misbehavior or model degra-
dation [59]. Since training data is frequently continuously gathered from dispersed sensors in uncontrolled
environments, the AIoT systems are especially vulnerable.

The existence of spatiotemporal correlation bias, which allows minor physical environment perturba-
tions (such as temperature changes, lighting changes, or localized interference) to consistently bias long-term
datasets without being detected, is a major problem in AloT poisoning [60].

In AloT pipelines, clean label poisoning has grown in significance, surpassing conventional label
flipping threats [61]. In this scenario, positioned samples have feature space alterations that slightly distort
decision boundaries while keeping accurate labelling. This is especially risky in automated processes where
validation mainly verifies label integrity instead of feature distribution consistency. In online learning AloT
systems, data stream poisoning is a current danger in which attackers progressively alter model behavior in
continuous learning deployments by injecting malicious samples over time [62].

4.2.2 Backdoor Attacks via Supply Chain Channels and OTA (Over-the-Air)

Hidden triggers are used in backdoor attack models, like specific input can cause malicious behavior
while preserving regular accuracy [63]. In the AloT ecosystem, the OTA update pipeline that is often used
for model development across dispersed edge devices is the most vital vector.
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In the deployed devices, Trojan models can be injected by unsafe firmware signing processes, compro-
mised updated servers, or adversarial intermediates. Most of the post-deployment detection is challenging
because several IoT devices are not able to perform complete cryptographic verification or weight-level
auditing of model integrity due to limited computational ability [64].

In addition to OTA attacks, supply chain model poisoning [65], in which affected models acquired
from a third-party source already cover backdoors, has become an important danger. Since these models
are frequently adjusted on-device, hidden triggers may inadvertently be preserved or amplified. Detection
becomes more difficult in a resource-constrained AloT situation because of the latent backdoor persistence
under compression and pruning, where even intensive model optimization is not able to eliminate the
embedded trigger [66].

Fig. 8 shows the general process of backdoor and poisoning attacks in the AloT systems. On the
left, clean-label poisoning, long-term data bias, and feature-space distortions are introduced by carefully
manipulating data gathered from dispersed sensors during the training phase. Model learning is degraded
as a result of these contaminated inputs spreading throughout the training pipeline. On the right, backdoor
attacks use OTA updates or third-party supply chain sources to inject Trojan models during the deployment
process. These models have hidden triggers that, in some situations, cause harmful behavior while otherwise
operating normally. In the AIoT systems, both attack vectors eventually converge at the deployed AI model,
leading to targeted misclassification, corrupted model behavior, and concealed malicious functionality.

1. DATA POISONING ATTACKS 2. BACKDOOR ATTACKS
(IN TRAINING PHASE) (IN DEPLOYMENT PHASE)
() Data from (=]
& (A) @_J " Dispersed Sensors («A\j) @
+ OTA Updatc?s §upply Chain /
Training Data (Over-the-Air) Third-Party Sources
(Clean) Y

+ Trojaned Model
Manipulated / Poisoned Data (Backdoored Model)
? (Clean-Label Poisoning,
J & Feature-Space Distortions, *
Long-Term Data Bias)

(Degraded Learning)

+ Hidden Triggers
PG (Activate Malicious Behavior
@ Model Training Under Specific Conditions)

\ 4

m Deployed AloT Model <
(Compromised) D

Consequences in AloT Systems
¢ Targeted Misclassification
¢ Corrupted Model Behavior
¢ Hidden Malicious Functionality
(Operating Normally Otherwise)

Figure 8: Poisoning and Backdoor attack pipeline in AloT systems.
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4.3 Byzantine and Federated Learning Attacks

Federated learning (FL) protects data privacy while enabling decentralized training among AloT
devices [67]. However, Byzantine participants who can manipulate model updates are exposed to serious
vulnerabilities due to its distributed nature.

Gradient poisoning attacks and model replacement attacks, in which malicious clients submit prop-
erly constructed updates to completely dominate or skew the global model, continue to be an ultimate
danger [59]. Interestingly, previous research has demonstrated that persistent backdoors can be effectively
installed under conventional FedAvg (federated averaging) aggregation by a single malicious client [68].
Amplification considerations unique to AloT include:

o Since honest updates inherently display significant variance, non-IID (Independent and Identically
Distributed) data distributions make anomaly detection challenging [69].

o  The influence of individual malicious nodes is increased by sparse participation per training cycle [70].

o  Edge device intermittent connectivity weakens consensus-based defences [71].

Sign-flipping and scaled gradient attacks under adaptive aggregation defences [72], in which adversaries
dynamically modify their updates based on observable server-side filtering methods, represent a recent
development in attack design. The attack surface in large-scale AIoT deployments is further increased
by sybil-based FL attacks, in which a single adversary controls numerous virtual or compromised edge
nodes [73].

4.4 Model Extraction and Privacy Leakage Attacks

Model extraction attacks use deployed AI systems as black-box oracles to reconstruct functionally
similar surrogate models [74]. Multi-channel leakage vectors that go beyond basic input-output enquiries
greatly increase the impact of these attacks in AloT.

The number of queries needed for high-fidelity extraction can be significantly decreased by using side-
channel data from edge inference hardware, such as power usage, timing fluctuations, cache behavior, and
electromagnetic emissions [75]. After being extracted, surrogate models can be applied to:

o Increase in adversarial attack transferability,
o Theft of intellectual property,

o  System reverse engineering.

AloT privacy threats go beyond model extraction. Membership inference attacks put healthcare IoT and
smart home environments at risk by enabling adversaries to ascertain if a particular sample is included in the
training dataset [76]. In FL, gradient inversion attacks pose a more serious risk since they allow adversaries to
directly recreate raw sensor inputs (such as voice, physiological data, or pictures) from shared gradients [77].
This essentially calls into question the fundamental privacy premise of FL-based AloT systems.

Temporal privacy leakage is an emerging field where user behavior can be reconstructed even in the
absence of direct model access, thanks to long-term inference patterns in continuous AloT data streams [78].

Table 6 lists the main attack types in AIoT systems, together with their attack vectors, target layers,
and salient features, so as to give an organized summary of the numerous adversarial threats covered in
this section. Particular obstacles presented by AloT environments are highlighted in this tabular depiction,
especially the integration of the physical and cyber domains, resource-constrained edge devices, and
distributed learning frameworks.
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Table 6: Overall summary of adversarial attacks in the AIoT ecosystem.

Attack Category Sub-Type Attack Vector Target Layer Key Characteristics in AIoT
Digital PGD, C&W, Under resource-constrained
Evfsion quantization-aware Edge Inference compress models, exploit
attacks. model risks.
LiDAR spoofing, .
Evasion Attacks Physical adversarial patches, Sensor/Physical erinlzf(:; Is)hs};ilrcnasl. V::tiit to
Attacks RF interference, and Layer pereep Y ’

audio injection.

environmental variations.

Cross-modal

Multi-sensor

Sensor Fusion

Exploit dependencies
between modalities in AloT

Attacks perturbations. Layer
systems.
Data Clean-label, feature . .y Hard t.o detect due to correct
L S . . Training Pipeline labelling and subtle feature
Poisoning Poisoning manipulation. shifts
Attacks :
Stream Injection of online Continuous Steady degradation of model
Poisoning data, concept drift. Learning Systems performance over time.
OTA Malicious updates of Deployment Exploit insecure
firmware/model update
Backdoors models. Layer )
mechanisms.
Backdoor Attacks
Supply Chain Compromised Model ﬁi‘;e_?ufitzr Cﬁ;gg;silr?n :is
Attacks pertained models. Acquisition & Ak &8
persist.
Byzantine Malicious updates of . Wltb a few comp romised
. FL Aggregation devices, manipulate the
Attacks the gradient.
global model.
L Fe.dera;:td K Model A single attacker can
earming Attacks Full model override. FL Server dominate the aggregation
Replacement
process.
Sybil Attacks Multiple fake clients. Distributed FL Amphfy adver§ar1al 1nﬂuence
System in decentralized settings.
Model Query-based + Inference Enables surrogate model
Extraction side-channel leakage. Interface creation and IP theft.
Membership Training data Privacy leakage in sensitive
Inference identification. Model Output AloT applications.
Model & Privacy Gradient Data reconstruction FL Trainin Severe privacy breach in
Attacks Inversion from gradients. & distributed learning.

Side-channel
Attacks

Power, timing, EM
leakage.

Hardware Layer

Exploit physical leakage in
edge devices.

Temporal
Leakage

Behavioral pattern
reconstruction.

System Level

Long-term user activity
inference.
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5 Adversarial Defences in AIoT: Analysis

Strong and flexible defence mechanisms that can function in the face of resource limitations and chang-
ing environmental conditions are essential for countering adversarial attacks in AIoT systems [79]. AloT
implementations, in contrast to traditional AI systems, have to deal with a wider risk surface that includes
distributed learning frameworks, edge devices, and physical sensors. Therefore, a comprehensive, multi-
layered approach that incorporates algorithmic resilience, system-level protection, and hardware-assisted
security is necessary for effective defence measures.

5.1 Unified Taxonomy of Defence Mechanisms

In AloT systems, adversarial defences must function under severe limitations, such as constrained
processing power, constant data flows, and exposure to both physical and cyber-attack surfaces [79].
AJoT defences, in contrast to traditional cloud-based Al, must simultaneously handle hardware-level trust,
distributed learning security, and real-time inference robustness. Defence mechanisms can be methodically
divided into five broad families to capture these requirements:

«  Input transformation and filtering methods, which clean inputs before inference;

+  Robustness-through-training strategies, which improve intrinsic model resilience throughout training;

o Hardware- and system-level safeguards that guarantee the integrity of models and execution
environments;

o  Federated and distributed defences, especially for decentralized AloT learning frameworks;

o Detection and monitoring systems that spot abnormal or hostile behavior at runtime.

These defence families are summarized in Table 7 based on their threat coverage, adversarial robustness,
computational overhead, memory requirements, and deployment feasibility within resource-constrained
AloT environments. The qualitative assessments (e.g., Low, Medium, High) are derived through comparative
analysis of the characteristics, performance trade-offs, scalability, and implementation constraints reported
in the referenced studies to provide a consistent evaluation framework for AloT-oriented adversarial
defence mechanisms.

Table 7: Comparative analysis of adversarial defence mechanisms in AloT.

. Primary Threat Compute Memory Key Limitations/AloT
Defense Mechanism Addressed Robustness Cost Cost Challenges
Expensive; limited
Adversarial Training . . , Very )
(PGD-AT) [80] Digital Evasion High High Low transfztt:l)cglysmal

Trade-off tuning
Digital Evasion High Medium  Low required; still
digital-domain focused

TRADES/Robust
Loss [81]

Fast A ial

aStTri‘:i:; o Evasion Medium- Low- Low Slight robustness drop
High  Medi . PGD-AT

(FGSM-RS) [82] g edium vs. PG

Randomized Evasion (L2 ] Very Requires many
Medium

Smoothing [83] Certified) High Medium forward passes;

impractical on the edge

(Continued)
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Table 7 (continued)

. Primary Threat Compute Memory Key Limitations/AloT
Def Mech Robust
clense Mechanism Addressed OPUSIRESS  Cost Cost Challenges
Interval Bound Certified Limited scalability for
Medi High  Medi
Propagation (IBP) [84] Robustness edium ' edium complex models
I p i
nput Preprocessing Evasion (Digi- Low- Easily bypassed by
(JPEG, . ) Low Low .
. _ tal/Physical) Medium adaptive attacks
smoothing) [85]
Feature Denois.- May distort clean data;
. Evasion + Noise =~ Medium  Medium Medium domain-specific
ing/Autoencoders [86] )
tuning needed
Lightweight Anomaly o N
L 1
Detection (OCSVM,  Evasion + DoS Medium Low Low IT;tZisgeiI:;:t;Zi(Smn
TinyML IDS) [87]
Communication
F A ial
ederatéd. dversaria FL + Evasion Medium High Medium overhead; non-IID
Training [88] . e
instability
Robust Aggregation . Performance degrades
Byzantine . .
(Krum, FLTrust, Attacks High Low Low under a high attacker
FLARE) [89] ratio
Secure Aceregation + Reduces model utility;
D1§g[9(;g] Privacy Leakage = Medium  Medium Medium adds communication
cost
Hardware Trusted
Execution
Model
Environment (TEE) Od? ) i . Not available on
Extraction, High Medium  High .
(TrustZone, Software ultra-low-end devices
. Backdoor
Guard Extension
(SGX)) [91]
Limited to identity
PUF-based
Attestati(?rsle[‘)Z] Integrity/Cloning ~ High Low Low verification (not full
defense)
Model IP Post-hoc protection
High (IP L L
Watermarking [93]  Theft/Extraction igh (IP) ow ow only
Runtime Monitori
untime Monitoring Multi-Vector Medium- Low- Requires system-level
(Edge IDS + , , Low , ,
Attacks High Medium integration

telemetry) [94]

Fig. 9 demonstrates the multi-layered nature of adversarial defence techniques in AloT systems by
mapping defensive mechanisms across several system layers. Hardware-rooted security, at its most basic
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level, guarantees device authenticity and builds confidence. System-level protections that ensure model
execution and storage come next. By using adversarial training and input manipulations, the algorithmic
layer improves the robustness of the model. The top layer concentrates on real-time monitoring and anomaly
detection, whereas federated and distributed defences address weaknesses related to collaborative learning.
The illustration also shows how various assault types might target several layers at once, highlighting the
necessity of a thorough defence plan.

1. Runtime Monitoring & Detection
—> Anomaly Detection = Telemetry = Alert & N
(IDS/TinyML) Analysis Responce
Adversarial 7y " f;ogustt
YRR 01 system
Attacks 2. Federated & Distributed Defences
1&2'5';3' — Federated Learning Robust Aggregation Secure Aggregation ||:|?::|e'222
(Perturbations m Clients (Krum, FLTrust) + Differential Privacy (Relible
IAdversarial Noise) ‘ [l;n;dlction}
s oK utcomes;
2. Physical 3. Algorithmic Robustness > e
Attacks > Adversarial Training Certified Robustness Input Transformation Update
([,Aadt‘éfs:rﬂ' (PGD, FGSM-RS) > (IBP, Smoothing) =% (Filtering/Denoising) Mechanisms
Inlerfere'nce] 7y m;ﬁ;ﬁp.fy?"
3 E{tlaac'}(‘;"e > 4. System-Level Protections Proactive
(Distributed Edge Al Models/ | Secure Boot & | Runtime Integrity D:{;ﬁ%‘:}n
[ Mol Retsonivg) Inference "|  Encrypted Storage Monitoring (Early
Identification)
A
5. Hardware-Rooted Security )
—| : .
Sensors & Microcontrollers PUF-based Trusted Execution
loT Devices > & Edge HW [~ Attestation > Environment (TEE)

Figure 9: Block diagram of AloT systems” multi-layered adversarial defense mechanisms.

5.2 Adversarial Training under AloT Constraints

The most effective empirical defence against evasion attacks is still adversarial training (AT), which
incorporates adversarial instances during model optimization [95]. Although PGD-based AT offers excellent
robustness guarantees, many AloT workflows cannot use it because of its computational complexity,
especially in edge-based or on-device training scenarios.

Efficiency-aware adversarial training has been the subject of recent developments, including cyclic
learning rate strategies and single-step techniques like (Fast Gradient Sign Method) FGSM with random
beginnings (FGSM-RS) [68]. These methods are appropriate for TinyML pipelines with limited resources
since they drastically lower training overhead while preserving acceptable robustness levels. The discrepancy
between digital and physical threat models is a significant AloT drawback. While real-world AloT systems
are subject to physically realizable attacks (such as patches, acoustic waves, and RF interference), standard
AT mostly handles norm-bounded disturbances [96].

By integrating environmental changes during training, new methods like sensor-aware augmentation
and physically grounded adversarial training seek to close this gap. Continuous adversarial training, in which
models adjust to changing attack patterns in streaming AloT environments without catastrophic forgetting,
is a new approach.
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5.3 Certified and Probabilistic Robustness

The goal of certified defences is to offer explicit assurances regarding the behavior of the model under
bounded perturbations [97]. A popular probabilistic technique, randomized smoothing aggregates predic-
tions over noisy inputs to provide robustness guarantees over an L2 radius. However, because certification
requires hundreds to thousands of forward passes, significant inference latency limits its use in AloT. It is
therefore inappropriate for real-time edge inference.

Although they are currently restricted to very small architectures, deterministic certification techniques
like Interval Bound Propagation (IBP), CROWN, and DeepPoly provide tighter assurances with fewer
evaluations [98]. Scalability to more complicated AloT workloads is still a barrier, notwithstanding the
potential for TinyML models.

To establish a useful trade-off between robustness and efficiency in edge deployments, recent work
investigates hybrid certification, which combines empirical defences with lightweight bounds [99].

5.4 Federated and Distributed Defence Mechanisms

Federated learning’s decentralized structure creates special weaknesses [100]. By filtering harmful
updates using geometric or similarity-based criteria, robust aggregation solutions like Krum, Multi-Krum,
and FLTrust reduce the impact of Byzantine attacks [101]. The efficacy of traditional robust aggregation is
diminished by AloT-specific issues such as non-IID data distributions, low client engagement, and sporadic
connectivity. Recent expansions consist of:

«  Adaptive aggregation procedures that dynamically modify clients’ trust ratings [102].
«  Systems of client reputation based on past performance.

«  Coordinated assault detection using cluster-based filtering (FLARE, Flame).

»  Sybil-resilient defences that use graph-based analysis and identity verification.

Furthermore, gradient leakage is prevented using secure aggregation in conjunction with differential
privacy (DP), although at the expense of decreased model accuracy [103].

5.5 Hardware-Rooted and System-Level Defences

In AloT systems, hardware-based defences offer a vital trust anchor, especially against firmware-level
attacks, model extraction, and tampering [104]. Model inference can be securely isolated thanks to Trusted
Execution Environments (TEEs) like RISC-V Keystone, Intel SGX, and ARM TrustZone [105]. Since ARM
TrustZone is compatible with Cortex-M and Cortex-A processors, it is most commonly used in AIoT [106].
Secure inference is possible even on limited systems with moderate overhead, as shown by lightweight
implementations (e.g., TinyTEE, Sherloc).

For ultra-low-cost microcontrollers, when TEEs are not available, there is a sizable gap [107]. Physical
Unclonable Functions (PUFs) offer an alternative in these situations by facilitating safe key creation
and hardware-rooted authentication. Cross-layer defence integration is a contemporary development that
combines:

«  System-level anomaly detection,
«  Encrypted model storage,

e  Secure boot and attestation,

+  Runtime integrity monitoring.

These all-encompassing strategies work especially well in AloT, because attackers frequently target
several layers at once.
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Table 8 provides a comparative overview of the main adversarial defence methods in AloT systems
to facilitate understanding of the different defence strategies discussed in this section. The table highlights
their target threats, operational layers, deployment suitability within resource-constrained and distributed
AloT environments, and associated implementation limitations. The qualitative assessments are derived

through comparative analysis of the characteristics, computational requirements, scalability, and deployment

constraints reported in the literature to ensure consistency and reproducibility of the evaluation framework.

Table 8: Summary of main Adversarial methods in AloT.

Defense . . AloT N
Family Technique Target Threats  Operational Layer Suitability Key Limitations
. High computational cost;
PGD—baseq AdVersarlal Digital evasion Model Training Moderate weak against physical
Training
attacks
Moderate- Requires careful tuning of
Robust TRADES/Robust Loss Evasion (digital) Model Training Hich the accuracy-robustness
Training & trade-off
. . . Slightly lower robustness
Fast AT (FGSM-RS) Evasion Model Training High than full AT
Federated Adversarial Evasion + Distributed Communication overhead;
. . . Moderate .
Training Byzantine Training non-IID issues
JPEG Digital & Physical Input . Vulnerable to adaptive
Input i : : . High
npu Compression/Smoothing Evasion Preprocessing attacks
Transfor- F Noise & Input/F May degrade clean i
mation N eature oise : nput/Feature Moderate ay degrade _c ean input
Denoising/Autoencoders perturbations Layer quality
Lightweight Anomaly . o
. Detection (OCSVM, Evasion, DoS Edge Runtime High Limited generalization to
Detection- . unseen attacks
TinyML IDS)
Based
Runtime Monitoring & Multi-vector Syster Level High Requires integration across
Telemetry attacks system layers
Krum/Multi-Krum BY.zanQne FL Aggregation High Less effective against many
poisoning attackers
Federated .
Defenses FLTrust/FLARE Gr.adlen.t FL Server High Needs a trgsted reference
manipulation or clustering overhead
Sybil-Resilient Mechanisms Sybil attacks Distributed FL Moderate Identity mana.gement
complexity
. Randomized Smoothing Evasion (L2) Inference Low High latency (multiple
Certified forward passes)
Robustness . - s
IBP/CROWN Certified Training/Inference Low- Limited scalability for large
robustness Moderate models
Trusted Execution Model extraction, Not available on low-end
. . Hardware Layer Moderate .
Environments (TEE) tampering devices
Hardware
& System- PUE-based Attestation Deylce/n}odel Hardware Layer High Limited to authentication,
Level integrity not full defence
A impl i
Secure Boot & Encryption ~ Model integrity System Layer High dded imp ern.entatlon
complexity

(Continued)
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Table 8 (continued)

Defense AloT

Family Technique Target Threats Operational Layer Suitability Key Limitations
Differential Privacy (DP) Data leakage Training (FL) Moderate  Reduces model accuracy
Privacy FL
Preserva- Secure Aggregation Gradient leakage L High Communication overhead
; Communication
tion
Model Watermarking IP theft/extraction Model Level High Only p.ost-.a ttack
attribution

6 Emergent Cross-Layer Adversarial Threats

The AloT systems’ growing integration of sensing, processing, and actuation creates a new class of
adversarial threats that go beyond isolated attack surfaces. These risks arise from the way system layers
interact, giving adversaries the ability to take advantage of dependencies across network, computational,
and physical components [108]. Localized perturbations can therefore spread and intensify across the
system, producing complicated and frequently unanticipated results. Designing strong and resilient AloT
architectures thus requires an understanding of these cross-layer interactions. The emergent cross-layer
adversarial threats in AloT systems are depicted in Fig. 10, which illustrates how attacks might spread
throughout several closely related levels of an integrated architecture.

Resulting System-Wide Attacks
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Figure 10: Emergent cross-layer adversarial threats in AloT systems.

A local attack can start at the physical or sensing level and spread through higher layers in the
AloT system, which is depicted on the left as a four-layer stack made up of the Physical Layer (sensing
and environmental interaction), Processing Layer (Al computation and data analysis), Network Layer
(communication and model updates), and Control Layer (actuation and system response). The idea of cross-
layer exploitation is emphasized in the figure’s center, showing how minor disruptions can spread through
linked layers and intensify into system-wide failures. Five major cross-layer adversarial threat classes are
summarized on the right side of the diagram: Sensor-to-Model Cascade Attacks, Federated Backdoor via
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Sensor Homogeneity, OTA Trojan or Mode Switch Attacks, Cross-Device Poisoning Amplification, and
Energy-Latency Sponge Attacks. Mitigation techniques, including dispersed defence systems, secure OTA
update mechanisms, and multi-sensor validation, are shown at the bottom. Overall, the image highlights the
cross-layer nature of AloT security vulnerabilities, which can spread in a cascade fashion across the sensing,
learning, communication, and control domains.

6.1 Defining Cross-Layer Threats

The close integration of physical sensing, embedded intelligence, network communication, and real-
time actuation is a distinguishing feature of AIoT systems [109]. Adversarial behaviors that go beyond the
conventional bounds of either AML or standard IoT security are produced by this deep coupling. Attacks,
for example, can spread throughout several system layers and increase their impact by taking advantage of
the interdependencies between perception, learning, and control.

These are what we refer to as cross-layer adversarial threats, which are attack patterns that concurrently
take advantage of interactions across system-level, algorithmic, and physical components [38]. These threats,
in contrast to single-layer attacks, frequently show cascading effects, where a small disturbance at one layer
has exaggerated repercussions at another.

Our analysis highlights developing vulnerabilities specific to closely linked intelligent systems and
identifies five representative cross-layer threat classes, as presented in Table 9, which are mostly missing from
current AIoT and AML taxonomies.

Table 9: Cross-Layer adversarial threat classes in the AlIoT.

Cross-Layer . . AloT Application e .
Threat Class Mechanism Description Scenarios Mitigating Approach
Sensor-to-Model Physmal.perceptlon Tnanlpulatlon S.mart Vehlcle ob.stacle Physical barrier +
cascading to Al-driven control avoidance; industrial robot model-level anomaly
Cascade Attack . . .
miss action safety stops detection
Federated o . .
. Exploitation of correlated sensor Smart grid demand Data heterogeneity
Backdoor via o . - e .
Sensor data distribution in FL to implant prediction; fleet health injection; per-layer gradient
. backdoors surviving aggregation monitoring analysis
Homogeneity
. . . . Cryptographic model
OTA-Triggered Trojaned OTA update activates Smart home device ; )
. . 1 e ) attestation; behavioral
Adversarial Mode  dormant adversarial vulnerability reclassification; medical . .
. . . . . regression testing
Switch in previously benign model wearable alert suppression

post-update

Coordinated poisoning across

Cross-Device . . . . . .
multiple devices sharing a common Smart city camera networks; Decentralized trust scoring;

Poisonin . . . a4 o
onng AloT platform exploits aggregation  agricultural sensor arrays contribution auditing
Amplification . .
to amplify attack influence
Sponge adversarial inputs designed
Energy-Latency to maximize inference latency Autonomous systems; Inference time budgeting;
Sponge Cascade cascade to real-time control medical monitoring input complexity gating

failures (DoS via model)
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6.2 Sensor-to-Model Cascade Attacks

The closed-loop nature of AloT systems, where perception outputs directly affect control decisions,
gives rise to sensor-to-model cascade attacks. Mispredictions in AloT systems, in contrast to traditional
classification errors, might result in dangerous or unintentional physical actions [110]. For instance, a well-
constructed physical disturbance (such as an adversarial patch or signal interference) may cause a perception
model to incorrectly identify a crucial object, which then spreads to the control layer and causes dangerous
actuation. The main problem is that the control loop amplifies the attack’s impact, turning minor prediction
errors into dangerous system behaviors.

Cross-layer co-design is necessary to mitigate these risks, where robustness is assessed both at the model
level and in relation to downstream control strategies. To avoid single-point failures, emerging strategies
include redundant multi-sensor validation systems and risk-aware control algorithms.

6.3 Federated Backdoor via Sensor Homogeneity

Conventional Byzantine-resilient FL makes the assumption that benign clients have enough multiple
information distributions to allow anomalous updates to be detected [111]. But in AlIoT contexts, where
devices frequently function under very similar sensing conditions, this assumption fails.

Gradient updates from trustworthy devices naturally correlate in certain situations, making it possible
for a malicious client to create backdoor updates that match this distribution and avoid detection. Physical
deployment homogeneity (sensing layer) and statistical aggregation processes (learning layer) intersect to
provide a unique cross-layer vulnerability [112].

According to recent research, rather than depending only on global similarity measurements, it is
necessary to perform fine-grained gradient consistency checks across layers and incorporate artificial variety
into training (e.g., data augmentation, client clustering) in order to mitigate this issue.

6.4 OTA-Triggered Adversarial Mode Switch

A crucial cross-layer attack vector that connects cloud-level model distribution and edge-level execution
is introduced via OTA updates [113]. A Trojan model that operates properly under normal circumstances
but initiates harmful behavior upon receiving a specific trigger can be deployed by an adversary who
compromises the update pipeline.

These triggers in AloT systems can involve physical environmental factors like temperature thresholds,
audio signals, or temporal events in addition to digital patterns [32]. As such, triggers may be missed by
conventional input-based detection systems, which greatly boosts stealth. Strengthening end-to-end update
integrity, which includes secure boot standards, cryptographic attestation, and post-deployment behavioral
verification under various environmental circumstances, is necessary to counter this danger. Continuous
runtime attestation, in which model behavior is routinely verified against reliable reference profiles, is a
promising approach.

6.5 Cross-Device and Resource-Aware Cascading Attacks

Beyond the identified categories, emerging AIoT threats increasingly exploit system-wide coordination
and resource constraints [114]. When compared to standalone attacks, cross-device poisoning amplification
shows how several compromised devices can work together to affect distributed learning systems, greatly
enhancing attack efficacy.

Similar to this, energy-latency sponge attacks create inputs that maximize inference complexity to
target edge devices’ computing limits [115]. This causes delayed responses in real-time AloT applications,
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thereby generating a model-induced DoS condition that impairs system functionality without the need for
conventional network flooding.

These patterns show a more general trend toward resource-aware adversarial methods, in which
attackers take advantage of system-level limitations like latency, energy, and bandwidth in addition to
model flaws.

7 Discussion

This section incorporates the survey’s main findings by analyzing them in light of the research questions.
It concentrates on the fundamental behavior, system consequences, and structural features of adversarial
AloT systems rather than simply restating attack or defence taxonomies.

7.1 RQI: The AIoT Adversarial Threats’ Structural Nature

The analysis shows that rather than being separate algorithmic flaws, adversarial threats in AlIoT are
better understood as system-interaction phenomena. AloT creates new connections between perception,
communication, and actuation in contrast to traditional Al security settings, where attacks mainly target
model inputs or training data.

A key insight is that the attack surface is defined not only by the model but by the interaction between
physical signals and computational decision pathways. This leads to emergent behaviors that are not present
in conventional Al pipelines, like cascade misinterpretations and environment-driven model alteration.

7.2 RQ2: Defence Efficiency under Deployment Limitations

Deployment reality, in particular, resource constraints and system heterogeneity, significantly influ-
ence defence performance in AloT. The results point to a fragmented defence environment, where each
mechanism offers some protection against particular threat classes, rather than a single dominant defence
technique. Because of this fragmentation, resilience in AIoT is implied to be compositional rather than
absolute, necessitating integrated defence measures across system, inference, and training levels.

The analysis further reveals that the practicality of adversarial defence mechanisms in AloT strongly
depends on deployment constraints such as memory availability, computational capability, latency sensitivity,
communication overhead, and energy consumption. Lightweight mechanisms, including sensor filtering,
input sanitization, lightweight anomaly detection, and quantization-aware robustness, are comparatively
feasible for constrained edge devices due to their reduced computational and memory requirements. In
contrast, computationally intensive approaches such as certified robustness verification, large-scale adver-
sarial retraining, federated aggregation auditing, and ensemble-based runtime analysis typically require
edge-server or cloud-assisted infrastructures. These observations indicate that defence suitability in AloT
is deployment-dependent, where security effectiveness must be balanced against operational efficiency and
real-time system requirements.

7.3 RQ3: Dynamics of Cross-Layer Security Emerging

The finding of cross-layer adversarial dynamics, in which vulnerabilities result from interactions across
system components rather than within individual layers, is a significant contribution of this study. Three
significant characteristics are revealed by these dynamics:

o Propagation: Even tiny disturbances can spread through layers and intensify at the control level.
« Coupling: Dependencies between the sensing, learning, and communication modules lead to
security flaws.
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«  Concealment: Adversarial behavior can be concealed from conventional detection methods through
multi-layer interactions.

As a result, end-to-end system resilience modelling replaces component-level robustness in the
security paradigm.

8 Conclusion

This study presented a systematic review of adversarial threats and defence mechanisms in AloT
systems, with particular emphasis on the transition from isolated machine learning vulnerabilities to
complex cross-layer security challenges emerging within tightly integrated intelligent environments. The
analysis demonstrates that conventional Al security or IoT security frameworks alone are insufficient for
comprehensively characterizing adversarial behaviours in AloT ecosystems. Instead, adversarial threats
in AloT arise through complex interactions among sensing, communication, learning, and actuation
components operating across heterogeneous system layers. To address this challenge, the proposed 3D-AloT-
TT framework is introduced as a unified taxonomy for systematically modeling adversarial threats across
three fundamental dimensions: Al pipeline stages, [oT architectural layers, and adversarial knowledge levels.
The framework further enables structured characterization of compound and cross-layer attack scenarios
that are typically overlooked in traditional single-layer threat models.

By synthesizing existing adversarial attacks, defence strategies, and emergent cross-layer vulnerabili-
ties, this work highlights the growing need for comprehensive, deployment-aware, and resource-efficient
security mechanisms suitable for real-world AloT environments. The findings further indicate that future
progress in AloT security will depend on bridging the gap between theoretical adversarial robustness and
practical system-level resilience under heterogeneous deployment constraints. Overall, this study establishes
a structured foundation for next-generation adversarial AloT security research, where robustness must
be treated as an integrated system-level property rather than an isolated model-centric characteristic.
Future research directions include the development of scalable cross-layer defence frameworks, lightweight
resource-aware security mechanisms, and standardized real-world evaluation methodologies for intelligent
AloT infrastructures.
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Appendix A
Representative database-specific search queries used during literature retrieval.
Database Example Query Formulation
(“Adversarial Machine Learning” OR “Adversarial Attack” OR “Poisoning Attack”
IEEE Xplore OR “Evasion Attack”) AND (“AIoT” OR “Artificial Intelligence of Things” OR
“Internet of Things”) AND (“Security” OR “Defense” OR “Robustness”)
TITLE-ABS-KEY ((“Adversarial Machine Learning” OR “Adversarial AI” OR
Scopus “Poisoning Attack” OR “Evasion Attack”) AND (“AIoT” OR “Artificial Intelligence
P of Things” OR “Edge AI”) AND (“Security” OR “Trustworthy AI” OR “Attack
Detection”))
TS = (("Adversarial Machine Learning” OR “Adversarial Attack”) AND (“AloT” OR
Web of Science “Artificial Intelligence of Things”) AND (“Security” OR “Defense” OR
“Robustness”))
ACM Digital Library Abstract: ("AIoT” AND “Adversarial Machine Learning” AND Security)
. . (“Artificial Intelligence of Things” OR “AloT”) AND (“Adversarial Attack” OR
ScienceDirect €Dt » .
Poisoning Attack”) AND Security
. . (“AloT” AND “Adversarial Machine Learning”) OR (“Al-enabled IoT” AND
SpringerLink .
Security)
Wiley Online Library (“AIoT” OR “Edge AI”) AND (“Adversarial Learning” OR “Attack Detection”)
MDPI AloT AND Adversarial Attack AND Defense Mechanisms
Google Scholar Allin title: AloT Adversarial Machine Learning Security
Appendix B
Quality assessment rubric used for study selection.
Assessment Criterion Description Score Range
Relevance Relevance to AloT adversarial security domain 0-2
Novelty Originality and contribution significance 0-2
Methodological Rigor Soundness of research methodology 0-2
Experimental Validation Quality of experiments/results/evaluation 0-2
Reporting Clarity Clarity of presentation and technical explanation 0-2
Total Score Maximum achievable score 10
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