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ABSTRACT: Large Language Models (LLMs) are increasingly being used to generate source code. However, a sub-
stantial proportion of their output contains security vulnerabilities. Existing defenses typically apply uniform analysis
to all code fragments, irrespective of their risk profiles. This study presents RAVE-Code, a three-layer framework that
calibrates the verification effort based on the risk associated with each detected weakness. The Detection layer employs
Bandit for pattern-based static analysis, annotating findings with their respective Common Weakness Enumeration
(CWE) classes. The Risk Scoring layer calculates a composite risk score for each weakness instance by integrating the
Common Vulnerability Scoring System (CVSS) severity, the prevalence of CWEs in Al-generated code, and actual
exploitability data. The Verification layer directs each code fragment to an appropriate depth of Bounded Model
Checking (BMC) using the Efficient SMT-Based Bounded Model Checker (ESBMC), with solver parameters customized
for each CWE class. The framework is evaluated on three public benchmarks. On SecurityEval, Bandit identifies 28.5%
of vulnerabilities with zero false positives, establishing a baseline for static analysis coverage. On FormAI, RAVE-
Code achieves a detection rate of 86.0% (F; = 0.909), compared to 73.8% (F; = 0.834) for uniform verification, and
uniquely detects 41 vulnerabilities that uniform analysis misses. Because FormAT’s labels are based on ESBMC, these
results show how consistent two ESBMC configurations rather than agreement with an independent standard. On the
Juliet Test Suite, which provides structurally independent ground truth, RAVE-Code achieves a detection rate of 57.3%
(Fy = 0.614) compared to 40.8% (F; = 0.479), detecting a total of 104 vulnerabilities. Applying all flags uniformly results
in a detection rate 18.8 percentage points lower than the proposed per-CWE tailoring. This indicates that detection
gains arise from routing rather than flag selection.

KEYWORDS: Al-generated code security; bounded model checking; vulnerability detection; risk prioritisation; static
analysis; CWE; DevSecOps; formal verification

1 Introduction

Large Language Model (LLM)-based code generation has become essential to modern software engi-
neering. Tools such as GitHub Copilot, Amazon CodeWhisperer, and OpenAl ChatGPT allow developers
to produce code from natural-language prompts with minimal manual effort. However, these productivity
gains are accompanied by significant security risks. Pearce et al. found that approximately 40% of Copilot-
generated programs were vulnerable [1]. Siddiq and Santos reported that 74% of Copilot completions on
the SecurityEval benchmark were insecure [2], and Fu et al. identified weaknesses in 29.5% of Python
snippets generated by Copilot from live GitHub repositories [3]. At the application level, Téth et al. detected
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exploitable vulnerabilities in 26% of GPT-4 generated web applications [4]. These findings indicate that
the problem is related to the training data rather than the failures of the model. LLMs learn from public
code repositories that contain large amounts of insecure patterns [5], and the problem is exacerbated when
adversaries intentionally poison training corpora to inject specific vulnerability classes [6,7].

Current defenses fall into two broad categories, each with significant limitations. Lightweight static
analyzers, such as Bandit, scan for suspicious Abstract Syntax Tree (AST) patterns, but fail to detect multi-step
and context-dependent vulnerabilities, resulting in false negatives [8]. Formal verification tools, including
the Efficient SMT-Based Bounded Model Checker (ESBMC) [9] and CBMC [10], provide bounded safety
guarantees through model checking. However, their computational cost makes uniform deployment imprac-
tical for large codebases. Importantly, neither approach accounts for risk stratification. All vulnerabilities
receive the same level of scrutiny regardless of their severity or likelihood of exploitation.

Resource allocation is therefore the main challenge. Applying uniform analysis to all code fragments
results in inefficient resource allocation because it prioritizes low-risk constructs and neglects higher-risk
components. A more effective strategy would allocate the verification depth based on assessed risk and adjust
the solver parameters for specific weakness classes. Currently, no system has formally defined or empirically
evaluated a risk-adaptive approach for Al-generated code.

This paper introduces the Risk-Aware Verification Engine for Code (RAVE-Code), a three-layer
verification pipeline designed to address this gap. The first layer (Detection) applies Bandit to list weakness
instances and annotate each with its Common Weakness Enumeration (CWE) class. The second layer (Risk
Scoring) computes a composite Risk Priority Score (RPS) per instance from three signals: the Common
Vulnerability Scoring System (CVSS) v3.x severity, CWE prevalence in Al-generated code, and Cybersecurity
and Infrastructure Security Agency (CISA) Known Exploited Vulnerabilities (KEV) exploitability data. The
third layer (Verification) routes each instance to one of three tiers: a static-analysis report for low-risk items,
standard Bounded Model Checking (BMC) for medium-risk items, or CWE-conditioned BMC with solver
parameters tuned to the specific weakness class for high-risk items.

The principal contributions of this paper are as follows:

1. We introduce RAVE-Code as, to the best of our knowledge, the first system to combine composite risk
scoring with CWE-conditioned adaptive verification depth for Al-generated code security.

2. We define the RPS as a composite metric that incorporates CVSS severity, CWE prevalence in Al-
generated code, and actual exploitability data.

3. We introduce a CWE-conditioned verification strategy that incorporates weakness-specific ESBMC
solver parameters, thereby facilitating the detection of vulnerability classes that uniform configurations
often overlook.

4. We establish a design principle demonstrating that risk-tiered verification achieves an expected
detection rate at least as high as any uniform policy under a bounded resource constraint.

5.  We evaluate RAVE-Code on three public benchmarks (SecurityEval, FormAlI, and Juliet). We demon-
strate improvements of 12.2 and 16.5 percentage points in the detection rate on the FormAI and Juliet
benchmarks, respectively. An ablation study confirms that CWE-conditioned routing is the primary
contributor to these gains.

The remainder of this paper is organized as follows. Section 2 presents the background foundations
of RAVE-Code. Section 3 reviews related work. Section 4 defines the threat model, problem statement,
and three-layer architecture of RAVE-Code. Section 5 details the RPS computation and CWE-conditioned
verification configurations. Section 6 explains the experimental setup. Section 7 reports the results. Section 8
discusses the findings, limitations, and directions for future work. Section 9 concludes the paper.
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2 Background

This section presents the technical foundations of RAVE-Code, including the security characteris-
tics of LM-based code generation, the vulnerability classification and scoring systems employed in RPS
computation, and the BMC tools supporting the verification layer.

2.1 LLM-Based Code Generation and Security

LLM-based code generators establish statistical associations between prompts and completions using
extensive training corpora. These models do not explicitly reason about security properties, so the code they
generate simply mirrors the security patterns present in their training data [1,2,5]. Two primary mechanisms
exacerbate this inherent insecurity. First, adversaries can inject insecure code into public repositories, biasing
the model toward specific CWE classes [6]. Second, particular prompt phrasings can cause the model
to generate vulnerable code [11]. Consequently, Al-generated code requires systematic post-generation
verification rather than reliance on the model’s implicit security properties.

2.2 CWE Taxonomy, CVSS, and EPSS

The CWE catalog offers a hierarchical taxonomy of software weakness types, each corresponding to a
distinct class of repeatable coding errors. The CVSS v3.x [12] quantifies vulnerability severity on a scale from
0 to 10, based on six intrinsic characteristics, and categorizes results into qualitative bands (Low, Medium,
High, Critical). RAVE-Code computes the severity component o (w) as the median CVSS Base Score across
all National Vulnerability Database (NVD) CVEs mapped to the given CWE class.

A key limitation of CVSS is its focus on measuring potential impact rather than the likelihood of
exploitation. The Exploit Prediction Scoring System (EPSS) [13] addresses this gap by applying machine
learning techniques to CVE metadata. At a threshold of 0.088, EPSS achieves equivalent exploit coverage
to CVSS scores of 7.0 or higher, while flagging only 7.3% of CVEs. RAVE-Code incorporates this insight by
deriving the exploitability weight ¢(w) from CISA KEV catalog membership, rather than directly from EPSS
scores. This approach is adopted because the KEV entries indicate confirmed active exploitation rather than
predicted exploitation probability.

2.3 Bounded Model Checking and ESBMC

BMC formulates the question of whether any execution of a program P of length less than or
equal to k violates the property ¢ as a Satisfiability Modulo Theories (SMT) formula [10]. If the for-
mula is satisfiable, a concrete counterexample trace is produced; if unsatisfiable, no violation exists
within the bound k. ESBMC [9] offers robust C/C++ frontends, supports incremental BMC, and inte-
grates with Z3 [14]. For RAVE-Code, ESBMC provides per-run configuration flags that determine which
verification condition classes (VCCs) are generated. These include ~overflow-check for integer arith-
metic, -no-bounds -check to disable array bounds checking, and ~-force-malloc-success to
suppress NULL returns from memory allocation. As experimentally shown in Section 7, the selection
of appropriate flags for each CWE class is the main mechanism by which the RAVE-Code exceeds the
uniform BMC.

3 Related Work

The relevant literature for RAVE-Code spans three primary domains: the security of AI-generated code,
vulnerability risk scoring, and software bounded model checking. This section reviews each domain and
identifies the specific research gap addressed by RAVE-Code.
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3.1 Security of AI-Generated Code

Pearce et al. [1] established an empirical baseline, reporting that approximately 40% of Copilot-
generated programs exhibited vulnerabilities in 89 CWE scenarios. Majdinasab et al. [15] confirmed the
persistence of these vulnerability patterns in subsequent Copilot versions. Fu et al. [3] extended this analysis
to live GitHub repositories. Toth et al. [4] found that 26% of GPT-4-generated PHP web applications
contained exploitable vulnerabilities. He and Vechev [16] investigated the misuse of cryptographic API in
LLM-generated code, while Khoury et al. [17] reported that only 5 of 21 responses to ChatGPT-generated
code were vulnerability-free. Sandoval et al. [18] conducted a controlled user study and found no statistically
significant differences in security between Al-assisted and unassisted code. Collectively, these findings
indicate that developers do not mitigate LLM-introduced vulnerabilities during code review.

For vulnerability detection, DeVAIC [8] is a machine learning-based detector trained on AI-generated
Python weakness patterns, employing CWE-specific regular expressions in 35 types of weakness and
achieving high accuracy in its evaluation corpus. However, DeVAIC has three limitations. First, it is only
compatible with Python code and cannot be directly applied to C. Second, it relies on labeled training data
and cannot handle new CWE classes without retraining. Third, it provides only classification results and lacks
the formal correctness guarantees offered by model checking. SecureQwen [19] utilizes a fine-tuned LLM for
vulnerability detection. Cotroneo et al. [6] and Improta [7] provide empirical evidence that training-time
data poisoning constitutes a viable attack vector. However, none of these approaches integrates composite
risk scoring with formal verification to allow adaptive allocation of verification depth.

3.2 LLM-Generated Code Datasets

Several benchmark datasets have been developed to assess the security of LLM-generated code.
SecurityEval [2] contains 130 manually labeled Python samples that span 75 CWE types, generated by
Copilot from structured prompts. LLMSecEval [11] provides 150 security-related prompts in 18 CWEs,
supporting evaluation across multiple weakness categories. The FormAI dataset [20] is substantially larger,
comprising 112,000 GPT-3.5-generated C programs, each formally verified using ESBMC. Because FormAI
offers ground-truth labels derived from formal verification rather than manual annotation, it is particularly
well-suited for evaluating formal analysis tools. Consequently, FormAl is adopted in this paper as the primary
Al-generated C evaluation dataset.

3.3 Vulnerability Risk Scoring

CVSS v3.x [12] is the standard for assessing the severity of vulnerability, although it primarily measures
the potential impact rather than the probability of exploitation. Jacobs et al. [13] demonstrated that EPSS
achieves a similar exploit coverage while significantly reducing the remediation burden, underscoring
the value of exploitation-likelihood signals. Previous research on risk scoring for Al-generated code has
considered CWE severity and generation frequency, but has not incorporated formal verification or practical
exploitability signals. RAVE-Code advances this area by integrating severity, prevalence, and exploitability
signals. In addition, it operationalizes the resulting composite score to guide the allocation of verification
resource at the per-instance level.

3.4 Bounded Model Checking for Software

CBMC [10] is the standard implementation of BMC for C and C++ and has served as the foundation
for subsequent verification tools. Schrammel et al. [21] formalized incremental BMC for embedded software,
and Giinther and Weissenbacher [22] established the robustness of this incremental approach. Wu et al. [23]
introduced a specification-guided unwinding strategy for incremental BMC. Hsu et al. [24] formalized loop
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completeness conditions that determine when a bounded proof can be extended to an unbounded one.
RAVE-Code applies the loop completeness criterion of Hsu et al. for its bounded soundness check. To the
best of our knowledge, no prior work has applied CWE-conditioned verification parameter configuration to
Al-generated code.

4 RAVE-Code: Threat Model and Architecture

This section outlines the operational context of RAVE-Code, specifies the adversarial roles it addresses,
formulates the underlying optimization problem, and introduces the three-layer architecture designed to
solve it.

4.1 System and Attacker Model

The system considered is an Al-assisted code generation pipeline. A developer provides a natural-
language prompt that an LLM processes to produce source code that can be integrated into a deployed
application. RAVE-Code functions as a verification step between code generation and deployment. It
receives the generated code as input, analyzes it for security weaknesses, and outputs a safety certificate or
counterexample trace for each identified weakness. The following definitions formalize this pipeline.

Definition 1 (AI Code Generation Pipeline): P = (M, D, pn1,C) where M is an LLM trained on corpus D,
P is a natural-language prompt, and C = M(pny) is the generated artifact.

Definition 2 (Vulnerability Instance): v = (¢, w) where ¢ € C is a code fragment and w € Wcwe is its weakness
category. The complete vulnerability set is V(C) = {(c;, wi) }1;.

The threat model addresses two types of adversaries. Attacker Al (Training-Time Poisoning) injects
crafted insecure code snippets into public repositories that make up the training corpus D, thus biasing
the model M to generate code containing specific CWE classes [6]. Research indicates that poisoning as
little as 3% of training data can significantly increase vulnerability rates in generated code [6]. The Attacker
A2 (Runtime Exploitation) targets the deployed application by exploiting vulnerabilities that persist after
development. A2 interacts with the application through its public interface and does not require access to the
model or its training data. The defender has access to the generated code C, public vulnerability databases
(NVD and CISA KEV), and the ESBMC verification tool, but is limited by a finite total verification cost B.

Fig. 1 depicts the pipeline and the point at which RAVE-Code intercepts the code. The flow from left-to-
right represents the generation process: a prompt pyy, is provided to the LLM M, which generates code C for
deployment. Attacker Al influences the pipeline by poisoning the training data, whereas Attacker A2 exploits
vulnerabilities in the deployment stage. RAVE-Code intercepts the generated code prior to deployment,
applying a three-layer analysis to assess whether each fragment is bounded-safe before integration into the
deployed application.

counterexample
_______ I

' v

safe]

— —> —| RAVE-Code —
A A
A2: Exploit

Figure 1: RAVE-Code threat model. A prompt is processed by the LLM, generating code for deployment. RAVE-Code
intercepts this code for risk-based verification: safe code is deployed, while vulnerable code yields a counterexample
trace. Attacker Al poisons training data; Attacker A2 exploits deployed code.




6 Comput Mater Contin. 2026;89(1):20

4.2 Problem Statement

The primary challenge addressed by RAVE-Code is the allocation of finite computational resources
across code fragments with varying risk levels. Since not all weaknesses exhibit the same severity or likelihood
of exploitation, uniform verification is suboptimal. The following definitions formalize the tier assignment
and the associated optimization objective.

Definition 3 (Verification Tier):

L RPS(V) < GL,
T(v)={M 0; <RPS(v) < 0y, 1)
H RPS(v) >0y,

with 01 = 0.4, Oy = 0.7. The RPS is defined formally in Section 5.

Each tier corresponds to a different level of verification effort. The lower tier fragments receive only
a static-analysis report from Layer 1. Medium-tier fragments are analyzed with standard BMC using a
fixed ESBMC configuration. High-tier fragments receive CWE-conditioned BMC, in which ESBMC solver
parameters are tailored to the specific weakness class (detailed in Section 5).

Definition 4 (CWE-Conditioned Property): For the CWE class w, ¢,, is a safety property on the symbolic state
space of c, falsified by any state showing the vulnerability pattern of w. In RAVE-Code, ¢,, is instantiated as a
combination of ESBMC flags specific to w.

Core Problem. Given a set of code fragments {c, ..., c,, } and a finite total verification cost B, find a
tier assignment T : {c;} - {L, M, H} that maximizes the expected number of detected vulnerabilities while
keeping the total cost within B.

Design Principle (Risk-Tiered Dominance). Let py > py > pr >0 and Cy > Cp > Cp > 0 be the
detection rates per-tier and the expected costs. Under a binding cost constraint B, a risk-tier policy achieves
at least as high an expected true-positive count as any uniform single-tier policy, with strict improvement
when the portfolio spans multiple risk levels.

Informal justification. Reassigning a Low-RPS fragment from the tier H to the tier L releases A = Cy —
C. > 0, allowing additional High-RPS verification at expected gain py — p; > 0. This follows from standard
resource-allocation arguments.

4.3 Three-Layer Architecture

RAVE-Code addresses the above-mentioned problem through a three-layer pipeline that intercepts Al-
generated code prior to deployment and applies risk-stratified verification. The architecture is illustrated
in Fig. 2.

The rationale for this layered design is the separation of concerns. The Detection Layer operates quickly,
but with limited precision, identifying candidate weaknesses through pattern matching without confirming
exploitability. The Risk Scoring Layer integrates multiple risk signals to determine the appropriate verifi-
cation effort for each candidate. The Verification Layer delivers formal guarantees by employing bounded
model checking to either confirm vulnerabilities with concrete counterexamples or certify bounded safety.
Each layer utilizes distinct resources and generates output that informs subsequent stages. The following
paragraphs provide a high-level overview of each layer, while Section 5 presents the formal definitions
and configurations.
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Layer 2 Layer 3
Risk Scoring Verification

Bandit
CWE Merger . AlPrevalence 7(w) : Standard BMC
Deduplicate

v(C) CISAKEV ¢(w) {High: CWE-cond. BMC}
Weakness set

Low: Static report }

{RPS + Tier Assignment

Figure 2: RAVE-Code’s three-layer architecture: Layer 1 detects and annotates weaknesses. Layer 2 computes a
composite RPS and assigns a verification tier. Layer 3 routes instances to static analysis (Low), standard BMC (Medium),
or tailored BMC (High).

Layer 1: Detection. Bandit performs AST-based pattern matching on the input code and annotates each
finding with its corresponding CWE class. The CWE Instance Merger deduplicates findings that reference
the same source location, resulting in a consolidated vulnerability set V(C). Bandit is selected for its
zero-configuration deployability, integrated CWE annotations compatible with the risk-scoring layer, and
high precision (zero false positives on the SecurityEval benchmark). The detection layer is designed for
extensibility, allowing integration of additional analysis engines as future components without modifying
downstream layers.

Layer 2: Risk Scoring. Each detected weakness instance is assigned a composite RPS that integrates
signals from the NVD, published AI-code benchmarks, and the CISA KEV catalog. The RPS determines
the verification tier (Low, Medium, or High) for each instance. This scoring mechanism ensures that
verification resources are prioritized for weaknesses that are severe, prevalent in Al-generated code, and
actively exploited. The formal definition of RPS and the tier thresholds are detailed in Section 5.

Layer 3: Verification. The verification layer employs distinct analysis strategies for each tier. the Lower
tier instances receive only the static-analysis report from Layer 1, as their risk profile does not warrant
formal verification. Medium-tier instances are analyzed with ESBMC using a standard configuration. High-
tier instances undergo CWE-conditioned bounded model checking, where ESBMC solver parameters are
tailored to the specific weakness class. This tailored approach is essential, as different CWE classes require
distinct ESBMC configurations for effective detection. Applying a uniform configuration can result in
missed vulnerabilities. The specific configurations for each CWE class and their justifications are provided
in Section 5.

Proposition 1: (Bounded Soundness): The following guarantee applies to Layer 3 of the RAVE-Code frame-
work. For fragment c verified at bound k*, if ESBMC returns VERIFICATION SUCCESSFUL and the loop
completeness criterion of [24] holds, then no execution of c of length < k* violates ¢,,.

Remark 1: Fragments that do not reach completeness within the timeout T are reported as “bounded-safe to
depth k*” and flagged for human review.

5 Risk Scoring and CWE-Conditioned Verification

This section provides a formal definition of the Risk Priority Score (RPS) and describes the CWE-
conditioned verification configurations derived from it. These topics are presented jointly because the
per-CWE ESBMC parameters are determined by the tier assignments (Definition 3) established through
the RPS.
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5.1 Risk Priority Score

The RPS incorporates three components: severity, which quantifies potential impact using CVSS;
prevalence, which measures the frequency of each CWE in Al-generated code; and exploitability, which is
informed by evidence of active exploitation from the CISA KEV catalog. The dependence on CVSS alone
is inadequate, as it assesses only the potential impact and not the likelihood of exploitation. Furthermore,
CVSS does not account for the domain distribution of weakness types in Al-generated code [13].

Definition 5 (Risk Priority Score):
RPS(v) =aa(w)+fnr(w)+ye(w), a+B+y=1, (2)

where o(w) = CVSS(w)/10 is the normalized median NVD CVSS v3.x Base Score; m(w) is the normalized
prevalence of CWE in Al-generated code [2,11]; and e(w) is the exploitability weight, defined as 1.0 if w has > 5
CISA KEV entries, 0.6 for 1-4 entries, 0.3 if in CWE Top-25 but not KEV, and 0.1 otherwise. The default weights
are o = 0.4, f = 0.35, y = 0.25. Table I lists RPS values for the evaluated CWE classes.

Table 1: RPS component values. « = 0.4, § = 0.35, y = 0.25. H > 0.70; M € [0.40, 0.70); L < 0.40.

CWE Weakness s € Tier
CWE-078 OS Command Injection 9.0 1.00 Lt
CWE-122 Heap Buffer Overflow 9.8 1.00 M
CWE-476 NULL Pointer Deref 7.5 0.60 M
CWE-190 Integer Overflow 7.8 1.00 M
CWE-191 Integer Underflow 7.8 0.60 M
CWE-590 Free Not on Heap 7.5 0.30 L*
CWE-690 NULL Deref from Return 75 0.60 M
CWE-789 Uncontrolled Mem. Alloc 7.5 0.60 M
CWE-377 Insecure Temporary File 5.5 0.30 M
CWE-400 Resource Exhaustion 7.5 0.60 M
CWE-681 Numeric Conversion 6.5 0.30 L*
CWE-835 Infinite Loop 5.9 0.30 L*
CWE-197 Numeric Truncation 5.5 0.10 L
CWE-459 Incomplete Cleanup 4.3 0.10 L

Note: *Tier shifts to H under severity-heavy or exploit-heavy weights (see sensitivity analysis). "It is set from High to
Low tier because BMC cannot analyze past execl/system calls.

Algorithm 1 processes each detected weakness as follows: (1) queries the NVD REST API for the
median CVSS v3.x base score (cached offline), (2) computes normalized severity o, prevalence weight 7, and
exploitability weight ¢, (3) calculates the composite score RPS = o + 7 + ye, and (4-5) assigns a verification
tier by comparing RPS to thresholds 8, = 0.4 and 0y = 0.7. This requires one NVD lookup and three table
accesses per instance, resulting in negligible overhead relative to BMC verification.

Algorithm 1: Risk priority score computation

Require: Instance (¢, w); weights («, 3,y)
Ensure: RPS € [0,1];tier T € {L,M,H}

(Continued)



Comput Mater Contin. 2026;89(1):20 9

Algorithm 1 (continued)

: § < NVD_API(w) > Median CVSS v3.x; cached offline
2: 0 < §/10; m < PREVALENCETABLE (w); ¢ < KEV_Lookup (w)

3: RPS < ao + fm+ye

4: if RPS > Oy then return (RPS, H)

5: else if RPS > 0 then return (RPS, M)

6

7

—

: else return (RPS, L)
: end if

5.2 RPS Weight Sensitivity

The weights a = 0.4, 8 = 0.35, and y = 0.25 reflect the intended importance of each component. CVSS
Base Score receives the most weight. Prevalence is given a moderate weight. The binary KEV exploitability
indicator receives the least weight. The weights sum to 1 and satisfy a > >y > 0. Sensitivity analysis
(Table 2) demonstrates that the framework is robust to reasonable changes in these weights. To evaluate
robustness, RPS is tested with four weight settings: Baseline (& = 0.40, 8 = 0.35, y = 0.25), Equal (0.33,
0.33, 0.33), Severity-heavy (0.60, 0.20, 0.20), and Exploit-heavy (0.20, 0.20, 0.60). Future work will automate
weight selection using labeled CVE data.

Analysis is conducted at both the tier assignment and detection performance levels, leveraging existing
ESBMC results without rerunning verification. Table 2 reports the detection metrics for both FormAI and
Juliet benchmarks.

Table 2: RPS weight sensitivity: DR, Precision, F; across Four Weight Combinations. FormATI is invariant. Juliet varies
at most 8.6 percentage points in DR. All variation is upward from the conservative Baseline.

Weights (a, 8, 7) FormAI (GPT-3.5 C) Juliet (Synthetic C)
DR% P% F, DR% P% F,
Baseline (0.40, 0.35, 0.25) 86.0 96.3 0.909 43.3 58.1 0.496
Equal (0.33, 0.33, 0.33) 86.0 96.3 0.909 43.3 58.1 0.496
Severity-heavy (0.60, 0.20, 0.20) 86.0 96.3 0.909 43.3 66.0 0.523
Exploit-heavy (0.20, 0.20, 0.60) 86.0 96.3 0.909 51.9 62.7 0.568

Note: Juliet values use tier-routing mode (High - RAVE-Code, others — Uniform) to isolate the weight effect. Full
RAVE-Code pipeline on Juliet: DR = 57.3%, F; = 0.614.

At the tier assignment level, 7 of the 14 CWEs evaluated retain identical tier assignments across all four
weight sets. The remaining 7 tier shifts occur only under the two extreme configurations (severity-heavy
or exploit-heavy), and all shifts are upward (Low to Medium or Medium to High), indicating that affected
CWEs receive more extensive verification under alternative weights. In both the Baseline and Equal weight
sets, only CWE-122 advances to a higher verification tier under the RPS calculation. Despite its high RPS,
CWE-078 is manually assigned to the Low tier (Table 3) because BMC cannot analyze behavior beyond the
execl system call. These results demonstrate that the tier assignments are robust to minor weight variations.
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Table 3: CWE-conditioned ESBMC configurations. All use Z3 solver and no-unwinding-assertions. Timeout
7 =120 s. v/ = enabled; - = disabled/absent.

CWE Tier k oflow-chk no-bnd-chk  frc-malloc Rationale
High unwind exposes
CWE-122 H 25 - v v overflow; eliminates FP
on safe variant
CWE.476 o 15 ~ v ~ NULL returns must be
reachable

Same rationale as

CWE-690 H 15 - - - CWE-476

Excel/systemlack
CWE-078 L 10 - - v bodies, so BMC cannot
analyze them

Overflow check
CWE-190 M 15 v - v required for integer
VCCs
CWE-191 M 15 v - v Same as CWE-190
CWE-400 M 15 ~ ~ v Memory-leak-check
enabled

CWE-197, MIL 10 v ~ v Overﬂ'ow check .for

681 numeric conversion

Others M 10 - v v Standard configuration

At the detection performance level, FormAI results remain unchanged across all four weight sets, with
a Detection Rate (DR) of 86.0% and a F; score of 0.909 for each combination. Juliet’s results are stable under
Baseline and Equal weights (DR of 43.3% in both cases), with modest increases observed under extreme
configurations (up to 51.9% DR under Exploit-heavy). All observed variation is upward. The Baseline weights
are the most conservative, and no weight set results in reduced performance.

5.3 CWE-Conditioned Verification

An empirical finding of this study is that different CWE classes require fundamentally different
ESBMC configurations. The assignment of tier generated by the RPS (Definition 5, Eq. (2)) determines
the configuration applied to each code fragment. This subsection details the per-CWE setups and their
underlying rationale.

The Integer overflow and underflow (CWE-190, CWE-191) require enabling the —-overflow-check
flag. Without this flag, ESBMC does not generate integer arithmetic verification condition classes (VCCs)
and cannot detect these weaknesses, regardless of unwind depth. For NULL pointer dereferences from
return values (CWE-690), the -force-malloc-success flag must be disabled. When enabled, this flag
symbolically suppresses NULL returns from malloc, rendering the vulnerability unreachable. CWE-476
(general NULL dereferences) also requires disabling this flag. OS command injection (CWE-078) relies on
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external calls that BMC cannot analyze, making intensive verification inefficient. Thus, CWE-078 is assigned
to the Low tier as we will discuss in Section 7.

Buffer overflows (CWE-122) require higher unwind bounds (k = 25 compared to k =10) to expose
memory-copy overflows within loops. The uniform application of these configurations to all CWE classes can
lead to performance regressions for classes that do not require them, as demonstrated by the ablation study
in Section 7. Table 3 presents the per-CWE configurations. Algorithm 2 presents the High-tier procedure.

Algorithm 2: High-tier CWE-conditioned verification

Require: Fragment c; CWE wj; config table (Table 3); timeout 7
Ensure: UNsAFE(c, w)+CE, BNDSAFE(c, w, k*), or TIMEOUT

1: flags < CONFIGTABLE(w) > Table 3
: P < INSTRUMENTFUNCTION(C, W)
: r < EsBmc(P, flags, 1)
: if » =VERIFICATION FAILED then
return UNSAFE, GETCOUNTEREXAMPLE()
: else if r =VERIFICATION SUCCESSFUL then

return BNDSAFE(c, w, k*)

else

return TIMEOUT
. end if

—
o

6 Experimental Setup

This section presents the research questions, datasets, baseline methods, implementation details, and
assessment criteria. The experimental design follows the practices established by Wohlin et al. [25].

The evaluation addresses four research questions. RQ1 measures how much of the vulnerability surface
Bandit detects in Al-generated Python code, evaluating the static analysis layer used alone. RQ2 assesses
whether a CWE-conditioned BMC identifies more vulnerabilities than a uniform BMC in AI-generated C
code. RQ3 determines which CWE classes benefit the most from conditioning and which remain unde-
tectable by BMC. RQ4 evaluates whether observed improvements result from CWE-conditioned routing or
from a uniform configuration using RAVE-Code’s flags, which may yield comparable results.

6.1 Datasets

This study uses three publicly available benchmarks. SecurityEval [2] consists of 130 Python samples
spanning 75 CWE types, generated by Copilot from docstring prompts and labeled by security experts. All
samples are vulnerable (ground truth = 1), making it the baseline for the evaluation of static analysis (RQ1).
ESBMC is not applied to this dataset because its Python frontend requires pre-built module stubs, which are
unavailable for SecurityEval’s diverse third-party imports.

FormAI [20] contains 112,000 C programs generated by GPT-3.5-Turbo and labeled using ESBMC. A
sample is VULNERABLE if ESBMC detects a security violation, and NOT VULNERABLE otherwise. From
this dataset, 580 samples were selected, balanced across five CWE classes (CWE-122, CWE-190, CWE-191,
CWE-476, CWE-590) and safe samples. After excluding entries without valid ESBMC verdicts, 436 remain.
FormALI is the primary evaluation dataset for Al-generated C code (RQ2, RQ3). Because ground-truth labels
and evaluation are based on the same tool, the results can overestimate the true detection ability of ESBMC,
as we will discuss in Section 8.
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The Juliet Test Suite (C/C++) [26] is a synthetic benchmark developed by NIST/NSA, containing
734 C entries spanning 14 CWE types. The ground truth is defined structurally: bad () functions are labeled
vulnerable (ground truth = 1) and good () functions are labeled safe (ground truth = 0). After removing
entries without valid ESBMC verdicts, 618 remain. Since Juliet’s labels are independent of ESBMC, it offers
the strongest check on RAVE-Code’s detection results. Juliet is used for the per-CWE analysis (RQ3) and the
ablation study (RQ4). Table 4 summarizes all three datasets.

Table 4: Evaluation datasets.

Dataset N Vulnerable Safe CWEs Language Ground Truth
SecurityEval [2] 130 130 0 75 Python Expert labels
FormAI [20] 436 214 222 5 C (GPT-3.5) ESBMC formal
Juliet [26] 618 309 309 14 C (synthetic) Structural

6.2 Baselines and Ablation Configurations

The Bandit-only baseline applies Bandit v1.7.5 to the SecurityEval dataset. The uniform ESBMC baseline
applies ESBMC 8.1.0 with a fixed configuration to all C samples without CWE-specific tuning. It uses the Z3
solver, an unwind bound of k = 10, bounds checking disabled, malloc forced to succeed, unwinding assertions
suppressed, and a 60 s timeout.

Three ablation configurations are used to isolate the contribution of CWE-conditioned routing. Table 5
summarizes the flag settings. Ablation A (Uniform-High) applies a high unwind bound (k = 25) and overflow
detection uniformly across all CWEs, matching RAVE-Code’s High tier. Ablation B (Uniform-Mid) adds
overflow detection to the standard uniform configuration at k = 10. Ablation C (Uniform-Strict) is identical
to B but also enables NULL-return detection by removing the forced-malloc-success flag. All ablation
configurations turn off unwinding assertions to avoid false alarms caused by reaching the unwind limit.

Table 5: Ablation configuration summary. All configurations use the Z3 solver. v = flag enabled; - = flag absent.

Configuration k Overflow-Check No-Bounds-Check Force-Malloc-Success
Uniform ESBMC 10 - v v
Ablation A (High) 25 v v v
Ablation B (Mid) 10 v v v
Ablation C (Strict) 10 v v -

6.3 Implementation and Assessment Criteria

All experiments were conducted on Ubuntu 22.04 (Docker Desktop, WSL2, 5.8 GB RAM) using Bandit
1.75 and ESBMC 8.1.0, compiled from source with Z3 4.8.12. NVD severity data were obtained via the REST
APIv2.0. KEV exploitability data were obtained from the CISA JSON feed.

Four standard metrics are reported. A True Positive (TP) is a vulnerable fragment correctly identified
as vulnerable. A False Positive (FP) is a safe fragment incorrectly flagged as vulnerable. A False Negative
(FN) is a vulnerable fragment that the tool cannot detect. A True Negative (TN) is a safe fragment correctly
classified as safe. Four derived metrics are also used. Detection Rate (DR) is TP/(TP + EN), the proportion of
true vulnerabilities correctly identified. False Negative Rate (FNR) is 1 — DR. Precision (P) is TP/(TP + FP),
measuring the reliability of positive predictions. The F; score is the harmonic mean of DR and Precision.
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Pairwise comparisons are assessed using McNemar’s test at p < 0.05. SecurityEval contains only vulnerable
samples (TN = 0), so a precision of 100% on that dataset reflects zero false positives and is not independently
informative. Samples that exceed the 60s ESBMC timeout receive a VERIFICATION UNKNOWN verdict. These
are counted as false negatives for vulnerable samples and true negatives for safe ones. This conservative
approach is applied consistently to both the uniform-ESBMC baseline and RAVE-Code.

7 Results

Results are reported across all three datasets, organized by research question. On SecurityEval, Bandit
detects 28.5% of Python vulnerabilities with zero false positives, establishing a static analysis baseline (RQ1).
On FormAI, RAVE-Code achieves DR = 86.0% and F; = 0.909, compared to DR = 73.8% and F; = 0.834
for uniform ESBMC, a gain of 12.2 percentage points (McNemar p < 0.001). RAVE-Code also detects 41
vulnerabilities that uniform ESBMC overlooks entirely (RQ2). CWE-190 and CWE-476 benefit the most
from conditioning, with gains of 32 and 33 percentage points, respectively. CWE-078 remains undetectable
by BMC, and CWE-122 drops by 13 percentage points due to timeouts on larger programs (RQ3). The ablation
study confirms that CWE-conditioned routing drives the improvement. On Juliet, the best uniform ablation
reaches only 38.5% DR, against RAVE-Code’s 57.3%. Ablation A performs worse than the standard uniform
baseline (RQ4). Per-tier runtime measurements show that the High tier completes in an average of 0.50 s
without timeouts, whereas the Low tier (dominated by CWE-078) is the most time-consuming. This confirms
the decision to place CWE-078 in the Low tier (RQ5).

7.1 RQI: Static-Analysis Baseline (SecurityEval, Python)

The SecurityEval results assess the detection capability of the static analysis layer on its own. Among 130
Python samples, Bandit identified 37 (28.5%) with zero false positives (TP = 37, FP = 0, FN = 93). Detected
samples correspond to cases where Bandit’s AST patterns directly match the weakness signature. The 93
false negatives involve multi-step patterns, such as SQL injection spanning function boundaries or insecure
randomness in cryptographic contexts where insecurity depends on the calling context. DeVAIC [8], trained
specifically on Al-generated Python weakness patterns, achieves higher detection rates on its own evaluation
corpus than general-purpose static analyzers. This difference highlights the advantage of specialized training
over general-purpose pattern matching.

ESBMC was also applied to SecurityEval, but did not produce valid verdicts because its Python frontend
requires pre-built module stubs for third-party libraries. Of the 130 samples, 85 failed due to missing
library support (such as PyYAML, Flask, and cryptography imports), 25 produced other parsing errors,
16 returned misleading VERIFICATION SUCCESSFUL verdicts because the missing imports prevented
ESBMC from reaching the vulnerable code paths, and 4 produced no output. These results are excluded from
the detection metrics.

7.2 RQ2: FormAI (GPT-3.5-Generated C)

Fig. 3 reports the FormAlI results. RAVE-Code achieves a DR of 86.0% and F; = 0.909, compared to
73.8% and F, = 0.834 for uniform ESBMC. The 41 vulnerabilities detected only by RAVE-Code comprise
14 for CWE-476, 20 for CWE-190, and 7 for CWE-191, all missed by uniform ESBMC. Both methods
achieve zero false positives after correcting for unwinding assertion failures. False FAILED verdicts caused
by reaching the unwind limit are eliminated by adding -no-unwinding-assertions.
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Figure 3: Aggregate metrics on FormAI (GPT-3.5-generated C, 436 samples). DR = Detection Rate; FNR = False
Negative Rate; Prec. = Precision.

7.3 RQ3: Per-CWE Analysis

Table 6 presents the per-CWE results for FormAl. CWE-190 and CWE-476 exhibit the largest
improvements (+32.1 and +33.4 percentage points, respectively). These gains are driven by configurations
unavailable in uniform ESBMC, namely the ~overflow-check flag for CWE-190/191 and the removal
of ~-force-malloc-success for CWE-476. CWE-122 shows a regression of 13.2 percentage points
because the higher unwind bound (k = 25) increases per-sample verification time, causing more timeouts
on larger programs generated by GPT-3.5.

Table 6: Per-CWE results on FormAI (GPT-3.5-Generated C).

CWE N Uniform DR RAVE DR ADR

CWE-122 (Heap Buffer Overflow) 38 711 579 -13.2

CWE-190 (Integer Overflow) 56 64.3 96.4 +32.1
CWE-191 (Integer Underflow) 57 86.0 87.7 +1.7

CWE-476 (NULL Pointer Deref.) 36 58.3 91.7 +33.4
CWE-590 (Free Not on Heap) 27 92.6 92.6 0.0

Overall 214 73.8 86.0 +12.2

Table 7 presents the per-CWE results for Juliet across all 14 CWE types. The results mirror those of
FormAI: CWE-190 and CWE-191 each gain 100 percentage points (from 0% to 100%) through the use
of ~overflow-check, CWE-197 gains 36.3 percentage points, and CWE-122 and CWE-690 improve
precision (from 50% to 100%) through targeted parameter selection.

Table 7: Per-CWE detection rate on Juliet (Synthetic C, 618 samples).

CWE Tier N Uniform DR RAVE DR ADR
CWE-122 (Heap Buffer Overflow) H 52 100.0 100.0 0.0
CWE-690 (NULL Deref. from Return) H 50 92.0 92.0 0.0
CWE-078 (OS Command Injection) L 50 0.0 0.0 0.0
CWE-789 (Uncontrolled Mem. Alloc.) H 50 0.0 0.0 0.0

(Continued)
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Table 7 (continued)

CWE Tier N Uniform DR RAVE DR ADR

CWE-190 (Integer Overflow) M 50 0.0 100.0 +100.0

CWE-191 (Integer Underflow) M 50 0.0 100.0 +100.0
CWE-590 (Free Not on Heap) M 48 100.0 100.0 0.0
CWE-681 (Numeric Conversion) M 52 100.0 100.0 0.0
CWE-835 (Infinite Loop) M 12 100.0 100.0 0.0
CWE-377 (Insecure Temp. File) M 52 423 423 0.0

CWE-400 (Resource Exhaustion) M 50 32.0 20.0 -12.0

CWE-197 (Numeric Truncation) L 22 18.2 54.5 +36.3
CWE-459 (Incomplete Cleanup) L 30 0.0 0.0 0.0

Overall 618 40.8 57.3 +16.5

Note: RAVE-Code: CWE-190 (50), CWE-191 (50), CWE-197 (4) = 104 total. Precision gains: CWE-122 (50% — 100%),
CWE-690 (50% — 100%)

7.4 RQ4: Ablation Study

Table 8 addresses whether the observed improvement results from CWE-conditioned routing or if
any uniform configuration using RAVE-Code’s flags would yield similar outcomes. The results indicate a
clear distinction.

Table 8: Ablation study on Juliet (618 Samples). All methods use ESBMC. The only difference is how the flags are
selected.

Method DR (%) FNR (%) P (%) F,
RAVE-Code (CWE-conditioned) 57.3 42.7 66.0 0.614
Uniform ESBMC (standard) 40.8 59.2 58.1 0.479
Ablation A: k = 25, overflow, uniform 30.7 69.3 78.5 0.442
Ablation B: k = 10, overflow, uniform 38.5 61.5 572 0.460
Ablation C: k =10, overflow, no-suppress 38.5 61.5 572 0.460

Note: RAVE-Code exceeds best ablation (B/C) by 18.8 percentage points. McNemar p < 0.001.

RAVE-Code achieves a detection rate of 57.3%, outperforming the best uniform ablation (38.5%) by
18.8 percentage points. Ablation A, which applies k = 25 and overflow uniformly, performs worse than the
standard uniform baseline (30.7% compared to 40.8%). These findings indicate that applying configurations
tailored to specific CWE classes across all CWEs results in performance regressions. The routing mechanism
is essential because it ensures that each configuration is matched appropriately to the CWE class.

7.5 RQ5: Runtime Cost per Tier

To assess how RAVE-Code allocates verification resources, we measured per-sample wall-clock time
using a single verification pass for each Juliet source file (387 files; 339 within the 13 tier-assigned CWEs).
The ESBMC timeout was set to 60 s per sample. Table 9 reports mean, median, and timeout counts by tier
and CWE.
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Three observations follow from these measurements. First, the High tier is the most efficient. Despite
using larger unwind bounds and conditioned flags, all 90 High-tier samples completed without timeout,
with a mean of 0.50 s. The CWE-conditioned configurations terminate quickly on the targeted patterns
because they direct the solver to the relevant verification conditions rather than exploring unrelated paths.
Second, the Medium tier shows moderate cost dominated by CWE-400 (mean 29.70 s), which performs
resource-exhaustion analysis that requires deeper exploration of allocation paths. The remaining Medium-
tier CWEs complete in under 0.5 s on average. Third, the Low tier is the most expensive (mean 25.23 s, 41.3%
timeout rate), driven almost entirely by CWE-078 (mean 48.12 s, median at the 60 s timeout). This supports
the decision to assign CWE-078 to the Low tier, since intensive verification of OS command injection is
ineffective. Overall, these results demonstrate that verification is most efficient where BMC is effective, while
unnecessary computation is avoided for cases where BMC has fundamental limitations. Since all samples
use a 60 s timeout, the reported times accurately represent the bounded effort required by each tier.

Table 9: Per-tier and per-CWE wall-clock runtime on Juliet (339 samples). Each source file experiences a single
verification. Mean and median values include timeouts, which are capped at 60 s.

Group Tier N Mean (s) Median (s) Timeouts
Per tier
High H 90 0.50 0.54 0 (0.0%)
Medium M 186 5.17 0.47 12 (6.5%)
Low L 63 25.23 0.54 26 (41.3%)
Per CWE
CWE-122 (Heap Buffer Overflow) H 30 0.48 0.53 -
CWE-690 (NULL Deref. from Return) H 30 0.48 0.51 -
CWE-789 (Uncontrolled Mem. Alloc.) H 30 0.55 0.60 -
CWE-190 (Integer Overflow) M 30 0.42 0.44 -
CWE-191 (Integer Underflow) M 30 0.42 0.44 -
CWE-377 (Insecure Temp. File) M 30 0.49 0.48 -
CWE-400 (Resource Exhaustion) M 30 29.70 26.13 -
CWE-590 (Free Not on Heap) M 30 0.45 0.47 -
CWE-681 (Numeric Conversion) M 30 0.49 0.54 -
CWE-835 (Infinite Loop) M 6 0.45 0.44 -
CWE-078 (OS Command Injection) L 30 48.12 60.05 -
CWE-197 (Numeric Truncation) L 15 9.23 0.45 -
CWE-459 (Incomplete Cleanup) L 18 0.42 0.47 -

8 Discussion

Across all three datasets, the combination of risk stratification and CWE-conditioned verification
consistently outperforms the uniform ESBMC approach. Neither component, when applied independently,
achieves comparable results.

Risk stratification provides two main advantages. First, it directs formal verification efforts toward
high-risk code fragments and applies static analysis to low-risk fragments, thereby optimizing resource
allocation. Second, it enables configuration on a per-class basis. Identifying the CWE class of each fragment
allows the selection of appropriate flags, such as ~overflow-check for integer weaknesses, removal
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of ~-force-malloc-success for NULL-dereference classes, and increased unwind bounds for buffer-
overflow classes. In the absence of Layer 2’s tier assignment, Layer 3 defaults to a uniform configuration. The
ablation study demonstrates that applying all RAVE-Code flags uniformly results in an 18.8 percentage-point
decrease in performance, primarily due to regressions in CWE classes that do not require those flags.

The FormAlI results (F; = 0.909) are particularly informative because FormAI includes programs
generated by GPT-3.5, which represents the type of code RAVE-Code is designed to protect. Of the 41
vulnerabilities detected exclusively by RAVE-Code, 20 are integer overflows (CWE-190), and 14 are NULL
dereferences (CWE-476), both categories that uniform configurations did not identify. However, since
FormATIs ground-truth labels were generated by ESBMC, the reported detection rate of 86.0% reflects
consistency between two ESBMC runs rather than validation against an independent oracle. The Juliet results
mitigate this concern, as its ground truth is independent of ESBMC.

The observed precision improvements on Juliet CWE-122 and CWE-690 are of practical significance.
Developers generally place greater trust in formal verification results than in static analysis warnings.
Therefore, an incorrect VERIFICATION FAILED verdict on safe code can significantly undermine confi-
dence in the verification pipeline. Removing 49 such false positives on Juliet (26 for CWE-122 and 23 for
CWE-690), while maintaining the same number of true positives, demonstrates an additional benefit of
CWE-conditioned configuration. This approach not only enhances vulnerability detection, but also reduces
false alerts on safe code.

The bandit was selected for Layer 1 on the basis of three practical considerations. First, it does
not require a trained model or a GPU. Second, its CWE annotations integrate seamlessly into the RPS
computation. Third, it produces zero false positives on SecurityEval. Although purpose-trained detectors
such as DeVAIC [8] achieve higher detection rates on AI-generated Python code, substituting such a detector
in Layer 1 would improve Python coverage without impacting the subsequent layers.

8.1 Limitations and Future Work

The evaluation has several limitations. Formal verification was demonstrated only on C code, as
ESBMC’s Python frontend lacks support for SecurityEval’s third-party imports. FormATI’s ground-truth labels
were generated by ESBMC itself, so the detection results reflect consistency between two ESBMC runs
rather than validation against an independent oracle. The FormAI evaluation covers only five of the available
CWE classes. Two CWE-specific regressions were observed. For CWE-122, the k = 25 unwind bound caused
timeouts on larger programs generated by GPT-3.5, resulting in a 13.2 percentage point regression and
showing that the configurations in Table 3 are dataset-specific. For CWE-400, the -memory - leak - check
flag alters the analysis state in ways that hide resource-exhaustion patterns. The Detection Layer was
evaluated using Bandit alone, which cannot track data flow across function boundaries, so multi-step
vulnerabilities such as SQL injection are systematically missed. The Juliet Test Suite uses isolated synthetic
test cases that differ structurally from real Al-generated code. Of the 734 Juliet entries, 116 were excluded
due to ESBMC parser errors. These exclusions are systematic and unrelated to RAVE-Code. All 36 samples
for CWE-667 (Improper Locking) were excluded because ESBMC does not support the necessary threading
primitives. The remaining 80 excluded samples are distributed among the other evaluated CWE classes.
Because these exclusions occur before any tier assignment or verification, they affect both Uniform-ESBMC
and RAVE-Code equally and do not bias the results. The reduction from 734 to 618 samples is due to ESBMC’s
parser limitations and does not reflect any limitation of the proposed approach. Runtime data are based on
339 samples, with a single verification run per source file. A full runtime analysis across all tiers and the entire
evaluation set would offer a more complete assessment of how verification effort is distributed.
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Several directions could further enhance our contribution. Adding an inter-procedural taint analysis
tool such as CodeQL or Infer would extend coverage to data-flow CWE classes that Bandit and BMC
cannot handle. We aim to extend our approach by implementing adaptive unwind-bound selection using the
loop-completeness criterion proposed by Hsu et al. [24]. This strategy would replace the current manually
tuned per-CWE boundaries with adaptive values, effectively addressing the CWE-122 regression issue.
Additionally, we plan to replace the existing heuristic assignments by automating the learning of RPS
weights (a, 8,y) from labeled CVE data. Our evaluation will also include JavaScript, TypeScript, and various
large language models such as GPT-4, Code Llama, and CodeWhisperer [20]. This expansion aims to
determine whether our results generalize across different programming languages and model architectures.
Furthermore, we intend to integrate incremental proof certificates [27], which would provide verifiable safety
assurance and support compliance with IEC 62443 and NIST SP 800-218 workflows. Lastly, we will also
extend RAVE-Code to identify vulnerabilities in Al-generated smart contracts [28].

9 Conclusions

This paper has presented RAVE-Code, a three-layer framework that combines static analysis, composite
risk scoring, and CWE-conditioned bounded model checking for AI-generated code security. On FormAlI,
RAVE-Code achieves a detection rate of 86.0% (F; = 0.909), a gain of 12.2 percentage points over uniform
ESBMC, and detects 41 vulnerabilities that uniform ESBMC overlooks entirely. Because FormATI’s ground-
truth labels were generated by ESBMC, its results show consistency between two ESBMC runs. On the
Juliet Test Suite, which provides an independent ground truth, RAVE-Code achieves 57.3% (F; = 0.614), a
gain of 16.5 percentage points over uniform ESBMC. It also detects 104 vulnerabilities that uniform ESBMC
completely overlooks. The ablation study indicates that the CWE-conditioned routing is the primary driver
of this improvement. The best uniform configuration using all of RAVE-Code’ flags achieves only 38.5% on
Juliet, which is 18.8 percentage points lower than the routed approach.

The core empirical finding is that applying the right verification configuration to the right weakness
class, guided by a composite risk score, produces substantially better detection than any uniform strategy.
Applying RAVE-Code’s flags uniformly across all CWE classes results in lower performance than the stan-
dard baseline, as cross-CWE interference outweighs per-CWE improvements. Risk stratification mitigates
this interference by ensuring that each configuration is applied exclusively to its intended class.
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