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ABSTRACT: Web honeypots serve as foundational technologies for active deception, attracting attackers and
extracting actionable threat intelligence. To address the challenges associated with manual and labor-intensive frontend
construction, this paper presents the HFG framework, a security-oriented frontend generation framework designed
for the large-scale deployment of heterogeneous Web-service decoy nodes. HFG utilizes a vision-to-code architecture
integrating a PVT-CoT visual encoder, multi-scale adaptive fusion, visual token compression, a visual prefix bridge, and
a Qwen2-LoRA code decoder. The model is trained on WebSight-derived data and evaluated on both the WebSight-
derived test set and the Design2Code benchmark. General reconstruction metrics, including Block-Match, Text,
Position, Color, and CLIP, are used together with honeypot-specific metrics, namely Honeypot-Critical Component
Recall and Honeypot Interaction Readiness, to assess visual fidelity, reconstruction quality, component preservation,
and interaction readiness. Experimental results on Design2Code show that HFG-7B achieves competitive reconstruc-
tion performance, with 51.2 Block-Match, 77.8 Text, and 85.2 CLIP, among other metrics. Under the same 1.5B decoder
scale, HFG-1.5B significantly outperforms the PVT-Qwen-1.5B baseline in honeypot-specific fidelity, improving HCCR
from 0.46 to 0.68 and HIR from 0.39 to 0.57. With a larger 7B decoder, HFG-7B further improves HCCR and HIR to 0.76
and 0.64, respectively. These results demonstrate that HFG renders visually plausible interfaces while better preserving
honeypot-critical components, providing a locally trainable, resource-conscious, and practical solution for generating
inspectable Web honeypot frontends.

KEYWORDS: Active defense; Web honeypot; large language models; multimodal content generation; vision
transformer

1 Introduction
Web applications have become core components of modern information systems and now support

a wide range of services, including e-commerce platforms, enterprise portals, and online administrative
systems. As these services become more widely deployed, the attack surface exposed by Web applications has
also become increasingly complex and diverse. Common attack paradigms, such as SQL injection, cross-site
scripting, and malicious form exploitation, threaten application security and increase the burden on con-
ventional defense mechanisms. Web honeypots provide an active defense mechanism by emulating realistic
Web environments to attract adversaries and collect behavioral evidence for subsequent analysis [1–3].
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Despite their utility, traditional Web honeypots remain difficult to construct and deploy at scale. For
a single target, crawler-based cloning and manual sanitization can often produce usable frontend decoys.
However, large-scale deployment of heterogeneous Web honeypot nodes usually requires different crawling
scripts, resource localization rules, JavaScript handling strategies, backend-interface removal, and manual
inspection for different Web systems. These target-specific operations increase deployment cost and make
the construction process difficult to standardize [4]. Recent advances in deep visual modeling have made
screenshot-conditioned webpage reconstruction increasingly feasible, enabling frontend code to be synthe-
sized from webpage screenshots [5–8]. In this work, the considered scenario is not full website cloning, but
frontend decoy construction for heterogeneous Web-facing services. The defender uses screenshots of target-
like interfaces as visual specifications and generates inspectable HTML/CSS pages intended for isolated
deployment, while backend behavior is separately implemented through controlled honeypot handlers.

To address these challenges, this paper presents a security-oriented framework for generating Web
honeypot frontends that integrates a PVT-CoT visual encoder, multi-scale feature fusion, a visual prefix
bridge, and an LLM-based code decoder [9–11]. Specifically, the PVT-CoT encoder extracts hierarchical
visual representations from webpage screenshots and enhances local context modeling for small interface
components. The multi-scale fusion module then combines shallow component details with deeper layout
semantics, and the visual prefix bridge maps the compressed visual tokens into a decoder-compatible
embedding space. Conditioned on these visual prefixes, the LLM-based decoder generates HTML/CSS
frontend code. The generated output is an inspectable HTML/CSS page that preserves the visible deception
surface and key interaction components while avoiding direct reuse of production backend logic. During
deployment, the generated frontend elements can be bound to controlled honeypot handlers, whereas
LLM-based backend service emulation and multi-turn adversarial interaction are left as future work.

2 Related Work
This section reviews related work in three areas, covering honeypot technology, image-to-code

generation, and LLM-assisted code generation and cybersecurity.
Honeypot technology is a fundamental component of deception-based defense, which aims to attract

adversaries by emulating realistic system environments and collecting behavioral evidence for analysis [1–3].
Early research explored tarpitting, service emulation, and virtualized deception mechanisms to mislead
attackers [2,12]. Subsequent developments introduced virtual honeypots capable of emulating configurable
hosts and network services, thereby improving deployment flexibility and resistance to simple fingerprinting.
Malware-collection platforms and SSH honeypot studies further show that honeypot systems can be special-
ized for different attack-observation scenarios [13,14]. In industrial control scenarios, specialized honeypots
have been developed to emulate programmable logic controllers, thereby extending deception-based defense
to critical infrastructure environments [15]. Despite these advancements, Web-facing honeypot construction
still often relies on manual development, template-based generation, or crawler-based replication to obtain
frontend pages. These approaches are often labor-intensive and difficult to standardize across heterogeneous
Web services. Although crawler-based cloning can handle some dependency issues through sanitization, it
often requires site-specific resource localization, script filtering, link rewriting, backend-interface removal,
and manual inspection, which increases the engineering and auditing cost of isolated honeypot deployment.
As a result, efficiently obtaining realistic, controllable, and deployment-ready frontend decoys remains a
key challenge for Web honeypot construction. Recent studies have further extended honeypot research
from static decoy construction to adaptive deployment, dynamic interaction, and deception-oriented cyber
defense. For example, adaptive honeypot mechanisms and multiphase deployment strategies have been
proposed to respond to changing attack paths and dynamic cyber threats [16–18]. Other studies have
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investigated interactive Web honeypots and the broader role of honeypots in modern deception-based
cybersecurity strategies [19–21]. More recently, generative AI has also been explored for honeypot construc-
tion and dynamic deception content generation, including generative-AI-assisted honeypots and dynamic
file honeypots [22,23]. These studies demonstrate the increasing importance of adaptability and realism in
honeypot systems.

Image-to-code generation aims to automatically synthesize interface or frontend code from UI
screenshots. Early approaches demonstrated the feasibility of this task using neural image-to-sequence
models [5,24], but were largely limited to synthetic GUI datasets and domain-specific intermediate rep-
resentations. More recent studies have explored pretraining datasets, structured parsing objectives, and
benchmark protocols to improve code consistency and evaluation reliability. For example, Pix2Struct
uses screenshot parsing as a pretraining task for visual language understanding [6], while WebSight
provides large-scale paired webpage screenshots and HTML code for screenshot-to-HTML generation [7].
Design2Code further evaluates multimodal code generation on real-world webpages and provides automatic
metrics for frontend reconstruction quality [8]. However, these methods are mainly designed for general
UI prototyping, webpage reconstruction, or automated front-end engineering, and they do not explicitly
consider the security-oriented requirements of honeypot frontend deployment. For honeypot deployment,
the generated interface should preserve attack-facing interaction cues, remain separated from real backend
behavior, and support deployment auditability. From a modeling perspective, Transformer architectures
provide a self-attention mechanism for modeling long-range dependencies [25,26], while PVT-based back-
bones use pyramid representations that are suitable for dense visual prediction [9]. Building upon this line
of research, this work adopts a PVT-based visual encoder to extract multi-scale webpage features, which are
subsequently fused and passed to an LLM-based decoder for frontend code generation.

Large Language Models have demonstrated strong capabilities in language generation and few-shot
task adaptation [27–29], leading to their increasing adoption in cybersecurity tasks [30,31]. Existing studies
have explored their applications in honeypot analysis, terminal honeypot dialogue, Web API deception, and
multi-protocol cyber deception [32–36], where they enable more flexible and context-aware responses than
traditional rule-based mechanisms. In this work, the LLM is mainly used as a code decoder for frontend
generation rather than as a complete backend interaction engine. The generated frontend pages can be
bound to controlled honeypot handlers after deployment, while LLM-based backend service emulation and
multi-turn adversarial interaction are considered future research directions. Therefore, this paper focuses on
security-oriented frontend decoy generation, aiming to improve visual fidelity, honeypot-critical component
preservation, and deployment auditability of Web honeypot interfaces.

3 Research Design

3.1 Overview of the Proposed Framework
This work focuses on generating security-oriented frontend decoy interfaces for Web honeypot

nodes. The operational scenario considered in this paper is the large-scale construction of heterogeneous
Web-facing decoys, including login portals, management panels, device configuration pages, and service
dashboards. In this setting, the defender may use screenshots of target-like interfaces as visual specifications
rather than directly reusing production frontend code. For a single target, crawler-based cloning and manual
sanitization can often produce usable frontend pages. However, across heterogeneous Web systems, crawler-
based construction usually requires site-specific crawling scripts, resource localization rules, JavaScript
handling strategies, link rewriting, backend-interface removal, and manual inspection. These target-specific
operations increase engineering and auditing costs and make standardized frontend decoy construction
difficult. Therefore, the objective of this work is not to reproduce a complete production website, but to
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reconstruct the visible attack-facing surface from a webpage screenshot and convert it into a frontend decoy
interface that can be inspected and bound to controlled honeypot handlers.

Fig. 1 presents the operational overview and deployment boundary of the proposed honeypot frontend
generation (HFG) framework. The framework takes a webpage screenshot as input and outputs browser-
renderable HTML/CSS code. The generated frontend is expected to preserve the visible layout, component
hierarchy, visual style, interaction cues, and visible service-context text of the target interface. Unlike general
screenshot-to-code generation, the proposed task emphasizes honeypot-specific requirements, including the
preservation of attack-facing components, separation from production backend behavior, and suitability for
isolated deployment.

Figure 1: Operational overview and deployment boundary of the proposed HFG framework.

In the main generation flow, the webpage screenshot is processed by the HFG framework, which outputs
HTML/CSS code corresponding to the visible page structure. The generated code is then rendered in a
browser to obtain a honeypot frontend decoy. The rendered frontend serves as the attack-facing interface
that adversaries interact with during deployment. Since the framework generates a frontend decoy rather
than a complete production service, the output is intended to provide a visually plausible and controllable
interface instead of replicating backend behavior or business logic.

Optional OCR-assisted visible-text hints are used as an auxiliary input to improve the preservation
of text-sensitive frontend cues. These cues include button labels, form labels, navigation items, warning
messages, version strings, copyright information, and other service-context text visible in the screenshot. The
OCR module extracts text only from the input screenshot and does not access reference HTML or ground-
truth code. Therefore, OCR-assisted hints provide additional visual-text grounding without introducing
access to reference code during inference.

The rendered frontend defines the interaction surface exposed to adversaries in deployment. Visible
interactive elements, such as login forms, submission controls, upload entries, and administrative links, are
retained to define the interaction points of the decoy interface rather than to reproduce the original backend
behavior. These interaction points can later be handled by defender-controlled honeypot logic. As indicated
by the dashed path in Fig. 1, this runtime handling is outside the core generation module. This separation
clarifies the scope of this work by limiting the proposed framework to auditable frontend decoy generation,
while backend emulation and adversarial interaction management remain deployment-side extensions.
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3.2 Vision-Guided Frontend Generation Model
The frontend generation model takes a webpage screenshot as visual input and produces an HTML/CSS

decoy interface intended for isolated Web honeypot deployment. As shown in Fig. 2, the model combines
a PVT-CoT visual encoder, multi-scale adaptive fusion, visual token compression, a visual prefix bridge,
and a Qwen2-LoRA code decoder [9–11]. The visual encoder extracts hierarchical webpage representations
from the screenshot, and the decoder generates structured frontend code conditioned on visual tokens and
decoder-side textual inputs.

∈
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16 16
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32 32

1 1

Figure 2: Architecture of the proposed vision-guided frontend generation model.

Given an input screenshot I ∈ R3×H×W , the PVT-based visual encoder produces four stages of
hierarchical features, which are denoted as follows.

{F1 , F2, F3, F4} = EPVT(I), (1)

where F1 ∈ R64×H/4×W/4, F2 ∈ R128×H/8×W/8, F3 ∈ R320×H/16×W/16, and F4 ∈ R512×H/32×W/32. These
hierarchical features match the visual structure of webpages, where global layouts coexist with small
elements such as input fields, buttons, icons, warning banners, version labels, and copyright information.

PVT is used because its pyramid structure and spatial reduction attention reduce visual token redun-
dancy when processing high-resolution webpage screenshots [9]. For a feature sequence X ∈ RN×C with
N = Hi Wi , queries are computed from the original sequence, whereas keys and values are computed from
the spatially reduced sequence.

Q = XWQ , Xsr = SRr(X), K = XsrWK , V = XsrWV , (2)
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where SRr(⋅) denotes spatial reduction with ratio r. This reduces the number of key and value tokens from
N to N/r2. The attention operation is written as follows.

SRA(X) = Softmax(QK⊺√
dk
)V , (3)

where dk denotes the dimension of the key vectors. The resulting attention computation reduces cost while
retaining global dependency modeling, which helps process webpage screenshots with high spatial resolution
and complex layouts.

Although PVT provides hierarchical visual features, small components relevant to honeypot deception
may be weakened during progressive downsampling. To improve local component perception, Contextual
Transformer refinement is applied to the high-resolution visual stages [10]. CoT layers are applied to the
shallow feature maps F1 and F2, which retain more spatial detail for small interface elements.

F̃i =
⎧⎪⎪⎨⎪⎪⎩

CoT(Fi), i ∈ {1, 2},
Fi , i ∈ {3, 4}.

(4)

This refinement strengthens local context modeling for security-relevant frontend cues, while the deeper
PVT stages retain global layout semantics.

The four visual stages differ in channel dimension and spatial resolution. A multi-scale adaptive fusion
module forms a unified representation for the decoder. Each feature map is first projected to a common
channel dimension by a 1 × 1 convolution and resized to a shared spatial resolution.

F̄i = ϕi(F̃i), (5)

where ϕi(⋅) denotes the stage-specific projection and resizing operation. The projected features are then
fused using learnable scale weights.

Ffused =
4
∑
i=1

αi F̄i , αi =
exp(wi)

∑4
j=1 exp(w j)

. (6)

Adaptive fusion combines shallow component details with deeper structural semantics and supports
the reconstruction of page layout and interaction-related elements.

Feeding dense visual feature maps directly into the language decoder would introduce unnecessary
computational cost. The fused feature map is therefore compressed into a fixed-length visual token sequence.
It is first pooled to a 16 × 16 grid and then flattened into 256 visual tokens.

Z = Flatten (Pool16×16(Ffused)) , (7)

where Z ∈ R256×d f , and d f denotes the channel dimension after multi-scale fusion. A linear projection
followed by layer normalization aligns the token dimension with the hidden dimension of the decoder.

Vtok = LN(ZWv + bv), (8)

where Vtok ∈ R256×dq , Wv ∈ Rd f×dq , and dq denotes the hidden dimension of the Qwen2 decoder. In the HFG-
1.5B setting, dq = 1536.
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The visual prefix bridge maps the compressed visual tokens to embeddings that can be consumed by the
decoder.

Ev = B(Vtok). (9)

The decoder input is formed by placing the visual prefix before the textual and code-side embeddings.

E = [Ev ; Ex]. (10)

Here, Ex denotes the decoder-side input embeddings. During training, Ex consists of the generation
instruction, OCR-assisted visible-text hints, and shifted ground-truth HTML/CSS tokens used for teacher
forcing. During inference, Ex consists of the generation instruction, OCR-assisted visible-text hints, and
previously generated HTML/CSS tokens.

Ex =
⎧⎪⎪⎨⎪⎪⎩

[Einst; Eocr; Ey<t ], training,
[Einst; Eocr; Eŷ<t ], inference.

(11)

This distinction keeps reference HTML/CSS as a supervised signal during training and prevents it from
being used during inference.

The Qwen2-based code decoder generates HTML/CSS tokens autoregressively.

p(yt ∣ I, x , y<t) = pθ (yt ∣ Ev , Ex) , (12)

where x denotes the decoder-side textual input, including the generation instruction and optional OCR-
assisted visible-text hints. The model is trained with the standard next-token prediction loss.

Lgen = −
T
∑
t=1

log pθ(yt ∣ Ev , Einst , Eocr , y<t). (13)

The loss is computed only on the target HTML/CSS tokens, while the visual prefix, instruction tokens,
and OCR hint tokens are masked out from loss computation. To reduce training cost, the Qwen2 backbone
is kept frozen and adapted using LoRA. LoRA parameters are inserted into the attention projection layers,
including q, k, v, and o projections. This parameter-efficient adaptation keeps most decoder parameters fixed
and adapts the model to screenshot-conditioned frontend generation.

At inference time, the model receives only the webpage screenshot, the generation instruction, and
optional OCR-assisted visible-text hints. The output is an HTML/CSS page intended to reconstruct the visible
attack-facing interface. The generated page can then be rendered in a browser as a honeypot frontend decoy.

3.3 Parameter-Efficient Four-Stage Training Strategy
Training the visual encoder and the language decoder with full-parameter end-to-end optimization

is computationally expensive and may degrade the pretrained code-generation capability of the decoder.
To address this issue, a parameter-efficient four-stage training strategy is adopted, as illustrated in Fig. 3.
The strategy first aligns screenshot-derived visual representations with the decoder, then adapts the decoder
through LoRA, and subsequently adjusts selected layers of the pretrained PVT backbone for webpage-
oriented visual adaptation. The final stage further exposes the model to more diverse webpage patterns.
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Figure 3: Four-stage parameter-efficient training strategy of the proposed framework.

In Stage 1, visual prefix alignment is performed with both the pretrained PVT backbone and the Qwen2
decoder backbone kept frozen. The trainable parts are limited to the CoT refinement layers, the multi-scale
adaptive fusion module, and the Visual Token Bridge. This stage aligns the visual representations extracted
from screenshots with the hidden space of the decoder. Keeping the language decoder frozen allows the
visual prefix to be learned without updating the pretrained code decoder.

In Stage 2, LoRA-based adaptation is applied to the Qwen2 decoder. LoRA parameters are inserted into
the q, k, v, and o attention projection layers, while the original Qwen2 backbone remains frozen. The CoT
layers, MSAF, and Visual Token Bridge remain trainable during this stage. Compared with full-parameter
fine-tuning, this stage adapts the decoder to screenshot-conditioned HTML/CSS generation while keeping
the number of updated parameters limited.

In Stage 3, selected layers of the pretrained PVT backbone are unfrozen for visual adaptation. The pur-
pose is not to train the visual encoder from scratch, but to adjust part of the pretrained visual representation
to the webpage frontend generation task. In our implementation, later PVT layers are updated because they
encode layout and structural semantics, while earlier layers remain frozen to preserve basic visual patterns
such as edges, colors, and local textures. These selected PVT layers are updated together with the CoT layers,
MSAF, Visual Token Bridge, and LoRA parameters. This selective update allows the visual encoder to better
capture webpage layout patterns and component structures without changing the entire PVT backbone.

In Stage 4, continuation training is performed on the WebSight v0.2-derived subset to expose the
model to more diverse webpage patterns. This stage uses the same trainable modules as Stage 3 and further
introduces diverse webpage layouts, visual styles, and frontend structures. This continuation stage is expected
to improve robustness when the model is evaluated on webpages with denser text, longer code structures,
and more heterogeneous component layouts.

Across all stages, input screenshots are resized to 512 × 512, the visual pooling size is 16 × 16, and the
maximum training text length is Tmax = 8192. The training objective follows the autoregressive next-token
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prediction loss defined in Section 3.2. OCR-assisted visible-text hints are included in the decoder-side input
when enabled. They are extracted only from the input screenshot and do not access reference HTML/CSS
during inference.

This progressive training strategy reduces the optimization burden and improves training stability. It
keeps most pretrained parameters frozen and updates only task-related modules, LoRA parameters, and
selected PVT layers at the appropriate stage. It also separates visual-prefix alignment, decoder adaptation,
and selective visual adaptation into different phases. As a result, the model learns screenshot-conditioned
frontend generation while limiting unnecessary changes to the pretrained visual and language backbones.

3.4 Deployment Interface and Backend Extension
The proposed framework generates frontend decoy interfaces for Web honeypot nodes, rather than

complete Web services. The generated output is an inspectable HTML/CSS page intended to preserve the
visible attack-facing interface in the target screenshot. During deployment, visible elements such as login
forms, submit buttons, upload entries, and administrative links are retained as frontend interaction points
that can be handled by defender-controlled honeypot logic.

This separation clarifies the safety boundary of deployment. The generated frontend exposes only the
visible interaction surface, while runtime behavior remains separated from production logic. The generated
page can therefore be inspected and modified before deployment, and its interaction points can be handled
without exposing production services.

LLM-based backend emulation remains outside the scope of the present evaluation. Such a module may
maintain interaction states, interpret request paths and parameters, and generate context-aware responses
in multi-turn adversarial interactions. However, this paper does not claim or evaluate a complete LLM-
driven backend honeypot. The quantitative evaluation focuses on frontend renderability, visual fidelity,
honeypot-critical component preservation, frontend interaction readiness, code inspectability, and deploy-
ment efficiency.

4 Experiments

4.1 Experimental Setup
The experiments evaluate whether the proposed framework can generate frontend decoy interfaces

suitable for Web honeypot deployment. Unlike general screenshot-to-code evaluation, this work focuses on
renderability, visual fidelity, and honeypot-critical component preservation. The evaluation therefore con-
siders general reconstruction metrics together with frontend interaction readiness and deployment-oriented
code inspectability.

WebSight-derived data [7] are used for model training, and Design2Code [8] is used for external
evaluation. The main training set is constructed from WebSight v0.1 and contains 30,000 screenshot–HTML
pairs. To improve the diversity of honeypot-like frontend appearances, the subset is sampled to cover
different page categories, layout structures, text densities, component distributions, and interaction patterns,
including login-like pages, dashboards, form-based pages, navigation-heavy pages, content pages, and multi-
section webpages. The dataset is split at the sample level with an 8:1:1 ratio, resulting in 24,000 training
samples, 3000 validation samples, and 3000 internal test samples. A smaller 3000-sample subset is used
for pipeline verification rather than final model comparison. In addition, a WebSight v0.2-derived subset
with 6254 training samples is used for continuation training to expose the model to more diverse webpage
styles. Design2Code contains 484 real-world webpage screenshots and is used only for external evaluation.
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No Design2Code sample is used for training, validation, prompt tuning, or checkpoint selection. Table 1
summarizes the datasets used in the experiments.

Table 1: Datasets used in the experiments.

Dataset Usage Samples Split Purpose
WebSight v0.1-derived Train/Val/Test 30,000 8:1:1 Main training and in-domain test

WebSight v0.1 smoke subset Verification 3000 8:1:1 Pipeline verification
WebSight v0.2-derived Continuation 6254 train Train Diversity enhancement

Design2Code External test 484 Test only Out-of-domain evaluation

To reduce the risk of data leakage, duplicate checking is performed between the WebSight-derived train-
ing subsets and the Design2Code evaluation set. Exact image hashes and perceptual hashes are compared for
webpage screenshots. When source text is available, normalized textual signatures are also compared after
removing formatting and whitespace differences. Samples identified as exact duplicates or near-duplicates
are excluded from the training subset. This procedure reduces the possibility that screenshot-to-code models
benefit from memorized visual layouts.

For controlled comparison, three model variants are evaluated under the same data split, prompt
protocol, OCR-assisted hinting setting, generation budget, rendering pipeline, and checkpoint selection
rule. PVT-Qwen-1.5B is used as the visual fine-tuning baseline. It adopts the original PVT encoder and
Qwen2-1.5B decoder, without CoT refinement or multi-scale adaptive fusion. HFG-1.5B is the proposed
compact model variant, which integrates PVT-CoT visual encoding, MSAF, visual token compression,
visual prefix bridging, and Qwen2-1.5BLoRA decoding. HFG-7B keeps the same visual architecture and
replaces the decoder with Qwen2-7B to analyze the quality–cost trade-off introduced by decoder scaling.
External multimodal systems and benchmark-reported results are treated only as reference comparisons,
because their training data, model scale, context window, inference environment, and prompt design are not
fully controllable.

The prompt is treated as part of the evaluation protocol. A reconstruction-oriented prompt asks the
model to generate a complete HTML/CSS implementation that visually matches the input screenshot. The
prompt emphasizes layout, color, spacing, component hierarchy, visible text, and interaction elements, and
discourages generic template content that is not visible in the screenshot. For all reported models, the same
OCR-assisted visible-text hinting protocol is used during generation. The OCR module extracts visible text
from the input screenshot and appends the recognized strings to the generation instruction as auxiliary hints.
It does not access reference HTML, ground-truth code, or external webpage sources. All models are therefore
evaluated under the screenshot-conditioned generation setting.

Unless otherwise specified, the input screenshot is resized to 512 × 512, the visual pooling size is 16 × 16,
and the number of visual tokens is Nv = 256. The Qwen2 decoder is adapted using LoRA with rank r = 8,
scaling factor α = 16, and dropout 0.05. LoRA is applied to the q, k, v, and o projection layers, while the
Qwen2 backbone remains frozen. The models are trained using the four-stage parameter-efficient strategy
described in Section 3.3. During inference, the maximum generation length is set to support long HTML/CSS
outputs, and the generated content is truncated after the first complete HTML document when applicable.
All generated pages are rendered under the same browser viewport before metric computation.

The generated frontend pages are evaluated from two complementary perspectives. First, general
frontend reconstruction quality is measured using Design2Code-style metrics, including Block-Match, Text,
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Position, Color, and CLIP [8]. Block-Match evaluates the recovery of webpage block organization, Text mea-
sures visible text preservation, Position assesses spatial alignment, Color reflects visual style consistency, and
CLIP measures visual-semantic similarity between the rendered output and the reference screenshot. Second,
honeypot-oriented frontend fidelity is evaluated using Honeypot-Critical Component Recall (HCCR) and
Honeypot Interaction Readiness (HIR), which measure whether attack-facing components and safe frontend
interaction points are preserved in the generated decoy interface.

Honeypot-Critical Component Recall (HCCR) is used to evaluate security-oriented component preser-
vation. Let Cref and Cgen denote the honeypot-critical component categories detected in the reference and
generated pages, respectively. HCCR is defined as

HCCR =
∣Cref ∩ Cgen∣
∣Cref ∣

.

The HCCR category list is defined according to Web honeypot deployment requirements and covers
surface cues, interaction cues, and security or attribution cues. Surface cues include titles, navigation regions,
headers, and footers. Interaction cues include username or email inputs, password inputs, submit buttons,
upload entries, forms, and administrative links. Security and attribution cues include warning banners, error
messages, version labels, copyright information, and service-identification text. If a reference sample contains
no honeypot-critical component, its HCCR is marked as N/A and excluded from the HCCR average.

Since HCCR measures component presence rather than interaction readiness, Honeypot Interaction
Readiness (HIR) is reported as a complementary metric. Let Iref denote the interaction components in
the reference page. For each c ∈ Iref , Ready(c) = 1 if the corresponding component in the generated page
is visible, can be located by browser automation, accepts the expected user action, and does not trigger
navigation to external or production endpoints. Otherwise, Ready(c) = 0. HIR is defined as

HIR = 1
∣Iref ∣

∑
c∈Iref

Ready(c).

If a reference page contains no interaction component, its HIR is marked as N/A and excluded from the
HIR average. HIR does not evaluate complete backend service behavior. It measures whether the generated
frontend retains safe frontend interaction points that can be handled by defender-controlled honeypot logic
during deployment.

4.2 Controlled Comparison on the WebSight-Derived Test Set
This subsection evaluates the effect of the proposed architectural design on the WebSight-derived

internal test set. Since this test set is sampled from the same data source as the training set but contains
disjoint samples, it provides an in-domain setting for controlled comparison. All model variants are trained
and evaluated under the same data split, reconstruction prompt, OCR-assisted hinting protocol, LoRA
configuration, rendering pipeline, and validation-based checkpoint selection rule.

The comparison uses three controlled variants. PVT-Qwen-1.5B serves as the visual fine-tuning baseline,
using the original PVT encoder and Qwen2-1.5B decoder without CoT refinement or multi-scale adaptive
fusion. HFG-1.5B uses the same decoder scale but adds the proposed PVT-CoT encoder and MSAF
module, so the difference between PVT-Qwen-1.5B and HFG-1.5B reflects the combined effect of local visual
refinement and multi-scale feature fusion. HFG-7B keeps the same visual architecture as HFG-1.5B and
replaces the decoder with Qwen2-7B to analyze the effect of decoder scaling.
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Frontend reconstruction quality is evaluated using Block-Match, Text, Position, Color, and CLIP. Block-
Match measures webpage block organization, Text evaluates visible text preservation, Position measures
spatial alignment, Color evaluates visual style consistency, and CLIP reflects visual-semantic similarity
between the rendered output and the reference screenshot. These metrics are used because visually similar
HTML/CSS implementations may differ substantially at the source-code level, making code-level n-gram
similarity less suitable for this task.

Table 2 reports the in-domain comparison results. Under the same decoder scale, HFG-1.5B improves
over PVT-Qwen-1.5B across most visual metrics, suggesting that the proposed visual refinement and
fusion design benefits screenshot-conditioned frontend reconstruction. The improvements in Block-Match,
Position, and Color indicate better recovery of webpage regions, spatial layout, and visual style. The Text
metric changes only slightly from PVT-Qwen-1.5B to HFG-1.5B, whereas HFG-7B shows a much larger gain,
which suggests that decoder capacity has a stronger influence on text-heavy generation. HFG-7B further
improves Block-Match and Text, while the gains in Position, Color, and CLIP are more moderate. This pattern
indicates that decoder scaling mainly benefits long-structure generation and text preservation in this setting.
HFG-1.5B still offers a more resource-conscious balance between reconstruction quality and model size.

Table 2: Controlled comparison on the WebSight-derived internal test set.

Model Block-Match Text Position Color CLIP
PVT-Qwen-1.5B 64.3 65.3 67.2 58.9 78.7

HFG-1.5B 72.4 66.2 82.9 78.5 88.2
HFG-7B 80.3 87.3 83.4 79.6 89.6

The WebSight-derived results are expected to be higher than the external Design2Code results because
the former follows an in-domain setting, whereas Design2Code contains real-world webpages with different
layout and content distributions. This experiment is therefore used to examine the proposed architecture
under controlled in-domain conditions. The following subsection evaluates cross-domain generalization on
Design2Code and compares the proposed models with representative multimodal systems.

4.3 External Comparison on Design2Code
This subsection evaluates the external performance of the proposed models on the Design2Code

benchmark and compares them with representative multimodal systems. Compared with the WebSight-
derived internal test set, Design2Code contains real-world webpages with denser visible text, more varied
layouts, and longer frontend structures. It therefore provides a more challenging setting for evaluating
screenshot-conditioned frontend generation outside the training data source.

Table 3 reports the Design2Code results. The results of PVT-Qwen-1.5B, HFG-1.5B, and HFG-7B are
obtained under the same OCR-assisted generation protocol, rendering pipeline, and metric computation
procedure. External multimodal systems and benchmark-reported results are included as reference com-
parisons, because their training data, model scale, inference environment, context-window configuration,
and prompt design are not fully controllable. Therefore, these results are used to contextualize the proposed
models, rather than to define a strictly controlled baseline.

Compared with PVT-Qwen-1.5B, HFG-1.5B improves most Design2Code metrics. The gains in Block-
Match and Position indicate better recovery of webpage regions and spatial organization, while the gains
in Color and CLIP suggest improved visual style preservation and visual-semantic consistency. These
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results suggest that the proposed visual refinement and fusion design remains useful under the external
Design2Code setting.

Table 3: External comparison on the Design2Code benchmark.

Model Block-Match Text Position Color CLIP
Idefics2-8B 46.7 80.3 55.9 58.9 81.7

DeepSeek-VL-7B 39.7 77.0 64.6 63.8 84.5
LLaVA 1.6-7B 50.4 87.9 69.1 63.4 84.6

WebSight VLM-8B 55.9 86.6 77.3 79.4 87.6
Design2Code-18B 78.5 96.4 74.3 67.0 85.8

Qwen2-VL-7B 46.9 78.1 69.3 63.6 84.3
Gemini 1.0 Pro Vision 80.2 94.6 72.3 66.2 84.4

GPT-4V 85.8 97.4 80.5 73.3 86.9
Claude 3 Opus 90.2 97.5 77.9 71.4 87.0

GPT-4o 93.0 98.2 85.5 84.1 90.4

PVT-Qwen-1.5B 27.8 59.3 53.2 51.3 73.4
HFG-1.5B 37.6 60.2 61.3 61.8 80.4
HFG-7B 51.2 77.8 70.2 62.4 85.2

Among the proposed variants, HFG-7B obtains the strongest overall results, with the largest gain
appearing in the Text metric. This pattern suggests that a larger decoder is helpful for text preservation
and long-structure HTML/CSS generation. This improvement, however, comes with a larger decoder and
higher computational cost. HFG-1.5B provides a more resource-conscious trade-off between reconstruction
quality and model size, which is relevant to Web honeypot deployment scenarios that favor local training and
private inference. For Web honeypot frontend generation, structural consistency, layout fidelity, and visual
plausibility remain important because the generated page is used as an attacker-facing decoy interface.

Compared with large proprietary multimodal systems, the proposed models still show clear gaps in
several reconstruction metrics, especially Text and Block-Match. This gap is reasonable, given the larger
model scales and broader visual-language pretraining of those systems. Nevertheless, this work does not
aim to outperform proprietary general-purpose multimodal models across all webpage reconstruction
metrics. Instead, the proposed framework aims to provide a locally trainable and security-oriented frontend
generation model for Web honeypot deployment under moderate model scale. The following subsection
further examines this security-oriented objective through honeypot-critical component preservation.

4.4 Honeypot-Oriented Component Fidelity
General webpage reconstruction metrics mainly evaluate visual similarity between the rendered page

and the reference screenshot. However, visual similarity alone is not sufficient for Web honeypot deployment.
A generated frontend may obtain acceptable visual scores but still omit attack-facing components such
as username or password fields, submit buttons, upload entries, warning messages, version labels, and
administrative cues. These components often occupy small visual regions, yet they affect the credibility of
the decoy and its ability to guide attacker interaction. This subsection therefore examines honeypot-critical
component preservation.
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Table 4 reports HCCR and HIR for the controlled model variants. HCCR measures whether honeypot-
critical component categories are preserved, while HIR evaluates whether the recovered interaction
components remain visible, operable, and suitable for defender-controlled handling. In implementation,
HCCR and HIR are computed using a Python-based evaluation script that combines rendered-page DOM
parsing, keyword matching, OCR-assisted visible-text matching, and browser automation. Component cat-
egories are detected from both HTML structure and rendered visual evidence. For HIR, browser automation
is used to check whether the recovered interaction elements are visible, locatable, and able to accept the
expected user action without navigating to external or production endpoints.

Table 4: Honeypot-oriented component fidelity of different model variants.

Model WebSight HCCR WebSight HIR Design2Code HCCR Design2Code HIR
PVT-Qwen-1.5B 0.58 0.51 0.46 0.39

HFG-1.5B 0.73 0.66 0.68 0.57
HFG-7B 0.81 0.72 0.76 0.64

Compared with PVT-Qwen-1.5B, HFG-1.5B improves both HCCR and HIR on the WebSight-derived
test set and the Design2Code benchmark. Since these two models use the same decoder scale and evaluation
protocol, the improvement suggests that the proposed visual refinement and multi-scale fusion design helps
recover security-relevant frontend components. HFG-7B obtains the highest HCCR and HIR among the
controlled variants, suggesting that a larger decoder helps preserve interaction components and longer fron-
tend structures. Nevertheless, HFG-1.5B provides a more resource-conscious balance between component
fidelity and model size.

The improvement is more evident on Design2Code, where webpages contain denser text, more complex
layouts, and more varied interface structures. PVT-Qwen-1.5B can reconstruct the general page appearance,
but it tends to omit small interaction elements and weak service-context cues. In contrast, HFG-1.5B better
preserves credential-related regions, buttons, forms, navigation entries, and warning or attribution text. This
result is consistent with the architectural motivation of CoT refinement and multi-scale adaptive fusion,
where high-resolution local features support small-component preservation and deeper features provide
layout context for structured frontend generation.

Table 5 further reports grouped HCCR results on Design2Code to show which component types benefit
from the proposed design. Surface cues are generally easier to preserve because they are associated with
larger visual regions and global layout structures. Interaction cues are more challenging because the model
must reconstruct semantically meaningful frontend elements, including input boxes, password fields, submit
buttons, forms, and upload entries. Security and attribution cues are the most difficult group because they
often appear as small text regions, including version strings, warning messages, copyright lines, and service-
identification labels. HFG-1.5B consistently improves all three groups compared with PVT-Qwen-1.5B, and
the gain is especially relevant to interaction cues and security or attribution cues. Equivalently, the lower
HCCR values for interaction cues and security or attribution cues indicate that these components account
for most omissions in weaker baselines.

Fig. 4 shows a qualitative example of honeypot-critical component preservation. The figure compares
the reference screenshot with browser-rendered outputs from different models. Compared with PVT-
Qwen-1.5B, HFG-1.5B better preserves the login panel, input fields, navigation entries, and warning region.
HFG-7B further improves visible labels and form contents in this example. These qualitative observations
are consistent with the quantitative HCCR results.
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Table 5: Grouped HCCR on the Design2Code benchmark.

Model Surface Cues Interaction Cues Security/Attribution Cues Overall
PVT-Qwen-1.5B 0.63 0.41 0.34 0.46

HFG-1.5B 0.78 0.63 0.55 0.68
HFG-7B 0.84 0.71 0.65 0.76

Figure 4: Qualitative example of honeypot-critical component preservation.

Overall, the component-level results show that Web honeypot frontend generation should be evaluated
as both a visual reconstruction task and a security-oriented component preservation task. The proposed HFG
architecture improves the preservation of attack-facing and service-context components by strengthening
local visual representation and multi-scale feature fusion. This improvement supports the generation of
frontend decoys that are visually plausible, interaction-ready, and meaningful for honeypot deployment.

4.5 Quality–Scale and Deployment-Oriented Analysis
In addition to generation quality and honeypot-critical component preservation, model scale affects the

practicality of Web honeypot frontend generation. In large-scale Web honeypot deployment, defenders may
need to generate multiple decoy interfaces for heterogeneous services, while training and inference resources
are often limited. A practical model therefore needs to balance reconstruction quality, component fidelity,
and model cost.

Table 6 summarizes the quality–scale trade-off among the controlled models. PVT-Qwen-1.5B and
HFG-1.5B use the same Qwen2-1.5B decoder scale, while HFG-1.5B introduces PVT-CoT and MSAF to
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improve visual grounding. The improvement from PVT-Qwen-1.5B to HFG-1.5B is therefore achieved
without scaling the language decoder. This result suggests that the visual representation design contributes
to honeypot-critical component recovery, rather than relying only on decoder scaling. HFG-7B further
improves HCCR, suggesting that decoder scaling can help preserve components in longer HTML/CSS out-
puts. The larger model, however, also increases training and inference cost. Thus, HFG-1.5B provides a more
resource-conscious balance, while HFG-7B serves as a quality-oriented variant when more computational
resources are available.

Table 6: Quality–scale trade-off of controlled model variants.

Model Decoder Scale Visual Design Approx. Total Scale Design2Code HCCR
PVT-Qwen-1.5B 1.5B PVT ∼1.8B 0.46

HFG-1.5B 1.5B PVT-CoT+MSAF ∼1.8B 0.68
HFG-7B 7B PVT-CoT+MSAF ∼7.3B 0.76

The comparison shows that HFG-1.5B improves component fidelity over PVT-Qwen-1.5B while using
the same decoder scale. This is relevant to deployment-oriented scenarios where local training, private
inference, and moderate hardware requirements are preferred. Although HFG-7B achieves the highest
HCCR, its additional gain comes from a much larger decoder. The 1.5B variant is therefore more suitable as
the default model when local deployment cost is a concern, while the 7B variant can be used when higher
generation quality is preferred and sufficient resources are available.

From a deployment perspective, generated frontend pages should be inspected before use in a honeypot
environment. In particular, external URLs, remote scripts, non-local form actions, and unintended service
paths should be checked to reduce the risk of unintended connections to production systems. This inspection
requirement is consistent with the security-oriented goal of this work, which is to generate inspectable
frontend decoys while keeping runtime behavior under defender control.

Overall, the analysis indicates that the proposed framework improves honeypot-oriented frontend
generation through a more favorable quality–scale trade-off. HFG-1.5B offers a practical balance between
model scale and component fidelity, whereas HFG-7B provides a higher-quality option at increased
computational cost.

5 Security and Ethical Considerations
The proposed framework is intended for authorized Web honeypot deployment and security research. It

generates frontend decoy interfaces for controlled defensive environments, rather than production services
or phishing systems. Before deployment, generated HTML/CSS code should be inspected to remove
unintended external URLs, remote scripts, non-local form actions, production-related paths, or sensitive
identifiers. This inspection is necessary because a visually plausible decoy interface may still contain unsafe
references if generated code is deployed without review. Therefore, the generated frontend should be treated
as an auditable artifact that requires validation before being exposed to adversarial traffic.

This paper does not evaluate an LLM-driven backend honeypot, and the proposed model does not
directly generate runtime responses to attacker-controlled inputs. This boundary reduces the immediate
risks of prompt injection, cross-turn inconsistency, LLM fingerprinting, and unintended generation of
harmful operational content. If LLM-based backend service emulation is introduced in future deploy-
ments, additional safeguards will be required, including input filtering, state constraints, response auditing,
latency control, and policies that prevent the system from generating exploitable payloads, real credentials,
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or misleading administrative claims. Honeypot deployment should also follow organizational authoriza-
tion, logging policies, and applicable legal requirements to ensure that deception-based defense remains
controlled and accountable.

6 Conclusion and Future Work
This paper investigates security-oriented frontend decoy generation for Web honeypot nodes. Different

from general webpage cloning or complete backend honeypot emulation, the proposed task focuses on gener-
ating browser-renderable and visually plausible HTML/CSS decoy interfaces from webpage screenshots. This
formulation addresses a practical requirement in large-scale Web honeypot deployment, where defenders
need believable frontend decoy interfaces while reducing dependence on production source code, backend
endpoints, third-party scripts, and uncontrolled external resources.

HFG is proposed as a vision-guided framework for honeypot frontend generation. HFG employs a
PVT-CoT visual encoder to capture multi-scale webpage features and strengthen the representation of small
security-relevant interface components. A multi-scale adaptive fusion module integrates hierarchical visual
representations, and a visual prefix bridge maps compressed visual tokens to a Qwen2-based code decoder.
The decoder is adapted through LoRA to limit the number of updated parameters while retaining the
pretrained decoder as the main code-generation backbone. OCR-assisted visible-text hints are further used
to support the preservation of visible text cues.

Experimental results show that HFG improves frontend reconstruction quality and honeypot-critical
component preservation over the PVT-Qwen-1.5B baseline. The results suggest that CoT refinement and
multi-scale visual fusion help recover local interaction elements and service-context cues. The HFG-7B
variant further improves text preservation and long-structure generation, while HFG-1.5B provides a
more resource-conscious balance between generation quality and model scale. These findings support the
feasibility of vision-guided frontend generation for constructing practical honeypot decoy interfaces.

Several limitations remain. The generated pages focus on reconstructing the visible decoy interface
rather than reproducing complete production source code or backend business logic. Dense text regions,
small service-context cues, and highly complex layouts may still be reconstructed imperfectly. In addition,
this paper evaluates frontend generation quality and component preservation, but does not include closed-
loop evaluation with real attack traffic.

Future work will first improve fine-grained visual-text grounding and then extend the deployment-
side interaction capability. Fine-grained visual-text grounding can be improved through stronger OCR
supervision, component-aware data construction, and layout-aware decoding. Future work will also examine
resource-conscious model composition, where compact visual generators, code decoders, OCR modules,
and component detectors are combined under constrained computational resources. LLM-based backend
service emulation, including state tracking, context-aware response generation, and multi-turn adversarial
interaction, will be studied separately as part of dynamic Web honeypot systems.
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