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ABSTRACT: With the development of the Internet of Things (IoT), there is a rising demand for ciphertext retrieval.
However, existing searchable encryption schemes mainly support single-modal retrieval, while current cross-modal
searchable encryption methods often suffer from high computational overhead and lack reliable result verification. To
address these problems, we propose a cross-modal searchable encryption scheme with result verification (VCMSE).
First, we design a cross-modal hash extraction method that combines contrastive learning with a residual similarity
matrix to generate encryption-friendly binary features with enhanced semantic consistency. Second, we designed a
lightweight garbled circuit-based matching mechanism that enables efficient similarity computation in the ciphertext
domain. Third, we propose a triple verification mechanism to ensure the search results from the cloud server are correct,
complete, and comprehensive. Experimental results demonstrate that, compared with other cross-modal searchable
encryption schemes, our method improves mean average precision (MAP) by 3.02%-16.9% on the NUS-WIDE dataset,
while also reducing trapdoor generation time by 94.8%.

KEYWORDS: Searchable encryption; cross-modal retrieval; cross-modal hashing; result verification; lightweight
garbled circuit

1 Introduction

Recently, the exponential growth of IoT devices has generated a massive volume of multimodal data,
positioning cross-modal retrieval as a key technology in the IoT domain. Faced with the management of
such large-scale multimodal data, outsourcing data to cloud servers has become a mainstream solution, but
such services may leak sensitive information [1]. To mitigate such risks, data encryption and authentication
mechanisms have become important methods for ensuring cloud data security, such as multilevel image
encryption with independent keying strategies [2] and image-embedded password authentication with
variable key lengths [3], which can prevent the leakage of sensitive information. However, while encryption
protects data confidentiality, it also renders traditional plaintext retrieval methods directly ineffective, as
users cannot efficiently obtain the required information without decrypting the entire dataset.

To address the above problems, searchable encryption techniques [4-6] have emerged, which allow
for direct searches over encrypted data without decryption. However, existing searchable encryption
schemes [7-13] primarily focus on a single data modality, which exhibits significant limitations, addressing
the prevalent need for cross-modal ciphertext retrieval in IoT environments. To address this, cross-modal
searchable encryption (CMSE) was proposed. Its primary objective is to allow users to submit a query in
one modality to securely retrieve semantically relevant data from another modality, all within an encrypted
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multimodal dataset. The core idea of existing CMSE schemes [14-20] is to map data from different modalities
into unified encrypted feature vectors and perform similarity matching directly in the ciphertext domain.
Although CMSE has achieved initial progress, its development is still in an exploratory stage and faces the
following core challenges.

Firstly, the challenge is achieving high-precision retrieval on encrypted multimodal data. In the medical
Internet of Things, inaccurate results can lead to clinical misdiagnosis and even endanger patient safety.
The root of this challenge lies in the inherent semantic gap among different data modalities [21], whose
heterogeneous distributions prevent the direct measurement of similarity. Although mainstream solutions
employ contrastive learning to map multimodal data into a unified feature space, their process pulls positive
pairs closer while indiscriminately separating all negative pairs. Consequently, nuanced semantic correla-
tions among those negative pairs are unavoidably neglected, leading to a learned feature space structure that
deviates from the true semantic distribution, which in turn limits the upper bound of retrieval accuracy.

Secondly, the challenge is satisfying the requirements of real-time retrieval for multimodal data. In
the medical Internet of Things, an encryption scheme must be sufficiently lightweight to support instant
retrieval in critical medical scenarios. From a security perspective, both Paillier-KNN [22] and homomorphic
encryption (HE) [23] can be used to construct CMSE schemes. The former applies multiple sets of invertible
linear transformations to each component of both the query and data vectors, combining with Paillier’s
public-key encryption mechanism, and maps the original plaintext features into the ciphertext space.
The latter performs similarity computations directly in the ciphertext domain. However, these approaches
often incur expensive modular arithmetic or homomorphic computations, which lead to considerable time
overhead in practical multimodal retrieval settings.

Thirdly, the challenge is verification of results returned by the cloud server. In the medical Internet
of Things, verifying the integrity, correctness, and comprehensiveness of data is crucial for ensuring that
clinical decisions are based on information that is authentic, relevant, and without any omissions. Existing
CMSE schemes [14-20] generally lack mechanisms the results returned by the server. Even among the few
studies on searchable encryption that do tackle result validation [24-28], there are almost no solutions
that simultaneously address correctness, integrity, and comprehensiveness. Therefore, a triple verification
mechanism for CMSE is critically needed to ensure all three properties in returned search results.

In response to the above challenges, we propose a cross-modal searchable encryption scheme (VCMSE)
that supports verifiable retrieval results. We first design a cross-modal hash (CMH) extraction method to
generate high-quality hashes for accurate encrypted multimodal retrieval. After obtaining these CMHs,
the core challenge shifts to performing their precise comparison efficiently and in a privacy-preserving
manner. To address this, we design a lightweight garbled circuit (LGC) optimized for Hamming distance
calculation. Finally, we introduce a triple verification mechanism to verify the comprehensiveness, integrity,
and correctness of the returned results. The main contributions of this paper are as follows:

«  We propose a cross-modal hash extraction method that combines contrastive learning with a resid-
ual similarity matrix. The method generates encryption-friendly and semantically consistent binary
hash codes for multimodal data, thereby improving the retrieval accuracy of cross-modal searchable
encryption.

o We design a lightweight garbled circuit-based matching mechanism for encrypted cross-modal hash
codes. By specializing the circuit’s functionality and forgoing the generality of traditional garbled
circuits, our LGC reduces computational overhead. thereby requirements of real-time retrieval of
multimodal encrypted data in the IoT.
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«  We propose a triple-verification mechanism that jointly considers comprehensiveness, integrity, and
correctness. Only when the retrieval results satisfy all three properties simultaneously can the data
received by the user be considered untampered, accurate, and complete, thereby compensating for the
lack of a verification mechanism in existing CMSE schemes.

2 Related Work

Searchable encryption was first proposed by Song et al. [4], enabling data user retrieval over cipher-
text. However, traditional searchable encryption schemes are limited to text-based retrieval and do not
support cross-modal retrieval. With the increasing demand for cross-modal ciphertext retrieval in the
IoT environment, CMSE schemes [14-20] have emerged. Cao et al. [14] extract text and image features
by using pre-trained image encoders and text encoders in the CLIP model, and protect the features by
transforming and downscaling them using a three-layer MLP. However, their approach suffers from degraded
retrieval accuracy due to the obfuscation of feature representations. Chen et al. [15] proposed a secure
cross-modal retrieval model based on inner-product functional encryption. The model enables similarity
computation over encrypted multimodal data while preserving data privacy, but suffers from significant
time overhead. Guo et al. [16] designed a privacy-preserving search scheme by integrating collective
matrix factorization with homomorphic encryption. Wang et al. [17] combined federated learning with
homomorphic encryption. However, both schemes suffer from high computational cost due to the overhead
of homomorphic operations. Hu et al. [18] perform plaintext retrieval in dedicated hardware; however,
the scheme remains susceptible to plaintext data leakage under hardware-based fault injection attacks.
Liet al. [19] use knowledge distillation to train a lightweight model for extracting feature vectors in a shared
semantic space, and then encrypt the vectors using secure kKNN. Yang et al. [20] proposed the FECMR
scheme, which employs an SFB-IPFE based encryption algorithm to construct the index structure. However,
the SFB-IPFE encryption algorithm and secure KNN both involve large-scale matrix operations, and the
time overhead of the scheme is high.

It is worth noting that, in public cloud storage environments, the above schemes have not yet fully
considered the risk that servers may return incorrect search results, either to save computational resources
or for other motives. To address this issue, Miao et al. [24] combine document hash values with a bilinear
pairing technique to verify result integrity. Shi et al. [25] design a novel data structure called CBF to
verify the correctness of search results. Zhang et al. [26] ensure both correctness and comprehensiveness
by adopting a multilevel hash function. Liu et al. [27] introduce a convergent key mechanism to double-
check the correctness and comprehensiveness of search results. Li et al. [28] utilize homomorphic MAC
and random polling techniques to verify the correctness and comprehensiveness of the returned results,
respectively. However, these schemes [24-28] fail to simultaneously satisfy the three verification require-
ments: correctness, comprehensiveness, and integrity. In addition, existing CMSE schemes generally lack
verification capabilities. Therefore, it is urgent to develop a verification mechanism for CMSE that can ensure
all three properties in the returned search results.

Comprehensive analysis indicates that existing CMSE schemes still struggle to simultaneously achieve
low time overhead and high retrieval accuracy. On the one hand, many existing schemes rely on complex
cryptographic operations or large-scale matrix computations, which introduce considerable computational
overhead and limit their applicability to real-time retrieval scenarios. On the other hand, the feature
vectors generated by some schemes fail to fully capture the fine-grained semantic relationships between
different modalities, which restricts retrieval accuracy. Moreover, existing CMSE schemes generally focus
on encrypted cross-modal matching but pay insufficient attention to result verification. By comparison,
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searchable encryption schemes that incorporate verification mechanisms are mostly designed for single-
modal data and generally lack support for multimodal retrieval. To address these limitations, we propose a
CMSE scheme that supports result verification and lightweight encrypted retrieval, aiming to enable efficient
and verification over encrypted multimodal data.

3 Scheme Design

3.1 System Model

We show the system framework in Fig. 1, which contains four entities: data owner (DO), data user (DU),
cloud server (CS), and trusted third party (TTP).
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Figure 1: The system framework of our schemes.

DO: The DO uses multimodal data to generate an n-bit binary vector, denoted as CM H. This CMH
is then encrypted using the key lkey to generate the index Index. Next, the DO encrypts each piece of
multimodal plaintext data (CMD;) using the encryption key key, resulting in EncCMD,;. Meanwhile, a
multilevel hash operation is performed on the ID of each CMD; to generate an authentication tag H;.
Then, using H;, Nonce, and EncCMD;, the DO computes another authentication tag, denoted as Tag;. We
collectively refer to the set H (composed of all H;) and the set Tag (composed of all Tag;) asthe Verif yTag.
The DO uploads the Index and the Verif yTag set to the TTP and uploads EncCM D and the corresponding
set H to the CS. Finally, the DO sends the key, lkey, key,, key,, and nonce to the DU. For the purpose of

differentiation, we will denote the multi-level hash set sent to the CS as Hcs and the multi-level hash set sent
to the TTP as Hy7p.

DU: The DU receives lkey, key,, key,, key, and Nonce from the DO. It then transforms the search
keyword w into an n-bit binary vector, denoted as CMH P and further converts it into a trapdoor, referred
to as Trapdoor, which is sent to the TTP. After obtaining the result set R that matches the query word w and
the associated Hy.g, the DU utilizes key,, ke y,, R, Hcs, and Nonce to compute the authentication tag Tag’
and the multi-level hash value H'. We refer to Tag’ and H' collectively as Verif yTag'. DU then sends the

VerifyTag' to the TTP for verification. Upon completion of this process, we receive the result, IsTrue.
CS: As a third-party storage service, the CS stores encrypted multimodal data, EncCMD, and its

corresponding multi-level hash set, Hcs. Upon receiving the address from the TTP, it returns the relevant
result set R and Hg to the DU.
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TTP: The TTP stores the security key Z;, the Index, the set Hrrp, and the set Tag. TTP is responsible
for performing the matching between the Trapdoor and the Index, and returns the matched address to
the CS. After receiving Tag’ and H' from the DU, TTP compares Tag’ with the stored Tag to verify result
integrity. If the integrity check passes, the TTP takes all elements in the multi-level hash set Hyrp, which
corresponds to R, as input and computes the multi-level hash H,. It then compares H, with H'; if they match,
it sets the verification flag IsTrue = True and returns the result to the DU.

3.2 Formal Definition

This scheme consists of seven polynomial-time algorithms, and the system process is shown in Fig. 2.
The design of each algorithm is described as follows:

(1) KeyGen(A) — lkey, Z, key, key,, key,: Given the security parameter A as input, the algorithm
outputs the following keys: the key [key and Z, for generating the Index and Trapdoor, the encryption
key key for protecting CMD, the key key; for multilevel hash computation, and the key key, for
generating the authentication tag Tag.

(2) ModelGen(TD) - CMHmodel: The ModelGen algorithm takes a multimodal training dataset T'D
as input and outputs a CMH extraction model CMHModel. The model is responsible for mapping
data from different modalities into a common Hamming space.

(3) IndexBuild(CMD,lkey) — Index: The IndexBuild algorithm utilizes the CMHmodel to extract
features from the CM D. Subsequently, these features are encrypted using the key ke y, resulting in the
encrypted index, Index, for both images and text.

(4) CMDEnc(CMD, key) - EncCMD: In the encryption phase, the algorithm takes the multimodal
data CM D and the encryption key key as input, and outputs the encrypted data EncCM D
CMDDec(EncCMD, key) - CMD:In the decryption phase, the algorithm takes EncCMD and ke y
as input, and returns the decrypted multimodal data CMD.

(5) TrapdoorBuild(w,lkey) - Trapdoor: The TrapdoorBuild algorithm takes the query keyword w
and the key I key as inputs, and outputs the encrypted trapdoor Trapdoor.

(6) Search(Trapdoor,Index,Z,) > Address: 'The search algorithm takes the trapdoor
Trapdoor, the encrypted index Index, and the key Z; as input. and outputs the addresses
of the top-m best-matched entries selected from the complete candidate set, denoted as
Address = {address), address,, ..., address,, }.

(7) VTagGen(EncCMD,ID, Nonce, key,,key,) - Hrrp, Tag, Hcs: The DO utilizes the encrypted
content EncCM D, the corresponding identifier ID, a random nonce Nonce, and keys key; and key,
to produce an authentication tag set Tag along with two multilevel hash sets, Hcs and Hyrp. These
outputs are subsequently sent to the CS and the TTP, respectively.

(8) wverify(R,H g, Hy ., Tag, key, key,, Nonce) — IsTrue: The algorithm is implemented by two
entities, DU and TTP. The DU uses the encrypted query result set R, together with the keys ke y; and
key,, the received H, ’C s> and the nonce Nonce, to compute a set of authentication tags Ta ¢ and a new
multilevel hash value H'. These values are sent to the TTP. TTP takes H.;p, as input to compute the
multilevel hash H¢ and compares it with the received H’'. At the same time, it compares Tag’ with
the stored Tag. If both Tag’ = Tag and H' = H¢ hold, the verification result IsTrue is set to True;
otherwise, it is set to False.
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Figure 2: The system process of our schemes.

3.3 Threat Model

This scheme considers the DO and TTP as trusted entities, the DU as an untrusted entity, and the
CS as a semi-honest but curious entity. Unlike the traditional honest-but-curious model in searchable
encryption, the CS in this scheme, while generally following the protocol and not actively tampering with
data, may still omit certain matching results to reduce computation costs or act maliciously. It may also
return results that are inconsistent with those obtained from the TTP. As a result, verification mechanisms
are required to ensure the correctness, integrity, and comprehensiveness of the returned results. Herein,
we define our triple verification mechanism, which ensures that search results simultaneously satisfy
correctness, comprehensiveness, and integrity. The definitions for the triple verification mechanism and its
three properties are as follows:

Correctness: For a given query g, a result set R is considered correct if every document R; € R satisfies
the query q.

Comprehensiveness: For a given query g, let DB(q) be the complete candidate set of all documents
that satisfy the query. In top-m retrieval, R is considered comprehensive if it contains the m highest-scoring
documents from DB(q) without omitting any higher-scoring candidate.

Integrity: For a given query g, a result set R is considered to have integrity if every document R; € R
has not been tampered with or forged during the transmission process.

Triple verification mechanism: For a given query g, a result set R is considered verified by the triple
verification mechanism if it satisfies the condition R € DB(q), |R| = m, and there does not exist D; € R and
Dj € DB(q)\R such that Fraction; > Fraction;, while every R; € R has not been tampered with or forged
during transmission.

Any tampering with the results, whether compromising their integrity, correctness, or comprehensive-
ness, will cause verification to fail, ensuring that the DU can identify any anomalies in the results in a timely
and reliable manner.

Furthermore, to prevent dishonest DU from falsely claiming that the results are incorrect or incomplete
as a pretext to avoid paying search fees, we delegate the final result verification to the TTP, thereby ensuring
fairness between the CS and DU.
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To prevent potential leakage of sensitive information, this scheme stores the encrypted multimodal data
exclusively on the CS and places the encrypted index on the TTP. The TTP is modeled as a fully trusted entity
and is therefore not considered part of the adversary. Its trustworthiness lies in its faithful execution of the
protocol, rather than in unrestricted access to all underlying information. For this reason, both the trapdoor
and the index are maintained in protected forms to avoid unnecessary semantic exposure. Under this threat
model, we adopt a leakage-aware IND-CKA security model for the proposed searchable encryption scheme.
Due to the inherent nature of similarity search, certain search-related leakage is unavoidable during retrieval.
The defined leakage includes the public parameters, the difference information restored during Search, the
resulting Fraction scores, and the returned addresses and ranking order. In this model, the adversary A
attempts to distinguish two search results generated from challenge instances with the same defined leakage.
The security goal is that, except for the defined leakage, A cannot obtain additional information about the
underlying CM H values or plaintext multimodal data. The formalization is as follows:

Setup: Challenger C runs KeyGen once to generate the secret keys, including lkey, Z;, key, key;, and
key,. The generated lkey is then used in both IndexBuild and TrapdoorBuild.

Query Phase: Adversary A is allowed to make polynomially many adaptive queries. For each query,
Challenger C runs the corresponding algorithm using the same keys as in the real scheme and returns the
generated index, trapdoor, or search result.

Challenge: Adversary A submits two challenge instances, each consisting of a dataset and a query
history. The two challenge instances must have identical leakage under the defined leakage function.
Challenger C selects a random bit b < {0,1}, runs IndexBuild, TrapdoorBuild,and Search on the selected
challenge instance, and returns the corresponding indexes, trapdoors, and search results to adversary .A.

Guess: Adversary A outputs a bit b’ according to the received searchable result.

Winning Condition: If b = b, adversary A is considered to have won the game. The advantage of A is
defined as AdvffD'CKA(K) = |Pr[b’ =b] - %|
IND-CKA

Security Definition: If for any polynomial-time adversary .4, the advantage Adv 4 (x) is negligible
for any two challenge instances with identical defined leakage, then the proposed scheme is considered secure
under the leakage-aware IND-CKA model.

4 Scheme Realization

4.1 KeyGen

Input the security parameter A, and generate the CMD encryption key key, the key key; used for
multi-level hash function calculations, and the key key, for generating the verification tag Tag. Then use
the pseudo-random number generator (PRNG) to generate A-bit A and n A-bit ko, where LSB(A) = 1. Then
generate n k; according to the formula k;; = k; o ® A. Let lkey = (lkey,, lkey,,...,lkey,), and lkey; =
{ki,O’ ki,l}- Let Z; = (Zl,la ZZ,l’ e Zn,l): where Z,"l = ki’() 7] k,’,l.

4.2 ModelGen

In order to accurately extract CMH that lie in the same Hamming space from multimodal data,
we propose the Residual Alignment Cross Modal Hashing Network (RACMH-Net). As shown in Fig. 3,
RACMH-Net is composed of the following six main components: the image feature extraction module
Featurey,, the text feature extraction module Feature,;, the image cross modal hash (CM Hj,,,¢) mapping
network CMHNj,,,, the text cross modal hash (CMH;,;) mapping network CMHN/,;, the multimodal
alignment module Alignmentcy and the residual similarity calibration module RSC.
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Figure 3: Framework of the proposed ModelGen.

RACMH-Net utilizes Vggll and BoW to extract features from the image and text modalities, respec-
tively. In each training round, the extracted image features Fea;,,; and text features Fea,,; are fed into
CMHN;;,g and CM HN/y; to train these two modules. CMHN;,,, and CMHN,; share the same structure,
each consisting of a neural network Net followed by a Sign() function. The input features are compressed
into an n-bit vector fea after passing through Net, denoted as fea = (x,%2,...,%x,). The fea is then
transformed into CMH;,,g and CMH ., via the Sign() function, which binarizes each x; in fea: if x; > 0,
it is set to 1; otherwise, it is set to —1, as shown in Eq. (1).

. 1, x; >0
Sign = 1)
-1, x;<0

To ensure CMH;,, and CM Hy,.; remain in the same Hamming space, the scheme adopts a contrastive
learning approach for feature alignment. CMHN;,,,, and CMHN;,; are trained to minimize the distance
between similar pairs (CMH;,,g, CMH;) and maximize the distance between dissimilar ones. The loss
function for this module is shown in Eq. (2).

1
Latign = E(£i2t + L) (2)

Here, Ly; uses CMHj,,, as the anchor to match the corresponding CM H/, and L;,; does the reverse.
Due to the similarity in principle, only Eq. (3) is presented.

» b
i) T

Here 7 is the temperature coefficient, b is the normalized binary vector, bf’ represents the i-th normalized
CMH; g, and b; represents the j-th normalized CM Ht,,.

©)

While contrastive learning establishes a basic discriminative capability for cross-modal retrieval by
maximizing positive pair similarity and minimizing negative pair similarity, it suffers from an inherent
limitation: it tends to uniformly push all negative samples apart in the Hamming space. Consequently,
the potential fine-grained semantic correlations among these negative samples are ignored. To ensure the
structure of the CMH aligns closely with the true semantics, our proposed scheme incorporates an RSC
module. RSC computes a similarity matrix between the outputs of CMHN,,; and CMH Ny, then models
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and minimizes the residuals between this matrix and the true similarity matrix, thereby improving cross-
modal alignment quality and semantic consistency. The loss function of this module is shown in Eq. (4).

2

+
F

1 2

1
£residual = HBBVB;F - Mr

BBtB;F - M, (4)

F
here, B, denotes the normalized CM H;,,,¢, and BtT is the transpose of the normalized CM Hy,;. Their product
M, is equal to D — 2Hamming(BY, B;), which is linearly related to the Hamming distance and reflects the
similarity between CM H,,,; and CM H,; in Hamming space. D is the normalization factor of M;, and M,
is the similarity matrix constructed from dataset labels. The first term of the loss uses CM H;,,¢ as the anchor
to match the corresponding CM H,,, and the second term does the reverse.

To achieve the optimal CM H mapping between CMHN ., and CM H N/, the scheme minimizes both
Lyesiduar and L4, simultaneously. Therefore, a joint loss function is defined as Eq. (5).

L = aLesidual + ﬁ»calign (5)

The ModelGen algorithm is shown in Algorithm 1.

Algorithm 1: MoodelGen

Input: The training image-text pairs TD = {img, txt}, the length of the hash codes I, batch size
Num and learning rate 7.
Output: CMHModel

1 feaimg = Vggll(zmg)

2 feau; = BoW(txt)

3 for each epoch

4 train(fea;mg, feax):

5 feaimg = Neting(feaimg)
6 feaist = Net(fearxt)
7 CMH;yg = Sign(feaimg)
8 CMH,y, = Sign(feas)
9 Calculate £;ign

10 Calculate £, .sidua1

1 L = aLresidual + ﬂﬁalign
12 Update the gradients

13 end train

14 end for

15 Storage Model

4.3 IndexBuild

In the index generation stage, to achieve privacy protection, the extracted CMH needs to be encrypted.
The Hamming distance between CMH can be used to measure their similarity. For this purpose, we have
optimized the garbled circuit for the specific scenario of Hamming distance calculation. By abandoning the
garbled tables and oblivious transfer protocols typically found in garbled circuits, and instead extracting only
the core idea of substituting real values with secret labels, we designed a minimalist, noninteractive algebraic
structure. This Lightweight Garbled Circuit (LGC) trades generality for high efficiency in Hamming distance
computation. As shown in Fig. 4, the method for generating the index is primarily composed of two main
modules: cross modal hash generation (CMHGen) and cross modal hash encryption (CMHEnc).
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1. CMHGen: DO maps fea;ngand fea;c; to CMH;,,g and CM H ,, which lie in the same Hamming space,
by utilizing the CMHN,,; and CMHN;,; from the model CMHModel. Given a cross modal hash set
CMH, such that YV CMHipg, CMHy € CMH holds, and for each CMH; in CMH = (x1, %2, ..., %),
there is x € {-1,1}.

2.  CMHEnc: For each CMH; in the CM H, CMHEnc applies Eq. (6) sequentially to each component x; in
CMH,, using the key lkey, thereby generating the index Indx; = (L, Ly, ..., Ly).

kio ifx; = -1
Li _ )0 1IIrx (6)
k,"l ifxi =1

Here, component x; denotes the value of the vector CM H; in dimension i, and component L; denotes
the value of the vector Index; in dimension i. The key ke y is defined in Eq. (7).

lkey = (lkeyy,...,lkey,), lkey;={kio ki1}
ki,() <~ {0) 1}K’ ki,l = ki,O @ A

A < {0,1}* and LSB(A) =1 (7)
g g ‘@ o ( _ T kike )
@ O : O O .1 O x=1 selectky, A O A |
o - [E —> - | . o—|A @ A I
S i o 8 A s A
O O i © b O x=0selectk;, |2 @) O :
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Figure 4: IndexBuild.

In addition, during the execution of CMHEnc, IndexBuild packs all the CM H; in CMH to be encrypted
at once into a tensor of shape [N, L], where N is the number of CM H;, and L is the dimensionality of each
CMH,; vector. Afterward, the random labels corresponding to each wire are extracted in parallel via one-time
advanced indexing, generating a tensor of shape [N, L, kappa(32)], where kappa represents the byte length
of each CM H; component. This tensor forms the index set Index.

4.4 CMSE-Process

DO divides the plaintext data into a number of chunks (M;, M, ..., M,) and generates a random
number Nonce for the entire set. After that,an C; = M; & Ej.,(Nonce || i) operation is performed on each
plaintext chunk M;, and all the resulting ciphertext chunks C; are concatenated to construct the encrypted
multimodal data EncCMD.

DU, upon receiving EncCMD, splits it into the original chunks (C;,C,,...,C,) based on the
chunk length used during encryption. It then performs the M; = C; ® E.,(Nonce || i) operation on each
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encrypted chunk C;, and concatenates the resulting plaintext blocks M; in order to reconstruct the original
multimodal data CMD.

4.5 TrapdoorBuild

Assuming that img and txt represent the image modality and text modality, respectively, if DU wants
to query img, the type of w is txt; conversely, if txt is queried, the type of w is img. The system loads
either CMHN;,,,; or CMHN/y; based on the modality type of the w and transforms the input into the
corresponding CM Hj,,; or CM Hy,.;. For uniform representation, this is denoted as CM H,,.

Given CMH,, it can be expressed as CMH, = (1, y2, - - -» ¥ ), and satisfies y; € {~1,1}. The trapdoor
generation algorithm TrapdoorBuild receives CMH, and lkey as inputs, and applies Fq. (8) to each
component y; of CMH, to generate the trapdoor Trapdoor = (L, Ly, ..., Ly).

Li _ ki,O lfyi =-1 (8)
k,’)l lfyl =1

here, component y; denotes the value of the vector CMH, in dimension i, component L; denotes the value
of the vector Trapdoor; in dimension i, and lkey is defined as shown in Eq. (7).

4.6 Search

As shown in Fig. 5, the search method consists of two major modules: the similarity calculation module
(SimilarCalculate) and the fraction sorting module (FSorting).

1. SimilarCalculate: Given Trapdoor and the set Index, denote Trapdoor as Trapdoor = (y1, ¥2,-- > Yu)>
and each Index; intheset Index as Index; = (x1, x2,. .., x, ). SimilarCalculate takes Index;, Trapdoor,
and Z; as inputs and computes the fraction of correlation (Fraction) between each Index; and
Trapdoor by performing Eq. (9).

n
Fraction = in CRPNCVAR (9)
i=1
here, component x; denotes the value of vector Index; in dimension i, component y; denotes the value
of vector Trapdoor; in dimension i, and Z; is defined in Eq. (10).

Z1=(Z11s-- > Z1n)
Zii=kio®ki, (10)

The value of Fraction is a bit-wise matching score between the Index; and the Trapdoor. For two n-bit
CMHs, alarger Fraction indicates more matching bit positions and therefore corresponds to a smaller
Hamming distance between the associated CM H and CM H,;. Thus, a larger Fraction indicates a better
match, while a smaller Fraction indicates a weaker match.

2. FSorting: The address-score pairs (address;, Fraction;) corresponding to each Index; are
sorted in ascending order according to their Fraction values. The top m addresses with the
highest Fraction scores are selected to form the address set Address, which is Address =
{address,, ..., address,, }, Fraction, > ... > Fraction,

During the execution of similarCalculate, the search algorithm extracts the least significant bits of both
Index and Trapdoor in a single operation and precomputes the decoding mask. Then, Trapdoor and Index
are batch-wise broadcasted and XORed to generate intermediate results, which are further XORed with Z;
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to recover the true difference bits. Finally, a summation is performed along the bit dimension to compute
the Fraction in parallel.
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Figure 5: Search.

4.7 Verify

The verify method has an execution process that includes two stages: verification tag generation and

result verification. The verification tag generation stage occurs before the DU submits a query gq. In this stage,
the VTagGen module precomputes and generates the tags H; and Tag; for subsequent validation. The result
verification stage is handled by the verify module. After the DU receives the returned result set R from the
CS, the Verify module is responsible for verifying its integrity, comprehensiveness, and correctness.

1.

VTagGen: The module computes the multilevel hash H; based on the ID corresponding to CMD;,
according to Eq. (11), where H; = {h, ¢, r}.

h = Hie,, (0 || r) ® Hyey, (1 || ID)

11
c=1mod 2", r< {0,1}" ()

Then, VTagGen traverses EncCMD, and for each EncCMD; and its corresponding H;, the tag
Tag; is computed according to Eq. (12).

Tag; = Gi(key,, Gx(H;, EncCMD;)) & pad(Nonce) (12)

here, G¢(X,Y) denotes a truncated compression function applied to Y using key X, and is defined
in Eq. (13).

DM[E, m](X,Y) = Ex(Y) & Y[L..m] (13)

The VTagGen algorithm is shown in Algorithm 2.

Verify: DU receives the set R and the set Hig sent by CS, where R={R,,...,R,} and
Hgg ={Hgg,, .. Heg, }» and each R; corresponds one-to-one with an element in Hg. DU traverses
R and H, computes the corresponding Tag; for each R; and Hig based on Eq. (14), and aggregates
them into the set Tag’, such that Tag’ = {Tag],... Tag)}.

Tag! = Gk(keyz,Gk(H'Csi,Ri)) ® pad(Nonce) (14)
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After that, DU computes the multilevel hash H' of the set H( ¢ according to Eq. (15), and sends Tag’

and H' to TTP.

c=(a+c+...+c,)mod 2", r<{0,1}"

h=(Hgey, (0] r)® i) @...® (Hgey, (0 7) ® hy)

(15)

Assume that H7-pp = {H}pp, ..., Hppp } and Tag = {Tag, ..., Tag,}, where elements in H7.- cor-
respond one-to-one with elements in R. Upon receiving Tag’ and H' from DU, TTP checks whether the
sets Tag and Tag' are equal. At the same time, TTP computes the multilevel hash of H.;, according
to Eq. (15) and compares the computed hash H¢ with the received H'. If both conditions Tag = Tag’
and H¢ = H' are satisfied, TTP sets the Boolean variable IsTrue to True. Otherwise, IsTrue is set to
False. Finally, IsTrue is returned to DU. The DU executes the Verify algorithm shown in Algorithm 3,

while the TTP executes the Verify algorithm shown in Algorithm 4.

Algorithm 2: VTagGen

O 00 N O Ul W W N

—
[e)

Input: EncCMD, ID, Nonce, key,, key,

Output: Tag, Hrrp, Hcs

r < {0,1}", ¢ =1mod 2™

h = Hyey, (0 || 7) ® Hiey, (1 || ID)
H;={h,e,r},H:=h|c|r

rr = Epr (EncCMD; ) ® EncCMD; [1..m ]

v =rr@® pad(Nonce)

Tag; = Exey,(V) ® V[1..m]
Hrrp={Hy,...,H,}

Hcs ={H,,...,H,}

Tag ={Tag,...,Tag,}
return Tag, Hrrp, Hes

Algorithm 3: Verity (DU)

O 0N N U N+

—
[\S I )

13
14

Input: R, Hgs, Tag, Nonce, key,, key,
Output: H' = {h,c,r}

Tag' =[]

¢=Hgg.c,r < {0,1}"

h= HCS{ ‘he erY1(O || T)

for R;, H; in R and H:

h,cs,- = H,cs,- h | H’cs,- |l HE:si o

rr = EH/CS- (Rl) 7] R,[lm]

V=T ﬁad(Nonce)

Tagiemp = Exey,(v) ® v[1..m]

Tag'.append(Tagiemp)

if Hig, = Hg,: continue

¢ = (Hj.c + c)mod2™

h=he& (H;-h® H, (0] 7))
H' ={h,c,r}
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Algorithm 4: Verify (TTP)

Input: Tag’, R, H%rp, Tag, keyy, key,
Output: IsTrue

1 for Tag! and Tag; in Tag’ and Tag
2 if Tag! = Tag;: continue

3 else

4 IsTrue=False

5 return IsTrue

6 c¢=Hppp.c

7 h:H%Tpl'heaeryl(O ” H,TTPI'r)
8 r<{0,1}"

9

H'ypp=H';p delete H’TTPl

10 for H’TTPi in Hyrp

11 c¢=(Hppp.c+c)mod2™

12 h=he (Hprp.h® Hiey, (0 || Hppp.1))
13 H.={h,c,r}

14 ifH,=H':IsTrue=True

16 else

17 IsTrue=False

18 return IsTrue

5 Security Analysis
5.1 Index-Trapdoor Confidentiality

In this subsection, we analyze the confidentiality of Index and Trapdoor under the leakage-aware
IND-CKA model defined in Section 3.3. Due to the inherent nature of similarity search, retrieval necessarily
reveals limited search-related information, such as the restored difference information, Fraction scores, and
ranking results, which are treated as defined leakage in our security model. Beyond such leakage, the labels
in Index and Trapdoor should not reveal additional information about the underlying CM H values. Under
the HXI assumption, these labels are computationally indistinguishable from random labels. We present the
label indistinguishability proof below.

Definition I: HXI computational hardness problem. The task of the adversary is to distinguish between
two label distributions as described in L € ({0,1}*)". Dy, A global difference A is randomly chosen,
where A < {0,1}* and LSB(A) =1. For each i€ {l,...,n}, there are k; o < {0,1}*, and one element
is randomly selected from {k;o,k;0ea} as Li. D,qnq: For each i€ {1,...,n}, one element is selected
independently and uniformly at random from {0,1}* as L;. This scheme assumes that the HXI assumption
holds if no probabilistic polynomial-time (PPT) adversary can distinguish D,;, from D,,,q with non-
negligible advantage.

The following games are constructed in this paper following a standard hybrid argument for
indistinguishability-based security analysis. Game 0 corresponds to the real label-generation process of the
proposed scheme. Game 1 replaces the encoded bit by an independently sampled random bit, and Game 2
further replaces the paired-label distribution with a fully random distribution. These games are adapted to
the label structure defined in KeyGen, IndexBuild, and TrapdoorBuild.
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Game 0

Challenger C generates a global difference A according to A < {0,1}*, and ensures that LSB(A) = L.

Adversary A performs polynomially many queries to the encryption oracle OEnc(.).

A sends x; and x| to C.

C outputs x(*) according to b < {0,1}

C generates k; o and k; 1, satisfying k; o < {0,1}* and k;; = k; o ® A. If xl.(b) =0 holds, then L; = k; 9
applies; if xl.(b) =1holds, then L; = k; ; applies. Finally, L = {L; ..., L,} is derived, and the label set L is sent
to A.

A outputs a prediction b'.

Game 1

Challenger C generates a global difference A according to A < {0,1}*, and ensures that LSB(A) = L

Adversary A performs polynomially many queries to the encryption oracle OEnc(.).

A sends x; and x| to C.

C outputs x(*) according to b < {0,1}

C generates k; o, k; ; and r;, satisfying k; o < {0,1}*, k;; = k; o ® Aand r; < {0,1}.If r; = 0 holds, then
L; = ki, applies; if r; = 1 holds, then L; = k; ; applies. Finally, L = {L; ..., L, } is derived, and the label set L
is sent to A.

A outputs a prediction b’.
Game 2
Challenger C generates a global difference A according to A < {0,1}*, and ensures that LSB(A) = 1.
Adversary A performs polynomially many queries to the encryption oracle OEnc(.).
A sends x; and x| to C.
C outputs x(*) according to b < {0,1}
C generates L = {Ry,..., R, }, where R; < {0,1}*, and sends L to A
A outputs a prediction b’.
Lemma 1: For any PPT adversary A, Game 0 and Game 1 are perfectly indistinguishable.
Proof: The following probability derivation are derived from the uniform sampling of k; o, the relation k; ; =
kio ® A, and the independence of labels across different dimensions. For Game 0, we define the distribution

Dy. For Game 1, we define the distribution D;. Dueto k; o < {0,1}*, Pr[k; o = a] = 27* follows. Furthermore,
because of k; ) = k; o ® A, we get Pr[k;; = a] = 27, where a < {0,1}*.

For distribution Dy, the labels L(®) = (Ki,xy> -+ > Kn,x, ), satisfy:

Pr [Ll(o) = cx] =Pr(k;, =a]=27"

For distribution D;, the labels L) = (k,,,...,%,,,) hold. Since r; < {0,1} holds, it follows that
Pr [Lfl) = ki,O] =1 and Pr[Ll(.l) = k1] = 3 hold. Therefore, we obtain



16 Comput Mater Contin. 2026;89(1):26

Pr [Lfl) - (x] - Pr [L§1) - ki,o] Prlki=al
+Pr [Ll(l) = k,»,l] Prlki; = «af

1 1
R AL

2 2
=K

Since {k; ¢} for different i are independently sampled, the {L;} are also mutually independent in both
distributions. Hence, for any £ = ({y,...,¢,) € {0,1}*, there is:

Pr[L® = ¢] = [T Pr (1O =6]= @) =27

i=1

Similarly, we get:
Pr[L® = ¢] =[] or (10 =6]=@")r =2
i=1

leading to Pr[L(®) =¢]=Pr[L®") =¢], therefore Pr[A(L(®)=1]=Pr[A(L(V)=1], which satisfies
Pr[L® = ¢] - Pr[L™ = ¢] = 0. This completes the proof. O

Lemma 2: For any PPT adversary A, Game 1 and Game 2 are computationally indistinguishable.

Now we construct a reduction proof. The reduction is constructed according to the equivalence between
the distributions in Game 1 and Game 2 and the distributions defined in the HXTI assumption. Suppose there
exists a PPT adversary A that distinguishes between Game 1 and Game 2 with non-negligible advantage e(«).
We construct a new PPT algorithm B using A as a subroutine, and B will break the HXI assumption with
the same advantage. In this setting, the label set L") in Game 1 is distributionally equivalent to Dypgir, and
the label set L” in Game 2 is equivalent to D, ;4.

Construction of algorithm B: Algorithm B receives a label set L’ from an external HXI challenger. Here,
L' is either sourced from D ;. or from D, ,,4. B’s goal is to determine the source of L'. B3 sends the received
L' to A. If L’ < D, holds, it is equivalent to B sending the label set LD of Game 1; if L’ < D,,,4 holds,
it is equivalent to BB sending the tag set L” of Game 2. After completing its subsequent computations, A will
output a decision to distinguish between Game 1 and Game 2. To simplify the analysis, we assume that A
outputs 1 when it believes it is in Game 1, at which point B determines that L’ comes from D,,;,; when in
Game 2, it outputs 0, at which point B determines that L’ comes from D,,,,.

Advantage analysis for B: If L" < D, holds, then the environment for A is identical to Game 1. In this
case, the probability that A outputs 1 is Pr[A(L1") = 1], Pr[B(Dpair) =1] = PrlA(LW) =1, If L < D, 4pa
holds, then the environment for A is identical to Game 2. In this case, the probability that A outputs 1 is
Pr[ A(L") =1], Pr[B(Dy4naq) = 1] = Pr[A(L") =1], so the distinguishing advantage of B is:

Advi ™ (k)

= [Pr [B (Dpair) = 1] = Pr [B (Dyang) = 1]|
= Pr[A(LD) =1] - Pr[A(L") =1]|
=&(k)



Comput Mater Contin. 2026;89(1):26 17

Since Advy = ¢(x) ¢ negl(x), exactly violates Definition I that the advantage of any PPT algorithm in
distinguishing D4, from D,,,; must be negligible. From this contradiction, we know that the assumption
that there exists a PPT adversary A that can distinguish between Game 1 and Game 2 with a non-negligible
advantage ¢(x) is invalid. Therefore, for any PPT adversary A, the advantage it gains in distinguishing
between Game 1 and Game 2 is negligible. This completes the proof.

According to the triangle inequality, for an adversary .A:

Pr[A(L®) =1] - Pr[A(L") =1]]
<[Pr[AL®) =1] - Pr[A(LW) = 1]
+ [Pr[A(L®W) =1] - Pr[A(L") = 1]]|
<0+ negl(x)

< negl(x)

Because L is completely random, we have Pr[ A(L") =1] = 27"
Therefore, Adv'y > "4 (k) = |Pr[A [A(L®)=1]- ] - 1| < negl(«). This completes the proof. o

5.2 Verification Analysis

The VCMSE scheme supports the verification of comprehensiveness, integrity, and correctness of the
results returned by the CS. To prevent the DU from maliciously claiming that the received data is incomplete
or incorrect in order to refuse payment, the scheme introduces a trusted third party, TTP. The DU cannot
perform verification independently and must cooperate with the TTP for joint verification.

The trusted third party verifies the integrity of the returned results by comparing the set Tag’ with
the set Tag. For a given query g, if any record R; in the result set R or its corresponding H; is tampered
with during transmission, the new tag Tag! generated from the altered data will not match the original,
authentic tag Tag;. The security of this integrity verification relies on the collision resistance of the truncated
compression function DM. We argue that for an adversary’s tampering to go undetected, they would need
to find a Tag .k, that is identical to the original Tag. However, the collision resistance of DM makes such an
action computationally infeasible. The collision resistance of DM has been proven in [29].

The TTP verifies the comprehensiveness and correctness of the returned results by determining whether
H. and H' are equal. If 3D; € DB(q) and D; ¢ R, it will cause H, # H’, leading to a comprehensiveness
verification failure. Similarly, if 3R; € R and D; ¢ DB(q), it will also cause a correctness verification failure
due to H, # H'. Due to the collision resistance of the multi-level hash function [30], it is considered
computationally infeasible for any PPT adversary A to forge a multi-level hash value H i, that is identical
to Hc, as described in Eq. (16):

Pr [xfake # X AHpape = HC] < negl(x) (16)

where x. denotes the true input to the multi-level hash function, and x4, denotes the forged input crafted
by the adversary.

6 Experimental Analysis
6.1 Functional Analysis

In this section, the proposed scheme is compared with other CMSE schemes [16,17,20], and the results
are presented in Table 1. For clarity, we abbreviate the schemes in [16,17,20] as SCMR, SCMS-FL, and
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FECMR/FECMRH+, respectively. In terms of the index structure, our scheme introduces a lightweight garbled
circuit (LGC) designed to achieve multimodal retrieval in the ciphertext domain. Moreover, it verifies
the integrity, comprehensiveness, and correctness of the retrieval results received by the DU, whereas the
other schemes do not consider any result verification mechanism. Therefore, the proposed scheme not only
achieves multimodal retrieval in the ciphertext domain but also verifies the retrieval results from multiple
dimensions, offering more comprehensive functional coverage.

Table 1: Comparison of schemes.

Scheme Index Structure Cross-Modal SE Integrity Comprehensiveness Correctness
SCMR Paillier HE v v x x X
FECMR ESFB-IPFE v v X x X
FECMR+ ESFB-IPFE v v X X X
SCMS-FL LSH + Secure KNN v v x X X
Ours LGC v v v v v

6.2 Theoretical Analysis

To rigorously evaluate the efficiency of our proposed scheme, this section provides a theoretical
comparison of its time complexity against current schemes (including SCMR, FECMR, and FECMR+). The
analysis focuses on three core operational phases: index generation, trapdoor generation, and search. The
complexity comparison is summarized in Table 2, followed by a detailed analysis. The notations used are
defined as follows: #n represents the number of documents; k is the dimension of the unified feature vector;
d; is the dimension of the original feature vector in SCMR; A is the bit length of the security key in the Paillier
cryptosystem used by SCMR; L and a are the height and the number of child nodes for each non-leaf node
of the KM-tree in FECMR+, respectively; and T¢jy¢.r represents the computational cost of the K-modes
clustering algorithm in FECMR+.

Table 2: Time complexity comparison.

Scheme IndexBuild TrapdoorBuild Query
SCMR O(n-(k+21%) o(dr’) O(k-dt-1?)
FECMR O(n?*) O((k+n)k) O(n(k+n))

FECMR+  2(a-1)(at ~1)O(nk) + 2L~ DTersrer  O((k+m)k)  O(a(L-1)(k +n))
Ours O(nk) O(k) O(nk)

IndexBuild: The computational bottleneck of SCMR lies in its use of Paillier homomorphic encryption,
resulting in a complexity of O(#n - (k + A*)). The overhead of FECMR primarily stems from the matrix-vector
multiplication in its ESFB-IPFE encryption, with a complexity of O(#?). FECMR+ introduces additional
overhead by constructing a KM-tree via K-modes clustering and encrypting all node vectors. In contrast,
our proposed scheme primarily relies on selection operations, achieving a lower complexity of O(nk).

TrapdoorBuild: SCMR requires a computationally expensive matrix inversion, leading to a complexity
of O(d}). Both FECMR and FECMR+ rely on matrix-vector multiplication, with a complexity of O((k +
n)k). Our scheme exhibits a significant advantage, requiring only selection operations with a linear
complexity of O(k).
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Query: The search in SCMR involves dense homomorphic operations, primarily dominated by secure
feature computations, resulting in a complexity of O(k - d; - A*). FECMR performs a linear scan involving n
decryption operations, leading to a complexity of O(n(k + n)). FECMR+ improves upon this by searching a
path within the KM-tree, reducing the cost to O(a(L —1)(k + n)). The search phase in our scheme is mainly
composed of efficient XOR operations, with a complexity of O(nk).

This analysis indicates that our scheme demonstrates theoretically superior efficiency by avoiding high-
cost operations such as homomorphic encryption and matrix inversion. This advantage is particularly
pronounced in the trapdoor generation phase.

6.3 Experimental Simulation
6.3.1 Environmental Settings

The simulation experiments in this paper were conducted on Ubuntu 22.04 and implemented
using Python 3.8.20. The hardware environment consisted of an 11th Gen Intel(R) Core(TM) i7-11700F
CPU @ 2.50 GHz, 32 GB of RAM, and a GeForce RTX 3090 GPU. The software environment included
PyCharm 2024.3.1 and PyTorch.

6.3.2 Data Preparation

This experiment uses the NUS-WIDE dataset [31], which contains 269,648 real-world web images from
Flickr, each associated with one or more text tags from 81 semantic concept categories. We selected 100,000
image-text pairs as the database entries and randomly chose 2100 image-text pairs to construct the query
set, ensuring that the database and query sets are disjoint. The keys k and k; in the index generation key
lkey are uint8 tensors of length kappa (32) bytes, and each byte has a value in the range of [0, 255]. The
lengths of the multimodal data encryption key ke y, the multilevel hash function computation key ke y;, and
the authentication tag Tag generation key key, are all 16 bytes. The length of the Nonce is 12 bytes. The
experimental results are averaged over 100 local executions.

6.3.3 Time-Consuming

Index generation time: We evaluated the influence of CMH dimensionality on index construction
time under a fixed database size of 100,000. As shown in Fig. 6a, the index generation time of all schemes
increases approximately linearly as the CMH dimensionality grows. Among the compared schemes, the
proposed scheme consistently achieves the lowest time overhead, reducing the index construction time
by 99.92%-99.95% compared with SCMR and by 99.4%-99.93% compared with FECMR. Fig. 6b further
compares the index construction cost when the database size increases from 20,000 to 100,000, with the
CMH dimensionality fixed at 256. The results show that the index generation time of the proposed scheme
remains below 1 s in all tested cases, even as the database size increases significantly. These observations are
consistent with the theoretical complexity analysis and demonstrate that the proposed IndexBuild algorithm
scales well with both CMH dimensionality and database size.

Trapdoor generation time: I'ig. 7 illustrates the variation in individual trapdoor generation time as
the CMH dimensionality increases. Across all tested dimensions, the proposed scheme consistently achieves
the lowest overhead, reducing trapdoor generation time by 94.79%-95.34% compared with the existing
schemes [16,20]. This observation is consistent with the theoretical complexity analysis and confirms the low
computational overhead of the proposed TrapdoorBuild algorithm.
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Figure 6: Index construction overhead. (a) Effect of dimensions on TrapdoorBuild, (b) effect of size on IndexBuild.
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Search time: As shown in Fig. 8a, under a fixed index size of 100,000, the single query search latency
of the proposed scheme remains below 1 ms when the CMH dimensionality does not exceed 512. Fig. 8b
further reports the impact of index size on search time with the CMH dimensionality fixed at 256. The
search time of most schemes increases approximately linearly with the number of indexes, whereas FECMR+
exhibits a sub-linear trend due to its optimized index structure. These results are consistent with the
theoretical complexity analysis and indicate that the proposed search algorithm maintains practical efficiency
in large-scale encrypted retrieval.

Verification time: The verification process consists of two stages: the generation of Tag; and H;, and the
verification phase between the DU and the TTP. In the generation phase, the proposed scheme employs the
Truncated Davies-Meyer construction instead of a conventional hash function, where the core computation
is mainly based on lightweight XOR operations. Moreover, since the length of ID is fixed in the multi-
level hash computation, the corresponding computational overhead remains limited. During the verification
phase, the DU recomputes the corresponding tag Tag; for each returned result R; and performs multi-level
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hash computations over all associated H;. The TTP aggregates the multi-level hash values to obtain H¢, and

then compares H' and the aggregated tag Tag’ with H¢ and the locally stored tag set Tag, respectively.
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Figure 8: Search overhead. (a) Effect of dimensions on query, (b) effect of size on query.
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Fig. 9 illustrates the relationship among the number of CMD, the size of CMD, and the tag gen-
eration time, where the CMD sizes are set to 100, 200, 300, 400, and 500 bytes, respectively. Since tag
generation involves encrypted content processing, its overhead increases with both the size and the number
of CMD. Fig. 10 further presents the relationship among the number of CMD, the size of CMD, and

the verification time. The results indicate that the verification time is mainly affected by the number of

CMD, while the influence of CMD size is primarily reflected in the recomputation of Tag;. In contrast,
the remaining verification operations mainly process fixed-length hash values and tags, making them less
sensitive to the size of the original multimodal data. These results indicate that the verification overhead is
primarily determined by the number of returned results, whereas the effect of data size is mainly confined
to content-related tag computation.
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Figure 9: VerifyTag generate time.
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Search Effectiveness Evaluation: To evaluate the accuracy of our proposed scheme, we conducted two
types of cross-modal retrieval tasks: using an image to retrieve relevant texts (Image — Text) and using a
text to retrieve relevant images (Text — Image). A retrieval result is considered correct if there is at least one
shared semantic category between the query and the retrieved item.

The evaluation metric used is the widely adopted Mean Average Precision (MAP), which is defined as
the mean of the Average Precision (AP) across all queries. The AP is calculated according to Eq. (17):

k
AP:%ZP(i)-rel(i) (17)
i=1

where R is the number of relevant samples, P(i) is the precision at the i-th retrieved result, and rel (i) equals
1if the result is relevant to the query, and 0 otherwise.

As shown in Table 3, we compare the retrieval accuracy of the proposed method with FECMR,
FECMR+, SCMR, and SCMS-FL under different CMH dimensionalities. Overall, the MAP values tend to
increase as the CMH dimensionality grows, indicating that higher-dimensional hash codes can preserve
richer semantic information within a certain range. The improvement is relatively significant when the
dimensionality increases from 32 to 64 and from 64 to 128, whereas the gain becomes less pronounced from
128 to 256. This trend suggests that increasing the CMH dimensionality can improve retrieval accuracy, but
the marginal benefit gradually decreases as the dimensionality becomes larger. Considering that higher-
dimensional hash codes also introduce additional storage and computation costs, the 128-dimensional setting
provides a favorable balance between retrieval accuracy and efficiency.

For the Text-to-Image task, although the proposed method is slightly lower than SCMR and SCMS-
FL at 32 dimensions, it achieves clear advantages as the dimensionality increases. Specifically, the MAP
of the proposed method reaches 81.77% at 64 dimensions, exceeding SCMR by 3.47 percentage points. At
128 dimensions, the proposed method achieves 84.10% MAP, outperforming SCMS-FL by 5.90 percentage
points. At 256 dimensions, it reaches 85.25% MAP, exceeding FECMR+ by 5.60 percentage points. For the
Image-to-Text task, the proposed method consistently achieves the best performance across all tested dimen-
sionalities. Compared with the best-performing comparison schemes under the same dimensionalities, the
MAP improvements are 7.58, 11.40, 12.80, and 18.21 percentage points at 32, 64, 128, and 256 dimensions,
respectively. These results indicate that the proposed residual-alignment CMH generation method provides
stable retrieval accuracy across both retrieval directions.
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Table 3: MAP comparison of different schemes under varying dimensions.

MAP Text-to-Image (T-1) Image-to-Text (I-T)
Dim 32 64 128 256 32 64 128 256
FECMR 66.9 68.9 69.9 79.61 65.6 67.9 68.0 70.01
FECMR+ N/A N/A N/A 79.65 N/A N/A N/A 70.31
SCMR 76.4 78.3 N/A N/A 72.4 73.3 N/A N/A
SCMS-FL 77.6 78.0 78.2 N/A 73.1 73.9 74.8 N/A
Ours 76.07 81.77 84.1 85.25 80.68 85.3 87.6 88.52

Note: N/A indicates that the corresponding data were not available or not reported in the compared references.

7 Conclusion

In this paper, we propose a cross-modal searchable encryption scheme with verification functionality.
Experimental results demonstrate that the proposed method improves MAP by up to 5.90 percentage points
compared with existing schemes, while reducing trapdoor-generation time by 94.79%-95.34%. To ensure
the security and trustworthiness of the results returned from the cloud, we design a triple-verification
mechanism covering integrity, correctness, and comprehensiveness. This mechanism guarantees that the
retrieved data received by data users is unaltered and includes all relevant entries, thereby enhancing the
overall reliability of the system. In future work, we plan to extend the scheme to support more complex
multimedia forms, such as audio and video, enhance the protection of access patterns and search patterns,
and enable dynamic cross-modal searchable encryption while ensuring both forward and backward security.
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