Com.puters, Materials & <Térch Science Press
Continua

https://doi.org/10.32604/cmc.2026.084659

ARTICLE Check for

updates

An AI-Driven and Risk-Aware Digital Identity Protection Framework for Secure
IoMT Environments

Joong-Hyun Park’, Jiho Choi’, Libor Mesicek’ and Hoon Ko”"

'Software-Oriented University, Sunmoon University, 70, Sunmoon-ro 221 beon-gil, Tangjeong-myeo, Asan-City,
Chungcheonnam-do, Republic of Korea

2Department of Computer Science & Engineering, Sunmoon University, 70, Sunmoon-ro 221 beon-gil, Tangjeong-myeo,
Asan-City, Chungcheonnam-do, Republic of Korea

3Faculty of Social and Economic Studies, Jan Evangelista Purkyne University, Pasteurova 1, Usti nad Labem, Czech Republic

*Corresponding Author: Hoon Ko. Email: hoonko2l@sunmoon.ac.kr

Received: 27 April 2026; Accepted: 11 June 2026; Published: 23 July 2026

ABSTRACT: With the rapid expansion of the Internet of Medical Things (IoMT), the importance of digital identity-
based security has significantly increased. However, conventional static authentication mechanisms are insufficient to
effectively address various identity misuse and abuse attacks. In this study, we model digital identity as a dynamic
security entity and propose an Al-based framework that integrates a risk scoring model—combining unsupervised
anomaly detection with context-aware analysis—and a multi-level risk-adaptive access control mechanism (Permit,
Step-Up, Restrict). Experimental results using an extended version of the CERT Insider Threat Dataset tailored for oM T
environments provide proof-of-concept evidence that the proposed method can achieve an AUC of approximately
0.927, orange demonstrating effective discrimination between normal and malicious behavioral patterns. Furthermore,
the framework maintains a low False Restriction Rate of around 1.605% while still detecting attacks at a meaningful
level, thereby achieving a balance between security and usability. This study highlights the feasibility of a risk-adaptive
digital identity protection framework that dynamically evaluates digital identity and adaptively responds based on risk
levels in IoMT environments.

KEYWORDS: Digital identity; internet of medical things (IoMT); artificial intelligence (AI); continuous authentication;
adaptive risk assessment

1 Introduction

The digital transformation of the healthcare sector has accelerated the adoption of the Internet of
Medical Things (IoMT), enabling continuous patient monitoring, remote diagnosis, and data-driven clinical
decision-making [1]. Wearable devices, implantable sensors, and intelligent medical equipment continuously
generate and exchange sensitive health data in heterogeneous and distributed environments [2]. While
these technologies significantly enhance healthcare efficiency and service quality, they also introduce critical
cybersecurity and privacy challenges due to the sensitivity of medical data and the heterogeneity of connected
devices [3,4]. Recent ransomware incidents targeting hospitals and digital healthcare infrastructures have
demonstrated how interconnected healthcare ecosystems can amplify the risks of identity compromise,
service disruption, and unauthorized access attacks [5,6]. Recent studies highlight that identity-related
threats and access control are major security concerns in IToMT-based healthcare systems, noting that
identity compromise can directly impact patient safety and service availability. Digital identity defines
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authentication, access control, accountability, and data ownership among patients, healthcare providers,
and medical devices. Unlike traditional information systems, the IoMT ecosystem involves diverse entities
interacting dynamically under varying contextual conditions, thereby increasing exposure to impersonation,
insider misuse, and identity compromise. Despite this, many IoMT security architectures still treat digital
identity as a static credential verified through one-time authentication [7]. Existing cybersecurity solutions
in healthcare primarily focus on network- and device-level defenses, relying on predefined credentials, rule-
based access policies, and reactive security mechanisms. While such static approaches may be effective
against known threats, they are limited in detecting identity-centric attacks that evolve gradually through
behavioral changes. Consequently, compromised credentials and abnormal identity usage are often detected
only after significant operational or safety-related damage has occurred. To enhance trustworthiness and
auditability in identity management, blockchain-based digital identity (DI) models have been proposed,
offering immutability and transparency that are particularly appealing in healthcare environments. However,
many existing DI frameworks implicitly assume that identity trust persists after initial verification and fail to
provide mechanisms for continuous behavioral evaluation or adaptive risk assessment. Unlike conventional
zero-trust or federated identity frameworks that primarily rely on static trust verification and session-level
authentication, the proposed framework continuously evaluates behavioral and contextual identity risks
in real time. Meanwhile, Artificial Intelligence (AI) has demonstrated strong potential in cybersecurity
through anomaly detection, behavioral analysis, and automated threat response [8]. Nevertheless, AI-
based solutions in healthcare security have largely focused on network traffic and malware detection, with
limited efforts to explicitly model digital identity itself as a primary and dynamic security asset. These
limitations highlight the need for an identity-centric security model that continuously evaluates identity
behavior and adapts to evolving threats, while respecting the availability-critical nature of healthcare services.
In particular, IoMT environments require a dynamic identity protection model because users, devices,
services, and contextual conditions continuously change over time. Therefore, digital identity should not
be treated as a fixed credential verified only at login, but as a behavior-aware security entity that must be
continuously evaluated throughout interactions. To address this research gap, this paper proposes an Al-
based digital identity protection framework for secure loMT environments and redefines digital identity as a
dynamic, behavior-aware security asset. The proposed framework integrates a blockchain-based decentral-
ized identity infrastructure with AI-driven continuous authentication and adaptive risk assessment, thereby
transforming the identity protection paradigm into a proactive, context-aware, and risk-adaptive model
aligned with IoMT operational requirements. The remainder of this paper is organized as follows. Section 2
reviews the background and related work, while Section 3 analyzes the Al-based Digital Identity Protection
Framework. Section 4 presents the experiments and their analysis, and Section 5 concludes the paper.

2 Background and Related Work
2.1 Digital Identity in IoMT Environments

The Internet of Medical Things (IoMT) enables continuous monitoring, remote diagnosis, and data-
driven decision-making across heterogeneous environments comprising patients, healthcare providers,
medical devices, and cloud services. Within this ecosystem, digital identity provides the basis for authen-
tication, access control, accountability, and data ownership. Compared to traditional information systems,
identity management in IoMT is more complex due to the coexistence of human users and autonomous
devices and their interactions across organizational and network boundaries [9]. In addition, contextual
factors such as time, location, and device state continuously influence identity-related activities [10]. These
characteristics highlight the need for adaptive and context-aware identity protection mechanisms in loMT
environments [11]. Furthermore, IoMT environments introduce unique identity management challenges
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due to device heterogeneity, interoperability limitations, user and device mobility, and the real-time opera-
tional requirements of healthcare services. These characteristics make static credential-based authentication
insufficient for detecting gradual identity compromise and abnormal behavioral changes.

2.2 Biometric Identity-Based Security Approaches

Early identity-centric security studies explored biometric methods as a means of secure authentication
and strategic data sharing. Ogiela et al. proposed biometric-based mechanisms for advanced strategic data
sharing protocols, demonstrating the role of identity verification in secure information exchange. These
studies contributed foundational concepts for identity-aware security architectures. However, their focus
remained on authentication and secure data sharing, rather than dynamic identity integrity verification or
anomaly detection in distributed cyber environments.

2.3 Al in Cybersecurity and Identity Protection

Artificial Intelligence (AI) has emerged as an effective tool in cybersecurity, supporting anomaly
detection, behavioral analysis, and automated threat response [12-14]. Al-based techniques have been widely
applied to tasks such as intrusion detection, malware classification, and fraud detection [15]. In IoMT
environments, authentication and access control must balance security with availability and usability, as
overly rigid controls may disrupt healthcare services [16]. Recent studies have explored behavioral analysis
and continuous authentication, demonstrating that security systems can move beyond static credential
verification [17]. However, most Al-based security solutions primarily focus on network-level signals, and
approaches that explicitly model digital identity behavior as a primary security indicator remain limited [18].
In healthcare IoMT environments, AI-driven security mechanisms must carefully balance attack detection
capability with operational continuity, since excessive false positives or unnecessary access restrictions may
negatively affect clinical workflows and patient care services [19].

2.4 Blockchain-Based Digital Identity

Blockchain-based digital identity (DI) frameworks aim to provide immutability, transparency, and
auditability without relying on a central authority. In healthcare contexts, these properties can enhance
identity integrity and traceability while mitigating the single point of failure associated with centralized
identity repositories [20-24]. Extensive survey studies on blockchain-based identity management and self-
sovereign identity ecosystems have highlighted both the potential benefits and the open challenges of
decentralized identity models [25]. However, most existing DI frameworks primarily focus on identity reg-
istration and initial verification [26], implicitly assuming that identity trust remains static after verification,
and thus fail to adequately support continuous evaluation or adaptive risk assessment. As a result, many
existing decentralized identity frameworks have limited capability to dynamically reassess identity trust once
authentication has been completed, making continuous behavioral verification and adaptive risk evaluation
difficult in rapidly changing IoMT environments.

2.5 Limitations of Existing Digital Identity Protection in oM T

Most existing digital identity (DI) approaches rely on credential-based authentication and access
control mechanisms. However, these approaches do not sufficiently capture the characteristics of [oMT
environments, which involve heterogeneous devices, continuous data exchange, and dynamic behavioral
patterns that evolve over time. Table | summarizes the limitations of current DI approaches.
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Table 1: Summary of digital identity (DI) concepts and limitations.
Category Core Concept Conventional Approach Limitations
Identity is assumed to Trust is established at the Fails to reflect behavioral
Static Identity remain stable and time of initial changes over time,
Assumption trustworthy after authentication and contextual variations, and
authentication session key agreement evolving risk levels
. o . Unable to detect gradual
Reactive Security is based on Detection and response 5
and delayed attacks and
Rule-Based predefined rules and occur after anomalous )
. . lacks proactive defense
Security Model known attack patterns behavior is observed .
capability
Insufficient for detecting
Lack of Context Access control is Evaluation focuses on behavior-based
and Behavioral primarily based on credential verification at anomalies such as access
Awareness credentials the time of access request time, device usage, and
user patterns
Fragmented . Independent identity Causes identity
. Identity structures are . .
Identity o management systems are inconsistency and
. distributed across C . .
Management in . . maintained for each increases the attack
multiple entities .
IoMT domain surface
Lack of . Al-based risk evaluation Risk scores are not
. . Identity is treated as a ) ) iy . . .
Intelligent Risk ) . is used only in a limited directly integrated into
simple binary value .
Assessment manner access control policies

Fig. lillustrates the differences between existing identity protection mechanisms and AI-driven identity
protection. While traditional approaches rely on static credentials and reactive security policies, AI-driven
methods incorporate continuous authentication, behavioral analysis, and adaptive risk-based decision-
making to address dynamic IoMT threats. The proposed framework further illustrates how behavioral
monitoring, Al-driven risk analysis, adaptive access control, and blockchain-based identity verification
interact to continuously evaluate identity trust and dynamically respond to evolving security risks in

IoMT environments.
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Existing Identity Protection AI-Driven Identity Protection

= Dynamic, behavior—aware identity
= Continuous authentication

= Al—driven risk assessment

» Proactive threat detection

* Blockchain—based unified DI

Static credentials
One—time authentication

Rule—based access control S
Reactive security

Fragmented identity management
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‘ Limited adaptability to dynamic ‘ Proactive and intelligent
L IoMT threats identity—centric security

Figure 1: Existing identity protection vs. Al-driven identity protection.
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Based on the above limitations, the proposed framework is designed to move beyond static credential-
based identity protection by integrating blockchain-based identity anchoring, Al-driven behavioral risk
assessment, and adaptive access control.

3 Al-Based Digital Identity Protection Framework

The overall operational process of the proposed framework follows the procedure defined in the
Algorithm and can be conceptually summarized as a stepwise workflow as follows:

o  STEP 1: DI Generation and Blockchain Anchoring

o  STEP 2: Continuous Monitoring of Behavioral and Contextual Information
«  STEP 3: Al-based Dynamic Identity Risk Assessment

o  STEP 4: Risk-Based Access Control Execution

o  STEP 5: Policy Adaptation and Proactive Response

The proposed framework is designed to provide continuous and adaptive identity protection in dynamic
IoMT environments, where static credential-based authentication alone is insufficient [27]. Each stage of the
framework contributes to mitigating different identity-related security risks. DI generation and blockchain
anchoring establish a tamper-resistant trust foundation for healthcare entities. Continuous monitoring of
behavioral and contextual information enables the framework to capture evolving identity activities beyond
one-time authentication [28,29]. AI-based dynamic identity risk assessment identifies abnormal behavioral
deviations and contextual inconsistencies in real time [30]. Risk-based access control execution adaptively
adjusts authentication and authorization decisions according to the calculated identity risk level. Finally,
policy adaptation and proactive response enable continuous refinement of security policies and behavioral
models to address evolving threats while maintaining healthcare service continuity [31,32]. Each step directly
corresponds to the detailed procedures described in the algorithm. Specifically, STEP 1 corresponds to
lines 1-5 of Algorithm 1, where a digital identity for JoMT entities is generated and anchored on the
blockchain to establish a trust foundation. STEP 2 corresponds to line 6, involving the continuous collection
of behavior and contextual information associated with the identity. STEP 3 corresponds to lines 7-9, where
the collected behavior is compared against baseline profiles to compute a dynamic risk score for the identity.
STEP 4, corresponding to lines 10-22, integrates DI verification with risk assessment results to perform
adaptive access control decisions, such as permit, step-up authentication, restrict, or deny. Finally, STEP 5,
corresponding to lines 23-25, ensures continuous and proactive identity protection through audit logging,
policy updates, and model refinement [33,34].

Algorithm 1: Blockchain-anchored DI with Al-driven continuous identity protection for oMT

Require: S: Set of IoMT entities (patients, clinicians, devices, services)
1: R: Access request from entity s € S
2: Ctx: Contextual information (time, location, device state, service type)
3: Policy: Security policy set
4: VC: Verifiable credentials linked to DI
5: B: Blockchain ledger (trust anchor)
6: M: Trained Al behavior model
7: Tjow: Lower risk threshold
8: Thign: Upper risk threshold
Ensure: D: Access decision € {Permit, StepUp, Restrict, Deny}
9: Logs: Audit logs and updated policy

(Continued)
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Algorithm 1 (continued)

10: function MAIN_WORKFLOW(S, R, Ctx, Policy, VC, B, M)

11:

12:
13:
14:
15:

16:

17:
18:
19:

20:

21:

22:
23:
24:
25:
26:
27:
28:
29:
30:

31:

32:

33:
34:
35:
36:

/1 Layer 1: Blockchain-Based DI (Trust Anchor)
foralls e S do
DI, < Generate_Digital Identity(s)
V C, « Issue_Verifiable_Credential(s, attributes(s))
Anchor_On_Blockchain(B, DI, hash(V C;))
end for
/] Layer 2: Al Intelligence (Continuous Identity Assessment)
Obs « Collect_Identity_Behavior(
request_pattern,
device_interaction_sequence,
temporal_usage,
contextual_attributes)
Profile; < Load_Baseline_Profile(M, s)
Deviation < Compare(Obs, Profile;)
RiskScore < Compute_Identity_Risk(Deviation, Ctx)
// Layer 3: IoMT Interaction (Adaptive Access Control)
if Verify_Credential(V C;, DI;, B) = False then
D « Deny
else
if RiskScore < Tj,,, then
D < Permit
else if Tj,, < RiskScore < Ty, then
D <« StepUp
Trigger_Additional_Authentication(s)
else
D < Restrict or Deny
Trigger_Security_Alert(s)
end if
end if
/] Layer 4: Feedback & Policy Adaptation
Update_Audit_Log(s, DI, Obs, RiskScore, D)

Adapt_Security_Policy(Policy, RiskScore, Ctx, threat_trends)
Update_Behavior_Model(M, Obs, feedback_from_decision)

return D

37: end function

The algorithm summarizes the operational workflow of the proposed framework. First, each IoMT

entity is assigned a blockchain-anchored DI and associated verifiable credentials, establishing a tamper-
resistant trust anchor. Next, behavioral and contextual observations are continuously collected and compared
against the learned baseline profile using an AI model. Based on the resulting dynamic identity risk
score, the framework performs context-aware and risk-adaptive access control, ranging from normal access
approval to step-up authentication, restriction, or denial. Finally, audit logs, policy updates, and model
refinement enable proactive and continuous identity protection in dynamic IoMT environments. In the
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proposed framework, the blockchain layer functions as a trust anchor rather than a real-time decision-
making component. Specifically, identity-related metadata such as digital identity identifiers and hashes of
verifiable credentials are stored on-chain, while detailed behavioral data and real-time analysis remain off-
chain to ensure efficiency. This hybrid design balances the trade-off between trust and performance, where
blockchain ensures immutability and auditability, while off-chain processing enables low-latency identity
risk evaluation required in healthcare environments.

Fig. 2 illustrates the overall architecture of the proposed AI-driven digital identity protection framework
for IoMT. The operational data flow can be described as follows. First, IoMT entities generate access
requests along with behavioral and contextual information. Second, the AI intelligence layer analyzes
these observations to compute a dynamic identity risk score. Third, the blockchain-based DI layer verifies
identity credentials and provides a trust anchor. Finally, the framework integrates the risk score with
credential verification results to produce an adaptive access control decision. The IoMT interaction layer
consists of heterogeneous entities, including patients, healthcare professionals, and medical devices, which
generate identity-aware access requests. The Al intelligence layer performs behavioral profiling and risk
scoring, enabling dynamic and context-aware decision-making. The blockchain-based digital identity layer
provides a trusted foundation by anchoring digital identities and verifiable credentials, ensuring integrity,
traceability, and auditability. From a deployment perspective, the proposed framework adopts a hybrid
architecture to reduce operational overhead. Blockchain is used exclusively for digital identity anchoring
and credential integrity verification, while computationally intensive behavioral analysis and anomaly
detection are executed off-chain. This separation minimizes blockchain-induced latency, reduces commu-
nication overhead, and improves deployment practicality for healthcare infrastructures. The framework is
structured into three interconnected layers. The IoMT interaction layer consists of heterogeneous entities,
including patients, healthcare professionals, and medical devices, which generate identity-aware access
requests. The Al intelligence layer performs continuous identity assessment through behavioral profiling,
continuous authentication, and adaptive risk scoring, enabling dynamic and context-aware decision-making.
The blockchain-based digital identity layer provides a trusted foundation by anchoring digital identities
and verifiable credentials, ensuring integrity, traceability, and auditability. By integrating these layers, the
proposed framework enables proactive and risk-adaptive identity protection, addressing the limitations of
static credential-based approaches in dynamic IoMT environments. To empirically validate the effectiveness
of the proposed framework, the following section presents the dataset transformation process, risk scoring
model, access control policy, and performance evaluation using an loMT-extended dataset.

Blockchain—based DI
Digital Identifiers

IoMT Interaction Layer

. Patients = Behavioral Profiling = Verifiable Credentials
« Healthcare Professionals = Continuous Authentication - Immutable Identity Ledger
= IoMT devices (Wearable, Sensors) * i Iden[le Mlsuse. DEt.eCtli’n . | Trust anchor for integrity & auditability |
= Adaptive Identity Risk Scoring
Identity—aware access requests Dynamic & Context—aware Security Outcomes
identity assessment Confidentiality | Integrity | Availability | Privacy

Identity & Access requests

Figure 2: Al-driven digital identity protection framework for IoMT. The framework illustrates the operational data
flow from IoMT entities to the Al intelligence layer and the blockchain-based digital identity layer. Behavioral and
contextual data generated by patients, healthcare professionals, and medical devices are collected and analyzed by the
Al intelligence layer to compute a dynamic identity risk score. The computed risk score is then combined with credential
verification results to determine an adaptive access control decision, such as permit, step-up authentication, restrict, or
deny.
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4 Experiment and Analysis
4.1 Dataset and Experimental Setup

In this study, to analyze DI-based security in IoMT environments, the CERT Insider Threat
Dataset—originally containing enterprise user activity logs—was reinterpreted and extended to reflect the
relationships among users, devices, and behaviors in IoMT settings. Specifically, users were mapped to
healthcare professionals and system users, while devices (e.g., PCs) were mapped to IoMT devices such
as wearables and sensors. Log events (e.g., logon, file, and device activities) were transformed into access
and usage behaviors in healthcare environments. Furthermore, to capture IoMT-specific characteristics,
additional features were designed, including location information, identity type, access frequency, device
consistency, and contextual deviation. Due to the limited availability of publicly accessible healthcare
cybersecurity datasets containing identity-centric behavioral records, a proxy-based evaluation strategy
was adopted in this study. Real healthcare IoMT datasets are often difficult to access because of privacy
regulations, ethical constraints, and institutional data governance requirements. Therefore, the CERT Insider
Threat Dataset was selected as a structurally analogous benchmark for evaluating identity-related anomaly
detection behavior.

Table 2 summarizes the overall composition of the loMT-extended dataset. The dataset contains over
1.7 million large-scale events and integrates user behavior, device information, and contextual attributes.
It is important to note that the CERT Insider Threat Dataset was originally designed for enterprise IT
environments rather than IoMT systems. Therefore, the mapping process applied in this study should be
interpreted as a proxy-based transformation to approximate identity-related behaviors in IoMT contexts.
Although the CERT dataset does not directly contain medical device telemetry, physiological signals, or
patient-specific clinical workflows, identity-centric behavioral patterns such as access frequency, device
usage consistency, abnormal login timing, and contextual deviation exhibit structural similarities to identity-
related interactions in IoMT environments. In addition, the transformed dataset does not fully represent
emergency-driven access behaviors, latency-sensitive medical interactions, or device-specific communica-
tion characteristics commonly observed in real healthcare IoMT ecosystems. These limitations may affect
the direct generalizability of the experimental results to operational clinical environments. In this sense,
the transformed dataset provides a proof-of-concept basis for evaluating whether dynamic identity risk can
be detected from behavioral and contextual features. Nevertheless, the transformed dataset may not fully
capture the physiological, real-time, and device-specific characteristics of real medical IoT environments.
Accordingly, this study should be regarded as a proxy-based proof-of-concept validation rather than a full
clinical deployment evaluation. Accordingly, the present evaluation should be interpreted as a proof-of-
concept validation rather than evidence of immediate clinical deployment readiness. Future work is going
to focus on validating the proposed framework using real-world healthcare cybersecurity datasets, oMT
telemetry, digital identity access logs, and dedicated medical IoT simulation environments that better reflect
operational clinical workflows.

4.1.1 Transformation of the CERT Dataset for oM T

The key columns of the CERT dataset (user, pc, date, and activity) were transformed to align with the
digital identity (DI) structure in IoMT environments. In addition, supplementary features were designed
to integratively capture user behavior and contextual information. The transformation from enterprise user
activity to IoMT identity behavior is grounded in the assumption that identity-centric security threats
share common structural patterns across domains. For example, unauthorized login events correspond
to abnormal access attempts in healthcare systems, while device inconsistencies reflect potential device
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hijacking scenarios. This abstraction enables the modeling of identity misuse behaviors despite domain
differences. This transformation is not intended to imply that enterprise IT logs and IoMT logs are identical.
Rather, it is designed as a structural alignment between enterprise identity events and IoMT identity
interactions. In both domains, identity misuse can be observed through abnormal access frequency, unusual
access timing, device inconsistency, and deviations from a user’s historical behavior. Thus, the transformation

focuses on abstract identity-behavior relationships rather than domain-specific medical measurements.

Table 2: Summary of [oMT-extended dataset.

Category Description
Original Dataset CERT Insider Threat Dataset
Data Extension Extended to reflect IoMT environment characteristics
Total Events 1,705,820
Number of Users 1000
Log Types Logon, file, device
Number of Features 14
Key Features Time, location, identity type, access count, device match, context deviation
Data Ordering Chronological order (time-based sorting)
Data Split Time-based split (Train/Test)
Training Data 1,184,162 events
Test Data 511,746 events
Learning Approach Unsupervised learning based on normal data

Label Configuration Normal/Attack (three attack scenarios)

Table 3 presents the transformation of the CERT dataset into an IoMT-oriented feature set. The original
columns, such as user, pc, date, and activity, were reinterpreted to align with the IoMT environment.
In addition, supplementary features were generated to capture temporal patterns, user behavioral char-
acteristics, and contextual information. In particular, identity-aware features such as device_match and
context_deviation were designed to model the relationships among users, devices, and contextual conditions.

Table 3: Transformation from CERT dataset to IoMT-extended features.

Derived Feature

Original (CERT) (IoMT) Feature Type Description
G e ey et
pc device_id Device Identi(ff;,nijfi Zf)lte(,) i:rlz/s.[;rr)cl evice

Date Timestamp Temporal Event occurrence time

Activity Activity Behavioral Activity type (logon, file, device)
Date Hour Temporal Hour of day (0-23)
Date day of week Temporal Day of the week
Date is_weekend Temporal Weekend indicator

(Continued)
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Table 3 (continued)

Derived Feature

Original (CERT) (IoMT) Feature Type Description
Date is_night Temporal Night-time access indicator
f ithin th
User + timestamp access_count_24h Behavioral Number o accezsie}sl within the past
. . Registered device matching
h I -
pc + user device_matc dentity-aware indicator (0/1)
A locati .g., hospital,
N/A Location Contextual ccess location (e.g., hospita
remote)
N/A identity_type Contextual User type (e.g., clinician)
User behavior .. . . . .
. context_deviation Identity-aware Deviation from baseline behavior
history
Derived Label Ground Truth Normal (0)/Attack (1)
4.1.2 Attack Scenario

Table 4 defines three representative identity-based attack scenarios in IoMT environments, as summa-
rized in that Table. Each scenario is constructed by reinterpreting the CERT Insider Threat Dataset to reflect
diverse identity misuse situations in IoMT settings. In particular, credential theft and device hijacking exhibit
clear anomalous patterns, whereas insider misuse closely resembles normal behavior but is characterized by
subtle deviations. Each attack scenario was simulated by introducing abnormal behavioral and contextual
deviations into the transformed IoMT identity features. Credential theft scenarios were characterized by
unusual login timing, unfamiliar access locations, and previously unseen device usage patterns. Device
hijacking scenarios were simulated through inconsistent device-user relationships, mixed access sequences,
and abrupt contextual mismatches between identity and device behavior. Insider misuse scenarios were
modeled using gradual increases in access frequency, subtle deviations from historical behavioral profiles,
and abnormal activity patterns occurring during otherwise legitimate operational periods. Unlike explicit
attacks such as credential theft, insider misuse intentionally preserves partial similarity to normal behavior,
making detection more difficult and requiring continuous behavioral risk assessment rather than simple
rule-based anomaly detection.

Table 4: Attack scenarios in IoMT environment.

Scenario Description Key Characteristics
. Unauthorized access using Unusual access time, remote location,
Credential Theft _ . _
compromised credentials new device

, . Increased abnormal activities by Increased access during normal hours,

Insider Misuse . ,
internal users subtle behavioral changes
Access through compromised loMT Device mismatch, mixed or

Device Hijacking . . .
devices inconsistent access patterns
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4.2 Feature Set and Risk Scoring Model

In this study, Isolation Forest was selected as the anomaly detection model due to its computational
efficiency and suitability for unsupervised learning in large-scale environments. Unlike deep learning-based
time-series models such as LSTM or Transformer architectures, which require substantial computational
resources and training data, Isolation Forest provides a lightweight alternative that is well-suited for resource-
constrained IoMT environments. Given that IoMT systems often operate on edge devices with strict latency
and availability requirements, the use of a computationally efficient model is critical to ensure real-time risk
assessment and uninterrupted healthcare services. The features used in this study were designed as shown
in Table 5 to reflect user behavior, device usage, and contextual information. Behavioral features capture
user activity patterns such as time and access frequency, while contextual features represent environmental
information including location and user type. Identity-specific features model the relationship between users
and devices as well as deviations in behavior. In particular, context_deviation was designed to quantify the
difference between an individual user’s current behavior and their normal behavioral patterns. This feature
plays a critical role in detecting stealthy attacks, such as insider misuse or abuse.

Table 5: Description of extracted features.

Feature Description
user_id User identifier
device_id Device used for access
timestamp Event occurrence time
activity Type of activity
hour Time of day (hour)
day of week Day of the week
is_weekend Whether it is a weekend
is_night Whether it is nighttime
Location Access location
identity_type Type of user
access_count_24 h Number of accesses in the last 24 h
device_match Whether it is a registered device
context_deviation Deviation from normal behavior
Label Normal/Attack
Risk Scoring Model

In this study, a risk score is computed by combining unsupervised learning-based anomaly detection
with contextual information. First, the anomaly score for each event is calculated using the Isolation Forest
algorithm,

A(x) € [0,1] ey

Here, A(x;) represents the anomaly score of event x;, where a higher value indicates a greater likelihood
that the event deviates from normal patterns. Next, to reflect the difference between a user’s normal
behavioral pattern and the current activity, a context deviation is defined as follows,

|X t— #b|

D(x;) = Tonte (2)
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In this equation, the deviation from the user’s average behavioral pattern is normalized using the
standard deviation, resulting in a scaled value. A higher value indicates a greater deviation from the normal
pattern. The term D(x;) is a deviation-based metric designed to be combined with the anomaly score. Here,
pp denotes the mean of the user’s normal behavior pattern, and o, represents the standard deviation of that
behavior. Finally, the risk score is defined by combining the anomaly score and the context deviation as
follows:

R(x¢) =a-A(x;) + - D(x) (3)

The parameters o and f3 are weighting factors that reflect the relative importance of anomaly detection
and contextual information. In this study, they are set to & = 0.7 and 8 = 0.3 to emphasize the contribution
of the anomaly score. The values of « and f§ were determined based on the objective of emphasizing
anomaly-driven behavioral deviations while still incorporating contextual deviation information. Since
identity misuse in IoMT environments often appears as abnormal behavioral patterns, a higher weight was
assigned to the anomaly score. To examine the robustness of this setting, we conducted a sensitivity analysis
using different combinations of « and f, including (0.5,0.5), (0.7,0.3), and (0.9, 0.1). The results showed
that the setting of « = 0.7 and f3 = 0.3 provided a balanced trade-oft between attack detection performance
and false restriction control.

4.3 Risk-Aware Access Control Policy
4.3.1 Risk-Based Policy Framework

In this study, three levels of access control policies are defined based on the computed risk score R(x),
as follows:

o Permit: Access is allowed when the risk is assessed as low (normal level).
o  Step-Up Authentication: Additional authentication is required when the risk is assessed as moderate.
o  Restrict: Access is restricted when the risk is assessed as high.

Each policy is designed to provide a progressive response according to the level of risk. The definition
of the access control policy is formulated as shown in (4).

Permit, R(Xt) < Tow
Decision(x;) = { Step-Up,  Tiow < R(x;) < Thigh “)
Restrict, R(x;) > Thign

4.3.2 Threshold Setting
The risk score-based policy is defined by two thresholds, Tjoy and Thigh, which are described as follows.

e R(xt) < Tjow: Normal behavior — Permit
o Tiow < R(x¢) < Thigh: Suspicious behavior — Step-Up
«  R(x;) > Thign: High likelihood of attack — Restrict

Normal behavior tends to cluster in the low-risk score region, whereas attack behavior is predominantly
distributed in the high-risk score region. A distinguishable separation between the two distributions is
observed. Based on the empirical distribution of risk scores, the thresholds are set to Tj,, = 0.3 and
Thigh = 0.65. The threshold values were selected based on the empirical distribution of risk scores observed
in the training and validation results. Threshold candidates were iteratively evaluated using validation
data to balance attack detection effectiveness and unnecessary access restrictions on legitimate healthcare
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users. Specifically, T},, was set near the upper boundary of the normal behavior distribution to minimize
unnecessary restrictions on legitimate users, while Tj,;,;, was set in the high-risk region where attack samples
were more concentrated. This configuration supports a progressive policy structure in which low-risk events
are permitted, intermediate-risk events trigger step-up authentication, and high-risk events are restricted.
Additional threshold sensitivity analysis confirmed that overly low thresholds increased false restrictions,
whereas overly high thresholds reduced attack blocking performance.

4.3.3 Significance of Policy Design

The proposed access control policy has the following characteristics:

o Overcomes the limitations of single-threshold-based blocking approaches.

«  Provides a progressive response mechanism based on risk levels.

«  Maintains a balance between security and service availability.

o Supports continuous authentication and adaptive security responses required in IoMT environments.

4.4 Performance Evaluation
4.4.1 Overall Detection Performance Analysis

Table 6 presents the performance results on the test dataset. An AUC of 0.927 indicates that the model
effectively distinguishes between normal and attack behaviors. The Precision of 0.313 and Recall of 0.476
imply that approximately half of the attack events are successfully detected. Although the precision and
recall values indicate that certain attack events remain difficult to detect, particularly subtle insider misuse
behaviors, healthcare IoMT environments require a balanced security strategy that minimizes unneces-
sary service disruption while maintaining practical attack mitigation capability. Therefore, the proposed
framework prioritizes progressive risk-aware responses and low false restriction rates rather than aggressive
blocking policies that could negatively affect clinical operations and patient care continuity. In addition, the
False Restriction Rate is as low as 1.605%, indicating that unnecessary restrictions on legitimate users are
minimized, thereby ensuring both availability and user convenience in IoMT environments. Furthermore,
the Block Rate is measured at 47.646%, demonstrating that the risk-based access control policy is effective
in blocking actual attacks.

Table 6: Overall performance of the proposed framework.

Metric Value
AUC 0.927
Precision 0.313
Recall 0.476
Fl-score 0.378
False Restriction Rate 1.605%
Block Rate 47.646%

4.4.2 Performance Analysis by Attack Scenario

Table 7 presents the detection performance by attack type. Credential theft and device hijacking attacks
achieve high detection performance, with AUC values of 0.948 and 0.954, respectively. In particular,
credential theft shows a detection delay (MTTD) of 0, indicating that immediate detection is possible. This
result suggests that abrupt behavioral changes are effectively reflected in the risk score. In contrast, insider
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misuse exhibits a relatively lower AUC (0.826) and a higher MTTD (27 events), indicating that detection
is more challenging due to its tendency to mimic normal behavior patterns. Nevertheless, a certain level
of increase in the risk score is still observed, suggesting that progressive response strategies, such as Step-
Up authentication, are more appropriate than complete restriction. This limitation can be attributed to
the use of a lightweight anomaly detection model, which prioritizes efficiency over the ability to capture
long-term temporal dependencies. In addition, the performance of Isolation Forest may be sensitive to
the quality and representativeness of engineered behavioral features, since the model does not explicitly
learn hierarchical temporal relationships or semantic feature interactions. Consequently, insufficient or
poorly designed behavioral and contextual features may reduce anomaly discrimination capability in highly
dynamic healthcare environments. In particular, insider misuse remains challenging because malicious
behavior may gradually emerge while still resembling normal user activity. Unlike credential theft or device
hijacking, insider misuse does not always produce abrupt changes in access time, device consistency, or
contextual attributes. Therefore, additional temporal and relational features may be required to capture long-
term behavioral drift. Future work will investigate time-series models such as LSTM and Transformer-based
architectures, as well as graph-based behavioral analysis, to better model sequential identity interactions and
subtle deviations over time.

Table 7: Performance by attack scenario.

Attack Type AUC MTTD (Events) Block Rate False Restriction
Credential Theft 0.948 0 0.589 0.016
Device Hijacking 0.954 6 0.539 0.016
Insider Misuse 0.826 27 0.066 0.016

4.4.3 Risk Score Distribution Analysis

Fig. 3 shows the distribution of risk scores by attack type. The risk score distributions are clearly
distinguishable across attack types. Credential theft and device hijacking are concentrated in the high-risk
region, whereas insider misuse exhibits a lower and more dispersed distribution. Insider misuse tends to
follow patterns similar to normal behavior, making it more difficult to distinguish from conventional attack
types. The presence of several low-risk outliers in credential theft and device hijacking scenarios suggests
that certain malicious behaviors may partially overlap with legitimate operational patterns, potentially
resulting in false negatives or delayed detection. These overlaps may occur when compromised identities
imitate normal access timing, familiar devices, or expected contextual conditions. Nevertheless, the proposed
framework reduces the impact of such cases through progressive risk-aware responses rather than relying
solely on binary anomaly classification. Future improvements may be achieved through additional contextual
features, richer temporal behavior modeling, and adaptive threshold optimization to improve discrimination
between benign and malicious identity interactions.

Fig. 4 illustrates the distribution of risk scores for normal and attack data. Normal data are predom-
inantly concentrated in the low-risk score region, whereas attack data are distributed in relatively higher
risk score regions. A certain level of separation is observed between the two distributions, indicating that
the proposed risk scoring model can effectively distinguish between normal and anomalous behavior.
Furthermore, the thresholds are determined based on these distribution characteristics and are utilized as
criteria for performing progressive access control according to the level of risk.



Comput Mater Contin. 2026;88(3):102 15

Risk Score by Attack Type
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Figure 4: Risk score distribution: normal vs. attack.

4.4.4 Time-Based Risk Variation Analysis

Fig. 5 illustrates the dynamic variation of risk scores over time. During normal periods, the risk score
remains relatively stable at a low level, whereas during attack periods, a sharp increase is observed. In
particular, the attack intervals are highlighted with pink shading, within which the risk scores clearly tend to
exceed the predefined thresholds. These results suggest that the proposed model can dynamically assess risk
by incorporating temporal context. In other words, beyond evaluating anomalies at a single point in time, the
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model enables more precise detection based on behavioral changes over time. Furthermore, the risk levels
are categorized based on the thresholds Tio, and Thigh, and the corresponding policies—Permit, Step-Up,
and Restrict—are applied appropriately according to the situation.

Identity Risk Score Over Time
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Figure 5: Identity risk score over time.

4.4.5 Policy Distribution Analysis

To evaluate the effectiveness of the risk-based access control policy, the distribution of policy decisions
by attack type was analyzed, and the results are summarized in Table 8. According to Table 8, approximately
84.8% of normal behavior is classified as Permit, while the Restrict rate remains very low at 1.6%, indicating
that unnecessary access restrictions on legitimate users are minimized. In contrast, for credential theft
and device hijacking, the Restrict rates are relatively high at 58.9% and 53.9%, respectively, demonstrating
that explicit anomalous behaviors are actively blocked. For insider misuse, the Permit rate is relatively
higher and the Restrict rate is lower compared to other attack types, while the Step-Up rate is notably
higher. This indicates that insider attacks, due to their similarity to normal behavior patterns, are more
appropriately handled through progressive responses such as additional authentication rather than complete
restriction. Overall, these results demonstrate that the proposed framework effectively connects dynamic
identity risk assessment with progressive access control decisions, thereby addressing the static identity
protection limitations discussed in Section 2.

Table 8: Policy decision distribution by attack type.

Attack Type Permit (%) Step-Up (%) Restrict (%)
Credential Theft 3.8% 37.2% 58.9%
Device Hijacking 5.5% 40.6% 53.9%

Insider Misuse 50.3% 43.0% 6.5%
Normal 84.8% 13.6% 1.6%

4.4.6 Comparative Evaluation with Sequential Deep Learning Baseline

To address the limitation of relying solely on a lightweight anomaly detection model, an additional
comparative experiment was conducted using a sequential deep learning baseline. Specifically, a Long Short-
Term Memory Autoencoder (LSTM-AE) was implemented to model temporal identity behavior sequences.
The LSTM-AE was trained under the same unsupervised anomaly detection setting as the proposed
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framework, using only normal behavioral sequences extracted from the loMT-extended dataset. To ensure
a fair comparison, identical feature assumptions and anomaly detection conditions were maintained across
both methods. A sliding temporal window of 20 consecutive identity events was used to capture sequential
behavioral dependencies, and reconstruction error was employed as the anomaly score with threshold
optimization based on validation performance. Table 9 summarizes the comparative performance between
the proposed Isolation Forest-based framework and the LSTM-AE baseline.

Table 9: Comparative evaluation with sequential deep learning baseline.

Model Learning Type = AUC  Precision = Recall  Fl-Score
Proposed Framework (Isolation Forest) Unsupervised 0.927 0.313 0.476 0.378
LSTM Autoencoder Unsupervised 0.861 0.184 0.291 0.225

The comparative results indicate that the proposed lightweight framework outperformed the LSTM-AE
baseline under the current experimental setting. Although the LSTM-AE benefited from temporal depen-
dency modeling and achieved reasonably competitive anomaly detection performance, its overall precision,
recall, and Fl-score remained lower than those of the proposed framework. These findings suggest that
while sequential modeling can improve anomaly sensitivity, lightweight ensemble-based anomaly detection
remains more effective for highly imbalanced and structurally heterogeneous IoMT identity data. Table 10
presents the attack-specific comparison between the proposed framework and the LSTM-AE baseline.

Table 10: Attack-specific comparison between proposed framework and LSTM-AE.

Attack Type Model AUC Block Rate MTTD (Events)
Credential Theft Proposed 0.948 0.589 0
Credential Theft LSTM-AE 0.891 0.412 2
Device Hijacking Proposed 0.954 0.539 6
Device Hijacking LSTM-AE 0.903 0.381 4

Insider Misuse Proposed 0.826 0.066 27
Insider Misuse LSTM-AE 0.874 0.214 11

Attack-specific analysis revealed complementary detection characteristics between the two approaches.
The proposed framework achieved stronger overall performance for credential theft and device hijacking
attacks, whereas the LSTM-AE demonstrated improved sensitivity to insider misuse scenarios, where
malicious behavior evolves gradually over time and exhibits temporal continuity. This suggests that sequence-
aware deep learning models may offer advantages for behaviorally progressive attack patterns, although
such benefits come at the cost of increased model complexity and computational overhead. These results
suggest a practical trade-off between detection effectiveness and deployment efficiency. While sequential
deep learning models provide richer temporal behavioral modeling capability, they require substantially
greater computational resources, longer inference latency, and more extensive tuning. By contrast, the
proposed Isolation Forest-based framework provides stronger overall detection effectiveness with a sim-
pler and more deployment-friendly architecture, making it more suitable for latency-sensitive healthcare
IoMT environments.
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4.4.7 Scalability, Deployment Overhead, and Real-Time Applicability Analysis

The practical applicability of the proposed framework in healthcare IoMT environments depends on
scalability, deployment overhead, and real-time operational feasibility. From a scalability perspective, the
computational burden of the proposed framework primarily depends on the volume of identity-related
event streams rather than the complexity of deep sequential model inference. Since Isolation Forest relies
on tree-based anomaly scoring rather than high-parameter neural architectures, the inference workload
remains comparatively lightweight and suitable for large-scale monitoring scenarios involving numerous
users, devices, and access interactions. Regarding deployment overhead, the framework adopts a hybrid
architecture in which blockchain is used exclusively for digital identity anchoring and credential integrity
verification, while behavioral monitoring, anomaly detection, and risk scoring are executed off-chain. This
design reduces blockchain transaction dependency during runtime decision making, thereby minimizing
communication latency, storage overhead, and unnecessary cryptographic processing in latency-sensitive
healthcare environments. For real-time applicability, healthcare IoMT systems require rapid access con-
trol decisions to avoid disrupting patient monitoring, emergency response, and clinical workflows. The
proposed lightweight anomaly detection architecture is intentionally designed for near real-time identity
risk evaluation, prioritizing fast anomaly scoring over computationally intensive temporal sequence mod-
eling. Although full deployment-level latency benchmarking remains future work, the architectural design
supports practical operational feasibility in real healthcare access control scenarios.

4.4.8 Adversarial Robustness Considerations

Adversarial robustness is an important practical consideration for Al-driven identity protection sys-
tems, particularly in healthcare IoMT environments where attackers may deliberately attempt to evade
anomaly detection mechanisms. Several adversarial threat scenarios are relevant to the proposed framework.
First, evasion attacks may occur when adversaries intentionally imitate legitimate behavioral patterns,
such as normal access timing, familiar device usage, or expected contextual attributes, to reduce anomaly
scores. Second, poisoning attacks may arise if malicious behavioral data are introduced into the training
process, causing abnormal identity patterns to be incorporated into the normal behavioral baseline. Third,
behavioral mimicry attacks are particularly relevant in digital identity protection, where attackers may
gradually adapt their behavior to resemble legitimate users and thereby avoid triggering risk-based access
control responses. Although the current study does not experimentally evaluate these adversarial scenarios,
the proposed framework architecture provides several conceptual defense opportunities. Progressive access
control policies, contextual verification, and multi-factor step-up authentication can partially mitigate simple
evasion attempts. Nevertheless, robust protection against sophisticated adversarial manipulation remains
an open research challenge. Future work will investigate adversarially robust anomaly detection, ensemble
behavioral monitoring, adversarial training strategies, and graph-based identity behavior modeling to
improve resilience against intelligent attack adaptation.

4.4.9 Implementation Feasibility and Security Implications

The practical deployment of the proposed framework in healthcare loMT environments would require
integration with existing hospital identity and access management infrastructures. In realistic deployment
scenarios, the framework could operate as an identity-aware security layer positioned between authentica-
tion services and healthcare application access control mechanisms. For example, clinician authentication
workflows, electronic medical record (EMR) access requests, remote telemedicine access sessions, and loMT
device communication requests could be continuously evaluated using dynamic identity risk assessment.
From a cybersecurity perspective, the framework is particularly relevant to identity-centric attack scenarios
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frequently observed in connected healthcare environments. Credential theft attacks may be detected through
abnormal access timing, unfamiliar device usage, and contextual deviations. Insider misuse may be iden-
tified through gradual behavioral drift and unusual access frequency patterns. Device hijacking scenarios
may be detected through device inconsistency and identity-context mismatch. Beyond attack detection,
the proposed framework supports progressive security responses rather than rigid binary access control
decisions. This characteristic is especially important in healthcare environments where immediate service
denial may disrupt patient care or clinical workflows. Instead, moderate-risk situations may trigger step-
up authentication, while high-risk situations may result in access restriction or alert generation. These
characteristics position the proposed framework as a practical identity-aware cybersecurity architecture
capable of improving operational resilience, identity trust management, and adaptive threat response in
real-world healthcare IoMT environments.

5 Conclusion

The proliferation of the Internet of Medical Things (IoMT) is increasing the need for more adaptive
and intelligent digital identity protection mechanisms in healthcare environments. Conventional identity
management approaches based on static credentials and one-time authentication have limitations in effec-
tively addressing identity-centric threats such as credential theft, insider misuse, and device compromise.
In this study, digital identity is redefined as a dynamic security entity that evolves over time. Based on
this perspective, we propose an Al-based digital identity protection framework that integrates a behavior-
driven risk scoring model with a progressive access control policy. The proposed framework effectively
captures the dynamic security requirements of IoMT environments through continuous authentication,
adaptive risk assessment, and risk-based access control. Experimental results demonstrate that the proposed
model effectively distinguishes between normal behavior and various attack scenarios, achieving an AUC of
over 0.92. In particular, abrupt attacks such as credential theft and device hijacking are detected with high
accuracy and low detection delay. For stealthy attacks such as insider misuse, the framework maintains a
balance between security and usability through progressive response strategies. Furthermore, by maintaining
a low False Restriction Rate for legitimate users, the framework ensures both service continuity and user
convenience, which are critical in healthcare environments. These results suggest that modeling digital
identity as a dynamic, risk-based entity—rather than a static attribute—and applying progressive response
strategies based on risk scores can serve as an effective security approach in IoMT environments. However,
this study relies on experiments conducted using extended public datasets, which may not fully capture the
complex behavioral patterns present in real-world IoMT environments. This limitation is primarily due to
the reliance on a proxy dataset, highlighting the need for domain-specific IoMT behavioral datasets. Future
work should focus on validation using real healthcare data, comparative evaluation with advanced sequential
deep learning models, robustness enhancement against adversarial behavioral manipulation, and tighter
integration with blockchain-based digital identity systems to further improve practical deployment feasibility
and scalability. Comparative evaluation with an LSTM-based sequential anomaly detection baseline further
confirmed the trade-off between temporal behavioral modeling capability and lightweight deployment
feasibility. While sequential deep learning models improved detection sensitivity for gradual insider misuse
scenarios, the proposed framework remained more suitable for practical low-latency IoMT deployment.
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