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ABSTRACT: Unmanned aerial vehicles (UAVs) are becoming a common solution to urban mobility, and traffic
monitoring as well, owing to their ability to be deployed flexibly, ability to see a broader area and real-time sensing.
However, the reliability of UAV-assisted traffic systems can be compromised through identity spoofing, Sybil attacks,
false data injection, and trajectory manipulation. Current authentication techniques primarily verify cryptographic
identities but often cannot detect when a claimed identity is inconsistent with physical movement patterns and
settings. To overcome this drawback, this paper presents a context-aware identity validation system, CIV-UAYV, for
UAV-based urban traffic surveillance. The paradigm combines a model of cryptographic validation, model mobility,
on-the-fly visual, road-network, temporal continuity, anomaly scoring, and multi-UAV consensus into a cohesive trust-
based validation model. The risk-adaptive policy also adjusts the validation strictness based on the seriousness of the
situation and the level of uncertainty. The outcomes of simulations indicate that CIV-UAV enhances identity validation,
lowers the false detection and false acceptance rates, and reinforces the detection of spoofing, Sybil behaviour, path
forgery, injection of fake events, and vision-communication mismatch attacks. The suggested architecture provides
an identity validation system that is easy to implement and can be upgraded to a next-generation UAV-intelligent
transportation network.

KEYWORDS: Context-aware identity validation; UAV-assisted traffic monitoring; urban mobility security; multi-UAV
cooperation; trust management; intelligent transportation systems

1 Introduction

The transport systems of cities are becoming more complex, leading to a high demand for smart,
real-time, and large-scale traffic monitoring [1]. The relevant unmanned aerial vehicles (UAVs) have
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demonstrated the feasibility of intelligent urban mobility, as it provides deployability, flexible coverage, and an
aerial view that is complementary to the road shed unit, as well as ground-based cameras and other coverage
schemes [2,3]. They are highly flexible and can be applied in modern traffic monitoring applications because
they can track traffic levels, detect congestion, and support rapid incident analysis.

Although these advantages apply, the entry of UAVs into urban mobility environments brings up serious
security issues. The traffic monitoring procedure employs UAVs to sustain the continuous communication
between UAVs, vehicles, road-view framework, and edge or cloud frameworks to solve the threats of
identity spoofing, weaponized data assaults, replay assaults, Sybil assaults, and path manipulation assaults [4].
In these safety-sensitive environments, using a false identity may lead to inaccurate traffic patterns and
misjudged work decisions [5]. Despite studies on authentication, privacy, and trust management, most
solutions continue to conceptualize identity primarily as a cryptographic notion [6]. Consequently, they are
not able to set standards for determining the consistency of any claimed identity with actual physical and

environmental behavior.

To overcome this limitation, this study proposes a CIV-UAV scheme for the UAV-assisted urban
mobility and traffic surveillance setting. The framework generated integrates cyber credentials with mobility
behavior, visual evidence, road network limitations, temporal continuity, and joint multi-UAV observations.
This makes identity validation transcend message authentication and is resolved by traffic in reality. This will
enable the system to not only reject invalid credentials but also to reject valid-looking, contextually erroneous
identity claims. The key value additions of this paper are:

This study proposes a context-aware identity validation framework, named CIV-UAYV, for UAV-assisted
urban mobility and traffic monitoring environments. The framework validates vehicle identities by
combining cryptographic credentials with physical and environmental evidence.

«  This work develops a cross-modal trust scoring model that integrates cryptographic validity, mobility
consistency, visual observation, road-network constraints, temporal continuity, anomaly behavior, and
multi-UAV consensus into a unified identity validation decision.

o The proposed framework introduces a risk-adaptive validation strategy to dynamically adjust the
strictness of identity verification according to anomaly severity, contextual uncertainty, and mobility
inconsistency, thereby balancing security, reliability, and computational efficiency.

o  To assess the proposed framework under realistic adversarial conditions, this study designs a traffic-
specific evaluation model covering identity spoofing, Sybil attacks, trajectory forgery, fake event
injection, and vision-communication mismatch attacks.

The rest of this paper is structured as follows. Section 2 provides a review of the relevant literature and
identifies the research gap this study will address. Section 3 provides the context for urban mobility environ-
ments by explaining the problem setting for CIV-UAV using UAVs. Section 4 develops a proposed identity
validation model and determines the key context, trust components, and decision components. Section 5
gives the performance analysis, simulation, and analysis under various attack and traffic conditions. Lastly,
the paper concludes with Section 6, which outlines potential future research directions.

2 Related Work

In recent years, intelligent transportation systems have been enhanced through machine learning, visual
sensing, and UAV-assisted monitoring for mobility management in urban transportation. Ref. [7] demon-
strated that machine learning can be applied to aid the analysis of transport infrastructure connectivity and
conflict resolution in a complex mobility environment. Similarly, traffic prediction research using visual
attributes, a traffic space-time graph learning model, and heterodox traffic flow modeling has enhanced
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understanding of dynamic traffic states [8-10]. Flexible coverage, wide-area traffic monitoring, and real-time
monitoring are also the reasons why UAV-based traffic surveillance has become important. Swin Transformer
with recurrent neural networks was used by [11] to implement UAV-based intelligent traffic surveillance. The
majority of traffic monitoring studies, however, have investigated the accuracy of detection, prediction, and
surveillance, and identity claims of vehicles are yet to be validated in context.

The second class of studies concerns modeling, predicting, and modeling risk-aware driving behavior.
However, Ref. [12] introduced a twisted Gaussian risk model based on longitudinal and lateral motion, and
Ref. [13] analyzed the short-term lateral reasoning behavior based on driver preview characteristics. Ref. [14]
created Trajectory Prediction by using Lane Crossing Behavior and Good driving styles. These studies are
significant as identity validation for UAV-assisted traffic systems will be necessary to confirm that the claimed
identity is compatible with realistic motion, lane handling, and road network restrictions. They primarily
focus on prediction and planning, however, and do not specifically consider malicious attempts to manipulate
identities, spoof, Sybil attacks, or mobility lies. The perception of images and the combination of different
sources of information and images are also in focus for intelligent mobility systems today. Causal intervention
for target-driven visual navigation has been used by Refs. [15,16] proposed a re-projection multi-task multi-
sensor fusion system for autonomous driving 3D object detection and occupancy perception. Localization
robustness in challenging city environments has also been recently studied in the field of GNSS/IMU and
urban navigation [17-19]. These works employ various spatial, visual, and temporal consistency checks for
traffic monitoring using UAVs. However, they do not involve visual observations, identity authentication in
multi-UAV consensus, or anomaly scoring within a unified validation framework.

In recent research related to UAVs and aerial networks, deployment, beamforming, resource control,
and task offloading have been studied in the context of advanced communications. The deployment and edge
association of aerial vehicles for energy-efficient FL were presented by [20], and predictive beamforming
based on radar was studied by [21] for the UAV-assisted network. Other works addressed UAV-assisted ISAC
systems, full-duplex ISAC for covert communication, ISAC for trajectory control of multiple UAVs, and
6G resource allocation [22,23]. These studies demonstrate the need for UAV-assisted communication and
sensing; they focus mainly on network performance, resource efficiency, and/or trajectory optimization,
while context-dependent identity trustworthiness of UAVs is rather neglected. There are other studies that
offer background context to context-aware traffic intelligence, namely, crash hotspot and road-risk studies.
To find out road clusters and intersections with high crash rates, Refs. [24,25] applied spatial data mining and
spatial weight matrices. The results of these works indicate that the structure of the road network and spatial
context are important for mobility risk analysis. In the case of identity validation, it could involve determining
whether it is feasible for a vehicle, given its location and trajectory, to be using a specific road segment,
whether this is in line with the road at that time, and/or whether it is spatially consistent. However, these
studies have not been geared toward UAV identity verification or aggressive traffic-monitoring environments.

In terms of related literature, traffic monitoring, traffic prediction, trajectory modeling, visual per-
ception, urban navigation, and UAV-assisted communication have advanced, but three gaps remain. First,
many studies treat traffic monitoring as a perception or prediction task and do not consider attacks
from an identity perspective. Second, authentication-based methods only accept credentials and take no
account of physical movement, appearance, travel space limitations, and time continuity. Finally, none of
the current UAV-assisted systems are readily integrated to incorporate multiple adaptive trust factors such
as cryptographic validation, mobility consistency, visual matching, map constraints, anomaly scoring, and
multi-UAV consensus. To fill these gaps, CIV-UAV’s design is to validate a vehicle’s identity using Cyber
credentials and the physical and environmental context, helping detect spoofing, Sybil attacks, trajectory
forgery, fake event injection, and mismatches in vision-communication.
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3 System Model

This section presents the system architecture, key elements, and mathematical model of the proposed
CIV-UAV framework for UAV-enabled urban mobility and traffic monitoring scenarios. Fig. 1 illustrates the
integration of UAV and vehicle layers with context-aware trust evaluation, optimization constraints, and risk-
adaptive identity validation for secure decision-making. The system model of the UAV-assisted urban traffic
monitoring environment is also given in this section. It specifies the key components of the system, such as
vehicles, UAVs, RSUs or edge nodes, and the road network in the city, as well as the information exchanged
between these components. This section aims to outline the functioning at the monitoring environment and
the available observations for identity validation. The mathematical trust computation, validation, decision
and optimization formulation are independently performed in Section 4.
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Figure 1: Overall system context of UAV-assisted urban traffic monitoring and interaction among the vehicle layer,
UAV layer, and decision-support components.

We consider an urban traffic monitoring system consisting of UAV’s, vehicles, roadside units (RSUs) or
edge nodes, and an urban road network. Let!/ = {1,2,..., U} denote the set of UAVs serving as aerial sensing
and validation agents, V = {1,2, ..., N} the set of vehicles generating mobility data and identity claims, and
R ={1,2,...,R} the set of RSUs or edge nodes supporting validation and coordination. The urban road
network is modeled as a graph:

G=(L,8), (1)

in Eq. (1), £ represents road segments or lanes and £ denotes their connectivity. The system operates over
discrete timeslotst € 7= {1,2,..., T}. Ateach timeslot, every vehicle i € Vperiodically transmits an identity
message containing its claimed identity, motion state, application data, and cryptographic proof:

M;(t) = {ID;(t),x;(t),vi(t),di(t), 0:(t)}, (2)
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in Eq. (2), ID;(t) denotes the claimed identity or pseudonym, x; () = (x;(t), yi(t)) is the spatial position,
v;(t) is the velocity vector, d;(t) is the reported traffic-related data, and o; () is the attached cryptographic
signature. Each UAV u € U observes only a subset of vehicles that fall within its communication or sensing
range, denoted by V, (t) ¢ V. Along with received identity messages, each UAV also gathers visual observa-
tions from onboard sensing devices such as cameras, represented as O, (t) = {0,1(¢), 042(t), ...}, where
every observation represents an identified object with position and motion-related features. This architecture
can concurrently leverage communicated identity assertions and real-time sensing data to perform reliable
identity validation in UAV-assisted urban traffic monitoring conditions.

According to the system model, the identity-related communication information of every vehicle is
broadcast, such as its purported identity, position, velocity, and traffic data. The UAVs receive external
visual data of the area covered. The inputs from these communications and sensors are compared with
spatial and motion cues to identify prominent contextual features, including cryptographic validity, mobility
consistency, road-network feasibility, visual matching, temporal continuity, and cooperative UAV evidence.
The features that are extracted are then put together to produce a trust score, which is used to determine
whether a given identity ID;(t) will be accepted or rejected. Unlike traditional methods that rely on
credential verification, the framework determines whether the reported identity matches the physical and
environmental conditions there. To represent this decision, a binary validation variable is defined as follows:

©)

8:(t) = 1, ifidentity is accepted,
l 0, otherwise,

in Eq. (3), a value of 1 indicates acceptance, while 0 denotes rejection. The final validation yields a context-
aware trust score T;(t), calculated in the following subsection and used to validate identities. In analyzing
the authenticity of stated identity, the framework uses several dimensions of context, such as cryptographic,
mobility, spatial, visual, temporal, and cooperative evidence. Rather than using a single measure, identity
legitimacy is evaluated using a set of complementary context scores that test the consistency between the
reported identity and the measured traffic environment. Cryptographic validity verifies whether the received
message has a valid digital signature:

1, if signature o;(¢) is valid,

C;rypto(t) — { (4)

0, otherwise.

In Eq. (4), Cfrypm (t) represents the cryptographic validity score of vehicle i at time ¢, where a value of 1
indicates that the signature o;(t) is valid and a value of 0 indicates an invalid signature. Mobility consistency
evaluates whether the reported motion follows physically feasible dynamics. It is modeled as an exponential

function of the deviation between reported and predicted velocity:
CPoP (1) = exp (~au |vi(1) = ¥i(1)]) (5)

in Eq. (5), ¥;(¢) is the predicted velocity and «; controls sensitivity. Map consistency ensures that the
reported position lies within valid road segments, i.e., ;" (t) = 1if x;(#) € £ and 0 otherwise, with possible
extensions to lane and direction constraints. Vision-based consistency compares the reported position with
UAV observations:

C;fision(t) — On(%az() exp (_“2 sz(t) - Xo(t)H) > (6)

u
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in Eq. (6), a, controls spatial matching sensitivity. Temporal consistency ensures stability of identity over
time by penalizing abrupt position changes:

C;emp(t)=exp(—tx3 Ixi(t) —x;(t=1)]). 7

In Eq. (7), a3 controls sensitivity to abrupt position changes between consecutive time slots. To improve
robustness, multi-UAV consensus aggregates validation evidence from multiple UAVs. Finally, an anomaly
score captures suspicious behavior patterns, combining trajectory and behavioral anomalies:

Ai(e) = BATI(£) + B AT (o), ®)

In Eq. (8), Atiraj (t) and Abhavior () denote trajectory-level and behavior-level anomaly scores, respec-
tively, while f; and 8, control their relative contributions. All these context dimensions represent identity
legitimacy in totality by an amalgamation of the communication validity and mobility behavior, visual
confirmation, temporal continuity, and cooperative sensing, the foundation of trust computation and
decision making. Once the individual contextual components have been derived, the next step is to merge
them into at single trust measure to validate identity. In the proposed framework, a total trust score is
determined by incorporating aspects of cryptographic validity, mobility consistency, confirmation by vision,
map consistency, multi-UAV consensus, and temporal consistency, which penalizes deviant behavior. This
provides an integrated assessment of how well a purported identity can be countered by both digital
authentication demands and the physical context. The overall trust score is expressed as:

Ti(t) = wiC PO () + waCP (1) + w3 CY () + wyCP (1) + wsCE™ (1) + we C ™ (t) — w7 A (1), (9)

in Eq. (9), wy, wa, ..., w; are weighting parameters that determine the relative importance of each context
factor. The anomaly score is subtracted, and an increase in the anomaly score indicates a higher probability
of suspicious or malicious behavior. To have equal contribution, the weights meet the condition of normal-
ization ), wy = 1. This construction of trust enables the system to move beyond stand-alone checks and to
consider identity legitimacy as a product of heterogeneous evidence in its entirety. Consequently, identities
with valid credentials may receive low trust scores when they fail to align with mobility, map, visual, or
temporal contexts.

This is the level at which validation is so strict as to balance the false acceptance rate and the
false rejection rate. An increased threshold enhances security by reducing the likelihood of accepting
malicious identities, but also increases the acceptance of legitimate entities and heightens security risk.
The trust score T;(t) offers the primary view of determining whether a claimed identity is regular to the
seen communication, mobility, visual, spatial, temporal, and cooperative surroundings. Nevertheless, the
accept/reject rule is not determined at this point, since the level of validation strictness can vary depending
on the severity of the anomalies, sensing uncertainty, and the system’s risk level. As such, a formal validation
decision is developed in Section 4 as a formulation that takes an adaptive threshold. The formulation of
the proposed identity validation can be cast as an optimization problem, with the objective of maximizing
correct identity validation and minimizing false acceptance and false rejection, subject to trust, resource, and
coverage constraints. Based on this framework, the system is trying to find an optimal set of binary validation
decisions for all vehicles and time slots:

maxzz&(t), (10)

8i (1) ieVteT
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Eq. (10) represents the optimization objective for selecting validation decisions across all monitored
vehicles and time slots. This optimization is subject to several constraints. First, the validation decision must

satisfy the trust condition, meaning that an identity can only be accepted if its trust score exceeds the decision
threshold:

8i(t) <I[Ti(t) > 7], (11)

in Eq. (11), I[-] denotes the indicator function. Each UAV also operates under limited computational or
validation capacity. Thus, the total validation cost for all vehicles observed by UAV u at time ¢ must remain
within the available resource budget, as expressed by ey, (1) ¢i(t) < Cy, where ¢;(t) is the validation cost
of vehicle i and C,, is the resource capacity of UAV u. In addition, identity validation can only be performed
for vehicles located within the observation or coverage region of a UAV, that is, i € V, ().

This formulation integrates communication-layer authentication with physical and contextual val-
idation into a single system for identity verification in the context of UAV-assisted traffic monitoring.
The framework can also identify context-incongruent identities by introducing mobility consistency, map
constraints, visual confirmation, temporal continuity, and collaborative UAV observations and identities,
even when credentials appear legitimate.

4 Problem Formulation and Proposed CIV-UAV Framework

This section develops the CIV-UAV problem and gives the proposed framework. Using the system
model in Section 3, the identity claims i € } produced by each vehicle M;(t) at time ¢ € T are determined
by the decision variable §;(t), and the system decides whether to accept or reject the identity claim. As
the method of urban traffic monitoring by UAV's involves sensing noise, occlusion, limited UAV resources,
dynamic movement, and malicious attacks such as spoofing, forging trajectories, and producing false events,
UAV-based identity validation cannot be performed solely using binary authentication. Thus, the problem is
modelled as a multi-objective optimization problem that transforms communication and sensing evidence
into a set of context scores, compands them into a trust score, and risks adaptive validation to sum up
the remembrance of true acceptance to false rejection, false acceptance to the falsely rejected, latency, and
resource cost. These are reflected in the objective function as follows:

maXZZ[/\l'TP,‘(t)—AZ'FAi(t)—/\3'FRi(t)], (12)
8i (1) teTieV

in Eq. (12), TP;(t) is the proper acceptance of a legitimate identity, FA;(t) is the improper acceptance of a
malicious identity, and FR;(#) is an improper rejection of a legitimate identity. The relative weight of these
components of performance is determined by the coeflicients Ay, A,, and A3. All these weights enable this
framework to trade-oft security and reliability depending on the requirements of the application, which
offers a principled approach to optimizing CIV-UAV platforms into new UAV-assisted schemes of urban
traffic monitoring.

The offered optimization system can be influenced by a range of factors, and identities can be verified
in a UAV-based city traffic control environment. Firstly, there should be a threshold condition of trust in the
acceptance or rejection of an asserted identity. The validation decision depends on whether the computed
trust score exceeds a predefined threshold that may vary according to system state or risk level:

5:(t) = {1, T;(t) > 7(¢), (13)

0, otherwise,
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in Eq. (13), §;(t) denotes the final validation decision, T;(t) is the context-aware trust score, and 7(t) is the
adaptive trust threshold adjusted according to contextual uncertainty and anomaly severity. Each UAV is also
constrained by limited computational resources. Since identity validation incurs a processing cost for each
monitored vehicle, the total validation effort assigned to UAV u at time ¢ must remain within its available
resource budget, that is, ey, (1) ki(t) < Cy, where x;(¢) is the validation cost of vehicle i and C, is the
computational resource budget of UAV u.

Moreover, for vision-based validation, the comparison should be between the vehicle under con-
sideration and the object within the UAV’s field of view, which imposes a latent restraint on sensing.
Communication bandwidth also limits the system, as UAV's have a limited capacity to process and exchange
identity and sensing data. This communication constraint is formulated as:

> bi(t) < By, (14)
ieV

in Eq. (14), b;(t) denotes the communication load associated with vehicle i at time ¢, and B, represents the
communication bandwidth available to UAV u. All of these limitations combine to maintain the proposed
framework within reasonable bounds in the trust, sensing, computation, and communication domains,
enabling it to be utilized in practical applications for dynamic UAV-based traffic monitoring.

The framework presupposes a risk adaptive strategy, and instead of the standard strategy of every
identity claim being validated, dynamically adjusts the strength of validation in accordance with the
perceived risk level of each entity. This enables effective resource use by applying lightweight validation
to low-risk cases and rigorous validation to high-risk situations. The risk score is defined in Eq. (15) by
combining anomaly information with context inconsistencies:

Ri(t) = p1A;(t) +y2(1- CPP(1)) + y3(1- CI™P (1)) (15)

where A;(t) indicates the score in anomaly, and mobility and consistency of the map represent the
differences between the desired behaviour and the observed behaviour. The coefficients y;, y,, y3 control the
contribution of each component. Based on this score, validation is categorized into three levels: low risk
(Ri(t) < 6;), medium risk (0; < R;(¢) < 6;), and high risk (R;(t) > 6,), with increasing validation strictness
across levels. To support this adaptive process, the validation threshold is adjusted according to risk level, as
defined in Eq. (16):

71, lowrisk,
7(t) =3 7y, medium risk, (16)

Ty, high risk.

This algorithmic, risk-adaptive method is more efficient and robust, distributing validation resources
based on contextual risk, and better balances security and computational cost in dynamically deployed UAV-
assisted traffic monitoring systems. The complete procedural flow of the proposed context-aware identity
validation process is summarized in Algorithm 1.



Comput Mater Contin. 2026;88(3):69 9

Algorithm 1: CIV-UAV context-aware identity validation algorithm

Require: Vehicle messages M;(t), UAV observations O, (t), road graph G = (£, £), trust weights
Wi, ..., Wy, risk weights y1, y2, y3, thresholds 6, 0, 7, Tar, Ty
Ensure: Validation decision §;(t) for each identity claim
I: for each time slot t € 7do

2 for each UAV u € U do
3: Collect vehicle messages and visual observations from V, (¢).
4: for each vehicle i € V,(t) do
5: Compute context scores: C; P'°(t), CmoP(¢), CI"*P(¢), CYsion(¢), CI*™P(t), and CSo™(¢).
6: Compute anomaly score A;(t), trust score T;(t), and risk score R;(¢).
7: if R;(t) < 0, then
8: (t) =11
9: else if 6, < R;(t) < 0, then
10: 7(t) =Ty
11: else
12: 1(t) = 1y
13: end if
14: Set 8;(t) =1if T;(t) > 7(¢t); otherwise set §;(¢) = 0.
15: end for
16: end for
17: end for

The proposed CIV-UAV framework has several significant benefits, such as the ability to identify
context-inconsistent identities even in cases where valid credentials are provided, flexibility in the adjustment
of the validation efforts to risk, and adaptability due to scalability to multi-UAV cooperation, and the fact
that it is consistent with the existing and practical constraints of urban traffic. The proposed formulation is
based on a real-life context of mobility and space, unlike traditional authentication-only systems, making it
more trustworthy and adaptable to the UAV-assisted smart city use case.

5 Simulation Setup and Performance Evaluation

In this section, the suggested CIV-UAV framework is tested in simulated urban traffic monitoring
conditions with discrete-time and agent-based Python simulation. The environment is built with NumPy,
NetworkX, and matplotlib, in which vehicles propagate on a graph-based road network, and UAVs are aerial
agents for sensing and communication with fixed altitude and range, subject to sensing noise and commu-
nication constraints. At the time slot, vehicles send identity messages; the UAVs gather communication and
visual data; attacks are introduced; and the CIV-UAV algorithm is used to compute trust scores and decisions
for validation. The performance is evaluated based on accuracy, strength, false acceptance/rejection, attack
detection, latency, and computational overhead.

We model a dense urban traffic environment as a road graph G = (£, £), where N vehicles move under
lane and road-network constraints within a 1 km x 1 km area, while U UAVs monitor vehicles within their
coverage regions at fixed altitudes. The vehicles in every simulation run will be set up on the valid portion
of the road with their respective velocities, and mobility and sensing noise will be introduced to mimic
realistic movement and aerial perception uncertainty. These attacks are injected by modifying identity claims,
positions, trajectories, or event messages per the attack model. The CIV-UAV algorithm is run at every time
slot, and its accept/reject decision is compared with the ground-truth label to evaluate accuracy, FAR, FRR,
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detection rate, latency, and computational load. The main simulation parameters are summarized in Table 1.
The vehicle motion model is defined in Eq. (17) as:

x;(t+1) =x;(t) +vi(t)At+ € (1) 17)

where ¢; (t) represents small random disturbances in motion. Similarly, UAV observations are assumed to
be affected by sensing noise, and the observed position is modeled in Eq. (18) as:

x,(t) = x;(t) +5(1) (18)

where 7(t) denotes the observation noise. The overall interaction among UAV's and vehicles is illustrated
in Fig. 2,

Table 1: Simulation parameters for UAV-assisted urban traffic monitoring.

Parameter Symbol Value
Number of vehicles N 50-300
Number of UAV's U 3-10
Simulation area - 1km x 1km
Time slots T 100
UAV altitude H, 100-150 m
Communication range - 200-300 m
Vehicle speed v 0-20 m/s
Noise variance (mobility) €; (1) Gaussian (0,0.5)
Sensing noise n(t) Gaussian (0,1.0)
Trust threshold T 0.5-0.7
62
60 4 @ Vehicles Covered 6,0
// \
58 // \\
/// \
56 - 55 / N\
/ \
8 54 4 // / \\
(] /
é 52 // /// ﬁ02
g 50 4 // //
5 48 / <
> ///
46 /
44 /
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42 )
40 T T T T T
1 2 3 4 5
UAV ID

Figure 2: Number of vehicles covered per UAV.

To assess the strength of the suggested framework, several adversarial scenarios are considered,
summarized in Table 2. These are identity spoofing, in which malicious entity produces valid credentials and
falsifies their location; Sybil attacks, and where a single attacker produces multiple fake identities; trajectory
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forgery, where the reported motion is violating of physical or road-network constraints; fake event injection,
where false events involving the traffic are reported; and mismatch between vision and communication,
where no corresponding UAV observation can be deployed corresponding to a claimed identity. The attack
scenarios will model realistic threats in an urban mobility setting and demonstrate how the identified
framework can effectively uncover anomalies between digital identity assertions and the physical world.

Table 2: Adversarial attack scenarios in urban traffic monitoring.

Attack Type Description Impact
Identity Spoofing False location with valid credentials Misleading identity
Sybil Attack Multiple fake identities Traffic congestion illusion
Trajectory Forgery Unrealistic motion reporting Violates physical constraints
Fake Event Injection False congestion/accident reports Wrong traffic decisions

Vision-Communication Mismatch ~ No visual evidence of claimed entity =~ Phantom vehicle detection

The proposed CIV-UAV framework is compared with four baseline approaches, as summarized
in Table 3. These include Cryptographic Authentication (CA), where identity is only accepted as it is being
tested, Location-Based Validation (LBV), where identity is tested as long as it is being observed by the UAV
without communication-layer validation, and Trust-Based Model (TBM), where identity is tested according
to historic ratings of reputation. These benchmark schemes serve as reference points for comparing the
relative effectiveness of the proposed CIV-UAV framework.

Table 3: Comparison of baseline validation approaches.

Scheme Validation Basis Strength Limitation
CA Digital signature checking Fast authentication Ignores physical context
Vulnerable to realisti
LBV Location consistency Detects false positions Hinerable 7o Tealistic
spoofing
Detect ted
TBM Historical reputation crec’s repeate Slow for new attackers
misbehavior
v identi
vov UAV visual confirmation Confirms vehicle presence Cannot veri Y identity
security
Multi-modal contextual
CIV-UAV HHrmodal cofffextua Robust identity validation Moderate complexity

validation

To fully evaluate the effectiveness of the proposed framework, several performance metrics are consid-
ered, including identity validation accuracy, false acceptance rate (FAR), false rejection rate (FRR), attack
detection rate, validation latency, and computational overhead. These evaluation metrics and their definitions
are summarized in Table 4.

The suggested CIV-UAV architecture is critically discussed in various contexts to evaluate its potential
to improve identity validation performance, withstand attacks, and conserve computational resources, as
presented below. The results are contrasted with baseline schemes and assessed using different performance
measures to highlight the benefits of the proposed strategy.
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Table 4: Evaluation metrics for identity validation.

Metric Formula Description
Accuracy % Overall correctness
FAR F?\ﬁi—ﬁfy Security weakness
FRR e Reliability issue
Detection Rate 1-FAR Attack detection capability
Latency L=1Xt Decision delay
Overhead > xi(t) Computational cost

Identity Validation Accuracy: The overall identity validation accuracy of different schemes is presented
in Fig. 3. The study findings demonstrate that the proposed CIV-UAV framework is the most accurate at a
variety of vehicle and UAV configurations. An accurate improvement of 15%-25% as compared to CA and
LBV schemes is realized by CIV-UAV. This may be attributed to the fact that it has incorporated the notion
of multi-dimensional context, including consistency in mobility, confirmation of vision, and constraint of
map, which minimizes ambiguity and further elaborates on the performance of identity validation.
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Figure 3: Accuracy comparison under varying traffic density.

False Acceptance Rate (FAR): The false acceptance rate (FAR) performance under different attack
scenarios is illustrated in Fig. 4. The CA scheme is characterized by a high FAR, particularly compared to
spoofing and Sybil attacks, as it relies solely on cryptographic integrity. On the other hand, the proposed CIV-
UAV system will help reduce FAR by 40%-60% by highlighting discrepancies between reported identities
and measured context. This has been boosted mainly by cross-modal validation, which synergistically uses
communication, vision, and mobility information to more effectively reject malicious identities.
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Figure 4: FAR comparison under different attack scenarios.

False Rejection Rate (FRR): Comparison of false rejection rate (FRR) is in Fig. 5. Strict validation
schemes may reject valid identities when they are not supposed to, and though the CIV-UAV scheme
proposed should have a relatively low FRR, it is risk-adaptive because the validation scheme minimizes risk.
Lightweight validation is advantageous in low-risk environments, and stricter validation is offered in high-
risk environments to enhance security without compromising honest users. This equal action allows the
CIV-UAV to achieve better performance than the TBM and VOV schemes in terms of validation reliability.
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Figure 5: FRR comparison under different schemes.

Detection of Complex Attacks: The detection rates of the various types of attacks can be found
in Table 5. The results reveal that CIV-UAV achieves high detection rates across all attack types, with the high-
est success rates observed for trajectory forgery, mismatched vision communication, and injection of fake
events. Unlike the baseline schemes, the integrated scheme is recommended to include multiple dimensions
of validation, thereby allowing it to detect sophisticated attacks that would not be detected otherwise.



14 Comput Mater Contin. 2026;88(3):69

Table 5: Detection rate (%) under different attack scenarios.

Attack Type CA (%) LBV (%) TBM (%) VOV (%) CIV-UAV (%)
Identity Spoofing 45 60 68 72 95
Sybil Attack 40 55 65 70 93
Trajectory Forgery 30 65 70 80 96
Fake Event Injection 35 50 60 75 94
Vision Mismatch 20 40 55 85 97

Impact of Multi-UAV Cooperation: The cooperative validation effect is depicted in Fig. 6. The resulting
trust score during UAV validation is more valid because information is fused through consensus among
the UAVs. The results prove that multi-UAV cooperation improves validation accuracy on average by
10%-15% and reduces uncertainty significantly in situations when only a portion of the object is seen because
of occlusion. This observation highlights the role of distributed, collaborative validation in assessing dense
urban landscapes.
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Figure 6: Validation accuracy across various numbers of UAVs.

Validation Latency and Computational Overhead: The results of validation latency and computational
overheads are discussed in Fig. 7 and Table 6, respectively. Despite the fact that CIV-UAV requires more
computation than the CA and LBV schemes, the proposed risk-adaptive mechanism ensures efficient
resource utilization. Specifically, low-risk identities are handled with low overhead, whilst typical high-risk
cases are more intensively vetted. As a result, the mean increase in latency remains within a reasonable range
of 10%-20%, while the framework achieves high security performance.

The results clearly demonstrate that the proposed CIV-UAV framework provides a significant improve-
ment over traditional validation approaches. Context-aware analysis helps the system recognize malicious
identities that would otherwise go undetected due to cryptographic checks. Moreover, cross-modal verifi-
cation, adaptive decision-making, and multi-UAV cooperation can be integrated to provide a more robust,
scalable, and use-case-specific solution for monitoring real-world traffic within the city. Overall, the analysis
will demonstrate that CIV-UAV is a vital element for building credibility in UAV-assisted mobility systems,
and the novel CIV-UAV framework envisioned in the analysis has the potential to meet this need.
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Table 6: Average computational overhead and latency comparison.

Scheme Overhead Latency (ms) Complexity
CA 0.18 8 O(N)
LBV 0.26 12 O(N)
TBM 0.41 19 O(NlogN)
VOV 0.57 27 O(N-U)
CIV-UAV 0.64 33 O(N-U)

6 Conclusion

This study proposes a CIV-UAV framework for UAV-based urban mobility and traffic surveillance
applications. Compared with classic methods, where cryptographic authentication is usually the main tool,
the framework introduced accounts for a variety of contextual variables, including mobility behavior, visual
perception, technological features of the road network, systematic consistency, and cooperation among
multiple UAVs. By implementing these points into a single, trust-based, risk-adaptive solution, more reliable
identity verification could be achieved in dynamic urban traffic conditions.

The simulation results showed that the CIV-UAV framework is more effective in validation accuracy,
reducing false acceptance and false rejection, and improving the detection of more complex attacks, including
identity spoofing, Sybil attacks, trajectory forgery, and vision-communication discrepancies. Despite the
high effectiveness indicated in the framework, we should examine its performance under harsh sensing
uncertainty, in large-scale deployments, and with realistic traffic data in the future. In addition, advanced
learning models and decentralized identity management could also be included to further enhance it.
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