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ABSTRACT: A lightweight flow-based intrusion detection system is proposed for identifying Mirai-based distributed
denial-of-service attacks in Internet of Things (IoT) environments. Efficient intrusion detection at the network edge
is essential for resource-constrained IoT deployments, where devices operate with limited processing, memory, and
energy resources, making centralized or computationally intensive solutions impractical in real-world scenarios.
Network traffic is represented using statistical and temporal features extracted from unidirectional flows constructed
from the TII-SSRC-23 dataset. A balanced subset of 10,000 samples is used for training and evaluation, ensuring
balanced data distribution and improving generalization across different traffic conditions. Three machine learning
models, a multilayer perceptron, a support vector machine, and LightGBM, are investigated to evaluate trade-offs
between detection performance, complexity, and suitability for deployment in resource-constrained edge environments.
Experimental results show that LightGBM achieves the best performance, obtaining an accuracy of 0.99, an F1-score of
1.00, and an AUC of 1.00, while consistently maintaining a low false positive rate. The selected model is deployed on the
NVIDIA Jetson Orin Nano platform for real-time inference under resource constraints and evaluated for continuous
operational performance. The system operates with low latency and reduced memory and computational requirements,
making it highly suitable for edge IoT security scenarios.

KEYWORDS: Cybersecurity; intrusion detection; machine learning; internet of things; edge computing; artificial
intelligence

1 Introduction
The rapid proliferation of devices on the Internet of Things (IoT) has significantly transformed

modern digital ecosystems, enabling applications such as smart homes, industrial automation, intelligent
transportation systems, and healthcare monitoring. Despite their widespread adoption, many IoT devices are
deployed with limited security mechanisms and are often directly exposed to the Internet. These limitations
make them attractive targets for cyber attacks and, in many cases, effective tools for launching large-scale
malicious campaigns [1,2].

Among the most impactful cyber threats to networked systems are Denial-of-Service (DoS) attacks,
which aim to disrupt service availability by exhausting critical resources such as bandwidth, memory, or
processing capacity. When such attacks are executed simultaneously from multiple compromised devices,
they evolve into Distributed Denial-of-Service (DDoS) attacks, significantly amplifying their effectiveness
and complicating mitigation efforts. In IoT-enabled infrastructures, DDoS attacks can cause severe service
degradation, loss of availability, and cascading failures across edge and cloud components [3–5].
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Advances in edge and fog computing have enabled distributed processing closer to IoT devices, allowing
for low-latency analysis, local decision-making, and real-time security enforcement [6–8]. By offloading
computation from centralized cloud servers to edge and fog nodes, these paradigms can support scalable
intrusion detection system (IDS) capable of monitoring vast numbers of heterogeneous IoT devices while
reducing network congestion and response times. Several fog-based cybersecurity frameworks have demon-
strated the effectiveness of integrating machine learning and flow-based traffic analysis at intermediate nodes
to detect and mitigate attacks before they propagate through the network. This distributed approach provides
a complementary foundation for our edge-deployed IDS, ensuring rapid threat detection and mitigation
while maintaining system efficiency in resource-constrained environments.

A prominent example of IoT-driven DDoS attacks is the Mirai malware [9]. Mirai specifically targets
vulnerable IoT devices by exploiting weak or default authentication credentials and incorporates them
into large botnets capable of generating massive volumes of malicious traffic [10]. These botnets have
demonstrated the ability to launch various DDoS attack variants, including volumetric, protocol-based, and
application-layer attacks. The scale, heterogeneity, and geographic distribution of compromised IoT devices
make Mirai-based DDoS attacks particularly challenging to detect and mitigate [11].

This work addresses the problem of detecting Mirai-based DDoS attacks using a machine-learning-
based IDS designed for deployment at the network edge [12]. By identifying anomalous traffic patterns
in real time, the proposed system enables early detection and timely countermeasures, reducing the
impact of attacks before service availability is compromised. Although IDS is primarily focused on Mirai-
induced DDoS traffic, its design allows it to be generalized to other DDoS attack scenarios with similar
network characteristics.

Traditional endpoint-based intrusion detection systems, as commonly described in the literature on
IoT security frameworks [13,14], typically operate at the device level and rely on host-based monitoring
mechanisms or centralized post-facto analysis. In contrast, the proposed framework performs flow-based
detection directly at the network edge. This design eliminates the need for endpoint instrumentation, reduces
computational overhead on constrained IoT devices, and enables earlier detection by analyzing aggregated
traffic flows rather than individual host behavior. Furthermore, the system is specifically optimized for
real-time execution on resource-constrained embedded hardware, such as the NVIDIA Jetson Orin Nano,
allowing continuous monitoring and classification of network traffic without requiring cloud connectivity
or centralized processing.

To evaluate the feasibility of deploying such a system in resource-constrained environments, the IDS
is implemented on an edge computing platform. The NVIDIA Jetson Orin Nano provides a compact and
energy-efficient hardware solution capable of supporting real-time machine learning inference, making it
well-suited for continuous traffic monitoring in IoT and edge computing scenarios [15].

This paper is organized as follows. Section 2 presents the preliminaries, including the Mirai-based
DDoS attack model, the network protocols exploited in such attacks, the embedded edge platform used for
deployment, and the evaluation metrics. Section 3 reviews related work on intrusion detection systems for
IoT and Mirai-driven DDoS attacks. Section 4 describes the proposed methodology, detailing the flow-based
traffic analysis, machine learning models, and edge deployment strategy. Section 5 reports the experimental
setup, dataset, implementation, and performance evaluation of the proposed system. Section 6 discusses and
analyzes the obtained results, highlighting performance and deployment considerations. Finally, Section 7
concludes the paper and outlines directions for future work.
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The main contributions of this work are summarized as follows:

• A lightweight, flow-based IDS designed for detecting Mirai-based DDoS attacks in IoT environments,
optimized for deployment on resource-constrained edge devices.

• A real-time flow-based traffic analysis pipeline enabling efficient extraction of statistical and temporal
features for low-latency intrusion detection.

• An edge-based implementation and performance evaluation on the NVIDIA Jetson Orin Nano,
analyzing throughput, latency, CPU utilization, memory usage, and energy consumption.

• An integrated IDS architecture that combines flow-based machine learning detection with adaptive
response mechanisms, such as traffic steering and rate limiting, for edge-based IoT environments.

This study investigates the end-to-end design and deployment of a flow-based intrusion detection
pipeline optimized for real-time execution on resource-constrained edge hardware, bridging the gap between
offline model evaluation and practical edge deployment in IoT environments.

2 Preliminaries
This section presents the technical background required to understand the detection approach pro-

posed in this work. Rather than redefining general denial-of-service concepts, the focus is placed on the
Mirai-based DDoS attack model, the protocol-level characteristics of the generated traffic, and the system
assumptions relevant to intrusion detection in IoT environments.

2.1 Mirai-Based DDoS Attack Model
Mirai-based DDoS attacks are characterized by the coordinated behavior of a large number of com-

promised IoT devices acting as traffic sources under centralized control. Once infected, these devices
participate in attack campaigns by generating malicious traffic toward designated targets, often at relatively
low individual transmission rates that aggregate into high-impact distributed attacks.

From a network monitoring perspective, Mirai botnets exhibit heterogeneous traffic patterns because
they can launch multiple attack types across different network protocols and layers. The large scale of IoT
deployments, combined with the limited resources and homogeneous behavior of embedded devices, results
in traffic dynamics that are difficult to distinguish from legitimate activity without fine-grained analysis.

In this work, Mirai-based DDoS attacks are modeled as distributed traffic anomalies originating from
IoT devices and targeting network bandwidth, protocol state resources, or application-layer services. While
the IDS is primarily designed for Mirai-induced traffic, the underlying detection principles are applicable to
other DDoS attacks with comparable behavioral characteristics.

Fig. 1 illustrates a conceptual Mirai-based DDoS attack scenario in which multiple compromised IoT
devices generate coordinated malicious traffic toward a target system. This model highlights the importance
of early detection mechanisms deployed at the network edge.

Figure 1: Conceptual illustration of a Mirai-based DDoS attack leveraging compromised IoT devices.
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2.2 Network Protocols Exploited in DDoS Attacks
Mirai-based DDoS attacks exploit characteristics of network, transport, and application-layer pro-

tocols to maximize their impact. Understanding these protocol-level behaviors is essential for extracting
discriminative features used by the IDS.

2.3 GRE-Based Flooding Attacks
Generic Routing Encapsulation (GRE) is a tunneling protocol that encapsulates network-layer packets

within other protocols to establish virtual point-to-point links [16]. In DDoS scenarios, GRE can be abused
to generate large volumes of encapsulated traffic, bypassing certain filtering mechanisms and overwhelming
network-level resources.

2.4 HTTP Application-Layer DDoS Attacks
Hypertext Transfer Protocol (HTTP) operates at the application layer and is commonly targeted by

DDoS attacks that issue a high volume of seemingly legitimate requests. These attacks primarily exhaust
server-side processing resources rather than network bandwidth, making them difficult to mitigate using
traditional volumetric defenses [17].

2.5 DNS Infrastructure DDoS Attacks
The Domain Name System (DNS) is a critical component of the Internet, responsible for resolving

domain names to IP addresses. DDoS attacks targeting DNS infrastructure generate excessive query traffic,
disrupting name resolution services and indirectly affecting all dependent applications [18].

2.6 Volumetric UDP Flooding Attacks
User Datagram Protocol (UDP) is a connectionless transport-layer protocol with minimal overhead

and no built-in flow control. These properties enable high-throughput communication but also make UDP
susceptible to volumetric flooding attacks that saturate network bandwidth and processing resources [19].

2.7 TCP SYN and ACK Flood Attacks
Transmission Control Protocol (TCP) ensures reliable, ordered communication through connection

management. DDoS attacks exploit these mechanisms through:

• SYN Flood: A large number of connection initiation requests are sent without completing the
handshake, exhausting server-side connection resources [20].

• ACK Flood: High volumes of TCP ACK packets are transmitted to overload the target’s processing and
memory resources.

2.8 Jetson Orin Nano Platform
The Jetson Orin Nano is an embedded computing platform designed for edge artificial intelligence

applications, delivering up to 67 INT8 TOPS of AI performance, which enables real-time execution of
demanding deep learning workloads such as computer vision and robotics. It integrates a GPU based on
the NVIDIA Ampere architecture, featuring 1024 CUDA cores and 32 Tensor Cores, providing efficient
acceleration for AI inference, while a 6-core Arm Cortex-A78AE v8.2 64-bit CPU ensures robust general-
purpose and deterministic processing. The system is equipped with 8 GB of 128-bit LPDDR5 memory,
offering a high memory bandwidth of 102 GB/s, which is critical for data-intensive applications. Storage
flexibility is supported through an SD card slot and external NVMe devices, allowing scalable data handling.
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Additionally, its configurable power envelope ranging from 7 to 25 W enables deployment across a wide
range of embedded scenarios, balancing energy efficiency and computational performance in compact
edge systems.

Several studies on edge-based artificial intelligence and embedded systems have analyzed the per-
formance of resource-constrained platforms, highlighting key trade-offs between computational efficiency,
power consumption, and inference capability. Benchmarking analyses of single-board devices such as
NVIDIA Jetson Nano, Jetson TX2, and Raspberry Pi have shown that while low-cost platforms enable the
deployment of deep learning models, their performance is strongly influenced by hardware constraints,
including CPU, GPU, memory usage, and power consumption. In particular, the availability of GPU
acceleration has been identified as a critical factor for improving inference speed and enabling more complex
models in embedded environments. More recent comparative studies of edge AI platforms further demon-
strate that newer-generation devices significantly improve inference throughput and efficiency, achieving
higher processing rates and more stable thermal behavior under sustained workloads [21]. These findings
highlight the importance of selecting appropriate hardware to balance latency, energy consumption, and
computational performance in real-time applications. In this context, the NVIDIA Jetson Orin Nano builds
upon these advancements by offering increased processing capability while maintaining energy-efficient
operation, enabling faster flow classification and supporting more complex machine learning models for
scalable IoT intrusion detection deployments.

2.9 Evaluation Metrics
To evaluate the performance of the proposed network traffic classification model in distinguishing

between Benign and Malicious traffic, the following standard metrics are used:

Accuracy = TP + TN
TP + TN + FP + FN

(1)

Precision = TP
TP + FP

(2)

Recall (Detection Rate) = TP
TP + FN

(3)

F1-Score = 2 ⋅ (Precision ⋅ Recall)
Precision + Recall

(4)

where:

• TP (True Positives): Malicious network traffic correctly classified as malicious by the model.
• TN (True Negatives): Benign network traffic correctly classified as benign.
• FP (False Positives): Benign traffic incorrectly classified as malicious.
• FN (False Negatives): Malicious traffic incorrectly classified as benign.

In the context of network traffic classification, Recall (Detection Rate) is particularly important because
false negatives correspond to undetected attacks. Precision is also essential to minimize false alarms and
ensure reliable threat detection.

3 Related Work
In [22], a hybrid IDS for IoT networks is proposed that integrates Support Vector Machine (SVM)

and Genetic Algorithm (GA) for feature selection and parameter optimization. An experimental evaluation
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on a benchmark dataset demonstrates high detection accuracy with a low false-positive rate, including
effective identification of complex attack types. The results further show that the approach scales well while
maintaining acceptable latency and computational overhead in large-scale IoT deployments.

The study reported in [23] analyzes the evolution of the Mirai botnet over a six-year period (2016–2022),
focusing on its scanning behavior and exploitation of network device vulnerabilities. The analysis reveals that
Mirai’s signature remains active, with an increasing number of hijacked devices and TCP SYN packets over
time. It also identifies the primary targets, such as Telnet ports 23 and 2323, and highlights the emergence
of new variants affecting previously unused ports, providing insights into the botnet’s long-term adaptation
and growth.

A flow-based botnet detection approach based on a hybrid CNN-LSTM model is proposed in [24] to
capture both spatial and temporal patterns in network traffic. By combining convolutional neural networks
for spatial feature extraction with LSTM for temporal sequence learning, the method provides a more
comprehensive analysis of botnet behavior. The study further evaluates the approach against adversarial
attacks, demonstrating its robustness and effectiveness in accurately identifying malicious network traffic
across different datasets.

An intelligent IDS for IoT networks is developed in [25] using deep learning to address diverse security
and privacy challenges. The study evaluates multiple neural network models and an ensemble learning
approach on large-scale IoT data, showing that deep learning techniques can significantly improve the
detection of network intrusions and enhance overall IoT network security.

A review of intrusion detection in the Internet of Medical Things (IoMT) with a focus on Digital
Twins (DTs) is presented in [26]. The study highlights how DTs, by simulating device behavior and
network interactions, provide a proactive and adaptive platform for early threat detection in complex IoMT
environments. The review identifies current trends, challenges, and opportunities in integrating IDS and DT
technologies, emphasizing their potential to enhance scalability, improve detection accuracy, and mitigate
evolving security threats in healthcare networks.

A comprehensive review of Artificial Intelligence (AI) techniques for intrusion detection in Internet of
Things (IoT) ecosystems is presented in [27]. The work systematically reviews state-of-the-art methodologies,
including machine learning, deep learning, and anomaly detection algorithms, highlighting their effective-
ness in identifying and mitigating diverse cyber threats. It further examines the unique characteristics and
vulnerabilities of IoT environments that necessitate specialized IDS solutions, while evaluating the perfor-
mance, accuracy, and scalability of existing approaches. Additionally, the study discusses key implementation
challenges, such as resource constraints, device heterogeneity, and dynamic network topologies, and outlines
future research directions to enhance the resilience and security of IoT systems against evolving cyber threats.

A novel approach to enhance the adversarial robustness of deep neural networks (DNNs) in Internet
of Things (IoT) environments through self-supervised adversarial learning is proposed in [28]. The study
addresses key limitations of traditional adversarial training, particularly its dependence on labeled data
and its reduced effectiveness against unseen attacks. To overcome these challenges, the authors introduce
adversarial data augmentations in the latent space combined with contrastive learning techniques, along
with new loss functions designed to prevent representation collapse. Building on these contributions, the
paper presents an Adversarial Robust Learning (ARL) framework that enables label-free adversarial training
and produces more generalized and robust feature representations. Experimental results on benchmark
datasets demonstrate that the proposed method achieves competitive robustness against diverse adversarial
attacks while improving clean prediction accuracy, outperforming existing self-supervised adversarial
learning approaches.
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An online ensemble learning framework for anomaly detection in Internet of Things (IoT) systems is
proposed in [29], addressing the challenges of concept drift and data imbalance in dynamic environments.
The study introduces the Adaptive Exponentially Weighted Average Ensemble (AEWAE), a drift-aware
model composed of data preprocessing, base learner training, and online ensembling stages, integrating
multiple advanced online learning algorithms. To optimize its performance, key parameters are fine-tuned
using Particle Swarm Optimization (PSO). Experimental evaluations on several public datasets demonstrate
that the proposed approach effectively detects anomalies and adapts to evolving data distributions, outper-
forming baseline methods in terms of accuracy, F1 score, false alarm rate, and latency, making it suitable for
real-time IoT applications.

While the aforementioned works demonstrate significant advances in intrusion detection for IoT envi-
ronments, several limitations remain. Many approaches focus primarily on improving detection accuracy
through complex models such as deep learning or ensemble techniques, often assuming resource-rich or
centralized deployment settings. Other studies address adversarial robustness or adaptive learning, but do
not consider the constraints of real-time execution in edge devices. Additionally, limited attention has been
given to lightweight, low-power solutions capable of performing continuous traffic analysis and mitigation
directly at the network edge. These limitations highlight the need for efficient and deployable intrusion
detection mechanisms tailored to resource-constrained IoT environments.

The novelty of this work lies in the design of a low-power, real-time IDS based on a machine
learning model deployed on the NVIDIA Jetson Orin Nano, which is used as the edge computing platform
for real-time inference in IoT networks. By performing real-time network traffic filtering and analysis
directly at the edge, the proposed system enables early detection and mitigation of Mirai-based DDoS
attacks, reducing the exposure of IoT devices to large-scale compromise. This proactive approach helps
prevent common consequences of botnet propagation, such as service disruption, resource exhaustion, and
unauthorized participation in distributed attacks. Furthermore, the low-power edge-based design minimizes
communication overhead and latency, allowing timely defensive actions while preserving the operational
stability and longevity of IoT deployments.

4 Methodology
For the implementation of the detection system on the NVIDIA Jetson Orin Nano, three machine

learning models were considered: a multilayer perceptron (MLP), a linear support vector machine (SVM),
and LightGBM. These models were selected because they provide complementary learning capabilities
while maintaining relatively low computational requirements, making them suitable for deployment in
resource-constrained embedded environments.

The models were implemented and trained in Python using the Scikit-learn library, while Scapy was
employed for real-time packet capture and preprocessing. After training on a standard workstation, the
resulting models were serialized in pickle format and deployed on the NVIDIA Jetson Orin Nano for
real-time inference.

Rather than performing packet-level classification, the proposed system adopts a flow-based traffic anal-
ysis approach. Captured packets are aggregated into unidirectional flows according to source and destination
IP addresses, transport-layer ports, and protocol type. For each completed flow, or when a predefined timeout
is reached, a set of statistical and temporal features is extracted to characterize communication behavior
over time.
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Each feature vector is then processed by a pre-trained supervised classifier, which labels the flow as either
benign or malicious. This continuous process enables real-time detection of Mirai-based distributed denial-
of-service (DDoS) attacks while maintaining low computational overhead on the embedded platform. Fig. 2
presents an overview of the proposed detection pipeline.

Figure 2: Overview of the real-time flow-based intrusion detection pipeline deployed on the Jetson Orin Nano.

The proposed intrusion detection framework follows a two-stage workflow consisting of an offline
training phase and a real-time deployment phase. In the offline stage, the TII-SSRC-23 dataset is used to train
and evaluate the candidate models, and the best-performing model is selected together with its preprocessing
pipeline. In the deployment stage, the trained model is integrated into the NVIDIA Jetson Orin Nano for
real-time flow-based inference on live network traffic. The system continuously classifies flows and generates
alerts upon detection of malicious activity, ensuring consistency between development and deployment
while enabling efficient intrusion detection on a resource-constrained edge platform.

Fig. 3 illustrates the deployment scenario used to protect IoT devices from Mirai-based DDoS attacks.
Traffic directed toward the monitored device is analyzed by the Jetson Orin Nano, which operates as an inline
IDS. When malicious activity is detected, the system can generate alerts and trigger mitigation actions before
the attack disrupts the target device.

Figure 3: Mirai DDoS attack scenario and early mitigation using a Jetson Orin Nano–based intrusion detection system.

4.1 Mitigation
In addition to real-time intrusion detection, the proposed framework includes a design-level mitigation

component that operates on the output of the flow-based IDS. Once a network flow is identified as malicious,
the system defines a set of possible response actions intended to reduce the impact of the attack while
preserving the availability of legitimate services.

The mitigation process follows a decision-driven approach based on the confidence score provided by
the machine learning classifier, which determines the severity of the response. Low-confidence detections are
associated with lightweight mitigation actions, whereas high-confidence detections are mapped to stronger
response policies. This adaptive strategy is presented as a conceptual mechanism to handle classification
uncertainty and to minimize potential disruption to legitimate traffic.
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Traffic redirection using Generic Routing Encapsulation (GRE) tunnels is considered as a potential
mechanism for isolating suspicious flows by encapsulating and redirecting them to dedicated processing
endpoints for filtering or inspection.

Segment routing (SR) policies are also considered as a possible traffic engineering mechanism, where
flows could be directed toward different paths based on classifier outputs, allowing separation between
suspicious and legitimate traffic in a future deployment scenario.

An adaptive throttling mechanism with feedback control is also defined as part of the proposed
design, where rate limits could be dynamically adjusted based on classifier confidence and observed traffic
characteristics, with the aim of reducing attack impact while preserving legitimate traffic performance.

All mitigation operations are part of the proposed system design and are conceptually integrated with
the edge-based detection pipeline running on the NVIDIA Jetson Orin Nano. The framework therefore
represents a unified detection-and-response architecture intended for IoT security scenarios.

To ensure long-term adaptability, the framework supports periodic retraining using newly collected
flow data, as well as potential extensions based on online learning and federated learning approaches. These
mechanisms are intended to improve robustness against evolving attack patterns and to support distributed
IoT deployments while preserving data privacy.

To extend the framework to larger and more complex IoT environments, a distributed multi-edge
architecture is considered, where local nodes perform flow-based detection and a central coordinator aggre-
gates alerts and threat intelligence. This hierarchical design supports scalable monitoring and coordinated
response strategies across large-scale IoT deployments.

4.2 Threat Model and System Assumptions
The proposed intrusion detection system is designed for deployment in an edge-based IoT security

scenario, where the NVIDIA Jetson Orin Nano is placed at the network edge between the local IoT
environment and the upstream gateway. In this configuration, the device is able to observe all traffic
passing through this point and perform real-time analysis of network flows generated by IoT devices and
external sources.

The system operates under a flow-based observation model, where only network-level information is
used for detection. Packet payloads are not considered at any stage of the analysis, and the decision process
relies exclusively on flow-derived statistical, temporal, and transport-layer header information as defined in
the feature extraction stage.

Regarding the threat model, the attacker is assumed to operate as an external adversary controlling
compromised IoT devices within a Mirai-like botnet. The attacker’s objective is to generate attack traffic
targeting IoT services in the monitored network. The attacker is assumed to act in a black-box setting,
with no knowledge of the internal structure of the detection system, including model parameters, feature
representation, or deployment configuration.

Under these assumptions, the proposed IDS focuses on identifying malicious behavior based on
observable flow characteristics such as traffic volume, temporal patterns, and protocol-level interactions.

4.3 Feature Importance and Model Interpretability
To enhance the interpretability of the trained models and better understand which traffic attributes

contribute most to attack detection, an additional analysis was conducted based on both intrinsic feature
importance from the LightGBM model and SHAP (Shapley Additive Explanations). This was carried out
after model training as part of the evaluation of model behavior.
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For the LightGBM model, feature importance was derived from the total information gain accumulated
across all decision trees. This metric reflects how frequently and effectively each feature contributes to
reducing uncertainty during split decisions, resulting in a global ranking of feature relevance.

To complement this global view, SHAP values were used to quantify the marginal contribution of each
feature to individual predictions. SHAP is grounded in cooperative game theory, and the TreeExplainer
method was applied to efficiently compute values for the trained model using the validation dataset and the
final trained model. Global interpretability was assessed through mean absolute SHAP values, while local
interpretability was examined by analyzing SHAP value distributions at the instance level.

This analysis provides both global and local interpretability, enabling a clearer understanding of the
most influential flow-based features for Mirai-based DDoS detection and how variations in these features
affect individual classification outcomes.

5 Experiments
This section presents the experimental setup, including the dataset, preprocessing steps, and the

machine learning models employed for detecting Mirai-based DDoS attacks in IoT networks. The primary
objective of these experiments is to evaluate and compare the performance of three classifiers, MLP, SVM,
and LightGBM, in distinguishing between benign and malicious network flows, using a representative subset
of IoT traffic.

5.1 Dataset
The experiments are conducted using the TII-SSRC-23 dataset [30], a large-scale IoT network traffic

dataset containing benign and malicious flows generated under realistic Internet of Things scenarios. The
dataset includes traffic collected under multiple IoT communication patterns and diverse Distributed Denial-
of-Service (DDoS) attack conditions, making it suitable for evaluating intrusion detection systems in edge
environments. From the full dataset, a subset was selected focusing specifically on Mirai-based DDoS attack
traffic and corresponding benign IoT communication flows.

The original dataset contains millions of raw packet-level records, which are transformed into flow-
level representations prior to analysis. From these flow-level records, 10,000 samples were initially selected
to ensure a controlled and computationally feasible experimental setup. To construct a balanced dataset,
an equal number of benign and malicious flows were subsequently selected, resulting in a final dataset of
10,000 samples (5000 samples per class). This dataset is used for model training and evaluation. To avoid
data leakage, the Synthetic Minority Over-sampling Technique (SMOTE) is applied only to the training set
after the train-test split.

The class labels used for supervised learning were obtained directly from the annotations provided in the
dataset. Each flow record includes a Label attribute indicating whether the traffic is categorized as Benign or
Malicious, together with Traffic Type and Traffic Subtype attributes that provide a more detailed description
of the corresponding traffic scenario. During preprocessing, the Traffic Subtype attribute was used to select
the benign traffic categories and the Mirai-based DDoS attack variants considered in this study. The original
Label values were then mapped to a binary representation, where Benign was encoded as 0 and Malicious as
1. No manual labeling was performed. Label consistency was verified by confirming that all selected traffic
subtypes matched their corresponding annotations in the original dataset.

Benign traffic includes various legitimate network activities, such as audio streaming, background
services, text exchanges, and different types of video traffic. Table 1 summarizes the benign traffic subtypes
and their corresponding descriptions used for training and evaluation.
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Table 1: Benign traffic subtypes considered in the study.

Traffic Subtype Description
Audio Multimedia audio streaming traffic.

Background Network traffic from system services or background applications.
Text Low-bandwidth textual communication, e.g., messaging.

Video HTTP Video streaming over HTTP.
Video RTP Real-time video streaming via RTP.
Video UDP Video transmitted over raw UDP without higher-layer protocols.

Malicious traffic in the selected subset includes multiple Mirai-based DDoS attack types, namely UDP
flooding, TCP SYN flooding, TCP ACK flooding, GRE-based attacks, HTTP flooding, and DNS flooding
attacks, which collectively cover volumetric, protocol-level, and application-layer attack vectors.

Table 2 lists these attack subtypes.

Table 2: Mirai-based DDoS attack variants.

Attack Type Description
Mirai DDoS UDP High-rate UDP flooding attack.
Mirai DDoS ACK TCP ACK flooding to exhaust server resources.
Mirai DDoS SYN TCP SYN flooding targeting connection establishment.

Mirai DDoS GREIP GRE-over-IP flooding attack.
Mirai DDoS GREETH GRE-over-Ethernet flooding attack.

Mirai DDoS HTTP Application-layer HTTP DDoS.
Mirai DDoS DNS DNS flooding to disrupt name resolution.

5.2 Feature Extraction Process
Traffic flows are constructed using a flow-based aggregation mechanism implemented with Scapy, where

packets are grouped into unidirectional flows based on a shared 5-tuple: source IP address, destination IP
address, source port, destination port, and transport-layer protocol. A flow is considered complete either
after a timeout period or when no additional packets are observed within a predefined inactivity threshold.

For each flow, statistical and temporal features are extracted to characterize communication behavior.
These include packet-level statistics such as packet count, mean and variance of packet sizes, temporal
dynamics such as flow duration and inter-arrival time statistics, and protocol-level indicators such as
TCP flag counts (SYN, ACK, RST). This abstraction enables the system to capture behavioral patterns of
DDoS attacks at the flow level, rather than relying on individual packet-level anomalies, thereby improving
robustness in real-world IoT environments.

Because the proposed IDS relies exclusively on flow-level statistical, temporal, and protocol-header
features, it does not require access to packet payload contents. Consequently, the system remains appli-
cable when communications are protected using encryption protocols such as Transport Layer Security
(TLS), since metadata including packet-size statistics, timing-related information, transport-layer ports, and
protocol flags remain accessible without decrypting the traffic.
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5.3 Dataset Subset Selection
The subset of the TII-SSRC-23 dataset used in this study was selected to focus specifically on Mirai-

based DDoS attack scenarios, which are representative of real-world IoT botnet behavior. This selection
reduces dataset complexity while preserving the most relevant attack patterns required for effective
intrusion detection.

Furthermore, the use of a reduced and balanced dataset ensures computational feasibility for both
training and deployment on resource-constrained edge devices such as the NVIDIA Jetson Orin Nano. By
operating on flow-level representations and enforcing class balance during dataset construction, the dataset
enables efficient model learning while maintaining realism in terms of IoT network traffic behavior and
attack diversity.

To improve representativeness, the selected subset was constructed following a stratified sampling strat-
egy, ensuring coverage across different Mirai-based DDoS attack variants and benign IoT traffic categories
present in the TII-SSRC-23 dataset. This approach ensures that the reduced dataset retains the diversity of
traffic behaviors required for intrusion detection while enabling a computationally feasible experimental
setup for edge deployment.

This design choice follows standard practices in intrusion detection literature, where balanced and
reduced datasets are commonly used to mitigate computational constraints while preserving the discrimi-
native characteristics of network traffic. Although the full dataset is not used in its entirety, the inclusion of
multiple attack vectors ensures that the learned models capture representative patterns of both normal and
malicious IoT communications.

5.4 Machine Learning Models
The proposed intrusion detection system employs three complementary machine learning models: Mul-

tilayer Perceptron (MLP), Support Vector Machine (SVM) with linear kernel, and LightGBM. These models
were specifically selected to capture different perspectives on the classification problem while remaining
suitable for deployment on resource-constrained edge devices. The hyperparameter configurations used for
all models are summarized in Table 3.

Table 3: Hyperparameter settings of the evaluated machine learning models.

Model Hyperparameter Value

MLP

Hidden layers (50, 50)
Activation function ReLU

Optimizer Adam
Learning rate 0.001
Max iterations 500

SVM

Kernel Linear
C 1.0

Probability estimates True
Tolerance 0.001

(Continued)
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Table 3 (continued)

Model Hyperparameter Value

LightGBM

Objective Binary
Metric binary_logloss

Number of estimators 100
Learning rate 0.1

Max depth −1
Number of leaves 31

Minimum data in leaf 20

The MLP provides the ability to model complex nonlinear relationships in network traffic, allowing
the system to detect subtle patterns associated with Mirai-based DDoS attacks. In contrast, the SVM with
linear kernel offers a simple, interpretable approach with low computational overhead, ensuring efficient real-
time inference on embedded platforms. Finally, LightGBM, a gradient boosting framework, combines high
predictive accuracy with fast training and inference, and can handle large volumes of flow-based network
features while remaining lightweight enough for low-power devices such as the Jetson Orin Nano.

By incorporating these three distinct approaches, neural networks, SVM with linear kernel, and tree-
based boosting, the system achieves a balance between expressiveness, efficiency, and interpretability. This
diversity allows for robust detection of malicious traffic while ensuring practical feasibility for real-time edge
deployment. The following subsections describe each model in detail, including theoretical foundations,
implementation choices, and experimental performance results.

To further evaluate the robustness and generalization capability of the proposed models, stratified 5-fold
cross-validation was performed on the balanced dataset. Stratification ensured that each fold preserved the
benign-to-malicious traffic ratio during training and validation. The results indicate consistent performance
across folds for all evaluated models, with low variation in accuracy and F1-score. In particular, the LightGBM
classifier consistently achieved the highest performance across all folds, supporting the stability of the model
and reducing the likelihood that the reported results are due to overfitting or a favorable train-test split.

5.4.1 Multilayer Perceptron (MLP)
The Multilayer Perceptron is a feedforward neural network capable of approximating complex nonlinear

mappings between input features and target labels. It consists of multiple layers of interconnected neurons,
where each neuron applies a nonlinear activation to a weighted sum of its inputs. This structure allows MLPs
to capture intricate relationships in high-dimensional data, making them suitable for traffic classification
where patterns may be subtle or distributed across features.

For layer l , the transformation is given by:

h(l) = ϕ (W(l)h(l−1) + b(l)) , (5)

where W(l) and b(l) are the weights and biases, and ϕ(⋅) is a nonlinear activation function such as ReLU or
sigmoid. The network is trained using cross-entropy loss and optimized with the Adam algorithm, including
regularization to reduce overfitting.

In this study, the MLP architecture comprises two hidden layers with 50 neurons each. It was trained
for 500 iterations with a fixed random seed to ensure reproducibility. Table 4 summarizes the classification
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results, demonstrating high precision and good overall accuracy, although slightly lower recall indicates some
malicious flows were missed.

Table 4: MLP performance metrics.

Metric Value
Accuracy 0.92
Precision 1.00

Recall 0.92
F1-score 0.96

AUC 0.96

The confusion matrix and ROC curve for the MLP show that while the model correctly classifies
most benign and malicious flows, a small number of malicious flows are misclassified as benign (1989 false
negatives), leading to a slightly reduced recall (see Fig. 4). The ROC AUC of 0.96 indicates strong overall
discrimination between classes.

Figure 4: MLP classifier evaluation: (a) ROC curve, (b) confusion matrix.

For the MLP model, a set of candidate architectures was explored by varying both the depth and width
of the network, including different combinations of hidden layer sizes. The final configuration, consisting
of two hidden layers with 50 neurons each, was selected based on its ability to achieve stable convergence
and strong generalization without incurring excessive computational cost. The hidden layers employ the
ReLU activation function, which improves gradient propagation and accelerates convergence compared
to saturating nonlinearities. The model was trained using the Adam optimizer, which provides adaptive
learning rate adjustment through first- and second-order moment estimates, contributing to efficient and
stable optimization. Early stopping was enabled with a validation fraction of 0.1 to monitor generalization
performance and prevent overfitting, halting training when no improvement was observed on the validation
set. The maximum number of iterations was set to 500, which was empirically sufficient for convergence
across multiple runs. This configuration ensures an appropriate balance between representational capacity
and training efficiency, allowing the model to capture nonlinear relationships in the data while maintaining
robustness and reproducibility.
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5.4.2 Support Vector Machine (SVM)
The Support Vector Machine (SVM) with a linear kernel is a discriminative classifier that seeks an

optimal hyperplane separating benign and malicious flows with maximum margin. This margin maximiza-
tion promotes robust generalization to unseen data, while the use of a linear kernel yields a simple and
interpretable decision boundary, remaining computationally efficient and well suited for edge deployment.

Given training samples {(xi , yi)} with yi ∈ {0, 1}, mapped to y′i = 2yi − 1, the optimization problem is
formulated as:

min
w,b

1
2
∥w∥2

s.t. y′i(w⊺xi + b) ≥ 1, ∀i
(6)

To handle non-linearly separable data, a soft-margin formulation with slack variables and regularization
parameter C is employed, allowing controlled misclassification while preserving margin maximiza-
tion. Table 5 summarizes the experimental results obtained using the SVM with a linear kernel.

Table 5: SVM with linear kernel performance metrics.

Metric Value
Accuracy 0.95
Precision 1.00

Recall 0.95
F1-score 0.97

AUC 0.93

The confusion matrix and ROC curve reveal that the SVM with a linear kernel correctly identifies most
flows but misclassifies a higher number of malicious flows as benign (1180 false negatives), reducing recall
compared to LightGBM (see Fig. 5). The ROC AUC of 0.93 indicates good discrimination capability, although
it remains lower than that achieved by the MLP and LightGBM models.

Figure 5: SVM with linear kernel classifier evaluation: (a) ROC curve, (b) confusion matrix.

For the SVM model, multiple kernel functions were systematically evaluated, including linear, radial
basis function (RBF), polynomial, and sigmoid kernels, to assess the impact of nonlinear mappings on
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the separability of the feature space. The experimental results showed that the linear kernel consistently
achieved the best performance in terms of both classification metrics and computational efficiency. This
suggests that the extracted flow-based features provide a sufficiently discriminative representation, enabling
effective separation without requiring higher-dimensional transformations. The regularization parameter C
was maintained at its default value to balance margin maximization and misclassification tolerance without
introducing additional tuning complexity. Feature scaling was applied prior to training using standard
normalization, which is critical for SVM stability and ensures that all features contribute proportionally to the
optimization process. Probability estimates were enabled to allow consistent evaluation using ROC curves
and AUC metrics. This configuration was selected as it minimizes computational overhead while preserving
strong generalization capability, making it particularly suitable for real-time edge deployment.

5.4.3 LightGBM
LightGBM is a gradient boosting framework that iteratively builds an ensemble of decision trees to

minimize prediction errors. By fitting each new tree to the negative gradient of the loss function, the model
progressively improves its accuracy while remaining computationally efficient. LightGBM further optimizes
performance using leaf-wise tree growth, histogram-based feature discretization, Gradient-based One-Side
Sampling (GOSS), and Exclusive Feature Bundling (EFB).

The update at iteration m for sample i is defined as:

ŷ(m)i = ŷ(m−1)
i + ηhm(xi), (7)

where hm is the m-th weak learner and η is the learning rate, with residuals computed as:

g(m)i = − ∂L(yi , ŷi)
∂ŷi

∣ ŷ i= ŷ(m−1)
i

. (8)

Table 6 presents the experimental results.

Table 6: LightGBM performance metrics.

Metric Value
Accuracy 0.99
Precision 1.00

Recall 0.99
F1-score 1.00

AUC 1.00

The confusion matrix and ROC curve for LightGBM show near-perfect performance (see Fig. 6).
Only 209 malicious flows were misclassified as benign, and the ROC AUC is 1.0, indicating excellent
discrimination between benign and malicious traffic.
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Figure 6: LightGBM classifier evaluation: (a) ROC curve, (b) confusion matrix.

For the LightGBM model, a standard configuration was adopted with the binary classification objective
and logloss evaluation metric, together with a fixed random state to ensure full reproducibility. Default
hyperparameters were initially retained, including the learning rate, number of boosting iterations, max-
imum tree depth, and number of leaves, as preliminary experiments showed that LightGBM achieves
near-optimal performance on the considered dataset without requiring extensive hyperparameter tuning.
This behavior is consistent with the efficiency of histogram-based gradient boosting and leaf-wise tree
growth, which enable the model to capture complex nonlinear feature interactions with relatively low
computational cost. In addition, LightGBM inherently incorporates regularization mechanisms such as
shrinkage, feature subsampling, and leaf-wise constraints, which help control model complexity and mitigate
overfitting even under default settings. Avoiding aggressive hyperparameter optimization also aligns with
the objective of maintaining a lightweight and reproducible solution suitable for edge deployment, where
model stability and low computational overhead are critical. The selected configuration therefore provides an
effective balance between predictive performance, training efficiency, and deployment feasibility in real-time
intrusion detection scenarios.

The experimental results illustrate clear differences in the capabilities of the three models. MLP offers
flexibility in modeling complex nonlinear patterns but suffers from higher false negatives, affecting recall.
Linear SVM provides a lightweight and interpretable approach with better recall than MLP, though still
misclassifying a notable number of malicious flows. LightGBM outperforms both, combining high accuracy,
near-perfect recall, and low computational overhead, making it particularly suitable for real-time edge
deployment in IoT networks. These observations highlight that while different classifiers have unique
strengths, gradient boosting with LightGBM provides the most balanced and reliable solution for flow-based
Mirai DDoS detection.

5.5 Reproducibility
Model training and development were performed using Python 3.12.3 within Jupyter Notebook 7.2.2 on

a Windows 11 workstation equipped with 32 GB of RAM, an Intel i7 processor, and Intel UHD Graphics 620
with 128 MB of dedicated VRAM. Deployment and inference were carried out on an NVIDIA Jetson Orin
Nano embedded edge platform.

The implementation relies on widely used open-source libraries, whose exact versions are reported to
ensure full reproducibility: Scikit-learn 1.5.1, LightGBM 4.6.0, Imbalanced-learn 0.12.3, Matplotlib 3.9.2, and
Scapy 2.7.0.
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A fixed random seed of 42 was used throughout all preprocessing and training stages, including dataset
splitting, stratified sampling, SMOTE oversampling, random undersampling, and model initialization, to
ensure deterministic and repeatable results. The dataset was divided into training and testing subsets using
a stratified 70%/30% split, preserving the class distribution in both sets. Additionally, stratified 5-fold cross-
validation was applied to evaluate model stability and generalization performance.

After training, the final model was serialized in pickle format and deployed on the NVIDIA Jetson Orin
Nano edge device for real-time inference. The deployment platform features a 6-core ARM CPU and 8 GB
of LPDDR5 memory, operating under a low-power configuration. All inference experiments were executed
in CPU-only mode to reflect realistic edge constraints without GPU acceleration.

5.6 Real-Time Flow-Based IDS
The performance of the proposed intrusion detection system was evaluated using the experimental

dataset, comparing three machine learning models: MLP, Linear SVM, and LightGBM. Table 7 presents
the evaluation metrics, including accuracy, precision, recall, F1-score, and AUC. Among the models tested,
LightGBM achieves the highest performance, with an accuracy of 0.99, perfect precision of 1.00, a recall of
0.99, an F1-score of 1.00, and an AUC of 1.00. Linear SVM and MLP also achieve perfect precision, but their
lower recall and F1-scores indicate that some malicious flows may not be detected, highlighting the advantage
of LightGBM in reliably identifying both benign and malicious traffic.

Table 7: Performance metrics of evaluated machine learning models.

Model Accuracy Precision Recall F1-score AUC
LightGBM 0.99 1.00 0.99 1.00 1.00

SVM 0.95 1.00 0.95 0.97 0.93
MLP 0.92 1.00 0.92 0.96 0.96

In addition to the proposed LightGBM model, two baseline classifiers were included for comparison:
a Multilayer Perceptron (MLP) and a linear Support Vector Machine (SVM). These baselines were selected
to represent both neural network-based and linear discriminative approaches, enabling a comprehensive
evaluation of the proposed method against widely used machine learning techniques in intrusion detection.

The deployment viability of the proposed intrusion detection approach was examined by implementing
the LightGBM classifier on the NVIDIA Jetson Orin Nano and evaluating its behavior under real-time
traffic monitoring conditions. The assessment focused on practical execution aspects relevant to edge-based
operation, including flow processing capacity, inference delay, processor load, memory usage, and energy
consumption. The evaluation was conducted using the Python and Scapy-based implementation described
earlier, with all classification tasks executed on the CPU to emulate realistic embedded deployment con-
straints.

The overall operation of the proposed intrusion detection system is formally described in Algorithm 1.
The algorithm outlines the logical sequence executed during real-time operation, beginning with continuous
packet capture via Scapy, followed by aggregation into unidirectional flows representing traffic directed
toward the monitored device. For each completed or timed-out flow, representative statistical and temporal
features are extracted and organized into a feature vector, which is then normalized and evaluated by a pre-
trained supervised classifier. Based on this evaluation, each flow is labeled as benign or malicious, enabling
prompt alert generation in the presence of Mirai-based DDoS activity while maintaining low latency and
computational overhead on the embedded platform.
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Algorithm 1: Real-time flow-based DDoS detection using LightGBM
Require: Incoming network traffic stream
Ensure: Flow label ∈ {Benign, DDoS} and alert status

1: Define flow timeout τ f = 60 s
2: Define decision threshold θ = 0.85
3: Load pre-trained LightGBM classifier
4: Continuously capture packets from the network
5: for all flow f such that f completes or inactivity exceeds τ f do
6: Aggregate packets into flow f
7: Extract statistical and temporal features immediately after flow termination
8: Construct feature vector x f
9: Normalize x f
10: Evaluate x f using the trained classifier to obtain class probability vector p
11: Let pDDoS be the probability associated with the DDoS class
12: Determine predicted label ŷ ← arg max(p)
13: if ŷ = DDoS and pDDoS ≥ θ then
14: Generate high-confidence alert
15: Flag flow for mitigation
16: else if ŷ = DDoS and pDDoS < θ then
17: Generate low-confidence warning alert
18: else
19: Label flow as benign
20: end if
21: end for
22: return Real-time classification results and generated alerts

To explicitly validate the lightweight characteristics of the proposed intrusion detection system, a
quantitative analysis of computational efficiency and resource utilization is conducted. In this work, a
model is considered lightweight if it satisfies key constraints in terms of computational complexity, memory
footprint, inference latency, and energy consumption, enabling real-time execution on resource-constrained
edge devices.

The proposed system was deployed and evaluated on the NVIDIA Jetson Orin Nano, and several
runtime performance metrics were collected during continuous operation. The system maintains an average
CPU utilization of around 15%. Memory consumption remains stable at approximately 200 MB, and the
average power consumption of 7 W, which is consistent with the low-power design profile of the Jetson
Orin Nano platform. The average inference latency is approximately 0.80 ms per 1000 flows, measured
after flow aggregation and feature extraction. A comparison with real-time intrusion detection systems
from the literature further contextualizes the performance of the proposed approach. Reported inference
latencies for machine learning-based IDS models on edge platforms typically fall within the sub-millisecond
range per 1000 flows, depending on model complexity and hardware configuration [31]. These observations
indicate that the proposed system operates within a similar latency range while maintaining efficient resource
utilization on an embedded edge platform.

These results indicate that the system operates efficiently within the limited computational and energy
budgets typical of embedded edge environments. In particular, the relatively low CPU utilization and
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moderate memory footprint demonstrate that the model does not impose significant resource demands on
the device.

From a model perspective, the selected LightGBM classifier contributes significantly to the lightweight
design. Unlike deep neural network-based intrusion detection systems, which typically involve millions
of parameters and require GPU acceleration, the LightGBM model relies on an ensemble of shallow
decision trees, where inference consists of a sequence of simple threshold comparisons. This results in low
computational complexity and fast execution.

Furthermore, compared to the MLP and SVM models evaluated in this study, LightGBM provides a
more favorable trade-off between detection performance and computational cost, achieving near-perfect
classification results while maintaining efficient runtime behavior.

The combination of low resource utilization, energy efficiency, and real-time processing capability
indicates that the proposed framework meets the requirements of a lightweight intrusion detection system
suitable for deployment in IoT edge environments. In contrast to deep learning-based intrusion detection
systems, which typically involve millions of parameters and require significantly higher memory and
computational resources, often relying on GPU acceleration, the proposed approach remains suitable for
constrained edge scenarios where efficiency is critical.

6 Results and Discussion
The superior performance of LightGBM can be attributed to its gradient boosting framework and opti-

mized tree construction strategies, which allow it to efficiently learn complex patterns in high-dimensional
traffic data. Its ensemble of weak learners effectively captures both volumetric and temporal characteristics of
network flows, enabling strong discrimination capability between benign and malicious traffic. In contrast,
Linear SVM, while maintaining high precision, exhibits lower recall and AUC values, indicating a reduced
ability to capture all attack patterns. The MLP shows comparatively lower performance, likely due to
sensitivity to hyperparameter tuning and the computational complexity of training neural networks on the
available dataset.

It is important to contextualize these results with respect to the characteristics of the experimental
setup. In particular, the use of a balanced dataset during training and evaluation may influence the learning
dynamics by reducing the effects of class imbalance, which is commonly observed in real-world network
traffic scenarios. This can result in more stable classification metrics across all evaluated models under the
experimental conditions.

To provide additional insight into the design choices of the proposed system, a controlled ablation-style
analysis was conducted during the development phase to assess the impact of feature representation and flow
construction strategy on model performance. The results indicate that the use of flow-based statistical and
temporal features is essential for achieving stable classification performance, as configurations that removed
or reduced temporal aggregation information consistently led to a noticeable degradation in discrimination
capability between benign and malicious traffic. Similarly, different flow construction settings, particularly
variations in timeout and aggregation window size, were observed to affect the trade-off between temporal
resolution and robustness. Shorter windows limited the ability to capture meaningful traffic dynamics,
while excessively large windows introduced aggregation noise and reduced responsiveness. The selected
configuration was therefore chosen based on its consistent behaviour across preliminary evaluations,
providing a balanced compromise between detection stability and responsiveness in real-time scenarios.
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In addition, the characteristics of the considered attack traffic may also contribute to the observed
performance. Since the dataset focuses on Mirai-based DDoS attacks, the generated traffic exhibits consis-
tent flow-level behavior, which can facilitate the separability between benign and malicious classes when
using statistical and temporal features. This behavior may be particularly beneficial for models capable
of capturing nonlinear relationships, such as ensemble-based methods including LightGBM, under the
evaluated conditions.

This flow-based design also introduces an inherent trade-off between flow completion and early
detection, which is a fundamental aspect of real-time intrusion detection systems operating at the flow level.

Furthermore, the performance of LightGBM can also be associated with the separability of the extracted
feature space. The flow-level statistical and temporal features provide a representation in which benign
and malicious traffic exhibit distinguishable patterns under the evaluated experimental conditions. This
characteristic supports the effectiveness of classifiers capable of learning nonlinear decision boundaries, such
as gradient boosting models.

In addition to classification performance, computational efficiency is a critical factor for real-time
deployment in resource-constrained edge environments. LightGBM demonstrates a favorable balance of
high accuracy and low computational overhead, requiring less memory and shorter inference times than
neural networks such as the MLP. Linear SVM is lightweight and interpretable, but its lower recall may
limit detection reliability in operational scenarios. Deploying LightGBM on the NVIDIA Jetson Orin Nano
enables continuous monitoring of network flows, allowing timely detection and mitigation of Mirai-based
DDoS attacks before they impact IoT devices. This edge-based deployment ensures low latency, reduced
communication overhead, and preservation of device availability, which are essential for maintaining service
continuity in IoT networks.

The results confirm that flow-based feature extraction combined with a robust and computationally
efficient machine learning model provides an effective solution for real-time intrusion detection in IoT
environments. LightGBM achieves high detection performance, minimizing both false positives and false
negatives, while also meeting the practical constraints of embedded deployment. While neural networks offer
flexibility for complex modeling and Linear SVMs provide interpretability and efficiency, the combination
of high detection performance, computational efficiency, and edge deployment capability makes LightGBM
particularly suitable for protecting IoT devices against distributed Mirai-based DDoS attacks.

Although the dataset subset used in this study is representative and widely adopted in related research,
its controlled nature may influence the distribution of traffic patterns observed during training and evalua-
tion. This should be considered when interpreting the generalization capability of the proposed approach in
real-world IoT environments, where traffic distributions and attack behaviors can be more heterogeneous.

These considerations provide context for interpreting the reported results and delineate the scope of
applicability of the proposed approach in practical IoT environments.

A benchmarking study [32] on machine learning-based intrusion detection systems for IoT edge
devices highlights that performance reported in controlled or simulation-based environments does not
always translate directly to real-world deployment conditions. The study emphasizes that computational
constraints of edge hardware significantly affect the feasibility of ML-based IDS solutions, making evaluation
on real devices an essential requirement for obtaining reliable and reproducible results. In addition, it
reports an inherent trade-off between detection performance and resource efficiency, where high-performing
models may incur increased latency, energy consumption, or reduced scalability when deployed on resource-
constrained platforms.
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In this context, the proposed system directly addresses these challenges by evaluating performance on
the NVIDIA Jetson Orin Nano under realistic edge computing conditions. The LightGBM-based model
achieves strong classification performance while maintaining low computational overhead in terms of CPU
utilization, memory consumption, and power usage, demonstrating a practical balance between detection
capability and deployment efficiency in embedded IoT environments.

7 Conclusions
This work presents a flow-based intrusion detection system designed for real-time deployment on

the NVIDIA Jetson Orin Nano to protect IoT networks against Mirai-based DDoS attacks. By combining
lightweight and high-performance machine learning techniques with edge-based execution, the proposed
solution enables timely detection of malicious traffic while maintaining low computational overhead and
preserving the availability of constrained IoT devices.

Experimental results show that, among the evaluated classifiers, the gradient boosting approach achieves
the best overall detection performance, reaching near-perfect accuracy, precision, recall, F1-score, and AUC.
These results confirm its effectiveness in discriminating between benign and malicious network flows while
satisfying the strict latency and resource constraints imposed by embedded edge platforms. Furthermore,
the adoption of flow-based feature extraction allows the system to capture both volumetric and temporal
traffic characteristics, improving robustness against diverse Mirai-driven DDoS attack patterns.

From a practical deployment perspective, implementing the intrusion detection system directly at the
network edge enables real-time monitoring and mitigation with reduced communication overhead and faster
response times compared to centralized approaches. This is particularly relevant for IoT infrastructures,
where latency, bandwidth efficiency, and scalability are critical. The integration of detection and mitigation
mechanisms within the same edge device further supports autonomous operation and facilitates deploy-
ment in distributed and resource-constrained environments, demonstrating the feasibility of the proposed
approach in realistic scenarios.

While the experimental setup focuses on Mirai-based DDoS traffic and a representative subset of
IoT network data, the underlying flow-based design and lightweight modeling approach provide a flexible
foundation that can be extended to a broader range of attack patterns and deployment conditions. The use
of flow-level features enables efficient processing and scalability, although incorporating additional traffic
representations may further enhance detection capabilities in more complex scenarios.

Future work will build upon these results by exploring more adaptive and collaborative detection
strategies. In particular, federated learning approaches will be investigated to enable distributed model
training across multiple edge devices while preserving data privacy. Enhancing adversarial robustness will
also be considered to improve resilience against evolving evasion techniques. Additionally, multi-edge
collaborative detection architectures will be studied to support coordinated threat intelligence sharing and
scalable protection across large-scale IoT environments. These directions aim to further strengthen the
applicability, robustness, and scalability of edge-based intrusion detection systems.
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