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ABSTRACT: We perform a cross-layer penetration testing on one of the most popular Wi-Fi smart locks (Tuya 902V).
The methodology combines wireless traffic analysis using an Alfa AWUS036AXML adapter, forced re-association via
deauthentication to make Wi-Fi Protected Access 2 (WPA2) 4-way Extensible Authentication Protocol over LAN
(EAPOL) handshake visible with Airodump/Aireplay, offline dictionary attack with Aircrack-ng, Android app reverse
engineering using Apktool, Jadx, and MobSF; denial-of-service experiment (DoS) executed by hping3; Near-Field
Communications (NFC)/Radio-Frequency Identification (RFID) key-clone attempt by Flipper Zero. Handshake is
empirically captured but no Wi-Fi passphrase found under 14M dictionary entries; DoS test breaks cloud notification
and remote control features; MObsF-assisted analysis shows dangerous permissions, many exported components,
sensitive data being logged and hardcoded strings even though communication between app and lock is encrypted;
Registered MIFARE Classic 1K credential fully read (including both A/B keys) however not able to emulate because
of Flipper Unique Identifier (UID)/emulation limitations. This work tackles the issue of having no systematic or
experimental method for discovering vulnerabilities in smart lock systems across several layers. We need to investigate
how various attacks, for instance, via wireless, reverse-engineering applications, through Denial of Service, or cloning
of credentials, could impact the overall security of commercially available products. We summarize the mitigations
and check their relevance: enable Protected Management Frames (802.11 w) and move to Wi-Fi Protected Access
3—Simultaneous Authentication of Equals (WPA3-SAE) to reduce de-auth/handshake usefulness, enforce strong
Pre-Shared Keys (PSKs), use TLS with cert pinning, rate-limit and make device APIs fault-tolerant, enforce signed/anti-
rollback firmware updates, and replace static RFID tokens with Data Encryption Standard Fast Innovative Reliable and
Secure (DESFire)/rolling-code credentials. The results show real attack surfaces across the network and application
layers and provide actionable hardening guidance for smart-lock vendors and operators.

KEYWORDS: Android app reversing; ethical hacking; Internet of Things (IoT); penetration testing; smart-lock
security; threat modeling; Wi-Fi security

1 Introduction
The modern smart locks are technologically based (mobile applications, remotes, cards, biometrics,

codes) to allow convenient access and further improve security with such features as event logs and scheduled
entry. They are also vulnerable to their wireless functioning: eavesdropping or hacking into the system of the
lock is a frequent threat [1], and physical interference (locks are frequently left unlocked) or human mistakes
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(leaving to lock out) may undermine security. Strong encryption, hardened hardware, and safe operation
training of the users are mitigation measures.

A well-liked multi-factor smart lock (fingerprint, keypad, RFID card, mobile-app, mechanical key) that
is designed to mount on an existing door without the need to replace the primary mechanism is the Tuya
902 V. It has built-in encryption, access logs, emergency USB power, and expansive environmental tolerance,
thus a convenient option in smart home and small business.

Recent research points out multi-layer IoT threats. Gentile et al. [2] compare the security of IoT overlay
networks, and Modesti et al. [3] claim that penetration testing should be conducted on all layers of the IoT
systems. Zhukabayeva et al. [4] suggest that machine learning should be used alongside IoT penetration
testing, and Tleuberdin et al. [5] assess the wireless IoT attacks in real systems. Ye et al. [6] discovered that
there were practical attacks on a commercial smart lock (key leakage, account compromise, DoS (denial-
of-service)) because of inadequate cryptography and application design. The smart-home devices and smart
locks (Bluetooth Low Energy (BLE)/Wi-Fi/biometric systems) against implementation vulnerabilities are
reviewed by Celestine [7]. A combination of these works suggests that smart locks must be thoroughly tested
on a device, network, and application level.

We are providing a cross-layer penetration testing approach to a commercial smart lock (Tuya 902V).
The wireless channels, mobile firmware, DoS resilience, and credential cloning are experimentally tested.
This bridges a gap in real-life smart-lock security tests. The aim will be a systematic security evaluation and
realistic guidelines for the IoT access-control systems.

The rest of the paper is organized as follows. Section 2 is a survey on the related literature on smart
lock security, IoT penetration testing, and cross-layer vulnerability assessment methodologies. Section 3
has the technical background on the IoT-based smart lock systems, such as the architectural layers, Wi-Fi
communication mechanisms, WPA2 security model, and the common threat vectors. Section 4 introduces
the suggested penetration testing framework in reference to the PTES (Penetration Testing Performance
Standard) methodology and explains the target device, experiment setting, and attack models. Section 5
describes in detail the implemented attack scenarios and experimental results, including changing the
operation of Android applications, Wi-Fi handshake interception, denial of service testing, and RFID/NFC
cloning attempts. Section 6 discusses the experimental results, and finally, Section 7 concludes the paper with
a summary of key importance and contributions.

2 Related Works
Smart locks are a significant type of IoT tools that are utilized in contemporary access control systems.

The technologies that enable access to doors by these devices include encrypted keypads, Bluetooth,
smartphones, and Wi-Fi bridges. Besides the usual locking capabilities, smart locks also use remote user
management and access notifications. This paper is devoted to the smart locks that do not require any
modification of the door structure and do not interfere with the original mechanical system.

In the past, the security issues of wireless networks and IoT environments have been emphasized as
problematic. An investigative paper published in 2020 revealed that an attack on deauthentication to Wi-Fi
devices can create conditions of DoS [8]. The study conducted in [9] found the existence of significant
threats to IoT devices that are used within the IEEE 802.11ah wireless networks, such as vulnerabilities in
the reinstatement of session keys that can allow the decryption of packets and replay attacks in WPA2 PSK-
CCMP. Johnson later discovered that there are more architectural and implementation vulnerabilities in
multiple versions of the WPA protocols that can be exploited by attackers to gain access to confidential data by
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interacting with the user [10]. Moreover, publicly accessible tools like Wi-Fi Exploitation Framework (WEF),
Airgeddon, and Wifiphisher automate the WPA2 network attacks.

In the smart home setting, Allen et al. [11] demonstrated that smart home security systems are prone
to network intrusion attacks even with defence mechanisms in place. This shows the necessity to consider
smart locks as a part of a larger smart home system instead of individual gadgets. Kassem et al. [12] came
up with a smart lock system that used Wi-Fi, and the need to have robust authentication and encryption
methods to avoid cases of unauthorized access.

Smart locks are also controlled using mobile applications, which are also a source of security risks.
The study in [13] indicated that any lack of encryption between the mobile application and the smart
lock will allow hackers to intercept commands, and AES encryption has a significant amount of security
enhancements. The analysis of Android applications of IoT security devices on a large scale found general
vulnerabilities of insecure credential storage, absence of certificate validation, and undefended application
components [14]. In the same manner, Sonamoni et al. [15] have designed an IoT system that consists of a
remote door locking system with mobile integration, but the security analysis was minimal.

Other works were on system-level and firmware security. In [16], smart lock firmware de-embedding
was not successful, which suggests high protection. The Verisure smart lock was tested in terms of vulner-
ability testing and was proven to offer an adequate degree of cyberattack protection [17]. Evidence of IoT
home security systems IoT forensic analysis indicated the possibility of having important digital evidence
recorded on mobile applications, such as user interactions and network communications [18]. Lastly, Ref. [19]
research underlines that weak authentication, insecure firmware, and inadequate update mechanisms are a
few primary IoT security issues, which explains why extensive security practices should be implemented.

3 Smart Lock Cyber Security Background
The section further discusses why securing the Internet of Things is critical and what factors make it

particularly challenging. Possible attack vectors-who the potential attackers are and what mechanisms exist
to protect against such threats.

Most approaches break down the system into its components and analyze their interactions to map out
the attack surface. Due to the nature of applications and heterogeneity in the IoT landscape, researchers and
developers could not agree on a unified architecture to describe IoT devices [20]. This paper presents an
approach based on three-layer models: physical, network, and application layers [21]. The attack vectors at
each of these layers differ significantly. Therefore, this model is very useful for conducting penetration testing
research [22–24].

3.1 Wi-Fi Connection
Wi-Fi refers to a wireless communication technology that is anchored on the IEEE 802.11 standard that

allows connecting devices to a local area network. The gadgets that have wireless network interfaces connect
to access points via radio channels. Each network is named by a Service Set Identifier (SSID), which becomes
visible to the users upon connection. In practice, the notions of SSID and ESSID are used interchangeably to
mean network name, whilst the Basic Service Set Identifier (BSSID) is the unique MAC address of the access
point (AP) [25]. Most IoT devices use the available Wi-Fi system to contact cloud-based services or other
devices in a smart home network [26,27].
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3.2 WPA2 Protocol
Wi-Fi supports connections through different generations of encryption protocols. The most recent and

secure protocol is WPA version 3 [28]. However, many systems still run on WPA2 with its known vulnerabil-
ities [29]. This protocol made support based on the IEEE 802.11n standard compulsory in 2004 [30]. WPA2
has two modes: Enterprise and Personal (PSK) modes. In WPA2-Personal, a common password is employed
in order to verify devices and secure network traffic with the CCMP protocol using AES encryption. The
authentication procedure is based on a four-way handshake of EAPOL between the client and the access
point, whereby keys to secure communications are established. Though there are newer protocols available,
research indicates that the majority of wireless networks continue to use WPA2, and hence, it should be
considered as a critical area of security analysis [31].

3.3 Deauthentication Frames
A deauthentication frame is a type of control frame that is used to inform a station about the need

to disconnect from the network. Under standard conditions, the client, having received such a frame,
automatically initiates a reconnection, starting the authentication process anew. However, if such frames are
repeatedly sent from the access point, the client may not be able to reconnect. This poses a serious threat, since
in the IEEE 802.11i protocol underlying WPA2, control frames, including deauthentication frames, are not
encrypted and authenticated. They are transmitted in unencrypted form, which allows an attacker to easily
generate a fake frame, simulating sending on behalf of the access point, and thereby break the client’s active
connection. Subsequently, the attacker can either intercept traffic during the re-authentication process, or
continue sending fake frames, effectively implementing denial of service (DoS), blocking the client’s attempts
to reconnect to the network.

3.4 Threats and Risks
Hacking an IoT device can impact one of the most important aspects of the confidentiality, integrity,

and availability (CIA) model, especially the system availability [32]. IoT is extensively utilized in different
industries, such as smart homes, industry, and healthcare. In smart home settings, there is a risk of physical
infrastructure access, monitoring system interference, or appliance failure of the compromised devices.
Industrial and medical IoT devices may malfunction, e.g., sensors, actuators, medical equipment, etc., to
cause operational disruptions or even endanger human life [33].

IoT devices typically handle and store sensitive data, such as personal data, authentication credentials,
and network configuration parameters. Unless such data is secured adequately, there is a possibility that
the attackers will steal such data and use it in other malicious activities like profiling, phishing, or even
unauthorized access to enterprise systems. Research has also indicated that certain IoT objects store network
keys, among other sensitive data, on unencrypted memory, and even when the device is not turned on,
attackers can access this data [34]. Moreover, hacked IoT devices can become a tool of entry for an additional
attack in a network.

Malware and botnets are also commonly used to target IoT devices because of their constant connection
and inadequate security measures. Among them, there was the Mirai botnet, which in 2016 infected hundreds
of thousands of IoT devices and used them to cause large scale distributed DoS attacks on large scale online
service providers [35,36]. These attacks indicate that IoT devices are easily manipulated to initiate malice
such as network disruption, data theft, and any other type of cyberattack.
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4 Smart Lock Penetration Testing Framework

4.1 Penetration Testing of IoT Device
Penetration testing is a form of security audit that can be performed to ensure an appropriate level

of system security [37]. The research method used in this study is penetration testing, which is based on
the PTES. The PTES [38,39] was developed in 2009 by an international group of independent experts and
enthusiasts in the field of information security. PTES includes communication and justification through
the phases of information collection, modeling, and reporting of test results, which makes PTES a reliable
foundation as a standard for penetration testing. PTES has consistent and clear steps in conducting
penetration testing. We combined the PTES methodology phases with our experiment steps. As the result,
we obtained schema for penetration testing as shown in Fig. 1.

Figure 1: Schema of the penetration testing methodology.

The procedure of the penetration test concerning IoT devices is much like that performed on conven-
tional computing systems. All three layers should be covered within the scope of the audit irrespective of the
type or kind of target device. However, testing techniques—particularly at network and physical levels—tend
to change with a specific characteristic feature attributed to some device among an application’s wide range
offered by IoT solutions together with involved technologies pertaining to their functioning. Such kind(s)
device(s) Smart locks may have specific vulnerabilities due to services used, types of sensors, communication
protocols, and other features.

4.2 Target IoT Device
The Tuya 902V is an advanced yet simple-to-use security device supporting multiple methods of

authentication fingerprints numeric keypad RFID cards mobile application and mechanical key thereby
offering flexible options for access control it comes with a motorized electric drive automatically turning the
key installable on both horizontal and vertical locks without replacing the main mechanism features include
data encryption access log and emergency power system via USB port capable of working within a wide range
of temperatures and humidity conditions this makes it a universal solution to different operating conditions.

4.2.1 Physical Setup
In a system running on Tuya 902V smart lock, between primary components as router, the mobile

application, and the smart lock itself. The smart lock connects to the local Wi—Fi network through a
router making sure it has been integrated within the smart home infrastructure. A user interacting with the
lock using Tuya Smart mobile application sends commands or requests device status over secure Internet
connectivity. The application transmits these commands to Tuya cloud platform from where they are routed
back down to the smart lock via router. In response to request, the smart lock either executes command
(for example open, close, change access rights) or return information about the current state. This approach
enables controlling device remotely as well getting notifications in real time.
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4.2.2 Attack Models and Use Cases
Smart locks use different methods of authentication: biometrics, radio frequency key, PIN codes and

mobile application based. As convenient as these systems can be and however advanced features they may
offer, such systems remain vulnerable to various types of cyber-attacks. This paper discusses cybersecurity
issues concerning smart locks-mainly those controlled by Android applications installed on smartphones or
tablets. Presented further herein is an attack model that could potentially apply to similar devices in addition
to specific attacks selected for practical testing checking the security of several technically diverse locks.

This paper conducts three different types of analyses as it may possibly attack smart locks. First is
reverse engineering the Android application, checking if there are any possibilities to perform brute force
password attacks or implanting malware. The second is a Wi-Fi attack: hacking the wireless network so that
traffic can be sniffed and attacking in the sense of denial-of-service to check how tolerant it is to such fault
conditions. The last one is physical intervention which includes cloning the key with Flipper Zero. This device
reads and reproduces NFC and RFID signals hence emulation attacks using original keys plus bypassing
authentication systems.

4.3 Hardware
Apart from the general use of a modern laptop, there are several technical conditions to which the

attacker has to conform successfully. Most importantly, the wireless adapter will have to support monitor
mode since it is engaged in almost all stages of executing the Python script-from capturing traffic to
analyzing packets. Another network card will also be required for carrying out deauthentication attacks. In
this experiment, a high-performance and energy-efficient Lenovo ThinkPad P14s Gen 4 based on an AMD
Ryzen 7 PRO 7840U processor was used with a built-in dual-band Wi-Fi 6E module (Intel Wi-Fi 6E AX210)
supporting three bands: two at 2.4 GHz and one at 5/6 GHz An external Wi-Fi adapter supporting the latest
Wi-Fi 6 (802.11ax) standards, also capable of being set into packet monitoring and injection modes, was used.
This device is identified as Alfa Network AWUS036AXML. Attacks were implemented using this adapter as
part of the wireless security testing on the smart lock.

A laptop running Ubuntu 22.04 LTS was used as the host operating system. Security tools (Aircrack-
ng suite, Wireshark, MobSF, hping3) were installed manually. Note that Kali Linux is the Debian-based
distribution specialized for penetration testing; Ubuntu is a general-purpose OS. The wordlist for the offline
attack (rockyou.txt, ~14M entries) was obtained from a standard wordlists package. During the penetration
testing, tools were used to assess the security of the system.

4.4 Software
Almost all software components used in developing the Python script, together with needed libraries,

belong to the standard set of Python modules. This indicates that you can begin without acquiring extra
dependencies. Below is a summary of principal software tools engaged in the experiment. This list is shown
in Table 1.

4.5 System Deployment and Experimental Setup
The experiments were performed on the Tuya 902V smart lock, a commercially available lock that sup-

ports Wi-Fi communication, RFID access, and mobile application control with multi-factor authentication
in place. The experiments were performed in a realistic smart-home laboratory environment emulated in the
laboratory. The smart lock was connected to a typical Wi-Fi network (WPA2-PSK) and paired with a mobile
application running on Android and with RFID access.
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Table 1: List of tools.

Tool Description
The Stage Based

on PTES
Methodology

Wireshark A traffic analyzer that allows you to intercept
and analyze data packets on the network [40].

Intelligence
gathering

Mobile Security
Framework

Software for analyzing the security of mobile
applications [41].

Vulnerability
Analysis

Aircrack-ng The software includes many programs for
auditing the security of a Wi-Fi network. Exploitation

Airodump-ng A tool for capturing wireless packets. Exploitation

Aireplay-ng
Software for traffic generation for subsequent

use in aircrack-ng for hacking WEP and
WPA-PSK keys.

Exploitation

hping3
Software for creating and sending specially

generated network packets [42]. It is most often
used to simulate DoS attacks.

Exploitation

Flipper Zero
The Flipper Zero is a portable multi-functional
hacking device developed for interaction with

access control systems [43].
Exploitation

Penetration testing of IoT devices at multiple levels was enabled through various types of hardware and
software utilised for different conditions. Wireless traffic capture and packet injection was facilitated using the
Alfa AWUS036AXML adapter, which offered support for monitor mode and active attack traffic. Use of Wi-
Fi traffic analysis for capture of a handshake and utilisation in deauthentication attacks was conducted using
the Aircrack-ng suite of tools in Airodump-ng and Aireplay-ng. For DoS experiments at the network layer
with hping3 to evaluate the resilience and robustness of the device and associated cloud services. Physical
access testing by utilising the Flipper Zero platform to analyse and silently clone RFID credentials. Moreover,
reverse engineering and static security analysis of the Android app were performed using Apktool, Jadx, and
MobSF, making it feasible to discover insecure configurations, exposed components, and data leakage. Table 1
in Section 4.3 provides a further description of the hardware and software tools used and in what roles in the
experimental workflow.

Remotely performed penetration testing was conducted via a cross-layer approach using various
attack vectors on the wireless, application, network, and physical access layer, respectively. At the wireless
layer, a deauthentication attack was performed to disconnect the client from the access point forcing it
to reconnect so that the WPA2 4-way handshake could be captured offline and attacked via dictionary
attack using a dataset of 14 million passwords. At the application layer, the Android mobile application
was reverse engineered and subjected to static analysis looking for insecure permissions, exported com-
ponents and hardcoded sensitive information. At the network layer, DoS conditions were set against the
application using packet flooding via hping3, followed by testing for service availability and cloud-based
communication. Physical access layer: RFID credential extraction from a MIFARE Classic 1K card with
subsequent credential emulation via Flipper Zero, together with an analysis that focuses on attack success
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rate, impact on functionality, presence of exploitable vulnerabilities, and overall robustness of the system to
their deployed attack.

5 Implemented Attack Scenarios and Experimental Results
This study includes practical attacks on the Tuya 902V smart lock as one of the attempts to check its

vulnerability to different types of threats. Testing included network traffic interception, attempts to clone
an RFID chip, deauthentication attacks, as well as dictionary attack for cracking of Wi-Fi key. Each of the
attacks was performed under controlled conditions by means of tools, allowing the identification of potential
vulnerabilities and evaluation of the level of security for the device in real-world operating scenarios.

5.1 Android Application Reversing
Reverse engineering analysis of an Android application allows you to get an idea of its internal structure,

operating logic, and ways to interact with external services or devices. In the case of a smart lock manage-
ment application, this approach can reveal command processing mechanisms, authorization features, and
communication with the lock itself. One of the first stages of the analysis is to check the level of obfuscation—
how much the source code was intentionally complicated to hide the logic. Besides, one can determine the
IP addresses and domains to which connections are being established, which provides an understanding of
the network architecture and possible points of interaction with cloud platforms. This information can be
used both in the aspect of application’s security evaluation and potential vulnerabilities identification.

The Tuya Smart application provides the user with advanced smart lock management capabilities
through three main functions, Fig. 2. The Member Management section allows you to add new users
with different access levels, which is especially convenient for family or collective use. There are two
modes implemented in the Temporary Password category: Online password, recommended with a stable
Wi-Fi connection, provides the ability to create a password with an unlimited validity period and Offline
password, designed for situations where there is no network, where you can set both a one-time and a
permanent code. Besides, Smart Linkage enables creating automation scenarios in which the smart lock
interacts with other devices from the Tuya ecosystem-for example-to turn on the lighting when opening
the door. This demonstrates flexible access control and extends functional capabilities of the device through
intelligent integration.

Figure 2: Tuya mobile application.

The attacker has to follow several sequential steps to finally restore the structure of an Android
application. First, acquire the APK file of the intended application; this can be done by ripping the installation
file from the device using some special utilities or simply downloading the APK file off open sources like
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APKPure, AP-KMirror, or APKDownloader. Once acquiring the file, next is decompiling it to check its
internal logic. For this, tools are used that make possible conversion of APK into some readable form-for
examples, interface source resources and a bytecode proper for consequent analysis.

ApkTool is a popular tool used to decompile Android applications and gain access to the internal code
representation. It allows you to disassemble an APK file into components, including interface resources and
executable code, presented in smali format. Smali is a format used to display Dalvik bytecode in a form close
to assembler, but maintaining a readable structure, including the names of Java and Android API classes and
methods. Apktool helps to change the received code and then rebuild the modified application to run on
the device. This approach is widely used in analyzing application behavior and vulnerability testing. To start
decomplication, you need to use the appropriate command aimed at extracting the contents from the source
APK file, Fig. 3.

Figure 3: Reversing the Android application—getting the SMALI code.

A handy tool to analyze Android apps is the Jadx Gui with a graphical interface. It delivers an
approximation of the structure and logic of the program to source Java code, Fig. 4. The application can be
run both in visual mode and from a command line, thus making it a handy reverse analysis application.
While viewing Tuya’s application using Jadx Gui, it was observed that though the code is obfuscated, this
does not restrict getting good information such as URL addresses being accessed. The application turned
out to be rather complicated; more than 20 permissions are required for its correct operation. Also, in
AndroidManifest.xml file important information can be found, entry points into an application as well as
a list of main components. The application runs encrypted communications however real security can be
considered as end-to-end TLS with certificate pinning and no hard-coded secrets. In our MobSF/Jadx review
we found dangerous permissions, exported components, logging sensitive data and hardcoded strings.

Table 2 contains the results of the analysis of a selected smart-lock application on Android, based on
the mobile security framework. Endpoints were found after downloading and updating the application,
which means major changes in its codes: endpoints for access to sensitive information and API keys besides
encryption mechanisms used between the smart lock and itself. The report pointed out possible security
implications regarding unsecure components and an exchange of unsecure data.
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Figure 4: Reversing the Android Jadx Gui application to obtain Java code.

Table 2: Information after decompilation of the mobile application.

No Threat Description

1 Dangerous Permissions

The application requests dangerous permissions:
microphone, camera, geolocation, Bluetooth

access, storage, and network. This increases the
attack surface.

2 Exported components

More than 30 exported activities, services, and
receivers were found without any kind of

protection. This allows other applications to
access them and potentially perform attacks.

3 Signature analysis
Using only the old v1 signature makes the

application vulnerable to Janus attack
(CVE-2017-13156) on Android 5.0–7.0.

4 Logging sensitive data
The application stores sensitive data in logs,
which violates the requirements of secure

development.

5 Hard-coded data

The code contains hard-coded strings
containing possible keys, tokens, and

configurations, which makes the application
vulnerable to reverse engineering.
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5.2 Interception and Hacking of a Handshake on the WPA2-PSK Network
The target is a Wi-Fi password from a network protected by WPA2-PSK. First, fake deauth frames are

sent to break the connection between the client device and the access point. The client automatically tries to
reconnect, during which again the 4-way EAPOL handshake takes place. This handshake will be captured
using Airodump-ng with a wireless card set on monitor mode. Now an offline brute-force attack using a
dictionary of common passwords against the captured handshake to find the right key if the password is not
very complex then it can be found within a short period of time thus enabling an attacker have access into
supposed secured wireless network.

The following MAC addresses were identified on the wireless network as be-longing to different devices
during the experiment:

• 00:EB:D8:EF:00:38—MAC address of the access point (router), Fig. 5.
• F8:17:2D:A9:5C:4D—MAC address of the Tuya 902V smart lock, Fig. 6.

Figure 5: MAC address of the access point.

Figure 6: MAC address of the Tuya 902V smart lock.

This facilitated traffic filtering while capturing packets between different device interactions.
Using the Airodump-ng tool, a passive scan was performed to detect running Wi-Fi networks and their

connected clients in Fig. 7. The AP parameters detected during the scan are SSID, type of encryption used,
signal strength, and MAC addresses of the connected clients. In this phase, a target network was identified
together with devices by their MAC addresses which include a router (00:EB:D8:EF:00:38) and Tuya smart
lock (F8:17:2D:A9:5C:4D) that later formed basis for subsequent handshake interception and analysis traffic.
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Figure 7: Wi-Fi network scanning.

The Aireplay-ng tool from the Aircrack-ng package was used to perform this deauthentication attack
on the smart lock. This tool was used in sending bogus deauthentication frames simulating commands
from the access point directed at the Tuya smart lock (00:EB:D8:EF:00:38) (F8:17:2D:A9:5C4D). With such
intervention, the connection of the lock with the router is forcibly broken and thus enables an attempt at
reconnection which creates suitable conditions for capturing a 4-way EAPOL handshake.

Aireplay-ng was used to carry out deauthentication attacks and again successfully logs the re-
authentication of the device. Airodump-ng was able to capture a four-way EAPOL handshake while operating
in monitor mode. That means it had been handshaked with Tuya Smart Lock (F8:17:2D:A9:5C:4D), between
an Access Point (00:EB:D8:EF:00:38), which is later used for an offline dictionary attack on recovering
WPA2-PSK passphrase as shown in Fig. 8.

An Internet attack on the Wi-Fi was carried out in the course of the experiment to make an attempt
on recovering the password that the Tuya smart lock used. To scan the wireless environment, Airodump-ng
was used to discover the access point BSSID (00:EB:D8:EF:00:38) and the mac address of the smart lock
(F8:17:2D:A9:5C:4D). Fig. 8 indicates that the name of the network (SSID/ESSID) is not a MAC address but
a readable name that is assigned by a human. Then, the deauthentication attack was done with the help of
Aireplay-ng, and the device had to be connected again, which made it possible to capture the 4-way EAPOL
handshake (Fig. 8). A dictionary attack was then performed offline with the RockYou wordlist that had over
14 million passwords. But Aircrack-ng tool could not extract the correct password to the captured handshake.
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Figure 8: Intercepting the 4-way EAPOL handshake using Airodump-ng after inducing reassociation via Aireplay-ng
deauthentication frames.

5.3 DoS Attack
An attack that interrupts the functionality of a smart lock is the so-called denial-of-service (DoS) attack,

which is aimed at overloading the network interface or network connection to the cloud server. In case the
success of such an attack, the mobile application of the device owner may cease to use the notification about
the lock events, including opening and closing, which means that the communication between the device
and cloud platform is disrupted.

Wireshark network sniffer was utilized to scan the traffic before the attack in order to monitor the usual
behavior of Tuya 902V smart lock. The analysis was based on network packets that were being exchanged in
case the lock was communicating to the mobile application. In the regular operating conditions, the device
is able to send data via the router to the cloud infrastructure that sends notifications through the latter to
the mobile device. Fig. 9 shows the successful transmission of packets under normal operation which will be
used to compare this success under the denial-of-service experiment.

The hping3 tool was used to generate large traffic targeting the Tuya 902V smart lock during its denial-
of-service attack. The attack was aimed at overloading the lock through successive TCP/UDP/ICMP requests,
which was supposed to disrupt its ability to process incoming and outgoing connections. In such an attacking
scenario where a single computer tries to flood the victim with packets, most probably, the smart lock will
blacklist the attacker’s IP address by simply dropping all incoming packets from that particular IP, Fig. 10.

In parallel, network traffic was captured using Wireshark to analyze the network status during the attack.
During the monitoring process, it was found that after the attack began, the lock lost its ability to interact
correctly with the cloud platform: calls stopped coming to the mobile application, and instead a connection
error message appeared, Fig. 11. These observations confirm that the DoS attack successfully disrupted the
network functionality of the device, temporarily blocking its integration with the user mobile application.
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Figure 9: Stable operation during a call via smart lock.

Figure 10: Generating network traffic for DoS attack.

Figure 11: Connection error message.
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A denial-of-service attack was performed as part of the experiment directly targeting the Tuya 902V
smart lock. The attack was simply flooding the device with too many requests that temporarily breaks its
network interaction with the mobile application, Fig. 12.

Figure 12: Graph of network traffic during DoS attack.

The lock stays active, but it cannot send any events or signals to the user’s mobile application. This is
confirmed by the fact that when trying to interact with the lock through the application, notifications and
calls signaling actions at the lock were not received. Thus, there was a loss of communication between the
device and the management interface, which confirms the successful implementation of the DoS attack and
the vulnerability of the device to network denial of service.

5.4 Key Cloning
During the security analysis, RFID/NFC key cloning attack has been tried using Flipper Zero device. The

method is aimed at the smart locks which use contactless authentication keys like RFID cards or keychains.
The device is able to intercept the radio signal which has the unique identifier of the original credential,
save it and then imitate the signal that was captured later to make an attempt of unauthorized access. In
the event that the lock is not heavily encrypted or anti-cloned, then it might be able to treat the emulated
credential as a legitimate one and give access. The experiment indicates that systems based on immobile
and unencrypted RFID/NFC identifiers may be vulnerable and it is necessary to introduce more powerful
authentication systems.

In order to test this case, a MIFARE Classic 1K card which is usually used in the contactless access system
was registered in the smart lock system (Fig. 13). The test was then done by scanning this card through the
Flipper Zero device to determine the possibility of credential cloning.

Flipper Zero successfully dumped the card, all sectors of memory, A/B keys—indicating there is
no read protection from the original chip. However, when trying to play the captured card through
Flipper Zero, limitations arise: the device cannot emulate end-to-end credentials. This reflects Flipper’s
limitations with MIFARE Classic (e.g., fixed UID and partial Classic emulation). More capable tools (e.g.,
Proxmark3–ChameleonMini) may succeed depending on card configuration (ATQA/SAK, sector keys,
replay protections). Thus, despite successful readout the attack fails due to hardware limitations of emulation
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which indicates that lock is partially resistant to such threat vector when using this type of equipment
however when using more advanced & special devices then such attack has higher probability for success.

Figure 13: Reading the chip card using Flipper Zero.

6 Discussion
During testing, we noticed that vulnerabilities could occur precisely when the device is connected to the

network. In the absence of certificate verification or protection of traffic from MITM attacks, there is a risk of
AP substitution or packet interception. Such scenarios, as practice shows, are real, especially if the lock works
in an insecure Wi-Fi environment or uses standard protocols without an additional layer of encryption.

It is also worth noting that with an active DoS attack, the smart lock easily stops responding, and control
through the application becomes unavailable. This underlines that protection against network overloads
should also be provided. At the same time, more expensive and higher—quality models are usually equipped
with additional levels of protection—from dynamic keys to full-fledged TLS protection, and in such cases,
hacking becomes much more complicated.

In general, the analysis showed that even if the interface is protected, vulnerabilities may be at the level
of protocols or interaction logic. Therefore, when choosing a Wi-Fi lock, it is important to pay attention not
only to convenience, but also to how exactly security is implemented inside the device.

7 Conclusion and Future Work
To sum up, the security level of Wi-Fi smart locks mostly depends on specific implementation,

besides the stated characteristics. Most modern models do use AES encryption to protect data, especially
in the channel between the application and the cloud server. However, this does not always apply to
local communication, particularly if the lock is directly connected to the router without any intermediate
security mechanisms.

Future work can be directed toward several promising areas to facilitate an in-depth vulnerability
analysis of smart lock systems. One such area lies within the comprehensive analysis of application codes
and firmware for smart locks. Thorough analyses may uncover coding errors or insecure logic permitting
unauthorized access or bypassing security checks intended to be critical. Such findings could serve as a basis
for formulating prevention strategies and improving safe development methodologies.

The other possible direction is in creating altered Android applications that can talk to smart locks
without going through the usual authentication process. By reverse engineering APK files and recovering
network requests, it will be possible to check if tokens or logic are vulnerable to manipulation to use
the system.
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Finally, hardware attacks-in particular, the cloning of RFID/NFC credentials-constitute an important
area for future work. With advanced tools such as Proxmark3 and ChameleonMini supporting more features
to capture and copy access tokens, even though some smart locks eliminate this problem by using encryption
and anti-cloning protection, there are others that still rely on static identifiers that can be intercepted and
replayed. Experimental validation of these attacks across a larger diversity of lock models may help pinpoint
systemic weaknesses in credential processing.

Thus, further research is required at both the software and hardware levels of smart lock systems. As
these devices are becoming most widely adopted first at home and then in enterprises, ensuring them against
new forms of threats, resilience will be most crucial to maintain user trust and, ultimately, physical access
control protection.
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BSSID Basic Service Set Identifier
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DoS Denial of Service
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ESSID Extended Service Set Identifier
GPS Global Positioning System
IEEE Institute of Electrical and Electronics Engineers
LAN Local Area Network
MAC Media Access Control
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PMK Pairwise Master Key
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IoT Internet of Things
IP Internet Protocol
PHY Physical Layer
PIN Personal Identification Number
PTES Penetration Testing Execution Standard
SSID Service Set Identifier
SQL Structured Query Language
WLAN Wireless Local Area Networks
WEP Wired Equivalent Privacy
WPA Wi-Fi Protected Access
WPA2 Wi-Fi Protected Access 2
RFID Radio-Frequency Identification
NFC Near-Field Communications
WPA3 Wi-Fi Protected Access 3
CVE Common Vulnerabilities and Exposures
URL Uniform Resource Locator
CVSS Common Vulnerability Scoring System
AES Advanced Encryption Standard
AP Access Point
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