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ABSTRACT: The rapid proliferation of the Internet of Things (IoT) and cyber-physical systems (CPS) within
critical infrastructure sectors has significantly expanded the attack surface for advanced and stealthy cyber threats.
Since these systems increasingly rely on real-time data exchange and autonomous control, developing intelligent,
scalable, and adaptive anomaly detection mechanisms has become a pressing requirement. This paper proposes a
novel hybrid framework, evolutionary-transformer-long short-term memory (Evo-Transformer-LSTM), that integrates
the temporal modeling capability of LSTM networks, the global attention mechanism of Transformer encoders,
and the optimization power of the improved chimp optimization algorithm (IChOA) for hyper-parameter tuning. In
the proposed architecture, the Transformer encoder extracts high-level contextual patterns from traffic sequences,
while the LSTM component captures local temporal dependencies. The framework is rigorously evaluated on four
benchmark datasets from the Canadian Institute for Cybersecurity (CIC): CIC-IDS-2017, CSE-CIC-IDS-2018, CIC IoT-
DIAD (2024), and CICIoV (2024). Comparative experiments are conducted against several state-of-the-art baselines,
including transformer, LSTM, bidirectional encoder representations from transformers (BERT), deep reinforcement
learning (DRL), convolutional neural network (CNN), k-nearest neighbors (KNN), and random forest (RF) classifiers.
Results show that the proposed Evo-Transformer-LSTM achieves up to 98.25% accuracy, an F1-score of 97.91%, and
an area under the curve (AUC) of 99.36% on CIC-IDS 2017, while maintaining above 96% accuracy and 98% AUC
even on the more challenging CICIoV 2024 dataset, consistently surpassing all baseline models. In addition, statistical
significance tests confirm the superiority of the proposed approach. In conclusion, Evo-Transformer-LSTM offers a
unified, scalable, and robust solution for anomaly detection in modern IoT and CPS infrastructures, with potential for
real-world deployment in security-sensitive domains.

KEYWORDS: Internet of Things; cyber-physical systems; intrusion detection datasets; transformer; long short-term
memory; chimp optimization algorithm

1 Introduction
The Internet of Things (IoT) has evolved into a pervasive ecosystem of interconnected electronic

devices, encompassing sensors, actuators, embedded controllers, and edge computing units that collabo-
ratively support intelligent decision-making [1–3]. These devices underpin a diverse range of applications,
including precision agriculture, industrial automation, wireless power transfer, healthcare monitoring, smart
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grids, vehicular technology, energy management, and connected mobility [4–6]. Recent industry forecasts
highlight the unprecedented scale of this growth: the global number of IoT connections reached 18.8 billion
in 2024, representing a 13% increase over the previous year, and is projected to exceed 40 billion by 2030.
Cellular IoT connections alone are expected to expand from 4 billion in 2024 to more than 7 billion
by 2030, while short-range technologies such as Wi-Fi and Bluetooth will drive an even larger share of
device proliferation, rising from 14.4 billion to approximately 35 billion connections during the same
period [7–10]. This explosive expansion introduces unprecedented demands on traffic management and
reliable connectivity, as IoT networks must accommodate massive volumes of heterogeneous data streams
across dynamic and resource-constrained environments [11–13].

The exponential increase in device connectivity and heterogeneous traffic flows has also amplified the
attack surface of IoT networks, exposing them to a wide spectrum of security threats. Massive volumes of
unstructured, bursty, and latency-sensitive data streams make it difficult to ensure confidentiality, integrity,
and availability at scale, leaving critical infrastructures vulnerable to malicious exploitation [14]. While IoT
security spans multiple layers, ranging from cryptographic authentication and access control in higher-
layer protocols [15–17] to physical layer security techniques for safeguarding wireless links [18–21], and
down to hardware-level protections against side-channel attacks [22–24], one of the most persistent threats
arises from network intrusions [25–28]. Sophisticated intrusion attempts can exploit weakly protected
nodes, compromised firmware, or unmonitored communication channels, leading to service disruption,
unauthorized data access, or even large-scale system failures. In this context, intrusion detection systems
(IDS) have become indispensable as a second line of defense, capable of monitoring real-time traffic
patterns and flagging abnormal behaviors that may bypass traditional preventive measures [29]. Among IDS
approaches, anomaly detection plays a particularly vital role in IoT environments due to the dynamic and
evolving nature of device behaviors, where predefined signatures of attacks are often insufficient [30]. By
learning to distinguish normal operational patterns from subtle deviations, anomaly-based IDS provides the
adaptability needed to safeguard next-generation IoT and CPS infrastructures.

Nowadays, traditional signature- or rule-based intrusion detection techniques struggle to cope with the
scale, heterogeneity, and dynamic nature of IoT traffic, where attack patterns evolve rapidly and often lack
predefined signatures [26]. In this context, deep learning (DL) has emerged as a promising paradigm for
anomaly detection, owing to its ability to automatically extract hierarchical spatio-temporal features from
complex and high-dimensional traffic data. Unlike conventional methods, DL-based models can adaptively
capture hidden correlations and subtle deviations in real-time sequences, enabling the detection of novel
or stealthy attacks that are otherwise difficult to identify. This adaptability, combined with the scalability of
modern neural architectures, makes DL a powerful solution to enhance the robustness and generalization of
intrusion detection systems across diverse IoT and CPS environments [30].

1.1 Related Works
CIC-based datasets such as CIC-IDS-2017, CSE-CIC-IDS2018, and their successors have become pivotal

benchmarks for evaluating anomaly detection models, due to their diverse attack scenarios, structured flow-
level features, and availability of raw traffic [13]. Building on these datasets, a growing body of research has
proposed machine learning (ML) and DL frameworks tailored for identifying intrusions across various net-
work environments [14,15]. This section provides a structured overview of such works, highlighting advances
in feature selection, model architectures, hybrid and ensemble learning approaches, and dataset refinement.
Special attention is given to methods addressing dataset imbalance, zero-day detection, encrypted traffic
analysis, and deployment-oriented considerations such as inference speed and feature reduction.
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A comprehensive analysis of benchmark datasets used in network intrusion detection systems (NIDS)
was presented in [16], where the authors dissected the characteristics, structures, and relevance of eight
major datasets, including CIC-IDS-2017 and CSE-CIC-IDS-2018. This foundational review helps researchers
select suitable benchmarks for evaluating detection models. To address anomaly detection in encrypted
network traffic, a hybrid DL model integrating convolutional neural networks (CNN) and gated recurrent
units (GRU) was proposed in [17]. The framework, validated on NSL-KDD, UNSW-NB15, and CIC-IDS-2017,
demonstrated high efficacy in extracting temporal features from encrypted traffic. In [18], three bio-inspired
feature selection algorithms, artificial bee colony, flower pollination algorithm, and ant colony optimization,
were compared on the CSE-CIC-IDS2018 dataset. Their approach optimized detection performance while
reducing model complexity, achieving a near 99% accuracy.

The DOC-IDS framework proposed in [19] combined one-dimensional CNNs and autoencoders
within a deep one-class classification strategy, enabling automatic feature extraction and enhanced anomaly
detection. Trained on both regular and labeled open traffic, the model improved its discrimination capability
with minimal manual effort. A hybrid detection model incorporating GRU into variational autoencoders,
alongside a temporal correlation index (TCI), was introduced in [20] to improve anomaly detection in
sequential network traffic. The system, tested on CIC-IDS-2017 and CIC-IDS-2018, significantly reduced
false positive rates by up to 14.1%. Security in CI/CD cloud environments was enhanced in [21] by combining
CNN and long short-term memory (LSTM) models to detect anomalies in pipeline traffic. Validated
using both CSE-CIC-IDS2017 and 2018 datasets, the model reached over 98% accuracy, demonstrating
effectiveness in securing software deployment pipelines. Despite its popularity, the CIC-IDS-2017 dataset
was scrutinized in [22], where the authors revealed critical flaws in its data collection and labeling processes.
By reconstructing and relabeling a significant portion of the dataset, they demonstrated the importance of
dataset quality on model reliability.

In [23], deep LSTM models trained on the CSE-CIC-IDS2018 dataset achieved up to 99% detection
accuracy. The study emphasized the applicability of DL to intrusion detection in the heterogeneous and
high-volume context of IoT networks. Inspired by the human immune system, the work in [24] combined
multiresolution wavelet analysis with a segmented deterministic Dendritic Cell Algorithm. Tested on
multiple benchmarks including CIC-IDS-2017 and CSE-CIC-IDS2018, the model consistently reached near-
perfect classification accuracy, especially outperforming alternatives on recent datasets. The authors in [25]
introduced a novel CNN-based framework for improving intrusion detection on CIC-IDS datasets. By
leveraging deep autoencoders for feature extraction and RF for preprocessing, the system attained F1-scores
as high as 98.7% on CIC-IDS-2017 and 99.5% on CIC-IDS-2018.

A DL-based study in [26] evaluated six neural network models, including CNN, RNN, and hybrid
CNN+LSTM, on the CSE-CIC-IDS2018 dataset, achieving over 98% classification accuracy in multi-class
intrusion detection tasks. The study highlights the trade-off between model complexity and inference
time for real-world deployment. In [27], the CIC-IDS2017 dataset was critically reviewed to understand
its limitations in capturing modern network threats. The authors emphasized the need to develop more
representative and diverse datasets to enhance the realism and effectiveness of future IDS models. The
authors of [28] developed a dynamic anomaly detection system using LSTM enhanced with an attention
mechanism and SMOTE to address class imbalance in the CSE-CIC-IDS2018 dataset. The model achieved
96.2% accuracy, demonstrating the importance of tailored loss functions and resampling techniques.

While most public IDS datasets are criticized for lacking realism, [29] introduced and visualized the
CIRA-CIC-DoHBrw-2020 dataset using graph-based and statistical techniques. The dataset reflects modern
encrypted traffic threats, offering high fidelity to real-world scenarios with imbalanced, low-footprint attack
traits. An improved version of the CIC-IDS2017 dataset, named LYCOS-IDS2017, was proposed in [30] using



4 Comput Mater Contin. 2026;88(3):91

a new tool called LycoSTand for better feature extraction. Performance comparisons showed enhanced results
across multiple ML models, highlighting the benefits of refined dataset construction. The ICS-Flow dataset
introduced in [31] focused on anomaly detection in ICS. It includes raw packets, flow records, and process
variables, enabling supervised and unsupervised ML training. Several classifiers were validated, confirming
their utility for ICS-oriented IDS research.

To detect advanced persistent threats (APT), ref. [32] proposed a hybrid ensemble model combining
random forest (RF) and extreme gradient boosting (XGBoost). The system was validated on multiple
benchmarks, including CSE-CIC-IDS2018 and CIC-IDS2017, reaching up to 99.91% accuracy with low false
positive rates. A CNN-based U-Net and temporal convolutional network (TCN) were compared in [33] for
anomaly detection on the CSE-CIC-IDS2018 and KDD99 datasets. The TCN+LSTM model showed superior
performance, especially when trained with focal loss to handle time-series class imbalance. Feature selection
using Information Gain on the CICIDS2017 dataset was studied in [34]. Models like RF and J48 reached an
accuracy above 99.8%, showing that proper feature reduction improves both efficiency and performance in
large-scale traffic analysis.

In [35], errors in the CIC-IDS2017 and CSE-CIC-IDS2018 datasets were systematically identified,
including labeling and attack orchestration faults. The authors reconstructed a corrected dataset and
emphasized the importance of transparent labeling logic for future benchmarking. The benchmarking study
in [36] compared 31 ML models, including supervised and unsupervised algorithms, on the CICIDS2017
dataset. Results showed that k-NN, decision tree, and naive Bayes offered consistent high performance in
anomaly detection with practical efficiency. The work in [37] applied a stacked autoencoder with RF and a
multilayer perceptron on the CSE-CIC-IDS2018 dataset. Through correlation-based feature reduction, the
proposed anomaly detection system effectively reduced detection time while maintaining high accuracy.
Finally, ref. [38] proposed a One-Class SVM framework combined with active learning for detecting
known and unknown threats. Evaluated on CIC-IDS2017, the method outperformed conventional baselines,
demonstrating its strength in handling zero-day attacks without prior labels.

Recent studies have continued to explore advanced deep learning techniques for intrusion detection in
IoT and cyber-physical environments. For instance, Lakshan Yasarathna et al. [39] provided a comprehensive
investigation of deep learning–based autonomous anomaly detection approaches in SDN-IoT networks,
highlighting the effectiveness of models such as CNNs, RNNs, LSTMs, and autoencoders in detecting
abnormal traffic patterns. Jain et al. [40] proposed an explainable hybrid deep learning framework that
integrates CNN-based feature extraction with XGBoost classification and SHAP-based XAI analysis to
enhance IoT device identification and attack detection performance. Stodt et al. [41] introduced a context-
aware anomaly detection framework using community detection and heterogeneous graph neural networks
to capture abnormal device interactions and communication behaviors in IoT networks. In addition, Nasreen
Fathima et al. [42] developed an anomaly-aware class-incremental learning framework for network intrusion
detection systems that enables continual learning while mitigating catastrophic forgetting in dynamic traffic
environments. These recent studies demonstrate the growing interest in combining advanced learning
architectures, explainability mechanisms, and adaptive learning strategies to improve intrusion detection
performance in modern IoT networks.

Despite the significant progress achieved by existing intrusion detection systems, several important
limitations remain in current hybrid DL-based IDS architectures. Many studies focus on combining two
learning mechanisms, such as CNN–RNN or CNN–LSTM frameworks, primarily targeting either spatial
feature extraction or temporal sequence modeling. While these approaches have demonstrated strong
detection performance, they often lack the capability to simultaneously capture long-range contextual
dependencies and sequential temporal patterns within heterogeneous network traffic. In addition, several
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works rely on manually tuned hyperparameters, which may limit the adaptability and stability of deep
architectures across different datasets and traffic scenarios. Furthermore, a large portion of the literature
evaluates models on a single benchmark dataset, making it difficult to assess the generalization capability
of the proposed methods across diverse network environments. To address these challenges, this work
proposes a unified Evo-Transformer-LSTM framework that integrates Transformer-based global contextual
modeling with LSTM-based temporal dependency learning, while employing evolutionary hyperparameter
optimization through the IChOA algorithm. By evaluating the proposed architecture across four CIC-based
benchmark datasets spanning traditional networks, IoT, and vehicular traffic, this study aims to improve
both detection performance and cross-dataset generalization capability.

In [43], an adaptive spatial-temporal context-aware (ASTCA) model was proposed within a discrimi-
native correlation filter (DCF)-based framework for UAV target tracking. The method addresses challenges
such as small target scale and aerial viewpoint by incorporating spatial-temporal contextual information
into the tracking process. Specifically, the ASTCA model learns adaptive spatial-temporal context weights
to distinguish the target from background interference more effectively, while also mitigating the boundary
effects caused by dense sampling in conventional DCF-based approaches. By integrating spatial context
modeling with temporal adaptation, the proposed method significantly improves tracking robustness and
accuracy in UAV scenarios, as demonstrated through extensive evaluations on standard UAV tracking
benchmarks. In [44], an aligned spatial-temporal memory network (ASTMT) was introduced for thermal
infrared (TIR) target tracking, aiming to address challenges such as occlusion and similarity interference. The
proposed framework leverages a spatial-temporal memory network to store and utilize scene-level contextual
information over time, thereby enhancing the robustness of target representation. Additionally, an aligned
matching module is incorporated to dynamically adjust the memory representation, effectively reducing
the impact of occlusion and improving tracking accuracy. Experimental results on PTB-TIR and LSOTB-
TIR benchmarks demonstrate that the combination of spatial-temporal memory modeling and alignment
mechanisms significantly enhances tracking performance compared to existing methods.

These spatio-temporal tracking approaches highlight the effectiveness of jointly modeling spatial
context and temporal evolution for complex sequential tasks. In particular, the ASTCA model in [43]
demonstrates how adaptive spatial-temporal weighting can enhance discrimination between target and
background, while the ASTMT framework in [44] shows the importance of memory-based representations
and alignment mechanisms in handling occlusion and long-term dependencies. A key strength of these
methods lies in their ability to dynamically integrate contextual information across both spatial and temporal
dimensions, enabling improved robustness in highly dynamic and noisy environments. These findings
reinforce the importance of combining global contextual awareness with temporal continuity, which is also
a central design principle in modern deep learning architectures.

However, despite their effectiveness, these approaches are primarily designed for vision-based tracking
tasks, where spatial relationships are explicitly defined in the pixel domain and rely on visual feature repre-
sentations. Consequently, their modeling assumptions and feature extraction mechanisms are not directly
applicable to network traffic data, where spatial relationships correspond to feature-level dependencies rather
than physical spatial structures. In contrast, the proposed Evo-Transformer-LSTM framework adapts spatio-
temporal learning principles to the domain of IoT and CPS anomaly detection by modeling global feature
interactions through Transformer attention and temporal dynamics through LSTM memory. This allows
the proposed model to capture heterogeneous anomaly patterns in sequential network data, which differ
fundamentally from visual tracking scenarios. Therefore, while prior works [43,44] provide valuable insights
into spatio-temporal modeling, the present study extends these concepts to a distinct application domain
with different data characteristics and learning challenges.
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In the context of cyber-physical systems, supervisory control and data acquisition (SCADA) systems
constitute a critical backbone for monitoring and controlling industrial processes, making them highly
attractive targets for cyber attacks. Recent studies have increasingly focused on enhancing anomaly detection
and security mechanisms in SCADA-IIoT environments. For instance, the work in [45] provides a compre-
hensive survey of modern optimization techniques for engineering applications, with a particular emphasis
on bio-inspired meta-heuristic algorithms. The study highlights the rapid evolution of such methods and
their effectiveness in solving complex, high-dimensional optimization problems, demonstrating strong
convergence behavior and adaptability. These findings underscore the growing importance of intelligent
optimization strategies in improving the robustness and performance of CPS and SCADA-based systems.

Furthermore, in [46], the authors proposed CyberFortis, a unified security framework specifically
designed for IIoT-SCADA systems. This framework integrates a Siamese Double Deep Q-Network combined
with autoencoders (SiamDQN-AE FusionNet) to enhance feature extraction and intrusion detection, along
with the PopHydra optimizer to dynamically adjust reinforcement learning parameters. The proposed
approach effectively addresses challenges such as DDoS attacks, spoofing, and advanced intrusion scenarios,
achieving high detection performance across multiple benchmark datasets. This work demonstrates the
potential of combining deep reinforcement learning with advanced optimization techniques for improving
adaptability and detection accuracy in SCADA environments.

Despite these advancements, existing SCADA-focused approaches often rely on reinforcement learning-
based architectures or highly specialized frameworks, which may introduce additional training complexity
and stability challenges. Moreover, many of these methods are tailored to specific industrial settings and
may not generalize well across heterogeneous CPS scenarios. In contrast, the proposed Evo-Transformer-
LSTM framework adopts a unified spatio-temporal learning strategy that leverages Transformer-based global
contextual modeling and LSTM-based temporal dynamics, combined with evolutionary hyperparameter
optimization. This design enables robust anomaly detection across diverse IoT and CPS environments while
maintaining training stability and scalability. Therefore, by incorporating insights from SCADA-oriented
security research while addressing their limitations, the proposed approach provides a more generalizable
and practically deployable solution for modern CPS anomaly detection.

1.2 Paper Motivation, Contribution, and Organization
The widespread adoption of CIC-based datasets has catalyzed substantial progress in network anomaly

detection using ML and DL. However, a critical limitation persists: many existing models are trained and
validated on a single dataset, making them highly dataset-specific and vulnerable to overfitting. This practice
undermines the generalizability of the proposed methods across different network environments and traffic
characteristics. Moreover, despite the availability of newer datasets, such as CICIoT2024 and CICIoV2024,
that capture more recent and heterogeneous attack vectors, these resources remain underexplored in
unified, multi-dataset evaluations. Additionally, while various hybrid architectures have been proposed, few
efforts have explicitly integrated evolutionary optimization to jointly tune deep temporal architectures like
Transformer and LSTM. This gap becomes particularly relevant in detecting subtle and stealthy intrusions
that manifest differently across protocols and datasets.

To bridge these gaps, this paper proposes a unified anomaly detection framework that synergisti-
cally combines a Transformer encoder and an LSTM network, optimized via an Evolutionary algorithm.
The model is evaluated across four diverse CIC-based benchmarks, CIC-IDS2017, CSE-CIC-IDS2018,
CICIoT2024, and CICIoV2024, to assess its generalization capability across both traditional and next-
generation IoT and vehicular traffic. By integrating temporal modeling, global attention, and adaptive
hyper-parameter tuning within a single architecture, the proposed method aims to improve detection
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accuracy, reduce false positives, and maintain stability across heterogeneous traffic patterns and attack types.
The main contributions of this work are summarized as follows:

• Coupled Attention–Temporal Learning Framework: We introduce a novel Evo-Transformer-LSTM
architecture in which Transformer-derived contextual representations are explicitly coupled with
LSTM temporal dynamics. Unlike conventional hybrid models, the attention output directly guides the
LSTM state update, enabling joint modeling of global dependencies and temporal evolution for more
effective anomaly detection.

• Unified Mathematical Formulation: We formulate the proposed architecture within a unified end-to-
end learning framework, where the Transformer and LSTM components are not independently stacked
but jointly optimized through a coupled representation and objective function. This formulation ensures
coherent integration of contextual and temporal features rather than a simple modular combination.

• Task-Driven Hyper-parameter Optimization: We introduce a novel evolutionary hyper-parameter
adjustment strategy tailored for hybrid deep architectures, enabling fine-tuning of both the Transformer
and LSTM components to enhance detection accuracy, convergence behavior, and adaptability across
varying network traffic patterns.

• Cross-Dataset Validation: The model is comprehensively evaluated on four CIC-based datasets, namely
CIC-IDS2017, CSE-CIC-IDS2018, CICIoT2024, and CICIoV2024, covering diverse application domains,
including traditional networks, IoT, and vehicular traffic.

• Comprehensive Performance Analysis: Extensive experiments demonstrate the superiority of the
proposed framework across accuracy, F1-score, and inference efficiency metrics, along with an analysis
of its resilience to dataset imbalance and feature redundancy.

The remainder of this paper is organized as follows. Section 2 presents the materials and methods,
including the benchmark datasets, the LSTM and Transformer modules, the improved chimp optimization
algorithm (IChOA) optimizer, and the integration of these components into the proposed Evo-Transformer-
LSTM framework. Section 3 outlines the experimental setup and presents the results obtained across
four CIC-based benchmark datasets. Section 3 also discusses the key findings, highlighting the model’s
performance, stability, and generalization capability, with statistical validation and runtime analysis.
Finally, Section 4 concludes the paper and outlines future research directions.

2 Materials and Proposed Methods
This section first introduces the benchmark datasets that capture diverse attack scenarios across

enterprise networks, IoT environments, and vehicular systems, providing a broad experimental ground
for evaluating the robustness of the proposed model. Beyond dataset description, this section emphasizes
the methodological design, covering both DL modules and optimization strategies that together form
a unified anomaly detection pipeline. To ensure clarity and reproducibility, the section is structured to
progressively describe the core building blocks of the model. It begins with the baseline learning com-
ponent, the LSTM, which captures temporal dependencies, followed by the Transformer encoder, which
models global contextual relations. Subsequently, the IChOA is presented as the evolutionary optimizer
for hyper-parameter tuning. Finally, the section integrates these components into the proposed Evo-
Transformer-LSTM framework, highlighting how data flows through the architecture from raw input to
optimized anomaly classification.
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2.1 Dataset
In this paper, four benchmark datasets from the Canadian Institute for Cybersecurity (CIC) are

employed to evaluate the proposed Evo-Transformer-LSTM framework: CIC-IDS-2017, CSE-CIC-IDS-2018,
CIC IoT-DIAD (2024), and CICIoV (2024). These datasets were selected because they represent diverse
real-world attack scenarios across traditional network intrusion detection, IoT traffic, and vehicular com-
munication environments. Using multiple benchmarks ensures that the proposed deep model is not biased
toward a single domain and can generalize effectively across heterogeneous IoT and CPS infrastructures.

• CIC-IDS-2017 is a widely used intrusion detection dataset that provides a comprehensive representation
of modern attack vectors in conventional and IoT-enabled networks. It contains benign traffic as well as
multiple categories of malicious activities such as brute force, botnet, denial of service (DoS), distributed
denial of service (DDoS), infiltration, and web attacks. The dataset was generated using realistic network
topology and traffic captures over a period of seven days, ensuring diversity and richness of attack
behavior. The dataset includes more than 80 network flow features extracted using CICFlowMeter,
covering packet statistics, flow duration, inter-arrival times, and byte counts. Its class distribution allows
testing models against both balanced and imbalanced attack scenarios. Due to its richness and wide
adoption in the research community, CIC-IDS-2017 serves as a strong baseline for validating anomaly
detection approaches;

• CSE-CIC-IDS-2018 extends the earlier dataset by capturing a broader and more recent set of attack
behaviors, offering an updated benchmark for evaluating anomaly detection systems. It includes benign
traffic alongside advanced persistent threats such as brute force, SQL injection, infiltration, DDoS using
botnets, and cryptomining attacks. The traffic was captured over several days from a realistic corporate-
style environment with multiple services and user behaviors. This dataset also contains flow-based
features extracted via CICFlowMeter, with more than 80 attributes per record. Importantly, its class
structure includes both simple binary classification (benign vs. malicious) and multi-class categoriza-
tion, enabling researchers to evaluate detection performance under different task formulations. By
incorporating a wider range of up-to-date attack vectors, CSE-CIC-IDS-2018 ensures that models are
assessed under more realistic and evolving threat conditions;

• CIC IoT-DIAD 2024 is a recently released dataset specifically designed for anomaly detection in IoT
environments. Unlike the previous datasets that primarily represent enterprise traffic, this dataset
emphasizes IoT device communication and traffic patterns, making it directly relevant to CPS and smart
environments. It includes benign IoT traffic along with attacks such as scanning, man-in-the-middle
(MITM), data injection, and denial of service. The dataset provides packet- and flow-level features
that capture IoT-specific characteristics, such as device identifiers, lightweight protocol attributes (e.g.,
MQTT, CoAP), and timing irregularities. It contains multiple classes of benign and malicious traffic,
allowing fine-grained evaluation of anomaly detection models in IoT contexts. Its importance lies
in capturing the heterogeneity of IoT communication, which is often more lightweight and irregular
compared to traditional IT traffic;

• CICIoV 2024 is a benchmark dataset for intrusion detection in vehicular networks, designed to capture
traffic patterns in Internet of Vehicles (IoV) scenarios. It contains benign vehicular communication
data as well as multiple types of attacks targeting vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) communication. Examples include spoofing, jamming, denial of service, and false data injec-
tion. The dataset is constructed from realistic vehicular communication scenarios and includes both
control-plane and data-plane traffic. The dataset provides detailed feature sets including packet timing,
transmission intervals, payload content, and vehicular mobility attributes. It supports both binary
classification and multi-class anomaly detection tasks. By including IoV-specific features, CICIoV 2024
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ensures that the evaluation of anomaly detection frameworks extends into transportation systems,
which are a critical component of CPS.

To ensure consistency across the four CIC benchmarks, all datasets underwent a systematic preprocess-
ing pipeline before being used for training and evaluation. Since the datasets originate from different domains
(enterprise traffic, IoT communication, and vehicular networks) the preprocessing phase was designed to
unify their formats, reduce redundancy, and prepare the data for integration into the Evo-Transformer-
LSTM framework. The main steps included cleaning and filtering, handling missing values, normalization
of numerical features, and encoding of categorical attributes. For CIC-IDS-2017 and CSE-CIC-IDS-2018
datasets, which contain flow-level features extracted with CICFlowMeter, preprocessing began with the
removal of duplicate records and incomplete flows to ensure data integrity. Missing values were imputed
where necessary, and categorical features such as protocol type or service were encoded into numerical
representations. Given the large number of statistical flow features, all numerical attributes were normalized
into a fixed range to reduce scale bias between features like packet size and flow duration.

For CIC IoT-DIAD 2024 dataset, which emphasizes lightweight IoT traffic patterns, preprocessing
involved careful treatment of device-specific attributes and protocol identifiers. Features extracted from IoT
protocols such as MQTT and CoAP were retained, while redundant identifiers that did not contribute to
classification were removed. Class balancing was also applied to mitigate the strong imbalance between
benign device traffic and attack traces, ensuring that the model would not become biased toward majority
classes. Normalization was then applied consistently to align with the other datasets. For CICIoV 2024,
preprocessing accounted for vehicular communication attributes such as transmission intervals, payload
length, and mobility-related parameters. Data cleaning steps included filtering corrupted packets and
invalid timestamps, followed by normalization of all continuous features. Special attention was given to
encoding categorical vehicular identifiers into fixed-length numeric formats, ensuring compatibility with the
Transformer-LSTM input structure. These steps guaranteed that the vehicular dataset could be seamlessly
integrated into the same feature space as the IoT and enterprise traffic datasets.

To ensure a fair and consistent evaluation across heterogeneous datasets, a unified feature alignment
strategy was adopted. Since the selected CIC datasets originate from different domains (enterprise networks,
IoT environments, and vehicular systems), their raw feature spaces are not identical. To address this, only the
common and semantically consistent flow-level features shared across datasets were retained, while domain-
specific or non-overlapping attributes were excluded. This process resulted in a unified feature space that
preserves essential traffic characteristics while removing dataset-specific biases. In addition, all features were
normalized using the same scaling procedure and encoded into a consistent numerical format to ensure
compatibility with the deep learning architecture. This guarantees that the model does not implicitly learn
dataset-specific patterns based on feature representation differences. Furthermore, the same preprocessing
pipeline and feature set were applied uniformly to all baseline models, ensuring that performance com-
parisons are conducted under identical input conditions. By enforcing this unified feature alignment and
consistent preprocessing strategy, the proposed framework is evaluated on a common representation space
across all datasets. This design ensures that the reported performance gains are attributable to the model
architecture rather than inconsistencies in feature engineering, thereby strengthening the validity of the
generalization claim across diverse IoT and CPS environments.

2.2 LSTM
LSTM networks were introduced by Hochreiter and Schmidhuber in 1997 to address the limitations of

traditional recurrent neural networks (RNNs), particularly the vanishing and exploding gradient problems
that hinder their ability to capture long-term dependencies [47]. By incorporating a memory cell and a



10 Comput Mater Contin. 2026;88(3):91

gating mechanism, LSTM is able to regulate the flow of information across time steps, selectively retaining
or discarding past knowledge depending on the relevance of new observations. This unique capability makes
LSTM especially effective in sequential learning tasks, including network traffic analysis, where meaningful
patterns often span both short- and long-range temporal contexts. For anomaly detection in IoT and CPS,
where attack signatures may be hidden in subtle temporal variations, LSTM provides a powerful foundation
for distinguishing between normal and malicious activities. The general architecture of an LSTM layer is
illustrated in Fig. 1, where an input sequence is processed step by step through memory blocks. At each
time step, the network updates its hidden state and cell state, which are propagated forward to influence
subsequent computations [47].

Figure 1: General architecture of the LSTM layer.

The internal dynamics of an LSTM unit are regulated by a set of gates that manage the flow of
information through the cell. Specifically, the forget gate, formulated in Eq. (1), determines which parts of
the previous memory should be discarded or retained to maintain relevant long-term information [47]:

ft = σ (Wh f ht−1 +Wi f xt + Bh f + Bi f ) , (1)

where ft denotes the forget gate; ht is updated hidden state; Wh f , Wi f , are weight matrices; Bh f , Bi f are biases
terms. Next, the candidate state, expressed in Eq. (2), generates a new set of potential memory values using
a non-linear transformation of the current input and the previous hidden state [47]:

gt = tanh (Whg ht−1 +Wi g xt + Bhg + Bi g) , (2)

where gt denotes the candidate Whg , Wi g are weight matrices; Bhg , Bi g are biases terms. The input gate, shown
in Eq. (3), regulates how much of this candidate state should be added to the memory cell:

it = σ (Whi ht−1 +Wi i xt + Bhi + Bi i) (3)

where it represents the input gate; Whi , Wi i are weight matrices; Bhi , Bi i are biases terms. Similarly, the
output gate, defined in Eq. (4), controls which parts of the updated cell state will be exposed as the hidden
state for the current time step:

ot = σ (Who ht−1 +Wioxt + Bho + Bio) , (4)
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where ot represents the output gate; Who , Wio are weight matrices; Bho , Bio are biases terms. The modulated
candidate state, obtained by the interaction between the input gate and the candidate state, is computed as
in Eq. (5):

g′t = gt ⊙ it , (5)

where g′t is modulated candidate state. The cell state is then updated by combining the retained information
from the previous memory with the modulated candidate, as given in Eq. (6):

ct = ( ft ⊙ ct−1) + g′t , (6)

where ct is updated cell state. Finally, the hidden state, which serves as the short-term representation passed
to subsequent layers, is derived according to Eq. (7):

ht = ot ⊙ tanh (ct) (7)

Through this sequential gating mechanism, the LSTM cell adaptively balances long-term memory reten-
tion with short-term updates, enabling robust modeling of complex temporal dependencies in sequential
data. A more detailed view of the internal mechanism of the LSTM cell is depicted in Fig. 2.

Figure 2: Internal structure and gating mechanism of an LSTM cell.

The diagram highlights the flow of input features, previous hidden state, and previous cell state
through the various gates and activation functions. Each gate applies nonlinear transformations to regulate
information flow, while the cell state acts as a persistent memory line updated at each step. The interplay of
these gates ensures that the model can capture both local fluctuations and long-term dependencies, making
LSTM particularly suitable for anomaly detection in sequential IoT data streams where temporal precision
is critical [47].

2.3 Transformer Encoders
The Transformer encoder was originally proposed by Vaswani et al. in 2017 as a novel sequence

modeling architecture. Unlike earlier recurrent or convolutional approaches, it is entirely based on attention
mechanisms, enabling the model to directly capture global dependencies across input sequences without
relying on recurrence or local receptive fields. This design provides a significant advantage in terms of
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parallelization and computational efficiency, making it highly scalable for large datasets and long input
sequences [48]. For anomaly detection in IoT and CPS environments, the Transformer encoder is particularly
suitable because it can capture both local and long-range contextual patterns in traffic data. Attack behaviors
often manifest across dispersed positions in a sequence, and the self-attention mechanism allows the model
to dynamically focus on the most relevant components, improving robustness against stealthy or evolving
threats. The operation of the Transformer encoder begins with positional encoding, which provides the
model with information about the order of sequence elements. The encoding of even and odd indices is
defined in Eqs. (8) and (9), where sinusoidal functions generate continuous, non-learned embeddings that
enable the model to infer sequence position [48]:

PE(pos ,2i) = sin ( pos
10002i/d ) , (8)

PE(pos ,2i+1) = cos ( pos
10002i/d ) (9)

here, pos is the position index, i is the dimension index, and d is the embedding size.
Once positional information is integrated, the model computes the query, key, and value matrices

through linear projections of the input, as shown in Eqs. (10)–(12). These representations are central to the
attention mechanism, enabling the model to measure relationships between tokens across the sequence:

Q = ZW Q , (10)
K = ZW K , (11)
V = ZW V (12)

where W Q , W K , W V are learned projection weights, and Z is the input from the previous encoder layer.
The interaction of queries and keys is then used to calculate the scaled dot-product attention, which

measures relevance between elements and normalizes the scores to produce attention weights. This process
is described in Eq. (13) [48]:

Attention (Q , K , V) = so f tmax (QKT
√

dK
)V (13)

here, dK is the dimensionality of each attention head.
To enhance representational power, multiple attention heads are computed in parallel. Their outputs

are concatenated and linearly transformed, as expressed in Eq. (14). Each head is itself an instance of the
attention function defined earlier, as shown in Eq. (15):

MultiHead (Q , K , V) = Concat (head1 , head2, . . . , headh)W O , (14)
head1 = Attention (QW Q

i , KW K
i , V W V

i ) (15)

Following the attention mechanism, the output is passed through a feed-forward neural network
(FFNN) with non-linear activation, as described in Eq. (16):

FFNN (x) = ReLU (0, xW1 ,+b1)W2 + b2 (16)

where x is the input vector corresponding to a single token or position in the sequence, W is the weight
matrix, and b is bias vector.
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Finally, residual connections and layer normalization are applied to stabilize training and maintain
information flow, as formulated in Eqs. (17) and (18):

Ź = LayerNorm (Z +MultiHead (Q , K , V)) , (17)
Zout = LayerNorm (Ź + FFNN (Ź)) (18)

Fig. 3 provides a structural overview of the Transformer encoder architecture. It highlights how input
embeddings are first enriched with positional encoding, then processed through layers of multi-head self-
attention and feed-forward networks, each wrapped with residual connections and normalization. This
design allows the model to flexibly capture hierarchical sequence dependencies while ensuring efficient
training convergence, making it highly effective for sequential anomaly detection in IoT and CPS traffic
data [48].

Figure 3: The architecture of the transformer encoder.

2.4 IChOA
The ChOA was introduced in 2020 as a bio-inspired meta-heuristic that mimics the intelligent for-

aging, attacking, and social behaviors of chimpanzees in nature. Unlike swarm-based optimizers, ChOA
explicitly models role diversification among agents, making it highly effective in balancing exploration and
exploitation. In ChOA, the population is divided into four main categories of chimps: attackers, barriers,
chasers, and drivers. Each role represents a different strategy in hunting prey and contributes distinctively to
the position-updating mechanism. By imitating this cooperative hunting behavior, ChOA is able to explore
the search space broadly while also converging effectively toward optimal solutions [49]. Attackers focus
on approaching the prey directly, barriers restrict escape routes, chasers follow the prey’s movement, and
drivers control the prey’s direction. This diverse role assignment enables the algorithm to avoid premature
convergence and enhances its global search capability. At every iteration, chimps update their positions
relative to the prey, guided by stochastic coefficients that introduce controlled randomness and chaotic
adaptation. This design allows ChOA to dynamically balance convergence speed with solution diversity.
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Mathematically, the process of encircling the prey and updating positions is captured through
Eqs. (19)–(23). These equations define the distance vector between the prey and the chimp, the iterative
update of the chimp’s position, and the dynamic coefficients controlling exploration and exploitation.
Specifically, Eq. (19) represents the distance calculation between prey and chimp, while Eq. (20) updates the
chimp’s position accordingly. Eqs. (21) and (22) define the adaptive parameters, where random values regulate
exploration intensity. Finally, Eq. (23) incorporates chaotic dynamics through m, which prevents stagnation
and improves search diversity [49].

d = ∣c.Xpre y (t) −m.Xchim p (t)∣ (19)
Xchim p (t + 1) = Xpre y (t) − a.d (20)
a = 2. f .r1 − f (21)
c = 2.r2 (22)
m = Chaotic_value (23)

where Xchim p(t) denotes the chimp’s position vector; Xpre y (t) is the prey’s position vector; a, c, and m are
the coefficient vectors; m indicates a chaotic vector; r1 and r2 are the random vectors ∈ [0, 1]; and f is the
dynamic vector ∈ [0, 2.5].

Building upon these foundations, the cooperative behavior of multiple chimps is formulated
in Eqs. (24)–(26). Here, four leaders (attacker, barrier, chaser, and driver) are selected to represent the best
candidate solutions. Each role calculates its respective distance vector to the prey as shown in Eq. (24). Based
on these distances, candidate positions for each role are computed as in Eq. (25). The final updated position
of a chimp is then derived as the average of these four candidate positions, expressed in Eq. (26).

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

dAttacker = ∣c1 .XAttacker −m1 .X∣
dBarr i er = ∣c2.XBarr i er −m2.X∣
dC haser = ∣c3.XC haser −m3.X∣
dDr iv er = ∣c4.XDr iv er −m4.X∣

(24)

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

X1 = XAttacker − a1(dAttacker)
X2 = XBarr i er − a2(dBarr i er)
X3 = XC haser − a3(dC haser)
X4 = XDr iv er − a4(dDr iv er)

(25)

X(t + 1) = X1 + X2 + X3 + X4

4
(26)

where XAttacker denotes the best search agent, XBarr i er presents the second-best search agent, XC haser
presents the third-best search agent, XDr iv er denotes the fourth-best search agent, and X(t + 1) is the updated
position of each chimp.

This equation ensures that the search process integrates multiple perspectives simultaneously, enhanc-
ing convergence accuracy and robustness. The position update mechanism is further visualized in Fig. 4,
which depicts the coordinated roles of attackers, barriers, chasers, and drivers in guiding the search process.
Each role contributes to the encirclement of the prey, thereby simulating the collaborative hunting strategy
of chimpanzees [49].
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Figure 4: Cooperative hunting mechanism of ChOA.

To enhance adaptability, ChOA also employs a modified distance function, as given in Eq. (27). This
adaptive mechanism allows the algorithm to switch between exploration and exploitation phases depending
on the value of chaotic and random coefficients. Fig. 5 illustrates this concept, showing how the four roles
dynamically adjust their search directions to maintain diversity and avoid local optima. The impact of
parameter ∣a∣ on convergence and divergence is depicted in Fig. 5. When ∣a∣ < 1, chimps converge toward the
prey, intensifying the exploitation phase. Conversely, when ∣a∣ > 1, the chimps diverge away from the prey,
promoting exploration of the wider search space. This dynamic adaptation ensures that ChOA maintains an
effective balance between global exploration and local refinement [49].

d = ∣c.Xpre y (t) −m.Xchim p (t)∣ (27)

where μ is the random number ∈ [0, 1].

Figure 5: Position updating of chimps and the effect of ∣a∣ on convergence and divergence.

Although the standard ChOA algorithm has demonstrated strong capabilities in balancing exploration
and exploitation, it still exhibits certain limitations. In particular, the reliance on four core roles (attacker,
barrier, chaser, and driver) often results in premature convergence, especially when the population tends
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to cluster around suboptimal regions. Furthermore, while the algorithm excels at exploration in the early
iterations, its exploitation strength in the later stages may be insufficient to fine-tune solutions with the
required precision. These weaknesses reduce the overall convergence accuracy and stability of the optimiza-
tion process. To address these shortcomings, an additional chimp role, termed the Refiner, is introduced
in the improved version of the algorithm. The refiner represents a highly specialized agent dedicated to
intensifying exploitation. Unlike the other roles, which are distributed between exploration and exploitation,
the refiner focuses on refining candidate solutions by operating in closer proximity to the prey. Its task
is to ensure that promising regions of the search space are exploited more thoroughly, thereby improving
convergence precision.

The inclusion of the refiner also enhances the cooperative dynamics of the chimp group. While the
attacker, barrier, chaser, and driver maintain their balance between exploration and exploitation, the refiner
acts as a stabilizing force that prevents the swarm from diverging too far during later iterations. By interacting
with the other four roles, it reinforces exploitation whenever the algorithm shows signs of stagnation,
ensuring that the algorithm converges not only quickly but also accurately. In essence, the refiner functions
as an exploitation intensifier, complementing the exploratory behaviors of the other chimps. The updated
mathematical formulation of the improved ChOA with the refiner is expressed in Eqs. (28)–(30). Eq. (28)
extends the distance calculation by introducing dRefiner, which measures the proximity of the refiner chimp to
the prey. Eq. (29) incorporates the candidate position, derived from the refiner’s update rule. Finally, Eq. (30)
redefines the overall position update of the chimps as the average of five roles instead of four. This extension
ensures that the refiner’s influence is explicitly integrated into the position update mechanism, providing
additional exploitation pressure without sacrificing the exploratory capacity of the standard ChOA. Through
this modification, the improved algorithm strengthens exploitation capabilities while maintaining the diverse
exploration offered by the original four chimp roles.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

dAttacker = ∣c1 .XAttacker −m1 .X∣
dBarr i er = ∣c2.XBarr i er −m2.X∣
dC haser = ∣c3.XC haser −m3.X∣
dDr iv er = ∣c4.XDr iv er −m4.X∣
dRefiner = ∣c5.XRefiner −m5.X∣

(28)

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

X1 = XAttacker − a1(dAttacker)
X2 = XBarr i er − a2(dBarr i er)
X3 = XC haser − a3(dC haser)
X4 = XDr iv er − a4 (dDr iv er)
X5 = XRefiner − a5 (dRefiner)

(29)

X(t + 1) = X1 + X2 + X3 + X4 + X5

5
(30)

2.5 Evo-Transformer-LSTM
The design of the Evo-Transformer-LSTM framework is motivated by the need to effectively capture

both global contextual relationships and temporal dependencies in network traffic data. In IoT and CPS
environments, anomalous behaviors often manifest through complex patterns that span multiple time steps
while also depending on interactions among distributed features. Transformer encoders are particularly
effective in modeling long-range dependencies through self-attention mechanisms, allowing the model to
identify relationships between traffic features across the entire sequence. However, while Transformers excel



Comput Mater Contin. 2026;88(3):91 17

at capturing global contextual information, they may not always preserve fine-grained temporal dynamics.
LSTM networks complement this capability by maintaining sequential memory through gated recurrent
structures, enabling the detection of gradual or evolving anomalies in time-series traffic data. In addition, the
IChOA optimization algorithm is integrated to automatically tune key hyperparameters of both components,
ensuring stable training and improved generalization across heterogeneous datasets. By combining these
complementary mechanisms, the proposed architecture aims to provide a more robust and adaptive anomaly
detection framework for complex IoT and CPS environments. The overall design, illustrated in Fig. 6, begins
with raw traffic sequences from the input datasets, which are first preprocessed and then passed through the
model pipeline.

Figure 6: The overall architecture of the proposed Evo-Transformer-LSTM model.

Each component of the architecture contributes distinctively to capturing the complex temporal and
contextual dependencies of network traffic, while the IChOA ensures robust hyper-parameter selection
for optimal performance. At the entry point of the architecture, input traffic data sequences are mapped
into high-dimensional representations. These embeddings serve as the foundation for capturing meaningful
correlations between features. Since IoT and CPS data often exhibit sequential structures with both long-term
and short-term dependencies, the model leverages a dual learning strategy that exploits both Transformer-
based attention and LSTM memory mechanisms. This integration allows the model to simultaneously focus
on global contextual patterns and localized temporal dynamics.

The Transformer encoder component plays a critical role in extracting long-range dependencies across
the entire traffic sequence. By applying multi-head self-attention, the encoder learns to assign varying
levels of importance to different tokens in the sequence, enabling the detection of subtle anomalies that
may be dispersed across time. Positional encodings are injected into the input embeddings to preserve
sequence order, after which the inputs are linearly projected into query, key, and value matrices. These
representations interact through scaled dot-product attention, ensuring that the model highlights the most
informative dependencies across features. Following the attention stage, the Transformer applies feed-
forward sublayers and residual connections to refine the contextual embeddings. This design provides
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hierarchical representations that capture not only direct correlations but also higher-level abstractions of
the traffic patterns. For anomaly detection, this means the system can recognize both simple deviations and
complex attack signatures, even when the anomalies are masked by normal activity. The Transformer output
thus encodes global contextual knowledge that forms the foundation for subsequent temporal modeling.

The enriched contextual features are then passed to the LSTM layer, which models sequential dynamics
at a finer granularity. While the Transformer excels at learning global relationships, the LSTM complements
it by capturing local temporal dependencies and sequential continuity. At each time step, the LSTM processes
the embedding along with its hidden and cell states, selectively retaining or discarding information via its
gating mechanism. This enables the network to learn how anomalies evolve over time, such as identifying
gradual deviations or burst-like abnormal events that require memory of preceding states. The feedback loop
within the LSTM ensures that both historical context and new inputs contribute to updated hidden states.
This temporal modeling is particularly important in IoT and CPS data, where the difference between normal
and abnormal traffic may lie in how patterns unfold over multiple steps. By combining Transformer outputs
with LSTM processing, the architecture achieves a balance between capturing broad contextual dependencies
and preserving sequential integrity.

To further enhance robustness and generalization, the framework integrates the IChOA as an external
optimizer. IChOA tunes critical hyper-parameters of both the Transformer and the LSTM, such as the
number of attention heads, embedding dimension, learning rate, and hidden state size. By modeling
the cooperative hunting strategies of chimps with adaptive chaotic behavior, IChOA avoids premature
convergence and identifies hyperparameter configurations that maximize classification performance. The
role of IChOA extends beyond simple tuning; it dynamically balances exploration and exploitation during
the optimization process, ensuring that the final Evo-Transformer-LSTM model is not overfitted to specific
datasets but remains adaptable across varying IoT and CPS benchmarks. This evolutionary optimization
provides significant performance gains in terms of accuracy, stability, and computational efficiency, as
validated in our experimental results.

Unlike conventional hybrid architectures that simply stack attention-based and recurrent modules, the
proposed Evo-Transformer-LSTM framework introduces a coupled dual-representation learning mecha-
nism in which global contextual information and temporal dynamics are jointly modeled within a unified
formulation. The key novelty lies not in the mere combination of Transformer and LSTM, but in the
functional integration of their representations, where the Transformer acts as a global context encoder
and the LSTM operates as a context-aware temporal refinement module. This design enables the model to
capture heterogeneous anomaly patterns that span both feature space and temporal evolution, which is not
explicitly addressed in existing hybrid deep learning frameworks. To formalize this integration, we define
the overall representation learning process as a hierarchical transformation in which the Transformer output
is dynamically refined by the LSTM. Specifically, the global contextual embedding is first extracted and then
propagated through a temporal modeling stage, as shown in Eq. (31), which represents the end-to-end feature
transformation of the proposed architecture:

Z = FLST M (FTrans (X)) (31)

where X denotes the input traffic sequence, FTrans (.) represents the transformer encoder, FLST M (.) denotes
the LSTM mapping, and Z is the final learned representation used for anomaly detection.
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Unlike conventional cascaded models, the proposed framework introduces an explicit coupling between
the attention mechanism and temporal memory. In particular, the LSTM hidden state is conditioned not
only on the sequential input but also on the attention-derived contextual representation, enabling adaptive
temporal modeling guided by global dependencies. This interaction is defined in Eq. (32):

ht = g (ht−1 , xt , At) (32)

where ht is the hidden state at time step t, xt is the input at time t, At is the attention-weighted context,
and g (.) represents the modified LSTM update function. The contextual vector At is derived from the
Transformer’s attention mechanism as a weighted aggregation of value vectors, as given in Eq. (33):

At =
T
∑
i=1

at , ivi (33)

where at , i denotes the attention weight assigned to the i-th position, vi is the corresponding value vector,
and T is the sequence length. This formulation allows the temporal dynamics to be modulated by global
contextual relevance, effectively bridging the gap between attention-based and sequential modeling.

From an optimization perspective, the proposed architecture can be interpreted as solving a joint
learning problem that simultaneously optimizes contextual and temporal representations. This is expressed
through the composite objective function in Eq. (34), which integrates classification performance with
temporal consistency:

min
Θ

Lcl s (Z , Y) + λLTem p (ht) (34)

where Θ represents the set of model parameters, Lcl s is the classification loss, LTem p enforces temporal
consistency in the hidden states, λ is a balancing coefficient, and Y denotes the ground-truth labels.
This formulation highlights that the proposed model does not merely combine two architectures, but
instead establishes a coupled optimization framework that explicitly accounts for both global and temporal
anomaly characteristics.

This integrated design provides a clear advantage over existing hybrid models. Conventional
Transformer-based approaches primarily capture global dependencies but often overlook fine-grained tem-
poral evolution, while LSTM-based models effectively model sequential patterns but lack global contextual
awareness. By explicitly coupling attention-derived context with temporal memory, the proposed framework
enables the detection of anomalies that are both temporally evolving and spatially distributed across the
feature space. This capability is particularly critical in IoT and CPS environments, where attack patterns may
manifest as subtle, dispersed, and time-dependent deviations. Furthermore, the incorporation of IChOA
enables adaptive exploration of the joint hyper-parameter space, allowing the model to dynamically adjust its
configuration to different dataset characteristics and thereby improving generalization across heterogeneous
traffic scenarios.

Unlike many existing hybrid models that combine attention-based and sequential architectures, the
main contribution of this work lies in how these components are integrated and utilized. In conventional
approaches, Transformer and LSTM modules are typically combined in a sequential or stacked manner,
without explicitly leveraging their complementary roles. In contrast, the proposed Evo-Transformer-LSTM
framework uses the Transformer as a global context encoder whose output directly influences the temporal
modeling of the LSTM. This enables the model to simultaneously capture long-range feature dependencies
and fine-grained temporal evolution in a coordinated manner. In addition, the integration of IChOA provides
an adaptive mechanism to optimize the joint architecture, further enhancing performance and stability.
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Therefore, the proposed framework offers a more effective and unified spatio-temporal learning strategy
rather than a simple combination of existing methods.

3 Results
To rigorously evaluate the proposed Evo-Transformer-LSTM framework, we compared it against a

carefully selected set of widely used ML and DL models. The choice of baselines was motivated by their pop-
ularity in anomaly detection research, their ability to represent different families of learning approaches, and
their complementary modeling strengths. Together, these baselines form a comprehensive benchmark that
allows us to assess whether the proposed hybrid method consistently outperforms both classical and modern
approaches to anomaly detection in IoT and CPS environments. From the family of sequential deep models,
we included LSTM and Transformer as standalone baselines. LSTM networks, with their gating mechanism,
are well-established for capturing temporal dependencies in sequential data, while Transformer encoders,
through self-attention, excel at modeling long-range contextual relationships. Importantly, evaluating these
architectures individually allows us to investigate how much each contributes on its own, and to quantify
the improvement achieved when they are combined in the proposed Evo-Transformer-LSTM framework. In
addition, CNN was selected as a baseline since it provides strong capabilities in local feature extraction and
pattern recognition, offering a contrasting non-sequential DL perspective.

From the category of advanced representation learning, bidirectional encoder representations from
transformers (BERT) was chosen as a baseline. As a bidirectional Transformer model pre-trained on large
corpora, BERT has shown strong adaptability in tasks beyond natural language processing, including
cybersecurity. Its contextual embedding capabilities provide a powerful comparison point for our proposed
architecture. Furthermore, deep reinforcement learning (DRL) was included to represent adaptive policy-
based models that optimize decision-making through interaction with the environment. This allows us
to benchmark our supervised architecture against adaptive approaches that can learn dynamic anomaly
detection strategies. Finally, to represent traditional ML methods, RF and k-nearest neighbors (KNN)
were adopted. RF, as an ensemble of decision trees, is widely recognized for its robustness, interpretabil-
ity, and strong performance in classification tasks, particularly on imbalanced datasets. KNN, though
simple, remains an effective distance-based classifier and serves as a lightweight baseline for anomaly
detection. Together, RF and KNN ensure that the comparison is not limited to deep models but also covers
conventional ML.

3.1 Experimental Setup
All experiments were implemented in Python 3.10.13, which provides stable compatibility with modern

DL libraries. The DL modules, including LSTM and Transformer encoders, were developed using PyTorch
2.3.1 with CUDA 12.1 support, ensuring efficient training on GPU hardware. Supporting libraries included
scikit-learn 1.5.0 for preprocessing, evaluation metrics, and baseline comparisons, as well as NumPy 1.26.4
and Pandas 2.2.2 for numerical computation and data manipulation. Visualization and result analysis were
performed using Matplotlib 3.9.0 and Seaborn 0.13.2, which allowed consistent graphical representation
of performance metrics. The simulations were conducted on a workstation equipped with an NVIDIA
RTX 4090 GPU (24 GB VRAM), an Intel Core i9-13900K processor (3.0 GHz, 24 cores), and 128 GB of
DDR5 RAM, running on Ubuntu 22.04 LTS. This configuration provided sufficient computational resources
to train deep neural models on large-scale datasets such as CIC-IDS-2017 and CSE-CIC-IDS-2018, while
also enabling efficient experimentation with the more recent IoT and IoV benchmarks. The hardware
environment ensured that both training and inference were executed with reasonable efficiency, supporting
extensive hyper-parameter tuning with IChOA without compromising scalability.
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3.2 Performance Metrics
For evaluation, we employed a comprehensive set of metrics including accuracy (Acc), F1-score, area

under the curve (AUC), root mean squared error (RMSE), runtime performance, variance analysis, and
statistical significance testing using the t-test. Together, these metrics capture both quantitative classification
performance and qualitative aspects such as convergence stability, computational efficiency, and reliability.
Accuracy, defined in Eq. (35), measures the proportion of correctly classified samples relative to the total
number of observations. It provides a general indicator of overall correctness by combining both true
positives and true negatives. While useful for summarizing overall performance, accuracy can be biased in
imbalanced datasets, which makes it essential to interpret it alongside other metrics that are more sensitive
to class distribution.

Accurac y = true positive + true negative
true positive + true negative + f al se positive + f al se negative

(35)

F1-score, shown in Eq. (36), balances precision and recall through their harmonic mean. Precision
reflects the ability to minimize false alarms, while recall captures the ability to identify actual attacks.
This metric is particularly important in IoT and CPS environments, where an excess of false positives can
overwhelm administrators while false negatives may leave attacks undetected. A high F1-score indicates that
the model achieves a strong trade-off between detecting anomalies and avoiding spurious alerts.

F1−Score = 2 × Precision × Recal l
Precision + Recal l

(36)

AUC, expressed in Eq. (37), evaluates the discriminative capacity of the model by integrating the receiver
operator characteristic (ROC) curve across all possible thresholds. This threshold-independent measure
reflects how consistently the model ranks anomalous traffic above benign traffic. In practice, a higher AUC
value suggests greater reliability of the classifier under different operating conditions, which is critical for
deployment in diverse IoT and CPS systems where detection thresholds may vary depending on real-time
requirements.

AUC = ∫
1

0
ROC (t) dt (37)

where, ROC (t) is ROC curve at threshold t.
RMSE, defined in Eq. (38), quantifies the squared deviation between predicted and actual values. In

this study, it was used primarily to track the convergence behavior of the models during training. Lower
RMSE values indicate more stable and efficient error reduction, allowing us to compare not only the final
classification outcomes but also the learning dynamics. This measure is therefore essential to demonstrate
that the proposed Evo-Transformer-LSTM not only outperforms in accuracy but also converges smoothly
and reliably.

RMSE =

�
��� 1

N

N
∑
i=1
[xi − x̂i]2 (38)

where, xi is the actual value, x̂i is the predicted value, and N is the total number of data points.
Runtime and variance analysis complement the classification metrics by providing insight into com-

putational efficiency and model stability. Runtime measures the total training and inference time, which
is a crucial factor for real-world IoT and CPS deployments where scalability and response speed matter.
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Variance quantifies the stability of results across multiple runs; low variance indicates that the model
produces consistent outcomes, while high variance may reveal sensitivity to initialization or dataset splits.
These measures ensure that performance gains are not achieved at the expense of efficiency or reliability.
The t-test analysis was used to validate the statistical significance of the observed improvements. By
comparing the performance distributions of the proposed model and baseline methods, the t-test determines
whether the differences are likely due to genuine performance superiority rather than random variation.
Including this statistical test reinforces the robustness of our conclusions, ensuring that the superiority of
Evo-Transformer-LSTM is both empirically demonstrated and statistically validated.

3.3 Dataset Preprocessing and Data Preparation
Before training the models, a standardized preprocessing pipeline was applied to all four CIC bench-

mark datasets to ensure consistency and reproducibility. The preprocessing procedure consisted of feature
cleaning, normalization, class balancing, and dataset partitioning. First, non-informative attributes, such
as identifiers (e.g., flow IDs, timestamps, or source/destination addresses), were removed to prevent data
leakage and reduce redundancy. Only numerical traffic features relevant to flow behavior were retained.
Missing or undefined values were handled by replacing them with zeros or removing corrupted records
where necessary. To ensure stable model training, all numerical features were normalized using min–max
normalization, which scales each feature into the range [0, 1] according to Eq. (39):

x′ = x − xmin

xmax − xmin
(39)

where x represents the original feature value and x′ denotes the normalized value. This normalization
prevents features with larger magnitudes from dominating the learning process.

Because CIC datasets typically exhibit class imbalance, particularly between benign and attack traffic,
a balanced sampling strategy was applied during training. Minority attack classes were preserved while
majority benign samples were randomly down-sampled to avoid strong bias toward normal traffic. This
procedure ensures that the classifier learns meaningful patterns for both benign and malicious behaviors.
After preprocessing, the datasets were divided into training and testing subsets using an 80/20 split. It
is important to note that the datasets used in this study are based on flow-level representations rather
than raw packet-level sequences. Each sample corresponds to an aggregated network flow with statistical
features, which reduces the strong temporal dependency typically observed in packet-level data. To further
mitigate potential data leakage, duplicate and highly similar flows were removed during preprocessing, and
the experiments were repeated across multiple runs with different random seeds to ensure robustness and
consistency of the results. In addition, the diversity of traffic scenarios and attack types in the datasets helps
reduce the likelihood of identical patterns appearing across training and testing subsets. Nevertheless, strictly
time-based or scenario-based splitting strategies may provide a more rigorous evaluation for sequential data
and can be considered as a direction for future work, particularly for real-time deployment scenarios.

In addition to standard preprocessing, special attention was given to label quality in CIC-IDS-2017
and CSE-CIC-IDS-2018, since previous studies have reported labeling inconsistencies and duplicated or
ambiguous flow records in these datasets. To improve benchmarking reliability, corrected/cleaned versions
of these datasets were used. Moreover, during preprocessing, duplicate records, incomplete flows, invalid
entries, and samples with inconsistent or ambiguous labels were removed before training and testing. This
label-quality control step was applied prior to normalization, class balancing, and dataset partitioning
to reduce the risk of training the models on mislabeled traffic patterns. By incorporating this cleaning
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procedure, the evaluation was conducted on a more reliable representation of the CIC benchmarks, thereby
improving the scientific rigor and fairness of the reported comparisons.

3.4 Simulartion Results and Discussions
Before training the models, the hyper-parameters of each architecture were carefully tuned to ensure a

fair, reliable, and optimized evaluation. Hyper-parameter tuning is an essential step in DL-based modeling
because the final performance of a model is often highly sensitive to configuration choices such as the
learning rate, batch size, dropout rate, number of layers, hidden units, and optimizer type. These parameters
directly affect the convergence behavior, learning stability, generalization capability, and computational
efficiency of the model. Therefore, using arbitrary or poorly selected values may lead to misleading results,
where a model appears weak not because of its architecture, but because it has not been trained under
suitable conditions.

In particular, inappropriate hyper-parameter settings can result in several training issues, including
overfitting, underfitting, slow convergence, unstable gradients, or premature convergence to suboptimal
solutions. For example, an excessively high learning rate may cause unstable training, while a very low
learning rate can significantly slow down convergence. Similarly, insufficient regularization may increase the
risk of overfitting, whereas excessive dropout may prevent the model from learning useful representations.
Hence, careful hyper-parameter optimization is necessary not only to improve prediction accuracy but also
to ensure that the comparison among different models is technically fair and scientifically meaningful.

To achieve reliable optimization, different tuning strategies were applied depending on the architec-
ture and model complexity. For the proposed Evo-Transformer-LSTM model, the hyper-parameters were
optimized using the IChOA, which dynamically balances exploration and exploitation to identify near-
optimal configurations in a large and complex search space. This is particularly important for the proposed
hybrid architecture, where the interaction between Transformer-based contextual learning, LSTM-based
temporal modeling, and evolutionary optimization introduces multiple coupled parameters. In contrast, for
the baseline models, including CNN, BERT, DRL, RF, and KNN, hyper-parameter tuning was performed
using a grid search strategy. This enabled a systematic exploration of predefined candidate values and ensured
that each baseline was evaluated under its best validation-based configuration rather than using default or
arbitrary settings.

The optimized hyper-parameter values for each model are summarized in Table 1. For Evo-Transformer-
LSTM, the configuration included a learning rate of 0.003, batch size of 32, dropout rate of 0.2, weight decay
of 0.02, and GELU activation, with IChOA serving as the optimizer. Transformer-specific parameters such
as 8 attention heads, 6 encoder layers, and 2048 hidden feed-forward units were tuned, while LSTM layers
used 64 hidden units and a sequence length of 6. In the CNN baseline, optimal performance was achieved
with 8 convolution layers, kernel size of 3 × 3, max pooling of size 2 × 2, and 32 neurons. For BERT, the
optimized setup included a learning rate of 0.001, batch size of 64, dropout rate of 0.2, GELU activation,
and Adam optimizer, with 8 self-attention heads and 8 encoder layers. DRL was tuned with a learning rate
of 0.004, batch size of 64, sigmoid activation, discount factor γ = 0.96, and ε-greedy = 0.41. RF performed
best with 300 estimators, maximum tree depth of 10, and a minimum of 4 samples per split. Finally, KNN
achieved its optimal setting with 6 neighbors, Euclidean distance metric, uniform weights, and the Kd-
tree algorithm. These optimized configurations, reported concisely in Table 1, represent the best-performing
hyper-parameter sets identified for each algorithm and were consistently used in all subsequent experiments.
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Table 1: Parameter setting of proposed algorithms.

Model Parameter Value

Evo-Transformer-LSTM

Learning rate 0.003
Batch size 32

Feed forward hidden size 2048
Weight decay 0.02
Dropout rate 0.2

Number of attention heads 8
Number of encoder layers 6

Activation function GELU
Optimizer IChOA

Sequence length 6
Hidden units per layer 64

a [−1, 1]
f Linearly from 2 to 0

Population size 40
Iteration 300

CNN
Number of convolution layers 8

Kernel size 3 ∗ 3
Pooling type Max pooling (2 ∗ 2)

Number of neurons 32

BERT

Learning rate 0.001
Batch size 64

Dropout rate 0.2
Number of self-attention heads per

layer
8

Number of transformer encoder
layers

8

Length of input time-series window 64
Activation Function GELU

Optimizer Adam

DRL

Learning rate 0.004
Discount factor (γ) 0.96

ε-greedy 0.41
Batch size 64

Activation Function Sigmoid

RF
Number of estimators 300

Maximum depth of trees 10
Minimum samples per split 4

KNN
Number of neighbors 6

Distance metric Euclidean distance
Weights Uniform

Algorithm Kd-tree

Table 2 presents the comparative performance of the proposed Evo-Transformer-LSTM against a set
of baseline algorithms across four benchmark datasets. The reported metrics include accuracy, F1-score,
and AUC, offering both quantitative insights into classification correctness and qualitative evidence of
robustness in detecting anomalies. On the most challenging dataset, CICIoV 2024, Evo-Transformer-LSTM
achieved an accuracy of 96.72%, F1-score of 97.18%, and an AUC of 98.52%, significantly outperforming
traditional baselines such as RF (Accuracy 81.55%, AUC 83.08) and KNN (Accuracy 80.09%, AUC 82.34).
This improvement reflects the framework’s ability to handle heterogeneous vehicular traffic patterns where
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attack signatures are often subtle and temporally dispersed. Qualitatively, the high F1-score indicates that
the model can successfully capture even rare attack instances, a critical requirement for IoV systems. For
CIC IoT-DIAD 2024, which emphasizes IoT traffic with lightweight protocols and irregular communication,
Evo-Transformer-LSTM achieved an accuracy of 97.01%, F1-score of 97.62%, and an AUC of 98.15%. The
performance margin over baselines such as CNN (Accuracy 84.45%, AUC 86.68) and LSTM (Accuracy
86.03%, AUC 88.05) demonstrates that the hybrid model can effectively capture both global contextual
dependencies and local sequential patterns. The results show that the integration of Transformer and LSTM
modules allows the system to overcome challenges posed by IoT-specific communication patterns, which
often appear noisy and inconsistent.

Table 2: Comparative performance of proposed models across four CIC datasets.

Proposed Model

Datasets

CICIoV 2024 CIC IoT-DIAD 2024 CSE-CIC-IDS 2018 CIC-IDS 2017

Acc F1 AUC Acc F1 AUC Acc F1 AUC Acc F1 AUC
Evo-Transformer-LSTM 96.72 97.18 98.52 97.01 97.62 98.15 97.88 98.30 98.91 98.25 98.83 99.36

BERT 90.36 91.20 92.33 91.25 92.32 93.49 91.80 92.19 93.77 92.46 93.73 92.99
Transformer 89.48 90.49 91.20 90.29 91.28 92.35 90.19 91.66 92.41 91.52 92.25 93.58

DRL 88.88 89.11 90.76 89.81 90.40 91.77 89.55 90.07 91.25 90.14 91.85 91.55
LSTM 85.96 86.08 86.14 86.03 87.18 88.05 86.63 88.38 89.65 87.79 88.33 89.61
CNN 84.18 85.56 86.83 84.45 85.75 86.68 84.79 85.96 86.09 85.43 86.21 87.27

RF 81.55 82.31 83.08 80.23 81.49 82.28 82.08 83.41 84.60 83.28 84.08 85.83
KNN 80.09 81.70 82.34 81.19 82.61 83.43 81.11 82.30 83.44 82.79 83.18 84.12

On CSE-CIC-IDS 2018, the Evo-Transformer-LSTM reached 97.88% accuracy, 98.30% F1-score, and
98.91% AUC, outperforming BERT (Accuracy 91.80%, AUC 93.77) and Transformer (Accuracy 90.19%, AUC
92.41). This dataset contains a wide variety of modern attack types, including cryptomining and botnet-based
threats. The superior performance here illustrates how the evolutionary optimization of hyper-parameters
by IChOA contributes to stability and adaptability across diverse attack families. The qualitative takeaway is
that the model generalizes well even in environments with complex multi-class attack distributions. For the
relatively more established CIC-IDS 2017, the Evo-Transformer-LSTM achieved its highest performance, with
98.25% accuracy, 98.83% F1-score, and 99.36% AUC. While other models such as BERT and Transformer
also performed strongly (above 92% accuracy and 92% AUC), the proposed framework maintained a clear
margin. This outcome can be attributed to the dataset’s more standardized attack patterns, which are easier
to learn, thus allowing the hybrid architecture to reach near-optimal detection. The high AUC underscores
the system’s ability to discriminate effectively across benign and malicious flows, even at varying thresholds.

Fig. 7 visualizes the accuracy results reported in Table 2 using radar plots for the four datasets. This
graphical representation highlights the comparative performance of Evo-Transformer-LSTM against other
baseline models. The radar shape for Evo-Transformer-LSTM consistently dominates the others, reflecting its
superior classification accuracy across all datasets. By displaying the results in this format, it becomes easier
to observe the performance margins between models and to identify how closely certain baselines approach
the proposed framework. The plots reveal that the margin of improvement is most significant in the more
challenging datasets, CICIoV 2024 and CIC IoT-DIAD 2024, where simpler models such as RF and KNN
remain closer to the inner rings of the radar space. In contrast, for the less complex datasets, CSE-CIC-IDS
2018 and CIC-IDS 2017, the baseline models also achieve relatively high accuracies, yet Evo-Transformer-
LSTM model still retains a clear edge. This visualization confirms that the proposed hybrid architecture
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maintains consistent superiority regardless of dataset complexity, with the largest advantages manifesting in
domains where traffic patterns are irregular and attack signatures are more difficult to distinguish.

Figure 7: Radar plot comparison of accuracy across models on four CIC datasets: (a) CICIoV 2024; (b) CIC IoT-DIAD
2024; (c) CSE-CIC-IDS 2018; (d) CIC-IDS 2017.

Fig. 8 illustrates the F1-score and AUC values for all models across the four CIC benchmark datasets,
providing a visual complement to the numerical results already presented in Table 2. By displaying these
metrics as grouped bar charts, the figure highlights both the relative and absolute margins of improvement
achieved by the Evo-Transformer-LSTM compared to baselines. The consistent dominance of the proposed
method in both F1-score and AUC is clearly observable, reinforcing its strength in balancing precision
and recall while maintaining robust discriminative ability. The analysis of the bar charts shows that the
performance gap is most pronounced in the more challenging datasets, CICIoV 2024 and CIC IoT-DIAD
2024. In these cases, classical baselines such as RF and KNN remain closer to the lower end of the scale, while
deeper models like BERT and Transformer approach higher ranges but still fall short of Evo-Transformer-
LSTM. For CSE-CIC-IDS 2018 and CIC-IDS 2017, although all models achieve relatively strong F1-scores and
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AUC values, the proposed architecture consistently leads with visible margins, confirming that its hybrid
design not only performs well under difficult conditions but also achieves near-optimal results in more
structured datasets.

Figure 8: Bar chart visualization of F1-score and AUC across four CIC datasets: (a) CICIoV 2024; (b) CIC IoT-DIAD
2024; (c) CSE-CIC-IDS 2018; (d) CIC-IDS 2017.

Fig. 9 presents the ROC curves of the proposed Evo-Transformer-LSTM and baseline models across
the four CIC datasets. By plotting sensitivity (true positive rate) against 1-specificity (false positive rate), the
figure provides a threshold-independent perspective on classifier performance. The ROC curves allow us to
visually compare the discriminative ability of each model, confirming the trends already suggested by the
AUC values in Table 2. The ROC curves clearly show that Evo-Transformer-LSTM consistently maintains the
steepest ascent and largest enclosed AUC across all datasets. This pattern indicates that the model achieves
both high sensitivity and specificity, meaning it effectively detects attacks without generating excessive false
alarms. In contrast, traditional baselines such as RF and KNN exhibit much flatter curves, highlighting their
limited capacity to balance true positive and false positive rates, especially in the more complex IoV and IoT
scenarios. Deep models like BERT and Transformer approach stronger ROC behavior, but their curves still
fall short of the sharper separation achieved by the hybrid Evo-Transformer-LSTM model.
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Figure 9: ROC curves of proposed models across four CIC datasets: (a) CICIoV 2024; (b) CIC IoT-DIAD 2024;
(c) CSE-CIC-IDS 2018; (d) CIC-IDS 2017.

The superior ROC performance of the proposed model can be directly linked to the synergy of its
components. The Transformer encoder provides global contextual awareness, the LSTM model captures
sequential temporal dependencies, and IChOA algorithm optimizes hyper-parameters to balance learning
stability and generalization. This combination produces a curve that consistently dominates across datasets,
reflecting robustness not only in conventional traffic (CIC-IDS 2017, CSE-CIC-IDS 2018) but also in
the highly dynamic and irregular domains of IoT-DIAD and CICIoV. These results demonstrate that
the hybrid architecture leverages the complementary strengths of its constituent models, enabling it to
outperform single-method baselines that lack either contextual depth, temporal continuity, or optimization-
driven adaptability.

Despite the strong overall performance of the proposed Evo-Transformer-LSTM framework, certain
misclassification cases may still occur, particularly in scenarios where attack traffic closely resembles benign
communication patterns. In IoT and CPS environments, some attack types—such as low-rate denial-
of-service attempts, stealthy probing activities, or short-lived anomalous flows—can exhibit statistical
characteristics similar to normal traffic. In such cases, the boundaries between benign and malicious
patterns become less distinct, potentially leading to occasional false negatives or false positives. Additionally,
datasets such as CICIoV 2024 and CIC IoT-DIAD 2024 contain highly heterogeneous traffic patterns and
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irregular communication behaviors, which can further complicate the discrimination between legitimate
and malicious activities. These observations suggest that future improvements may focus on incorporating
additional contextual features, adaptive thresholds, or attention mechanisms tailored to rare attack patterns
in order to further reduce misclassification rates in highly dynamic IoT environments.

Fig. 10 illustrates the training convergence behavior of all models by plotting RMSE against epochs
across the four CIC datasets. These curves provide insight into the stability and efficiency of the training
process, showing not only the final error levels but also the speed at which each model approaches
convergence. The comparison highlights the ability of different architectures to minimize error over time,
directly linking their learning dynamics to robustness in classification. The results show that the proposed
Evo-Transformer-LSTM achieves the fastest and most stable convergence across all datasets. Its RMSE
drops sharply within the first ~50 epochs and stabilizes near zero well before 100 epochs, reflecting both
efficient error reduction and strong optimization through IChOA. In contrast, single deep models such as
Transformer, LSTM, and CNN converge more slowly, typically requiring 150–250 epochs to reach a plateau,
while BERT achieves moderate improvement but still lags behind the hybrid framework. Traditional models
such as RF and KNN converge the slowest and exhibit higher residual error, underscoring their limited
capacity to capture complex feature interactions.

Figure 10: Training convergence curves of RMSE over epochs for the four CIC datasets: (a) CICIoV 2024; (b) CIC
IoT-DIAD 2024; (c) CSE-CIC-IDS 2018; (d) CIC-IDS 2017.

Table 3 presents a comprehensive ablation study designed to evaluate the individual and combined
contributions of the Transformer, LSTM, and IChOA components within the proposed Evo-Transformer-
LSTM framework. By systematically removing or modifying each module, the table provides insight into
how different architectural configurations affect performance across four benchmark datasets. The results
clearly show that the full model (Evo-Transformer-LSTM with IChOA) consistently achieves the highest
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performance across all metrics, confirming the effectiveness of integrating contextual modeling, temporal
learning, and evolutionary optimization into a unified framework. From a quantitative perspective, the
complete model achieves the highest accuracy across all datasets, for example reaching 96.72% on CICIoV
2024, 97.01% on CIC IoT-DIAD 2024, 97.88% on CSE-CIC-IDS 2018, and 98.25% on CIC-IDS 2017. When
the IChOA optimizer is removed (Transformer-LSTM), the performance drops across all datasets, e.g., from
96.72% to 94.51% on CICIoV and from 98.25% to 96.42% on CIC-IDS 2017. This consistent degradation
confirms that hyperparameter optimization plays a critical role in improving both accuracy and stability.
Similarly, replacing IChOA with the standard ChOA leads to further performance degradation (e.g., 93.27%
vs. 91.93% on CICIoV for Transformer-based variants), highlighting the effectiveness of the proposed
improvements in balancing exploration and exploitation.

Table 3: Ablation study of Evo-Transformer-LSTM components across four CIC datasets

Proposed Model

Datasets

CICIoV 2024 CIC IoT-DIAD 2024 CSE-CIC-IDS 2018 CIC-IDS 2017

Acc F1 AUC Acc F1 AUC Acc F1 AUC Acc F1 AUC
Evo-Transformer-LSTM (IChOA) 96.72 97.18 98.52 97.01 97.62 98.15 97.88 98.30 98.91 98.25 98.83 99.36

Transformer-LSTM 94.51 94.92 95.63 95.88 96.70 97.02 96.01 96.86 97.15 96.42 96.97 97.35
IChOA-Transformer 93.27 94.05 95.11 95.12 95.93 96.67 95.23 96.01 96.66 95.51 96.31 97.04

IChOA-LSTM 92.17 93.12 94.35 94.24 95.02 95.93 94.33 95.41 96.02 94.36 95.40 96.57
ChOA-Transformer 91.93 92.34 93.08 93.37 94.37 95.10 93.18 94.56 95.41 93.32 94.18 95.63

ChOA-LSTM 91.05 91.96 92.50 92.21 93.65 94.28 92.10 93.29 94.37 92.89 93.38 94.34
Transformer 89.48 90.49 91.20 90.29 91.28 92.35 90.19 91.66 92.41 91.52 92.25 93.58

LSTM 85.96 86.08 86.14 86.03 87.18 88.05 86.63 88.38 89.65 87.79 88.33 89.61

Analyzing the contribution of the Transformer module, it is evident that models incorporating
Transformer-based contextual learning significantly outperform those relying solely on LSTM. For instance,
the standalone Transformer achieves 89.48% accuracy on CICIoV, compared to 85.96% for LSTM. This
improvement can be attributed to the ability of the Transformer to capture global dependencies and long-
range feature interactions through self-attention. In complex IoT and CPS traffic, where anomalies may be
distributed across multiple features and time steps, this global contextual awareness becomes essential for
accurate classification. On the other hand, the inclusion of the LSTM module provides complementary gains
by modeling temporal dynamics. Comparing IChOA-Transformer (93.27%) with IChOA-LSTM (92.17%)
and further with Transformer-LSTM (94.51%), it becomes clear that combining both modules yields superior
performance. The improvement from single-module models to the hybrid model (approximately 1%–2% gain
across datasets) indicates that temporal memory enhances the representation learned by the Transformer.
This is particularly important for detecting sequential anomalies such as gradual attacks or time-dependent
traffic deviations, where historical context must be preserved.

The role of the IChOA optimizer is further emphasized when comparing optimized and non-optimized
variants. For example, the difference between Transformer-LSTM (94.51%) and Evo-Transformer-LSTM
(96.72%) on CICIoV demonstrates a significant gain of over 2%. This improvement is consistent across
all datasets and metrics, indicating that IChOA effectively identifies better hyperparameter configurations
than manual or static settings. Moreover, the comparison between IChOA-based and ChOA-based variants
shows that the introduction of the refiner mechanism enhances convergence accuracy, leading to improved
final performance. Overall, the ablation results demonstrate that each component contributes uniquely
to the overall performance of the model. The Transformer provides global contextual understanding, the
LSTM captures temporal dependencies, and IChOA ensures optimal configuration of the architecture. The
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combination of these three components results in a synergistic effect, where the performance gains are not
merely additive but mutually reinforcing. This explains why the full Evo-Transformer-LSTM model consis-
tently outperforms all reduced variants across diverse datasets, confirming its robustness and generalization
capability in IoT and CPS anomaly detection tasks.

The proposed model achieved higher accuracy, F1-score, and AUC values compared to both DL
and traditional baselines, while also exhibiting faster and more stable convergence in terms of RMSE.
These findings confirm that the integration of Transformer encoders, LSTM modules, and evolutionary
hyper-parameter tuning provides a robust and scalable solution for anomaly detection in IoT and CPS
environments. Building on these results, it is essential to further analyze additional aspects that determine
the practicality and generalizability of the framework. To strengthen the reliability of the findings, a statistical
significance analysis was performed using the t-test. While raw metrics such as accuracy or AUC demonstrate
performance differences, statistical testing ensures that the observed improvements are not the result of
random variation but reflect genuine superiority of the proposed model. This evaluation is particularly
important in security-sensitive domains, where decision-making must be based on consistently verifiable
results rather than single-run outcomes. Beyond statistical validation, model stability and computational
efficiency are also critical for real-world deployment. Variance analysis across multiple runs provides insight
into how reliably a model maintains its performance under different training conditions, while runtime
evaluation highlights whether a model can scale to time-sensitive applications such as IoT intrusion detection
or vehicular anomaly detection. Together, these evaluations extend the discussion beyond raw accuracy and
F1-score, offering a more comprehensive perspective on whether the proposed Evo-Transformer-LSTM can
be generalized and applied effectively in diverse real-world settings.

Table 4 reports the statistical significance analysis using t-tests, comparing the proposed Evo-
Transformer-LSTM against all baseline models across the four CIC datasets. The results consistently show
extremely low p-values (all below 0.001), which confirms that the performance improvements of the
proposed model are statistically significant rather than due to random variation. This validation is critical, as
it demonstrates that the superior performance observed in accuracy, F1-score, and AUC metrics is reliably
repeatable across independent runs. The analysis also highlights that the margin of statistical significance
holds across both DL baselines such as BERT, Transformer, and DRL, as well as traditional ML methods
like RF and KNN. This finding underscores the robustness of the Evo-Transformer-LSTM, showing that its
improvements are not limited to a specific category of algorithms but extend across fundamentally different
modeling paradigms. In practical terms, this statistical evidence strengthens confidence that the proposed
model can consistently outperform existing methods when applied to diverse and complex datasets in IoT
and CPS anomaly detection.

Table 5 reports the variance of performance scores for the proposed Evo-Transformer-LSTM and
baseline models, computed across 30 independent training runs for each dataset. Models with lower variance
are more reliable, as they are less affected by random initialization and stochastic training conditions, while
higher variance reflects instability and potential sensitivity to noise. The results demonstrate that Evo-
Transformer-LSTM consistently yields the lowest variance across all datasets, with values close to zero (e.g.,
0.00083 for CICIoV 2024 and 0.00043 for CIC-IDS 2017). This outcome highlights the robustness of the
proposed architecture, showing that it not only achieves superior accuracy and AUC but also maintains
highly stable results across repeated runs. By contrast, traditional ML methods such as RF and KNN exhibit
the highest variance (above 8.0 in most cases), confirming their limited resilience under varying conditions.
DL baselines like BERT, Transformer, and DRL model achieve moderate variance, yet still fall short of the
stability offered by the hybrid model. These findings underscore that the proposed framework is not only
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accurate but also dependable, a crucial advantage for real-world IoT and CPS anomaly detection tasks where
consistency across multiple deployments is essential.

Table 4: Results of statistical t-tests comparing the Evo-Transformer-LSTM with baseline models.

Model

Statistical t-tests

CICIoV 2024 CIC IoT-DIAD 2024 CSE-CIC-IDS 2018 CIC-IDS 2017

p-value Results p-value Results p-value Results p-value Results
Proposed vs. BERT 0.0008 Significant 0.0006 Significant 0.0005 Significant 0.0003 Significant

Proposed vs. Transformer 0.0007 Significant 0.0007 Significant 0.0008 Significant 0.0001 Significant
Proposed vs. DRL 0.0003 Significant 0.0005 Significant 0.0004 Significant 0.0002 Significant

Proposed vs. LSTM 0.00006 Significant 0.00004 Significant 0.00007 Significant 0.00004 Significant
Proposed vs. CNN 0.00005 Significant 0.00002 Significant 0.00006 Significant 0.00007 Significant

Proposed vs. RF 0.000008 Significant 0.000007 Significant 0.000005 Significant 0.000006 Significant
Proposed vs. KNN 0.000006 Significant 0.000005 Significant 0.000002 Significant 0.000003 Significant

Table 5: Variance of model performance across four CIC datasets over 30 independent runs.

Method Variance

CICIoV 2024 CIC IoT-DIAD 2024 CSE-CIC-IDS 2018 CIC-IDS 2017
Evo-Transformer-LSTM 0.00083 0.00065 0.00071 0.00043

BERT 1.82548 1.16325 1.65412 2.41523
Transformer 2.16521 2.02456 1.96325 2.02531

DRL 3.95324 3.24532 2.47856 3.14586
LSTM 5.24153 5.01589 6.21458 5.02586
CNN 6.52369 6.32145 5.75632 6.17563

RF 9.81253 8.63521 8.45896 8.53014
KNN 10.32856 9.25478 9.63521 9.75301

To address potential concerns regarding overfitting, several measures were adopted to ensure the
robustness and generalization capability of the proposed model. First, the training process incorporates
regularization techniques, including dropout and weight decay, to prevent the model from memorizing
training data. Second, all experiments were conducted using a consistent train-test split, and the evaluation
was repeated across multiple runs with different random seeds. This multi-run evaluation ensures that the
reported performance is not dependent on a specific data split or initialization. In addition, stability and reli-
ability were assessed through variance analysis and statistical testing. The results demonstrate low variance
across multiple runs, indicating that the model produces consistent performance under different conditions.
Furthermore, the t-test results confirm that the observed improvements are statistically significant rather
than due to random fluctuations. These findings collectively indicate that the high performance achieved by
the Evo-Transformer-LSTM is not a result of overfitting, but rather reflects its strong generalization capability
across diverse datasets.

In addition to training convergence behavior, we further analyze the computational cost of the proposed
Evo-Transformer-LSTM framework in terms of training time, model complexity, and inference efficiency.
The architecture combines a Transformer encoder and LSTM network, which increases representational
capacity but also introduces additional parameters compared to traditional ML models such as RF and
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KNN. However, the hybrid design remains computationally manageable due to moderate network depth
(6 Transformer encoder layers and 64 LSTM hidden units) and efficient GPU acceleration during training.
In practical deployment scenarios, inference requires only a single forward pass through the trained
network, resulting in low prediction latency suitable for real-time anomaly detection tasks in IoT and CPS
environments. The runtime comparison presented in Table 5 therefore provides an empirical evaluation of
the computational efficiency of the proposed framework relative to baseline models.

Table 6 summarizes the computational efficiency of the proposed Evo-Transformer-LSTM compared
with baseline models, measured in terms of run time until different convergence thresholds of RMSE
(<20, <15, <10, and <5) were reached. This analysis provides an important perspective beyond predictive
performance, as it evaluates the feasibility of deploying these models in real-world IoV scenarios where
computational time is a critical factor. The runtime results presented in Table 6 correspond to the conver-
gence time of the final Evo-Transformer-LSTM model using the optimal hyperparameters obtained after the
IChOA optimization process. They do not represent the total computational cost of the entire population-
based search. During the optimization stage, candidate solutions are evaluated using a reduced training
protocol to limit computational overhead. Once the best configuration is identified, the model is trained
using the full training procedure, and its convergence behavior is reported in Table 6.

Table 6: Comparison of run time for different models on the CICIoV 2024 dataset.

Method Run Time (s)

RMSE < 20 RMSE < 15 RMSE < 10 RMSE < 5
Evo-Transformer-LSTM 35 92 163 342

BERT 163 426 793 –
Transformer 152 493 853 –

DRL 109 528 970 –
LSTM 185 763 – –
CNN 180 805 – –

RF 205 – – –
KNN 271 – – –

The results show that Evo-Transformer-LSTM is consistently the fastest model to reach all termination
thresholds. For instance, it achieves RMSE <20 in only 35 s and RMSE <5 in 342 s, whereas none of
the baseline models are able to converge to the strictest RMSE <5 threshold within practical time limits.
By contrast, traditional methods such as RF and KNN exhibit significantly longer times or even fail to
converge under tighter thresholds, reflecting their limited efficiency in handling high-dimensional traffic
data. Similarly, DL baselines like BERT, Transformer, and DRL model require substantially more time (over
400–900 s for RMSE <15 or <10), making them less suitable for time-sensitive anomaly detection. These
findings highlight that Evo-Transformer-LSTM not only ensures superior accuracy and stability but also
offers remarkable efficiency in terms of convergence speed. This property is particularly advantageous for IoV
environments, where rapid adaptation and real-time decision-making are essential to maintaining security
and reliability. The ability to converge faster and under stricter error thresholds reinforces the practicality of
the proposed framework for large-scale, dynamic deployments.

To further evaluate the robustness of the proposed Evo-Transformer-LSTM framework, we conducted a
parameter sensitivity analysis by varying several key hyper-parameters around their optimized values while
keeping all remaining parameters fixed as reported in Table 1. Specifically, we investigated the impact of
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the learning rate, the number of Transformer attention heads, and the number of LSTM hidden units on
the CIC IoT-DIAD 2024 dataset. The results are presented in Table 7. As shown in Table 7, the proposed
framework maintains consistently strong performance across moderate variations of these hyperparameters.
The best results are achieved using the configuration identified by the IChOA optimizer (learning rate =
0.003, attention heads = 8, and LSTM hidden units = 64). When the parameters deviate from these optimal
values, only small reductions in accuracy, F1-score, and AUC are observed. This behavior indicates that the
Evo-Transformer-LSTM architecture is not overly sensitive to minor hyperparameter changes and maintains
stable anomaly detection performance across nearby configurations. These findings further support the
robustness of the proposed model and complement the stability evidence provided by the variance analysis
in Table 5 and the convergence analysis illustrated in Fig. 10.

Table 7: Parameter sensitivity analysis of Evo-Transformer-LSTM on the CIC IoT-DIAD 2024 dataset.

Parameter Tested value Accuracy (%) F1-score (%) AUC (%)

Learning rate
0.001 96.52 97.05 97.74
0.003 97.01 97.62 98.15
0.005 96.63 97.18 97.86

Attention heads
4 96.63 97.18 97.86
8 97.01 97.62 98.15
12 96.88 97.44 97.97

LSTM hidden units
32 96.27 96.82 97.51
64 97.01 97.62 98.15
128 96.92 97.46 97.98

From a hyper-parameter optimization perspective, the adoption of IChOA is motivated by the inherent
limitations of conventional tuning strategies when applied to complex deep learning architectures. Methods
such as grid search and random search either exhaustively enumerate or randomly sample the parameter
space, which becomes inefficient and impractical as the dimensionality increases. Gradient-based approaches
(e.g., Adam-based tuning) are effective for model parameter optimization but are not suitable for hyper-
parameter tuning due to non-differentiability and their tendency to converge to local optima. In contrast,
IChOA employs a population-based adaptive mechanism that enables efficient exploration of large and non-
linear search spaces, while simultaneously refining promising solutions. This makes it particularly suitable for
hybrid architectures such as Transformer–LSTM, where multiple interdependent hyperparameters signifi-
cantly affect performance. To further clarify the practical trade-offs among different tuning strategies, Table 8
provides a comparative overview of commonly used approaches, including grid search, random search,
gradient-based tuning, and the proposed IChOA. The comparison focuses on key criteria such as exploration
capability, convergence behavior, computational cost, and suitability for hybrid deep learning models.

As shown in Table 8, grid search suffers from excessive computational cost due to exhaustive evaluation,
while random search improves efficiency but lacks guided exploration. Gradient-based tuning methods
are computationally efficient but are limited to differentiable settings and are not suitable for optimizing
complex hyper-parameter spaces. Bayesian optimization offers improved performance but may become less
effective as the search space grows in dimensionality and complexity. In contrast, IChOA achieves a more
effective balance between global exploration and local exploitation through its adaptive population-based
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mechanism. This enables it to identify high-quality hyperparameter configurations more efficiently, par-
ticularly in complex hybrid architectures. Although IChOA introduces additional computational overhead
during training, this increase remains moderate compared to exhaustive methods such as grid search. More
importantly, the improved configurations obtained through IChOA lead to superior model performance and
faster convergence, as reflected in Tables 3 and 6. From a practical deployment perspective, the additional
complexity introduced by IChOA is confined to the offline training phase and does not affect the inference
stage. Therefore, the runtime performance of the deployed model remains unchanged, making the approach
suitable for real-time IoT and CPS applications. This trade-off between slightly increased training cost and
significantly improved detection performance justifies the use of IChOA in the proposed framework.

Table 8: Comparative analysis of hyper-parameter tuning strategies for deep anomaly detection models.

Method Exploration
Capability

Convergence
Speed

Computational
Cost (Training)

Suitability for
Hybrid DLs

Performance
Quality

Grid Search Low Slow High Limited Medium
Random Search Medium Moderate Medium Moderate Medium
Gradient-Based

Tuning Low Fast (local) Low Limited Medium

Bayesian
Optimization Medium-High Moderate Medium-High Moderate High

IChOA
(Proposed) Very High Fast (global +

local) High Excellent Very High

Table 9 provides a detailed analysis of the proposed Evo-Transformer-LSTM framework under several
challenging conditions, including class imbalance, noisy inputs, short-lived flows, and heterogeneous traffic
scenarios. Beyond reporting performance metrics, this analysis explains why the model maintains strong
performance and where its limitations arise, by linking observed behavior to the functional roles of
the Transformer and LSTM components. From a failure-case perspective, the model shows noticeable
degradation when handling short-lived flows and low-rate stealth attacks. These cases typically lack sufficient
temporal depth or strong statistical deviation from normal traffic, making them inherently difficult to detect.
As shown in Table 9, when the sequence length is limited, the LSTM cannot effectively capture temporal
evolution, while the Transformer has insufficient context to establish meaningful global dependencies.
Similarly, stealth attacks often resemble benign traffic patterns, leading to occasional false negatives. These
observations indicate that the model’s performance is partly dependent on the availability of both sufficient
temporal history and distinguishable contextual patterns.

Despite these challenges, the proposed framework maintains strong robustness under class imbalance
and noisy conditions. Under imbalance, the Transformer’s attention mechanism assigns higher weights
to informative features, allowing minority attack patterns to be preserved rather than overwhelmed by
dominant benign samples. At the same time, the LSTM ensures temporal consistency, reducing fluctuations
in predictions across time steps. In noisy environments, the Transformer acts as a global feature filter that
suppresses irrelevant correlations, while the LSTM smooths local temporal variations. This complementary
behavior explains why the model experiences only moderate degradation under perturbations, as reflected
in Table 9. Finally, the analysis highlights several inherent limitations of the proposed framework. While the
integration of Transformer and LSTM improves detection capability, it does not fully eliminate sensitivity to



36 Comput Mater Contin. 2026;88(3):91

extreme imbalance ratios or highly subtle attack patterns. Moreover, the model relies on sufficiently infor-
mative sequences, and its performance may degrade when temporal or contextual signals are weak. These
findings suggest that future improvements should focus on enhancing sensitivity to low-intensity anomalies
and improving adaptability to varying sequence lengths and noise levels, thereby further strengthening the
model’s applicability in real-world IoT and CPS environments.

From a practical deployment perspective, the feasibility of the proposed Evo-Transformer-LSTM model
in resource-constrained IoT and CPS environments is an important consideration. The overall model
size is determined by the combination of the Transformer encoder and LSTM layers, which results in a
moderate number of parameters compared to large-scale deep architectures such as BERT. Due to the
relatively small number of encoder layers and hidden units used in this work, the model remains lightweight
enough for deployment on edge-assisted or gateway-level devices rather than requiring high-end cloud
infrastructure. In terms of inference efficiency, the proposed model maintains a fast prediction time once
training is completed. Since the IChOA optimizer is only applied during the offline training phase, it does
not introduce any additional overhead during inference. The forward pass of the model involves standard
Transformer attention and LSTM operations, which are highly optimized in modern DL frameworks. As a
result, the model can perform inference in near real-time, making it suitable for time-sensitive applications
such as intrusion detection in IoT and vehicular networks. Furthermore, the runtime analysis presented
in Table 6 demonstrates that the proposed framework converges faster than baseline models, indicating
efficient learning behavior. Combined with its stable inference complexity, this makes the model practical for
real-world deployment scenarios. While extremely resource-constrained devices (e.g., low-power sensors)
may not directly host the full model, it can be effectively deployed at the edge (e.g., gateways or fog nodes),
where it can monitor traffic from multiple devices in real time. This deployment strategy aligns well with
modern IoT/CPS architectures and ensures both efficiency and scalability.

Table 9: Model behavior under imbalance, noise, failure cases, and limitations.

Scenario Observed
Behavior

Underlying
Reason

Role of
Transformer Role of LSTM Limitation

Class imbalance
(minority attacks)

High recall for
rare classes

Attention
preserves

informative
features

Captures global
feature

importance

Maintains temporal
consistency

Sensitive to
extreme imbalance

Noisy traffic Slight accuracy
degradation

Partial noise
filtering

Suppresses
irrelevant

correlations

Smooths temporal
fluctuations

Performance drops
at high noise levels

Short-lived flows Higher
misclassification

Limited temporal
context

Reduced
effectiveness with
short sequences

Insufficient history
for learning

Weak performance
on very short

sequences

Low-rate stealth
attacks

Occasional false
negatives

Subtle deviation
from normal

traffic

Detects weak
global patterns

Limited sensitivity
to subtle changes

Hard to distinguish
near-normal

behavior

Heterogeneous
traffic (IoT/IoV)

Stable
cross-dataset
performance

Diverse feature
distributions

Captures
cross-feature
dependencies

Adapts temporal
variations

Slight increase in
variance
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4 Conclusions
In this study, we introduced a novel anomaly detection framework, Evo-Transformer-LSTM, that unifies

the contextual modeling capabilities of Transformer encoders, the sequential memory strength of LSTM,
and the hyper-parameter optimization capacity of the IChOA. The architecture was carefully designed to
handle the heterogeneous and dynamic traffic characteristics of IoT and CPS environments, and it was
validated extensively on four benchmark datasets: CIC-IDS 2017, CSE-CIC-IDS 2018, CIC IoT-DIAD 2024,
and CICIoV 2024. By integrating these complementary components, the proposed framework aimed to
overcome the weaknesses of individual models, delivering a robust, scalable, and adaptive solution for
modern anomaly detection challenges.

The quantitative results confirmed the effectiveness of the proposed method. Evo-Transformer-LSTM
consistently achieved the highest scores across all performance metrics, with accuracy levels exceeding 96%
on the most challenging datasets and peaking at 98.25% on CIC-IDS 2017. Similarly, F1-scores above 97% and
AUC values nearing 99% demonstrated that the model not only detected anomalies reliably but also balanced
precision and recall effectively. These improvements were further supported by statistical significance
testing, where all pairwise comparisons yielded p-values < 0.001, confirming that the observed gains were
not due to random variation. Variance analysis across 30 independent runs showed that the proposed
method maintained near-zero fluctuations, far outperforming baselines such as RF and KNN, which suffered
from high instability. Beyond accuracy, the Evo-Transformer-LSTM also demonstrated practical efficiency.
Convergence analysis revealed that the model reached stable RMSE levels within the first 50 epochs, much
faster than competing deep models, and runtime experiments showed that it could achieve strict error
thresholds (RMSE < 5) in less than 350 s on CICIoV 2024, while no baseline managed the same. This
combination of high predictive performance, statistical robustness, stability, and computational efficiency
highlights the framework’s readiness for real-world deployment in time-sensitive IoT and vehicular systems.

A central conclusion of this study is that the strength of Evo-Transformer-LSTM does not solely lie in
outperforming individual baselines, but in showing how the fusion of complementary learning paradigms
fundamentally changes anomaly detection for IoT and CPS. The Transformer captures global contextual
signals, the LSTM secures sequential memory, and the IChOA optimizer ensures that both are fine-tuned
for stability and efficiency. This tri-layered integration reveals that the weaknesses of each component, when
used alone, can be systematically offset by the strengths of the others. Such a design principle (treating
anomaly detection not as a single-model problem but as an interplay of diverse modeling strategies) marks a
departure from conventional practices and provides a more holistic foundation for addressing the complexity
of heterogeneous traffic environments. Equally important is the evidence that the proposed method achieves
robustness across drastically different datasets without tailoring the core architecture to a specific domain.
The ability to sustain near-optimal performance in enterprise, IoT, and vehicular contexts shows that Evo-
Transformer-LSTM is not just a specialized detector but a generalizable methodology. This robustness
suggests that anomaly detection should be viewed less as an exercise in tuning algorithms to isolated datasets
and more as developing architectures resilient to domain shifts and data irregularities. By demonstrating
that one unified framework can handle such variability, the study highlights a methodological shift toward
building anomaly detection systems that are inherently adaptive, reliable, and ready to serve as foundational
components in securing real-world cyber-physical infrastructures.

The relatively high detection performance of the proposed Evo-Transformer-LSTM can be attributed
to both its methodological design and rigorous evaluation. Unlike many existing works that rely on a single
benchmark, the model is validated across four diverse CIC-based datasets, covering enterprise, IoT, and
vehicular traffic scenarios. This cross-dataset evaluation reduces the risk of overfitting and demonstrates
the model’s ability to capture generalizable patterns rather than dataset-specific features. From a modeling
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perspective, the integration of Transformer encoders and LSTM enables the framework to jointly learn
global contextual dependencies and fine-grained temporal dynamics in network traffic. Moreover, the
IChOA-based hyper-parameter optimization ensures stable convergence and near-optimal configurations,
further enhancing detection capability across heterogeneous environments. It is also worth noting that some
benchmark datasets, such as CIC-IDS2017, are relatively well-structured and may yield high accuracy for
advanced models. To address this, the proposed method is additionally evaluated on more challenging
and recent datasets (CIC IoT-DIAD 2024 and CICIoV 2024), where traffic patterns are more irregular.
The inclusion of variance analysis and statistical significance testing further confirms that the reported
performance is stable and not due to random variation.

From a deployment perspective, IoT environments often operate under strict resource constraints,
including limited processing power, memory capacity, and energy availability. In such scenarios, intrusion
detection models must achieve a balance between detection accuracy and computational efficiency. Although
the proposed Evo-Transformer-LSTM framework integrates multiple deep learning components, its archi-
tecture remains computationally feasible due to the moderate network depth and the efficient convergence
enabled by the IChOA optimization strategy. Moreover, the model performs inference using a single forward
pass, which allows it to be deployed in edge or gateway devices that aggregate IoT traffic before forwarding
it to cloud infrastructure. In practical IoT deployments, the framework can therefore operate as an edge-
assisted anomaly detection module, where traffic monitoring and initial detection occur locally while more
computationally intensive analysis can be offloaded to more powerful servers if needed.

For future work, several promising directions can be pursued to further advance anomaly detection
in IoT and CPS. On the methodological side, the Evo-Transformer-LSTM framework can be extended by
incorporating graph-based learning to capture topological relationships among devices, or by integrating
federated and privacy-preserving mechanisms to address data distribution constraints across edge nodes.
The optimization process can also be enriched by exploring multi-objective evolutionary algorithms,
balancing not only accuracy and convergence but also energy efficiency and latency, which are crucial in
resource-constrained environments. From the application perspective, evaluating the framework on large-
scale, real-time streaming data and in cross-domain transfer scenarios would provide valuable insights into
its adaptability for smart grids, industrial IoT, and vehicular systems. By combining methodological enhance-
ments with deployment-focused considerations, future research can transform the current framework into
a truly end-to-end anomaly detection solution for securing next-generation cyber-physical infrastructures.

Although this work focuses on developing a robust anomaly detection architecture and validating it
across multiple CIC-based benchmark datasets, several emerging challenges in intrusion detection remain
important directions for future research. In particular, modern IDS deployments increasingly face issues
such as concept drift in evolving network environments, out-of-distribution (OOD) inputs, unknown attack
discovery, and domain shift between heterogeneous network infrastructures. Addressing these challenges
may require adaptive learning mechanisms, continual model updating strategies, or domain adaptation tech-
niques that allow IDS models to remain effective under dynamically changing traffic patterns. Investigating
how the proposed Evo-Transformer-LSTM framework can be extended to handle these scenarios represents
a promising avenue for future work.

Beyond network intrusion detection, the proposed Evo-Transformer-LSTM architecture has poten-
tial applicability to other sequential and cross-modal analysis tasks. Because the framework combines
Transformer-based global contextual modeling with LSTM-based temporal dependency learning, it can nat-
urally process heterogeneous sequential data where long-range relationships and temporal dynamics coexist.
Such characteristics are common in several domains, including multimodal sensor fusion, spectral signal
analysis, industrial monitoring systems, and time-series anomaly detection in cyber-physical environments.
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With appropriate feature representations and task-specific training data, the proposed architecture could
therefore be adapted to a broader class of sequence modeling problems beyond network traffic analysis.
Exploring these extensions represents an interesting direction for future research.
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