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ABSTRACT: The effectiveness of profiling deep learning side-channel attacks relies on the assumption that training
and attack data follow the same distribution. However, when the profiling device differs from the target device,
process-voltage-temperature (PVT) variations and clock jitter countermeasures cause distribution shifts in power
traces, rendering models trained on the source device ineffective on the target. Existing domain adaptation methods
typically rely on a single distributional constraint without jointly constraining kernel mean embeddings and covariance
structure, thus limiting their effectiveness against strong defenses such as clock jitter. We propose Robust Feature
Alignment for Side-Channel Analysis (RFA-SCA), an unsupervised domain adaptation framework that aligns source
and target feature distributions without requiring the target-device key during training. RFA-SCA combines three
loss components. MMD loss reduces distributional discrepancy via kernel mean embeddings in a reproducing kernel
Hilbert space (RKHS), CORAL loss regularizes covariance-level feature discrepancies, and conditional entropy loss
optimizes decision boundaries in the target domain. In randomized attack trials using a finite number of target-domain
traces on four benchmark datasets (ASCAD, CHES CTF 2018, SAKURA-G, XMEGA), RFA-SCA achieves 100% key
recovery across all six cross-device and countermeasure scenarios. Furthermore, RFA-SCA reduces the number of
traces required for successful attacks by 14%-33% compared to the best baseline in the ASCAD Desync, ASCAD
Gaussian Noise, and SAKURA-G scenarios. A systematic ablation study over seven loss-component variants across all
six scenarios further supports the role and complementarity of the three components.

KEYWORDS: Side-channel analysis; deep learning; unsupervised domain adaptation; cross-device attack; multi-order
moment alignment; conditional entropy; countermeasure

1 Introduction

Side-channel attacks extract keys by analyzing power consumption [1-4], electromagnetic radiation [5],
or timing information [6,7] emitted during cryptographic device operation, compromising the security
of deployed implementations. Although defense techniques such as masking [8], shuffling [9], and signal
hiding [10] are widely deployed, the introduction of deep learning [I1-13] enables attackers to learn
complex leakage patterns and effectively attack even higher-order masked implementations. However, the
effectiveness of profiling deep learning side-channel attacks relies on a critical assumption that training data
(from the profiling device) and attack data (from the target device) follow the same distribution. When
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the profiling and target devices differ, this assumption breaks down, leading to significant performance
degradation [14].

Distribution shift in cross-device scenarios stems from both physical factors and defense mechanisms,
affecting the feature distribution at multiple statistical orders [15,16]. Process-voltage-temperature (PVT)
variations primarily shift the distribution centroid [17,18], while defense countermeasures such as clock
jitter [19,20] and desynchronization [21] introduce temporal misalignment and trace-level perturbations that
can induce covariance changes in the learned feature space [15]. This combination can limit single-order
alignment methods under strong countermeasures.

Existing research on cross-device generalization follows two main approaches. The first aggregates
training data from multiple devices to cover the target domain’s variation space. X-DeepSCA [22] collects
traces from multiple devices to train a universal model. Subsequent work extended this to electromagnetic
channels [23] and heterogeneous hardware [24], exploring multi-device joint training [25,26] and data
normalization [27]. However, such methods require access to multiple device copies [14], which is often
impractical. The second approach uses unsupervised domain adaptation to reduce the distribution gap
between source and target domains using only unlabeled target data, removing the need for the target-device
key during the profiling phase. The CDPA method [28] first introduced maximum mean discrepancy (MMD)
loss into side-channel attacks for kernel mean embedding alignment. Subsequently, PPPA [29] employs
CORAL loss to constrain covariance matrix differences, and AL-PA [30] uses adversarial learning to train
a domain discriminator. Transfer learning [31,32], meta-learning [33], and denoising preprocessing [34,35]
have also been applied.

Despite these advances, two key limitations remain. First, existing methods apply only a single align-
ment constraint. Although MMD with a characteristic kernel can theoretically detect arbitrary distributional
differences [36], under Gaussian kernels and finite samples the objective typically emphasizes lower-order
weighted moment discrepancies more strongly than higher-order ones, so covariance and higher-order
structure remain only implicitly constrained [37,38]. Similarly, CORAL aligns covariance matrices but does
not directly correct mean shifts. When defense mechanisms induce temporal misalignment and trace-
level perturbations, neither constraint alone is sufficient under limited sample budgets. Second, existing
methods typically apply adaptation at a single layer, leaving the choice of alignment depth underexplored for
hierarchical SCA representations.

To address these issues, we propose Robust Feature Alignment for Side-Channel Analysis (RFA-SCA),
an unsupervised domain adaptation framework that jointly constrains distributional moments and decision
boundaries to improve cross-domain feature alignment without requiring the target-device key during
training. The novelty of this work lies in formulating, for cross-device and cross-countermeasure SCA, a
task-specific integration that couples kernel-embedding alignment, covariance correction, and target-side
decision-boundary refinement. To the best of our knowledge, existing cross-device SCA methods have not
organized these three elements within a single unified framework, nor clarified their dependency structure
under physically induced SCA domain shifts.

Our main contributions are as follows:

First, we propose RFA-SCA, an unsupervised domain adaptation framework that does not require the
target-device key during training. The framework combines three objectives, each targeting a different aspect
of domain shift: MMD loss aligns kernel mean embeddings, CORAL loss regularizes covariance-level feature
discrepancies, and conditional entropy regularization refines decision boundaries on the target domain.
This multi-order formulation provides joint distributional constraints for PVT and countermeasure-induced
leakage shifts.
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Second, we employ a dataset-adaptive multi-layer alignment strategy that applies domain-invariance
constraints at multiple selected intermediate representations rather than solely at the final feature layer,
reducing low-level temporal shifts together with device-specific and countermeasure-induced leakage biases
through dataset-specific alignment points.

Third, we conduct experiments on four benchmarks (ASCAD, CHES CTF 2018, SAKURA-G, XMEGA)
across six scenarios. Empirical evaluations show that RFA-SCA achieves competitive or superior perfor-
mance across all six scenarios and is the only evaluated method to recover the key under the clock jitter
countermeasure. It also lowers the attack complexity by reducing the required traces compared to baseline

methods in the ASCAD Desync, ASCAD Gaussian Noise, and SAKURA-G scenarios.

The remainder of this paper is organized as follows: Section 2 reviews related work; Section 3 details the
RFA-SCA framework; Section 4 presents experiments; Section 5 discusses results; Section 6 concludes.

2 Related Work

2.1 Deep Learning Side-Channel Analysis

Since Maghrebi et al. [11] first systematically applied MLPs and CNNs to side-channel attacks, deep
learning has become a prominent tool in this domain. Early research primarily focused on algorithm com-
parison [39] and the introduction of data augmentation techniques [19]. Building upon these foundations,
subsequent studies sought to formalize network construction, with Zaid et al. [12] establishing a systematic
CNN design methodology and Wouters et al. [40] further refining architecture design principles. Deep
learning has since been applied to break higher-order masking [41] and analyze large-scale polymorphic AES
traces [42].

Despite this progress, deep learning-based side-channel analysis depends heavily on the independent
and identically distributed (i.i.d.) assumption. When the profiling device and the target device differ, or
when strong countermeasures like clock jitter are applied, this assumption is violated, leading to a severe
degradation in attack performance. This limitation motivates cross-device generalization techniques.

2.2 Cross-Device SCA and Unsupervised Domain Adaptation

To address the portability challenge caused by distribution shifts [14,25], one major approach is multi-
device data aggregation. For instance, X-DeepSCA [22] aggregates traces from multiple devices to train a
universal model. However, a fundamental limitation of this paradigm is the practical difficulty of acquiring
multiple physical device copies [14].

Alternatively, unsupervised domain adaptation (UDA) offers a practical alternative, as it aligns distri-
butions using only unlabeled target data, removing the requirement for the target device’s cryptographic key
during training. Rooted in the domain adaptation theory established by Ben-David et al. [43], UDA has been
successfully adapted for SCA. CDPA [28] pioneered this by introducing the Maximum Mean Discrepancy
(MMD) loss, inspired by Long et al’s Deep Adaptation Networks [44], to align the kernel mean embeddings
of the source and target domains. To address different types of distortion, PPPA [29] employed the CORAL
loss, originally proposed by Sun and Saenko [15], to explicitly constrain second-order covariance matrix
differences. Meanwhile, AL-PA [30] utilized adversarial learning, akin to Ganin et al’s DANN [45], to train
a domain discriminator.

Beyond domain adaptation, other unsupervised paradigms have also been explored for SCA. For
example, Kou et al. [46] proposed a multi-modal framework that combines power and electromagnetic
signals via isometric compression and unsupervised clustering for key recovery without profiling. However,
such methods operate in a single-device setting and do not address the cross-device distribution shift
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problem. Within the UDA-based cross-device methods, existing approaches typically rely on a single
alignment constraint (either mean or covariance), which is insufficient for complex distortions like clock
jitter. Furthermore, they lack mechanisms to optimize the decision boundaries specifically for the target
domain, a concept Grandvalet and Bengio [47] addressed via conditional entropy minimization.

Related combinations of discrepancy minimization and entropy regularization have been explored in
the broader UDA literature. However, published cross-device SCA methods still mainly rely on a single
adaptation mechanism. Our contribution is therefore not to claim a universally new UDA formulation, but
to formulate and evaluate an SCA-oriented integration in which MMD, CORAL, and conditional entropy
address complementary physically grounded failure modes.

Compared with generic computer-vision domain adaptation, cross-device SCA involves 1D temporal
traces, smaller datasets, and structured shifts induced by PVT variations and temporal countermeasures.
Recent contrastive- and transformer-based methods [48,49] have shown promise in broader UDA and in
SCA model design, but we are not aware of a published cross-device SCA method that uses contrastive- or
transformer-based domain adaptation as its core mechanism. We therefore use CDPA, PPPA, and AL-PA
as representative published baselines for the current cross-device SCA setting, and leave such extensions to
future work.

Table 1 summarizes existing cross-device SCA methods. RFA-SCA distinguishes itself by jointly opti-
mizing MMD and CORAL while adding conditional entropy regularization, combining kernel-embedding
and covariance-level alignment in an unsupervised adaptation setting.

Table 1: Comparison of cross-device side-channel attack methods.

Ali t
Method Core Technique lsnmen Limitation
Target
X-DeepSCA [22]  Multi-device aggregation Data-level Requires multiple devices
M
CDPA [28] MMD loss ean. No explicit covariance constraint
embedding
No ind dent di
PPPA [29] CORAL loss Covariance © thdependen me.a 1 discrepancy
constraint
AL-PA [30] Adversarial learning Implicit Requires discriminator
MTL-SCA [33] Meta-transfer Initialization High compute cost

3 Methodology
3.1 Problem Definition

In a profiling attack, the attacker has labeled source data Ds = { (x5, y5)} 7, with x{ € R” (power traces)
and yi € Y (labels: e.g., Haomming weight or identity). The attacker also has unlabeled target data D" =
{x;}?il for adaptation (i.e., without requiring the target-device key) and D! for key recovery. The source
and target domains share the same label semantics ), but physical and countermeasure-induced effects alter
the leakage distribution, so typically Ps(x | y) # Pr(x | y). Let Ps(f ) =G #Ps and P;f ) =G #Pr denote the
pushforward (induced) feature distributions via the feature extractor G . The goal is to learn f : R — Y by
minimizing:

mgin E(x,p)~ps [£(fo(x), y)] + V(e)(tXMMD Lymp + acorar LcoraL + CENT £ENT) 1)

Leg
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where Lypp and Lcorar measure the distributional discrepancy between the source and target feature
distributions Ps(f ) and P;f ) (Sections 3.4.2 and 3.4.3), Lgnt minimizes the conditional entropy of target
predictions (Section 3.4.4), and apmp, ®corarL, ®enT are the respective loss weights. The full multi-layer
instantiation and warmup schedule are given in Eq. (9).

3.2 Framework Overview

The proposed RFA-SCA framework aims to learn domain-invariant and discriminative representations
from side-channel traces. As illustrated in Fig. 1, the architecture consists of three main components.

Shared Parameters 6 = {0, 0,}

Source
p(y‘xs) ECE
Feature
Extractor FC-2 —> FC-3 *»

T: t : i R
%.f ‘ ‘ p(ylxt) { Lent )

Multi-layer Domain Adaptation
) [©] (2) 3)
L:DA CDA EDA LDA

[ti
Liotar = Lcg + y(eXanmp LI + acorar LE8E, + aenT LENT)

Figure 1: RFA-SCA framework. Source and target data pass through shared feature extractor and classifier. Domain
adaptation constraints (MMD + CORAL) are applied at selected levels (up to zy, z1, 22, 23 depending on the dataset-
specific architecture); conditional entropy regularizes target predictions.

The feature extractor G¢(+;6) is a 1D CNN that maps raw power traces x € R™T into a latent space
Z c RY, extracting local temporal patterns and hierarchical representations from the leakage signals. The
classifier G, (+;0,), an MLP of fully connected layers, takes the extracted features z = G¢(x) and outputs a

probability distribution { px(x)} Eﬂl over the sensitive intermediate values. A multi-layer domain adaptation
module applies alignment constraints at selected network levels rather than solely at the final feature layer.
The dataset-specific alignment choices are detailed in Section 3.4.5.

During the adaptation process, the source and target data are fed into the shared network. The
classification loss (Lcg) is computed using the labeled source data to maintain discriminative power.
Simultaneously, the multi-order moment alignment losses (MMD and CORAL) are computed across the
selected layers to bridge the domain gap, while the conditional entropy loss (Lgn7) regularizes the target
predictions. This joint optimization encourages features that are predictive of the cryptographic key while
remaining invariant across devices and countermeasure conditions. This design is suited to cross-device
SCA because leakage shifts affect both feature statistics and target-domain decision geometry under limited
sample budgets. MMD and CORAL therefore address complementary distributional discrepancies, while
conditional entropy handles residual boundary ambiguity after coarse alignment.
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3.3 Geometric Intuition for Multi-Order Moment Alignment

Fig. 2 illustrates four geometric cases used as intuition for the alignment design: PV T-related translation,
countermeasure-induced perturbation, residual mismatch after MMD-only alignment, and the reduced
mismatch after adding CORAL.

(a) Cross-device Scenario (b) Defense Countermeasure

z, )
Pr p
T & 4 ’
G MMD MMD+CORAL
z; %

(c) MMD Only Alignment (d) MMD + CORAL Alignment

z, 2

7

o ¥
L Hs = KT Hs = pT
\/ Ys# 2T oD Ts=XT

z) Nl

Complete alignment

Figure 2: Geometric properties of domain shift types. (a) Cross-device: PVT causes translational shift. (b) Coun-
termeasures: clock jitter and desynchronization introduce temporal misalignment and trace-level perturbations.
(c) MMD-only: reduces low-order discrepancy but may leave shape mismatch. (d) MMD + CORAL: reduced
feature-level discrepancy.

3.4 Loss Functions

Each loss component targets a distinct failure mode in cross-device and cross-implementation side-
channel analysis: Lcp provides discriminative supervision from labeled source-domain samples, Lyyp
reduces the discrepancy between source and target feature distributions in RKHS, Lcorar aligns their
second-order statistics, and Lt encourages confident predictions on unlabeled target samples.

3.4.1 Classification Loss

The classification loss trains the shared feature extractor to learn class-discriminative representations
from the labeled source domain, forming the basis on which the domain adaptation objectives below rely.

Cross-entropy on source domain:

ne Y|
Lop= -~ > 2 1(yi = k) log pi(x;) @

Ms 121 k=1
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where I(+) is the indicator function, || is the number of classes, and p (x) denotes the predicted probability
for class k.

3.4.2 MMD Loss: Kernel Mean Embedding Alignment

MMD measures the discrepancy between source and target distributions via kernel mean embeddings
in an RKHS [50]. Let up = E,.p[¢(2)] and pq = E,.q[¢(2)]; then MMD(P, Q) = | up — pqll%, and with
a characteristic kernel such as Gaussian RBE, MMD(P, Q) = 0 implies P = Q. In practice, we optimize the
biased empirical estimate of MMD?:

2

nsng

1 1
EMMD = ﬁ Z k(Z?,Z;-) + F Zk(Z,t,ZJt) -

> k(2 2)) 3)
s i t i ij
We use a multi-scale Gaussian RBF kernel with five bandwidths centered at an adaptive base bandwidth
by estimated from the batch pairwise distances. Specifically, let k;(z,z’) = exp(~|z - Z'||*/b) denote a
single-bandwidth Gaussian kernel. For clarity, we first discuss this single-bandwidth case, for which MMD?
admits an equivalent weighted tensor-moment representation; the multi-scale case follows by summing the
corresponding terms over bandwidths.

oo om 2
MMDE (7,) = 3% [Eecrlpn(D] - Eecalon@Is g =\ e -5 )

Eq. (4) shows that Gaussian-kernel MMD does not reduce to ordinary input-space mean matching;
rather, it matches an infinite sequence of weighted tensor moments in which the factorial normalization
\/2™[(m!b™) suppresses contributions of sufficiently high order. Moreover, under bounded features
|z|| < R, for any truncation order M the residual contribution of terms above order M admits a factorial tail
bound:

> [Erlpn(@)]-Eolpn(e)) <4 > G ®)

Although MMD with a characteristic kernel is theoretically sensitive to all moment orders, its finite-
sample behavior concentrates the optimization signal on lower-order components. Specifically, from the
norm bound ||¢,,(2)||* < (2R?*/b)™/m! and the standard sample-mean variance inequality, each per-
component empirical mean X "7, ¢, (z;) has variance at most O (2R?/b)™ /(n m!) ) for bounded features.
Related finite-sample rate analyses for MMD estimation can be found in [51]. We emphasize that ¢,,
is a Gaussian-weighted tensor moment rather than an ordinary moment such as the input-space mean
E[z] or covariance E[zz"]. The two coincide up to a global scale only in the near-isotropic regime |z| <«
/b. Under practical batch sizes, the MMD objective therefore predominantly aligns lower-order weighted
components, while higher-order structure receives only weak statistical constraints. We note that this
analysis is an analytical characterization under a bounded-feature assumption rather than a finite-sample
theorem for deep-network features. Nevertheless, it provides a practical rationale for combining MMD with
CORAL. MMD provides implicit distribution-level alignment through the Gaussian-weighted expansion
above, whereas CORAL explicitly regularizes the input-space second-order statistics that remain sensitive to
cross-device and countermeasure-induced distribution shift.
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3.4.3 CORAL Loss: Second-Order Alignment

The CORAL loss complements MMD by explicitly aligning second-order statistics, reducing
covariance-level distortions between source and target features. This constraint matters most when mean-
embedding alignment alone cannot capture the structural mismatch between domains.

The CORAL loss [15] aligns covariance matrices:

1

@HCS - Crl? 6)

ACCORAL =

where Cg = ﬁZ;Z sand Ct = ml_IZ}ZT are the sample covariance matrices of mean-centered features Zg
s

and Z T, respectively.

3.4.4 Conditional Entropy Loss

Even after feature alignment, the decision boundary may still pass through high-density regions of the
target domain, resulting in uncertain predictions. The conditional entropy loss mitigates this problem by
encouraging confident predictions on unlabeled target samples, thereby refining the boundary once sufficient
cross-domain overlap has been established. Based on [47]:

ny D;l
LenT = L Z ZPk(X;) logpk(xf) (7)

t j=1k=1

where n; denotes the number of target-domain samples, |)| is the number of classes, and py (xjt) denotes the
predicted probability that target sample x Jt belongs to class k.

This regularization is effective only after MMD and CORAL have established sufficient cross-domain
feature overlap. In RFA-SCA, the three losses therefore act sequentially and complementarily: MMD reduces
the discrepancy between source and target feature distributions in RKHS, CORAL further aligns second-
order statistics, and conditional entropy then sharpens the target-domain decision boundary in the aligned
feature space. If the two domains remain poorly aligned, entropy minimization can instead be harmful,
because the model may assign high-confidence predictions to target samples that have not yet been mapped
to the correct class-conditional regions, thereby collapsing the decision boundary onto incorrect classes.

3.4.5 Multi-Layer Adaptation

Rather than applying domain adaptation constraints only at the final representation layer, we impose
alignment losses at multiple intermediate layers so that both shallow and deep domain discrepancies can
be reduced during training. This design allows the model to jointly reduce low-level temporal variation and
higher-level class-discriminative leakage mismatch across domains.

The choice of which layers to align is guided by the feature transferability principle established by
Yosinski et al. [52]. In deep networks, hidden representations evolve from relatively generic in shallow layers
to increasingly task-specific in deeper layers, and their transferability decreases markedly in the higher layers
under domain shift. For CNN-based side-channel analysis, this progression admits a natural physical inter-
pretation. Early convolutional blocks primarily act as local leakage-pattern extractors, capturing temporal
shapes and short-range dependencies in a comparatively device-invariant manner, whereas the terminal
feature extractor output and the subsequent fully connected classifier layers recombine these local patterns
into global discriminative representations that are more susceptible to device-specific and countermeasure-
induced bias. This view is consistent with the cross-device SCA analysis of Cao et al. [28], whose discussion
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and ablation of adaptation-layer placement indicate that cross-device degradation is driven mainly by
device-specific features learned in the deeper decision-making layers and that multi-layer classifier-side
adaptation provides a favorable trade-off. Following the Deep Adaptation Network (DAN) paradigm of
Long et al. [44], we therefore prioritize alignment on multiple late-stage representations, specifically the
classifier hidden layers and, when dimensionality permits, the terminal feature-extractor output z, rather
than on early convolutional feature maps. These theoretical considerations identify which layers should be
prioritized, while the exact subset of alignment points remains architecture- and dataset-dependent rather
than theoretically unique.

Rather than applying domain adaptation constraints solely at the final feature layer, we compute MMD
and CORAL losses at L +1 selected intermediate representations {z;}}_,, where z, typically denotes the
feature extractor output and subsequent z; correspond to classifier hidden layers:

L L
1ti 1 1ti 1
E%M% = IZ EEV[)MD’ E?SRZ&L = IZ ﬁ(C())RAL (8)
=0 =0

where each layer contributes with equal weight. The number and selection of alignment layers are determined
by the dataset-specific architecture: for ASCAD variants (3-block CNN with three FC hidden layers),
alignment is applied at three points (zo, 21, z2); for XMEGA and SAKURA-G, at two points (zy, z1); for
CHES CTE at two classifier hidden layers (z;,z;) rather than at the high-dimensional feature extractor
output (d = 70,112), as direct MMD/CORAL computation on such high-dimensional representations is
computationally prohibitive and tends to produce noisy gradient estimates. This exclusion is also consistent
with the transferability principle: in this architecture, the feature extractor output z, remains closer to the
generic representation space and is therefore less likely to concentrate the device-specific bias that dominates
the deeper classifier layers. This hierarchical design captures both low-level temporal shifts at shallow layers
and higher-level device-specific leakage bias at deeper layers.

3.5 Total Loss
Liotal = Lce +y(e) (OCMMDﬁﬁIfVl[% + “CORALEVCnglRtZL + OCENTEENT) 9)

where y(e) = min(1, e/Eyarmup) is a dynamic warmup factor at epoch e, and aypp, @corar, and agyr are
the specific weights for each domain adaptation loss component.

Intuitively, y(e) prevents the adaptation losses from overwhelming source-domain discriminative
learning in the early stages of training. The model first learns class-discriminative structure from labeled
source samples, and then gradually strengthens cross-domain alignment and target-domain regularization
as training proceeds. The linear warmup reinforces the loss ordering discussed in Section 3.4.4 by delaying
strong adaptation until the source-domain discriminative structure has stabilized.

3.6 Training Strategy
The training process adopts a two-phase strategy, as summarized in Algorithm 1.

Phase 1: Source Pretraining. The model is first trained on the labeled source domain data Dg using only
the classification loss L£cg. This enables the model to learn a discriminative mapping from power traces to
sensitive intermediate values. We employ the Adam optimizer with a fixed learning rate.

Phase 2: Domain Adaptation Fine-tuning. After loading the pretrained model parameters, the Batch

Normalization layers are switched to evaluation mode, freezing their running mean and variance statistics.
This prevents the target domain data from contaminating the normalization parameters learned from the
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source domain. During fine-tuning, the classification loss and domain adaptation losses are jointly optimized
using the Adam optimizer with a cosine annealing learning rate scheduler. Gradient clipping (max_norm
= 5.0) is applied to prevent gradient explosion. Furthermore, a linear warmup strategy is adopted for the
domain adaptation losses. The global warmup factor is increased from 0 to 1 over the initial E,,4/mup epochs,
preventing large initial adaptation gradients from disrupting the discriminative structure learned by the
pretrained classifier.

Algorithm 1: RFA-SCA Training Algorithm

1: Input: Source Dg, target Dy

2: Output: Trained parameters 6

3: // Phase I: Source pretraining

: for epoch e =1to E,,, do

5 for each batch (x°, y°) ~ Ds do

6 Forward: y* = G, (G(x*)); compute Lcg
7: Backward; update parameters
8

9

N

end for
: end for
10: // Phase 2: Domain adaptation
11: Load pretrained model; freeze BatchNorm
12: for epoch e =1to Ef;,, do
13:  Compute warmup factor y(e) = min(1, e/Eyarmup)
14:  for each batch do

—

15: Get (x°, y*) and x'; extract features {z}}, {z]}

16: Compute LcE, ET/I?JI%’ EenglRtAL, LeNT

17: Compute Ly, using Eq. (9)

18: Backward; gradient clip (max_norm = 5.0); update
19:  end for

20:  Step CosineAnnealingLR scheduler

21: end for

22: return 6

4 Experiments
4.1 Experimental Setup

All experiments were conducted on a workstation equipped with dual NVIDIA GeForce RTX 4090
GPUs (24 GB VRAM each), using Python 3.12, PyTorch 2.7, and CUDA 12.8. The global random seed was
fixed to 8 (covering Python, NumPy, and PyTorch CPU/CUDA random states) to ensure identical starting
conditions and data ordering across all runs.

4.1.1 Datasets

Table 2 summarizes six scenarios: three cross-device (XMEGA, SAKURA-G, CHES CTF 2018) [28] and
three countermeasure (ASCAD [21] Desync, Clock Jitter, Gaussian Noise).
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Table 2: Experimental dataset configuration.

Dataset/Scenario Trace Length Train/Val/Test Label Type
XMEGA (D1-D2) 500 20k/5k/4.5k HW (9 classes)
SAKURA-G (D1-D2) 1000 85k/5k/9.4k Identity (256)
CHES CTF 2018 (C—D) 2200 43k/1k/1k HW (9 classes)
ASCAD Desync (0—100) 700 45k/5k/9k Identity (256)
ASCAD Clock Jitter 700 45k/5k/9k Identity (256)
ASCAD Gaussian Noise (o = 8) 700 45k/5k/9k Identity (256)

4.1.2 Baselines and Metrics

Baselines: CDPA [28], PPPA [29], AL-PA [30]. Metrics: Guessing Entropy (GE), Success Rate (SR),
Measurements to Disclosure (MTD). To mitigate variance from random trace ordering, all GE, SR, and MTD
values are computed via Monte Carlo averaging over 100 independent attack runs, each using a random
permutation of the available test traces. At each run, cumulative log-probability scores are accumulated trace
by trace, the rank of the correct key is recorded at every step, and the final GE curve is the element-wise
mean of 100 rank trajectories; SR at each step is the fraction of runs in which the correct key ranks first.

These three metrics capture distinct aspects of attack performance but differ in discriminative power
for domain adaptation evaluation. GE@Max (guessing entropy evaluated at the maximum available traces)
quantifies the final rank of the correct key; however, it saturates at zero once sufficiently many traces
are available, making it unable to distinguish methods that all achieve successful key recovery. SR@Max
(success rate at the maximum traces) similarly saturates at 100%. In contrast, MTD defined as the minimum
number of traces at which GE first reaches zero, captures the convergence speed of the attack. Better-aligned
representations enable the model to accumulate correct key evidence from fewer traces. MTD also implicitly
encodes attack success or failure, since MTD exceeding the trace limit indicates that the method was unable to
recover the key. We therefore adopt MTD as the primary comparison metric throughout Sections 4 and 4.3,
while reporting GE@Max and SR@Max in the corresponding results tables for completeness.

4.1.3 Implementation Details and Fairness Measures

To ensure a fair comparison, all baseline methods (CDPA, PPPA, AL-PA) were re-implemented from
scratch within a unified codebase, rather than citing results from original publications. The following
measures were taken to isolate the effect of domain adaptation strategies from confounding factors:

For each dataset, CDPA, PPPA, and RFA-SCA employ identical CNN feature extractors and classifier
layers. The only difference lies in the domain adaptation loss applied during fine-tuning. Table 3 summarizes
the per-dataset architecture. AL-PA shares the same base CNN feature extractor, but adds a bottleneck layer
for ASCAD (256—32) and SAKURA-G (448—32) as required by its adversarial discriminator design [30].
For XMEGA and CHES CTE all four methods use the same architectures.

Preprocessing, data splits, and initialization are also shared across methods. All methods use the same
preprocessing pipeline (horizontal standardization for XMEGA and SAKURA-G; no preprocessing for
others), identical data splits (Table 2), and the global random seed described in Section 4. CDPA, PPPA,
and RFA-SCA share the same source-domain pretrained checkpoint, ensuring that performance differences
originate solely from the domain adaptation strategy. AL-PA requires independent pretraining due to its
bottleneck layer but uses the same source data and seed.
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Table 3: Per-dataset CNN architecture. Conv blocks: number of convolutional blocks with channel progression; FC
layers: fully connected layer dimensions.

Dataset Conv Blocks (Channels) FC Layers

XMEGA 3 blocks (16—+32—64) 64—20
SAKURA-G 3 blocks (8—+16—32) 4482
CHES CTF 1 block (32, kernel 10) 70, 112—-400—400

ASCAD 3 blocks (32+64-128) 256—+20—20—20

Regarding hyperparameter tuning, for each baseline, hyperparameters (learning rate, loss weight,
fine-tuning epochs) were individually tuned per dataset to achieve their best performance, following the
guidelines in their respective original papers. This ensures that reported differences reflect the inherent
capability of each domain adaptation strategy rather than suboptimal tuning.

Table 4 lists the RFA-SCA hyperparameter configuration for each dataset. The four tuning targets
XMMD> CORAL> ®ENT> and Ey, grpmyp Were determined by sequential grid search with local refinement, using
minimum validation-set guessing entropy at the maximum available traces as the selection criterion. The
candidate grids and refinement rules are reported in Appendix A (Table Al).

Table 4: RFA-SCA hyperparameter configuration per dataset. aymp, @corar, ®ent: loss weights; Eyarmu pt warmup
epochs; E;,.: fine-tuning epochs; # ;. fine-tuning learning rate; Layers: alignment points.

Dataset amMmp &corRAL  ®ENT  Ewarmup  Efine  Mfine Alignment Layers
XMEGA 1.0 10.0 0.1 20 60 5e—4 20,21
SAKURA-G 0.05 10.0 0.001 5 25 le-3 20,21
CHES CTF 2018 0.1 2.0 0.05 0 10 2e—4 Z1, 22
ASCAD Desync 0.8 0.5 0.01 10 80 le-3 20,21, 22
ASCAD Clock Jitter 0.33 0.033 0.005 3 80 3e—4 20,21, 22
ASCAD Gaussian Noise 1.0 0.5 0.02 20 120 2e—4 205 215 22

The final configurations exhibit interpretable regularities tied to dataset properties. The Gaussian
RBF kernel operates on pairwise squared distances whose scale grows with alignment-layer width d.
By contrast, the CORAL loss is already normalized by 1/(4d?). To keep adaptation gradients balanced,
aymmp therefore generally decreases as d increases, e.g., from 1.0 at d = 64 (XMEGA) to 0.05 at d = 448
(SAKURA-G). The ASCAD Gaussian Noise scenario (d = 256, app = 1.0) is a notable exception. Addi-
tive noise creates stochastic class overlap rather than systematic geometric distortion, requiring a stronger
MMD signal to establish sufficient distributional overlap before entropy regularization can take effect.
The ratio acorar/ammp reflects the dominant shift type. Cross-device PVT variations induce systematic
covariance-level discrepancies that favor CORAL with ratios of 10-200x, whereas stochastic countermeasure
perturbations shift the balance toward MMD with ratios of 0.1-0.6. Conditional entropy is also affected
by class cardinality. Because Hpax = log|)| equals approximately 5.55 for 256-class identity labels and 2.20
for 9-class Hamming-weight labels, agyr for identity-label datasets (0.001-0.02) is roughly one order of
magnitude smaller than for HW-label datasets (0.05-0.1). This smaller weight prevents per-sample entropy
gradients from dominating the classification objective.
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4.2 Method Comparison
Following Section 4.1.2, we use MTD as the primary metric for comparing convergence speed and

attack success.

4.2.1 Cross-Device Results

To assess the robustness of the proposed method against physical PVT variations, we evaluate its per-
formance across three cross-device scenarios (Fig. 3 and Table 5). RFA-SCA achieves the best or comparable
MTD across all three datasets. On SAKURA-G dataset, it reduces the required traces by 14% compared
to the best baseline (CDPA), whereas AL-PA and PPPA fail to reach 100% SR within the trace limit. On
CHES CTE RFA-SCA achieves a modest improvement over all baselines, and on XMEGA it matches CDPA’s
already-fast convergence.

SAKURA - Success Rate - Fine-tuned Model - Target Domain CHES_CTF - Success Rate - Fine-tuned Model - Target Domain

e S B e P ar -
!
. B T
(a) XMEGA SR (b) SAKURA-G SR (¢) CHES CTF SR
1
(d) XMEGA GE (e) SAKURA-G GE (f) CHES CTF GE
Figure 3: Success rate (top) and guessing entropy (bottom) for cross-device scenarios.
Table 5: Cross-device key recovery results.
Dataset Method GE@Max SR@Max MTD
CDPA 0.00 100.0% 18
AL-PA 0.00 100.0% 25
XMEGA
G PPPA 99.08 0.0% >100
RFA-SCA 0.00 100.0% 18
CDPA 0.00 100.0% 819
AL-PA 0.00 100.0% 822
CHES CTF 2018
PPPA 0.00 100.0% 828
RFA-SCA 0.00 100.0% 786

(Continued)
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Table 5 (continued)

Dataset Method GE@Max SR@Max MTD
CDPA 0.00 100.0% 1530

AL-PA 4.33 45.0% >3000

SAKURA-G PPPA 0.85 82.0% >3000
RFA-SCA 0.00 100.0% 1316

4.2.2 Countermeasure Results

Beyond physical variations, we evaluate the methods against three countermeasure scenarios (Fig. 4
and Table 6). RFA-SCA reduces the required traces by 33% in the ASCAD Desync scenario and by 20% in
the ASCAD Gaussian Noise scenario compared to the best baseline (CDPA). RFA-SCA is the only method
among the four evaluated approaches (CDPA, PPPA, AL-PA, RFA-SCA) achieving successful key recovery
under the severe clock jitter countermeasure. All three baselines fail to reach GE = 0 within the trace limit.
The ablation study in Section 4.3 further examines the role of MMD-containing variants in this scenario and
the seed sensitivity observed for Gaussian Noise.

ASCAD_Clock]itter - Success Rate - Fine-tuned Model - Target Domain ASCAD_ - Success Rate - Fine-tuned Model - Target Domain

ASCAD_Desync100 - Success Rate - Fine-tuned Model - Target Domain

] 1000 2000 3000 2000 5000 ] 1000 2000 3000 2000 5000 ] 1000 2000 3000 4000 5000
Number of traces Number of traces Number of traces

(a) Desync SR (b) Clock Jitter SR (c) Gaussian Noise SR

- Guessing Entropy - Fine-tuned Model - Target Domain
e REASCA

ASCAD_Desync100 - Guessing Entropy - Fine-tuned Model - Target Domain ASCAD Clockjitter - Guessing Entropy - Fine-tuned Model - Target Domain ASCAD_

—e— RenscA —e— ReAsCA N
PPPA - «

cor 2007 .. cOPA P 201 B

Aa LA

- poea
A COPA
aa

Guessing Entropy

] 1000 2000 3000 3000 5000 ] 1000 2000 3000 4000 5000 [ 1000 2000 3000 4000 5000
er of traces Number of traces Number of traces

(d) Desync GE (e) Clock Jitter GE (f) Gaussian Noise GE

Figure 4: Countermeasure scenario results. Among the four compared methods, RFA-SCA is the only one achieving
key recovery under clock jitter.

Table 6: Countermeasure scenario key recovery results.

Scenario Method GE@Max SR@Max MTD
CDPA 0.00 100.0% 3020

ASCAD D
SC esyne AL-PA 55.15 0.0% >5000

(Continued)
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Table 6 (continued)

Scenario Method GE@Max SR@Max MTD
PPPA 0.00 100.0% 3761
RFA-SCA 0.00 100.0% 2017
CDPA 214.38 0.0% >5000
. AL-PA 143.28 0.0% >5000
ASCAD Clock Jitter PPPA 48.13 0.0% >5000
RFA-SCA 0.00 100.0% 3557
CDPA 0.00 100.0% 2381
AL-PA 18.27 3.0% >5000

ASCAD ian Noi
SCAD Gaussian Noise PPPA 0.03 97.0% 55000
RFA-SCA 0.00 100.0% 1901

4.3 Ablation Study

To quantify the individual and joint contributions of each loss component, we conduct a systematic
ablation study across all six scenarios. Seven variants are evaluated: (1) Baseline (classifier only, no domain
adaptation), (2) MMD only, (3) CORAL only, (4) MMD+CORAL, (5) MMD+Ent, (6) CORAL+Ent, and (7)
Full MMD+CORAL+Ent, i.e., the RFA-SCA formulation). All variants share the identical CNN backbone
and training pipeline described in Section 4; the only difference is which domain adaptation loss terms are
activated. To ensure statistical reliability, each variant is trained with five independent random seeds (0, 42,
123, 2024, 8). We report mean + std MTD over five seeds in Table 7 and count successful scenarios using the
same trace-limit criterion defined in Section 4.1.2.

Table 7: Ablation study: MTD (mean + std over 5 seeds). Best MTD per scenario is bolded. Entries of the form > L
indicate that MTD exceeds the corresponding trace limit L (attack failed). Underlined values highlight that Full (RFA-
SCA) achieves successful key recovery (MTD < trace limit) in all six scenarios—the only variant to do so. Trace limits:
100 (XMEGA), 1000 (CHES CTF), 3000 (SAKURA-G), 5000 (others). The rightmost column tallies the number of
successful scenarios per variant.

. Cross-Device Countermeasure
Variant
XMEGA CHES CTF SAKURA-G Desync Clock Jitter Gaussian #Pass

Noise
Baseline >100 842.8 £ 95.2 >3000 >5000 >5000 >5000 1/6
MMD 24.0 £2.3 759.6 + 95.9 1351.6 + 228.5 1504. 6 + 3710.4 + 752.1 >5000 5/6

144.9
CORAL >100 871.6 +£ 93.6 >3000 3112.6 + 422.9 >5000 >5000 2/6
MMD+CORAL  22.8+0.7 772.0 + 86.7 1342.4 £ 173.3 1520.0 + 131.1 3135.8 + >5000 5/6
225.2

MMD+Ent 244 +24 738.4 + 65.5 1295.6 + 171.6 1594.6 + 122.1 3200.8 +£205.3 >5000 5/6
CORAL+Ent >100 >1000 >3000 >5000 >5000 >5000 0/6
Full 23.2+0.7 766.4 £ 99.5 1339.4 +169.8 1539.4 + 87.4 3250.2 + 342.3 4430.0 + 6/6

(RFA-SCA) 1140.0

A note on the experimental protocol is warranted. The main comparison results in Tables 5and 6 use a
single seed (seed = 8) to ensure fair comparison with baseline methods under identical conditions, whereas
this ablation study employs five independent seeds to assess stability and variance. Consequently, numerical
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differences exist between the two tables and vary in magnitude across scenarios. For most scenarios the
discrepancy is modest (e.g., Clock Jitter MTD: 3557 in Table 6 vs. 3250.2 + 342.3 in Table 7, a ~9% difference).
However, for Gaussian Noise the gap is substantially larger (MTD: 1901 vs. 4430 + 1140), indicating that seed
= 8 yields a particularly favorable outcome in this scenario while other seeds approach or reach the trace
limit. This high seed sensitivity is analyzed in Section 5.

The MTD results reveal a clear hierarchy among the losses. MMD is the primary driver: MMD alone
succeeds in 5 of 6 scenarios, whereas CORAL alone succeeds in only 2. Adding CORAL mainly benefits
covariance-sensitive settings, lowering Clock Jitter MTD from 3710 to 3136 and reducing the reported cross-
seed standard deviation from 752 to 225. Conditional entropy is most visible in the Gaussian Noise regime,
where the Full variant achieves MTD < 5000 (4430 + 1140) while every other variant reaches the trace
limit. Conversely, CORAL without MMD causes negative transfer, and CORAL+Ent fails in all six scenarios.
These observations support the role-structured design described in Section 3.4.4, without requiring each
component to be individually optimal in every scenario.

The #Pass column summarizes scenario-level coverage. Full (RFA-SCA) reaches 6/6, while the next-
best variants (MMD, MMD+CORAL, MMD+Ent) each reach 5/6. Its per-scenario MTD is consistently
within 1%-4% of the best single-variant MTD, suggesting that the three loss components are mutually
reinforcing rather than conflicting. This coverage offers a practical advantage when the nature and severity
of the domain shift are unknown a priori, although the Gaussian Noise scenario remains seed-sensitive as
analyzed in Section 5.

5 Discussion
5.1 Feature Distribution Visualization

The t-SNE visualizations presented in Figs. 5 and 6 provide qualitative support for multi-order moment
alignment. Before adaptation, source domain (circle) and target domain (triangle) features are spatially
separated; after RFA-SCA, they overlap and form compact mixed clusters per class while maintaining
inter-class separation.
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Figure 5: XMEGA cross-device t-SNE visualization. Left: before alignment; right: after RFA-SCA.
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Figure 6: ASCAD t-SNE visualization for three countermeasure scenarios.

5.2 Domain Gap Analysis

The results reveal varying domain-gap characteristics across scenarios. In cross-device scenarios
(XMEGA, CHES CTE), the domain gap is primarily driven by PVT variations, which manifest as transla-
tional shifts in the feature space. Notably, the CHES CTF dataset exhibits a particularly small domain gap.
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Even the no-adaptation Baseline achieves MTD = 842.8 (Table 7), suggesting that the Challenge-to-Device
distribution shift in this benchmark is inherently modest, likely because both devices share similar hardware
implementations with limited manufacturing variation. We nonetheless include CHES CTF in our evaluation
to check whether RFA-SCA degrades performance when the domain gap is small; it instead achieves a modest
MTD improvement (766 vs. 843). Countermeasure scenarios show a different pattern. The failure of CDPA
and PPPA in the clock jitter scenario underscores that aligning only the kernel-embedding discrepancy or
only the covariance is insufficient under stronger perturbations. RFA-SCA’s success in this scenario suggests
that combining kernel-embedding discrepancy reduction with covariance-level regularization is important
for such shifts.

5.3 Component Analysis and Alignment Strategy

Building on the four key patterns identified in Section 4.3, we provide deeper analysis of the underly-
ing mechanisms.

Comparing explicit moment matching with adversarial alignment, the explicit MMD+CORAL for-
mulation of RFA-SCA performs better than AL-PA’s implicit adversarial approach in these experiments;
AL-PA fails in 4 out of 6 scenarios. The ablation study further indicates that explicit moment constraints
provide more stable optimization. MMD-containing variants generally exhibit lower cross-seed variance
than CORAL-only or CORAL+Ent variants, indicating that covariance-only alignment without kernel-
embedding-based mean correction is less stable in these runs than MMD-containing formulations.

Turning to the joint effect of MMD and CORAL, the Clock Jitter scenario is a useful case. The variance
reduction when CORAL is added to MMD is consistent with the analysis in Section 3.4.2: the Gaussian RBF
kernel’s finite-sample sensitivity to higher-order moments decays rapidly. This result indicates that under
strong temporal countermeasures, which induce covariance-level feature discrepancies, explicit second-
order regularization is important in our experiments. Conversely, the failure of CORAL+Ent suggests that
covariance alignment without prior kernel-embedding-based correction operates in an incorrectly centered
feature space, and conditional entropy amplifies this error by sharpening predictions toward wrong classes.
This agrees with the ablation-level interpretation that MMD-based alignment supplies the stable base for
additional corrections.

Conditional entropy regularization plays a distinctive role and is most useful when domain-level
alignment is achieved but class boundaries remain ambiguous. The Gaussian Noise scenario exemplifies
this, as additive noise (0 = 8) creates stochastic overlap between class-conditional distributions, and entropy
minimization pushes decision boundaries away from these high-density overlap regions. However, this
scenario also exhibits the highest seed sensitivity among all six scenarios. The Full variant achieves MTD
= 4430 + 1140 (coeflicient of variation ~ 26% vs. <13% elsewhere), and the single-seed result in Table 6 (MTD
=1901) corresponds to a particularly favorable initialization. This discrepancy shows that although RFA-
SCA can recover the key under Gaussian noise, the outcome depends more on random initialization than in
other scenarios, an inherent consequence of noise-induced class overlap, where the optimization landscape
contains multiple local minima of varying quality.

5.4 Computational Overhead

The multi-layer domain adaptation design introduces additional computational cost compared to
single-constraint methods, as forward passes must extract intermediate features at multiple layers and
compute MMD and CORAL losses at each alignment point. In our experiments, the per-dataset wall-
clock training time for a single RFA-SCA variant (Phase 2 fine-tuning) is approximately 1130 s for XMEGA
(60 epochs), 140 s for CHES CTF (10 epochs), and 2000-4800 s for ASCAD variants (80-120 epochs) on a
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single RTX 4090 GPU. These training costs are incurred only once during the offline profiling phase and do
not affect the attack phase, where key recovery requires only a single forward pass per trace. We consider
this overhead acceptable given the reported performance gains, particularly in challenging scenarios such as
clock jitter where no baseline method succeeds.

From a theoretical perspective, the per-iteration computational complexity of the domain adaptation
losses is O( Yiec(n?d +nd}) ), where 7 is the mini-batch size, d is the feature dimension at alignment layer
I, and £ denotes the set of alignment layers. Specifically, the MMD loss with a Gaussian RBF kernel requires
O(n*d,) for pairwise kernel evaluations at each layer, and the CORAL loss requires O(n d}) for covariance
matrix estimation and Frobenius-norm computation. In practice, n (typically 256-512) and |L| (2-4 layers)
are small relative to the backbone forward pass, so the adaptation overhead constitutes a modest fraction of
total training time.

6 Conclusions

This paper presented RFA-SCA, an unsupervised domain adaptation framework for side-channel
analysis that combines kernel-embedding discrepancy reduction, covariance-level regularization, and target-
domain decision-boundary refinement. The ablation study shows that the full combination provides the
broadest scenario coverage, while individual components contribute unevenly across shift types. Across the
six evaluated scenarios, RFA-SCA reaches GE@Max = 0 and SR@Max = 100%; in the scenarios where a
successful baseline is available, it reduces the required traces by 14%-33%, and under clock jitter it is the
only evaluated method that recovers the key. Our contribution is therefore a task-specific integration for
cross-device SCA rather than a generic claim of a new hybrid UDA formulation.

The current evaluation also leaves several limitations. First, the experiments primarily focus on the
Advanced Encryption Standard (AES). Future research will extend this framework to other cryptographic
algorithms, including public-key cryptography (e.g., RSA, ECC) and post-quantum cryptographic imple-
mentations. Second, the loss weights aypp, ®corar, and apnt are empirically determined on a per-dataset
basis. Although Section 4 identifies interpretable regularities linking the selected weights to feature dimen-
sionality, shift type, and class cardinality, the exact values remain sensitive to the experimental setting. As in
other multi-objective domain adaptation frameworks, such dataset-specific tuning, which is also required by
baselines such as AL-PA and CDPA, limits direct deployment to new targets and motivates more systematic
hyperparameter sensitivity analysis together with adaptive or self-tuning weighting strategies. The multi-
layer adaptation strategy also uses dataset-specific alignment points; future work should compare single-layer
and multi-layer configurations and develop principled layer-selection criteria. Finally, applying domain
adaptation constraints across multiple network layers inherently increases the computational overhead
during the profiling phase. Exploring lightweight adaptation strategies or optimal transport-based matching
to reduce this computational burden remains an important direction for future work.
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Appendix A Hyperparameter Search Ranges

Table Al: Hyperparameter search grids and local refinement rules for loss weights.

Parameter Coarse Grid (Log-Spaced) Local Refinement around Best Coarse Value ¢
AMMD {0.01, 0.05, 0.1, 0.5, 1.0, 5.0} {%c, ¢, L.6¢}, clipped to [0.01, 5.0]
ACORAL {0.01, 0.05, 0.1, 0.5, 1.0, 5.0, 10.0} {Zc, ¢, 1.6¢}, clipped to [0.01, 10.0]

QENT {0.001, 0.005, 0.01, 0.05, 0.1, 0.5} {0.5¢, ¢, 2c}, clipped to [0.001, 0.5]
Eyarmup {0, 3, 5, 10, 20} _
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