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ABSTRACT: In intelligent connected vehicles (ICVs) system, driving users connect to service providers (SPs) to
obtain location-based services (LBS). Users transmit large volumes of encrypted sensitive information related to
their itineraries to SPs to access value-added services. Attackers may launch chosen-ciphertext attacks (CCA) against
SPs by exploiting the malleability of homomorphic encryption. This enables adversaries to infer or steal private
key information, thereby threatening the long-term privacy of user data. Furthermore, existing key management
technologies in ICVs system predominantly rely on passive defense strategies and suffer from limitations such as single
protection mechanisms, delayed updates, and limited adaptability. To address these issues, this paper proposes an
adaptive key update security mechanism based on a differential game framework. This mechanism treats the cumulative
information leakage of the private key as a contested resource to construct a differential game model. Based on the
feedback Nash equilibrium (NE), the mechanism adaptively derives the optimal homomorphic private key update
frequency in response to the attack frequency, thereby maximizing the defense benefit. Finally, numerical simulations
validate the correctness of the proposed model and demonstrate the effectiveness of the mechanism.

KEYWORDS: Intelligent connected vehicles (ICVs); data element privacy; differential game; adaptive key update;
homomorphic encryption

1 Introduction

With the deep integration of 5G/6G technologies and intelligent connected vehicles (ICVs), vehicle-
to-everything (V2X) networks have emerged as a cornerstone of intelligent transportation systems [1].
Location-based services (LBS) have evolved from simple navigational aids into essential services that support
traffic analysis, collaborative perception for autonomous driving, and traffic flow scheduling [2]. To ensure
service timeliness and accuracy, onboard terminals transmit trajectory data to service providers (SPs) at
high frequencies. Such large volumes of location data serve as data elements in the ICVs ecosystem and
provide a foundation for SPs to optimize algorithms and enhance quality of service (QoS) [3]. However, the
exponential growth of data exchange between vehicles and SP driven by LBS has increasingly exacerbated
concerns regarding data privacy leakage [4].

Location data inherently contain sensitive personal information. By analyzing vehicle trajectories,
adversaries can infer users’ home locations, workplaces, and behavioral patterns [5]. This paradigm assumes
fully trusted SPs; however, in practice, SPs are often considered honest-but-curious, potentially inferring
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private information during protocol execution. Moreover, SPs remain vulnerable to external attacks, which
may lead to large-scale data breaches [6]. To balance data utility and privacy preservation, homomorphic
encryption (HE) has attracted increasing attention. Notably, the Paillier cryptosystem supports additive oper-
ations over ciphertexts [7], enabling SPs to perform tasks such as traffic statistics and distance computation
without accessing raw location data, thus preserving data utility while preventing direct exposure.

HE effectively isolates plaintext and establishes a protective barrier for ciphertext computation. How-
ever, most existing schemes overlook vulnerabilities caused by static key management [8]. Because schemes
such as Paillier are malleable, they remain vulnerable to chosen-ciphertext attacks (CCA) [9]. In ICV
environments, SPs may effectively serve as continuously online decryption or computation nodes, allowing
attackers to analyze ciphertext responses and gradually accumulate private-key information over time [10].
Reusing a single public-private key pair over time significantly increases the risk of private key inference.
Once compromised, previously encrypted data become vulnerable to retroactive decryption, undermining
forward secrecy. Therefore, static encryption schemes are insufficient to ensure the long-term security of
ICV data. To mitigate this risk, adaptive key update mechanisms are required to disrupt the attacker’s
information accumulation process. However, frequent key updates incur substantial computational and
communication overhead, degrading system real-time performance, whereas infrequent updates fail to resist
persistent chosen-ciphertext attacks (CCA). This results in a dynamic trade-off between system overhead
and cumulative attack risk [11].

To address these challenges, this paper proposes a differential game-based adaptive key update mecha-
nism for data circulation in ICV systems. Specifically, the cumulative information leakage of the private key
is modeled as a state variable jointly controlled by both parties. The differential game captures the dynamic
conflict between the attacker’s information accumulation and the defender’s key update actions. Both the
defense strategy (key update frequency) and the attack strategy (CCA frequency) are incorporated into
the optimization objective. The optimal defense strategy is analytically derived under the Nash equilibrium
(NE) by solving the Hamilton-Jacobi-Bellman (HJB) equations. Compared with existing adaptive security
approaches, such as reinforcement learning-based strategies and risk-sensing mechanisms, the proposed
differential game-based method provides a fundamentally different modeling perspective. Specifically, RL-
based methods rely on data-driven exploration and may suffer from convergence instability and local optima,
while risk-sensing approaches typically depend on threshold-based feedback, leading to delayed responses
under rapidly evolving attacks. In contrast, the proposed method models the attacker-defender interaction
as a continuous-time dynamic game and derives the optimal key update strategy analytically via feedback
Nash equilibrium. This enables predictive and globally optimal decision-making, thereby achieving faster
convergence, stronger stability, and a more explicit characterization of the coupling between attack behavior
and defense strategy. Overall, the main contributions of this paper are summarized as follows:

« We develop a differential game-based active defense model for data circulation in ICV systems,
where cumulative private-key information leakage under homomorphic encryption is formulated as a
continuous-time state variable. The model captures the dynamic interaction between CCA-based attacks
and key update strategies, and characterizes the coupling among key update frequency, attack intensity,
and data security.

«  We propose a differential game-based adaptive key update (DG-AKU) algorithm. The algorithm derives
the feedback NE of the game model by solving the HJB equations. Using the attack frequency and the
current private-key leakage state, the algorithm adaptively computes the optimal key-update period.

«  Extensive simulations compare DG-AKU with benchmark methods, including the adaptive risk-sensing
strategy (ARSS) and an RL-based intelligent security mechanism (RL-IS). Results demonstrate superior
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performance in convergence, steady-state defense effectiveness, and overhead efficiency. Sensitivity
analyses on key parameters further validate the robustness of the proposed approach in ICV.

The remainder of this paper is arranged as follows: Section 2 presents relevant work. Section 3
outlines the system model. Section 4 derives the NE of the game model and proposes the DG-AKU
algorithm. Section 5 presents simulation experiments to verify the validity of the model and the correctness
of the NE solution. Finally, Section 6 concludes this paper.

2 Related Work
2.1 Location Privacy Protection Mechanisms in ICVs

Conventional location privacy preservation in the Internet of Vehicles (IoV) primarily relies on
location perturbation, generalization, and pseudonymization. Reference [12] proposed an edge-assisted
obfuscation and reporting control scheme based on clustering and k-anonymity, establishing a multi-level
privacy protection framework at the system level. In [13], a tracking algorithm was developed to link
vehicle pseudonyms across encrypted mix zones, mitigating inference-based location leakage. Reference [14]
introduced a bi-layer privacy-preserving matching mechanism that combines noise injection and clipping
for spatial obfuscation, and employs partial homomorphic encryption to construct distance-based encrypted
preference lists, enabling differentially private stable matching. Furthermore, Reference [15] integrated fed-
erated learning with local differential privacy to design a collaborative transmission framework supporting
privacy-preserving crowdsourcing applications.

Nevertheless, perturbation-based schemes often sacrifice data utility [16]. Noise injection and loca-
tion obfuscation degrade data precision, making them inadequate for high-accuracy applications such
as traffic analysis, billing, and collaborative perception in autonomous driving. To support high-fidelity
data processing, cryptography-based privacy-preserving schemes have gained increasing attention. In [17],
a privacy-preserving multidimensional data aggregation scheme was proposed, leveraging the Chinese
remainder theorem (CRT) for data packing and secure key negotiation to ensure data integrity and
authenticity.

This paper proposes using the update frequency of encryption keys as a defensive strategy by leveraging
the usability without visibility property of the aforementioned HE technologies. This approach specifically
addresses the vulnerability of static key management to long-term CCAs. The proposed strategy aims to
adaptively derive an optimal key update mechanism that maximizes long-term privacy protection while
preserving high data fidelity.

2.2 Homomorphic Encryption and Dynamic Key Management

Homomorphic encryption (HE) has been widely adopted in IoV for privacy-preserving computation
due to its ability to support algebraic operations over ciphertexts. Reference [18] proposed a traffic flow
prediction scheme based on the Paillier cryptosystem, enabling FL parameter aggregation without decrypt-
ing raw vehicle location data via its additive homomorphism. Reference [19] developed a homomorphic
privacy-preserving aggregation protocol with low computational overhead, supporting fault tolerance, multi-
category aggregation, and batch verification at both intermediate and central aggregators. However, despite
achieving semantic security, partial homomorphic encryption schemes such as Paillier remain vulnerable
to chosen-ciphertext attacks (CCA) due to their algebraic malleability. In vehicular environments, SPs may
exploit ciphertext responses to accumulate side information and infer private keys [20].
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Dynamic key management has become an important approach for mitigating key-compromise risks.
Existing studies mainly focus on authentication credential renewal and lightweight key agreement mecha-
nisms to improve security and efficiency. In addition to adaptive defense and key management approaches,
recent studies have explored secure communication protocols for connected autonomous vehicles. Refer-
ence [21] focused on designing robust communication mechanisms to defend against various network-level
attacks and ensure data integrity and authentication. These approaches primarily operate at the protocol level,
emphasizing secure message exchange and communication reliability. In contrast, our work addresses the
problem from a complementary perspective by modeling the long-term interaction between attackers and
defenders and optimizing key update strategies to mitigate cumulative privacy leakage under CCA threats.
Reference [22] proposed an attribute-based pre-authenticated communication protocol for 5G NR V2X,
enabling online credential renewal to mitigate key leakage. Reference [23] introduced a lightweight authenti-
cation and key agreement scheme for smart grids, enhancing security while eliminating key escrow. Despite
these advances, existing key update mechanisms largely rely on static periodic or event-driven strategies,
failing to capture long-term attacker behavior [24]. Such static defenses are insufficient in IoV environments,
where attacker-side information accumulates over time, progressively weakening system security.

To address this limitation, this paper leverages differential game theory to redesign the key management
mechanism against CCA. The proposed approach adaptively determines the optimal private key update
frequency based on real-time attack intensity, achieving a balance between system overhead and privacy
protection by disrupting the attacker’s information accumulation process.

2.3 Dynamic Defense Modeling Based on Differential Games

Security mechanisms in the IoV have evolved from static configurations to dynamic adaptive paradigms
to counter increasingly sophisticated cyberattacks. Reference [25] proposed the adaptive risk-sensing
strategy (ARSS), which enables continuous risk and trust assessment through real-time monitoring of mul-
tidimensional environmental indicators, allowing dynamic adjustment of security policies. Reference [26]
developed an RL-based intelligent security (RL-IS) framework, in which agents learn optimal defense
strategies via iterative interactions with the environment, improving decision-making under uncertainty.

However, these approaches are limited in addressing private key leakage in homomorphic encryption,
which evolves as a continuous, accumulative state rather than discrete events. Differential game theory
provides a principled framework for modeling continuous-time adversarial interactions between attackers
and defenders [27]. Reference [28] formulated a DDoS defense model to optimize honeypot deployment
under varying attack intensities. Reference [29] proposed a flow-level differential game to determine optimal
activation and recovery strategies for compromised devices. In the vehicular domain, Reference [30] devel-
oped a non-cooperative computation offloading game for joint resource optimization, while Reference [31]
studied distributed equilibrium-seeking methods for aggregative games with differential privacy guarantees.

Although differential games have been applied to resource scheduling and propagation control, they
have not been used for decision-making on key update frequency because this problem involves long-term
security state accumulation. This paper constructs an adaptive key update model by leveraging the ability of
differential games to incorporate feedback from dynamic participant states. The proposed model adaptively
updates the defense frequency to counter CCA by responding to evolving attack intensity. Ultimately, the pro-
posed model achieves a balance between privacy preservation and resource utility by optimizing key update
decisions over time. Recent studies have also explored advanced secure communication frameworks for
connected and autonomous vehicles (CAVs). However, such approaches primarily focus on cryptographic
robustness and secure data exchange, whereas the proposed DG-AKU framework addresses the dynamic
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interaction between attackers and defenders by optimizing key update strategies over time, thereby providing
a complementary perspective on adaptive security management.

The proposed approach differs from existing adaptive defense methods in two main aspects. First, unlike
RL-based methods that learn policies iteratively, our framework derives closed-form equilibrium strategies,
improving interpretability and computational efficiency. Second, unlike risk-sensing approaches that react
passively to observed indicators, the differential game formulation captures the forward-looking interaction
between attacker and defender, enabling proactive defense decisions under time-varying attacks.

Compared with the existing key update approaches, most prior studies focus on static or rule-based
update strategies, where the update frequency is predetermined or adjusted based on limited system
indicators. These methods generally do not explicitly model the dynamic interaction between attackers and
defenders, nor do they capture the continuous evolution of system security risk under adaptive attacks. In
contrast, the proposed method formulates the key update problem as a differential game, in which the attack
behavior, system state evolution, and defense strategy are tightly coupled. This enables the service provider
to adaptively adjust the key update frequency according to the real-time security state, thereby achieving a
more effective balance between security and system overhead.

2.4 Limitations of State-of-the-Art Approaches

Existing key management systems usually support periodic key updates but often fail to adapt to
evolving attacks. Most rely on static models that do not capture long-term adversarial dynamics. For example,
risk-sensing methods react through fixed thresholds, and existing systems generally do not model the
continuous-time interaction between attackers and defenders. These gaps are particularly problematic in
scenarios where long-term privacy preservation is required, as attackers can exploit static strategies over
time, leading to compromised security.

From the perspective of novelty positioning, the proposed method differs from existing approaches in
three key aspects. First, adversarial learning and reinforcement learning-based defense methods typically rely
on data-driven policy learning, which may suffer from convergence instability and limited interpretability
in highly dynamic attack environments. Second, existing adaptive cryptographic key rotation schemes are
generally designed as periodic or event-triggered mechanisms and do not explicitly model the attacker’s
strategic adaptation or the continuous accumulation of private-key leakage. Third, although game-theoretic
cybersecurity models have been widely applied to problems such as DDoS defense and resource allocation,
they rarely consider key update decisions under homomorphic encryption with long-term CCA threats.
In contrast, the proposed method formulates cumulative private-key leakage as a continuous-time state
variable and derives closed-form feedback Nash equilibrium strategies for adaptive key updates. This enables
a principled balance between long-term privacy protection and system overhead, which is not explicitly
addressed in existing work.

3 System Model

In this section, we construct a service provider-side data element defense model for the ICVs. Specifi-
cally, the first subsection presents an overview of the system architecture. The second subsection elaborates
on the system model.

3.1 System Overview

As illustrated in Fig. 1, the ICVs system comprises a trusted authority (TA), user vehicle, and SPs. The
TA is considered fully trusted, as it manages key distribution and oversees the system’s operations. SPs and
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vehicles, however, are treated as semi-trusted entities. SPs are responsible for processing encrypted data and
providing services, but they may attempt to infer sensitive information. Vehicles, similarly, are trusted to
securely store their keys and transmit encrypted data but remain vulnerable to specific attack vectors. The
interaction between these semi-trusted entities is critical to the security model, as it ensures that privacy is
preserved despite potential adversarial behaviors from some entities.

Trusted Authority (TA) .~ Trusted
/Authority (TA

. Wireless
N Attack
H

Ser i ya'a

\ )94: s (SBs )Attacker

,Génerate(p N )
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Figure 1: The structure diagram of the ICVs.

The TA authorizes and authenticates both service providers and driver users to ensure the legitimacy of
network entities. User vehicles transmit data containing sensitive information, such as location coordinates,
to service providers to access value-added services. In practical ICV deployments, the assumption that
the SPs may act as a decryption oracle corresponds to scenarios where decryption-related operations are
indirectly exposed through service interfaces, such as data processing application programming interfaces
(APIs) or query-response mechanisms. In such cases, attackers may exploit adaptive queries to infer sensitive
information from system responses, thereby approximating a CCA setting. Moreover, this assumption
is consistent with an honest-but-curious or partially compromised SPs model, where the SPs correctly
executes protocols but may unintentionally or maliciously expose information through repeated interactions.
Attackers execute CCA against SPs to infer private keys and exfiltrate data, thereby causing privacy breaches.
Consequently, the TA orchestrates adaptive private key updates to withstand chosen-ciphertext attacks and
safeguard vehicular data uploaded to SPs. Table | summarizes the model parameters. Here, T,;; denotes the
attack cycle, i.e., the average time required for an attacker to compromise the current private key, and T, ,4
denotes the key update cycle. Their corresponding normalized decision variables are the attack frequency
fart(t) = 7— and the key update frequency f,,q(t) = respectlvely

Table 1: Parameter descrlptlon.

Parameters Notation

The unlock key cycle Tart

The key update cycle Tupa

The cumulative information leakage of private key x (1)
The impact factor of attack frequency on status w
The impact factor of update frequency on status w;
The natural decay coeflicient 0
The risk of private key privacy leakage 0

(Continued)
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Table 1 (continued)

Parameters Notation
The information reward discount factor d1, 0,
The attack damage multiplier o
The unit attack cost C
The defense yield discount factor o
The unit update cost C,
The unit transmission cost Cs
The cost discount factor y

This paper proposes a differential game-based adaptive key update security defense mechanism. Its

working principle is illustrated in Fig. 2. The detailed procedure is described as follows.

During system initialization, the TA executes the Paillier key generation algorithm to generate the initial
public-private key pair (pko, sko) for the first cycle. The TA broadcasts the public key pk, to vehicles
and transmits the private key sk, to SPs.

The TA continuously monitors decryption-oracle queries through the attack-frequency sensing module.
Meanwhile, SPs deliver location-based services to vehicles.

The attack-frequency sensing module estimates the average time T, required for an attacker to
compromise the current key. This estimation is obtained by statistically analyzing decryption requests
per unit time and incorporating historical data. In practice, the attack frequency is not directly observ-
able but can be estimated through statistical monitoring of abnormal decryption-related activities.
Specifically, the system records the frequency of decryption requests, failed authentication attempts,
and other security-related events over time, and combines them with historical attack data to estimate
the average attack cycle T,;;. The attack frequency is then obtained as f,;(t) = ﬁ, which serves as an
input to the game-theoretic model.

The strategy optimization module computes the optimal key update frequency f,,4(t) by reading the
real-time attack frequency T, and issues instructions to the key generation module to initiate key
regeneration. Here, f,,4(t) = #ﬁd T,+: represents the key update cycle.

Upon receiving the instruction, the key generation module executes the Paillier key generation algo-
rithm to select new large prime numbers and generate a new public key pk,.,, and private key sk,
for the next cycle. The module marks the new private key as pending activation.

The TA encapsulates the new private key sky., in an encrypted message and transmits it to service
providers via a secure channel, while simultaneously broadcasting the new public key pk,.,, to all
vehicles in the IoV.

The TA requires SPs to activate a dual-key coexistence mechanism to prevent service interruptions

during the key-switch process. Specifically, ciphertexts generated before the key switch can still be decrypted

and processed using the old private key, whereas newly uploaded ciphertexts are handled under the new key

pair. This overlapping transition avoids service interruption and ensures continuous processing during the

key switching period. SPs destroy the old private key after all legacy ciphertexts are processed to complete
the defense loop.
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Figure 2: Mechanism flowchart.

Within the proposed defense mechanism, the TA employs the Paillier cryptosystem to encrypt plaintext
and generate fresh public-private key pairs [32]. The steps are as follows.

«  Key Generation. The large prime numbers, p and g, are randomly selected to satisfy the condition
ged (pq, (p—-1)(q—1) =1). The modulus n=p-gand A =1cm (p —1,q — 1) are subsequently com-
puted. The function H (u) = “T_l is defined, and a generator g is randomly selected from the set
Z:, to ensure that the condition gcd (L( g" mod nz) , n) =1 is satisfied. To simplify the decryption
computation, the parameter y = (L( g mod nz))_l mod n is calculated. Ultimately, the public key is
generated as pk = (#n, g), and the private key is designated as sk = (A, p).

«  Encryption. A random value m € Z, is selected for any arbitrary plaintext message r € Z, to satisfy
the conditions r < n and ged (7, n) = 1. Subsequently, the ciphertext c,, is computed. c,, = E(m, pk) =
g™ - r" mod n?.The c,, is given by

¢m = E(m, pk) = g" - r" mod n*. (1)

«  Decryption. The receiver possessing the private key sk = (A, y) recovers the plaintext by utilizing the
following formula based on the Paillier decryption principle. The formula is given by

m = D(c,sk) = H(c’\ mod n”) - ymod n. (2)

«  Homomorphic property of encryption. The following relationship is satisfied given two ciphertexts
¢ = E(my) and ¢, = E(m,)

¢ - c;mod n? = E(m, + mymodn) . 3)

3.2 Game Theory Model

In the proposed system model, an excessively high key update frequency incurs high computational and
communication overheads. Conversely, attackers are afforded sufficient time to compromise keys and execute
attacks when the key update interval is prolonged. Consequently, the private key update frequency of SPs is
adjusted adaptively according to the observed attack frequency to balance security and system overhead.

Definition 1: Cumulative information leakage of the private key x(t). The state variable x(t) at the SPs is
defined as the cumulative information leakage of the private key, with a value range of [0,1].

In the proposed model, the defender adaptively adjusts the key update frequency to mitigate CCA. As
illustrated in Fig. 3, the security of the homomorphic private key at SPs is modeled as a temporal interaction
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between the attacker and the defender. The downward trajectory represents the progression of time and attack
evolution, while the dashed boundary denotes the critical threshold at which the private key is compromised.
The attack duration is denoted by T, reflecting the finite time required to execute chosen-ciphertext
attacks. To prevent key compromise, the defender must complete key updates within this attack cycle, i.e.,
regenerate and distribute new keys before the attack succeeds. Accordingly, the security condition is given by
0< Tupd < Tapge

Science A: Science B:
High-freq attack Low-freq attack
C 3\

Attackers’ Attackers’
cracking path cracking path

> Required time
window (Long)

Observe frequence
Adjust Supd ¥

J
Attack failed é Key update
point

Attack failed

Required timg
window
(Short)

-
Key update}<
point

Success
threshold

Figure 3: Key update security defense.

In the proposed model, the service provider’s decision process is driven by the evolution of the system
security state, rather than by a separate trust variable. Specifically, the cumulative information leakage of
the private key, denoted by x (t), characterizes how much security risk has accumulated over time under
continuous attack. As x (t) increases, the likelihood of private key compromise becomes higher, which
reduces the defender’s utility and prompts the service provider to increase the key update frequency. In
the high-frequency attack scenario, accelerated information accumulation shortens T,;;, prompting the
defender to advance the update threshold and adopt a short key lifespan T,,,,. In the low-frequency attack
scenario, slower accumulation extends T;;, allowing the defender to delay updates and adopt a longer T, 4
for improved resource efficiency.

To facilitate analytical tractability and ensure comparability between attack and defense strategies, the
frequencies are normalized with respect to their respective maximum achievable values. This normalization

constrains the control variables within a bounded range and allows the system dynamics to be analyzed
Jate, (1)

f attmax ( t)

at time #(t € [to, T]), whereas f,,_ () denotes the maximum achievable attack frequency over the entire

%' fupa,(t) denotes the
updmax

defender’s actual key update frequency at time ¢, whereas f, 4, () represents the maximum achievable
defense frequency within the game duration. Let x (¢) € [0, 1] denote the cumulative information leakage of
the private key at time ¢, where x (¢) = 0 means no leakage and x (t) = 1indicates complete compromise. The
attacker controls the attack frequency fu;(t), while the defender controls the key update frequency f,,q(t).
Moreover, w; and w, denote the impact factors of the attack frequency and update frequency on the state
evolution, respectively, and § denotes the natural decay coeflicient of the leakage state.

on a unified scale. Among them, f,(t) =

. fatt,(t) represents the attacker’s actual attack frequency

game horizon. Similarly, the defense strategy is normalized as f,,q4(t) =
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In the proposed differential game framework, the attacker and the defender interact through the system
state rather than through direct control over each other’s actions. Specifically, the attacker determines the
attack frequency f,(t) which directly affects the evolution of the information leakage state x(t). A higher
attack frequency accelerates the accumulation of leakage, leading to a higher risk level. In response, the
defender observes the state x(t) and adjusts the key update frequency f,,4(t) to mitigate the increasing
leakage risk. Therefore, the attacker influences the defender’s key update strategy indirectly through the state
dynamics and the associated payoft functions, forming a tightly coupled attack-defense interaction. The SPs’
state at time ¢ is given by

dx(t) = f(£:x(2)s fupa(t)s fare(t))dt. (4)

The attacker launches CCA against SPs, and the impact of these attacks on the cumulative private-key
leakage is set to w; f,¢¢ (). The influence of the defender on the cumulative information leakage is represented
by @, fypa(t). Furthermore, the impact of natural attenuation on the cumulative information leakage is
denoted by dx(t). The x (t) is given by

dx(t)
i —wlfatt(t)_wzfupd(t)+8x(t)’ (5)
X(t()) = Xp-

In practical ICV security management, the feedback Nash equilibrium derived from the above game
formulation represents a dynamically adaptive key update mechanism. The service provider determines the
key update frequency based on the current system state, which captures the cuamulative information leakage
of the private key. Meanwhile, the attacker adjusts its attack frequency accordingly. At equilibrium, both
parties adopt strategies that are optimal responses to each other, and neither can improve their utility through
unilateral deviation.

Definition 2: Risk level of private key leakage 0. The risk level of private key leakage at the SPs reduces the
defender’s utility and increases the attacker’s gain by intensifying system vulnerability. This risk level 0 is
defined over the range [0, 1] to facilitate quantitative assessment of system security.

For clarity, the payoft design uses the following parameters: d; and 9d, denote the discount coeflicients
associated with information leakage in the attacker’s and defender’s utilities, respectively; a; and «, denote
the reward discount coeflicients for attack and defense; C;, C;, and C; represent the unit attack cost, unit key
update cost, and unit key transmission cost, respectively; and y denotes the cost discount factor. The model
parameters have clear physical interpretations in the context of ICV security management. Specifically, w;
and w, denote the relative influence of attack intensity and defense effort on the evolution of cumulative
private-key leakage, respectively, while & characterizes the natural attenuation effect of the leakage state over
time. Moreover, a; and «; reflect the reward sensitivity of attack and defense actions, which can be associated
with practical resource expenditure such as computation and communication overhead in ICV systems.
In practice, these parameters can be calibrated according to system security requirements, service latency
constraints, and resource budgets.

For the attacker, CCA are executed to compromise encryption keys for data element exfiltration and the
maximization of offensive gains. The payoft function of the attacker comprises three distinct components:
(i) the gains derived from the cumulative information leakage of the private key; (ii) the direct rewards
obtained from the attacks; (iii) the cost of launching the attacks. Consequently, the payoff function of the
attacker is formulated as follows
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Jate =Xare(x(2)) + Ware(fare (1), fupa(t)) = Care(fare (1)), (6)

where X,;(x(t)) = 01x(t) denotes the gains derived from the cumulative information leakage of the
private key. 0, represents the discount coefficient for information returns with a unit defined as GB.
Ware(fare(t)s fupa(t)) = (f,m( t) - fupd(t)) fart(£) (1+ 0) ay signifies the rewards obtained from attacks. o)
represents the discount coefficient for attack rewards with a unit defined as $ per unit time. Cys¢( far:(t)) =
C1yfart(t) denotes the total attack cost, where C; is defined as the unit attack cost with a measurement of
GB per unit time. y represents the cost discount coeflicient with a unit defined as $/GB.

Within the game horizon [#,, T], the attacker seeks to maximize the offensive utility. Consequently, the
objective function of the attacker is formulated to maximize the total returns throughout the game duration,
as expressed below

T
JarT = mMax {]att}e_r(t_to)dt + glx(T)e—r(T—to)
Jare(t) Jto

= max [ {26(0) = (fue0) = fupa(0)) Sar()(1+ 6 = Cupfre(1) Je "V
+ glx(T)efr(Tft"). (7)

At time T, the terminal value associated with the state of algorithm influences is g;x(T), g; >0,
i € {1,2}. The game discount rate is .

For the defender, the key update frequency is dynamically adjusted to intercept attacks and safeguard
data privacy and security. The defender’s payoft function comprises four components: (i) gains from proactive
defense; (ii) key update costs; (iii) key transmission costs; (iv) penalty costs associated with state loss.
Accordingly, the defender’s payoff function is formulated as follows

Jupd = Wupa(fupa(t), fare(£)) = Cupa(fupa(£)) = Ctra(fupa (1)) = Xupa(x(£)), (8)

where W, pd (fupa (£) fare(£)) = (fupa(£) = fare(t)) fupa(t) (1 - 0) a2 denotes the gains derived from proac-
tive defense. a, represents the discount coeflicient for proactive defense returns with a unit of $ per unit
time. Cypq(fupa(t)) = Cayfupa(t) signifies the total cost of key updates. C; is defined as the unit update cost
measured in GB per unit time. Cy,q (fupa(t) = C3y fupa(t) represents the key transmission cost. C3 denotes
the unit transmission cost with a measurement of GB per unit time. X,,,4(x(t)) = 0,x(t) represents the cost
incurred by the cumulative information leakage during key updates. 0, signifies the discount coeflicient for
information returns with a unit of $/GB.

Within the game horizon [fy, T], the defender seeks to maximize the defensive utility. Consequently, the
objective function of the defender is formulated to maximize the total returns throughout the game duration,
as expressed below

T
Jupp = max f {]upd}e_r(f—to)dt+g2x(T)e—r(T—to)
Supa(t) Jto

- max [ g0 = Futr () fapa (£) (1= 0)as = Capfupa(£) = Capfupa(£) = 02x(0) e~ e

+ gzx(T)e_r(T_tO). 9)

At the core of the model, we assume accurate estimation of attack frequency and continuous-time
attacker behavior. While these assumptions simplify the analysis and allow for the derivation of closed-form
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solutions, they may not fully reflect real-world ICV environments. In practice, attack frequency estimation
relies on indicators such as decryption request frequencies or failed authentications, which may not always
be perfectly accurate due to network or sensor limitations. Furthermore, the assumption of continuous-time
attacker behavior might not hold in real-world scenarios where attacks could be sporadic or discrete. Despite
these limitations, the model provides a useful framework for understanding the general dynamics of key
update strategies, and future work could extend this model to incorporate more realistic attack behaviors,
such as through discrete-event simulations or stochastic models.

The current framework focuses on frequency-based attack-defense interactions and does not explicitly
consider more sophisticated adversarial strategies, such as stealthy attacks or data-poisoning behaviors. In
addition, the proposed model is developed at an abstract system level and does not directly incorporate
practical cryptographic protocol implementations, such as hybrid TLS and homomorphic encryption
schemes. Furthermore, system-level constraints, including communication latency, bandwidth limitations,
and scalability in large-scale vehicular networks, are not explicitly modeled. Addressing these aspects is an
important direction for future work to enhance the applicability of the proposed framework in real-world
ICV systems. And the current model implicitly assumes that the attack frequency can be accurately estimated
from system observations. However, in practical ICV environments, such observations may be affected by
noise, delay, or partial observability. Incorporating uncertainty-aware mechanisms, such as stochastic state
estimation or partially observable decision models, is an important direction for future work to enhance the
robustness of the proposed framework.

4 Model Solving and Algorithm Design
4.1 Proof of Nash Equilibrium Existence

Theorem 1: The differential game model G ( fupa(t), fare(t), x(t), t) within the system admits a saddle point
over the game horizon [ty, T].

Proof of Theorem 1: Based on the established differential game model, the following conditions hold.

dx(t)

o The state variable o

control spaces.

is continuous and bounded on the state space [0,1] and the corresponding

« The instantaneous payoff functions Jypp and Jar7, as well as the terminal payoff function g;x(T), are
continuous with respect to all state and control variables.

« The state and instantaneous payoft functions are linear with respect to the control variables, and the
corresponding control sets are convex. O

These conditions satisfy the requirements of Kakutani’s fixed-point theorem [33]. First, we define the
strategy space for both the attacker and defender as convex sets, and we represent their best-response
correspondence using a convex-valued correspondence. Kakutani’s fixed-point theorem is then applied to
this correspondence to show the existence of a Nash equilibrium in mixed strategies. Specifically, we prove
that the set of best responses is convex and non-empty. We further show that the correspondence satisfies
the conditions of Kakutani’s theorem, including closedness and the property of having a fixed-point. This
fixed-point corresponds to a set of strategies where neither the attacker nor the defender can improve their
utility by unilaterally deviating from their chosen strategy, thus establishing the equilibrium. The geometric
interpretation of this equilibrium is that both players are at the point where their strategies mutually optimize
the system’s objectives. Consequently, at least one NE exists for this differential game, which completes the
proof of Theorem 1.
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4.2 Model Solution
Based on the aforementioned game model and the objective functions of both participants, we derive
the optimal strategies for the defender and the attacker. For the defender, the key update strategy { Fupa( t)} =

{M(t,x),t€[ty, T]} provides the feedback NE solution for game models Eqs. (5) and (9) [34], satisfying
the Bellman equation as follows

- Ri(t,x) = fmeg){[(fupd(t) = fate (1)) fupa (1) (1= 0tz = (Cy + C3)y fupa(t) — azx(t)]e-f“-to)

4 Re(t,%) - (@1 fare(8) = @2 fupa(t) + 8x(1) }, (10)
R(T,x) = e "(T") gy (T). (11)

For the attacker, the attack strategy { /3, (t)} = {K(¢,x), t € [to, T]} provides the feedback NE solution
for game models Eqs. (5) and (7) by satisfying the Bellman equation formulated as follows

= Lu(tx) = max {[308(0) + (fan(1) = Fapa (6)) - ane()(1+ ) = Cry e (1)] -7
+ Le(t, ) (@1 fare (1) = 02 fupa (1) + 8x (1) |, (12)
L(T,x) = e "(T71) g1 x(T). (13)

The following expressions are obtained by taking the first-order partial derivatives of Eqs. (10) and (12)
with respect to f;,,4(t) and f,(t)

0= [(qupd(t) ~ fare(£)) (1= 0)az = (Cy + C3)y]e_r(t_t°) - wyR (1, x), (14)

0= [ (2fare(£) = fupa(£))(1+ O)as = Cry e 4 w1 Lo (8, %) (15)

The optimal strategies for both participants in the game are formulated according to Eqs. (14) and (15),
as expressed below

(Co+C3)y+ fau(t) (1-0) a, szx(t,x)e’(t—tO)

nilt)- ’ 16
Fupat) 2(1-6) ay " 2(1-0) az (16)
% Ciy+ furd t) 1+0)a wiLy(t,x e’(t—to)
fau(t) = 1Y+ Jup (1) ( ) o - (£, x) . 17)
2(1+60) oy 2(1+60) oy
The following results are derived by rearranging Eqs. (16) and (17)
_ r(t-to) r(t—to)
fapa(t) = Ciy — wiLe(t,x)e L 2(Co+ Gy +200Re(t, x)e ’ .
3(1+0)0€1 3(1_0)062
r(t—toy) _ r(t-to)
fare () = (C+ Gy + waRiltx)e 4 2C1y — 2w Ly (t, x)e (19)
3(1—8)062 3(1"‘6)0(1

Proposition 1: The value functions of the defender and the attacker, denoted as R(t, x) and L(t, x) respectively,
are formulated as

R(t,x) = [Ay(t)x + By(t)]e "), (20)
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L(t,x) = [A1(£)x + By (t)]e"(710), (21)

The expressions for A, (t) and A,(t) are given by

0 0 _8) (-
Az(t)za—_zr‘f'(gz‘f'r_z(s)e(r 8)(t T)’ (22)

Ai(t) = 21 (23)

5

Proof of Proposition 1: Based on the established differential game model, the following conditions hold.
Based on the Eqs. (20) and (21), we get the derivation of t and x respectively

Re(t,x) = [(AY(£) = rA5(£))x + (BS(t) — rBy(t))]e (710, (24)
Re(t,x) = Ay(t)e (1), (25)
Li(t,x) = [(A(t) = rAi () x + (B{(t) = rBy(1))]e ™), (26)
Ly (t,x) = Ay(t)e (710, (27)

Using Eqs. (10), (12) and (24)-(27), we can get
~ [ Fupa(£) = fast (D) fupa (£) (1= @)tz = (Ca + C) fupa(£) = () [~
= Ay (1)) (@) furi (£) = @ fupa(t) + 0x(1)) = [(A5(E) — rA2(1))x + By(t) — rBy(t)]e 710 (28)
= [212(0) + (fare (D) = Fupa (D) faur (D14 O)er = Cupfur (1) [ )
— A1 () e (@) fur (£) — o fupa(t) +0x(1)) = [(AL(£) = rAL(£))x + Bi() — rBi(£)]e ") (29)

For Egs. (28) and (29) to be hold, it should be satisfied that

Alz(t) - (T’ - 5) Az(t) = 82,
{AZ(T) - g GO
A’l(t) - (T - 6)A1(t) = —81,
Using Eqs. (30) and (31), we can get
Az(t) = + (gz + 8) (r=0)(t- T) (32)
Ay(t) = +(g1 5) (r=8)(t=1), (33)
O

From Egs. (18), (25), (32) and (19), (27), (33), we can get the optimal defense strategy fjpd(t) and the
attacker’s strategy f., (1)

Cl)/—wl[ 318+(g1_r3718)e(r75)(,4)] 2(Ca+Gs)y+ 2w [—%+(gz+ % 6) (r=0)(t- T)]

Jupa(t) = - D " 00w (39
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(C2+GCs)y+w [_% + (gz + %) e(’_a)(t_T)] 2C1y — 2w [r(zlé + (g1 - :—18) e(’_a)(t_T)]
fatt(t) = 3(1—9) 1%} " 3(1+9) a ' (35)

We propose the DG-AKU to implement and evaluate the effectiveness of the proposed defense strategy.
The service provider’s strategy update is state-driven. Specifically, the optimal key update frequency f,/, 2(6)
is dynamically adjusted according to the evolution of the state variable, which captures the cumulative
information leakage of the private key. As x (t) evolves over time under the combined effects of attack and
defense actions, the service provider updates its strategy accordingly to mitigate further leakage and maintain

system security.

Before presenting the detailed algorithm, we briefly summarize the main procedure of the proposed
dynamic key update strategy. First, the system initializes the relevant parameters and state variables. Then,
the current system state, which reflects the cumulative information leakage, is observed and updated over
time. Based on this state, the optimal attack and defense strategies are derived according to the feedback
Nash equilibrium. Finally, the service provider dynamically adjusts the key update frequency according
to the equilibrium strategy, forming a continuous state-driven decision process. Algorithm 1 presents the
pseudo-code.

Algorithm 1: Differential game-based adaptive key update algorithm (DG-AKU)

Input: Enter the system parameters in Eqs. (5), (7) and (9).

Output: The optimal strategies f,";(t) and f7,(t) for both parties.

1: Initialize system parameters w;, wy, §, 91, 92, a1, a2, Cy, Ca, Cs, 9, &1, £2-

2:fort =ty T;

3:  Determine the optimal update strategy f,, 4(t) based on Eq. (34);

4:  Determine the optimal attack strategy f.,,(¢) based on Eq. (35);

5:  Determine the maximum benefits for both parties according to Eqs. (7) and (9);
6: end for

7: Return optimal strategy sets {f;pd (1), fr: (1) }

Complexity analysis: While the overall time complexity of the DG-AKU algorithm is O(#n), the
practical computational and communication overhead depend on various factors such as the frequency
of key updates, the number of vehicles and service providers, and the attack strategy. Specifically, the
computational overhead is concentrated in steps 3 through 5 of the algorithm, where the optimal strategies
and maximum payofts are computed based on closed-form analytical solutions. Each time step involves
O(1) complexity for computation, resulting in an overall time complexity of O(n) for n time intervals.
The communication overhead primarily involves the transmission of encrypted data between the SPs and
the vehicles, and it increases linearly with the number of entities involved. These overheads are necessary
to maintain the privacy-preserving and real-time nature of the algorithm, ensuring robust defense against
evolving attacks.

5 Simulation and Performance Analysis

In this section, numerical simulations are conducted on the MATLAB platform to evaluate the
effectiveness of the DG-AKU algorithm. The detailed simulation parameter settings are presented in Table 2.
It is worth noting that the evaluation in this work is primarily based on simulation using synthetic
parameters, which is consistent with many existing studies on theoretical security modeling. However, we
acknowledge that real-world validation is essential for assessing deployment feasibility in practical ICV
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environments. In particular, the lack of publicly available datasets that capture realistic attack traces for
chosen-ciphertext attacks poses a challenge for empirical validation. In future work, the proposed framework
can be integrated with real vehicular mobility datasets and more realistic communication models to improve
external validity. Furthermore, prototype-level implementation and evaluation on edge computing platforms
will be considered to assess computational overhead, communication latency, and system scalability in real
deployments. The benchmark schemes are described as follows:

o  Adaptive risk-sensing strategy (ARSS) [25]. This algorithm introduces the concept of continuous
adaptive risk and trust assessment, in which security policies are dynamically adjusted by monitoring
environmental risk indicators in real time.

o  RL-based intelligent security (RL-IS) [26]. This algorithm proposes a risk-aware reinforcement learning
framework, in which optimal defense strategies are learned through interactions between the agent and
the environment.

»  Static Key Update Strategy. This baseline adopts a fixed key update frequency that remains constant
over time, without adapting to the evolving attack dynamics. It serves as a representative non-adaptive
defense mechanism for comparison.

o  Statistical Validation. This baseline evaluates the performance using simulated statistical patterns,
providing a reference for assessing the significance and stability of the proposed method under
stochastic variations.

Table 2: Parameter setting.

Parameters Value
w1, (()2,6,9 (0,1)
01, 02, a1, &2 [1,10]
C1, Gy, Cs,y (0,10]
D 0.6
F 4 0.8

Fig. 4 illustrates the evolution of the optimal key update frequency f7, 4(t) under the proposed
DG-AKU framework and baseline methods. DG-AKU achieves superior performance due to the global
optimization capability of the differential game model, exhibiting a smooth and rapid convergence to the
Nash equilibrium. In contrast, RL-IS is affected by the exploration-exploitation trade-off, leading to initial
stochastic fluctuations and convergence to a suboptimal local equilibrium. The ARSS mechanism, relying
on threshold-based feedback, suffers from hysteresis and sensing noise, resulting in delayed adaptation and
lower steady-state performance. These results demonstrate that DG-AKU outperforms baseline methods
in convergence speed, stability, and optimality. The static key update strategy maintains a constant update
frequency regardless of the system state, resulting in a lack of adaptability and inferior performance
under dynamic attack conditions. Furthermore, the statistical validation confirms that the performance
improvements achieved by DG-AKU over all baseline methods are statistically significant.

Fig. 5 illustrates the evolution of the optimal attack frequency. The DG-AKU strategy exhibits a smooth
sigmoid trajectory and converges to the global Nash equilibrium in coordination with the defense strategy.
Notably, the steady-state attack intensity remains below the corresponding defense level, indicating that the
proposed mechanism leverages cost-benefit asymmetry to suppress rational attack escalation. In contrast,
RL-IS shows stochastic fluctuations due to trial-and-error learning and converges to a suboptimal local
equilibrium. Similarly, ARSS exhibits reactive oscillations and hysteresis, leading to inferior steady-state
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performance. These results demonstrate that DG-AKU effectively reduces the attacker’s incentive through
game-theoretic interaction. In addition, the static key update baseline leads to a higher steady-state attack
intensity, as the lack of adaptive defense allows the attacker to gradually escalate its strategy over time. The
statistical validation baseline exhibits moderate and stable attack behavior with limited fluctuations, further
confirming that the proposed DG-AKU framework more effectively suppresses the attacker’s incentive
compared with all baseline methods.
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Figure 4: The defense strategy f,, () over time under different algorithms.
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Figure 5: The attack strategy f.,,(¢) over time under different algorithms.

Fig. 6 depicts the time-domain evolution of the normalized cumulative private-key leakage x(t). DG-
AKU demonstrates superior control performance, exhibiting a smooth monotonic decline that rapidly
converges to the lowest level. This behavior is attributed to the predictive coordination of the differential
game, which suppresses hysteresis and mitigates cuamulative leakage. In contrast, ARSS shows a pronounced
transient overshoot due to sensing delays inherent in threshold-based mechanisms, leading to initial
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leakage accumulation. RL-IS exhibits persistent fluctuations driven by the exploration-exploitation trade-
off, preventing stable convergence. These results highlight the robustness of DG-AKU in minimizing both
transient and steady-state leakage.
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Figure 6: The status x(t) over time under different algorithms.

Fig. 7 illustrates the sensitivity of the optimal defense strategy f,, () to the payoft discount factor ;. In
the low-discount regime (a;, = 2.0), the strategy converges to a near-saturation level due to the high marginal
value of future payoffs. In contrast, under a high discount factor (a, = 9.5), the perceived security benefit
is significantly reduced, making high-frequency updates economically inefficient. Consequently, the system
converges to a more conservative equilibrium that balances security gains with operational costs.

Figure 7: The defense strategy f,,;

(t) over time with different ;.

Fig. 8 presents the curves of the defense strategy f;, 4(t) over time under different unit costs C,. The
evolution trajectories exhibit a strictly monotonic inverse relationship between the cost coefficient and the
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equilibrium intensity of the control variable. In the low-cost regime (C, = 0.5), the strategy exhibits a quasi-
step response characteristic, rapidly converging to a saturation level within the initial phase. Theoretically,
negligible marginal costs trigger a Hamiltonian boundary solution, compelling the strategy to saturate at
full capacity. In the high-cost domain (C, = 9.0), the optimal control trajectory is substantially suppressed.
Prohibitive costs constrain the control strategy, inducing activation latency and amplitude attenuation.
Consequently, the equilibrium defense frequency exhibits a monotonic inverse relationship with the cost
parameter, indicating the model’s capability for adaptive cost-aware regulation.
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Figure 8: The defense strategy f,,;(¢) over time with different C,.

Subsequently, we conduct a sensitivity analysis on the asymptotic behavior of the optimal defense
strategy f;, 4(1). As evidenced by the temporal evolution trajectories, the system effectively converges to a
stable Nash equilibrium at ¢ = 8. Thus, we analyze how the steady-state value varies with C, and y under
different discount factors while fixing ¢ = 8.

Fig. 9 illustrates the steady-state equilibrium of the defense strategy f,, 4(1) as a function of the unit
cost C,, under different discount factors a, € {2.0,4.0,6.5,9.5}. The results show a monotonic inverse
relationship between cost and defense intensity, with the decay rate governed by «,. In the low-discount
regime (a; = 2.0), the strategy maintains a high equilibrium level over a wide cost range, indicating that
the relatively high value of future payoffs offsets operational costs. In contrast, under a high discount factor
(az = 9.5), defense intensity declines rapidly as cost increases, reflecting reduced marginal utility of defense
and a narrower feasible region for active strategies.

Fig. 10 elucidates the steady-state equilibrium of the defense strategy f, 4(f) as a function of the
cost discount factor y, parameterized by the game discount rate r € {0.05, 0.15,0.30, 0.50}. Specifically, in
the low-discount regime (r = 0.05), the defense strategy rapidly converges to the saturation equilibrium,
due to the sustained valuation of future utility. Conversely, in the high-discount domain (r = 0.50), the
attenuation of future payoffs constrains the defense intensity. As a result, the strategy converges to a
suppressed steady-state level even as the cost discount factor increases. These observations indicate that while
y influences the magnitude of the response, r determines the sensitivity and the asymptotic upper bound of

the optimal strategy.
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Figure 9: The variation of f7, (1) steady-state value with C, when ¢ = 8.

Figure 10: The variation of f, 4(t) steady-state value with y when ¢ = 8.

Fig. 11 illustrates the discrete-time evolution of the optimal defense strategy f, 4 (1) under different
private key leakage risks 0. The results reveal a monotonic positive relationship between 6 and defense
intensity across all time steps. In the high-risk regime (6 = 0.8), the strategy rapidly converges to a saturation
level, reflecting strong defense to preserve forward secrecy. In contrast, under low risk (6 = 0.2), the strategy
remains at a low level, indicating that the marginal benefit of frequent updates does not justify the associated
cost. This demonstrates the model’s capability for risk-aware adaptive regulation.

Fig. 12 illustrates the discrete-time evolution of the optimal defense strategy f,, 4(t) under varying
update efliciency factors w,. The results show a monotonic positive relationship between w, and defense
intensity across all time steps. The strategy exhibits nonlinear saturation behavior: when w, € [0.2,0.4],
fr .(t) increases rapidly, indicating high sensitivity to efficiency gains; when w; € [0.6,0.8], the growth

upd
rate diminishes as the strategy approaches its equilibrium bound. This pattern reflects adaptive modulation
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of defense intensity with respect to w,, leading to maximization of the Hamiltonian within the feasible
control set.
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Figure 12: The variation of f" ;(¢) with t under different w,.
6 Conclusions

This paper addresses long-term privacy leakage risks of ICV location data at the SP side, focusing on
the mismatch between static key management and dynamic CCA. We propose a differential game-based
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adaptive key update mechanism that adjusts the Paillier private key update frequency under time-varying
attacks, ensuring forward secrecy while minimizing system overhead. Specifically, cuamulative private-key
information leakage is modeled as the core state variable in a continuous-time stochastic differential game
capturing attacker-defender interactions. By solving the HJB equations, the optimal defense strategy under
the Nash equilibrium is derived. Simulation results demonstrate that the proposed mechanism effectively
maximizes defense utility while suppressing attacker information accumulation. Furthermore, sensitivity
analyses on key parameters-including the cost discount factor, game discount rate, privacy leakage risk, and
efficiency impact factor-validate the rationality and robustness of the model, providing theoretical support
for data security defense in ICV systems.

In future work, the proposed framework can be extended to account for more realistic system con-
ditions, such as imperfect attack detection and discrete-time dynamics. Moreover, practical deployment in
ICV environments requires further consideration of computational constraints, communication overhead,
and scalability across large-scale vehicular networks. Future research may also explore multi-agent exten-
sions, heterogeneous vehicle behaviors, and more sophisticated adversarial models to further enhance the
robustness and applicability of the proposed approach.
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