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ABSTRACT: Auditable autonomy is becoming a practical requirement for deploying large language model (LLM)
agents in operational workflows where recommendations can trigger consequential actions. Many autonomy claims
remain hard to evaluate because studies emphasize task completion or fluent explanations while underreporting tool
privileges, verification conditions, rollback feasibility, and trace completeness. This review develops a decision-making-
centered framework that treats autonomy as an auditable engineering property. It introduces a three-plane big data
foundation: an evidence plane with provenance and freshness constraints; a decision-trace plane that records retrieval
identifiers, tool invocations, intermediate checks, and policy evaluations; and an outcomes plane that captures post-
decision effects such as KPI shifts, rollback incidence, recurrence, and operator overrides. On this basis, we present
an assurance stack taxonomy covering grounding controls, verification and precondition checks, action gating for risk
bounding, and accountability mechanisms. We then propose an evaluation ladder that moves beyond text metrics
toward evidence fidelity, action validity, and longitudinal stability, with reporting requirements that improve cross-
domain comparability. Finally, we synthesize accidental failures and adversarial threats, including staleness, drift,
prompt injection, partial execution, and trace tampering, and map trace-based detection signals and mitigations to the
assurance stack.

KEYWORDS: LLM agents; big data analytics; artificial intelligence; autonomous agents; decision support systems;
auditability; automation; data governance

1 Introduction

Large language models are increasingly embedded in operational settings where the output is not merely
an explanation or a report, but an input to consequential action. In many real deployments, agentic systems
are already being asked to diagnose incidents, assemble evidence across heterogeneous data stores, propose
remediation steps, open or update workflow artifacts (for example, tickets and change requests), and in some
cases trigger tool-mediated actions. That shift matters because it changes the evaluation target. Fluency and
apparent plausibility become secondary once a system’s recommendations can alter production states, affect

safety margins, expose sensitive resources, or create latent reliability degradation that is only detected after
the fact [1].

A central difficulty is that many claims of LLM autonomy in operational settings remain hard to evaluate
in a decision-relevant way. Studies often emphasize task completion, plan plausibility, or response quality,
while giving much less attention to the conditions that determine whether an operational recommendation
is actually defensible: the authority and freshness of the evidence used, the verification steps performed, the
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constraints on tool-mediated action, and the completeness of the resulting decision trace [2,3]. As a result,
autonomy can appear strong at the interface level while remaining weakly bounded, weakly auditable, or
difficult to compare across studies.

The central claim of this paper is that autonomy in operational workflows is only defensible when it is
auditable. Auditability, in this context, is not a narrative property, and it is not satisfied by post-hoc explana-
tions detached from verifiable evidence. It is an operational property that must be designed into the system:
the system must produce a reconstructable decision trace, show that its action proposals were conditioned
on bounded and time-relevant evidence, and operate under explicit constraints that prevent high-impact
actions from being taken when verification is incomplete. Without these properties, agentic operations
risk reproducing familiar failure patterns from automation (overreach, brittle generalization, silent error
propagation), while adding new failure modes tied to tool use, retrieval errors, and non-deterministic
multi-step reasoning.

1.1 Agentic Operations as a Decision Problem, Not a Language Problem

Operational environments differ from standard question-answer settings in ways that undermine
common LLM evaluation habits. The system rarely observes the full state of the environment. Evidence is
fragmented across logs, metrics, traces, configuration histories, tickets, runbooks, and asset inventories, each
with different latency, authority, and error characteristics. The same surface symptom can map to different
root causes, and the cost of an incorrect action can dominate the benefit of multiple correct suggestions. These
conditions push the problem into decision-making under uncertainty, where the system’ value depends on
how it manages incomplete evidence, how it bounds the consequences of its proposals, and how it behaves
when verification fails [4].

A second distinction is that agentic systems introduce a wider action surface. Once a model is connected
to tools, it can interact with production systems, data stores, and workflow platforms. This expands both
opportunity and risk. The most relevant question becomes whether the system can be trusted to act within
constraints that reflect operational realities: least privilege, staged escalation, change control, separation of
duties, and safe rollback. In other words, the important unit of analysis is the decision and its operational
footprint, not the generated text [5].

1.2 Why “Decision Assurance” Is the Missing Center of Gravity

The current literature contains valuable work on LLMs for operations, tool-using agents, and LLM
security. Yet much of it remains capability-forward: can the system complete a task, retrieve relevant context,
or produce a plausible plan. This focus is understandable in an early phase of technology diffusion, but
it leaves an analytical gap. Capability does not imply controllability, and controllability is precisely what
operations require [6].

This paper uses decision assurance to name the set of mechanisms that make operational autonomy
defensible. Decision assurance is narrower than general safety discussions and more technical than gov-
ernance statements that remain at the policy level. It concerns the controls that sit between evidence and
action: how evidence is qualified, how preconditions are verified, how actions are bounded by enforceable
rules, and how the system’s internal decision path is captured in a trace that can be inspected later. A
critical implication follows: assurance cannot be treated as an optional layer added after an agent works. In
action-taking contexts, assurance is part of what it means for the system to work at all [7].

A related challenge is the tendency to conflate explanation with accountability. Explanations can be
persuasive while still being wrong, incomplete, or unsupported by authoritative data. Auditability requires
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a different standard: the system must be able to show what it used, when it used it, which constraints
were checked, what was executed (or not executed), and how outcomes were monitored. That standard
is not a stylistic preference; it is the basis for error correction, post-incident learning, and organizational
accountability [8].

1.3 Big Data Traces as the Foundation of Auditable Autonomy

Auditability depends on data, but not in the generic sense of volume alone. In agentic operations, the
relevant issue is whether the system leaves a usable operational record that links what it saw, what it did, and
what followed from the decision. In this review, that record is framed through three connected planes: an
evidence plane that captures the operational basis of the decision, a decision-trace plane that records how
the recommendation or action was assembled and constrained, and an outcomes plane that records what
happened after the recommendation was adopted or the action was executed [9].

This framing shifts big data from background context to an assurance substrate. If evidence cannot be
linked to claims, if decision traces are incomplete, or if outcomes are not recorded in a way that supports
later review, then auditability remains largely rhetorical. The same framing also clarifies why assurance and
evaluation cannot be separated: assurance mechanisms determine what is recorded and what can later be
reconstructed or tested [9].

At the same time, trace-rich systems introduce new governance burdens. Expanded trace collection
increases the sensitive-data footprint, creates retention and access-control demands, and can itself become
an attack surface if evidence stores or trace records are manipulated. For that reason, auditability must
be treated as both a reliability requirement and a security requirement, not merely as a documentation
convenience [10,11].

1.4 Contributions and Positioning of This Review

This article is a comprehensive review and critical synthesis focused on auditable autonomy for
LLM-based agentic operations. Rather than cataloging applications, it organizes the literature around the
mechanisms and measurement practices that determine whether operational autonomy is safe to deploy and
defensible to audit.

The main contributions are:

1. an assurance-oriented taxonomy that separates evidence grounding, verification, action gating, and
auditability into distinct control layers, each with different failure modes and implementation burdens.

2. abigdata trace framing that treats operational evidence, agent decision traces, and outcomes as a linked
enabling basis required for accountability and for decision-level evaluation.

3. an evaluation perspective that prioritizes decision quality and operational risk, including reversibility,
rollback costs, unsafe-action rates, and trace completeness, over text-level metrics.

4. aset of synthesis artifacts (figures and tables) designed to make claims comparable across studies, and
to expose where published evaluations omit critical operational details.

The goal is not to argue that full autonomy is generally achievable or desirable. Instead, the review
takes a constrained position: operational autonomy should be considered credible only to the extent that it is
risk-bounded, evidence-grounded, and auditable, with evaluation methods that reflect those requirements.

1.5 Organization of the Paper

Section 2 defines the conceptual boundaries of agentic operations, decision assurance, and big data
traces, and separates this paper’s focus from adjacent surveys that center on capabilities or general LLM
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safety. Section 3 describes the review methodology and how the main corpus was assembled for a com-
prehensive, non-systematic synthesis. Section 4 introduces a taxonomy of operational decision types and
action surfaces, with an emphasis on risk, reversibility, and the practical meaning of “correctness.” Section 5
develops the big data trace foundations needed for auditable autonomy, distinguishing operational evidence,
agent decision traces, and outcome records. Section 6 surveys common agentic architectures in operational
workflows and identifies where assurance controls attach in practice. Section 7 presents the core taxonomy of
decision assurance mechanisms, with an explicit treatment of trade-offs and residual risks. Section & focuses
on evaluation designs and metrics that measure decision quality and operational risk rather than text qual-
ity. Section 9 examines failure modes and adversarial considerations, linking them back to assurance controls
and trace signals. Section 10 synthesizes cross-domain implications and limits to generalization. Section 11
outlines a focused research agenda tied to traceability, evaluation, and governance constraints. Section 12
closes with the implications of evaluating autonomy through auditability, traceable evidence and enforceable
constraints rather than through narrative plausibility alone.

2 Background and Conceptual Boundaries

This section fixes the conceptual boundaries that the rest of the paper assumes. The aim is to avoid
re-litigating definitions later and to keep the technical argument focused on assurance controls, traceability,
and evaluation.

In this review, trace completeness and trace sufficiency are treated as related but different properties.
Trace completeness refers to whether the recorded decision trace contains the minimum linked artifacts
needed for later reconstruction and audit, including the evidence references used, the checks performed, the
tool interactions attempted, the final recommendation or action, and the relevant constraint context.

Trace sufficiency refers to whether those recorded artifacts show that the decision was supportable at
the time it was made, given the authority, freshness, coverage, and conflict status of the available evidence. A
trace can therefore be complete but still reveal an insufficient basis for action, for example when key signals
were missing, stale, or contradictory. The assurance stack is used here in a dual sense: descriptively, as a
synthesis device for organizing the literature into comparable control layers, and normatively, in the weaker
sense that credible autonomy claims should specify how the relevant layers are implemented or why they are
not required for the decision surface under study.

2.1 Operational Decision-Making and Action Surfaces

Operational decision-making is treated here as an activity that couples interpretation of imperfect
signals with commitments that change system state or allocate organizational attention. This definition is
intentionally narrower than “reasoning about an incident” because the review is concerned with decisions
that create downstream obligations: altering configurations, initiating containment, triggering escalations,
opening change requests, or assigning on-call actions [12]. In agentic settings, the decisive shift is that
recommendations are often produced in a form that is already executable within a tool ecosystem, even if
final execution remains gated by human approval [13].

A useful boundary is between decision intent and action surface. Decision intent captures what the
decision is for, such as diagnosis, prioritization, or prescription. Action surface captures where the decision
lands, such as change management, incident workflows, security controls, data pipeline operations, or
resource orchestration. The same intent can map to very different risks depending on the surface [14].
A diagnosis error may be recoverable when it only delays triage, but it becomes high-impact when it
triggers automated containment or rollback. Similarly, “propose remediation” is not equivalent to “execute
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remediation,” even when the text appears identical; the operational meaning changes once a tool call is
available [15].

Two recurring constraints shape decision quality in operational environments. The first is partial
observability: evidence is fragmented and frequently ambiguous, and absence of evidence is often the normal
case rather than an anomaly [16]. The second is cost asymmetry: false positives and false negatives rarely
carry symmetric consequences, and error costs can compound through dependencies. These constraints
matter because they invalidate simplistic evaluation practices that focus on task completion or textual
plausibility [17]. A defensible autonomy claim must therefore be grounded in an explicit characterization of
the decision surface and the consequences of error, including reversibility and blast radius.

To avoid later repetition, Sections 4 and 5 will use this boundary consistently: intent and surface will
be treated separately, and risk will be tied to surface-specific consequences rather than treated as an vague
property of the agent.

2.2 Big Data Traces as an Evidentiary Foundation for Auditable Autonomy

The phrase “big data traces” is used here to describe the linked operational record that makes agentic
decisions inspectable at scale. It includes the evidence consulted at decision time, the trace of how the
recommendation or action was produced, and the observed outcomes that followed [18,19]. These three
planes provide the minimum evidentiary structure needed for reconstruction, review, and evaluation.

This linked record matters because auditability cannot be established through explanation alone. A
system may provide a plausible narrative while still failing to show which sources were consulted, which
checks were performed, what was executed, or how later outcomes were monitored. For that reason, the paper
treats trace design as part of assurance engineering rather than as a secondary implementation detail [20,21].

The detailed role of each plane is developed in Section 5. Here, the point is narrower: auditable autonomy
requires more than successful outputs. It requires an inspectable record that connects evidence, constrained
decision process, and post-decision effects in a form that can support later scrutiny.

2.3 Distinguishing This Review from Adjacent Literatures
Several research strands intersect with this topic, but they do not fully address the same problem.

First, generic LLM safety and responsible Al discussions often emphasize content harms, bias, privacy
leakage, or misinformation [22-24]. These concerns remain relevant, but they do not directly resolve the
question of action correctness under operational uncertainty, nor do they specify enforceable constraints
on tool-mediated actions. Operational autonomy has failure modes that are not well captured by content-
focused safety taxonomies, particularly when errors manifest as silent service degradation, misconfigured
controls, or inappropriate escalation [22].

Second, the AIOps and LLM-for-operations literature frequently catalogs use cases and model families,
sometimes with promising demonstrations. What is often missing is a comparable accounting of decision
assurance mechanisms: what preconditions were verified, what actions were permitted, what was blocked,
what trace data was retained, and how unsafe actions were identified and measured. When these details are
absent, reported successes are difficult to interpret and hard to transfer [25,26].

Third, security work on tool-using agents and prompt injection has advanced quickly and offers a
useful threat lens. However, security analyses alone do not yield a complete assurance approach because
they typically focus on adversarial inputs and exploit paths, while operational assurance must also address
non-adversarial failure: staleness, ambiguity, conflicting evidence, tool partial failure, and drift. A defensible
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approach requires a unified view in which security constraints, verification checks, and auditing practices
jointly bound operational risk [27].

This paper therefore treats auditable autonomy as a constrained operational objective that integrates
these strands but is not reducible to any one of them. The remainder of the review builds from this boundary:
operational decisions are analyzed by intent and action surface; auditability is treated as a property of
traceable evidence and constrained action; evaluation is framed as decision quality under uncertainty rather
than narrative quality.

3 Methods

This paper is written as a comprehensive review and critical synthesis. The objective is to integrate
several partially overlapping literatures, namely agentic systems, operational decision assurance, auditabil-
ity/traceability, and evaluation beyond text, into a coherent set of concepts, mechanisms, and measurement
practices. It is not treated as a systematic literature review: the goal is not exhaustive coverage with formal
PRISMA-style accounting, but an analytically grounded corpus that supports a defensible synthesis and
enables critical comparison across approaches.

3.1 Review Type and Rationale

A systematic approach is well suited when the field has stable definitions, comparable study designs,
and sufficiently standardized outcomes to support near-exhaustive retrieval and structured aggregation. The
present topic does not meet those conditions. Terminology varies across communities (operations, security,
software engineering, agent research), evaluation regimes are heterogeneous, and many papers do not report
the operational details necessary to compare autonomy claims (tool privileges, verification steps, gating rules,
trace retention). Under these constraints, a comprehensive review is the more appropriate choice: it allows
the analysis to focus on what is transferable, what is underspecified, and what appears overstated, while also
acknowledging that the resulting corpus is analytically constructed rather than exhaustively retrieved in the
PRISMA sense. For that reason, the review emphasizes transparency of search logic, screening criteria, and
synthesis rationale, while recognizing the possibility of selection bias inherent in a non-systematic design.

3.2 Search Strategy and Sources

Search and screening were conducted across publisher platforms that commonly host peer-reviewed
work indexed in Scopus and Web of Science: ACM Digital Library, Elsevier/ScienceDirect, SpringerLink,
Wiley Online Library, and ACL Anthology (primarily for retrieval-grounding and evaluation resources).
Standards and governance materials were used selectively as normative anchors for auditability and risk
management (for example, NIST publications), but the empirical and technical claims are grounded in the
peer-reviewed corpus rather than in policy documents or vendor commentary.

Search strings were iterated to capture lexical variation across communities. Query families combined
terms for LLM agents and tool use (agent, tool-using, function calling, RAG, autonomous, multi-step)
with terms for operational settings and assurance mechanisms (operations, incident response, change
management, SRE, SecOps, verification, gating, auditability, observability, tracing, evaluation). Screening
emphasized whether a paper engages a genuine decision surface and whether it reports enough detail to
support critical synthesis, not only whether it mentions “agents”



Comput Mater Contin. 2026;88(2):10

3.3 Inclusion and Exclusion Criteria

The criteria were designed to ensure that the main corpus supports the paper’s central constructs:
decision assurance, action gating, and big data traces as the evidentiary basis for auditable autonomy.
Exclusions are explicit to avoid ambiguity, especially regarding preprint repositories and non-scholarly
sources. Table I summarizes the inclusion and exclusion criteria of this review paper.

Table 1: Summary of inclusion and exclusion criteria.

Criterion Type Rule Practical Interpretation for Screening
Peer-reviewed journal article or
established conference The item appears on major publisher
. proceeding available through platforms (ACM, Elsevier, Springer, Wiley)
Inclusion _ . .
major scholarly publisher or ACL Anthology, and is not solely a
platforms or recognized preprint listing.
disciplinary venues
Clear connection to agentic The system performs multi-step reasoning
Inclusion systems or tool-augmented with retrieval and/or tool interaction, not
LLM workflows only standalone text generation.
The work connects model outputs to actions
_ such as remediation planning, escalation,
_ Presence of an operational _ _
Inclusion o configuration change, containment,
decision surface _ _
workflow automation, or equivalent
operational commitments.
The paper specifies controls such as
Substantive discussion of P p p . .
. precondition checks, policy constraints,
_ assurance mechanisms, .. _ _
Inclusion _ _ privilege boundaries, staged automation,
constraints, or audit/trace . . ot
. trace instrumentation, or reproducibility
practices
measures.
The evaluation reports outcomes that speak
Indclusion Evaluation includes or enables to operational decision quality, risk,
decision-level interpretation reliability, security, or trace completeness,
even if imperfectly.
Papers on agent evaluation, traceability,
Transferable methods apes O 48 L
SUPPOrting assurance even retrieval faithfulness, or tool-use security are
Inclusion PP & . included when they contribute mechanisms
when the domain is not
w o, or measurement concepts that can be
operations .
mapped to operational assurance.
Blogs, marketing whitepapers, and vendor
posts are not used to justify core claims. If
, Non-scholarly sources as ,
Exclusion mentioned at all, they are treated as

primary evidence

contextual signals and not as evidentiary
support.

(Continued)



8 Comput Mater Contin. 2026;88(2):10

Table 1 (continued)

Criterion Type Rule Practical Interpretation for Screening

Pure chat assistants, summarization tools, or

A t that d t tt
“LLM application” papers with QA systems that do not connect to

Exclusion . . operational decisions are excluded unless
no operational action surface _ ,
they contribute directly to assurance or
evaluation mechanisms.
Work that does not describe tool access, data
Papers lacking enough sources, constraints, or evaluation conditions
Exclusion methodological detail to is deprioritized because it prevents critical
support synthesis comparison and encourages
over-interpretation.
Single-organization anecdotes without
Narrow domain case reports transferable controls, trace practices, or
Exclusion that cannot be generalized and  evaluation logic are excluded from the main
do not expose mechanisms corpus, though they may be noted as

illustrative limitations in discussion.

3.4 Corpus Construction and Synthesis Approach

Selection proceeded in two passes. The first pass identified a core corpus of works that directly address
agentic decision-making with operational actions, assurance controls, traceability/observability, or rigorous
evaluation of tool-using agents. The second pass added a supporting corpus for methods that are essential to
the argument but not always labeled as “ops,” such as agent benchmarking, retrieval faithfulness evaluation,
and security analyses of tool-using LLM agents. Supporting works are used to sharpen critique and to identify
where operational papers make untested assumptions, rather than to inflate breadth.

Synthesis used a structured coding scheme aligned to the paper’s analytic backbone:

1. Decision characteristics: intent, action surface, reversibility, consequence scale.

2. Assurance mechanisms: grounding, verification, gating, auditability controls, including reported trade-
offs.

3. Trace and data requirements: what evidence is cited, what decision traces are recorded, how outcomes
are linked.

4. Evaluation design: offline replay, controlled rollout, stress testing, metrics and confounders.

This approach is intentionally judgmental: it treats missing operational details (tool privileges, gating
policy, verification steps, trace retention) as substantive limitations rather than neutral omissions, because
such omissions directly affect whether autonomy claims can be audited or compared.

This design inevitably involves judgment in corpus construction, and it does not claim exhaustive
retrieval in the manner of a formal systematic review. The purpose, instead, is to assemble a transparent and
analytically useful body of literature for comparing assurance mechanisms, trace practices, and evaluation
designs across partially overlapping fields. To reduce arbitrariness, the review relied on explicit inclusion and
exclusion criteria, mainly major peer-reviewed publisher platforms, and a structured coding scheme aligned
to the paper’s central constructs. Even so, the possibility of selection bias remains and should be understood
as a limitation of the review design.
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4 Operational Decision Spaces and Risk Classes

This section links agentic operation claims to the concrete decisions they are meant to support. It is
difficult to evaluate autonomy as a general term because the same model behavior can be benign in one
decision space and unacceptable in another. Action gating and audit requirements differ largely because
decision types differ in consequence, reversibility, and the practical feasibility of verification [28]. The analysis
therefore starts from the decision itself, then characterizes risk in a way that is usable for later assurance
taxonomies and evaluation metrics.

4.1 Decision Intent Taxonomy

Decision intent describes what the decision is trying to accomplish, independent of the tool chain used
to carry it out. This separation matters because the same underlying intent can be implemented through very
different workflows across organizations, while the assurance burden is usually determined by the intent and
its consequence profile rather than by tooling preferences [29,30].

Diagnosis decisions aim to characterize what is happening and why. In operational settings, the output
is rarely a single root-cause statement. It is typically a ranked set of hypotheses tied to evidence, along with a
statement of uncertainty and, ideally, suggestions for what evidence would reduce ambiguity [31]. The critical
issue for agentic systems is not whether they can produce a plausible explanation, but whether they can avoid
over-committing when evidence is incomplete, contradictory, or stale. A diagnosis that looks coherent but
is unsupported by authoritative signals is a precursor to unsafe downstream prescriptions, and it becomes
difficult to correct if it is not traceable to the evidence used at decision time.

Prioritization decisions allocate attention and resources. They include triage severity assignments,
escalation decisions, and the ordering of investigative steps. These decisions often appear low risk because
they do not directly change system state, but they can be operationally consequential when they delay
mitigation, trigger unnecessary paging, or normalize repeated degradation [32]. In many environments,
prioritization is where human judgment is most entrenched and where automation bias can be subtle: a
system that consistently ranks certain classes of incidents as “low priority” can shape organizational learning
and incident response posture over time.

Prescription decisions propose actions intended to improve system state, reduce exposure, or restore
service. They might recommend configuration changes, containment steps, mitigation procedures, or
alternative workflows. Prescription is the point where a language-centric evaluation becomes especially
misleading: the same remediation suggestion can be operationally correct, harmful, or irrelevant depending
on context that is not visible in the text. For this reason, prescriptions are only defensible when they are tied
to precondition checks and bounded by enforceable constraints on what the system is permitted to propose
or initiate [33].

Execution decisions commit actions through tools, automation hooks, or workflow systems. The
defining property is not that the agent calls an API, but that a decision is operationalized in a way that can
have immediate effects and that can partially succeed or fail in complex ways. Execution therefore introduces
new failure classes: partial execution, tool-side inconsistencies, silent permission denials, and sequencing
errors that are not evident in the natural language trace [34]. If auditability is weak at this stage, post-incident
reconstruction becomes speculative, and unsafe actions are hard to attribute to specific evidence or checks.

Governance decisions manage how decisions are allowed to occur. They include approval routing,
change scheduling, policy enforcement, access control, and rollback authorization. Governance is often
treated as external to the Al system, but in agentic operations it becomes part of the decision pipeline because
gating rules and approval logic determine which actions can be taken under uncertainty. A governance
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decision is therefore an assurance mechanism in itself, and it should be evaluated as such, not only as a
compliance overlay [35].

A practical implication of this taxonomy is that a single agent may span multiple intents in one workflow,
often without explicit separation. That creates hidden coupling: an overconfident diagnosis can lead to
premature prescription; a flawed prioritization can suppress evidence collection; an execution step can
make later diagnosis harder by changing signals [36]. For later sections, it is therefore useful to treat intent
boundaries as design boundaries, even if the implementation is unified.

4.2 Risk and Reversibility Classification

Risk in operational decision-making cannot be reduced to an error rate because the same error class
can have radically different consequences depending on reversibility, blast radius, and time sensitivity [37].
Correctness is therefore contextual rather than absolute.

Reversibility captures whether a decision or action can be undone with predictable effort and bounded
side effects. Some actions are reversible in principle but not in practice [38]. A configuration change may have
a documented rollback path, yet rollback can still trigger cascading failures, violate compliance constraints,
or require downtime windows [39]. Conversely, some decisions that do not directly alter system state can
still be difficult to reverse because they shape human behavior and organizational response. Repeated under-
escalation, for instance, can normalize degraded service and weaken incident learning [40].

Blast radius describes the scope of impact if a decision is wrong. That scope is not only technical, such as
one service vs. a shared platform, but also organizational and temporal. A flawed action may affect one team,
several dependent teams, or create latent risk that becomes visible only later. Agentic operations can widen
the effective blast radius because they enable faster, more frequent actions and often operate through shared
tooling with broad privileges [41,42]. This is why action gating cannot be uniform across decision intents: a
mechanism that is adequate for a low-radius action may be unacceptable for shared infrastructure.

Time sensitivity describes how quickly a wrong decision becomes costly and how much time is available
for verification. Urgency does not remove the need for verification; it changes what kind of verification is
feasible [43]. Under tight time constraints, systems may need cheaper checks, staged actions, and stronger
rollback readiness. A fast response that cannot show what was checked and why is not only risky; it is also
hard to audit and difficult to improve.

These dimensions show why correctness must be evaluated in context. A technically correct prescription
that arrives too late may be operationally ineffective [44]. A correct diagnosis without evidentiary linkage
is not auditable and may be indistinguishable from a plausible fabrication during postmortem review [45].
A correct execution that violates governance constraints may still be unacceptable [46]. For that reason,
evaluation must include consequence-weighted metrics and trace completeness, as Section 8 later argues.

The same classification also explains why assurance cannot be reduced to a single control. Low
reversibility and high blast radius call for stronger gating, tighter privilege boundaries, and stricter trace
requirements [47]. High time sensitivity, by contrast, pushes systems toward staged automation, lightweight
but explicit verification, and rapid rollback preparedness rather than unrestricted execution [48]. These are
structural constraints, not stylistic preferences, and they provide a rationale for the assurance mechanisms
discussed in later sections.

Table 2 below is designed to be used later as a reference point for assurance mechanisms and evaluation
choices. It intentionally avoids overly granular subcategories; the goal is to keep the mapping interpretable
and adaptable.
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Table 2: Decision intent, action surface, reversibility, and acceptable automation mode.

Decision Illustrative Action Typical Reversibility =~ Acceptable Automation Mode
Intent Surfaces Profile (Baseline)
. . . High if treated as Recommendation with
Incident investigation, . . . -
hypothesis generation;  traceable evidence and explicit
. . health assessment, 2 . . . .
Diagnosis anomal lower if diagnosis uncertainty; automation only if
a triggers downstream downstream actions are gated
characterization . .
actions automatically separately
. , Recommendation with human
Triage severit Mixed; operationally confirmation for high-impact
& ok difficult to undo if it . §-imp
o escalation routing, . escalations; automation
Prioritization . changes attention .
on-call paging, work _ acceptable for routing when
) allocation under o1 i
queue ordering reversibility and overrides are
pressure .
explicit
Remediation
, e _ Recommendation with
planning, mitigation Variable; can be low o .
. precondition checks and policy
L selection, when changes affect . .
Prescription . constraints; supervised
containment shared systems or , .
roposals, change compliance posture execution only for low-radius,
prop > CHang P P reversible actions
suggestions
Tool-mediated . . Limited autonomy only for
Often low in practice . .
changes, rollback . tightly bounded, reversible
. e due to partial ) . o
Execution initiation, resource . . actions with monitoring;
. . execution and side ) , .
scaling, containment effects otherwise, supervised execution
actions with approval workflows
Approval logic, Automation acceptable for
PP i 8 High if policy is well . p
change windows, . policy enforcement and trace
designed, but errors ,
Governance access control, capture; policy changes should

separation of duties,
rollback authorization

can have systemic
implications

require human control and
review

5 Big Data Foundation for Auditable Autonomy

Building on the earlier conceptual framing, this section develops the three-plane record that underpins
auditable autonomy in operational settings. The analytic purpose is practical rather than descriptive: to
specify what must be recorded if a system’s recommendations or actions are to be justified, reconstructed,
and evaluated after the fact [49-52].

The three planes serve different but connected functions. The evidence plane captures the operational
basis on which a decision rests. The decision-trace plane records how that basis was translated into a
recommendation or action under specific checks and constraints. The outcomes plane records what followed
once the recommendation was adopted or the action was executed. The value of the framework lies not only

in the planes themselves, but in the recorded links between them, because those links make later auditing,
debugging, and qualified outcome evaluation possible.
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5.1 Evidence Plane: What the Agent Is Allowed to Claim as Support

The evidence plane contains the operational data sources that an agent may cite when forming a
diagnosis, prioritization, prescription, or governance recommendation. The core assurance issue is not
evidence volume, but evidentiary strength. Operational sources differ in authority, freshness, and failure
mode, so an agent is only evidence-grounded if it can treat these differences explicitly rather than folding all
retrieved material into a single undifferentiated context [53].

Time-series metrics are often the fastest and most standardized signals, but they are rarely self-
explanatory. A latency spike, error-rate increase, or resource saturation may be consistent with several causal
stories [54]. Metrics are therefore useful for detection and monitoring, yet weak on their own for attribution.
Over-reliance on metrics can encourage spurious causal narratives, especially when the system is rewarded
for producing one coherent explanation instead of representing uncertainty.

Logs and distributed traces offer richer context, but they are not neutral records. Logging coverage is
uneven, traces are sampled, and instrumentation changes over time. In addition, the meaning of a log line
depends on software version, deployment state, and local developer practice. Agents that treat textual logs
as authoritative without checking versioning, context, or sampling assumptions may produce confident but
brittle decisions [55-57].

Configuration histories, change diffs, and infrastructure state are often closer to authoritative ground
truth for what changed. Even so, their reliability depends on the governance processes that produced
them. Shadow changes, out-of-band interventions, and inconsistent configuration stores weaken their
authority [58]. The practical point is that many operational environments are not fully controlled, and an
agent that assumes otherwise will misread evidence and understate risk.

Tickets, runbooks, and postmortems contain useful human judgment and organizational memory, but
they should not be treated as evidence in the same sense as current system state. They encode conventions,
local terminology, and sometimes outdated procedures. Their value is interpretive and procedural. They can
guide investigation, but they should still be checked against the current environment before being used as
support for action [59].

Across all of these sources, two constraints remain central. The first is partial observability: missing
signals are normal, not exceptional, and systems should resist converting sparse evidence into confident nar-
ratives. The second is non-stationarity: the meaning and reliability of evidence drift as systems, architectures,
and workflows change. A runbook written for an earlier architecture may be less useful than no retrieval
at all [60]. For that reason, a defensible evidence plane requires explicit provenance and freshness controls,
along with a clear distinction between authoritative state and interpretive guidance.

5.2 Decision-Trace Plane: What Must Be Recorded for Audit and Debugging

The decision-trace plane records what the agent did while producing a decision and, when applicable,
while initiating tool-mediated actions. This record is essential for auditability because it allows an auditor to
answer questions that a narrative explanation cannot answer reliably: which sources were consulted, what
constraints were checked, what was executed, and what was blocked or abandoned [61].

At minimum, a decision trace should capture [61,62]:

1. Evidence references: identifiers for retrieved items (document IDs, log query hashes, metric query
definitions), timestamps, and the retrieval scope and filters used.

2. Tool invocations: tool name, parameters (redacted as needed), privilege context, success/failure status,
and returned outputs or summaries linked to raw outputs.
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3. Intermediate checks: precondition validations, policy evaluations, safety checks, and any dry-
run results.

4. Decision artifacts: the final recommendation or action proposal, uncertainty statements where applica-
ble, and the mapping from claims to evidence identifiers.

5. Execution record when relevant: what was attempted, what succeeded partially, and what rollback or
monitoring steps were triggered.

Two points are easy to overlook and should be treated analytically rather than as engineering detail:
Two points are easy to overlook and should be treated analytically rather than as engineering detail. First,
auditability depends on trace completeness and controlled retention. Completeness does not mean recording
everything. Rather, it is a structural property of the record: the trace should contain the minimum linked
artifacts needed to reconstruct the decision with evidentiary linkage and to assess whether constraints
were respected.

Trace sufficiency is a separate question. It concerns whether the recorded material shows an adequate
evidentiary basis for the decision under the relevant risk and time constraints. Controlled retention also
matters because traces can contain sensitive operational content and can themselves become a privacy and
security liability. An auditable system therefore needs explicit trace governance: what is retained, for how
long, under what access controls, and how trace integrity is protected [63,64].

In practice, these instrumentation requirements also carry non-trivial computational and storage
implications at scale. More extensive trace capture can increase latency, reduce throughput, and introduce
operational overhead, particularly in microservice-based or distributed environments where instrumenta-
tion is applied continuously across many components. It can also generate large volumes of provenance
or telemetry data, which creates storage, indexing, retention, and query-efficiency burdens that must be
managed explicitly rather than treated as a negligible implementation detail. For that reason, trace complete-
ness should not be interpreted as exhaustive logging by default, but as risk-calibrated completeness: enough
structured capture to support reconstruction and audit, while remaining feasible under the performance,
storage, and governance constraints of the environment [56,65,66].

Second, reproducibility requires evidence snapshots or defensible approximations. If a decision trace
only stores a textual summary of retrieved evidence, reconstruction becomes dependent on the agent’s sum-
marization behavior. When possible, traceability is stronger when the system stores immutable references to
evidence at the time of retrieval, or stores query definitions that can be re-run against versioned data [67].
In environments without versioned evidence stores, the review should be explicit that auditable autonomy is
constrained by infrastructure maturity; this is a limitation, not a minor implementation choice [68].

5.3 Outcomes Plane: What Makes Assurance Empirically Meaningful

The outcomes plane records what happened after a decision was adopted or an action was executed.
Outcomes are the empirical basis for deciding whether autonomy is beneficial, safe, and stable over time.
Without outcome records, assurance collapses into claims about process rather than verified effects [69].

Outcome capture should include a mix of service-level indicators and governance indicators [70,71]:

1. Service and reliability outcomes: KPI changes, time-to-mitigation, time-to-recovery, incident recur-
rence, degradation persistence.

2. Rollback and recovery outcomes: rollback frequency, rollback success, collateral effects, time to stabilize
after rollback.

3. Human interaction outcomes: override frequency, escalation rates, approval latency, operator disagree-
ment patterns.
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Security and compliance outcomes where relevant: policy violations, audit flags, unauthorized access

4.
attempts, containment effectiveness.
Fig. 1 presents the three-plane foundation for auditable autonomy, distinguishing operational evidence,

agent decision traces, and post-decision outcomes, while emphasizing that the recorded links between planes

capture provenance and evaluation linkage rather than causal proof.
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Figure 1: Three-plane model for auditable autonomy with recorded associations. Note: Association links record

provenance and linkage; they do not assert causality.
However, outcomes are also the easiest plane to misread. Operations are confounded by concurrent

changes, seasonality, evolving baselines, shifting workloads, and partial interventions. A post-action KPI
improvement does not establish causality, and a post-action KPI deterioration does not automatically
establish fault, particularly when multiple actions are taken under stress [72].

For that reason, outcome interpretation must be qualified by evaluation design, and the outcome
plane must be linked to the decision-trace plane so that the sequence of checks and actions is visible. This
is the practical reason the three planes should be treated as a linked evidentiary foundation rather than
as separate reporting streams [73]. Table 3 summarizes the artifact classes required to support auditable
autonomy, specifying for each artifact its freshness expectations, authority level, common failure modes, and

the assurance mitigations used to preserve evidentiary integrity and trace completeness.
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Table 3: Artifacts required for auditability and their operational implications.

. Freshness Authority Typical Failure Mitigation for
Artifact Type .
Requirement Level Mode Assurance
. Ambiguity; Cross-source validation;
Near-real-time Uty _
. _ ) - spurious uncertainty
Time-series to minutes, Heuristic o . .
) . _ attribution; representation; require
metrics depending on signal o .
o missing corroboration for
decision . . L
Instrumentation prescriptions
Mixed: Incomplete Version-aware parsing;
Near-real-time ’ coverage; log integrity controls;
Logs dependson | . | ; )
to hours injection; version corroborate with
coverage . .
mismatch state/config evidence
Sampling-aware
. . Sampling bias; . ;
Near-real-time Mixed; . p & interpretation; trace
. , . missing spans; .
Distributed traces ~ with sampling sampled . , completeness indicators;
. Iinstrumentation .
delays evidence , fall back to alternative
drift .
evidence
Minutes to Out-of-band Require provenance;
Configuration state  hours, but must Often changes; reconcile across stores;
and histories be current for  authoritative inconsistent restrict autonomy when
execution sources provenance is weak
Link to approvals; require
Change . High for o PP ‘ q
. Minutes to Missing context; metadata; incorporate
diffs/deployment governed . , « »
hours incomplete lineage change recentness
records changes
checks
. . Inconsistent Normalize via schema;
Tickets/incident Contextual . .
Hours to days . labeling; narrative treat as hypotheses;
records guidance . . o
bias validate against live state
Days to Version tagging; retrieval
. Stale procedures; .
Runbooks/ months, but Guidance, p scoping; enforce
environment -, . .
postmortems must be not proof . precondition verification
. . mismatch .
version-aligned before action
Store immutable
Retrieval record Missing IDs; references where
. Must be exact at Trace )
(IDs, timestamps, . . non-replayable possible; preserve query
decision time evidence . o _ .
scope) queries definitions; integrity
checks
Tool invocation . . Record status codes and
Partial execution; .
record (tool, Exact at Trace . . outputs; require
. . i . silent failures;
params, privileges,  execution time evidence

result)

permission denials

post-action verification;
rollback readiness

(Continued)
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Table 3 (continued)

Artifact Tvpe Freshness Authority Typical Failure Mitigation for
P Requirement Level Mode Assurance
Make check datory;
Policy and Exact at deci- , ake checks mandatory
o . ) Assurance Checks skipped; log check outcomes;
precondition check  sion/execution _ L .
_ evidence checks not logged block high-risk actions
results time ey
on missing checks
Outcome Minutes to Use controlled rollouts
measurements days, Evaluation Confounding; when possible; attach
(KPIs, overrides, depending on evidence shifting baselines context; treat attribution
rollbacks) outcome as qualified

6 Architectures and Operational Patterns for Agentic Systems

This section discusses agentic architectures only to the extent that they expose places where decision
assurance controls can be enforced. The review does not treat architecture as an end in itself. The analytic
question is narrower: which operational patterns increase autonomy risk, and which design choices make
assurance feasible without relying on informal operator vigilance as the primary safeguard.

Two recurring problems motivate this focus. First, many autonomy claims omit the specifics of tool
permissions and the privilege model, even though the same recommendation is materially different when
it can be executed through a privileged tool context [74]. Second, operational actions often fail in partial
or non-obvious ways: a tool call can succeed while producing an unintended side effect, fail silently due to
permissions, or only apply to a subset of resources. Any architecture that does not represent and record these
realities tends to create brittle automation, even when the language output appears competent [75,76].

6.1 Agentic Patterns in Operational Workflows

Planner-executor patterns separate high-level reasoning from action-oriented tool use. The planner
decomposes a task, selects evidence to consult, and proposes candidate steps; the executor carries out a
subset of those steps through tools [77,78]. This separation is often presented as a safety feature, but it
is only protective when the boundary is enforceable. If the executor inherits broad privileges or if the
planner is allowed to generate tool instructions that the executor treats as authoritative without verification,
the separation becomes cosmetic [79]. The operational benefit of this pattern is that it can localize risk:
verification and gating can be attached to the executor interface, and the planner can be constrained to
produce proposals that remain non-binding until checks pass.

Tool-augmented agents integrate tool calls into the reasoning process, typically mixing evidence
gathering, intermediate checks, and workflow updates in a single loop. This pattern can be operationally
efficient, yet it intensifies assurance requirements because errors can accumulate across steps. A common
failure is implicit state drift: an early tool output is treated as valid later even when the environment changes.
Another is privilege creep: adding one more tool over time expands the action surface until the agent
effectively has administrative capabilities [80]. In this pattern, assurance is less about improving the model’s
reasoning and more about limiting what tools can do, under which conditions, and what evidence must be
present before a tool can be invoked.
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Retrieval-augmented agents treat retrieval as the mechanism for grounding. In operations, retrieval
can pull from runbooks, tickets, prior incidents, and postmortems, sometimes alongside technical telemetry
summaries. The critical issue is that retrieval does not eliminate the need for verification [81]. Retrieved
guidance can be stale, context-mismatched, or simply wrong for the current configuration. An architecture
that treats retrieval results as authoritative is therefore unsafe by design [82]. The more defensible posture
is to treat retrieved material as candidate guidance that must be reconciled with current state and policy
constraints, with explicit handling for missing or conflicting evidence.

Multi-agent decompositions distribute responsibilities across specialized agents, such as a triage agent,
an evidence-collection agent, a verification agent, and an action agent. This can improve modularity
and make responsibilities explicit, but it introduces coordination risk. Agents can produce conflicting
recommendations, duplicate tool calls, or create oscillating actions in dynamic environments [83]. A frequent
omission in published systems is a clear arbitration mechanism with traceable justification: who resolves
conflicts, based on what constraints, and how that resolution is recorded [84]. Without arbitration and trace
capture, multi-agent systems risk becoming less auditable than monolithic ones, even when each individual
component is well designed.

Across these patterns, two requirements remain necessary for defensible autonomy: an explicit privilege
model for tool use, and trace capture that records both successful and failed tool interactions. Architectural
accounts that omit these requirements do not provide enough detail to support auditability or credible claims
about safe autonomy.

6.2 Assurance Insertion Points as Design Constraints

Assurance controls are often described as added to an agent. In practice, they must be treated as design
constraints that determine what an agent can do, when it is permitted to do it, and what must be recorded [85].
Three insertion points are consistently consequential across operational domains.

First, after evidence is assembled, assurance depends on constraining scope and provenance. The system
should record what sources were consulted and under what filters, while also enforcing retrieval boundaries
that reduce exposure to untrusted or irrelevant content. This is where freshness controls, source allow-lists,
and context scoping are most effective, because they shape the set of candidate evidence the agent can rely
on [86,87].

Second, during verification, assurance depends on explicit precondition checks and policy tests.
Verification should not be framed simply as a model that checks its work. It should be framed as a set
of enforceable validations that are external to the model’s narrative: dry-runs, configuration validation,
dependency checks, and policy conformance tests [88,89]. When verification is infeasible within the time
budget, the architecture should support staged actions and stronger rollback readiness rather than skipping
checks entirely [38].

Third, immediately before any privileged action, assurance depends on gating. Gating is not a prompt
technique; it is a control boundary. It includes least-privilege tool scopes, approval requirements for high-
impact actions, execution limits that prevent repeated or cascading actions under uncertainty, and explicit
conditions under which the agent must stop and request human authorization. The key analytic point is that
action gating is an architectural commitment: if a system cannot enforce it, then autonomy claims should be
limited to recommendation support [90,91].

Alongside these insertion points, trace capture must be continuous. Trace capture is not a separate
step; it is the instrumentation base that enables auditability and later evaluation. If traces only capture final
recommendations, or if they omit failed tool calls and rejected hypotheses, the system becomes difficult
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to audit and harder to improve [92]. For that reason, trace capture and retention rules should be designed
together with the privilege model and gating policies.

Fig. 2 below summarizes a generic agentic operations workflow and highlights the specific control points
where assurance constraints must be enforced (scope/provenance during evidence assembly, policy checks
during verification, gating before privileged actions), while emphasizing trace capture as a cross-cutting
requirement for audit and evaluation.

1 Workflow Stage

1 Assurance Control Point
[ Trace Capture (Cross-cutting)
—-- Enforcement Linkage

Control Point A Control Point B Control Point C
Scope + provenance Policy checks + Action gating +
constraints safety tests least privilege
T T
i 1
| 1
i 1
| |
Operational Evidence Plan / Verification Action Monitoring &
Context Assembly Hypotheses Handling Outcomes
Incident / request / Queries + retrieval Candidate actions + Preconditlons + Recommend / request / Post-action checks +
anomalous signal from data sources reasoning ary-runs execute

\

Governance Gate

Approvals +
change windows

Control Point D: Decision Trace Capture + Integrity + Retention Rules

Appiies across evidence, checks, tool interactions, and outcome recording

Figure 2: Agentic operational workflow schematic with assurance control points. Note: Assurance controls are shown
as constraint modules; dashed links indicate where a control must be enforced. Connectors show linkage for design and
audit; they do not specify a required execution order or causal claim.

7 Decision Assurance Mechanisms

This section defines the assurance stack as a set of distinct control layers that constrain how an agent
forms, justifies, and operationalizes decisions. The stack is descriptive in that it classifies the control functions
reported across the literature, but it is also minimally prescriptive because any defensible autonomy claim
should make clear which layers are implemented, how they interact, and where residual risk remains.

The layers are not interchangeable. Each mitigates a different class of failure, draws on different artifacts,
and introduces different operational costs. Treating assurance as a single capability claim obscures these
differences and encourages weak evaluations that report apparent success without specifying what was
actually controlled [93,94].

7.1 Assurance Stack Taxonomy
Layer A: grounding and evidence quality controls

This layer constrains what the agent is permitted to treat as support for a claim. Provenance constraints
restrict acceptable evidence sources and retrieval scopes. Cross-source consistency checks prevent the agent
from relying on a single ambiguous signal when independent signals conflict. Evidence sufficiency checks
formalize the idea that some decisions should not be made when key signals are missing or stale, even if
the model can produce a plausible narrative. A core critique is that retrieval is often treated as grounding
by default. In operational settings, retrieval is only a candidate input; grounding requires explicit rules for
authority, freshness, and conflict handling [95,96].
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In practice, such thresholds should be validated as domain-calibrated operating conditions rather than
as universal cutoffs. A defensible approach is to define required signals, freshness bounds, and abstention
triggers with domain experts, then test those conditions through historical replay, missing-signal stress
scenarios, or comparable deployment-relevant validation settings [97,98]. In effect, evidence-sufficiency
thresholds should be treated as selective-decision thresholds: they must be calibrated against the risk of acting
on insufficient evidence vs. the operational cost of abstaining, and they should be revised when the decision
surface or evidence environment changes.

Layer B: verification and precondition checking

Verification shifts assurance away from narrative self-consistency and toward externally checkable
conditions. Dry-runs, configuration validation, dependency checks, and policy validation are typical mech-
anisms. Uncertainty-aware abstention belongs here because it operationalizes a refusal condition: the system
should stop, request additional evidence, or require human review when verification cannot be completed
within the available time and privilege constraints [99-101]. A common gap in published systems is that
verification is described as “the agent checks” rather than as a concrete set of validations that are logged,
repeatable, and independent of the model’s text generation.

Layer C: action gating and risk bounding

Gating is the boundary that prevents unverified reccommendations from becoming unbounded actions.
It includes allow-lists for action types, least-privilege tool scopes, staged automation modes that limit blast
radius, and approval requirements for high-impact decisions. The analytic point is that gating is a system
property, not a prompt property [102]. If the environment cannot enforce it, then the agent should be
treated as a recommendation system regardless of how autonomous the interface appears [103]. Another
under-discussed issue is partial execution: gating policies should treat tool failure and partial completion as
first-class outcomes, not as edge cases.

Layer D: auditability and accountability controls

Auditability is the layer that makes assurance inspectable, contestable, and improvable. Trace com-
pleteness requires that the decision record includes evidence references, checks performed, tool interactions
(including failures), and the final decision artifact with explicit linkage. Reproducibility requires enough
stable referencing to re-create the decision context, at least approximately, without depending on a post-
hoc narrative [104]. Separation of duties and governance controls ensure that the same agent identity is not
simultaneously proposing, approving, and executing privileged actions [95]. A frequent weakness is that
systems log the final answer but not the evidentiary and constraint path that produced it; such systems can
appear explainable while remaining unauditable.

To illustrate how these layers interact in a single operational workflow, consider the following simplified
incident-response scenario involving an agentic recommendation for service rollback: An agent detects a
latency spike in a production service.

o Layer A: it checks whether the evidence comes from authoritative and recent telemetry, and whether
logs, metrics, and recent change records are mutually consistent.

o Layer B: before proposing rollback, it runs precondition checks such as change-window status, depen-
dency checks or dry-run validation.

o Layer C: even if rollback appears justified, the system cannot execute it freely if the action exceeds its
privilege scope or requires approval because of potential blast radius.

« Layer D: the system records the evidence references, the checks performed, the gating outcome, the final
recommendation, and any later override or rollback result, so the decision can be reconstructed and
evaluated afterward.
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Fig. 3 overlays the assurance stack onto the three-plane big data foundation introduced earlier, clarifying
which control layers depend primarily on operational evidence, which require detailed decision traces, and
which are only meaningful when linked to outcome records for monitoring and evaluation.

ASSURANCE STACK BIG-DATA PLANES
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Figure 3: Assurance stack and its dependence on big data planes. Note: Dashed connectors indicate artifact dependence
and traceability requirements; they do not specify process order or causality.

7.2 Trade-offs and Failure Cases

Assurance mechanisms create friction, and that friction is not uniformly undesirable. In operations,
friction often functions as risk control. The critical question is whether a given layer imposes costs that are
proportionate to the decision space and whether those costs are made explicit in evaluation.

When these layers are implemented together, their costs and benefits do not simply add up; they can
also conflict. In resource-constrained environments, stronger evidence checks may increase latency, more
extensive verification may reduce throughput, tighter gating may shift workload back to operators, and
richer trace capture may increase storage, privacy, and governance burdens [56]. These tensions do not make
concurrent assurance infeasible, but they do mean that layer combinations must be calibrated to the decision
surface, especially with respect to reversibility, blast radius, and time sensitivity.

Layer A trade-offs and failure modes

Costs typically appear as reduced coverage and increased latency in evidence assembly, especially when
provenance constraints exclude convenient but untrusted sources. Cross-source consistency checks can
increase false rejections when instrumentation is incomplete or when signals naturally diverge under benign
conditions. Residual risk remains when authoritative sources themselves are wrong or outdated, or when the
environment is only partially observable. Failure can manifest as brittle retrieval behavior, where the system
overfits to a narrow evidence set and misses relevant signals that fall outside the enforced scope.
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Layer B trade-offs and failure modes

Verification can be expensive in time and compute, and it can create operational burden when checks
depend on specialized tooling or manual preparation. Overly strict preconditions may also trigger frequent
abstention, shifting workload back to operators without a clear net benefit. Residual risk remains when
verification is superficial, when dry-runs fail to capture real side effects, or when checks are executed without
being recorded in an auditable decision trace. In practice, a recurring failure mode is nominal verification:
systems claim that validation occurred, but the evidence of what was checked, with what inputs, and with
what outcomes is missing, non-reproducible, or no longer aligned with the current environment due to drift
in configurations, dependencies, or policies.

Layer C trade-offs and failure modes

Gating reduces speed and can complicate workflow integration, especially when approvals introduce
queueing delays. Least-privilege tool scopes can cause frequent tool failures that the agent must handle
gracefully, and staged automation can create coordination overhead across teams. Residual risk remains
when the allow-list is too broad, when privilege boundaries are misconfigured, or when repeated low-risk
actions accumulate into a high-impact outcome. A typical failure pattern is action fragmentation: each
individual step appears acceptable under local gating rules, yet the combined sequence creates unacceptable
systemic change. Another is hidden escalation, where the agent indirectly triggers high-impact effects
through a chain of safe tool calls.

Layer D trade-offs and failure modes

Trace capture, integrity controls, and retention rules introduce storage and governance costs and can
create privacy and security liabilities if not managed carefully. Strong reproducibility requirements can be
difficult to satisfty when data stores are not versioned or when operational evidence is ephemeral. Residual
risk persists through trace incompleteness, trace tampering, or over-redaction that destroys audit usefulness.
Failures often manifest as irreconcilable post-incident narratives: the agent’s text claims one basis for action,
but the recorded artifacts cannot confirm it, or key steps are missing and cannot be re-created.

Table 4 that follows, maps representative assurance mechanisms to the failure modes they reduce, the
artifact inputs they require, the operational overhead they introduce, and the residual risks that remain even
when the mechanism is correctly implemented.

Table 4: Assurance mechanisms mapping.

Assurance Failure Modes  Required Artifact Operational Residual ,RISk and
Mechanism Reduced Inputs Overhead _TYP 1c-a !
Limitations
Use of untrusted Authoritative
Provenance guidance; Evidence Reduced coverage; sources can still be
constraints (source  prompt-injection references with  increased retrieval wrong; overly
allow-lists, scoped ~ via uncontrolled  source metadata; engineering; narrow scope can
retrieval) corpora; irrelevant retrieval scope logs  potential latency hide relevant
evidence signals

(Continued)
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Table 4 (continued)

Residual Risk and
Assurance Failure Modes Required Artifact Operational Tvpical
Mechanism Reduced Inputs Overhead ) )fp )
Limitations
Correlated
Single-signal At least two .
) . . . evidence sources
overcommitment; independent Additional queries; ]
. . o can fail together;
Cross-source spurious evidence streams; reconciliation ) i
. . . . L. 1inconsistent
consistency checks attribution; decision trace logic; increased . .
L. . . instrumentation
contradiction capturing abstentions
. . can generate false
blindness comparisons .
contradictions
Evidence freshness
. Threshold tuning
Evidence metadata; « )
) Confident o More “stop and is context-
sufficiency . missing-signal R
decisions under 1 ask” events; dependent;
thresholds o indicators; trace .
. . missing/stale potential operator attackers can target
(required signals, . records of i . )
evidence , frustration required signals to
freshness bounds) sufficiency _
. force abstention
evaluation
Simulations often
Unsafe changes Tool invocation . .
. . . omit real side
due to untested  records; simulation Tooling

effects; dry-run

Dry-runs and ) _
. . assumptions; results; complexity; added
change simulation . . . . success does not
hidden configuration time per action
. ensure safe
dependencies snapshots .
execution
Policies can be
1 . . . incomplete or
Policy validation Governance Policy artifacts; Maintenance out dr;.te d
u >
(compliance, violations; policy evaluation ~ burden; possible
. . o . emergency
change windows, unauthorized logs; privilege false blocks during excentions can
separation rules) actions; policy drift context emergencies PR
become informal

backdoors

Uncertainty-aware

abstention with
escalation

Poor calibration;
strategic abstention
can hide low

Confidence/uncertainty

Overconfident
Increased human

o . signals; evidence
prescriptions; risky

. sufficiency workload; longer competence;
automation under . . .
L. outcomes; resolution time escalation
ambiguity .
escalation logs pathways can be
gamed

(Continued)
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Table 4 (continued)

Assurance Failure Modes = Required Artifact Operational Re51dr}1al iIi;Slk and
Mechanism Reduced Inputs Overhead ] )fp )
Limitations
. Allow-lists can be
Tool misuse; Action taxonomy; too permissive;
Allow-lists for high-impact " Reduced flexibility; P i

parameter

sequences of “safe”

action typesand  actions by default; _ continuous tuning _ .
. . constraints; trace actions can still
parameters arbitrary action . . as tool set evolves
. of gating decisions produce unsafe
selection
outcomes
Misconfigured

Lateral movement;

. broad blast radius
Least-privilege tool

Privilege model;
tool access logs;

Integration
complexity; more

roles; privilege
creep over time;

from a
scopes . denied-action tool failures to indirect effects
compromised
traces handle through shared
agent .
tooling
Mode escalation
Staged automation criteria may be
8 Unbounded Mode metadata; Y
modes . Process overhead; unclear; staged
execution; approval records; . ’
(recommend-only, . slower automation steps can still
. .. premature post-action .
supervised, limited o i . benefits accumulate into
remediation verification logs .
autonomy) high-impact
change
Trace completeness Unauditable
. . . Storage and _
requirements decisions; Decision-trace Over-redaction;

(evidence IDs, post-incident

plane artifacts;

governance cost;

missing links; trace

rivac
checks, tool calls ~ ambiguity; hidden integrity metadata privacy tampering or loss
. . considerations
incl. failures) tool errors
Evidence Many
Reproducibili snapshots or Engineerin environments
p ] ty Non-repeatable apshot gieeing
controls (versioned evaluations version pointers; maturity cannot fully
valuations; . . .
references, query . . query logs; requirements; version evidence;
. unverifiable claims ) , .
definitions) environment higher storage replay may still
metadata diverge under drift
. . Social engineering;
Separation of Self-approval; Identity and role & &
, Latency; approval
duties and unsafe logs; approval . ,
. . organizational rubber-stamping;
approval concentration of artifacts; .
, coordination emergency bypass
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8 Evaluation beyond Text

This section specifies how agentic operational systems should be evaluated when model outputs can
shape or trigger consequential actions. The core premise is that language quality is, at best, an entry
condition. Claims about autonomy require evidence that decisions were supported by traceable artifacts, that
actions respected constraints, and that observed outcomes are interpreted with appropriate caution about
confounding and drift.

8.1 Evaluation Designs

Offline replay over historical corpora is often the most practical starting point because it allows
controlled experimentation against known incident timelines and known operational states. Replay designs
should be explicit about what is frozen (evidence snapshots, configurations, ticket states) and what is re-
derived at evaluation time (queries re-run against a versioned store, or approximated by stored retrieval
results) [105]. A major validity threat is replay leakage: if future information is inadvertently exposed
through postmortems, resolved tickets, or labels created after the decision point, the evaluation will overstate
competence [106,107].

Stress testing and counterfactual evaluation are needed because operational failure tends to concen-
trate in edge cases: ambiguous evidence, partial outages, degraded telemetry, and inconsistent runbook
guidance [108]. These tests should deliberately introduce missing-signal conditions, contradictory evidence,
degraded tool availability, and adversarial or untrusted artifacts in evidence stores [41,109]. The goal is not to
inflate failure rates, but to characterize failure modes that are operationally plausible and disproportionately
costly [110].

Controlled rollout designs are the main route to credible outcome claims [111]. A defensible rollout
separates decision modes (recommend-only vs. supervised execution vs. tightly bounded autonomy) and
states the gating policy and privilege scope in advance [112]. In addition, post-incident audits should be
integrated into the evaluation protocol, not treated as an optional narrative. Audits assess whether decisions
can be reconstructed from recorded traces, whether checks were actually performed, and whether the
system’s behavior is consistent with governance constraints [73].

Recent literature also offers more concrete illustrations of what evaluation beyond text can look like in
practice. For example, benchmark work on stateful tool use has shown that many agent evaluations remain
too narrow when they focus on single-turn or partial tool interactions rather than longer-horizon, multi-
step execution sequences [113]. In a more policy-constrained operational setting, JourneyBench evaluates
customer-support agents not only on task completion but also on adherence to multi-step business rules and
workflow dependencies [114]. Related domain-specific studies in business process modeling and software
engineering likewise demonstrate the value of evaluation designs that move beyond surface response quality
toward workflow validity, structural correctness, and operational utility [115,116]. These examples do not
eliminate the need for stronger cross-domain standards, but they show that more decision-relevant and
action-aware evaluation designs are already feasible in adjacent literatures.

8.2 Metrics Taxonomy

Metrics should be selected to match the evaluation level being claimed, and they should be instru-
mentable through the linked record developed earlier. Reporting only aggregate success rates is rarely
informative because operational decisions differ sharply in reversibility, blast radius, and verification feasibil-
ity. Where aggregation is necessary, studies should stratify by decision intent and action surface, or provide
consequence-weighted summaries [117-119]. Fig. 4 presents an evaluation ladder-type framework for agentic
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operations in which higher levels require progressively stronger evidence—moving from response quality

to evidence fidelity, action validity, and finally longitudinal outcomes—while making explicit the reporting
artifacts needed to interpret results.

Reporting artifacts
Evaluation designs

o Action surface
« Offline replay

« Privilege model
« Stress tests

« Gating policy
+ Controlled rollout

« Verification suite
« Gated automation

» Trace schema

* Outcome linkage

Level 4: Longitudinal outcomes and stability

Sustained effects; recurrence; drift sensitivity; governance adherence

Level 3: Action validity and safety

Preconditions met; unsafe-action rate; rollback necessity; policy violations; blast-radius control

Level 2: Evidence fidelity and verification

Provenance + freshness; cross-source consistency; recorded checks; reproducibility support

Level 1: Task completion and response quality

Answer/plan correctness and clarity

Insufficient aloni

e for operatio

onal autonomy

Figure 4: Evaluation ladder for agentic operations (nested levels).

The conceptual ladder depicted in Fig. 4 is intended as a progression in evidentiary rigor rather than
as a fixed scoring rubric. Advancement between levels should therefore be interpreted through minimum
validation conditions, not universal numeric thresholds. A study should not claim evidence-fidelity evalua-
tion unless substantive claims are linked to identifiable evidence sources with source and time metadata. It
should not claim action-validity evaluation unless required checks, policy constraints, and action outcomes
are recorded in a reconstructable trace. It should not claim longitudinal-outcome evaluation unless decision
traces can be linked to post-action records over time and the treatment of confounding or concurrent
interventions is stated explicitly. The appropriate strictness of these conditions may vary by decision surface

but the reporting logic should remain explicit so that the claimed evaluation level is reproducible and
comparable across studies.

In domains with limited historical incident data or heavily confounded outcome environments, the
ladder should still be applied progressively but studies should stop at the highest level that can be supported

credibly; in such cases, evidence-fidelity and action-validity evaluations may be defensible even when robust
longitudinal-outcome claims are not.

Table 5 below summarizes evaluation metrics that map directly to decision assurance, specifying what

each metric measures, which artifacts are required to compute it, and the most common confounders that
can distort interpretation in operational settings.
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Table 5: Metrics catalog for agentic operational evaluation.

Inst tati Common
) ) nstrumentation
Metric Family What It Measures X Confounders/Threats to
Requirements .
Validity
. Fraction of substantive Retrieval record with Evidence exists but is not
Evidence . . . . o ..
claims linked to evidence stable IDs; evidence authoritative; missing
provenance . . . O
coverace identifiers with source and metadata (source, metadata; over-linking to
V . . . .
5 timestamp time, scope) irrelevant artifacts
. Whether cited evidence Clock skew; delayed
Evidence Freshness rules; . . .
meets freshness bounds . o ingestion; stale but still
freshness . L timestamps; decision o .
. appropriate to the decision . correct” guidance masking
compliance time markers

surface

risk

Cross-source
consistency rate

How often key claims are
corroborated (or
contradicted) by

independent sources

Evidence-plane
diversity indicators;
recorded comparison
outcomes

Correlated evidence
sources failing together;
inconsistent
instrumentation causing
false contradictions

Check
execution
completeness

Whether required
verification checks were
executed and recorded

Trace logs for check
suite; check
inputs/outputs;
pass/fail states

Checks executed but not
logged; version mismatch
between checks and
current system; shallow
checks that miss side effects

Abstention and
escalation
appropriateness

Whether abstentions occur
when evidence is
insufficient or verification
is infeasible, and whether
escalations follow policy

Sufficiency outcomes;
abstention triggers;
escalation routing
artifacts

Overly conservative
abstention masking low
competence; inconsistent
human follow-through
after escalation

Unsafe-action
rate

Rate of actions that violate
policy, exceed allowed
scope, or occur without
required checks

Tool invocation
records; policy

evaluation logs;

privilege context

Hidden actions via indirect
tool chains; mis-specified
policies; partial tool failures
not captured

Blast-radius

Whether executed actions
stay within bounded scope

Action scope
metadata; asset

Incomplete inventory;
shared dependencies
expanding true radius;

adherence (resources, services, time inventories; change -
. . scope definitions that are
windows) boundaries
too coarse
Frequency of rollback and Concurrent interventions;
Rollback duency Outcome logs; ’

incidence and
success

whether rollback restores
acceptable state without
collateral effects

rollback triggers;

stabilization markers

delayed effects; rollbacks
that “fix the metric” while
introducing latent debt

(Continued)
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Table 5 (continued)

Instrumentation Common
Metric Family What It Measures . Confounders/Threats to
Requirements L
Validity

Documentation fatigue;

Operator How often humans reject Override events; overrides performed

override rate or modify agent outputs, annotations; approval  without recorded rationale;
with reasons and why logs organizational norms

influencing overrides

Incident timeline

Time-to- . . . .
e Operational responsiveness markers; mode Severity mix changes;
mitigation/time- .
and recovery performance metadata (recom- seasonality; parallel human
to-recovery . .
(stratified) under defined modes mend/supervised/limited efforts not accounted for
autonomy)

Whether similar incidents a s
Drift in workloads;

recur after agent-guided Outcome history; _
Recurrence and . . o changing system
. actions, and whether incident similarity , .
regression rate o . architecture; evolving
performance degrades criteria; trace linkage

. incident definitions
across time

Whether an independent Over-redaction; missing
. } Trace completeness; . L
Audit recon- reviewer can reconstruct ) . links; retention limits;
- integrity metadata; .
structability what was checked, what inability to replay due to
) access-controlled . .
score evidence was used, and . non-versioned evidence
. retention
what action occurred stores

8.3 Reporting Requirements for Comparable Results

To make evaluation claims interpretable across studies, reporting should include: the action surface
(what the system can influence), the privilege model (what it is allowed to execute), the gating policy (what
is blocked or requires approval), the verification suite (what checks exist and how outcomes are logged), a
trace schema summary (what is recorded and retained), and a clear statement about how outcome linkage
is treated (association for evaluation rather than causal proof unless a stronger design is used).

9 Failure Modes, Security, and Adversarial Considerations

This section limits overclaiming by making failure explicit and by tying failures back to the assurance
stack and to trace evidence. Two boundary conditions guide the analysis. First, many high-impact failures in
agentic operations are not best understood as hallucinations. They arise from mis-specified decision surfaces,
weak privilege boundaries, incomplete instrumentation, or brittle verification practices [120]. Second,
security threats cannot be treated as an external add-on. Tool access, evidence retrieval, trace collection,
and governance controls expand the attack surface, and the same mechanisms that enable assurance can be
targeted for audit evasion or trace corruption [121,122].
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9.1 Accidental Failure Modes
Stale or context-mismatched evidence

Evidence can be stale because ingestion is delayed, because the evidence source itself is outdated, or
because retrieval pulls the wrong version of runbooks and postmortems. In operational settings, stale-but-
plausible logic is particularly dangerous: it can justify actions that were correct for a prior architecture and
harmful for the current one. This failure is often not a model error in the narrow sense; it is an evidence
governance failure and a retrieval scoping failure (Layer A), sometimes compounded by a missing check
suite that would catch environment mismatch (Layer B). Decision traces should therefore record evidence
timestamps, version identifiers where available, and retrieval scope constraints so auditors can assess whether
staleness was foreseeable at decision time [61,123].

Ambiguous and under-determined signals

Telemetry frequently supports multiple hypotheses. When systems are partially observable, ambiguity
is normal, not exceptional. A recurrent failure is forced commitment: the agent produces a single best
explanation response and proceeds as if uncertainty is resolved. This is a design and evaluation failure as
much as a modeling failure. It reflects missing evidence sufficiency thresholds (Layer A) and weak abstention
policies (Layer B), and it is often incentivized by evaluation protocols that reward confident resolution
narratives rather than calibrated uncertainty. Trace signals that matter include explicit records of missing
signals, contradiction checks performed, and whether abstention conditions were evaluated [124,125].

Tool errors and partial execution

Operational tools fail in ways that are not always visible through natural language summaries. Per-
missions can deny actions silently, timeouts can produce unknown partial effects, and retries can duplicate
side effects. A failure mode that appears as “the agent took the action but nothing improved” may instead
be “the action never executed as intended,” or executed partially and created downstream instability. This
is primarily a trace integrity and completeness problem (Layer D) coupled with gating mis-specification
(Layer C): without detailed tool invocation records, status codes, and post-action verification, it is difficult to
determine whether the decision was wrong or the execution failed. Systems that do not treat partial execution
as a first-class outcome become difficult to audit reliably [8,18,126].

Recent published studies suggest that these concerns are not merely hypothetical. In implemented
tool-using agents, Zhang et al. [127] showed that malfunction-amplification attacks can steer agents into
repetitive or irrelevant action loops and sharply increase task failure rates, including in deployable Gmail-
and CSV-based agents. In a different but complementary workflow setting, Balaji et al. [114] showed that
agents in realistic customer-support scenarios may appear successful at the task level while still violating
required multi-step policies, dependencies, or tool-mediated workflow conditions. Taken together, these
studies support the need to treat partial execution, workflow non-compliance, and post-action verification
as first-class evaluation concerns rather than edge cases.

Drift, non-stationarity, and feedback loops

Operational environments evolve: software versions change, dependencies shift, instrumentation is
modified, and workload baselines move. Drift creates two practical risks. The first is that verification checks
become misaligned with reality, passing even when they are no longer measuring the intended preconditions.
The second is feedback: if agent recommendations influence what is logged, what operators do, or how tickets
are written, the evidence base can shift in a way that makes future decisions appear better in evaluation while
degrading real robustness. These issues implicate all assurance layers, but they become visible only through
longitudinal outcome analysis and stable trace schemas. A minimal safeguard is to include drift indicators
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and model/environment version metadata in traces, and to treat changes in observability coverage as an
evaluation variable rather than noise [128-130].

Mis-specification and under-instrumentation as dominant causes

Across these accidental failures, a consistent observation is that agents often fail because the operational
decision problem is ill-specified. Examples include undefined action boundaries, missing policies for what
counts as sufficient evidence, and absent mechanisms for recording why an action was permitted. Under-
instrumentation then makes these failures hard to diagnose. When an agent fails under these conditions,
it is misleading to attribute the failure primarily to the language model; the dominant cause is usually that
assurance mechanisms were never made enforceable [1183].

9.2 Adversarial Manipulation

The adversarial discussion that follows can be read through a compact threat-modeling lens. The
main attack surfaces are retrieved artifacts and knowledge stores, telemetry and evidence streams, tool
interfaces and credentials, and the trace and governance infrastructure used for auditing and control. The
attacker’s objectives may include unsafe action induction, degradation of decision quality, privilege misuse,
or audit evasion. The defender is assumed to control source-scoping rules, verification checks, gating policies,
privilege boundaries, and trace retention or access controls, but not necessarily all upstream artifacts or
telemetry inputs. The remainder of this section maps representative threats to these attack surfaces and to
the assurance layers they primarily stress. Fig. 5 provides a compact threat-modeling view of the adversarial
landscape discussed in this section by summarizing the main attack surfaces, attacker objectives, defender
assumptions, and the assurance layers they primarily stress.

Prompt injection through untrusted artifacts

In agentic operations, prompts are not only user messages. They also include ticket descriptions,
runbook text, log lines, postmortem excerpts, and other retrieved artifacts that can contain adversarial
instructions or misleading content [27,131,132]. If retrieved artifacts are treated as instructions, rather than
as evidence or guidance subject to constraints, the system can be manipulated into proposing or initiating
unsafe tool actions. Mitigations align naturally to Layer A and Layer C: provenance constraints that restrict
untrusted sources, content handling policies that prevent artifacts from being interpreted as executable
instructions, and hard gating that blocks privileged actions unless verification conditions are met and
logged [133].

Poisoning of runbooks and knowledge stores

Operational knowledge bases are attractive targets because they influence a wide range of decisions.
Poisoning can be explicit (inserting malicious steps) or subtle (shaping prioritization guidance, normalizing
unsafe practices) [134,135]. The most important point is that poisoning is not fully prevented by retrieval qual-
ity improvements. Defenses require governance around knowledge sources, versioning, review workflows,
and traceability that records exactly which knowledge artifacts influenced a decision [131,136]. Verification
mechanisms (Layer B) can reduce impact by requiring precondition checks and simulation before action,
but they do not eliminate the risk when the checks themselves rely on poisoned guidance.
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Figure 5: Compact threat-modeling view of adversarial risks, attack surfaces, defender assumptions, and assurance-
layer stress points in agentic decision systems. Note: The figure is conceptual. It is intended to clarify attack
surfaces, attacker objectives, defender assumptions, and their alignment with assurance layers; it is not a full STRIDE
enumeration or a formal attack tree.

Log injection and telemetry manipulation

Attackers can injectloglines, distort metrics, or induce trace patterns to steer diagnosis and remediation.
This is particularly relevant when the agent uses heuristic telemetry patterns to justify action [137]. Cross-
source consistency checks (Layer A) are useful but not sufficient if multiple telemetry streams can be
manipulated together. Trace-based detection is therefore important: decision traces should record which
signals were treated as decisive, and anomaly detection should consider abrupt shifts in evidence structure,
not only evidence values (for example, sudden new log templates, changes in trace completeness, or unusual
correlations between independent indicators) [138,139].
Credential abuse and tool misuse

If the agent operates with broad credentials or if tool scopes are not tightly controlled, compromise can
translate into high-impact actions [133]. Least privilege and explicit allow-lists (Layer C) are necessary, but
they also increase reliance on correct role configuration and on clear modeling of what a tool call can do
indirectly through shared infrastructure. Trace integrity controls (Layer D) become central here: without
strong records of privilege context and tool invocations, it becomes difficult to distinguish accidental misuse
from malicious abuse [21].

New attack surfaces created by assurance mechanisms

Assurance controls and trace collection introduce targets [140]. Attackers can seek to tamper with traces,
exploit over-redaction to hide malicious steps, or flood logs and approval workflows to induce operator
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fatigue and bypass [141]. Audit evasion should therefore be treated as a serious operational risk rather than
as a purely hypothetical concern. A defensible position is that assurance systems must treat trace integrity,
access control, and governance workflow security as part of the threat model. This is where separation of
duties (Layer D) and governance gates (Layer C) matter most: they create independent checkpoints that
reduce the chance that a compromised component can both act and erase evidence of acting [142].

Related empirical evidence from the audit-log and provenance literature also shows that trace-integrity
concerns are operationally real rather than purely speculative. Yagemann et al. [143], for example, demon-
strated that attackers can manipulate audit-log partitioning in ways that sever causal links and frame innocent
users, and evaluated the problem and its mitigation across 14 real-world programs. While this work does
not study LLM agents directly, it provides a strong adjacent case for treating trace integrity as a substantive
security requirement whenever operational decisions depend on reconstructable execution records.

Table 6 consolidates accidental failures and adversarial threats into a single mapping that identifies the
trace signals needed for detection and aligns mitigations to the relevant assurance layers, making the threat
model operational rather than purely descriptive.

Table 6: Failure and threat mapping to trace signals and mitigations.

Failure/Threat Type

Trace-Based Detection Signals

Primary Mitigations (Assurance
Stack Alignment)

Stale evidence or
version mismatch

Evidence timestamps outside
freshness bounds; missing version
tags; retrieval scope too broad

Provenance and freshness constraints;
evidence sufficiency thresholds (Layer
A); environment-alignment checks
(Layer B)

Ambiguous signals
and forced
commitment

Single-source dependence; absence
of contradiction checks;
missing-signal indicators ignored

Cross-source consistency checks;
explicit abstention triggers; require
uncertainty representation for
diagnosis (Layer A, Layer B)

Tool errors and
partial execution

Tool call failures without recorded
status; repeated retries; outcome
change without matching action

record

Tool invocation logging with status
and outputs; post-action verification;
staged automation (Layer D, Layer B,

Layer C)

Drift and
non-stationarity

Shifts in telemetry coverage; check
suite pass rates change abruptly;
performance degrades over time

Versioned checks and policies; drift
indicators in traces; periodic audit and
recalibration (Layer D, Layer B)

Prompt injection via
retrieved artifacts

Retrieved text contains
instruction-like patterns; unusual
tool calls follow retrieval of
untrusted sources

Strict source scoping; treat retrieved

text as non-executable; action gating

with verification prerequisites (Layer
A, Layer C)

Knowledge
base/runbook
poisoning

Sudden changes in runbook
content; decisions cite newly edited
artifacts; repeated unsafe
prescriptions

Governance for knowledge edits;
versioning and review; trace linkage to
specific artifact versions (Layer D,
Layer A)

(Continued)



32

Comput Mater Contin. 2026;88(2):10

Table 6 (continued)

Primary Mitigations (Assurance

Failure/Threat Type Trace-Based Detection Signals .
P & Stack Alignment)
Cross-source checks; anomaly
Log Novel log templates; abnormal detection on evidence structure;
injection/telemetry  correlations; inconsistent evidence  require authoritative state validation
manipulation across planes for high-impact actions (Layer A,
Layer B)

Credential Tool invocations outside normal Least privilege; allow-lists; separation

abuse/privilege scope; privilege context changes; of duties; immutable audit logs for

escalation actions exceed allow-lists privilege context (Layer C, Layer D)

Gaps in trace continuity; integrit . .
Trace P . Y sHY Integrity protections; access controls;
. . checks fail; unusually heavy . .
tampering/audit _ . . independent audit stores; governance
. redaction; missing evidence i . o
evasion review of redaction policies (Layer D)
references
High volume of approval requests; ~ Rate limiting; escalation rules; require
Approval workflow 5 PP 4 . & d
_ short approval times; repeated rationale capture; staged autonomy
fatigue/bypass

overrides without reasons policies (Layer C, Layer D)

10 Cross-Domain Synthesis and Implications

This section consolidates what generalizes across operational domains and what remains domain-
specific. The objective is to avoid two common errors in the literature: implying that assurance can be solved
once and then transferred unchanged, or treating every deployment setting as so unique that no transferable
design constraints exist.

10.1 What Generalizes across Domains

Several requirements remain stable across operational settings because they are tied to the basic
structure of agentic operations: decisions are made under partial observability, actions can have non-linear
consequences, and post-incident accountability depends on reconstructable traces [144].

Evidence grounding is a baseline expectation, but it should be interpreted narrowly. The requirement
is not that the agent retrieves something, but that claims are linked to identifiable artifacts with provenance
and freshness constraints that match the decision surface. Without this, the system cannot be audited, and it
cannot be meaningfully evaluated beyond anecdotal correctness [145,146].

Action gating generalizes even more strongly. Once tools are available, the relevant question becomes
which actions are allowed under which conditions and privilege scopes. If gating cannot be enforced,
autonomy claims should be restricted to recommendation-only modes regardless of interface design. This is
not a conservative bias; it is the smallest defensible position when the action surface is real [146].

Auditability requirements generalize because they are the condition for learning and governance. In
operational environments, failures are inevitable. The question is whether failure produces an inspectable
record that supports correction and accountability [147]. Systems that do not record failed tool calls, skipped
checks, or evidence identifiers are difficult to debug, and they tend to produce recurring failures that are
misattributed to model unpredictability [148,149].
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10.2 What Is Domain-Specific

Domain specificity is driven less by industry and more by decision properties: reversibility, blast radius,
time sensitivity, and regulatory posture.

IT/SRE (reliability and service operations)

In IT/SRE settings, domain specificity is shaped by high change frequency, multi-service dependency
graphs, and the practical reality that many fixes are safe only under narrow preconditions [150]. Verification
often has to balance time pressure against the cost of acting on ambiguous telemetry, which makes staged
autonomy and post-action validation particularly important. A recurring challenge is that operational
evidence is abundant but not uniformly trustworthy: metrics and logs can be noisy, traces can be sampled,
and runbooks may lag behind architecture changes [151]. As a result, assurance hinges on clear evidence
authority rules, explicit handling of missing signals, and trace records that capture what checks were
performed before any change was suggested or executed [152,153].

SecOps (security operations and incident response)

Security operations typically demand stricter assurance because adversaries adapt, and errors can trans-
late into persistent exposure rather than transient degradation. Evidence sources are also more adversarial:
artifacts may be crafted to mislead analysis, and prompt injection via tickets, logs, or knowledge bases is a
realistic threat [154]. This domain therefore places heavier weight on provenance constraints, least-privilege
tool scopes, and verifiable precondition checks that are independent of narrative reasoning [155]. Trace
integrity becomes a central requirement because audit evasion and trace tampering are plausible; the system
must preserve a defensible record of what was accessed, which credentials were used, and which constraints
were enforced, especially when actions affect access control, containment, or credential rotation [156].

DataOps (data pipeline operations and analytics reliability)

Data operations introduces domain-specific risk through silent propagation and delayed detection [157]:
a flawed change can degrade downstream models, dashboards, or reporting long before it triggers an obvious
incident. The advantage of this domain is that it often has mature lineage concepts—dataset versions, pipeline
DAGs, and reproducible job definitions—so auditability and replay can be more feasible than in other
settings when the infrastructure is properly instrumented [158]. The downside is that autonomy claims can
be overstated when agents operate on partial lineage or when decisions cite data quality signals without
strong provenance. Assurance must therefore emphasize versioned evidence references, explicit definitions of
correctness (schema, distributional drift, freshness), and outcome evaluation that can detect delayed effects,
not only immediate pipeline success [159].

Industrial/OT (cyber-physical and process operations)

In industrial and OT contexts, domain specificity is driven by safety constraints, irreversible physical
effects, and strict bounds on when interventions are permissible [160,161]. Even when an action is theo-
retically reversible, the cost of rollback can be high, and transient instability can create safety hazards or
production losses. Verification must therefore be stronger and more conservative, often requiring simulation,
interlock checks, and explicit approvals that reflect operational safety cases rather than generic policy
validation. Auditability is also regulated and process-driven in many settings, so trace capture must align
with existing control logs, maintenance records, and incident reporting practices, while also ensuring that
the agent’s role in any decision is explicitly documented [162].
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Customer Ops (customer-facing operations and support workflows)

Customer operations can carry material operational and organizational risk even when the system does
not directly modify production services or infrastructure. Misrouting, incorrect escalation decisions, incon-
sistent policy application, and mishandling of sensitive records can create legal exposure and reputational
harm, with harms distributed across many small decisions rather than a single incident [163]. The domain-
specific assurance burden often lies in governance rather than execution: policy consistency, access controls
for personal data, retention rules, and traceability that supports dispute resolution [11]. Evaluation should
therefore emphasize audit being able to reconstruct itself, override patterns, and policy violation rates, not
only response quality, while remaining cautious about outcome attribution because customer satisfaction
and resolution time are heavily confounded by human process variation [164].

10.3 Practical Design Implications
Three implications follow from the synthesis, stated as constraints rather than prescriptive best practices.

First, claims about autonomy should be conditioned on the action surface and privilege model, not
on task labels. A system that produces correct remediation text but cannot demonstrate enforceable gating
and trace completeness should be evaluated and deployed as decision support rather than as autonomous
execution [165,166].

Second, assurance mechanisms should be reported as part of the experimental condition [167]. When
studies omit provenance constraints, verification suites, and gating rules, their results become difficult to
compare and easy to over-interpret. The absence of these details is itself evidence that the autonomy claim is
not fully supported [168].

Third, model scale deserves a more explicit qualification in this context. Smaller models and frontier-
scale models do not create different assurance principles, but they do change the operational trade-ofts
under which those principles are implemented. Smaller models may be preferable when latency, cost, local
deployment or data-governance constraints dominate, especially for narrowly bounded decision surfaces
with strong retrieval, fixed tool schemas, and conservative gating. In edge and mobile settings, these
constraints can also limit the feasibility of repeated cross-source checks, remote verification calls, and
high-volume trace capture, while privacy-sensitive deployments may require stronger controls over which
evidence, traces, or outcome records can leave the device or site. Under such conditions, assurance may need
to rely more heavily on compact local verification, selective trace retention, conservative action surfaces, and
stronger ex ante gating rather than assuming cloud-scale observability or unrestricted audit capture. Frontier
models may perform better when evidence is heterogeneous, workflows are less standardized or longer multi-
step reasoning is required, but they also increase dependence on external infrastructure, cost variability, and
the difficulty of reproducing behavior across settings. For that reason, model scale should not be treated as a
proxy for autonomy readiness. The defensibility of an autonomy claim still depends on evidence grounding,
verification, action constraints and trace completeness, not simply on model size [169-171].

Fourth, auditability should be designed to support disagreement, not only to document success [172].
A useful audit record is one that allows operators to contest a decision, identify which constraints failed, and
revise policies or verification checks without relying on anecdotal recollection. In practice, this requires trace
schemas that are queryable, integrity-protected, and aligned with governance workflows [140].

Table 7 summarizes cross-domain assurance expectations, distinguishing controls that are baseline
requirements for defensible autonomy from those whose strictness is conditioned by reversibility, blast
radius, and time sensitivity in each operational domain.



Comput Mater Contin. 2026;88(2):10 35

Table 7: Cross-domain assurance expectations.

Assurance Flement IT/SRE SecOps DataOps  Industrial/OT Cuz;;rsner
L A: Evi i
ayer Vld,e nce grounding Required Required Required Required Required
and quality controls
L B: Verificati - -
ayer VG':I"I cation and Context Required Required Required Context
precondition checks dependent dependent
L : Acti i isk
ayer C: Action g.a ting and ris Required Required Required Required Required
bounding
Layer D: Au.d.ltablhty and Required Required Required Required Required
accountability controls
Outcome linkage rigor for Context- Context- Context- Context-

Required

effectiveness claims dependent  dependent dependent dependent

Note: “Required” indicates a baseline expectation for defensible autonomy. “Context-dependent” does not mean
optional; it indicates that the strictness of the control varies with the reversibility, blast radius, time sensitivity, and
governance exposure of the decision surface in the given domain. Stricter controls should be treated as mandatory when
decisions are difficult to reverse, can affect shared systems or sensitive records, operate under limited observability or
high time pressure, or carry meaningful regulatory, compliance, or access-control implications.

11 Research Gaps and Future Agenda

This section identifies research gaps that are directly implied by the assurance stack and the three-plane
record developed earlier. The intent is not to list generic future work, but to specify what is missing if the
field wants defensible, comparable claims about agentic operational autonomy.

11.1 Standardized, Action-Level Evaluation Corpora and Replay Protocols

Current benchmarks still over-represent text-centric tasks and under-represent decisions with an
explicit action surface, privilege constraints, and verifiable preconditions [54]. A priority gap is the absence
of standardized replay protocols that preserve temporal realism: evidence as it existed at decision time,
tool availability as it existed at the time, and constraints as they would have been enforced in practice.
Without such protocols, reported performance is often inflated by inadvertent leakage through post-
resolution artifacts, hindsight labeling, or access to stabilized configurations that were not available during
the incident [173]. Progress here requires shared datasets that include evidence identifiers, time bounds, and a
defined set of allowable tool interactions, along with reporting standards that make leakage detection feasible.

At a minimum, such a comparative benchmark suite should include: (i) temporally faithful replay
tasks with frozen evidence and tool-state boundaries, (ii) verification-aware tasks in which required checks,
abstentions, and gating outcomes can be assessed explicitly, (iii) partial-execution or tool-failure scenarios
that test post-action validation and rollback readiness, and (iv) audit-reconstructability tasks in which an
independent reviewer can determine what evidence, checks, and action constraints shaped the final decision.
The point is not to impose a single universal dataset, but to define a common minimum structure that allows
assurance claims to be compared across research groups without collapsing evaluation back into text-centric
success rates.



36 Comput Mater Contin. 2026;88(2):10

11.2 Causal Attribution and Outcome Linkage under Concurrent Interventions

outcome-based claims remain hard to defend because operational environments are confounded by
parallel human actions, overlapping changes, and shifting baselines [174]. Yet the field often reports improve-
ments in recovery time or stability without a design that separates agent contribution from concurrent
interventions. The gap is methodological: we need evaluation designs that explicitly model partial attribution
and specify when outcome linkage is treated as association for auditing vs. when stronger causal claims
are justified. This includes better use of stepped rollouts, gated autonomy with clear mode boundaries,
and counterfactual evaluation approaches that leverage trace evidence to compare what was done against
plausible alternative actions, while remaining explicit about validity limits [175].

11.3 Multi-Agent Coordination, Conflict Resolution, and Auditable Arbitration

Multi-agent decompositions are frequently proposed to increase reliability and modularity, but coor-
dination failures are under-measured and under-theorized. Conflicting recommendations, duplicated tool
calls, oscillating mitigation steps, and inconsistent constraint interpretations can turn modularity into
fragility. A research need is auditable arbitration: mechanisms that resolve conflicts between agents based on
explicit policies and evidence sufficiency criteria, with the resolution recorded in a trace that supports later
inspection. This requires shared trace schemas, explicit responsibility boundaries, and evaluation metrics
that quantify coordination failure rather than ignoring it as implementation noise [176,177].

11.4 Trace Schema Standardization, Interoperability, and Integrity Guarantees

Auditability depends on trace capture, but current practice is fragmented: systems log different artifacts,
redact inconsistently, and rarely provide stable identifiers that support replay or third-party auditing. A
core gap is the lack of interoperable trace schemas that connect evidence references, checks performed, tool
interactions, and outcomes in a way that is query-able across tools and organizations [178]. Integrity is equally
important. Trace records are attractive targets for tampering and audit evasion, and they can be corrupted
accidentally through ingestion failures or retention policies. Research is needed on integrity-preserving
trace pipelines, access control models for trace data, and principled redaction strategies that maintain audit
usefulness while protecting sensitive data [143].

11.5 Verification Suites That Remain Valid under Drift and Evolving Systems

Verification mechanisms tend to degrade as environments evolve. Checks that once captured real
preconditions can become shallow proxies, and dry-runs can drift away from real side effects as toolchains
change [179]. The gap here is not simply that more checks are required, but maintainable verification suites
with explicit versioning, coverage tracking, and drift monitoring [180]. A related need is methods that
automatically detect when the check suite has become misaligned with the operational environment, using
trace signals such as abnormal pass-rate shifts, increases in post-action regressions, or changes in evidence
availability and structure [179].

11.6 Adversarial Robustness for Evidence Stores and Audit Pathways

Security research has identified many attack paths for tool-using agents, but the operational assurance
literature still underweights attacks that target the evidence base and the audit pathway rather than the
model directly. Prompt injection through retrieved artifacts, poisoning of runbooks and knowledge stores,
log injection, and credential abuse all undermine assurance if provenance constraints, gating, and trace
integrity are weak. The research gap is integrated defense: approaches that jointly secure evidence ingestion,
retrieval scoping, tool privileges, and audit logs, while measuring how these defenses affect decision quality
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and operational reliability. This includes explicit threat modeling for audit evasion and trace tampering, not
merely for unsafe tool calls [181,182].

12 Conclusion

This review argued that operational autonomy for LLM-based agents is only defensible when it is
auditable. The relevant standard is not whether an agent can produce plausible plans or complete tasks in a
demonstration setting, but whether its decisions can be justified with time-relevant evidence, constrained by
enforceable checks and gating, and reconstructed from an operational record that supports accountability.
Framed this way, autonomy becomes something that must be operationally specified, governance-bounded
and empirically evaluated rather than merely asserted through plausible narrative.

A central contribution of the paper is the separation of three planes, namely evidence, decision traces,
and outcomes, and the assurance stack that operates across them. Evidence grounding is not equivalent to
retrieval; it depends on provenance rules, freshness constraints, and sufficiency criteria that reflect partial
observability. Verification is not a model introspection exercise; it is a set of logged, repeatable checks that
can fail and must be treated as first-class evidence. Action gating is the boundary that makes risk-bounded
autonomy possible, provided it is enforced at the tool and privilege level and aligned to the decision surface.
Auditability and accountability controls make these mechanisms inspectable and contestable, enabling post-
incident learning and preventing autonomy claims from resting on unverifiable explanations.

The synthesis also highlighted a practical implication that many studies still underreport: tool per-
missions, partial execution, and trace integrity are not secondary implementation details. They determine
whether a system’s behavior can be audited and whether evaluations can be interpreted across settings. Where
these properties are unspecified, the most defensible interpretation is that the contribution is limited to
decision support rather than operational autonomy, regardless of how an interface is presented.

Finally, the paper’s research agenda emphasized that progress depends on shared evaluation infras-
tructure and on governance-aware trace practices. Comparable replay protocols, action-level benchmarks,
maintainable verification suites under drift, and integrity-preserving trace schemas are prerequisites for
moving from compelling demonstrations to reliable deployment. Without these foundations, autonomy
claims will remain difficult to validate, easy to overstate, and costly to debug when failures occur.
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