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ABSTRACT: Edge computing is an emerging model for latency-sensitive and distributed applications. However,
the observability of edge computing systems in heterogeneous environments remains a challenge, as most existing
approaches are limited to only the system, service, application, and network layers. This paper surveys state-of-the-
art solutions for edge observability and monitoring. The paper further introduces a thematic taxonomy that groups
the state-of-the-art edge observability and monitoring literature based on monitoring intent, telemetry indicators,
observability scope, architectural layers, deployment environments, and observability toolchains. Finally, we compare
representative solutions in terms of latency, system overhead, bandwidth consumption, and detection accuracy. Our
analysis reveals the trade-offs present in existing solutions regarding the overhead and performance metrics, as well
as the limitations they impose when scaling, addressing mobility, or augmenting telemetry. Lastly, we conclude with a
discussion on open challenges and future directions for designing next-generation, edge observability frameworks.

KEYWORDS: Edge computing; edge monitoring; monitoring solutions; observability; telemetry; microservices;
performance analysis; distributed systems

1 Introduction

In recent years, there has been an increasing shift in computing towards edge computing. This is
achieved by shifting information and data processing closer to the point of origin, which was previously done
at centralized servers. This computing shift offers several advantages in terms of lower latency, bandwidth
optimization, and enhanced data security [1,2]. It can be done by the reduction in physical distance between
devices and servers. Edge computing has become essential for applications where the latency needs to
be minimal, even a millisecond matters, such as autonomous vehicles and industrial robotics [3-5]. The
transmission delay is reduced by processing the data locally, which reduces the latency and requires less
bandwidth. It preserves bandwidth usage and ensures more reliable data transfers. However, with these
benefits, there needs to be a look at security and management issues that may arise with these solutions [6,7].

For different cases, there are different edge architectures available. The hierarchical models process data
layer by layer across the architecture, moving from local devices up to regional servers or the cloud for
heavy lifting. This structure provides a high degree of control and central oversight [8,9]. In contrast, flat
architectures favor direct peer-to-peer communication. For alow number of devices, this simplifies the setup,
whereas the management becomes increasingly difficult as the network grows. Fog computing has emerged
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as a middle layer to balance the load between the edge and the cloud as a bridge, to maintain low latency
while providing extra storage and compute power [2,10-12].

In the field of transportation, healthcare, and smart cities [2,13,14], edge computing has a direct influence
on manufacturing. In healthcare, real-time patient monitoring is done by edge computing using data analysis
through wearable devices and remote sensors, which helps in improving patient care and outcomes [2,15].
The use of connected vehicles, as well as intelligent traffic management systems in the transportation industry,
requires low-latency processing of data to ensure the safety and efficiency of these systems. Smart cites use
edge computing to allocate and monitor resources, improve safety, and control pollution [13,15].

Fig. 1 illustrates the conceptual role of eBPF (Extended Berkeley Packet Filter) in enhancing edge
monitoring across multiple operational domains. It enables efficient kernel-level observability, and eBPF
strengthens the monitoring and performance capabilities that are essential in modern edge computing
applications. Edge computing itself plays an essential role in the sectors of manufacturing, healthcare, trans-
portation, and smart cities, where the decision-making needs to be done quickly and critically. In healthcare,
real-time monitoring is done through wearable sensors and medical IoT devices that depend on low-latency
processing at the edge to have continuous monitoring of patient assessment and early anomaly detection.
Similarly, transportation systems that include connected vehicles and intelligent traffic management depend
on fast processing to maintain safety and operating efficiency. Smart city infrastructures benefit from
edge-enabled monitoring for resource optimization, environmental sensing, and public safety management.
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Figure 1: eBPF-driven monitoring architecture for edge environments.

In Fig. 1, the use cases of eBPF highlight how it improves observability and performance. This includes
network tracing, runtime security enforcement, storage I/O optimization, and container-level isolation. In
the distributed edge environment, the eBPF provides the mechanisms that are required for reliable real-time
monitoring. Therefore, edge computing is adapted very highly due to its observability capabilities enabled
by eBPF, which allows these systems to address complex, real-world challenges across diverse industrial and
social domains.
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In the future, it is clearly seen that edge computing is closely connected with emerging technologies,
which include 5G networks [16-19], the Internet of Things (IoT) [20,21], and artificial intelligence (AI) [3].
The integration of 5G networks is ideal for real-time edge networks and applications that promise faster data
speeds and lower latency. The IoT devices” data can be processed locally at edge servers because it generates
large amounts of data, which reduces the need for constant cloud communication. Furthermore, deploying
the machine learning algorithms and AI applications on edge devices allows real-time data analysis, which
helps in decision-making, significantly enhancing the capabilities of edge computing systems [22]. However,
security concerns required a widespread adoption will require addressing security concerns, standardizing
protocols, and exploring novel applications across various industries.

In this paper, we present a detailed survey of the state-of-the-art edge monitoring solutions. To the
best of our knowledge, only a limited number of existing studies have comprehensively reviewed cloud-
edge monitoring solutions, which highlights the uniqueness and significance of our work. For instance,
previous studies [23-27] have explored various features of edge-cloud monitoring, but have been deficient in
considering all relevant dimensions comprehensively. In this survey, we cover a wide range of critical aspects
of edge monitoring solutions, including architecture, monitoring perspectives, communication models,
scalability, and the overhead of these solutions. These features are essential in defining the attributes and
effectiveness of monitoring solutions.

The rest of the paper is as follows. Section 2 reviews related work on edge monitoring solutions. Section 3
proposed the thematic taxonomy for edge monitoring solutions. Section 4 provides an overview of the
state-of-the-art edge monitoring solutions. Section 5 discusses open research issues and challenges in edge
computing. Section 6 presents a conclusion of the whole paper to present the findings.

2 Related Work

This section reviews and analyses existing studies that are related to edge computing-based monitoring
and observability frameworks. The study examines their proposed architectures, evaluation methodologies,
and application domains. The discussion highlights the key contributions and limitations of these works, with
particular emphasis on performance monitoring, anomaly detection, and reliability analysis in distributed
edge environments. Furthermore, the motivations and research gaps identified in the literature are critically
examined to establish the need for more lightweight, accurate, and scalable monitoring solutions suitable for
resource-constrained edge systems.

2.1 Research Motivation

The fast-evolving mobile ecosystem and the intersections of new service paradigms, comprised of
Internet-of-Things (IoT) ecosystems and sensor-based services, are driving the need for more real-time
computational capabilities at the edge of the network. With new workloads and the adaptive allocation of
resources with very low latency, and the availability of cloud resources in the center of the network, the
classical cloud-based architectures are not effective. The growing number of mobile and IoT devices generates
constant streams of data, and sending all the data to cloud data centers adds communication delays, soaks the
bandwidth of the network, and increases energy consumption. With the described challenges, Mobile Edge
Computing (MEC) appears to be one of the most important paradigm shifts for the design of the network,
allowing for real-time computation to be done closer to the sources of data.

Task scheduling and offloading, in terms of the advantages, still remain difficult challenges in MEC.
These challenges are the result of the irregular nature of the wireless channel’s quality, the mobility of users,
the various levels of capability of devices, the workload, the utilization of edge devices, and the position of the
edge servers [28,29]. Transfer events, where devices transition between network coverage zones, can interrupt
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or degrade the performance of a task being executed without the scheduling controlling for the mobility
pattern. All of the above-described complexity and interrelated factors contribute to the determination
of a suitable task placement. The number of factors describing the system can be used to create a multi-
dimensional model, which can be used to describe task placement and latency, the cost of the data to be sent,
the energy consumption of the devices, and the computation of the devices [30].

Table 1 provides a consolidated perspective on existing edge computing and monitoring approaches,
a structured comparison of representative studies. In this work, we have explored diverse architectural
models, monitoring strategies, and edge-enabled applications, all of which have their contributions that
vary significantly in terms of empirical validation, scalability, and practical deployment. A comparative
assessment of these models will help in identifying both their strengths and limitations, thereby illustrating
unresolved challenges in real-time edge monitoring and observability. As shown in Table 1, the primary edge
computing studies provide a conceptual and architectural basis focusing on the reduction of the latency
and support of the mobility, but the empirical evaluation is missing. Then, studies started emerging that
provided domain-specific monitoring solutions, especially in the fields of healthcare, industrial systems, and
smart infrastructure, which showcased optimized responsiveness and on-site analytics. Nevertheless, they
were still constrained with regard to the application scope, with limited privacy, and minimal scalability.
Contemporary kernel-level and smart monitoring solutions provide precise time, low latency, and superior
detection accuracy. However, they tend to be (Operating System) OS-dependent and have additional training
and deployment complexities. This outlines the gap present in theoretical literature and practical edge
monitoring systems that are scalable and applicable. Integrated observability is lacking in the current MEC
scheduling models. Observability is the ability to monitor the system’s behavior, patterns of performance,
the use of resources, and responsiveness. The distributed and heterogeneous nature of MEC systems does
make real-time monitoring more difficult than in centralized cloud systems. This lack of observability makes
it difficult to monitor the system’s performance. From the absence of observability, scheduling algorithms in
MEC systems perform poorly. They are simply unable to handle the runtime scenarios, emerging bottlenecks,
and provide consistent Quality of Service (QoS).

Table 1: Strengths, and limitations of existing edge monitoring solutions.

Proposed
Method/Reference

Tool/Technique
Used

Strengths

Limitations

Secure IoT Service

Trust Evaluation +
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96% detection
DeSFAM (eBPF + Al & Requires
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Framework) [28] ML training cost
overhead
Foundational EC
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Cloudlets, Fog
Computing Model

model; reduces
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mobility support

Conceptual only;
lacks empirical
evaluation

(Continued)



Comput Mater Contin. 2026;88(2):6

Table 1 (continued)

Proposed Tool/Technique oL
Method/Reference Year Used Strengths Limitations
. No
. . Edge-Cloud Identifies full EC . .
Edge Computing: Vision . . implementation;
2017  Hierarchy, Service  challenge landscape; .
and Challenges [32] _ L no monitoring
Offloading comprehensive vision _
experiments
Determining Edge Node eBPF, kprobes, Nanosecond Linux-only; no
Real-Time Capabilities 2022  High-precision precision; extremely multi-node
(eBPF) [33] Timing low overhead evaluation
Demystifying eBPF Reveals performance No security or
Performance of eBPF , ) .
2025 Benchmarking bottlenecks; precise monitoring
Network _ . o .
L Suite evaluation pipeline evaluation
Applications [34]
Not validated i
Real-Time Monitoring Edge-Cloud Enhanced industrial Ola‘r,ael siaele n
and Analysis (Industrial 2019 Collaborative stability; real-time '8¢
Edge) [35] Sensin diagnosis distributed
30
8 & & factories
Mobility & . Higher QoS accuracy Small dataset;
Bayesian e
Dependence-Aware QoS T under mobility; moderate
. 2021 Monitoring + Lo .
Monitoring KNN reduces monitoring computational
(ghBSRM-MEC) [36] deviation overhead
SSD, MobileNet, High iti . .
Edge-Based Insulator _0 rere 1§41 fecognition Domain-specific;
i Multi-model accuracy (~95%); . .
Self-Explosion 2021 , limited scalability
Monitoring [37] Fusion (YOLO, lowers beyond grids
gl RCNN) communication cost Y &

To overcome these challenges, there is a need for a comprehensive scheduling framework that is
supported by observability and capable of making intelligent task offloading decisions while considering
dynamic network behavior and changing performance conditions. The motivation of this research is to
develop a cost-aware and mobility-enhanced task scheduling approach that integrates latency modeling,
energy consumption estimation, and transmission delay analysis. There are some limitations in the current
monitoring solution as well, including scheduling methods, a lack of mobility support, no performance
modelling, and poor system visibility. This work is an effort toward the development of more adaptive,
efficient, transparent edge computing. The goal of this work is not only to improve theoretical understanding
but also the design of next-generation MEC systems, which can provide reliable and real-time computation
services for modern mobile, IoT, and distributed applications.

2.2 Research Objective

The objective of conducting this study is to offer a thorough insight into the observability frameworks
and tools that have been specially developed for containerized microservices. The primary contribution of
this study is the establishment of a thematic taxonomy, which would serve to introduce a sense of order to
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a field of study that, to the current state, has not had a systematic means of categorizing edge monitoring
tools and applications developed for such purposes in place. In addition to offering a means of systematic
categorization, the findings and methodology of this study will offer a comparison that reveals the true effects
of such tools on system reliability and performance.

2.3 Data Collection Process

In the process, searches were conducted using different libraries i.e., IEEE Xplore, ACM Digital Library,
and Google Scholar, utilizing targeted keywords such as:

o Observability in micro services

«  Containerized environments

e Micro services Performance Monitoring in Kubernetes
«  Observability in Cloud-Native Applications

Additionally, industry-standard tools such as OpenTelemetry, Prometheus, and Grafana were selected
due to their widespread adoption. The collected data informed the thematic taxonomy and facilitated the
comparative analysis of observability solutions.

2.4 Selection of Observability Frameworks and Tools

In the selection process, researchers have suggested exploring other ranked frameworks. The technolo-
gies involved in these frameworks were capable of providing relevance to micro services and containerized
environments. There are some industry standard solutions like Prometheus, Loki, Jaeger available, as well as
tools made for cloud computing (or containerized composite apps) to solve new problems. The assessment
was centered on three primary observability characteristics:

e Metrics collection
« Distributed tracing
» Logaggregations

These criteria provided comprehensive insights into each framework’s role in enabling observability
within microservices architectures.

2.5 Inclusion and Exclusion Criteria

Inclusion Criteria

«  Studies on task scheduling, computation offloading, or performance optimization in MEC.

«  Research offering analytical models for latency, transmission delay, or energy consumption.

«  Work addressing mobility-aware decision-making or dynamic wireless conditions in edge systems.

o  Studies incorporating observability elements such as performance monitoring or resource tracking.

«  Research presenting cost models, optimization formulations, or mathematical frameworks for edge
task execution.

o  Recent studies comparing local and edge execution performance.

Exclusion Criteria

«  Studies limited to cloud computing with no edge involvement.

»  Research on mobile performance is lacking in scheduling or offloading aspects.
«  Models missing latency, energy, or transmission cost components.

«  Papers providing only conceptual architecture without analytical evaluation.
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o Outdated work (pre-2017) unless foundational to MEC.
o Solutions designed for monolithic or centralized systems without mobility or distributed execution.

The review and selection process establishes a clear foundation by identifying relevant studies, frame-
works, and evaluation criteria within the domain of edge computing and observability. Building upon this
foundation, Section 3 introduces a structured taxonomy that organizes these selected works into coherent
categories. This transition enables a more analytical perspective, where the diverse approaches identified
earlier are thematically classified based on common parameters, thereby facilitating a deeper understanding
of patterns, relationships, and gaps in edge monitoring solutions.

3 Taxonomy of Edge Monitoring

This section presents a thematic taxonomy of existing edge monitoring solutions discussed in the
literature, with particular emphasis on their classification. The proposed classification is based on a set of
parameters that frequently appear across the majority of related works, as shown in Fig. 2. The parameters
that were chosen and used in this thematic taxonomy include Monitoring Intent, Telemetry Indicators,
Observability Scope, Architectural Layers, Deployment Environment, Observability Toolchain, and Archi-
tecture Paradigms. Each dimension incorporates refined subtopics that consistently emerge across modern
monitoring frameworks. Monitoring Intent captures goals related to performance optimization, real-time
responsiveness, and security and reliability assurance. Telemetry Indicators encompass the key signals used
to characterize system behaviour, including latency-related measures, resource consumption indicators, and
quality-of-service metrics. Observability Scope distinguishes whether monitoring is focused on device-
level behaviour, edge-node execution, or application-level operations. This is where the computing actually
happens, in Architectural Layers. The precise computing happens in the architectural layers, be it fog, edge,
or cloud. The deployment setting denotes the place of the physical hardware and where monitoring is to be
performed, such as well-endowed cloud data centers or lean devices at the edge. For us to reason about and
troubleshoot what’s going on in these systems, we need our observability toolchain to gather all this data and
let us query it. Architectural paradigms specify how such disparate systems are architected and constructed,
for example, edge—cloud symbiosis, Edge Al or the increasing reliance on containerized micro services.

Edge Monitoring Observility

Performance Latency & Device-Level & Kubernetes- > eBPF-Based

D> Optimization D> Timing Metrics B> Sensor-Level > Edge Layer N Based Edge Tracing > Hybrid EC
\__Monitoring & Cloud ) L
Clusters
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Security & [ Qos/ ) Application/Service- B Cloud Laver Embedded / Distibuted
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Assurance Indicators } Edge Devices Edge
- / 4 — Analytics

Figure 2: Conceptual comparison of cloud and edge computing architectures.
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This taxonomy provides a clear and logical structure that brings together practical methods, such as
eBPF-based tracing, on-device inference, and fault stress testing, with theoretical models. By bridging this
gap, it helps us identify patterns in a systematic way and maintain a consistent focus, ultimately allowing
different monitoring studies to connect and complement each other more effectively.

3.1 Monitoring Intent

As shown in Fig. 2, the monitoring intent is concerned with what should be measured in an edge
computing system. In the scope of traditional computing, resources at edge environments are limited and
workloads are changeable abruptly and cannot afford delay. If youre new to the concept of monitoring
intention, its core is finding a way to safeguard your system and make it always available and secure. To
provide such monitoring, it requires monitoring edge nodes in a continuous manner so that the nodes are
kept live and viable despite sudden changes in the network.

3.1.1 Performance Optimization

The main concern for performance optimization is to keep things stable and use fewer resources. Since
the nodes on the edges have fewerresources in terms of processing capability, a more accurate measurement
of CPU use and memory patterns as well as task processing, becomes essential. This will enable more
informed workload distribution and model adjustment to avoid the bottlenecks that are characteristic
of resource-constrained hardware, even as the system maintains a high level of efficiency due to the
changeable workload.

3.1.2 Real-Time Responsiveness

In most edge use cases, having the ability to respond to local occurrences on the spot can be taken as
an indicator of success. Real-time monitoring ensures that an immediate feedback cycle is achieved to fulfill
the latency requirements of higher intensity by monitoring queue accumulation and event distribution at
the time of occurrence. For instance, in applications such as industrial sensing or auto-automation, real-time
observation of phenomena ensures that critical decisions, for instance, at the time of observation, are taken
at an edge point and not after an entire round-trip to a cloud point.

3.1.3 Security ¢ Reliability Assurance

Security and reliability mainly focus on maintaining the stability, integrity, and reliability of edge
systems. The goal of monitoring is to identify anomalies, detect unauthorized or hazardous behavior,
and evaluate system strength at both the software and hardware levels. Since edge nodes are deployed in
distributed and often unprotected environments, monitoring acts as a safeguard against resource misuse,
abnormal patterns, and potential intrusions. Some reliable monitoring systems also detect early signs of
degradation, sensor faults, or performance instabilities that could lead to failures. Considering all these
together, this ensures continuous, safe, and predictable operation across decentralized edge infrastructures.

3.2 Telemetry Indicators

Fig. 2 highlights the different types of telemetry indicators, focusing on the various ways to measure
system behavior in edge environments. This includes the measurement of the various ways in which
resources are utilized in the different distributed computing, communication, and resource computing. The
various ways resources are used provide a foundation for measurement for the different ways in the edge
distributed devices in the various ways of empirical, monitoring, managing, and optimizing each of the
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resource types. Given that edges operate under different types of variable load, the edges operate under
telemetry, which is processed at different dead networks and at different heterogeneous embedded processing
hardware constraints. This provides different ways to measure and evaluate the balance of computation,
communication, resource utilization, and various processes.

3.2.1 Latency and Timing Metrics

The various types of performance metrics cover a core category of telemetry, which includes processing
delays, task completion times, throughput, CPU, and even metrics of utilization, memory, and resource
metrics. The metrics help measure and evaluate the ability of the edge node to execute and perform various
workloads. The metrics measure and evaluate the distribution of the resources in the system, and the metrics
of resources. The utilization of the resources in the system, and the distributed resources among the systems,
is effective and is in a limited state of resources.

3.2.2 Resource Utilization Metrics

The network and communication parameters detail telemetry involving delays in transmission, packet
loss, jitter, stability of the connection, and quality of the link. These parameters are critical in edge systems,
as data must move through temporary and highly variable wireless channels. Tracking communication in
a system makes it possible to select a new route, reconfigure the distribution of workload, or shift to a
different edge node in order to maintain the continuity of the operation. Because network conditions are
the primary factor that affects the latency, energy usage, and dependability of the distributed computation,
communication-related telemetry is very important for maintaining a particular level of quality of service,
as it is directly correlated to the level of service offered.

3.2.3 QoS/Anomaly Indicators

For telemetry related to security and anomaly, the primary focus is on curious system behavior,
including the atypical invocation of system calls, unanticipated behavior or activity, or any of the patterns
that are detached from normal operation. These symptoms may signal potential interruptions, resource
underutilization, data manipulation, or other undesirable conditions that can compromise the reliability and
security of the system. By continuously surveilling and evaluating these parameters, edge systems can issue
warning messages, take remedial action, or contain affected components when the situation demands it. This
type of telemetry is critical within distributed edge computing environments, where nodes are subjected to
more risk.

3.3 Observability Scope

As shown in Fig. 2, the degree to which a monitoring system can be considered effective is heavily
influenced by its Observability Scope, which is its boundaries of strategic focus that dictate what monitoring
is done and what is filtered out as insignificant behavior. The heterogeneity of edge systems naturally makes
a monitoring plan inadequate, as these networks comprise a great number of nodes and dynamic network
conditions. By defining a scope on which a monitoring system focuses, it becomes possible to highlight
data points and filter out noise that could overcome the edge system’s limited hardware capabilities in a
monitoring system.
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3.3.1 Device-Level & Sensor-Level Monitoring

On the most comprehensive level, observability begins to concentrate on each individual node. This
includes monitoring CPU cycles, memory pressure, and system calls to understand the translation of
hardware events into system-level latency. In the context of edge nodes that need to run independently in
various distant sites, observability is a lifesaver, and it helps to specifically isolate a problem of resource
consumption or hardware decay that needs to be fixed prior to alocal failure that could bring down a system.

3.3.2 Edge Node & Network-Level Monitoring

Network-level monitoring at the system as a whole, instead of focusing on just individual devices.
It shows how different devices communicate with each other over the network. This helps in checking
connection quality, delays in communication, and changes in performance caused by movement or unstable
connections. Because edge devices work together and share data, a stable and reliable network is important. If
network connections are weak or unpredictable, it can affect the entire system, causing service interruptions
or uneven workload distribution.

3.3.3 Application/Service-Level Monitoring

Application-level observability correlates raw system data to what users are actually experiencing. It
facilitates demonstrating how an application will perform under real-time conditions in terms of response
time, accuracy and quality of results. Particularly in the domain of medical applications or industrial robotics,
even minor latencies can cause big problems. This is to monitor when apps behave in the edge environment
and, based on a policy, automatically allocate resources to meet performance requirements.

3.4 Architectural Layers

Fig. 2 categorizes architectural layers; the edge contains several layers, which range from small sensors
at the bottom to fog nodes in the middle and a central cloud layer at the top. Each layer provides another
perspective as to whether the system is functioning or not, and how trustworthy that layer might be. It is
the combination of these layers that assists in determining where monitoring should take place, since not
all monitoring can or should be executed from a battery-powered sensor, as it may not support the same
degree of checking as a cloud server. So in this case, that monitoring becomes more flexible. It is able to easily
detect problems at different layers and, at the same time, provide a high-level view that can reduce system
circulation time.

3.4.1 Edge Layer

At the device level, this is the most basic layer of computing infrastructure. It is made up of IoT sensors,
embedded devices, mobile clients, and lightweight processors that run close to the physical environment.
At this layer, monitoring is done through hardware behavior, sensor readings, real-time actions, and system
activity. This layer is critical for applications that demand immediate response, such as health monitoring,
autonomous movement, and industrial sensing. Because of limited resources and changing operating
environments, monitoring device level is critical for avoiding localized failures, increasing data integrity, and
detecting abnormal patterns at this level without sending the problems to the upper level.

3.4.2 Fog Layer

The edge layer contains fog nodes, gateways, micro-data centers, and servers that actually process data
at the point of origin. Instead of merely relaying information, these nodes filter, aggregate, and process data
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as it flows through. To ensure this layer runs smoothly, we have oversight regarding resource usage, real-time
behavior, and how well these nodes work with the cloud or other devices. At the end of the day;, it is the
edge that makes low-latency and mobile apps feasible. And by keeping monitoring, we can immediately spot
bottlenecks, balancing work across the cluster to keep performance even when data flow gets unpredictable.

3.4.3 Cloud Layer

The powerful back end of the system is out in the cloud, tackling tasks that require a lot of storage and
heavy processing. While edge devices address snappy, real-time operations, the cloud works on more holistic
concerns, including retaining long-term data storage, working with complex models, and managing general
security. At the cloud level, you're not making small instantaneous changes to adjust something immediately
but rather tracking long-term patterns and ensuring data is kept synchronized as the system scales—and that
the whole thing remains stable along the way.

3.5 Deployment Environment

A monitoring system does not exist in a vacuum but is affected by the world around it. This could be
a paradigm for the development of the system itself because, irrespective of whether the system falls into
the health sector, industry, or transportation network, the environment defines the conditions that must be
met, as mentioned in Fig. 2. This could be the sensitivity of the information being dealt with or the allowable
system downtime, because the moment these physical world conditions are factored in, the entire scenario
of the system changes because of the monitoring challenges presented by the environment.

3.5.1 Kubernetes-Based Edge ¢ Cloud Clusters

The Kubernetes edge system is useful in health monitoring platforms, biomedical sensing systems, and
smart homes, in which reliable data collection is necessary. Most of the data in the above fields is sensitive,
such as health data, critical alerts, and interactions between sensors, edge systems, and cloud systems. The
key objective of health monitoring in these areas is accuracy of data, ensuring low latencies in critical alerts,
as well as minimizing reliance on the central systems. The observability requirements suit various sensors,
network connectivity, and changing workload requirements.

3.5.2 Containerized Edge Nodes

Industrial setups and smart grids are not merely about data acquisition and monitoring, but also
ensuring that safety-critical systems are working perfectly without a hitch. In these setups, a network of edge
nodes is embedded within factory floors and power lines, where any form of delay, no matter how minute,
can result in a serious malfunction. In these setups that are already dealing with very intensive chores, such
as real-time image analysis and malfunction detection, there is a high requirement on the monitoring tools
to be extremely light and precise regarding their usage tracking.

3.5.3 Lightweight Edge Devices

Edge computing for transportation and smart cities is a domain that interacts with mobile clients,
has fluctuating channels, and mixed workloads. It is used for traffic surveillance, vehicular analytics, and
public safety surveillance, where low latency and location awareness pose a prominent challenge. System
monitoring, in these domains, has to detect issues that may arise from mobility, a fluctuating Internet,
coupled with a steady flow of data from all distributed nodes. Observability in these systems is, hence, focused
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on monitoring latency, throughput, and mobility. The deployment context requires monitoring systems that
are adaptive, lightweight, and capable of coordinating across wide geographic regions.

3.6 Observability Toolchain

Fig. 2 identifies observability toolchains as a key dimension, encompassing technologies such as eBPF,
Al-driven analytics, distributed tracing frameworks, and telemetry pipelines. It is the combination of tools
and techniques that help us make sense of the things that are happening across the edge. For edge computing,
which is the combination of many different devices and unpredictable workloads, you cannot simply apply
a single tool. It requires a blend of fine-grained understanding and the ability to scale. A reliable toolchain
permits kernel-level tracing and real-time analytics, which endows the system with the situational awareness
to recognize and mitigate issues early on, without introducing too much overhead to any of the processes.

3.6.1 eBPF-Based Tracing & Kernel Instrumentation

eBPF is the foremost technology for unprecedented granularity. It permits the observation of kernel
activity, system calls, data packets, and OS interactions without the need to modify the source code of the
targeted application. This is particularly advantageous to containerized platforms. Observability at the source
allows us to identify and remedy bottlenecks and timing issues within a negligible duration. In a setting
where every millisecond counts, eBPF is the indispensable technology to achieve optimal performance.

3.6.2 Artificial Intelligence and Machine Learning (AI/ML) Driven Analysis & Detection

In the systems that change rapidly, fixed rules and limits are not effective. This is where Artificial
Intelligence and Machine Learning help. These technologies learn from system data to spot unusual behavior,
predict possible failures, and improve how tasks are scheduled. Instead of waiting for a system to fail, machine
learning allows problems to be detected early. This is especially important in areas like healthcare, where
identifying a problem before it happens can prevent serious consequences.

3.6.3 Distributed Telemetry & Edge Analytics

It is apparent that the Al or ML techniques being utilized focus on the numerous ways that data patterns
are inspected and examined within the context of tools of prediction and decision-making. It learns from
data that is collected by telemetry with the purpose of examining the various ways that irregularity may
occur. Another aspect of this technology is that it supports the various ways that adaptation can occur with
tools of monitoring in an environment that lacks sufficient static threshold levels.

3.7 Architecture Paradigm

As presented in Fig. 2, the architectural paradigm focuses on the multiple potentialities found in
the design of edge monitoring systems for the framework or structure, which considers how different
responsibilities in systems for computing, communication, and observability are distributed across different
devices, nodes, and cloud systems. Architectural paradigms found in edge computing provide the building
blocks necessary for different means by which latency and fault tolerance can be traded off for monitoring
depth. A taxonomic framework is further described with regard to different architectural choices in these
paradigms because it explains different means by which different designs meet monitoring requirements and
different means by which resource processes can be organized. These concepts are critical for determining
different means by which monitoring frameworks meet the different gaps found in operations.
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3.71 Edge-Cloud Hybrid

The edge-cloud hybrid model describes the different ways monitoring and computation are allocated
among dispersed, localized nodes and centralized systems. This model describes the trade-off between rapid
responsiveness and extensive computing power. It uses the edge for instantaneous filtering and local decisions
and the cloud for prolonged storage and distributed optimization. These hybrid architectures offer different
ways to advance flexibility and enhance data transmission. This division of responsibility supports the various
ways frameworks adapt to the different types of variable workloads and network conditions.

3.7.2 Edge AI

Distributed Edge AI is the combination of different methods of machine learning and analytics at the
edge. This paradigm provides different ways for systems to process and respond to data at the edge without
the time delays of the global network. Monitoring within this paradigm focuses on and analyzes the different
ways telemetry and application outputs interface to keep each of the AI processes within reliable bounds.
Providing this type of intelligence creates different ways to augment autonomy and decrease the multiple
types of communicative friction. This approach is especially valuable in the diverse needs of context-aware
monitoring in the industrial and healthcare domains.

3.7.3 Micro Services

The containerized micro services paradigm focuses on how functionality is modularized into different
isolated components. This approach aligns with the ways edge and cloud-native frameworks operate in
concert for resource management and inter-service coordination. Monitoring in this paradigm is centered
around the diverse ways container performance is monitored and the patterns of communication, or lack
thereof, in each of the distributed services. The modular approach creates an environment for the different
ways fault isolation and dynamic scaling, or the lack thereof, are achieved. This makes it appropriate for the
many different ways complex edge deployments need to scale.

4 Review and Comparative Analysis of State-of-the-Art Edge Monitoring Solutions

This section comprises two subsections. In Section 4.1, we discuss the state of the art monitoring
solutions, and in Section 4.2, we discuss about the comparative analysis of the current state-of-the-art
monitoring solutions using the thematic taxonomy we have developed in Section 3.

4.1 State-of-the-Art Edge Monitoring Solutions

Edge computing is a paradigm that has emerged to address the challenges posed by traditional cloud
computing architectures. This taxonomy synthesizes insights from research papers to provide a broad
overview of the challenges, solutions, applications, evaluation methodologies, integration with emerging
technologies, and future directions in the field of edge computing.

4.1.1 Foundational and Architectural Edge Frameworks

This category includes solutions that define the architectural foundations of edge computing, focusing
on workload distribution, latency reduction, and integration with cloud environments. These works provide
the underlying infrastructure and system design principles upon which monitoring and observability
mechanisms are built, but they do not explicitly implement advanced monitoring techniques.
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a. EC’s Rise

In [31], Satyanarayanan discusses the different ways in which edge computing has evolved as a new
technology to solve the issues of outdated cloud systems. The attention is drawn to the measurements of
different manners in which massive amounts of data are governed in the Internet of Things (IoT). This
evolution of placing compute and storage nodes, also known as “cloudlets,” closer to the data source offers a
basis for different ways in which latency is overcome and privacy is ensured. The different manners in which
real-time tracking can be supported by cloud computing systems are offered by different methods involving
bandwidth and latency. This approach offers different manners in which sensitive data can be preprocessed
by sensor data which is an important solution in addition to cloud systems to ensure different manners in
which agility and efficient data management.

b. EC Emergence

In [32], the need for edge computing has been discussed in terms of it becoming a revolutionary tech-
nology that brings resources closer to different types of mobile devices as well as sensors. This technological
change provides different means of efficiently achieving scalable cloud services for IoT. The different means
by which the application workflow of cloudlets relies on edge analytics to improve bandwidth as well as the
efficiency of the system have been described. Because of research work done by different research initiatives,
edge computing stands ready to provide the means by which processing power gets closer to the end-user.

c. Secure IoT EC

In [12], Wang et al. introduce a secure IoT service architecture, which targets the different ways the
computation workload is distributed across cloud and edge nodes. The proposed architecture targets the
measurement of the different ways the network workload and sensitive tasks are distributed, with a focus on
balancing tasks with a high latency rate at the edge nodes. The proposed system also targets the integration
of all the different ways the balancing algorithms and cooperation methods ensure the optimal system
functionality related to efficiency and security. The system enables different ways of improving system
responsiveness and overcoming different ways of communication delays. The system uses all the different
ways of ensuring data privacy and reliability.

4.1.2 System-Level Observability and Lightweight Monitoring

This group focuses on efficient, low-overhead monitoring mechanisms designed for resource-
constrained edge environments. It includes kernel-level observability (eBPF), real-time performance
profiling, telemetry aggregation, and container-level monitoring. These solutions emphasize scalability, real-
time data collection, and minimal system overhead, making them suitable for large-scale and dynamic
edge deployments.

a. eBPF Cloud Apps

In [38], Fournier et al. review the different ways in which eBPF innovation is utilized inside cloud
administrations, and underline its role in the numerous ways by which assets are arranged and secured. This
study has sorted use cases of eBPF under various zones: networking, storage, and security, among others,
to feature the different ways it has been embraced to accomplish execution changes. It gives a premise for
the different ways by which analysts look at arrangement methods and execution increases. Various ways to
seek machine learning and programmable storage have likewise been recognized through eBPE. On-path vs.
off-path monitoring for different structure plans gave insight into the various ways in which complexity is
estimated and tried in an execution.
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b. MessTool Real Time (RT)

In [33], Gowtham et al. discuss the various ways real-time capabilities are achieved on edge servers
running on Linux through the MessTool framework. This tool focuses on the measurement of the various
ways industrial applications perform on edge nodes, providing a foundation for detailed insights into
timing performance. The framework utilizes the various ways of eBPF probing for precise measurement and
focuses on the different ways time-critical applications are profiled. It addresses the various challenges in
monitoring computing nodes and the different types of remote I/O controllers. The architecture includes
various components like the Monitoring Manager and Aggregator to handle the different ways distributed
measurements are processed. This provides various ways to evaluate real-time monitoring within the
hardware constraints of edge environments.

c. EC eBPF Observability

In [34], a novel eBPF-based monitoring architecture is presented. Such a system affords edge observ-
ability at a fine grain. This approach leverages eBPF to observe kernel-side events and resource utilization
without added overhead on the target system. This enables the system to gather data with minimal latency
and performance overhead, making it suitable for a low-power edge network. The architecture also enables
adaptive tracing and continuous monitoring of system health, aiding in increasing reliability. Our test
demonstrates that the system incurs a minimal amount of CPU overhead and maintains an event capturing
precision at the microsecond scale.

d. EC Lightweight Telemetry

In [39], a distributed lightweight telemetry system is proposed to improve the various ways real-time
observability is achieved in large-scale edge environments. The framework focuses on the measurement of
the various ways local monitoring agents adaptively collect and compress system performance data. This
provides a foundation for the various ways summarized metrics are forwarded to edge collectors while
maintaining a limited state of resource utilization. In contrast with typical cloud-based telemetry, this
architecture enables various kinds of hierarchical aggregation, such that the variety of real-time insights is
kept even if constrained by hardware. Experimental results show how it is possible to lower the transmission
latency and computational overhead, confirming that the system ensures accurate monitoring between edge
networks in various ways.

e. EC Orchestration Monitoring

In [40], a microservice-oriented orchestration monitoring system is developed to integrate the various
ways monitoring capabilities work within Kubernetes environments. The framework tracks the various ways
container lifecycles and inter-service communications are measured, providing a foundation for the different
ways resources are managed. Through the various ways of continuous observability, the system provides
different ways to predict anomalies and enable proactive fault mitigation. This highlights the various ways
orchestration-aware monitoring is essential for supporting the different types of scalable and autonomous
edge infrastructures.

4.1.3 Application-Specific and Domain-Oriented Monitoring

These solutions are designed for specific application domains such as healthcare, smart infrastructure,
and intelligent transportation systems. They leverage edge computing to enable real-time data processing,
reduce latency, and optimize bandwidth usage. While highly effective within their domains, these approaches
are often not generalized for broader edge environments.



16 Comput Mater Contin. 2026;88(2):6

a. EC Smart Grids

In [41], the implementation of an edge computing framework is discussed in relation to different
aspects of real-time monitoring in smart grid systems. It points out that real-time monitoring in smart grid
systems takes place in different forms that are measured by the different aspects in which traditional real-
time monitoring systems have shortcomings in power grid systems. The significance of different aspects
in which edge computing enhances frame rate and lowers detection delay compared to cloud computing
systems has been mentioned. Various aspects of solving the problem related to scheduling of monitoring
systems and edge server systems have been explained in relation to designing an algorithm for an efficient
solution. The different aspects in which the framework operates in smart grid systems have been explained
by different experiments.

b. Insulator Detection

To improve the accuracy and responsiveness of this detection system of power grid inspection, an
intelligent online monitoring system for insulator self-explosion is proposed in [37]. This system integrates
deep learning and edge computing. The framework deploys edge nodes to process captured Unmanned
Aerial Vehicle (UAV) image data locally before sending summarized results to the cloud. It uses lightweight
Single Shot Detector (SSD) neural networks for feature extraction and classification of insulator defects.
When compared to conventional cloud-only solutions, this architecture dramatically lowers computational
costs and transmission latency. Additionally, the system uses distributed edge servers to manage parallel
image inference tasks, increasing network reliability and fault detection effectiveness. The proposed edge-
deep learning hybrid system thus represents a scalable and efficient monitoring framework for power grid
asset management, supporting autonomous maintenance and fault prediction.

c. Traffic Monitoring

Tang et al. [35] focuses on improving performance and responsiveness in such distributed systems using
edge computing, in a hybrid edge-cloud setup with tasks running on both edge nodes and the cloud. Local
processing, for tasks like motion detection and object tracking, takes place on an edge node. Longer-term
storage and advanced processing tasks are carried out in the cloud. Edge processing serves to save bandwidth
and reduce latency compared to cloud-only systems by eliminating the step of uploading video to the cloud
for processing. This leads to a more uniform load distribution across the network, allows for more rapid data
acquisition, and permits real-time feedback. These properties are corroborated by empirical studies showing
that the framework is scalable and responsive to changing conditions, e.g., the time to download the data
falls considerably when varying the sampling precision.

4.1.4 QoS-Aware, Mobility-Aware, and Performance Monitoring

This category focuses on maintaining system performance and service reliability under dynamic
conditions. It includes QoS monitoring, mobility-aware frameworks, and fault analysis mechanisms. These
solutions aim to ensure stable service delivery by monitoring latency, throughput, and system resilience,
particularly in environments with fluctuating workloads and user mobility.

a. QoS Monitoring

Zhang et al. [42] proposed a novel approach called ghBSRM-MEC (graph-based Bayesian Service
Relationship Model for Mobile Edge Computing) that focuses on monitoring Quality of Service (QoS)
in the context of mobile edge computing. This approach tackles challenges related to user mobility and
interdependencies among QoS parameters with the goal of minimizing monitoring inaccuracies. It proposes
the idea of forming parent attributes to mitigate dependence between QoS attributes and switching edges
in a dynamic way for monitoring purposes. The architecture of ghBSRM-MEC, the algorithmic formulation
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of the methodology, and the empirical assessment of the methodology include difficulties within traditional
QoS monitoring, the importance of probabilistic monitoring approaches, and the need for effective QoS
monitoring in mobile edge computing.

b. Fault Impact

In [43], they examine the effect that various resource-contending faults have on the latency of edge-
computing processes. And also, it looks into multiple overloads inflicted, for instance, on object recognition
and speech recognition applications. The goal is to find out which faults are the worst for meeting the
requirements to improve fault tolerance on edge computing systems. The research method involves bench-
marking applications on a Raspberry Pi computing device and then performing a fault injection experiment
to measure the disruption’s impact on the performance metrics, which is latency. The results of the study
reveal resource-stressing edge faults that can be addressed to increase the trustworthiness of edge systems
and systems for resourcedeficient area.

c. EC Fault Resilience

In [44], a fault-resilient edge framework is proposed to analyze the various ways system overloads
and hardware faults impact application latency and availability. The study introduces a foundation for
measurement through fault injection mechanisms that emulate the various ways CPU and memory stress
occur at runtime. By profiling the various ways different fault types affect the system, the research identifies
different ways to evaluate critical vulnerabilities in time-sensitive applications. Experimental results show
how the various ways of dynamic load redistribution can recover lost performance after transient failures,
providing various ways to enhance the reliability of self-healing edge infrastructures.

d. EC QoS Mobility

In [36], a mobility-aware QoS monitoring framework is proposed to ensure the various ways consistent
service delivery is managed in mobile edge scenarios. The system continuously monitors the various ways
latency, jitter, and throughput interact as users move between network cells. By using probabilistic modeling,
the framework reduces errors in monitoring when users or devices are moving. This helps limit service
disruptions and keeps the quality of service more stable. It results in smoother and more reliable connectivity,
which is especially important in smart transportation systems.

4.1.5 AI-Driven and Intelligent Monitoring Systems

This group represents the integration of artificial intelligence into edge monitoring. These solutions
enable intelligent anomaly detection, model performance tracking, and adaptive system behavior. They mark
a transition toward autonomous and predictive observability, where monitoring systems can dynamically
respond to changes in workload and data patterns.

a. EC ML Drift Detection

In [45], a monitoring solution for machine learning drift detection is implemented to focus on the
various ways inference accuracy is sustained at the edge. The system tracks the various ways data distribution
shifts and prediction errors are measured at edge nodes to detect early signs of model degradation. Upon
detection, the framework provides various ways to trigger retraining workflows and synchronize models with
the cloud. This approach ensures the various ways distributed edge ML models remain adaptive, improving
the different ways decision reliability is maintained in dynamic and data-intensive scenarios.

b. Federated EC Privacy

In [46], a federated edge monitoring system is proposed that enables secure data analysis in distributed
IoT settings, preserving the user’s privacy. Sensors spot trouble locally and send only encrypted data to
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a centralized system. This method is used to protect sensitive information. By integrating encryption and
secure aggregation, the system provides strong data confidentiality. The series of experiments performed to
confirm that the proposed secure monitoring technique works successfully with a marginal accuracy drop
and lower communication.

¢. EC Dynamic eBPF-driven Syscall Filtering and Anomaly Mitigation (DeSFAM)

Zehraetal. [28] proposed DeSFAM, an adaptive monitoring framework designed to improve the various
ways real-time observability and threat mitigation occur in containerized environments. By combining
the various ways of Al-driven anomaly detection with eBPF-based kernel tracing, the system allows the
monitoring layer to adapt to the various ways workloads shift. Experimental evaluations show the various
ways DeSFAM achieves high detection accuracy in identifying malicious activities while reducing the various
types of monitoring overhead. The framework provides various ways for edge-hybrid environments to
outperform static systems in terms of the measurement of latency and adaptability.

4.1.6 Other Monitoring Solutions

Several edge monitoring solutions have been extensively discussed in various research papers, each
addressing different aspects of edge computing environments. Astrolabe, for example, is a hierarchical
monitoring system that organizes nodes into domains (zones) and uses on-the-fly aggregation to compute
summaries of system data, enhancing scalability and efficiency [47,48]. There are a number of systems
available to manage a large, complex environment. SDIMS [49] (Scalable Distributed Monitoring System)
provides a robust infrastructure for large network systems and distributed resources, ensuring effective mon-
itoring across the networks. Fog/Edge Monitoring emphasizes scalability, non-intrusiveness, and locality.
They often feature data aggregation, event-driven monitoring, and long-term storage capabilities that support
fog and edge infrastructures [50-52]. Cloud monitoring solutions specially designed for cloud environments
that mainly focus on scalability, robustness, non-intrusive, and real-time monitoring to maintain smooth
cloud operations [53,54]. IoT monitoring solutions are designed for Internet of Things (IoT) devices, which
are sensors and smart devices [55-58], prioritizing real-time monitoring, data processing, and context
awareness to handle the unique challenges of IoT ecosystems [59]. Some monitoring solutions are designed
for applications that can adapt automatically. These systems track performance and resource usage to
ensure applications run efficiently. Additionally, in [60-63], these solutions focus on cloudlets, which
are small servers placed close to users to reduce delays. Monitoring in these environments emphasizes
fast response times and scalability. The influence of monitoring in fog and edge computing [6,64,65]
underscores the necessity for scalable, non-intrusive, and context-aware monitoring solutions. Moreover,
holistic monitoring services for fog/edge infrastructures propose comprehensive solutions that integrate
these critical features [32,66]. Recent advancements highlight the integration of Al-driven techniques into
monitoring systems for complex distributed environments. Machine learning enhances anomaly detection
and log analysis and reduces alert noise in Kubernetes-based systems. Additionally, AI-driven microservices
monitoring frameworks leverage fine-grained telemetry and model-centric metrics to improve system
visibility, root cause analysis, and overall observability in dynamic cloud-native environments [67,68]. Lastly,
discussions on push vs. pull approaches in web-based network management highlight the importance of
monitoring and control in optimizing edge computing environments [29,41]. Collectively, these solutions
illustrate the diversity and complexity of edge monitoring, emphasizing the crucial need for adaptable and
efficient monitoring frameworks to support the dynamic nature of edge computing.

The discussion of state-of-the-art edge monitoring solutions highlights a wide range of architectures,

tools, and application-specific implementations, each addressing different challenges in edge environments.
Due to the observation that reported numbers from various works are obtained from different platforms with
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different datasets, workloads, and edge/fog/cloud deployment scenarios, direct comparison of these numbers
may not be completely apples-to-apples. Thus, comparisons in this paper are conducted based on a common
set of axes (for example, latency, overhead, network bandwidth consumption, detection accuracy) when
available. This comparison will serve as a guideline to provide relative and trend analysis among existing
approaches, based on both quantitative numbers and architectural qualitative analysis. While these studies
provide valuable insights into design choices and practical deployments, a deeper understanding requires
an analytical comparison across common dimensions. To achieve this, the following analysis evaluates these
solutions using a unified framework, enabling a clearer identification of their strengths, limitations, and
overall effectiveness in supporting scalable and reliable edge observability.

4.2 Comparative Analysis of State-of-the-Art Edge Monitoring Solutions

This sub-section provides a critical analysis of edge monitoring solutions based on the parameters set
in the taxonomy in Section 3. This comparison is categorized into qualitative and quantitative aspects of
existing edge monitoring solutions. The monitoring solutions presented in the table were analyzed, and their
distinguishing attributes and features are illustrated in Table 2.

Edge monitoring is taking charge of modern distributed systems in terms of reliability, responsiveness,
and security. As edge computing spreads into areas like healthcare and industrial automation, monitoring
systems need to handle a wide range of devices while also working within limited resources. To provide
a unified understanding of how research approaches this, this section presents a detailed analysis of the
various ways state-of-the-art frameworks are built. The analysis synthesizes how each solution uses telemetry,
architectural patterns, and monitoring goals to achieve system visibility.

Across the surveyed literature, the various ways monitoring solutions demonstrate their primary
intent are quite clear. Several frameworks focus on the measurement of the various ways performance is
optimized by reducing response latency and balancing computation. General studies emphasize the differ-
ent ways proximity-based computation lowers delays in various latency-sensitive domains like vehicular
networks [31,32]. More targeted systems leverage the various ways edge-side deep learning minimizes
transmission delays [37]. While other tools, such as MessTool, focus on the various ways real-time
responsiveness is measured through nanosecond-level timing [33,35]. Security-centric frameworks expand
this intent by focusing on the various ways reliability and threat mitigation are handled through risk
assessment and dynamic balancing [12] distributed IoT deployments, while eBPF-based adaptive systems
strengthen detection accuracy and minimize attack surfaces through kernel-level observability and anomaly
identification [28,34].

The variability in how telemetry is acquired illustrates the various ways methodological diversity exists.
eBPF-based systems prioritize the various ways kernel-level telemetry captures system calls, and packet
flows to provide a foundation for measurement with minimal overhead [33], distributed observability [34],
and adaptive threat mitigation [28]. Conversely, deep learning frameworks in smart grids or manufacturing
rely on the various ways sensor-level signals, such as image streams or voltage patterns, are processed
locally [35,37]. Health-oriented systems monitor the various ways biomedical signals support real-time
diagnosis [32]. Different monitoring approaches focus on different goals. Some QoS-driven systems mainly
track network metrics such as delay and jitter to check whether the network is stable [36]. This shows that
data collection is usually designed to match the specific needs of each application domain.
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A comparison of monitoring is done to cover the various ways of observability that are achieved across
different layers. Some solutions focus on device-level monitoring, where raw data from sensors is processed;
this would be placed as close to the device as possible [13,37]. In contrast, other frameworks focus on the
different ways of edge-node observability that capture metrics from the operating system and kernel [31,33].
There are also hybrid systems that monitor application behavior and service interactions across multiple
layers [35]. Together, the approach in [36] highlights the need for monitoring all layers at the same time to
stay accurate in changing environments.

Many systems also use layered architectures to spread computation efficiently. For example, smart-grid
systems often use a hierarchy where edge devices handle quick analysis, and the cloud requires heavier
processing [35]. Healthcare monitoring systems for elderly users use multistage pipelines that send data only
when an unusual change is detected. eBPF-based systems focus on monitoring directly at the edge to gain
detailed system insights without relying on other nodes [28,34].

Mobility-aware systems mainly monitor the network layer to keep services stable as users move [36].
The differences among these approaches demonstrate how architectural choices are shaped by latency
demands, resource constraints, and domain-level requirements. Deployment environments also vary widely.
Healthcare systems often rely on embedded devices and smart-home nodes to reduce dependence on the
cloud [12]. Vision-based uses powerful GPU-enabled devices to accelerate real-time detection [35,37]. eBPE-
based monitoring systems typically run on Linux systems that support high-performance data collection
and observability [28,31,32,34]. These factors illustrate the different ways edge architectures must adapt to
the various types of hardware constraints and domain-specific requirements.

Finally, monitoring tools and architectural designs differ across systems. eBPF-based tools focus on
low-overhead monitoring by working at the kernel level [28,33,34]. Al-based approaches use compressed
models so they can run on limited hardware. Despite these strengths, there are various ways limitations
remain, such as the lack of end-to-end observability across all layers. These gaps reveal the various ways
unified and security-aware frameworks are still needed to provide multi-layer visibility in the different types

of resource-constrained edge environments.
Evaluation of Observability Solutions: Tools, Features, and Performance Metrics

Evaluating existing monitoring and observability solutions is important for understanding how well
they work in real systems. How they performed in the real world and how suitable they are for modern
edge-based microservices. Previous research has introduced many solutions that focus on areas such as
performance monitoring, detecting anomalies, identifying faults, and adapting to changing conditions across
edge and cloud environments. However, these solutions differ widely in terms of goals, the type of data
they collect, the technologies they use, and how thoroughly they are evaluated. To clearly highlight these
differences, a qualitative comparison of key edge monitoring and observability solutions is shown in Table 3.

Table 3: Qualitative comparison of edge monitoring solutions.

Observability

Paper Reference Data Evaluated Technology Used
Purpose
Metrics, 1 Edge-cl hi ,
EC’s Rise PA, AH etrics, latency dge cl oud arc .1tecture
trends virtualization
Metrics, ME hi , distri
EC Emergence PA, AH etrics, system C architecture, distributed

behavior systems

(Continued)
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Table 3 (continued)

Ob bili
Paper Reference servabIlity Data Evaluated Technology Used
Purpose
Secure IoTEC AD, RCA Logs, security IoT security frgmeworks,
events encryption
T , 11
eBPF Cloud Apps PA, AD race;atszsca eBPE, Linux kernel
MEC Smart Grids PA Sensor da'ta, grid Smart grid IoT, edge analytics
metrics
MestTool IRT PA, AD Fault tr.aces, Real-time fa.ult detection
metrics algorithms
QoS Monitoring PA, RCA QoS metrics QoS models, MEC
Insulator Detection AD Image data Computer vision, edge Al
Traffic Monitoring PA, AD CV event data Computer VlS‘101‘1, edge
processing
Fault Impact PA, AD Impact metrics Edge analytics
_ _ Telemetry . .
Lightweight Telemetry PA metrics Lightweight probes
EC eBPF Observability PA, AD Syscalls, traces eBPF, kernel tracing
EC Fault Resilience PA, RCA . Fault logs,' Resilience modeling
impact metrics frameworks
Model dri
EC ML Drift Detection AD ode d rift ML models, drift analysis
metrics
EC QoS Mobility PA Mobility metrics MEC mobility models
E learning, pri
Federated EC Privacy RCA, AD Federated data ederated learning, privacy
models
Orche.s tra.t1on PA, RCA Orchestrat.1 on Docker/K8s orchestration
Monitoring logs/metrics
EC DeSFAM PA, AD, RCA Syscall traces eBPF, VAE + Isolation Forest

Note: PA = Performance Analysis, AH = Anomaly Handling, AD = Anomaly Detection, RCA = Root Cause Analysis.

This comparison focuses on the various ways the primary observability purpose, the types of data
evaluated, and the technologies employed interact within each approach. As shown in the synthesized data,
early edge-centric studies primarily emphasize the various ways performance analysis and architectural
understanding are achieved through the measurement of latency trends, system behavior, and resource
utilization. These works largely rely on the various ways edge-cloud architectures and distributed systems
models address scalability and the different challenges of the various ways observability requirements change
depending on the different application contexts.
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Advanced approaches further integrate the various ways machine learning models and privacy-
preserving mechanisms support the different processes of adaptive monitoring. Overall, the research
highlights a clear progression from the various ways coarse-grained monitoring was once handled toward the
different ways fine-grained, intelligent, and application-aware observability is achieved today. Following this
qualitative assessment, a quantitative performance comparison of the various ways state-of-the-art solutions
perform is provided in the subsequent analysis in Table 4.

This analysis examines the various ways key metrics such as latency, CPU and memory overhead,
and bandwidth consumption are measured across different frameworks. As illustrated in the performance
data, kernel-level instrumentation techniques provide a foundation for the various ways microsecond-
level latency is achieved with minimal performance overhead. This makes them highly suitable for the
various ways real-time observability is maintained in resource-constrained edge nodes. These monitoring
frameworks demonstrate the various ways latency is significantly reduced compared to cloud-only pipelines
by performing the various processes of local processing and inference directly at the edge, thereby lowering
communication overhead.

Solutions that integrate the various ways of artificial intelligence exhibit high detection accuracy and
provide different ways for effective anomaly identification while maintaining a limited state of resource
utilization. In particular, the various ways lightweight inference models and adaptive security mechanisms
are combined demonstrate a favorable balance between the measurement of detection performance and
computational cost.

However, the quantitative results also reveal the various ways many conceptual and architectural
studies lack the necessary empirical benchmarking, which limits the different ways they can be applied to
performance-critical deployments. Furthermore, some solutions report the various ways strong accuracy
metrics are achieved but require specialized hardware or kernel-level access, which can restrict the various
ways portability and scalability.

Together, these findings present a more comprehensive assessment that integrates the many ways in
which qualitative architectural insights and quantitative performance evidence complement each other. As a
side effect of this double analysis, we demonstrate the nature of different kinds of limitations in state-of-the-
art approaches, and also peel oft how large-scale validation and multi-node evaluation are still not enough.
These gaps provide a foundation for the need for an observability framework that delivers the various ways
of fine-grained visibility and adaptability across the different types of edge microservice environments.

Additionally, domain-specific solutions—including smart grids, traffic monitoring, and healthcare
that demonstrate.
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5 Open Research Issues and Challenges in Edge Computing

Edge computing is a speedily growing field with significant potential to transform the way data is
handled and delivered. However, it also presents numerous research challenges and issues that must to be
addressed for its effective execution and optimization. Here are some of the key open research issues and
challenges in edge computing.

Fig. 3 presents a consolidated view of the major open research issues and challenges in edge computing
identified through the literature review and analytical evaluation conducted in this study. The diagram
highlights six interrelated challenge domains, including comprehensive observability across edge layers,
unified telemetry collection and cross-layer data fusion, scalability and real-time processing constraints,
adaptability to mobility and dynamic edge environments, privacy and security challenges across edge layers,
and emerging research opportunities and future directions. These challenges reflect the complexity of edge
computing systems, which are characterized by various challenges such as heterogeneity, decentralization,
and strict latency requirements. The conceptual roadmap provides a foundation for the various ways each
challenge is examined in depth, particularly regarding its impact on the different ways edge observability
and performance monitoring are evaluated across smart scheduling mechanisms.

/” Comprehensive \
| Observability across
\_ EdgeLayers /

N\

Unified Telemetry
Collection and Cross-
Layer Data
Fusion

Emerging Research
Opportunities and
Future Directions

Open research issues and
challenges in edge computing

N/calability and ReéTl

| Time Processing
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‘Adaptability to Mobility
and Dynamic Edge
Environments

Figure 3: Key open research challenges in edge computing include observability, telemetry, scalability, mobility, and
security.

5.1 Comprehensive Observability across Edge Layers

Even though edge computing approaches have emerged, the problem of achieving end-to-end visibility
has proven to be difficult. To date, much of the research is siloed, looking at the health of the system
at the infrastructure layer or monitoring the cloud, rather than providing a unified view over the entire
data flow, as performance problems are rarely contained within a single component. These problems could
be at the operating system, network, or application layer. To detect problems in real time, a monitoring
framework should be multi-layered and should be able to analyze and reason on real-time information
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from all layers [69]. At the same time, observability should be provided without overloading resource-
constrained edge devices, which are typically battery-powered and computationally limited. Solving this
problem would enable accurate observability for mobile edge applications without sacrificing performance
and battery lifetime.

5.2 Unified Telemetry Collection and Cross-Layer Data Fusion

Edge data may include low-level telemetry streams such as kernel traces, but also high-level semantics
such as mobility. Due to the wide variety in the format and granularity, we often see these monitoring
pipelines become siloed, which limits their usefulness in analyzing the edges. Without a common way to
collect and fuse this data in real time, accurate root cause analysis and diagnosis of small performance drifts
remain beyond the capabilities of current tools. Future research needs integrated architectures that can fuse
this multi-source data in real time to address the limitations of current solutions [54,69]. We need a platform
that reliably collects data and has the ability to correlate data to see where jitters or delays in scheduling or
processing are occurring.

5.3 Scalability and Real-Time Processing Constraints

As edge deployments grow in scale, observability systems face a tradeoff between the telemetry emitted
by the edge nodes and resource consumption on each node, which is typically very low. Many applications
that require real-time monitoring have strict latency requirements that are not compatible with customary
monitoring approaches that are too “heavy”. The problem is that the high frequency and accuracy of the
trace, i.e., monitoring, can interfere with the task’s performance itself [40]. To solve this problem, ultra-
low-overhead observability with sufficient precision, without sacrificing responsiveness, is likely needed.
Adaptive sampling and event-driven tracing appear to be the most promising approaches in this regard.
Thus, frameworks like this could be used to provide high granularity at high load while imposing little or no
overhead when the system is not stressed.

5.4 Adaptability to Mobility and Dynamic Edge Environments

Mobility may add a type of uncertainty that makes it difficult to measure network latency and link
stability. Most of the existing solutions assume some other kind of stable condition, and therefore are not able
to quickly adapt to mobility [70]. This entails considering diverse mobility-aware observability formulations
that combine real-time and predictive perspectives, as well as considering various forms of proactive changes
in the scheduling and tracing depth relative to the different forms of changes in the environment.

5.5 Privacy and Security Challenges across Edge Layers

The deeper the observability mechanisms are, the more types of interaction involving privacy and
security issues have to be considered. The telemetries collected from the devices can reveal the different types
of sensitive user activities and location patterns, which call for the various types of strong privacy-preserving
mechanisms. Different types of instrumentation techniques that involve the kernel can shed more light on
different types of attack surface, which can be addressed by developing different types of secure observability
frameworks with encrypted transport, as well as by employing different types of anonymization to maintain
the different types of analytical value [29,38].

5.6 Emerging Research Opportunities and Future Directions

Aside from the above-mentioned challenges, there are many intersections between observability and
mobility-aware edge computing, such as self-adaptive observability systems and telemetry control systems
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that are able to follow dynamic workloads. Interestingly, a future research direction can include investigating
the type of causal relations that exist over an entire pipeline and the performance anomaly metrics these
relations influence. Future work could additionally consider the core observability and type of schedulers
used, adaptive task offloading, as well as resource allocation achievable.

6 Conclusion

Edge computing is increasingly becoming a core paradigm for latency-sensitive and data-intensive
applications. Its proximity to the end users presents unique monitoring and observability challenges in
guaranteeing system reliability over a highly distributed and heterogeneous environment. In contrast to
homogeneous, elastic infrastructures underlying conventional cloud-centric approaches, edge environments
are characterized by limited computational resources, limited energy resources, shared and constrained net-
working resources, and stringent real-time guarantees. In those regards, a conceptualization of monitoring
and observability in the context of the edge is described.

This work provides a thorough taxonomy of the state-of-the-art edge monitoring and observability
solutions based on their optimization objectives, observability scope, telemetry characteristics, and deploy-
ment architectures. The former is characterized by tracing the source code at the kernel level with relatively
low overhead, and the latter is typified by learning-based observability that is semantically richer but
computationally more expensive. The differences between existing solutions emphasize the need for dynamic
observability frameworks that consider edge resource constraints.

From the comparative analysis have been identified in current research. The comparative analysis reveals
a notable number of solutions and proposals that focus solely on one aspect, either the effectiveness of
anomaly detection or performance monitoring, without cross-layer visibility or a holistic view. This impedes
correlating system behavior across services, infrastructure, and network layers for root cause analysis. The
diversity of deployment environments, ranging from more powerful fog nodes to much more constrained
edge devices, still poses portability and scalability challenges. Many solutions include certain domain-
specific assumptions, which limit generalizability with insufficiently addressed issues like resource overhead,
mobility awareness, and diversified telemetry integration.

From a design perspective, the proposed taxonomy offers important guidance for future edge moni-
toring systems by pinpointing neglected dimensions and the most promising combinations of techniques.
More specifically, such a system integration strategy should represent future research priorities cen-
tered on integrating cross-layer observability with lightweight telemetry mechanisms to provide unified
system/service/network visibility. The coupling of kernel instrumentation under a low footprint (e.g., eBPF-
based techniques) with intelligent adaptive analytics is a promising candidate in this regard. In the same
way, using mobility-aware monitoring and standardized telemetry pipelines can bring great improvements
to how adaptable and scalable the system is in different dynamic environments. These insights indicate that
less explored dimensions and promising combinations of techniques provide valuable design guidance for
future edge monitoring systems.

Overall, the findings emphasize that effective edge observability requires a holistic approach that
goes beyond isolated metrics, logs, and traces that can be correlated across multiple layers of the system
stack. These findings emphasize that effective edge observability requires a holistic approach that goes
beyond isolated metrics, logs, and traces to enable their correlation across multiple layers of the system
stack. This work serves to inform design priorities based on relevant gaps identified in existing research
to accomplish robust, scalable, and intelligent observability solutions in the future on the evolving edge
computing landscape.
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