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ABSTRACT: The rapid development of digital technology has facilitated data exchange and communication, while
simultaneously increasing security threats such as data theft and manipulation. As personal data is highly confidential,
effective protection mechanisms are required in the digital era. Audio steganography hides secret messages (payload)
within audio signals; however, many existing approaches rely on a single stego-audio output, which can lead to
information leakage during storage or transmission if the file is intercepted. This vulnerability allows an attacker
to more easily reconstruct the steganographic scheme from a single output. To address this limitation, this study
proposes a secret-sharing-based audio steganography method in which the payload is divided into multiple parts prior
to embedding, thereby providing an additional protection mechanism. Nevertheless, the use of secret sharing may
degrade stego-audio quality during embedding, as indicated by lower Peak Signal-to-Noise Ratio (PSNR) values. To
mitigate this issue, a linear interpolation technique is incorporated to optimize the quality of the stego-audio. The
proposed method focuses on three main aspects: improving protection by embedding messages in multiple parts,
maintaining embedding capacity without introducing additional stego outputs, and improving audio quality through
interpolation-based optimization. Experimental results show that the proposed approach improves stego-audio quality
by approximately 6.95% in PSNR compared with several previous studies, while maintaining relatively high PSNR
under the evaluated experimental conditions. Statistical evaluation using Normalized Correlation (NC) and entropy
measurements indicates consistent payload reconstruction with limited statistical variation after embedding. Overall,
the method contributes to an audio steganography scheme with a balanced trade-off between security, capacity, and
audio quality.

KEYWORDS: Audio steganography; cybersecurity; ICT infrastructure; information security; reversible data hiding;
secret sharing

1 Introduction
Data have become crucial in the era of increasingly massive technological developments [1–3]. Various

data types are sent and received via electronic media, including the Internet, without regard to the time. This
makes the data vulnerable to theft or alteration by certain parties without proper safeguards to ensure their
privacy or confidentiality [1]. Therefore, a reliable technique is required to address this issue.

In steganography, confidential payloads are embedded into digital carriers (text, images, audio, and
video) with the primary objective of preserving perceptual transparency while remaining statistically
inconspicuous [4–7]. Unlike cryptography, which transforms data into an unreadable form, steganography
conceals the very existence of the communication, making it less likely to raise suspicion [8,9]. This
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characteristic offers an advantage over watermarking, in which the embedded mark is often intended to
remain perceptible for ownership identification [10–12]. In addition, steganography is applicable across
various media types and can preserve the original quality of the carrier when appropriate embedding
techniques are used [13,14]. In many cases, both the embedded message and the carrier media can be
recovered with limited distortion, which is generally more difficult in watermarking-based approaches. Due
to its concealment capability and relatively low detectability, steganography is widely considered a suitable
approach for covert information transmission without attracting attention [15,16].

This study uses audio as the cover medium because it has been shown to provide higher embedding
capacity than text or images, thereby enabling more effective steganographic insertion [8,17]. The general
framework of audio-based steganography is illustrated in Fig. 1. In general, steganography techniques can
be categorized into two models: reversible and irreversible data hiding [12,18]. This work adopts a reversible
data-hiding model, which enables the embedded payload and the cover media to be restored to their original
states after extraction [12,19]. In contrast, irreversible data hiding can recover the hidden message but does
not fully preserve the original cover signal [20,21].

Figure 1: Basic concepts of data hiding.

With the rapid advancement of technology, steganography has increasingly faced limitations that may
compromise the security of audio-based information hiding, potentially enabling attacks on stego-audio con-
taining confidential data. Common issues include degraded stego-audio quality and unsuccessful message
recovery during extraction [22,23]. Therefore, an improved method is required to address these challenges.

Several studies have attempted to improve security and quality in audio steganography. Adhiyaksa
et al. [24] proposed a linear interpolation-based steganography technique to increase embedding capacity
while maintaining audio quality, and demonstrated reliable payload recovery. However, this method primar-
ily focuses on capacity and audio quality and does not explicitly address security risks associated with using
a single stego-audio output. Meanwhile, Islamy et al. [25] introduced a secret-sharing-based steganography
method that enhances security by dividing the payload into multiple parts and enables exact message
recovery. Although more secure, this method offers limited discussion of its impact on stego-audio quality
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and does not fully consider the balance among security, embedding capacity, and audio quality. Overall,
existing studies tend to emphasize only one aspect, while vulnerabilities of single-stego outputs, degradation
of stego-audio quality due to multi-part embedding, and the need for a method that can simultaneously
balance security, capacity, and audio quality remain insufficiently addressed.

The focus of this research is to improve the quality, capacity, and security of stego-audio by using linear
interpolation as the embedding location to minimize modification of the original audio samples, and by
employing a secret-sharing approach that divides the hidden message into several parts. In this study, the
secret shares are embedded directly during the interpolation-based insertion process rather than applied as
a separate security stage. As a result, the hidden message can be reconstructed only when sufficient stego-
audio shares are available, thereby reducing the risk of unauthorized access to the embedded information.
The contributions and novelties of this study are as follows:

1. Employing linear interpolation to determine embedding locations, enabling message insertion while
limiting modification of the original audio samples.

2. Integrating Shamir’s secret sharing into the embedding process so that the payload is distributed across
multiple stego-audio files, aiming to limit information exposure from a single stego object.

3. Providing an experimental evaluation that analyzes the relationship between audio quality, embedding
capacity, and security-related characteristics of the proposed framework.

The paper comprises five sections. The remainder of this paper is as follows. Section 2 describes previous
studies relevant to this topic, especially in the last few years. Section 3 contains the method proposed in this
study in detail. Next, Section 4 presents the experimental results and analyzes the method. Finally, the paper
summarizes the study’s main findings in Section 5.

2 Related Works
Steganography is an actively evolving research field, with major efforts focused on improving embedding

capacity while preserving the perceptual quality of the cover media. One research direction that has received
increasing attention is the use of linear interpolation to expand the embedding space and enable higher-
capacity data hiding with minimal distortion.

Amrulloh and Ahmad [26] proposed an interpolation-based audio steganography technique that
increases the available embedding space by inserting new samples between original audio points. By
generating additional embedding positions, the method can increase hiding capacity while preserving
important temporal and spectral characteristics and maintaining audio quality. The authors also reported
accurate message extraction, which supports the reliability of the embedding process.

Similarly, Samudra and Ahmad [27] investigated linear interpolation for audio steganography and
showed that interpolation-based embedding can yield higher signal quality compared to conventional
approaches without interpolation. Their work highlights how interpolation can help reduce distortions that
often appear in standard embedding procedures, particularly for audio signals with wide dynamic ranges.
As a result, interpolation provides a flexible strategy for applications that require low perceptual impact.

Interpolation has also been explored in image steganography. Arthy et al. [28] and Chetan et al. [29]
enhanced the Least Significant Bit (LSB) method by incorporating interpolation to increase embedding
capacity while maintaining visual quality. While conventional LSB is widely used due to its simplicity, it
is commonly associated with limited capacity and higher vulnerability to steganalysis. By generating new
pixel points as embedding candidates, interpolation-based LSB approaches can enlarge the hiding space
and reduce visible artifacts such as noise and distortion. These studies also emphasize reversibility, enabling



4 Comput Mater Contin. 2026;88(2):93

exact reconstruction of the original content after the extraction process, which is important for applications
requiring strong data integrity.

In addition to steganography, secret sharing offers a complementary security mechanism by dividing
a secret into multiple shares that must be combined to recover the original information. Li [1] introduced
an image-based secret-sharing approach in which the secret is distributed across several images, and
reconstruction is only possible when a minimum number of shares are collected. This design is intended to
strengthen protection against unauthorized access and supports distributed security scenarios.

Debnath et al. [30] extended secret sharing to video media, leveraging the large capacity and dynamic
characteristics of video carriers. Their work demonstrates the feasibility of hiding and distributing larger
amounts of secret data while increasing the difficulty of detection. Furthermore, the authors highlighted
the potential for real-time secret sharing in secure multimedia communication and highly sensitive
storage applications.

In the audio domain, Firdaus et al. [31] proposed an audio-based secret-sharing scheme that segments
secret audio information into multiple shares distributed among different parties. The secret can only be
reconstructed when the required number of shares is available, providing resilience even when some shares
are lost or compromised [32]. However, preserving reconstruction quality remains a key challenge, especially
when the carrier signal must remain perceptually acceptable.

With continuing technological advances, researchers have also proposed hybrid steganography frame-
works that combine interpolation with other signal-processing techniques to achieve improved robustness.
For example, integrating interpolation with wavelet transform [33] or discrete cosine transform (DCT) [34]
can improve robustness against noise and compression while maintaining acceptable media quality. Such
methods provide more adaptive embedding strategies under diverse transmission conditions.

To support secure share management in distributed environments, Chouhan and Arora [35] investi-
gated blockchain-based mechanisms for tracking and distributing shares. The immutability and auditability
properties of blockchain can reduce the risk of manipulation and improve transparency, which is especially
useful for decentralized contexts such as the Internet of Things (IoT) and cloud systems. In addition, Wang
et al. [36] proposed a secret-sharing algorithm that applies data compression prior to share generation, reduc-
ing communication overhead while maintaining security. This approach is well suited for bandwidth-limited
devices and networks.

Overall, existing studies indicate a trade-off between embedding capacity, perceptual quality, and secu-
rity in steganography and secret-sharing approaches. Linear interpolation–based steganography generally
increases embedding capacity and maintains audio quality by expanding the embedding space. However,
when relying on a single stego output, such methods remain vulnerable to information leakage. In contrast,
secret-sharing techniques enhance security by dividing the payload into multiple parts, but this often
results in reduced stego-media quality and increased system complexity [37]. Moreover, many studies treat
interpolation and secret sharing as separate solutions, leaving joint optimization of security, capacity, and
media quality unaddressed. Therefore, an integrated audio steganography approach is needed to preserve
audio quality while enhancing security without sacrificing embedding capacity.

3 Proposed Method
The application design in this study consists of two main processes: embedding and extraction. The

details of each process are described in the following sections. The embedding process inserts a payload into
an audio medium, while the extraction process performs the reverse operation by retrieving the embedded
payload from the stego-audio. The extracted payload is expected to be identical to the original payload prior
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to embedding. The embedding stage requires an input audio file in *.wav format and a payload file in *.txt
format. Both inputs are processed by the system to generate multiple stego-audio files as output.

However, the extraction process only requires a sufficient number of stego-audio files in *.wav format
and does not depend on any additional auxiliary files. This differs from the method in [24], which utilizes
extra files to store embedding-related information. An illustration of the proposed approach is shown
in Fig. 1.

3.1 Embedding Process
The process of embedding a message into an audio medium combines two main approaches: linear

interpolation and the secret-sharing method. Linear interpolation inserts new data points between the
original audio samples by calculating the average or drawing a straight line between two adjacent points. This
technique enables modifications to the audio signal while limiting structural changes, which is associated
with maintained objective audio quality metrics and may reduce statistical detectability.

The secret-sharing method divides the payload into several smaller parts that can be distributed or
stored separately. This adds an extra layer of protection because the original message can only be revealed
when all parts are recombined.

The overall scheme and each process step are shown in Fig. 2, which illustrates how the message data
are processed, embedded, and retrieved from the audio medium. For clarity and reproducibility, the detailed
embedding procedure is summarized in Algorithm 1.

Figure 2: Embedding process.
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Algorithm 1: Proposed audio steganography embedding
Require: Cover audio C, payload M, total shares n, threshold k
Ensure: Stego-audio shares S

1: Convert M into binary sequence B
2: I ← LinearInterpolation(C)
3: Cap ← DetermineSampleSpace(I)
4: Seg ← SegmentPayload(B, Cap)
5: for each segment s ∈ Seg do
6: Share ← ShamirSecretSharing(s, n, k)
7: Embed Share into I
8: end for
9: S ← CombineWithOriginal(C , I)

10: return S

3.1.1 Audio Sampling
The first step in this process was to sample and normalize all the original audio samples. Normalization

was performed by adding each audio sample to the maximum bit depth value of 32,768 so that all samples
were in the range of 0 to 32,767. In this way, negative values in the cover audio samples can be removed,
making the calculation process easier and more accurate than before. An illustration of this process is
presented in Fig. 3.

Figure 3: Illustration of audio sampling. (a) Before normalization; (b) After normalization.

3.1.2 Linear Interpolation
The next step is to insert a new sample between the two original audio samples at a new insertion

location, so that the number of samples doubles. Later, the embedding process does not affect the original
audio sample, so the message is easier to retrieve during extraction. At this stage, linear interpolation was
used, as defined in Eq. (1), where S′n is the new sample generated at index n and Sn is the original sample at
index n. An illustration of the linear interpolation is shown in Fig. 4.

S′n = ⌊
Sn + S(n+1)

2
⌋ (1)
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Figure 4: Illustration of linear interpolation.

3.1.3 Sample Space Determination
After generating interpolated samples, the embedding capacity of each sample is determined to avoid

distortion in low-amplitude regions. Because interpolated samples S′n exhibit varying amplitudes, samples
that cannot safely carry embedded bits are excluded from the embedding process.

Eq. (2) defines the sample space SSn for each interpolated sample S′n . The logarithmic term relates the
amplitude of S′n to the available embedding levels, the square root limits excessive capacity growth, and
the floor function ensures that SSn is an integer. This formulation balances embedding capacity and audio
quality.

SSn = ⌊
√

log2 S′n⌋ (2)

3.1.4 Payload Segmentation
After getting the number of bits that can be accommodated, the payload will be cut according to the

results of the bit capacity that can be accommodated in the previous stage. Then, each payload cut will be
converted to decimal. Table 1 shows the illustration at this stage.

Table 1: Illustration of payload segmentation.

Sample 1 2 3 4 5 6
Sample Space 2 1 3 4 1 0

Binary Payload 01 1 101 1010 0 –
Decimal Payload 1 1 5 9 0 –

3.1.5 Shamir’s Secret Sharing
In this stage, we implemented Shamir’s Secret Sharing (SSS) to divide the payload into multiple shares.

SSS relies on Lagrange polynomial interpolation. Let a secret S be distributed among n participants such that
any subset of at least k participants can reconstruct it. The secret-sharing procedure is illustrated in Fig. 5
and is formulated in Eqs. (3) and (4).
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f (x) = a0 + a1x + a2x2 + ⋅ ⋅ ⋅ + ak−1xk−1 mod p (3)

The notation a0 (or S) represents the secret to be shared, while a1 , a2, . . . , ak−1 are randomly generated
coefficients. The value of p is a prime number greater than S.

yi = f (xi) mod p, for i = 1, 2, . . . , n (4)

Figure 5: Illustration of the embedding and extraction process using a secret sharing–based audio steganography
scheme with four generated shares.

3.1.6 Embedding
This stage is the primary step in the embedding process. This stage works by inserting the output of

Shamir’s secret-sharing method into an interpolation sample in each created stego-audio. The equation at
this stage is given in Eq. (5). Therefore, the new sample point is always below the original interpolated sample.
An illustration of this process is shown in Fig. 6. The notation S′′n indicates a new interpolation sample that
already contains the payload at the n index. S′n is the interpolation sample at the n index, and Pn is the data
share at the n index.

S′′n = S′n − Pn (5)
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Figure 6: Illustration of the embedding process.

3.1.7 Sample Combining
Next, the original samples are combined with the interpolated samples containing the embedded

payload to form the final stego signal. Eq. (6) places the interpolated samples S′
t , (i−1)

2
at odd indices and the

original samples S i
2

at even indices, preserving the temporal structure of the audio signal while integrating
the embedded information.

Si =
⎧⎪⎪⎪⎨⎪⎪⎪⎩

S′
t , (i−1)

2
, if i is odd number

S i
2
, if i is even number

(6)

3.1.8 Denormalization
Finally, we restore the audio samples to their original range, which is between −32,768 to 32,767. This

process is done by adjusting the value of each audio sample by adding a value of 32,768 so that it can be
reconstructed back into an audio file in *.wav format. This process illustration is the reverse of Fig. 3.

3.2 Extraction Process
The process of extracting a message from a stego-audio file uses the same methods as those used during

the embedding phase, namely, linear interpolation and secret sharing. Linear interpolation identifies data
points that are modified or inserted into the audio signal by comparing the patterns between the original
and embedded samples. Using this technique, the system can recalculate the interpolated values used during
embedding to reveal the location and content of the hidden message.

Meanwhile, the secret-sharing method allows the extracted fragments of the message from the audio
to be recombined into a complete and meaningful message. Because the original message was previously
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divided into several smaller parts and distributed across the audio file, the reconstruction process requires
these fragments to accurately recover the hidden messages.

The full scheme and stages of the extraction process are shown in Fig. 7, illustrating the logical flow
from detecting hidden components in the audio signal to reconstructing the final message for decoding. For
clarity and reproducibility, the detailed extraction procedure is summarized in Algorithm 2.

Figure 7: Extraction process.

Algorithm 2: Extraction and secret reconstruction
Require: Stego-audio shares S, threshold k
Ensure: Recovered payload M

1: Separate embedded samples from S
2: I ← InterpolateEmbeddedSamples()
3: for each extracted share do
4: Recover decimal value
5: end for
6: Data ← ReconstructSecret(k shares)
7: M ← ConvertToBinary(Data)
8: return M

3.2.1 Audio Sampling
This stage is the same as the initial stage in the embedding process, which starts with sampling and

normalization, where each sample is added with a value of 32,768 so that all samples are in the range of 0
to 32,767. This ensured that all samples could be calculated more easily because the negative values were
converted to positive values. An illustration of this process can be seen in Fig. 3.

3.2.2 Audio Separation
Next, the audio sample sequence is divided into two groups to separate the original samples from those

containing the embedded payload based on their index positions. Samples with even indices (e.g., 0, 2, 4, 6,
. . .) correspond to the original audio samples, whereas samples with odd indices (e.g., 1, 3, 5, 7, . . .) contain
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the embedded payload. This separation step is defined in Eq. (7). The illustration of this process represents
the reverse of the embedding procedure shown in Fig. 6.

Sk = SSn , if n is even, k = n
2

S′′k = SSn , if n is odd, k = n − 1
2

(7)

3.2.3 Linear Interpolation
Each original audio sample obtained from the previous stage needs to be added to a new sample using

the linear interpolation method again to get the difference value between the new interpolated sample and
the sample containing the payload by subtracting the value of the new interpolated sample from the value
of the sample that has the payload embedded. The process and equations used in this stage are the same as
those used in Stage 2 in the embedding process.

3.2.4 Sample Space Determination
Then, after getting a new interpolation sample, each sample will go through a calculation stage to

determine how many bits can be accommodated. The process and equations used in this stage are the same
as Stage 3 in the embedding process.

3.2.5 Secret Reconstruction
At this stage, the differences between the payload-carrying samples and the interpolated samples are

reconstructed to obtain the payload in decimal form using Lagrange interpolation. This method is employed
because it can reconstruct a unique polynomial from several known shares. The reconstruction step is
defined in Eq. (8). In this formulation, P(x) denotes the reconstructed interpolation polynomial, Li(x)
represents the Lagrange basis polynomial, and (xi , yi) are the known share points. The parameter p is a
prime number used in the modulo operation. The secret reconstruction process based on secret sharing is
illustrated in Fig. 5.

P(x) =
n
∑
i=0

yi Li(x) mod p

Li(x) =
n
∏
j=0
j≠i

x − x j

xi − x j
mod p

(8)

3.2.6 Payload Conversion
Next, the results of the previous stage in the form of a payload in decimal form need to be converted

into binary form according to the number of bits that can be accommodated in each sample. This stage is the
opposite of Stage 4 in the embedding process, so it has the same illustration as in the Table 1.

3.2.7 Payload and Audio Reconstruction
Finally, the payload in binary form is reconstructed back into a file with the format *.txt, while the

original audio sample resulting from the second stage of the extraction process needs to be denormalized to
return to the original range, namely −32,768 to 32,767, so that it can be reconstructed back into audio with a
16-bit mono channel and in the format *.wav.
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4 Experimental Results
This section describes the research analysis procedure based on the experimental scenarios conducted

in this study.

4.1 Experimental Setup
Before presenting the experimental scenarios, the datasets used and their quantities are first described

in detail. Two main types of data are used: audio and payload. The payload dataset comprises 11 text files,
with sizes ranging from 1 to 100 kb. The payload content was generated using the Lipsum text generator and
stored in plain text (*.txt) format. Meanwhile, the cover audio dataset comprises 15 audio files with 16-bit
mono-channel specifications and an average duration of approximately three seconds per file. The audio
data were obtained from the IRMAS website [38], which provides musical recordings across multiple genres
(Classical, Pop Rock, and Country–Folk) and instrument categories, including cello, acoustic guitar, piano,
saxophone, and human singing voice. All audio files are in uncompressed *.wav format, enabling sample-level
modification without the risk of compression-induced data loss [28]. In addition to the IRMAS dataset, an
additional audio dataset is used for computational performance evaluation in Scenario 2. This dataset consists
of speech audio with a duration of approximately 9 s in *.wav format, obtained from the LJSpeech dataset
available on Kaggle [39]. Although the experiments employ a relatively small number of audio clips with
short duration, this controlled setup was selected to ensure consistent evaluation of embedding performance.

Next, we designed three test scenarios to demonstrate the functionality and performance of the
proposed method. In the first scenario, the quality of the generated stego-audio was evaluated using mean
squared error (MSE) and peak signal-to-noise ratio (PSNR). These metrics compare the stego-audio signal
with the corresponding original audio to analyze the impact of payload size, secret-sharing parameters
(n, k), and method variations on audio imperceptibility. The similarity between the resulting stego-audio
and the interpolated original audio is calculated using Eqs. (9) and (10), where N denotes the number of
audio samples, Si represents the original audio sample at index i, S′i denotes the stego-audio sample, and
2b corresponds to the maximum bit depth value with b = 16 bits. PSNR and MSE primarily measure signal
distortion and may not fully reflect perceptual audio quality as perceived by human listeners. They also do
not directly indicate resistance against statistical steganalysis, since high PSNR values do not necessarily
imply statistical undetectability. However, they remain widely used for objective comparison in audio
steganography studies.

MSE = 1
N

N
∑
i=1
(Si − S′i)2 (9)

PSNR = 10 × log10 (
(2b − 1)2

MSE
) (10)

In the second scenario, we evaluate the computational performance of the proposed method in terms of
execution time and memory usage. This evaluation examines how payload size and secret-sharing parameters
(n, k) affect the computational cost of the embedding process. The measurement is conducted during the
embedding stage, where the execution time reflects the processing duration, and memory usage represents
the peak memory consumption observed during the process. Through this scenario, we aim to provide an
overview of the operational requirements of the proposed method under different configurations.

In the third scenario, we compare the proposed method with several related studies using the same eval-
uation metrics. The comparison assesses the proposed method’s performance relative to existing approaches
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in terms of stego-audio quality. The analysis focuses on PSNR values reported in previous studies and
compares them with the results obtained in this work across different payload sizes.

4.2 Results and Analysis
This section presents the experimental results obtained from the proposed method and analyzes their

impact on stego-audio quality under different experimental scenarios. The analysis evaluates imperceptibility
performance and examines how secret-sharing parameters and payload distribution affect the resulting
stego-audio characteristics. The results in this section focus on quality and computational performance
evaluation and do not directly represent the security performance of the proposed method.

4.2.1 Measuring the Quality of Stego-Audio Based on Secret Sharing Parameters
In this first scenario, we evaluate the stego-audio quality produced by the secret-sharing method across

various (n, k) configurations. Fig. 8 shows the relationship between payload size and stego-audio quality
(dB). The results indicate that stego-audio quality decreases as the payload increases. For a small payload
(1 kb), the quality exceeds 113 dB, while for a larger payload (100 kb), it decreases to approximately 89–
93 dB, reflecting the trade-off between payload capacity and imperceptibility. The relatively high PSNR
values, particularly for smaller payload sizes, occur because the embedding process modifies interpolated
samples with only small amplitude differences relative to the original 16-bit audio signal, resulting in very low
numerical distortion between the cover and stego-audio. Although PSNR does not directly represent human
auditory perception, these values indicate that the introduced modifications remain limited according to the
objective quality metrics used.

Figure 8: Comparison based on secret sharing parameters.

Moreover, varying the secret-sharing parameters (n, k) produces only a slight difference in stego-audio
quality. For each payload size, the dB values across different configurations remain close, indicating that
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share generation and threshold-based reconstruction do not introduce significant additional distortion in
the evaluated metrics. Payload size shows a stronger influence on quality compared to the choice of (n, k)
under the tested conditions.

It should be noted that the security aspect of secret sharing is discussed separately in Section 4.3. The
threshold parameter (k) ensures that the payload can only be reconstructed when at least k valid shares
are available, making unauthorized recovery more difficult as k increases. Overall, Fig. 8 indicates that the
proposed method maintains high imperceptibility while providing protection for sensitive information.

4.2.2 Computational Performance Based on Secret Sharing Parameters
In this scenario, we analyze the computational performance of the proposed method in terms of

execution time and memory usage under different payload sizes and secret-sharing configurations (n, k). The
evaluation also includes the (1, 1) configuration as a baseline without secret sharing and a comparison with
an existing method. The evaluation uses a separate speech audio dataset with a duration of approximately
9 s from the LJSpeech dataset to observe processing behavior under different input conditions. This dataset
is used only for computational analysis and is not involved in the quality evaluation presented in Scenarios
1 or 3.

Table 2 shows that execution time increases with payload size across all configurations. In the baseline
configuration (1, 1), the processing time ranges from approximately 2.38 to 2.67 s. For example, in the
(2, 2) configuration, the processing time increases from approximately 2.48 s for a 1 kb payload to 2.73 s for
a 100 kb payload. Configurations with larger n values, such as (5, 2) and (5, 3), require longer processing
time compared to configurations with smaller n. Compared to Adhiyaksa et al. [24], the proposed method
with (1, 1) configuration shows comparable execution time, while configurations with larger (n, k) require
additional processing due to the secret-sharing mechanism.

Table 2: Execution time and memory usage under different payload sizes taken from [24] and the proposed method.

Configuration/Method Time (s) Memory (MB)

1 kb 50 kb 100 kb 1 kb 50 kb 100 kb
(1, 1) 2.38 2.43 2.67 27.02 29.76 32.56
(2, 2) 2.48 2.69 2.73 47.03 49.77 52.58
(3, 2) 3.50 3.68 3.66 62.78 65.52 68.33
(5, 2) 5.40 5.55 6.50 94.29 97.55 100.89
(5, 3) 5.39 5.59 5.61 94.29 97.55 100.89

Adhiyaksa et al. [24] 2.88 3.11 3.16 18.40 19.56 20.72

Memory usage also increases with both payload size and the number of shares. In the (2, 2) configura-
tion, memory consumption ranges from approximately 47 to 52 MB. For configurations with larger n, such
as (5, 2) and (5, 3), memory usage increases to around 94 to 101 MB. In comparison, Adhiyaksa et al. [24]
requires lower memory usage, as it does not involve the secret-sharing process.

The PSNR values obtained from this scenario remain relatively similar across different configurations.
Slight differences are observed for larger (n, k), but the changes are small and consistent with the behavior
observed in Scenario 1. Overall, payload size affects execution time, while the number of shares has a larger
impact on memory usage. Despite the additional computational cost, the processing time remains within a
few seconds per audio file, indicating that the proposed method is still practical for use.
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4.2.3 Quality Comparison with Previous Methods
In this scenario, we present a comprehensive comparison between the proposed method and several

previous studies that have applied related methods and the same dataset, as referred to in [40–43], and [24].
This comparative analysis aims to provide in-depth insights into the proposed method’s ability to maintain
its security and quality levels when juxtaposed with other relevant approaches. A detailed observation of
the comparison results is presented in Fig. 9, the stego-audio quality decreases as the size of the embedded
payload increases. Consequently, the results indicate a negative correlation between payload size and stego-
audio quality. This implies that when the payload size is increased, the audio quality of the hidden message
tends to decrease, whereas a smaller payload size correlates with higher stego-audio quality. These results are
consistent with the commonly observed trade-off between embedding capacity and carrier media quality.

Figure 9: The average of PSNR values taken from [24,40–43], and the proposed method.

In the study conducted by [40], the highest average quality was recorded among the compared studies
for every embedded payload size, amounting to 103.5690 dB. Furthermore, the PSNR value achieved was
118.9237 dB, measured in the acoustic guitar instrument within the pop-rock genre at a 1 kb payload size.
This value is higher than those reported in the other compared studies, including the proposed method.
Conversely, the research in [43] demonstrated the lowest average quality of 49.3151 dB across the tested
payload sizes. The highest PSNR value attained by [43] was 67.5171 dB, measured in the pop-rock genre using
a cello.

Meanwhile, the proposed method produced second highest after the study by [40], with an overall
average PSNR of 97.8571 dB. The highest PSNR value achieved by the proposed method was 110 dB for
a 1 kb payload size across all audio genres. In contrast, the lowest recorded PSNR value was 92.8753 dB
at a 100 kb payload size for all audio genres. This phenomenon can be attributed to the implementation
of Shamir’s secret-sharing technique in the proposed method, which allows a payload to be broken down
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and distributed across several audio files. Consequently, each generated stego-audio has varying quality
characteristics, depending on the portion of the embedded payload and the carrier audio characteristics.

In addition to the quality evaluation, embedding capacity is also considered. A comparison with
Adhiyaksa et al. [24], which uses a similar interpolation-based approach, shows that the proposed method
achieves a higher capacity of approximately 396,894 bits per audio file, whereas [24] ranges from 175,000
to 184,000 bits. Based on the PSNR results in Fig. 9, the proposed method also maintains higher quality
across different payload sizes. These results indicate that the proposed method can embed more data while
preserving the quality of stego-audio.

4.3 Security Evaluation
This section evaluates the security aspects of the proposed method from analytical, statistical, and

detector-based perspectives. The analysis includes a probabilistic security evaluation based on the secret-
sharing mechanism, a statistical assessment using objective measurement metrics, and a detector-based
steganalysis experiment. Security-related analysis focuses on configurations where k > 1, while the results in
the previous section are intended for quality and computational evaluation.

4.3.1 Analytical and Probabilistic Security Analysis
The security of the proposed method aims to mitigate the risk of unauthorized parties accessing hidden

information. To support the security analysis, several assumptions regarding attacker capability and share
distribution are defined. The attacker is assumed to have access to the communication channel and may
intercept one or more transmitted stego-audio files. However, the attacker does not know the embedding
locations, the interpolation process, or the complete set of generated shares. Each stego-audio share is
assumed to be transmitted or stored independently. Under these conditions, successful reconstruction of the
hidden payload depends on whether the attacker can obtain a sufficient number of valid shares that satisfy
the reconstruction threshold defined by the Shamir’s Secret Sharing scheme.

The linear interpolation technique enables embedding to be performed on interpolated samples rather
than directly on the original audio signal and not uniformly across the media, which helps reduce structural
distortion and may make statistical detection more difficult for steganalysis methods that rely on distribution
or pattern analysis [44]. In addition, Shamir’s Secret Sharing functions as a data-sharing mechanism rather
than encryption by dividing the hidden data into multiple shares, where reconstruction is only possible when
a sufficient number of shares is obtained, thereby increasing the difficulty for attackers who access only partial
information [45]. This combination preserves data confidentiality while introducing an additional layer of
protection by fragmenting information.

Imperceptibility metrics such as PSNR are commonly used to evaluate how well the quality of the
original audio signal is preserved after data embedding, which indirectly relates to signal invisibility [46].
Entropy analysis is also widely applied to examine statistical characteristics associated with resistance to
detection [47]. In this study, the security discussion in this subsection focuses on analytical and probabilistic
evaluation, while statistical validation based on entropy and related measurements is presented separately in
the following subsection.

A probabilistic model is employed to estimate the likelihood of an attacker successfully reconstructing
the hidden data. In Shamir’s Secret Sharing, the secret is divided into n shares and can only be reconstructed
when at least t shares are obtained, where t ≤ n denotes the reconstruction threshold. Let p represents
the probability that an attacker intercepts an individual stego-audio share during transmission or storage.
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Assuming each interception occurs independently, the number of collected shares follows a binomial distri-
bution. Accordingly, the probability of successful reconstruction is calculated as the cumulative probability
of obtaining at least t shares, as expressed in Eq. (11).

P(k ≥ t) =
n
∑
k=t
(n

k
)pk(1 − p)n−k (11)

In Shamir’s Secret Sharing, the level of security is primarily determined by the number of shares
required for reconstruction, rather than by the size of the embedded payload. The probabilistic model allows
estimation of the likelihood that an attacker can successfully recover the secret data. For instance, when a
secret is divided into 10 shares (n = 10) with a reconstruction threshold of 7 shares (t = 7), and the probability
of intercepting each share is 20% (p = 0.2), the chance of obtaining enough shares remains limited. This shows
that reconstruction becomes unlikely when only partial shares are accessible. In general, lower interception
probability and higher threshold values reduce the possibility of successful reconstruction, providing a
quantitative basis for selecting appropriate secret-sharing parameters.

Shamir’s Secret Sharing is based on polynomial functions, in which reconstruction becomes deter-
ministic once the required threshold (t) of valid shares is reached. If fewer than t shares are obtained,
the original message cannot be correctly reconstructed and the resulting output generally appears random
without revealing meaningful information. In contrast, when t or more valid shares are available, the
secret can be recovered exactly, provided that the shares and reconstruction process are valid. Therefore,
the primary difficulty for an attacker lies in obtaining the minimum number of required shares rather
than performing the reconstruction itself. Although this threshold mechanism supports confidentiality,
distributing and managing multiple stego-audio shares may introduce practical complexity. Future work may
consider alternative strategies, such as key-based or encrypted embedding, to simplify share management.

4.3.2 Statistical Security Evaluation
In addition to analytical analysis, statistical evaluation is conducted to examine the security charac-

teristics of the stego-audio signals. This evaluation employs Normalized Correlation (NC) and entropy
measurements to analyze extraction reliability and statistical consistency after the embedding process.

Normalized Correlation (NC) measures the similarity between the original payload M and the extracted
payload M′, thereby evaluating reconstruction consistency after embedding and extraction. The NC value
is calculated as defined in Eq. (12), where L denotes the payload length. This metric is selected because
it provides a direct measure of similarity between two data sequences without relying on bit-level error
counting. Values closer to 1 indicate higher similarity between the original and reconstructed payloads.

NC = ∑L
i=1(Mi ⋅M′i)√

∑L
i=1 M2

i ⋅
√
∑L

i=1(M′i)2
(12)

Meanwhile, entropy analysis is employed to observe statistical changes between the cover and stego-
audio signals after embedding. The entropy value reflects the distribution of signal amplitudes and is
calculated using Shannon entropy as defined in Eq. (13), where p(x j) represents the probability of occurrence
of amplitude value x j. Entropy is used as a general statistical indicator to assess whether the embedding
process introduces noticeable changes in the audio signal’s distribution.

H = −∑
j

p(x j) log2 p(x j) (13)
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The secret-sharing configurations evaluated in this study include (2, 2), (3, 2), (5, 2), and (5, 3). These
configurations were selected to represent different combinations of total shares (n) and reconstruction
thresholds (k). The (2, 2) configuration represents the basic case where all shares are required for reconstruc-
tion. Configurations such as (3, 2) and (5, 2) allow reconstruction even when some shares are unavailable,
while the (5, 3) configuration applies a higher threshold requirement. These variations are used to observe
whether changes in the number of shares and threshold settings influence reconstruction consistency and
the statistical characteristics of the stego-audio.

The statistical evaluation results based on the NC metric are presented in Table 3. The obtained NC
values for all tested configurations remain consistently close to 1, with only small differences between
minimum and maximum values. This indicates that the extracted payload remains highly similar to the
original payload under the evaluated conditions. Similar NC values across configurations (2, 2), (3, 2), (5, 2),
and (5, 3) suggest that variations in the number of shares and reconstruction thresholds do not noticeably
affect payload reconstruction when the required threshold is satisfied. This behavior is consistent with the
deterministic reconstruction process of the secret-sharing scheme.

Table 3: Average Normalized Correlation (NC) values under different secret-sharing configurations.

Configuration (n, k) Mean NC Minimum NC Maximum NC
(2, 2) 0.9999996 0.9999995 0.9999997
(3, 2) 0.9999996 0.9999995 0.9999997
(5, 2) 0.9999996 0.9999995 0.9999997
(5, 3) 0.9999996 0.9999995 0.9999997

The entropy comparison between cover and stego-audio signals is summarized in Table 4. The entropy
values of the stego-audio remain very close to those of the corresponding cover audio for all configurations.
The observed entropy differences are on the order of 10−4 bits, with percentage changes around 0.001%. These
small variations indicate that the embedding process introduces limited changes to the overall statistical
distribution of audio samples. The relatively stable entropy values across different configurations suggest that
increasing the number of shares does not introduce noticeable statistical deviation under the tested scenarios.

Table 4: Average entropy comparison between cover and stego-audio signals.

Configuration
(n, k)

Cover
Entropy

Stego
Entropy

Entropy
Difference Change (%)

(2, 2) 15.9978 15.9980 1.90 × 10−4 0.00144
(3, 2) 15.9978 15.9980 1.89 × 10−4 0.00143
(5, 2) 15.9978 15.9980 1.88 × 10−4 0.00141
(5, 3) 15.9978 15.9980 1.87 × 10−4 0.00134

Overall, the statistical evaluation shows that the proposed embedding process maintains consistent
payload reconstruction while producing only limited statistical variation in the evaluated audio signals.
Within the tested configurations, changes in the number of shares and reconstruction thresholds do not
introduce noticeable differences in NC or entropy values. These observations describe the statistical behavior
of the proposed method under the conducted experimental conditions. To provide a balanced interpretation
of the results, several limitations are discussed below.
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4.3.3 Detector-Based Steganalysis Evaluation
In addition to analytical and statistical analysis, a detector-based steganalysis experiment was conducted

to evaluate whether the stego-audio can be distinguished from the cover audio. In this experiment, the audio
was divided into segments, and statistical, spectral, and difference-based features were extracted from each
segment. A Support Vector Machine (SVM) classifier was then used to perform binary classification between
cover and stego audio. The evaluation uses the same speech audio dataset as in the computational scenario
in 4.2.2, with payload sizes of 1, 50, and 100 kb.

The results show a detection accuracy of 47.58%, precision of 47.54%, recall of 46.77%, and F1-score
of 47.15%. The AUC-ROC value of 41.62% reflects limited separability between cover and stego audio.
Additionally, 5-fold cross-validation yields a mean accuracy of 48.28% (±5.10%), which is close to random
classification. This observation suggests that the steganalysis model does not reliably differentiate between
cover and stego audio under the current experimental setup. For comparison, Adhiyaksa et al. [24] report
a detection accuracy of 39.52% and an AUC-ROC value of 34.64% under a similar evaluation setting.
Overall, both methods show comparable detection performance when evaluated using the same feature-
based steganalysis approach. However, the evaluation remains limited, as it does not include more advanced
steganalysis methods.

4.4 Discussion and Limitations
This study was conducted under controlled experimental conditions and has several limitations. The

dataset is limited to short, uncompressed audio, which may limit generalizability. The method has not been
evaluated under lossy compression, signal distortion, or transcoding, as the focus is on reversible data
hiding in distortion-free settings. In addition, the combination of interpolation and secret sharing introduces
computational overhead that may affect real-time applicability. A detector-based steganalysis experiment has
been conducted, but it is still limited to a feature-based approach. The use of multiple stego-audio shares may
also introduce practical challenges in file management and distribution. These limitations provide directions
for future work.

5 Conclusion
This study evaluated an audio steganography method based on Shamir’s secret-sharing scheme with

various configurations. The results indicate that stego-audio quality is primarily influenced by the size of
the embedded payload, where larger payloads reduce audio quality, although the values remain within an
acceptable range according to the objective metrics used. Variations in the (n, k) parameters have only a
limited effect on quality while providing flexibility to enhance security, as higher threshold values (k) reduce
the likelihood of unauthorized payload reconstruction. The proposed method demonstrates performance
comparable to other studies, achieving the second-highest average PSNR among the compared methods.
Statistical evaluation shows consistent payload reconstruction and only minor entropy variation between
cover and stego-audio signals.

In addition, a detector-based steganalysis experiment shows that the stego-audio is not easily dis-
tinguishable from the cover audio under the evaluated feature-based approach. Nevertheless, practical
implementation requires careful management of multiple stego-audio shares, and further improvements
are needed to simplify the embedding process and reduce computational complexity. Future work may
focus on optimizing the embedding process and extending the evaluation using more diverse datasets and
steganalysis methods.
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