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ABSTRACT: Video surveillance systems play an important role in maintaining security in smart city environments. In
this context, person identification (Re-ID) systems based on deep learning are currently drawing substantial academic
interest. However, these systems remain vulnerable to adversarial attacks. In existing methods, several attacks against
Re-ID systems have been designed; nevertheless, they operate in the spatial domain. Existing attacks often suffer from
perturbation visibility and low imperceptibility, making them easily detectable by human observers or automated
detection systems. From this line of research, this study proposed a novel and potent alternative by designing frequency
domain attacks, namely FreqAdv-FFT, FreqAdv-Wavelet, FreqAdv-Phase, FreqAdv-SelDCT, and FreqAdv-RandDCT.
The frequency domain allows perturbations to be constructed in a way that utilizes the individual’s visual system’s
decreased sensitivity to specific frequency ranges, making these perturbations less obvious. The proposed adversarial
attacks were evaluated on two prominent datasets, Market-1501 and WB_WoB-ReID, across multiple models and attack
variants. The highest performance degradation was observed with FreqAdv Wavelet on HRNet for the WB_WoB-ReID
dataset, reducing the mean Average Precision (mAP) to 2.52%, and FreqAdv FFT on ResNet-50 for the Market-1501
dataset, achieving a mAP of 3.96%. The suggested attacks provide insights into establishing strong AI models as well as
designing defenses for ReID-based surveillance systems that are relevant to the rising development of next-generation
real-time applications.

KEYWORDS: Video surveillance systems; person re-identification; deep learning; vulnerabilities; AI-driven security;
adversarial attacks; frequency-domain attacks

1 Introduction
Surveillance cameras are rapidly increasing, with a potential revenue of 19.5 billion euros by 2023 [1].

This will give rise to the conceptions of smart cities and AI-driven security ecosystems, which enforce
sustainability by improving security systems to handle possible hazards associated with urban environ-
ments [2]. Video surveillance has emerged as an evolving technology and is considered one of the vital tools
to tackle the challenges of security for different sectors [3]. These include traffic and interior surveillance,
as well as criminal activity, violence detection, and critical infrastructure protection [4,5]. These systems
aim to extract valuable information from a large collection of videos by consistently identifying, tracking,
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and distinguishing individuals of interest, and additionally assessing their activities. Thus, contributing to
intelligent surveillance, adversarial AI risk assessment, and next-generation cybersecurity frameworks [6–8].
In the context of video surveillance systems, person-ReID systems have seen an upward trend of interest,
particularly within smart city environments and AI-driven security infrastructures [9,10]. Person Re-ID is a
retrieval task aiming to rank gallery images based on their similarity to a query image [11–13].

In recent years, deep neural networks (DNNs) have become increasingly popular. However, this study
aims to bring the attention of researchers by emphasizing that re-ID systems are vulnerable when they are
subjected to adversarial attacks. Initially, adversarial samples have been identified and empirically proven
to deceive deep neural networks [14]. In re-ID tasks, deep metric learning is used to learn discriminative
distance metrics. Therefore, attacks designed for classification tasks [15,16] often fail to generalize to person
Re-ID systems because they focus on pushing images across class boundaries, which does not always distort
the ranking-based distortion [17]. Various adversarial approaches have been developed to exploit vulnera-
bilities in the context of person Re-ID. For instance, some metric adversarial attacks [17] have been designed
using FGSM [18], iterative-FGSM [15], and MI-FGSM [16] methods to exploit vulnerabilities. Similarly,
several studies have used the feature maps to reduce dispersion [19], hybrid attacks [20], and Private-FGSM
(P-FGSM) [21]. Following on, in the spatial domain, the color attack has also been designed [22].

Even though the aforementioned attacks intend to take advantage of vulnerabilities in person re-
ID models, their main drawback is their inability to increase imperceptibility. Specifically, examining
adversarial perturbations in extremely visible low-frequency components is a crucial area of research to
address. Although frequency-domain adversarial attacks based on perturbations have been explored in
related fields [23], their behavior and impact on person Re-ID systems need further investigation. Person
re-identification systems rely on metric learning, where similarity is computed in an embedding space,
and even small shifts in feature representations can significantly alter ranking results. In comparison to
existing frequency-driven attacks, the proposed method exploits distinct spectral properties such as global
frequency manipulation, sub-band targeted perturbations, phase-based structural disruption, and selective
or random frequency coefficient modification. This multi-transform and embedding-aware design clearly
distinguishes the proposed approach from existing frequency-domain adversarial attacks. For instance,
in which perturbations are limited to certain frequency components to achieve imperceptibility [23–25].
Therefore, we investigate how visually imperceptible perturbations can mislead these systems and impact
their performance.

Moreover, the proposed frequency-domain perturbations modify the global texture as well as structural
information in the image, having a significant impact on the features extracted by deep networks. Therefore,
changing or perturbing these selected frequency components can shift the learned embeddings more
effectively than localized spatial perturbations. Hence, this property makes embedding-aware frequency
perturbations particularly suitable for fooling metric learning-based Re-ID systems while maintaining visual
imperceptibility. More precisely, in this paper, five novel attacks exploiting the characteristics of the frequency
domain have been proposed. In addition, the attacks have been conducted on person re-ID systems by
perturbing the frequency components with the assistance of triplet loss, which is a good loss for metric
learning. Experiments are conducted on two popular person re-identification image datasets, including
Market-1501 and WB_WoB-ReID. The following are the pinpoint contributions of this research study:

• A novel frequency-driven adversarial AI attack is proposed to expose the vulnerability of person re-
identification systems.

• Five novel variants, including FreqAdv-FFT, FreqAdv-Wavelet, FreqAdv-Phase, FreqAdv-SelDCT, and
FreqAdv-RandDCT attacks, exploit the frequency domain characteristics to craft an adversarial image.
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• The proposed attacks target specific frequency components, adding perturbations in targeted frequency
bands as well as masking techniques to generate more imperceptible perturbations.

• The proposed attacks strive to create a good balance of attack success rates (i.e., in terms of decreased
rank scores) vs. the imperceptibility of adversarial images, contributing to research in adversarial AI.

The remainder of this article is divided into different sections: Section 2 provides the related
work, Section 3 discusses the proposed work, and Section 4 shows the experimental results, followed
by Sections 5, which provide a comparative analysis, limitations, and future directions.

2 Related Work
Deep learning-based algorithms demonstrate superior performance in nearly every domain [26–28].

Aside from that, the application of deep learning models for person ReID has also been tremendously
increasing because of improved performances [7]. However, in the light of AI-driven multimedia security and
adversarial AI, determining the resilience of person Re-ID systems is critical. One of the pioneer works in this
regard is the demonstration of adversarial attacks proposed by Szegedy et al. [14] in which the vulnerability of
classification models is exploited. Such attacks have been categorized into unbounded [29,30], bounded [31],
and Gradient Reconstitution attacks [32,33], which can be conducted in different settings such as white-box,
black-box, and gray-box attacks.

More specifically, Goodfellow et al. [18] proposed the fast gradient sign method (FGSM), which
generates adversarial samples in a single step. This method has an extended version found in the study of
Dong et al. [16], where an additional momentum factor is introduced; thereby referred to as Momentum
Iterative (MI-FGSM). Furthermore, Madry et al. [31] have designed a new variant of attack named Project
Gradient Descent (PGD). Bai et al. [17] perform these attacks, including FGSM [18], iterative-FGSM [15], and
MI-FGSM [16] with different settings to evaluate the vulnerability of person Re-ID systems. Wang et al. [34]
proposed a deep mis-ranking method for conducting an adversarial attack on a person re-ID model. In this
approach, a unique architecture known as multi-stage is developed for extracting universal and transferable
information from the multiple layers of adversarial perturbations.

Following on, de O Andrade et al. [20] proposed the concept of combining two attacks against a person
re-ID model, i.e., the integrated concept of deep mis-ranking [34] and Private-FGSM (P-FGSM) [21]. Zheng
et al. [19] proposed a novel idea of lessening the dispersion from the internal feature maps of deep neural
networks. Bouniot et al. [35] proposed the metric adversarial attack against the person-re-ID comprising
two components, including the self-metric attack and the farthest negative attack. The major objective of
their method is to perturb the images in a way that distorts the distance metric among the feature vectors.
Likewise, a physical adversarial attack has also been proposed against the person re-ID, in which wearing a
printed adversarial pattern ‘advPattern’ will make re-ID vulnerable to a greater extent [36].

Following on, the color attack has also been proposed by Gong et al. [22] in which local transformation
attack (LTA) depends upon the variations of colors. Furthermore, Wang et al. [37] presented Smoothing
Adversarial Domain Attacks in cross-domain person re-ID, in which the objective is to include guidance
for aligning the source domain images to target domain images utilizing the pre-trained camera classifiers.
Similarly, Kanwal et al. [38] proposed the adversarial haze attack to exploit the vulnerability of person re-ID.
Unlike the untargeted attacks, Chang et al. [39] proposed the target variant of adversarial attack on person
re-ID.

To conclude the literature on adversarial attacks for person re-identification, most of the adversarial
attacks target the spatial domain characteristics to achieve imperceptibility while maintaining attack success
rates. Existing spatial attack perturbation introduces apparent remains that defensive techniques can quickly
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identify. In contrast to the methodology proposed in this study, in which perturbations are introduced in the
low-frequency components, which are less perceptible by humans and detectors.

3 Methodology
This section explains the working of the proposed work in detail, while the pictorial representation is

depicted in Fig. 1.

Figure 1: Pictorial overview of the proposed frequency-driven adversarial attack framework for person re-
identification. The method computes triplet embeddings, back-propagates the adversarial gradient, and applies one of
five frequency-domain perturbation strategies.

3.1 Background on Adversarial Person Re-Identification
Person re-ID problem consists of three primary sets, such as a collection of probe images

P = {Probei}
Tp
i=1, which is ranked against the gallery set images G = {Gal l er yi}

Tg
i=1, and the collection of

images in the training set Y = {Traini}
Ty
i=1. All these sets are labelled to indicate the identity of individuals. In

a non-adversarial context, a person re-ID model F(.) is trained by learning the embeddings of input images
f ε Rd , wherein d denotes the dimensionality of the feature space using the triplet loss function Ltr i p.

During testing, when a query image Qimg ∈ P from the probe set P = {Probei}
Tp
i=1 is provided as input to

the re-ID F , the model returns the ranking from the gallery with the query image being correctly identified.
However, this cannot be the case when the query image Qimg is perturbed with the adversarial perturbation
to generate its corresponding adversarial image Qadv . The objective is to compute Qadv such that:

F(Qimg) ≠ F(Qadv) (1)
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This is performed by maximizing the distance of the embedding of the given query image Qimg , denoted
as fQimg = F(Qimg) is maximized with its correct match image (positive sample), while minimizing incorrect
matches (negative samples). This is achieved by the following objective:

maximize(dpos − dne g) (2)

In the above Eq. (2), the dpos is aimed at increasing the distance of the anchor image from its
positive sample, while minimizing the distance among the negative samples dne g . More precisely, dne g =
∥ fQimg − fpos∥2 and dne g = ∥ fQimg − fne g∥2 while the fQimg , fpos and fne g are the embedding of the anchor
image (perturbed query image), positive image, and negative image.

3.2 Person Re-ID Models for Adversarial Evaluation
The person re-ID models are initially trained using a triplet loss and cross-entropy loss function to build

a baseline model whose performance appears promising before adversarial attack. To design a good baseline
model, state-of-the-art deep learning models like ResNet-50 [40], DenseNet-121 [41], and HR-Net [42]
are used.

3.3 Proposed Frequency-Domain Adversarial AI Attack Framework
In the second phase, adversarial attacks based on frequency have been proposed to exploit the

model’s vulnerability.

3.3.1 FreqAdv FFT
The FreqAdv FFT attack, also known as the Fast Fourier Transform attack, seeks to induce perturbation

in the frequency domain. In images, low-frequency components imply continuous shifts, whereas high-
frequency components reveal abrupt shifts. This approach generates swift Fourier transformations for
images. The frequency components that capture pixel fluctuations at different scales are subsequently
modified in order to add adversarial noise uniformly in the frequency domain. Mathematically, suppose
Qimg is the query or anchor image that is going to be perturbed to generate its corresponding adversarial
image Qadv . Likewise, Pimg implies the positive reference image of the same identity as that of the anchor
image, and Nimg are the negative reference images, while F(.) is the function that returns the embedding
of the images computed using the re-ID model trained model, and d denotes the pairwise distances among
the embedding of triplets. First, as indicated by Eq. (3), the gradient of the loss function with respect to the
specified query or anchor is calculated. Next, as indicated below in Eqs. (3)–(5), FFT is applied to both the
gradient and the input anchor:

∇QimgL =
∂L

∂Qimg
(3)

F (Qimg) = FFT (Qimg) (4)
F (∇QimgL) = FFT (∇QimgL) (5)

In the above equation, L is triplet loss. In the subsequent step, a perturbation of magnitude ε has been
introduced to perturb the FFT coefficients, followed by taking the inverse of the FFT to get back the spatial
representation of the image, referred to as the modified perturbed query image, as shown below in Eqs. (6)
and (7):

F (Qadv) = F (Qimg) + ε ⋅ sign F (∇QimgL) (6)
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(Qimg) = IFFT (F(Qadv)) (7)

Moreover, the clamp (.) function is applied to ensure the values of the adversarial anchor image are in
the range of [0, 1], i.e., cl amp(Qadv , 0, 1).

3.3.2 FreqAdv Wavelet
In a FreqAdv Wavelet attack, a discrete wavelet transform is computed, and by employing the char-

acteristics of wavelets, the attack aims to perturb specific sub-bands in the image. Targeting specific bands
for perturbation allows for the distortion of specific image features, while also introducing perturbations
to specific sub-bands that are less perceptible to human eyes, assuring imperceptibility. It is mathematically
stated as follows, i.e., gradients are determined, and sub-bands are extracted from the anchor image using
DWT.

∇QimgL =
∂L

∂Qimg
(8)

coe f f iceint = DWT (Qimg) = {LL, HL, LH, HH} (9)

In the next step, a perturbation of magnitude ε has been added to specific sub-bands as shown below
in Eqs. (10)–(12):

LH′ = LH + ε ⋅ signF (∇LHL) (10)
HL′ = HL + ε ⋅ signF (∇HLL) (11)

In the above equations, specific sub-bands are perturbed to produce an adversarial effect. These
perturbed sub-bands are then combined with the remaining original sub-bands, and the inverse discrete
wavelet transform (DWT) is applied to obtain the final perturbed image in the spatial domain.

Qadv = IDWT(LL, (LH′ , HL′, HH) (12)

The resulting adversarial images are clipped between [0, 1].

3.3.3 FreqAdv SelDCT Attack
This attack variant, like the FreqAdv FFT, attempts to interfere with the DCT coefficients in order to

transform an anchor image to its equivalent adversarial image. Unlike the Fast Fourier Transform (FFT),
which divides a signal into sines and cosines, DCT solely employs cosine functions. The very low frequency
components of an input image to DCT contain the majority of the information. Therefore, the attack
precisely modifies the visual characteristics to interfere with the majority of the information contained in
low-frequency components. Eq. (13) shows how the gradients are determined mathematically:

∇QimgL =
∂L

∂Qimg
(13)

F (Qimg) = DCT (Qimg) (14)
F (∇QimgL) = DCT (∇QimgL) (15)
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In the following step, a mask is established to determine specific frequency components to perturb. A
mask for a low-frequency region of size (h, w) is defined as follows:

(i , j) =
⎧⎪⎪
⎨⎪⎪⎩

1 f or 0 ≤ i < h and 0 ≤ j < w
0 otherwsie

(16)

In our experiments, the low-frequency mask size is set to h = 8, w = 8, meaning that only the top-left
8 × 8 DCT coefficients are perturbed for each color channel. This mask influences the low-frequency
components of DCT, followed by the inverse of DCT, to generate the adversarial image, as indicated
in Eqs. (17) and (18).

F (Qadv) = F (Qimg) + ε ⋅M ⋅ sign F (∇QimgL) (17)
(Qimg) = IDCT (Qadv) (18)

In the last, the clamp (.) function is applied to ensure the values of the adversarial anchor image are in
the range of [0, 1], i.e., cl amp(Qimg , 0, 1).

3.3.4 FreqAdv Phase Attack
FreqAdv Phase attack, also called Phase-shift attack, is another attack variant that incorporates pertur-

bations into the phase components. When an image has been converted from the spatial to the frequency
domain, different frequency components and phases have certain types of information. For instance, the
power of the frequency component is indicated by the magnitude, while spatial and structural details are
hidden in phase. As a result, perturbing such phase information, including geometric information, will
result in a more effective attack in decreasing the performance of the person re-ID model. For mathematical
formulation, the FFT has been applied over the Qimg to acquire the magnitude and phase as shown in Eq. (19):

F (Qimg) = FFT (Qimg) , Aa = ∣F (Qimg)∣ , ϕa = phase(F (Qimg) (19)

Eqs. (20)–(22) below illustrate how the phase information gets interrupted and then merged with the
magnitude to generate a perturbed adversarial image:

ϕ′a = ϕa + ε.phase(FFT(∇QimgL =
∂L

∂Qimg
) (20)

F (Qadv) = Aa ⋅ e jϕ′a (21)
Qadv = IFFT(Qadv) (22)

The resulting adversarial image is clamped between [0, 1] and targets the spatial patterns and structures
of the image by perturbing the phase components.

3.3.5 FreqAdv RandDCT
In this random frequency region attack, the goal is to incorporate changes to an input image by

modifying random blocks of discrete cosine transform (DCT) coefficients. The difference of this attack from
the selective DCT attack is that in the selective DCT attack, specific low-frequency components are targeted;
however, in this attack, the perturbation is distributed across various ranges in terms of random blocks. For
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mathematical formulation, the DCT has been applied over the Qimg and gradients are computed as shown
below in the Eqs. (23)–(25):

∇QimgL =
∂L

∂Qimg
(23)

F (Qimg) = DCT (Qimg) (24)
F (∇QimgL) = DCT (∇QimgL) (25)

Next, by selecting the block indices at random, the perturbation has been introduced to random blocks
(i , j).

F (Qadv) [i∶ i + Bh , j∶ j + Bw] = F (Qimg) [i∶ i + Bh , j∶ j + Bw]

+ ε ⋅ signF (∇QimgL) [i∶ i + Bh , j∶ j + Bw] (26)

In the above Eq. (26), the Bh and Bw denotes the size of the block, and this equation is executed N
times, indicating the number of blocks to perturb. In implementation, the DCT coefficients are perturbed
in randomly selected blocks of size Bh × Bw = 4 × 4. Specifically, N = 10 such blocks are chosen per image,
where each block corresponds to a small spatial frequency region in the DCT domain. In the subsequent step,
the inverse DCT is computed, followed by clamping the tensor to acquire the adversarial image as shown
below:

(Qimg) = IDCT (Qadv) (27)

In the last, the clamp (.) function is applied as shown in the above Eq. (27) to ensure the values of the
adversarial anchor image are in the range of [0, 1], i.e., cl amp (Qadv , 0, 1).

4 Experiments and Results

4.1 Datasets
In this study, two popular person re-identification datasets, namely Market-1501 [43] and WB_WoB-

ReID [44], have been employed. Table 1 contains information about both datasets, including identities,
images, and camera views, especially in the train, test, and query sets.

Table 1: Details of the datasets.

Description Market-1501 WB_WoB-ReID
Number of images in the bounding box train 12,937 11,719
Number of images in the bounding box test 19,733 10,048

Number of images in query set 3369 1265
Total Identities 1501 1812

Year 2015 2023
Scene Outdoor Indoor

Size of Images 128 × 64 Varied
Detector DPM/Hand Hand
Cameras Six Five
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4.2 Evaluation Criteria
The evaluation criteria include the cumulative matching characteristics (CMC) curves and mean average

precision (mAP). In an adversarial setting, these evaluation measures, including both CMC and mAP, are
computed when adversarial queries are provided as input to the re-ID model. Furthermore, the adversarial
approach is validated in terms of imperceptibility and similarity between the adversarial and original images
using the SSIM (Structural Similarity Index) and PSNR (Peak Signal-to-Noise Ratio) metrics.

4.3 Results of Person Re-ID under Non-Adversarial Settings
To exploit vulnerabilities in the person re-identification model, its performance is first established under

non-adversarial conditions. The models are trained using 100 epochs, 30 batch sizes, a dropout rate of 0.5, a
learning rate of 0.08, and warm epochs with decay rates of 5 and 0.0005, respectively. The results of all models
on Market-1501, as well as the WB_WoB-ReID dataset, are provided in Table 2. It is observed from Table 2
that under a non-adversarial setting, the DenseNet-121 shows the highest Rank-1 score and mAP, which are
about 92.55% and 80.72%.

Table 2: Results of the person Re-ID models in a non-adversarial setting.

Dataset Model Rank-1 Rank-2 Rank-3 Rank-4 Rank-5 Rank-10 Rank-15 mAP

Market-1501
ResNet-50 91.42% 94.36% 95.84% 96.50% 96.67% 98.18% 98.72% 78.54%

DenseNet-121 92.55% 95.37% 96.53% 97.21% 97.42% 98.37% 98.69% 80.72%
HR-Net 91.75% 94.60% 95.72% 96.32% 96.76% 98.16% 98.63% 78.23%

WB-WOB-ReID
ResNet-50 94.31% 95.57% 96.13% 96.60% 96.76% 97.31% 97.47% 78.31%

DenseNet-121 94.78% 96.36% 96.84% 97.15% 97.31% 97.63% 97.71% 79.88%
HR-Net 94.47% 95.81% 96.60% 96.84% 97.15% 97.63% 97.87% 80.00%

4.4 Results on Market-1501 under Adversarial Setting
From the experimental findings of this section, it is observed that the person re-ID model is vulnerable

to adversarial attack. Table 3 shows the results of five distinct adversarial attacks on the Market-1501 dataset.
Since the results are reported under adversarial attack conditions, lower Rank@1 values indicate stronger
attack effectiveness, as they reflect greater degradation in the model’s identification performance. According
to the results, the ResNet50 model, which achieves a Rank-1 accuracy of 0.9142 (91.42%) on clean inputs,
experiences a performance drop of up to 0.0736 (7.36%) under the FreqAdv FFT attack, indicating the largest
degradation among the evaluated attacks. However, a comparison of attacks reveals that the “FreqAdv FFT”
attack is more effective since it uniformly distorts all frequency components. This behavior can also be
attributed to the inherent characteristics of CNN-based person Re-ID models. Moreover, the FFT-based
perturbation modifies the global frequency spectrum of the image, thereby affecting distributed texture
statistics across the entire spatial extent. Therefore, due to the inherent sensitivity of CNN-based Re-ID
models to texture-related information, the FFT-attack, which alters texture statistics, leads to substantial
degradation. Compared to other versions, such as selective DCT and wavelet-based variants, which perturb
more localized or sub-band-specific frequency components, “FreqAdv FFT” works better. More explicitly,
other attacks, however, perturb some partial information, such as some selective components, e.g., in DCT
low-frequency components, whereas the “FreqAdv Wavelet” attack perturbs certain particular bands, and the
“FreqAdv Phase” attack perturbs phase information. In light of this, the “FreqAdv FFT” attack yields better
results. However, it is crucial to highlight that even when specific information, such as frequency bands, is
perturbed, advanced deep learning models such as ResNet-50, DenseNet-121, and HRNet are still vulnerable.
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Furthermore, the ablation study was carried out by gradually adjusting the intensity of perturbation in the
query images. Fig. 2 illustrates the results of an ablation study of adversarial rank scores on various attacks
with varied epsilon (ε) values. It is observed from the results that by increasing the value of epsilon (ε),
there is a sharper decrease in performance. However, the major concern is to hold the imperceptibility trade-
off vs. attack success rates. The selection of epsilon (ε) for each attack is different because of their specific
characteristics, e.g., in “FreqAdv SelDCT”, it is kept high because, in this, only selective DCT components
are perturbed instead of all.

Table 3: Evaluation of adversarial attacks on Market-1501 across three models.

Model Method Rank-1 Rank-2 Rank-3 mAP

ResNet-50

No attack 0.9142 0.9436 0.9584 0.7854
FreqAdv FFT 0.0736 0.0983 0.1191 0.0396

FreqAdv Wavelet 0.3741 0.4439 0.4920 0.2234
FreqAdv Phase 0.3774 0.4397 0.4798 0.2792

FreqAdv SelDCT 0.3008 0.3667 0.4029 0.1981
FreqAdv RandDCT 0.3572 0.4240 0.4721 0.2744

DenseNet-121

No attack 0.9255 0.9537 0.9653 0.8072
FreqAdv FFT 0.0778 0.1110 0.1336 0.0463

FreqAdv Wavelet 0.4163 0.4988 0.5448 0.2555
FreqAdv Phase 0.4667 0.5410 0.5828 0.3430

FreqAdv SelDCT 0.3284 0.4115 0.4555 0.2276
FreqAdv RandDCT 0.6989 0.7583 0.7960 0.5499

HR-Net

No attack 0.9175 0.9460 0.9572 0.7823
FreqAdv FFT 0.0579 0.0778 0.0897 0.0302

FreqAdv Wavelet 0.0962 0.1280 0.1502 0.0488
FreqAdv Phase 0.3420 0.4097 0.4507 0.2452

FreqAdv SelDCT 0.2904 0.3548 0.3985 0.1917
FreqAdv RandDCT 0.5650 0.6244 0.6583 0.4176

Figure 2: (Continued)
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Figure 2: Rank scores in adversarial with different magnitudes of perturbations in all frequency-driven attacks.

4.5 Results of Person Re-ID on WB_WoB-ReID under Adversarial Setting
In the subsequent set of experiments, the effectiveness of the proposed attacks is further evaluated on

a second indoor dataset, as shown in Table 4. It can be observed from Table 4 that the original ResNet-50
model achieves a rank-1 accuracy of 0.9431 (i.e., 94.31%), where the values are reported on a normalized scale
of 0 to 1. The difference in the performance of each attack is because each attack introduces perturbations
differently. For instance, a “FreqAdv FFT” attack is more effective since it uniformly distorts all frequency
components. Subsequently, rank results, along with the original and query images for various attacks, are
presented in Fig. 3 for the Market-1501 dataset. Fig. 3 clearly shows that when the original images are affected
by adversarial manipulation in the frequency domain, the retrieval results are severely affected, i.e., the
identity contained in the query image does not rank among the top ten results.

Table 4: Evaluation of adversarial attacks on WB-WoB-ReID across three models.

Model Method Rank-1 Rank-2 Rank-3 mAP

ResNet-50

No attack 0.9431 0.9557 0.9613 0.7831
FreqAdv FFT 0.1510 0.1992 0.2253 0.0977

FreqAdv Wavelet 0.2411 0.2972 0.3344 0.1902
FreqAdv Phase 0.3621 0.4253 0.4593 0.2896

FreqAdv SelDCT 0.2791 0.3304 0.3676 0.2078
FreqAdv RandDCT 0.1731 0.2182 0.2498 0.1738

(Continued)
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Table 4 (continued)

Model Method Rank-1 Rank-2 Rank-3 mAP

DenseNet-121

No attack 0.9478 0.9636 0.9684 0.7988
FreqAdv FFT 0.0917 0.1368 0.1589 0.0862

FreqAdv Wavelet 0.2877 0.3462 0.3787 0.2129
FreqAdv Phase 0.4008 0.4640 0.4972 0.3395

FreqAdv SelDCT 0.3573 0.4134 0.4569 0.2642
FreqAdv RandDCT 0.5737 0.6229 0.6595 0.4597

HR-Net

No attack 0.9447 0.9581 0.9660 0.8000
FreqAdv FFT 0.0040 0.0063 0.0111 0.0715

FreqAdv Wavelet 0.0182 0.0324 0.0403 0.0252
FreqAdv Phase 0.3747 0.4229 0.4506 0.3070

FreqAdv SelDCT 0.3304 0.3984 0.4300 0.2380
FreqAdv RandDCT 0.3605 0.4142 0.4498 0.2749

Figure 3: Top-10 retrieval rankings of the person re-identification model on the Market-1501 dataset under adversarial
query conditions.
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4.6 Transferability Test
To assess the practical impact of the proposed frequency-domain attack outside of the white-box

context, we undertake black-box transferability tests. In this setting, the surrogate (source) model is
ResNet50, which generates adversarial examples. The resulting adversarial images are then directly evaluated
on two separate target architectures: DenseNet and HRNet, without access to their underlying parameters
or gradients. Table 5 shows the black-box findings for the Market-1501 and WB-WoB-ReID datasets with
perturbation magnitude of ε = 0.01 and ε = 0.02.

Table 5: Results of proposed attack in black-box settings.

Dataset ε DenseNet HRNet Original
(Rank@1)

Original
(mAP) Rank@1 mAP

Market-1501

0.01 ✓ ✗ 92.55% 80.72% 79.04% 61.40%
0.01 ✗ ✓ 91.75% 78.23% 78.60% 61.33%
0.02 ✓ ✗ 92.55% 80.72% 52.01% 35.69%
0.02 ✗ ✓ 91.75% 78.23% 53.55% 37.07%

WB_WoB-ReID

0.01 ✓ ✗ 94.78% 79.88% 89.56% 70.71%
0.01 ✗ ✓ 94.47% 80.00% 89.72% 72.38%
0.02 ✓ ✗ 94.78% 79.88% 72.41% 52.99%
0.02 ✗ ✓ 94.47% 80.00% 70.51% 52.29%

The initial (clean) Rank@1 and mAP values are presented as a reference, followed by the decreased
performance when adversarial images have been evaluated on target models. Although working in a black-
box environment, the suggested frequency-domain perturbations consistently reduce ranking performance
across architectures. This is to be expected, because adversarial examples generated on a surrogate model may
not fully align with the decision boundaries of unseen target models. Moreover, differences in architecture,
feature extraction layers, and embedding distributions can reduce the transferability of perturbations,
resulting in smaller performance drops compared to white-box settings. Nevertheless, the results still
demonstrate that the attacks are transferable across architectures, and the findings highlight the practical
robustness of our approach in real-world scenarios, such as when the target Re-ID system is unknown,
and suggest that further improvements in cross-model generalization (e.g., ensemble surrogate models or
adaptive frequency perturbations) could further enhance black-box effectiveness.

4.7 Comparative Analysis
A comparison was done between proposed attacks with the best performance, namely “FreqAdv FFT”,

“FreqAdv Wavelet”, and “FreqAdv SelDCT”, and spatial attacks considered benchmark attacks, comprising
PGD, FGSM, and Momentum-FGSM. Tables 6 and 7 show a comparative analysis for both the Market-1501
dataset and WB_WoB-ReID datasets. Table 6 shows that the “FreqAdv FFT” and “FreqAdv SelDCT” attacks
perform well in terms of mAP and rank-1 adversarial scores, with PSNR and SSIM improving or approaching
the baselines of FGSM, PGD, and MI-FGSM. Each attack’s perturbation magnitude (ε) is changed to obtain a
comparable amount of Rank-1 accuracy degradation. Perceptual quality (PSNR and SSIM) is then examined
to ensure a fair comparison. Table 7 also presents a comparison with previously reported studies on the
well-known Market-1501 dataset. It is worth noting that most existing studies do not report SSIM and
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PSNR values for the generated adversarial images, although these metrics are important for evaluating and
quantifying imperceptibility.

Table 6: Comparative analysis on Market-1501 and WB-WoB-ReID dataset.

Dataset Methods PSNR SSIM Rank@1 Rank@5 Rank@10 mAP

Market-1501

PGD [15] 33.02 0.933 0.3815 0.5507 0.6261 0.2842
MI-FGSM [16] 33.02 0.933 0.3815 0.5540 0.6232 0.2843

FGSM [18] 39.96 0.987 0.3542 0.5240 0.6012 0.2107
FreqAdv FFT 36.98 0.978 0.2529 0.4038 0.4795 0.1412

FreqAdv Wavelet 38.92 0.980 0.3931 0.5709 0.6451 0.2385
FreqAdv SelDCT 36.79 0.987 0.3061 0.4637 0.5454 0.2057

WB-WoB-ReID

PGD [15] 29.912 0.9036 0.4505 0.5683 0.6197 0.3308
MI-FGSM [16] 29.931 0.8999 0.4237 0.5596 0.6086 0.3102

FGSM [18] 30.966 0.9319 0.2814 0.4355 0.5130 0.1685
FreqAdv FFT 30.432 0.9456 0.1510 0.1992 0.2253 0.0977

FreqAdv Wavelet 31.443 0.9497 0.2545 0.4071 0.4806 0.1988
FreqAdv SelDCT 31.023 0.9600 0.4418 0.5944 0.6577 0.3097

Table 7: Comparative analysis of proposed best attack with existing studies (their best results) on Market-1501 dataset.

Methods Perturbation Original Model
(mAP) PSNR SSIM (Attack

mAP)
FGSM [17] Gallery 79.08% ✗ ✗ 9.178

I-FGSM [17] Gallery 79.08% ✗ ✗ 0.519
MI-FGM [17] Gallery 79.08% ✗ ✗ 1.022

DR [19] Query 82.30% ✗ ✗ 20.2
DeepMisRanking [20] – 79.10% ✗ ✗ 6.29

P-FGSM [20] – 79.10% ✗ ✗ 98.25
Combined attacks [20] – 79.10% ✗ ✗ 6.71

AGS-Attack [45] Query 70.47% ✗ ✗ 0.89
Generative Metric Learning [46] 74.00% ✗ ✗ 6.7

AP-Attack [47] Query – ✗ ✗ 5.7
Re-ID-leak Attack [48] Query – ✗ ✗ 9.9

Unsupervised Adversarial Attack [49] Query 72.20% ✗ ✗ 10.0
Proposed FreqAdv FFT Query 80.72% ✓ ✓ 4.63

Likewise, Table 8 presents the paired t-test results comparing the baseline methods (PGD, MI-FGSM,
FGSM) with the proposed FreqAdv attacks. The results indicate that all proposed attacks significantly
outperform the baselines (p < 0.05), demonstrating their effectiveness. More specifically, for statistical
validation, each experiment was repeated 10 times using different random seeds while keeping the dataset
split and model configuration fixed, and a paired t-test was conducted on the resulting Rank@1 scores to
evaluate the significance of performance differences.
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Table 8: Paired t-test results comparing baseline methods against the proposed FreqAdv attacks on Rank@1 perfor-
mance over 10 runs.

Comparison t-statistic p-value Significance
Baseline [15,16,18] vs. FreqAdv FFT 45.336 <0.001 Yes (p < 0.05)

Baseline [15,16,18] vs. FreqAdv Wavelet 45.205 <0.001 Yes (p < 0.05)
Baseline [15,16,18] vs. FreqAdv SelDCT 46.850 <0.001 Yes (p < 0.05)

4.8 Discussions and Implications
The major implications of this research study are to put an emphasis on adversarial attacks on person

re-ID. The proposed attacks generate adversarial examples (i.e., query/anchor images) that are more imper-
ceptible than those from baseline methods. The findings of the research show that adversarial examples with
some minor changes in their frequency components, especially for instance perturbation in selective bands,
components still fool the re-ID models. Furthermore, this study’s findings can help to design more effective
intelligent defensive frameworks. This will ultimately evolve the development of more secure, resilient, and
legally compliant person Re-ID surveillance systems, and promote critical infrastructure protection, and
trustworthy smart city deployments.

Rather than just analyzing the implications and potential of this study, we also bring attention to some
limitations of the proposed work, which can be addressed in future research studies. As a result, the proposed
work primarily focuses on a white-box setting, where full access to the target model is available. Although
we also conducted experiments in a black-box scenario, the attack performance was comparatively limited
due to the absence of direct gradient information from the target model. In future work, we aim to further
enhance the effectiveness of our approach in black-box settings.

Furthermore, the attacks are carried out using a model trained with a triplet loss, but we will enhance
it by adding specialized loss functions such as circle loss. Furthermore, in this research, we concentrate
on digital-domain adversarial evaluation to fully investigate ranking manipulation and imperceptibility in
person Re-ID systems. Physical-world attacks, such as real-world clothes or patch-based perturbations under
different camera settings, pose new environmental problems. Developing such physical implementations is
an essential area for future study. Moreover, this work focuses on exploiting vulnerabilities in person Re-ID
systems. However, designing and studying defenses against such attacks, such as adversarial training, spectral
filtering, and certified methods, remains a critical subject for future research.

5 Conclusion
Deep learning, particularly convolutional neural networks, has made substantial progress in recent

years, resulting in numerous significant achievements in the field of person re-id. However, despite their
successes, these systems can easily be tricked by adversarial perturbations. The existing methodologies
expose this concept by leveraging this perturbation in the spatial domain. Nevertheless, this will lead to
noticeable perturbation in images. To improve this and develop a new line of attacks, this study attempts to
propose a frequency-driven novel adversarial attack having five variants, targeting different characteristics of
the frequency domain. The proposed attacks maintain a high level of imperceptibility compared to existing
methods, in addition to a greater degradation in model performance.
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