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ABSTRACT: In recent years, anomaly detection in Wireless Sensor Networks (WSNs) has been widely studied
using Graph Neural Networks and Transformer-based methods. However, in multi-node and multi-modal data
scenarios, these approaches still face challenges such as insufficient extraction of spatiotemporal correlation features,
limited modeling capabilities when relying solely on either time-domain or frequency-domain information, and high
computational overhead. To address these issues, this work aims to develop an anomaly detection model that balances
detection performance with computational efficiency, enabling effective identification of complex anomaly patterns.
Specifically, we propose a time-frequency feature extraction method with topological information enhancement,
topology-enhanced multi-modal spatio-temporal anomaly detection (TE-MSTAD). Building upon the Receptance
Weighted Key Value (RWKV) model with linear complexity, a cross-modal feature extraction module is introduced
to strengthen the modeling of multi-modal correlations. Meanwhile, adaptive adjacency matrices are constructed by
integrating time-frequency features and combining outputs from different Graph Neural Networks, thereby enhanc-
ing topological information. Furthermore, a dual-branch structure is designed to jointly model time-domain and
frequency-domain features, improving the extraction of complex anomaly characteristics. Experiments on both publicly
available datasets and real-world collected data demonstrate that the proposed method achieves Fl-scores of 92.52%
and 93.28%, respectively, outperforming existing methods in detection performance and generalization capability.

KEYWORDS: Wireless sensor networks; anomaly detection; time-frequency domain fusion; graph neural networks;
information enhancement

1 Introduction

Wireless sensor networks (WSNs) are self-organizing networks composed of numerous distributed
sensor nodes, typically employing multi-hop routing for data transmission. WSN nodes can sense and
transmit environmental physical data such as temperature, humidity, carbon dioxide concentration, and
light intensity. Due to their convenient deployment and flexible network topology, WSNs are widely applied
in various fields including defense and military [1], industrial environmental monitoring [2], medical
monitoring [3], smart agriculture [4], and smart city transportation [5].
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However, WSN deployments frequently encounter external interference from complex natural envi-
ronments or mutual interference between indoor nodes [6]. Furthermore, WSN nodes themselves face
limitations from internal factors such as insufficient power supply, software programming defects, long-term
hardware aging, and unstable signal transmission/reception [7], leading to data collection and transmission
distortion and anomalies. Designing efficient and practical WSN anomaly node detection algorithms is
crucial for ensuring stable operation and reliable application of WSNss.

Typically, data collected individually for a single physical quantity can be regarded as a single-time-
series data point [8]. Data collected simultaneously for multiple physical quantities is considered multiple
time-series data, referred to as multimodal time-series data [9]. Such multi-time-series data may consist
of different physical quantities collected from the same node or physical quantities collected separately
from different nodes. Anomalies in single-time-series data from WSNs encompass three types of temporal
correlations: point anomalies, context anomalies, and collective anomalies [10]. A point anomaly occurs
when data at a specific time point significantly deviates from the normal data at other time points within that
time series. A context anomaly arises when, within the specific contextual scenario of that time series, some
data points diverge from the majority of normal data points. Context anomalies are localized and context-
dependent; they may be considered normal in other contextual scenarios. For example, a set of temperature
readings reaching 30°C collected by a WSN during winter in a subtropical region would be deemed a context
anomaly. However, the same set of readings might be considered normal during midday in summer in
that region. Collective anomalies occur when individual data points may not be anomalous on their own,
but a group of data points collectively exhibits abnormal behavior. Within a single time series, collective
anomalies typically manifest as repeated fluctuations across multiple consecutive data points. For instance,
if the temperature in a region should gradually change around 22°C over two minutes, but instead fluctuates
repeatedly—even dozens of times—between 20°C and 25°C. Anomalies in multi-temporal data within
WSNs refer to spatio-temporal correlation anomalies among these time series. This arises because multi-
modal time series data collected by the same sensor node typically exhibit spatio-temporal correlations [8],
and modal data collected by different sensor nodes also often display such correlations [10]. For example,
when ambient temperature rises, humidity data collected by sensors should decrease, while the voltage of
their power supply batteries should slightly increase. This indicates temporal negative correlation between
different time-series data collected by the same node. When a fire occurs in the environment, temperature
data collected by sensors around the fire center should all increase, indicating spatial positive correlation
between different time-series data collected by different nodes. When such temporal or spatial correlations
in collected multi-temporal data are disrupted, this phenomenon is termed a correlation anomaly [9,10].

Regarding the aforementioned spatio-temporal correlation anomalies in WSNSs, researchers have pro-
gressively developed a series of anomaly detection methods for WSN correlations. These WSN anomaly
detection approaches have evolved from traditional statistical methods to deep learning, driven by
application requirements and technological advancements. Early anomaly detection methods included
statistical-based approaches and traditional machine learning techniques, such as threshold detection [11]
and clustering methods [2]. However, these approaches have shown limitations in handling applications
featuring complex topological structures, high-dimensional multimodal features [12], and scenarios involv-
ing both long-term dependencies and spatiotemporal correlations [13]. With the rise of deep learning
technologies, convolutional neural networks (CNN) [14], recurrent neural networks (RNN) [15], long short-
term memory (LSTM) networks [16], and gated recurrent units (GRU) [17] have emerged. These methods
can capture nonlinear relationships in data and automatically extract features using deep networks, thereby
enhancing the ability to extract high-dimensional temporal features to some extent. Subsequently, the
Transformer [18] enhanced global feature extraction and the capture of long-range dependencies. It mitigated



Comput Mater Contin. 2026;88(2):77 3

gradient explosion and vanishing gradient issues when processing long-range dependent time series data,
enabling better recognition of complex multivariate time series anomaly patterns and thus improving
detection performance. It has now become a crucial tool in anomaly detection methods. Furthermore,
to effectively mine complex spatial correlation features among nodes in WSNs, graph neural networks
(GNN) [13] have been progressively integrated into the spatial feature extraction process for WSN-collected
data. However, current mainstream deep learning-based WSN time-series anomaly detection methods, such
as those based on Transformers and GNNe, still exhibit the following shortcomings:

First, existing WSN anomaly detection methods lack sufficient capability to extract spatio-temporal
correlation features across multiple nodes and modalities. Current deep learning-based WSN anomaly
detection approaches typically focus solely on detecting anomalies in correlations between different modal-
ities within the same sensor node or within the same modality across different sensor nodes. They fail
to address the detection of spatio-temporal correlation anomalies across different modalities and sensor
nodes. Second, due to the quadratic growth of computational complexity with sequence length in self-
attention mechanisms, Transformers incur significantly increased computational overhead and memory
consumption when processing long sequences. This leads to prolonged training times and excessive resource
consumption [19]. Furthermore, since WSN-collected data contains not only sensor node attribute features
but also spatial topology information between nodes [1], existing GNN-based anomaly detection methods
suffer from weak generalization capabilities. This is due to their monolithic model structures and lack of
effective topology information augmentation mechanisms, making it difficult to fully capture the complex
spatial topology features in WSNs and thereby reducing anomaly detection performance. Finally, based on
the uncertainty principle in time-series representation [20] demonstrates that data exhibits significant dif-
ferences in temporal and frequency domains for different anomaly types. When a certain type of anomaly is
difficult to detect in the time domain, detection performance in the frequency domain significantly improves,
and vice versa [21]. However, most existing WSN anomaly detection methods perform feature analysis and
extraction solely on signals in either the time domain or frequency domain, limiting the performance of
WSN anomaly detection. For example, traditional time-domain analysis has limited capability in extracting
periodic features from data, reducing detection performance for anomalies exhibiting periodic variations.
In contrast, the frequency domain can reveal the periodic structure and energy distribution characteristics
of signals, enabling more effective identification.

To address the aforementioned issues, this paper proposes a topology-enhanced multi-modal spatio-
temporal anomaly detection (TE-MSTAD) method. First, to overcome the limitations in WSN anomaly
detection accuracy caused by insufficient single-domain feature extraction due to uncertainty in time series
representation, this paper designs a WSN anomaly detection framework based on a spatio-temporal domain
fusion reconstruction mechanism. This framework employs the Fourier transform to map raw time series
to the frequency domain, decomposing them into phase and amplitude features to construct a frequency
domain matrix. Simultaneously, it preprocesses the time series and embeds them to form a time domain
matrix. By learning features from the combined spatio-temporal matrix, the method enhances its ability to
recognize different types of anomalies. Second, to address the limitations of existing WSN anomaly detec-
tion methods—inadequate extraction of multi-node spatial correlation features and insufficient detection
capability due to reliance on single models—this paper introduces an information enhancement mechanism
in three aspects. This is achieved by jointly computing the spatial correlation of spatiotemporal feature
vectors and employing an ensemble strategy to fuse outputs from different base models. Before feature
extraction by the backbone network, time-series data is first transformed into the frequency domain. The
spatial correlation between time-domain and frequency-domain variables is calculated using the Spearman
correlation coefficient, constructing an adjacency graph structure incorporating spatiotemporal correlation.
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This provides the model with node distribution association information across both time and frequency
dimensions. When extracting spatially correlated features in both temporal and frequency domains, this
paper constructs graph neural network submodels incorporating graph convolutional network (GCN) [22],
graph attention network (GAT) [23], and predict-then-propagate graph neural network (PPNP) [24], and
fuses the outputs of each submodel through an adaptive ensemble strategy. This strategy combines the
advantages of GCN’s local smoothing aggregation capability, GAT’s neighbor-adaptive weighting capability,
and PPNP’s global information propagation capability. The fused features serve as the final output, enhancing
the model’s generalization ability. To fully exploit the temporal correlations among multiple modalities in
WOSN time-series data, this paper designs a Cross-modal Feature Extraction (CFE) module based on the
Receptance Weighted Key Value (RWKV) model. By performing cross-modal modeling of the temporal
features from different modalities within a single node, the module enhances the model’s ability to represent
multi-modal correlations. Finally, to address the high computational complexity and memory consumption
of Transformers, this paper implements the aforementioned improvements on the linearly complex RWKV
model. Compared to Transformers, RWKV introduces temporal and channel mixing mechanisms, replaces
global computations of self-attention with recursive state updates, and reduces computational resource
overhead while maintaining highly efficient parallel training [25].

In summary, the main contributions of this work are as follows:

1. To address the issue that existing methods are difficult to fully extract the temporal correlation features
of multiple temporal modalities, this paper adds a designed CFE module to the RWKV model. While
maintaining the parallel training of RWKYV to handle long-distance dependent tasks and reducing
the computational complexity, it can fully extract the temporal correlation features between different
temporal modalities. It is suitable for anomaly detection in multi-temporal modal scenarios of WSN.

2. To address the issue that existing methods are difficult to fully extract the spatial correlation features
of multiple nodes, this paper proposes two topological information enhancement strategies. Firstly,
this paper proposes a method for calculating the similarity between nodes through time-domain and
frequency-domain features, and builds a graph adjacency matrix containing time-frequency domain
information. Secondly, this paper proposes a method for enhancing spatial feature extraction based on
graph neural network ensemble. By constructing a series of different graph neural network complex
models, the spatial features that different models focus on outputting are obtained. Therefore, this design
can fully extract the spatial correlation features among multiple nodes and is suitable for anomaly
detection in the multi-node scenario of WSN.

3. Aiming at the problem that the existing methods only rely on a single time domain or frequency
domain for feature extraction, and the anomaly detection performance is limited due to the uncertainty
principle of time series representation, this paper designs a dual-branch network TE-MSTAD based
on feature extraction in the time and frequency domains. This network can combine information in
the time domain and frequency domain for WSN anomaly detection, making up for the limitations
of relying on a single time domain or frequency domain, thereby improving the performance of WSN
anomaly detection.

The remainder of this paper is structured as follows: Section 2 reviews relevant research progress
in the field of WSN anomaly detection; Section 3 formally defines the research problem and briefly
introduces the fundamental principles of the RWKV model; Section 4 elaborates on the overall framework
and constituent modules of the proposed TE-MSTAD model; Section 5 demonstrates the performance of
the proposed method on publicly available indoor datasets and real-world outdoor datasets, along with
comparative analysis against existing approaches; finally, Section 6 summarizes the work and outlines future
research directions.
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2 Related Work

In recent years, with the widespread application of WSNG, accurately and efficiently detecting anomalous
data has become a key concern for both academia and industry. Extensive research has been conducted by
scholars worldwide on anomaly detection for WSN data. This section reviews existing studies, focusing on the
development and evolution of WSN anomaly detection methods and frequency domain analysis approaches,
providing theoretical foundations and technical references for subsequent work.

2.1 Deep-Learning Model for Anomaly Detection in WSNs

Historically, WSN anomaly detection primarily relied on traditional statistical methods and machine
learning-based approaches. Statistical methods include Kalman filtering, autoregressive integrated moving
average (ARIMA) models, and principal component analysis (PCA), while machine learning-based methods
encompass clustering-based anomaly detection and dimension reduction techniques. Ref. [11] proposed a
novel online adaptive Kalman filtering method specifically for real-time anomaly detection in WSNs by
dynamically adjusting filtering parameters and anomaly detection thresholds in response to real-time data.
Ref. [2] proposes a monotonic split-and-conquer scheme for detecting anomalous sensor data by leveraging
spatio-temporal correlations between neighboring sensors through principal component analysis. Ref. [26]
presents a weighted k-means spectral and hierarchical clustering ensemble scheme for graph anomaly
detection, based on weighted Euclidean distance computation and weighting. Traditional statistical methods
typically assume data conform to specific distribution models, which may not always hold in practical
applications, limiting detection accuracy. Furthermore, these methods often exhibit high computational
complexity when handling complex, high-dimensional data, making them ill-suited for real-time detection
demands on large-scale datasets [27].

In contrast, deep learning methods can automatically learn complex features and patterns in data,
demonstrating greater adaptability and accuracy when handling high-dimensional, nonlinear data. Fur-
thermore, deep learning approaches can capture long-term dependencies within data, making them highly
suitable for WSN data with time-series characteristics. Ref. [28] proposes a data-driven anomaly detection
method termed Median Filter-Stacked Long Short-Term Memory-Exponentially Weighted Moving Average
for anomaly identification. Ref. [29] integrates inductive bias and convolutional operations into Transform-
ers, leveraging multi-layer pyramid structures and multi-level skip connections to extract multi-scale features
from data. By incorporating anomaly detection into the feature space, it achieves more accurate industrial
anomaly detection and localization results. Ref. [30] proposes a masked network Swin Transformer Unet for
anomaly detection. It generates simulated anomalies by applying anomaly simulation and masking strategies
to non-anomalous samples, leveraging the Swin Transformer’s robust global learning capability to repair
masked regions. Building upon the original RWKV model, Ref. [19] proposes a novel detection scheme for
harsh environments using an ensemble of autoencoders, Gaussian mixture models, and K-means, focusing
on analyzing single-round forwarding rate time series of nodes. These methods demonstrate superior
performance compared to traditional and machine learning approaches when handling complex, high-
dimensional, long-term sequence data. However, such approaches focus solely on the temporal correlation
features of WSN time-series data, making it difficult to extract latent spatial correlation information from
graph-structured WSN data. Consequently, they cannot achieve spatial correlation anomaly detection for
WSN time-series data.

With the emergence of graph neural networks (GNNs), anomaly detection methods leveraging these
models can aggregate node information via adjacency matrices, effectively extracting spatial correlation
features between nodes. Ref. [31] proposes a collaborative approach where pattern mining guides GNN algo-
rithms to aggregate local information through connections, thereby capturing global patterns. This method
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employs a GNN encoder for feature aggregation, while the pattern mining algorithm supervises the GNN
training process through a novel loss function. Ref. [32] proposes an interpretable spatio-temporal graph
convolutional network. By integrating temporal and event similarity perspectives, IST-GCN leverages both
directed and undirected graphs to capture system features, providing temporal and spatial interpretability.
Ref. [33] adopts a semi-supervised learning approach relying solely on normal data for effective anomaly
pattern detection, selecting the GCN-VAE model. By combining the spatial feature extraction capability of
graph convolutional networks with the latent temporal feature modeling of variational autoencoders, this
approach effectively detects anomalous signs in data. Ref. [34] proposes an event-aware graph attention
network that detects and tracks sensors and their spatial correlations within cyber-physical systems. It
graphically analyzes and models relationships between components during labeled time periods, identifying
anomalies through the constructed graph model. Ref. [35] presents an anomaly detection scheme based on
GAT and Informer. GAT effectively learns sequence features, while Informer excels in long-term sequence
prediction. Their combined approach utilizes long-term prediction loss and short-term prediction loss to
detect anomalies in multivariate time series. Short-term prediction forecasts the next time point’s value, while
long-term prediction assists short-term forecasting.

However, these methods primarily focus on extracting spatio-temporal features between multiple
nodes and a single temporal modality in WSNs, making it challenging to comprehensively capture the
intrinsic correlations among multiple nodes and multiple temporal modalities in complex environments.
At the same time, Transformer-based approaches exhibit quadratic time complexity and high memory
consumption. Moreover, most existing anomaly detection methods concentrate on the acquisition and anal-
ysis of time-domain information, typically relying on statistical characteristics, trend variations, or pattern
matching of time-series data to identify anomalies [27] Such approaches may pay insufficient attention to
periodic features and latent anomaly patterns embedded in the frequency domain. Consequently, these
methods fail to fully exploit frequency-domain characteristics, potentially limiting further improvements in
detection performance.

2.2 Frequency-Domain Analysis Approach for Anomaly Detection in WSNs

In the field of anomaly detection, frequency domain analysis has gained increasing attention as a crucial
complementary approach. By transforming time-series data into the frequency domain, it reveals periodicity,
frequency distribution, and the variation patterns of different frequency components. This information plays
an indispensable role in understanding data correlation features and improving detection performance [21].

Currently, for WSN anomaly detection, existing research has extensively employed various typical
frequency-domain analysis methods to reveal hidden periodic or frequency-based anomaly features. Among
these, the Fourier Transform (FT), as the most commonly used frequency-domain tool, can rapidly map
time-domain signals to the frequency domain, uncovering stable periodic patterns. It is frequently utilized
to detect anomalies caused by periodic drift or noise interference. For instance, Ref. [36] addresses sensor
electrical signal acquisition in indoor environments. It employs the Fourier Transform to convert sensor-
perceived signals from the time domain to the frequency domain, generating spatiotemporal image datasets.
Combined with Generative Adversarial Networks (GANSs), this approach detects anomalous behaviors
within electrical signals. This method not only validates the effectiveness of frequency-domain information
in anomaly detection for sensor-perceived signals but also demonstrates application potential in areas such
as private space monitoring support and human activity perception. For multi-sensor signals of industrial
gears, ref. [37] extracts frequency-domain features using the Fast Fourier Transform (FFT) and combines
graph neural networks with adversarial autoencoders to achieve unsupervised anomaly detection. By mining
multi-scale features within the frequency domain, this approach significantly enhances anomaly detection
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accuracy, validating the effectiveness of frequency-domain analysis in industrial multi-sensor scenarios.
Ref. [38] proposes a frequency-domain-based anomaly detection method. It models the background in the
frequency domain using the Fast Fourier Transform (FFT), detects anomalies through peak features in the
amplitude spectrum and Gaussian low-pass filtering, and further suppresses non-anomalous high-frequency
details using phase spectrum reconstruction. This significantly enhances background suppression capability
and detection accuracy.

Additionally, wavelet transform (WT) performs localized analysis of non-stationary signals in the time-
frequency domain through multiscale decomposition, widely applied for detecting sudden anomalies and
local pattern changes. Ref. [39] combines continuous wavelet transform with support vector clustering
to construct a lightweight unsupervised anomaly detection framework capable of effectively identifying
drift anomalies in sensor data. Experimental results on the IBRL dataset validate the method’s robustness
and high detection accuracy when processing non-stationary sensor signals, further demonstrating the
applicability and advantages of wavelet transform in dynamic data stream scenarios. Ref. [40] proposes a
variability profile anomaly detection scheme for continuous IoT stream data by integrating discrete wavelet
transform with K-means clustering. By rapidly constructing and dynamically updating sensor variance
profiles, it significantly enhances the accuracy and real-time performance of both short-term and long-term
anomaly detection, validating the application potential of wavelet transform in large-scale online data stream
scenarios. Addressing computational resource constraints at edge nodes in industrial IoT environments,
ref. [41] proposes a parallel discrete wavelet transform method. It effectively compresses acoustic signals
and extracts features while reducing memory consumption and computational overhead. Based on this, a
lightweight anomaly detection model is developed, demonstrating its feasibility and real-time advantages in
practical industrial equipment monitoring.

In recent years, adaptive decomposition methods such as Empirical Mode Decomposition (EMD) have
been introduced to decompose complex nonlinear non-stationary sequences into intrinsic mode functions.
This approach separates anomaly features across different frequency bands and enables anomaly point
localization. These frequency-domain methods partially overcome the limitations of single-time-domain
analysis, which is sensitive to noise and struggles to capture periodic variations, providing an effective
complementary approach for WSN anomaly detection. By integrating multivariate empirical mode decom-
position with wavelet transform, Ref. [42] addresses feature extraction challenges in vibration response
data for environmental monitoring. Through signal decomposition followed by input into multiple deep
learning models, it achieves efficient identification of damage types and locations within non-stationary
signals, validating the practicality and high accuracy of combined EMD and time-frequency domain features
for complex structural anomaly detection. Addressing security monitoring challenges for distributed sparse
sensor data in industrial IoT, Ref. [43] designed an adaptive noise and energy entropy feature extraction
method based on adaptive fully integrated empirical mode decomposition. Combined with a swarm-
optimized classifier, it effectively extracts intrinsic modal features, enabling accurate detection of multiple
anomaly perception patterns in industrial production. This validates the robustness and superiority of
improved EMD and adaptive selection in sparse data scenarios.

However, the aforementioned anomaly detection methods rely solely on frequency-domain processing
and fail to fully leverage time-domain information, which limits further improvements in detection per-
formance. Similarly, these methods focus only on spatio-temporal feature extraction between single nodes
and multiple modalities or between single modalities and multiple nodes, without adequately considering
spatio-temporal correlations in scenarios involving multiple nodes and multiple modalities, thereby affecting
performance in complex anomaly cases.
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Based on the analysis of the aforementioned related work, this paper proposes a method called
TE-MSTAD to address these limitations in existing WSN anomaly detection approaches. TE-MSTAD
jointly analyzes both time-domain and frequency-domain information and employs multiple information-
enhancement strategies to more comprehensively capture spatial correlations among multiple nodes.
Moreover, based on an improved RWKV model, a cross-modal feature extraction module is incorporated
to identify anomalies across different temporal modalities, thereby enhancing overall anomaly detection
performance.

3 Problem Description

This paper employs graph neural networks to model multi-temporal data (also termed multimodal data
in literature) collected by WSNs as dynamic attribute graphs, expressing their spatial correlations. Sensor
nodes correspond to vertices in the graph, multi-temporal data collected by nodes correspond to attribute
matrices, and sensor network topology connections correspond to edges in the attribute graph. Data collected
by a wireless sensor network at timestamp t can be modeled as the attribute graph t at time G, = (X, A;).
Here, the attribute matrix X, € RNM represents M distinct modalities of data collected by N distinct WSN
nodes. The value of an element aj; in the adjacency matrix A € RV*N depends on the connection status
between node i and node j. If an edge exists between node i and node j, then aj =1 otherwise, aj; = 0.

Considering a sequence of property graphs G [1: T] = (X, A) = {G1,G2,...,Gr} over T time steps,
where the property matrix is X = {X;, X5, ..., X1} and the adjacency matrix is A = {A;, A,..., A7}, each
G, = (X, A;) corresponds to the property graph at timestamp t. The anomaly detection problem for WSN
time-series data can then be formulated as a classification task for property graphs. Designing an appropriate
neural network architecture and its weight parameters 0, we define the corresponding mapping function

fas:
Y = f(G[t:t; + W]|0) € (0,1) VMW (1)

A collection of temporal attribute graphs G [#;:t; + W] formed by data collected by WSN within the
time window from #; to f; + W. Y is a label matrix with shape N x M x W, corresponding to the output
matrix of N nodes across M modalities within a time window of length W. yi’] represents the label for the
jth modality at node i at time £. When yi’J is 1, the target modality at the target node exhibits an anomaly at
this time; when y!” is 0, the target modality at the target node behaves normally at this time.

4 Model Design

The proposed TE-MSTAD anomaly detection model structure is illustrated in Fig. 1, comprising a data
preprocessing module, a topology information learning module, a time-domain feature extraction module,
and a frequency-domain feature extraction module. This model adopts a dual-branch reconstruction
architecture to perform anomaly detection on both the time-domain and frequency-domain features of
signals. On one hand, the time-domain branch captures temporal characteristics within the time series.
On the other hand, the frequency-domain branch utilizes spectral analysis to uncover periodic and latent
frequency features. These two branches work collaboratively to achieve more comprehensive anomaly
detection performance.

After preprocessing the WSN-collected dataset, the topology learning module acquires the topological
relationships between nodes, deriving their adjacency matrix and constructing an attribute graph. Subse-
quently, the time series data undergoes wavelet transformation to extract frequency domain information,
including amplitude and phase, forming a frequency matrix. The processed data is then input into the model’s
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two branches. In the time-domain branch, the original time series undergoes encoding to extract temporal
features and spatio-temporal correlations. These are then reconstructed via a decoder to produce a time-
reconstructed sequence. Simultaneously, the frequency matrix enters the frequency-domain branch, where
a similar encoding-decoding process extracts its frequency-domain features and completes reconstruction.
Ultimately, the model achieves comprehensive anomaly detection across both time and frequency domains
through its dual-branch reconstruction mechanism.
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Figure 1: Block diagram of the TE-MSTAD model.

4.1 Data Preprocessing

The data preprocessing module transforms raw data collected by WSNs into training samples suitable
for the model, primarily involving three steps: filtering, downsampling, and normalization.

First, WSN-collected data typically contains substantial high-frequency natural noise originating from
environmental interference, hardware components, and other factors. This noise includes large amounts of
useless or even misleading information that can interfere with the model’s extraction of key features, thereby
affecting anomaly detection performance. To effectively suppress high-frequency noise, this module applies
a Gaussian filter in the frequency domain. The processing steps are as follows:
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G, (w) = exp (—% (U:;a ) )

%(t) = Fepr (Frer (Xraw (1)) x Go (w)) (2)

where G, (w) denotes the frequency-domain Gaussian filter, 0,4,, represents the standard deviation of the
Gaussian filter; Frpr and ]-"I?}DT denote the Fast Fourier Transform (FFT) and Inverse Fourier Transform
(IFT), respectively; X4, (t) is the original time-domain signal, and X (t) is the smoothed time-domain
signal obtained after filtering.

Subsequently, to reduce redundancy in the raw data, this paper employs a sliding window mechanism for
time series downsampling after completing Gaussian filtering noise reduction in the frequency domain. This
method segments continuous time series data by setting a sliding step size k and window length kW. Let the
current time be t. Starting from this point, kW data points form a time series sample of length kW, denoted as
Rraw = [Xt>Xals - - o> Xppkw1] € RM*NXKW A frer sliding window subsampling, the data x,,,, is divided into k
subsamples. Each subsample can be regarded as an observation sequence for a node: X; € R™N*W i ¢ [1, k].

Finally, to eliminate differences in dimensionality and numerical ranges between sensor data and
enhance model training stability and convergence speed, this paper applies standardization to the data
after downsampling. The commonly used Z-Score standardization method is employed. By subtracting the
mean and dividing by the standard deviation for each data point, it is transformed into a standard normal
distribution with mean 0 and standard deviation 1, thereby achieving a unified numerical scale. The specific
procedure is as follows:

Xij= (Xij—p(Xij)) o (X)) 3)

where X; ; is the input data after downsampling of the jth mode of the ith node; u (X i j) represents the
mean value of X; ; over the entire time series; o (X i j) denotes the standard deviation of X; ;; and X jisthe
processed standardized result.

4.2 Spatial Correlation Feature Learning Enhancement Module

Following the data preprocessing module, this paper designs and introduces a joint time-frequency
domain feature correlation learning enhancement algorithm. This algorithm aims to fully explore the spatial
correlations among nodes in wireless sensor networks within the time-frequency domain, thereby construct-

ing a more reasonable graph structure to enhance the model’s ability to represent topological information.

€ RM><N><W

Specifically, this module first maps the time-domain observation data X;ip. of sensor

nodes to the frequency domain via Fourier transform, yielding the frequency-domain feature matrix Xfq €
RM xNx W'

Next, to measure spatial correlation between nodes, this paper employs the Spearman correlation
coefficient. The average correlation value across three modalities serves as the basis for constructing the
adjacency matrix for each node. For any two nodes a and b, their correlation in the jth modality is calculated
as follows:

pj _cov (7’ (Xa,j) 7 (Xb,j))
a,b o (Xa,j ‘o (Xb,j)

4)
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where pi , denotes the Spearman rank correlation coefficient between nodes a and b, in the jth mode;  (-)
represents the rank transformation applied to the sequence; cov () and o (-) denote the covariance and
standard deviation operations, respectively.

Subsequently, the correlations within each modality in the time domain and frequency domain are
averaged separately. The correlation values from the three modalities are then aggregated to obtain the node’s
overall correlation score:

1 Y (time,n) (freq,n)
Sa,b = ﬁ L (pa,b + Payb ) (5)

where S, , represents the joint correlation score between node a and node b; N denotes the number of

modalities within a single node; pgtzme’”)

frequency domain, respectively, for the corresponding node in the nth modality.
NxN

and pif ) ¢4") denote the data correlation in the time domain and

Finally, to construct a sparse and discriminative adjacency matrix A € R"*", this paper employs a Top

K strategy to select the top k most relevant nodes for each node. Corresponding elements are set to 1, while

all others are set to 0, thereby building an adaptive graph structure:

1, ifS,p € TopK(S,,.)

Agp = @ ’ 6

b {0, otherwise ©

where TopK (S,,.) denotes the top K nodes most correlated with node a; A, , represents the elements in the
adjacency matrix A.

4.3 Time-Domain Feature Extraction Network Branch

In the temporal feature extraction branch, the model takes the attribute matrix Xy, € RE*M*N<W

and adjacency matrix A € RN —both processed into batches of size B—as inputs. The temporal encoder
extracts temporal and spatial correlations from the input data, compressing them into a low-dimensional
representation. Subsequently, the temporal decoder decodes and reconstructs the encoded representation,
aiming to restore the original input sequence as faithfully as possible. The encoder and decoder work
in tandem, enabling the model to capture critical temporal features. Next, we will provide a detailed
introduction to the specific structure and functions of the temporal encoder module and the temporal
decoder module.

4.3.1 Time-Domain Encoder Module

As shown in Fig. 1, within the temporal domain encoder module, the input temporal domain data
sequentially passes through the temporal feature extraction component and the spatial feature extraction
component. The temporal feature extraction component is responsible for uncovering temporal correlations
in node attributes over time while capturing intermodal correlations among different physical quantities. The
spatial feature extraction component, meanwhile, extracts spatial correlations within the network topology.

The encoder module employs the RWKV model, as illustrated in Fig. 2. The RWKV model is a
sequence modeling framework that combines the strengths of RNNs and Transformers, featuring linear time
complexity and suitability for long text processing [19]. Composed of stacked residual blocks, it incorporates
temporal mixing sub-blocks and channel mixing sub-blocks. By introducing a recursive structure, it fully
leverages past information. Capitalizing on this advantage, this paper integrates RWKYV into the temporal
encoding module of the TE-MSTAD network to more efficiently extract relevant features from multimodal
temporal data.
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Figure 2: RWKYV model block diagram.

The temporal mixing sub-block of the RWKV model primarily handles temporal dependencies in
sequence data. It efficiently fuses information from the current time step with states from historical time
steps through a recursive update mechanism, enabling feature extraction from long sequences:

Xmix = Atime_mix . xtm + (1 - Atime_mix) . xltrl1
re =W, Xnix
kt = Wk * Xmix
Vi =W, - Xnix

(7)
Zf;ll e—(t—l—i)w+k,~ ov; + eutk: o,
Zt_% e~ (t-1-i)w+k; | outk,
i=
O = WO . (0 (rt) ®kat)

wkv; =

where the input is the sequence x,'" € RY, Mtime_mix 1S @ learnable vector; W,, Wy, W, € R%*? is the linear
weight; k; and v; are the K-vector and V-vector at the ith time step; u € R? is a learnable log decay
parameter controlling the degree of historical retention; wkv, is a weighted sum similar to attention but
without Q or quadratic matrix multiplication, resulting in low computational cost. W, is a learnable linear
projection matrix; o is the Sigmoid function controlling the information pass rate; ® represents element-wise
multiplication; oy is the tensor output from the temporal mixing module.
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The channel mixing subblock in the RWKV model primarily enhances the feature expression
capability of sequence representations. It models inter-channel dependencies by applying nonlinear trans-
formations and combining different feature channels of the input sequence, thereby extracting richer,
higher-dimensional semantic information:

’
Xmix = )Lchannel_mix c 0 + (1 - Achannel_mix) S04

ri=W,-x
k; = W; - X
/ / ! / 2
o, =0(r;)® (Wv -max (kj, 0) )
out

2 =x" +0; + 0] (8)

where 0, and 0,_; represent inputs at the current and previous time steps; Achannel_mix denotes a learnable

!
mix

N N . . . 4
vector; X;;, is the new input representation; W;, W;, and W{, are linear weights; 1/, k,, and o} correspond
out

to vector outputs; and x7"* constitutes the final output.

In the TE-MSTAD network model, the time-domain embedding vector X;;,,,, € RE*N*W*M is first fed
into the enhanced RWKV network for processing. To effectively capture the correlations among multiple
modalities, this study introduces the CFE based on the temporal mixing component of the RWKV model.
In this module, the Cross-modal Feature Extraction (CFE) mechanism employs a structure similar to cross-
attention. For the ith modal feature, its own V vector undergoes cross-computations with the K vectors
generated by other modalities, producing WKV operators wkv’ . containing cross-modal information.
Subsequently, the R vector of this feature is computed with the operator wkv. ., yielding an output that

fuses information across different modalities:

Xmix = /\time_mix . Xt,time + (1 - Atime_mix) . Xt—l,time
i
rir = W, - Xnix
i
Vi =W, - Xnix
. 1 ;
it _ ]
kcross - N-1 Zwk : Xmix
i*j
1 (1 i it
; zf:% e ([ 1 l)w+kcross @ Vl + eu+kcross @ Vt
kacross - =1 ,—(t-1-i)w+k! u+k’!
Zi:l e cross + € cross

0ir=W:- (0 (ri¢) @wkvimss) 9)

The above formula represents an improvement over Eq. (7). Here, the superscript i,j € [1, M],i # j
denotes the sequence numbers of two distinct modalities. X1 ¢j . € REXNx1xd; corresponds to the data from
modality i within the input tensor X;_j sime € REXNxWxdin t the CFE block. d;,, = Z?/:Il d; and d; denote
the feature dimensions of modality i. ki;!, is the K-vector obtained by cross-mapping Xmix through the
learnable matrix W7, corresponding to the remaining modality features. The output k%, is derived by

Cross

averaging the product of the temporal mixed input tensor X i, € REP*¥N*1*4 and the mapping matrix W;( €

R%* corresponding to other distinct modalities. This cross-modal operation enables information fusion
across modalities and establishes intermodal correlations. wkv. . represents the WKV operator generated

Cross

using k! : 0, , denotes the output of the temporal mixing component, which is subsequently fed into the

Cross
channel mixing part of RWKV and concatenated to produce the output vector X\ e REXN*W>xM

the subscript denotes the improved RWKV model.

, where
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In the design of the CFE module, a simple averaging strategy is adopted to fuse the mapped features from
other modalities instead of employing complex attention mechanisms. This design is motivated by several
considerations. First, in WSN scenarios, different modalities (e.g., temperature, humidity, and voltage) are
typically collected from the same physical environment and exhibit strong statistical consistency; thus,
averaging helps capture stable shared cross-modal information. Second, the CFE module is embedded within
the RWKV-based temporal mixing framework, where RWKYV already provides strong sequential modeling
capability, and a lightweight fusion strategy helps maintain a balance between representation capacity and
model complexity. Finally, the averaging operation introduces minimal computational overhead and offers
better scalability, making it more suitable for resource-constrained WSN deployments. Overall, this design
achieves an effective trade-oft between performance, robustness, and computational efficiency.

To further extract temporal features and perform dimensionality reduction, this model explored
multiple network architectures, ultimately incorporating a Temporal Convolutional Network (TCN) and
Multi-Layer Perceptron (MLP) structure. The TCN consists of a series of causal convolutional layers with
dilation rates, enabling the capture of temporal dependencies across different scales. The MLP facilitates
dimension reduction during encoding, feeding low-dimensional embedding vectors to the decoder. Its
primary computation can be represented as:

MO ZW(” <UD 4 )

I I I-1 10
X(TC)N = ReLU (yt( ) +X§ )) (10)

Xmrp = 02 (W3- 01 (W - Xren +br) + b2)

where, in TCN, y(l) is the output of the dilated convolution operation at time step ¢ in layer /; x(l ) is the
t —d - ith input to layer / — 1 with dilation stride d; d is the dilation factor; k is the convolution kernel size;
Wi(l) is the weight matrix for the ith convolution kernel in layer /; and b is the bias term. In the MLP,
Xnmrp and X 7cop represent the final output tensors of the TCN and MLP networks, respectively; W, and W,
denote the weight matrices for the two fully connected layers; 0y and 0, correspond to the ReLU activation
function; b; and b, represent the bias terms.

After completing feature extraction and dimensionality reduction for temporal features, the attribute
matrix output Xy p € RPN Wxdwir by the MLP serves as the node feature input. This is combined with
the adjacency matrix A € RV*Y generated by the topology information learning module and jointly fed into
the spatial feature extraction module. This module integrates two types of graph neural network submodels:
GCN and GAT. GCN performs mean aggregation of neighbor node features using a static adjacency matrix,
offering high modeling efficiency and strong global structural modeling capabilities. GAT, on the other
hand, introduces an attention mechanism that assigns different weights to distinct adjacent nodes, enabling
more refined feature representation. Combining GCN and GAT as an information enhancement approach
balances global structural stability with local feature adaptability, enhancing the model’s ability to capture
complex spatial dependencies.

Specifically, GCN achieves local updates to node representations through weighted aggregation of
neighboring node information, following this fundamental propagation rule:

L
)
HGCN =c|D 2AD HWgcn (11)
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where A = A + I denotes the adjacency matrix with self-loops, D represents the corresponding degree matrix,
and Wy, is the learnable weight matrix.

In contrast, GAT introduces an attention mechanism that adaptively learns the importance of different
neighboring nodes to the current node. Its basic operation is:

eij = LeakyReLU (a’ [Wyoch; || Wuih;])
_ exp (eij)
kN (i) €XP (€ik) (12)

h;ZU Z (x,-'Wah')
N () J Y gattly

ij

where Wy, denotes the weight matrix, a represents the attention weight vector, «;; is the normalized
attention coefficient, || indicates vector concatenation, and A (i) denotes the set of neighbors for node i.

Subsequently, this paper performs adaptive integration of the outputs from GCN and GAT, ultimately
expressed as:

Hpatial = A - Hear + (1-1) - Hgen (13)

where the fusion coefficient A € [0, 1] isa trainable parameter. It is adaptively adjusted through model training
to determine the contribution ratio of the two submodels to the final representation.

Finally, the fused spatial feature matrix Hgyatia1 serves as the output of the temporal encoder module,
enabling subsequent decoding reconstruction and anomaly detection.

4.3.2 Temporal Decoder Module

In the network architecture designed herein, the temporal decoder sequentially incorporates a Dense
Layer, Batch Normalization, a Dropout Layer, and a Leaky ReLU activation function. These modules not only
perform dimensionality-increasing decoding on the feature matrix but also enhance training stability and
mitigate overfitting risks, thereby accomplishing feature reconstruction during the decoding phase. First,
the Dense Layer performs a linear mapping on the temporal-encoded features to achieve dimensionality
expansion. Subsequently, Batch Normalization is introduced to mitigate internal covariate shifts, accelerate
model convergence, and enhance stability during mini-batch training. To improve generalization and prevent
overfitting, a Dropout Layer is then incorporated into the decoder. During each training iteration, the
dropout layer randomly masks the activation values of some neurons with probability p. Finally, Leaky ReLU
is selected as the nonlinear activation function to avoid the “neuron death” phenomenon that may occur in
the negative range with standard ReLU. The specific operations described above can be expressed as:

21 = WHspatial +b
Z f—
22=BN(21) =y-—‘u+ﬁ

Vot e

z3 = Dropout (z;) =z, ®©m (14)

Z3, ifz3>0

(time) _ _
Zour . = LeakyReLU (z3) {(x -z3, ifz3 <0

where the input vector Hpatial from the temporal encoder. W, B denote learnable weights and bias terms
of the fully connected layer. y, 0 denote the mean and standard deviation of the current mini-batch data.

y, B denote the learnable scaling and offset parameters in batch normalization. € is a small constant to
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prevent division by zero. m is the dropout mask sampled from a Bernoulli distribution, satisfying m ~
Bernoulli (1 - p). ® denotes element-wise multiplication. a denotes Slope coeflicient for the negative region
in Leaky ReLU. z,();’tme) denotes the feature vector finally output by the time-domain decoder.

4.4 Frequency Domain Feature Extraction Module

In WSN anomaly detection, frequency-domain information often reveals features that temporal analysis
cannot fully capture. To further illustrate the importance of frequency-domain information, a specific
example is analyzed below. For instance, Fig. 3 depicts the differences between point anomalies, collective
anomalies, and contextual anomalies in the time-frequency domain. In Fig. I, the blue curve represents
normal data, while the red curve indicates abnormal data. Comparing Fig. 3a,c shows that collective
anomalies exhibit more pronounced changes in the frequency domain than in the time domain, making
frequency-domain detection more suitable. Conversely, comparing Fig. 3a,d demonstrates that time-domain
analysis is more advantageous for identifying contextual anomalies.
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Figure 3: Comparison chart of normal data and abnormal data in the time-frequency domain: (a) Normal data graph;

(b) point abnormal data graph; (c) collective anomaly data graph; (d) context abnormal data graph.
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In the feature extraction module of the frequency domain, the input data Xijme = {X;,Xp,..., X1} is
first mapped to the frequency domain space via Fast Fourier Transform (FFT), yielding the frequency domain
tensor X¢req = {F1, Fa, ..., Fr}. The time-frequency transformation process is as follows:

T
(k) (1) 27Ttn) . (2711‘11)) ]
= E - 5
Jog = & ¥ap (COS( T ) T (15)

where i denotes the imaginary part, i = —1; xit; represents the time series corresponding to the mode 3 of

node a in Xyime, with the superscript ¢ € [1, T']; similarly, fof 1;3) corresponds to the frequency domain sequence

it; However, since fékﬁ) is a complex sequence, it cannot be directly used for training neural

network models. To address this issue, the frequency domain information is typically decomposed into
amplitude and phase components for separate representation and storage. Specifically, for the frequency

mapped from x

domain sequence foff(), the amplitude can be understood as the Euclidean distance of this complex number
from the origin in the complex plane, while the phase represents the angle formed with the positive real
axis in the complex plane. Assuming f; (k) = m + ni, where m and n denote the real and imaginary parts
respectively, the amplitude a and phase p are calculated as follows:

a=vm?+n?

p = arctan (m/n) (16)

By calculating the magnitude and phase of each complex element in the frequency domain sequence
fa()kb), the original complex sequence can be transformed into two real-valued sequences suitable for model
training: the magnitude sequence a; and the phase sequence p,. Similarly, for each input sample set
{X1,Xs,..., X}, after undergoing the time-frequency domain transformation, the magnitude matrix A €
RM*WXM and the phase matrix P e RN*">*M can be obtained. These two matrices are concatenated and
divided into batches to form the frequency-domain matrix Xfeq € R¥*N*2W*M which serves as input to the
frequency-domain encoding network. This enables the encoder to effectively extract sample features based
on frequency-domain information.

4.4.1 Frequency Domain Encoder Modulesz

As shown in Fig. 1, similarly to the temporal domain encoder module, the input temporal domain data
sequentially passes through the temporal feature extraction and spatial feature extraction components. The
temporal embedding vector Xgeq = {F1,Fa,...,Fr} € REBXN2WXM frot traverses a basic RWKV network
layer to capture long-range temporal dependencies within the frequency domain. The RWKV model eftec-
tively mitigates the impact of sequence length on computational complexity through gating mechanisms and
linear attention structures, thereby enhancing its modeling capability for long-term sequence dependencies.
Subsequently, to extract intermodal correlations, the output feature H() is further fed into an enhanced
RWKYV model. This module incorporates a cross-modal feature extraction (CFE) block. After thorough
extraction of temporal dependency features, the output feature H®) is input into a Multi-Layer Perceptron
(MLP) network for dimensionality reduction and nonlinear feature mapping. As the detailed process has
been described earlier, it is simply represented as:

H® = RWKV (Xpreq ) € REN2Wxd:
H(2) = RWKV* (H(l)) ¢ RBXNx2Wxd, 1)
H(3) = MLP (H(Z)) c RBXNXZWde
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where the superscript denotes the reduced dimension after dimension reduction d;, d,, ds; HO 7@ g®
represents the output tensor after processing through each network; and RWKV™ denotes the improved
RWKYV model.

After completing the temporal feature extraction and dimensionality reduction of the frequency-
domain embedding vectors, the frequency-domain attribute matrix H®) output by the MLP serves as the
node feature representation. Combined with the adjacency matrix A € RN*N generated by the topology
learning module, these are jointly input into the frequency-domain spatial feature extraction module to
further learn the spatial dependencies between nodes in the frequency domain. To fully exploit both local
and global spatial structural information, this paper introduces two complementary graph neural network
submodels in the frequency-domain spatial feature extraction component: the propagatable approximation
Personalized Propagation of Neural Predictions (PPNP) and the Graph Attention Network (GAT). Each
focuses on learning spatial features at distinct levels, and through subsequent adaptive weighted fusion, they
jointly generate frequency-domain feature representations enriched with spatial information.

First, the PPNP subnetwork employs the Personalized PageRank (PPR) propagation mechanism to
smoothly transmit node information across the entire graph. This balances the need for both local neigh-
borhood information and broader neighborhood insights, enabling the model to capture more stable spatial
structural dependencies even in sparse or noisy networks. Its core propagation process can be formalized as:

Ay—1
prNp = (I — (1 — (X) A) H(S)WPPNP

18

A=D2AD /2 1%
where « is an adjustable propagation coefficient, A is the symmetric normalized adjacency matrix, D is
the node degree matrix, and Wppyp is the learnable weight matrix. This propagation process effectively
suppresses local noise interference in node representations and enhances global consistency of features.

In contrast, the GAT subnetwork introduces an adaptive attention mechanism to assign different
weights to distinct neighboring nodes, focusing on modeling dependencies among local neighbors. Since
the detailed process has been described earlier, it is simply represented as:

Hgar = GAT (H(3)) (19)

Finally, the spatial features extracted by the PPNP and GAT subnetworks undergo adaptive weight
fusion in the channel dimension. This approach not only effectively captures the complex spatial relationships
between nodes in the frequency domain but also enhances the accuracy and generalization capability of
anomaly detection in complex network environments. represents the adaptive learning fusion weight, with
the process expressed as:

Hzf:éial = B-Hppxp + (1- ) -Hgar (20)

4.4.2 Frequency Domain Decoder Module

In the network architecture designed herein, the frequency-domain decoder section first introduces an
MLP to perform nonlinear mapping and dimension recovery on the results extracted from the frequency-
domain spatial features. This process primarily integrates multimodal information captured by nodes at the
frequency-domain spatial level through a combination of multi-layer linear transformations and activation
functions, providing a more expressive high-dimensional feature representation for subsequent temporal
dependency reconstruction of sequences. Simultaneously, the introduction of the MLP helps mitigate
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overfitting risks caused by information redundancy, enhancing the stability and generalization capability of
the reconstruction stage.

Following the initial feature dimensionality expansion by the MLP, the frequency-domain decoder
further incorporates an RWKV module to leverage its strengths in modeling long-range temporal depen-
dencies. RWKYV enhances the decoder’s reconstruction quality while preserving the periodicity and phase
characteristics of the frequency-domain information. Finally, to effectively map the RWKYV output tensor
back to the feature space consistent with the original input, the decoder applies another MLP module
for output refinement. Overall, the frequency-domain decoder employs an “MLP-RWKV-MLP” structural
combination to ensure thorough restoration and reconstruction of frequency-domain features during
decoding, providing an accurate and reliable reconstruction foundation for anomaly detection results.

4.5 Anomaly Score

The anomaly detection method proposed in this study employs reconstruction error as the anomaly
discrimination criterion, adhering to the design philosophy of autoencoder-like frameworks. During
training, the model aims to minimize the discrepancy between reconstructed outputs and observed input
data, leveraging this discrepancy to quantify whether anomalies exist in the input data. Considering the
reconstructed outputs generated in both the time domain and frequency domain after the input data passes
through the network model, they are denoted respectively as:

The reconstructed outputs generated in the time domain and frequency domain after the input data
passes through the network model are denoted as Xiime and Xfreq, respectively, with their corresponding
original inputs being Xiim. and Xfq. Additionally, the frequency-domain reconstruction result Xfreq can
be restored to time-domain form F! (Xfreq) via inverse Fourier transform F !, enabling comparison with
Xiime. Therefore, to comprehensively consider these three reconstruction errors, three loss functions are
defined as follows:

Lr= WNM t=1i=1 j21 time Xt(llnfet)H

1 2WNM x (i-1)
£2 - m t=1 El] freq freq H (21)
&= S5 B I (420) x|

To fully leverage both time-domain and frequency-domain information while adaptively weighting the
influence of different loss terms, this paper introduces an attention-based weighting mechanism. Each loss
term is assigned distinct weight coefficients via a softmax operation. Let the weight coefficients be denoted
as ay, &z, a3, satisfying a; + &, + a3 = 1. The final total loss function and anomaly score are then expressed
as:

score; (i,7) = Liotat =1+ L1+ az- Lo+ as-L; (22)

A higher anomaly score indicates greater deviation between the input data and the model prediction at
that time point, making it more likely to be classified as an anomaly. By setting a threshold 7 based on the
final loss entropy value during model training, we can determine whether a specific time point is anomalous.
When score; (i, j) exceeds the threshold 7, the data is classified as anomalous and labeled as 1; otherwise, it
is classified as non-anomalous and labeled as 0.
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score; (i,§) > T

yi (i) = {(1) (23)

, score; (i,j)<T

5 Experimental Analysis
5.1 Dataset and Parameter Settings

To comprehensively evaluate the performance and adaptability of the anomaly detection model pro-
posed in this paper, experimental validation was conducted on both public datasets and real-world collected
datasets. As shown in Fig. 4, the public dataset consists of WSN data collected and compiled by Intel Berkeley
Research Lab through deploying multiple wireless sensor nodes (Intel Berkeley Research Lab datasets, IBRL).
This dataset comprises 54 Mica2Dot sensor nodes, each collecting environmental data such as temperature,
humidity, light intensity, and voltage every 31 s. Asillustrated in Fig. 5, the real-world dataset was generated by
constructing a WSN data collection system suitable for outdoor scenarios based on the LoRa communication
protocol. This system consists of 14 distributed sensor nodes and one aggregation node. All sensor nodes
were deployed in an open outdoor area, arranged sequentially along a perimeter wall at a uniform height
of 35 cm above ground level. The aggregation node centrally receives data from all sensors and transmits
it via WiFi to a cloud-based data center for remote data transmission and management. Each sensor node
collects temperature, humidity, and voltage parameters every 30 s. The resulting dataset, named LoRA-OSD,
covers the time period from 26 November 2024, to 07 January 2025, documenting environmental monitoring
information during this phase.

The experimental platform configuration used in this study is as follows: the processor is an Intel”
Xeon" Gold5218CPU@2.30 GHz, the graphics processing unit is an NVIDIA GeForce RTX 3090, and the
operating system is Ubuntu 18.04.2 LTS. The experimental environment was developed using Python 3.6.9,
employing the PyTorch 2.0.0 deep learning framework and integrating CUDA 11.7 for GPU-accelerated
computation. During subsequent debugging experiments, the learning rate was set to Ir = 0.0002, training
epochs to epoch = 120, sliding window size to W = 200, sliding stride to L = 150, and the Adam optimizer
was employed.
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Figure 4: Spatial position distribution map of sensor nodes in the IBRL dataset.
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Figure 5: Deployment of sensor nodes in the WSN abnormal node detection system: (a) Node distribution map;
(b) physical diagram of the sensor node.

5.2 Evaluation Metrics

To comprehensively evaluate the performance of the proposed anomaly detection model, this paper
selects Precision, Recall, and Fl-score as the primary evaluation metrics. Let TP (True Positives) denote
the number of samples correctly identified as anomalies, FP (False Positives) denote the number of normal
samples incorrectly identified as anomalies, FN (False Negatives) denote the number of anomalies not
detected, and TN (True Negatives) denote the number of samples correctly identified as normal. The
confusion matrix is then represented as shown in Table 1.

Table 1: Classification confusion matrix.

Predicted Anomalies Predicted Normal
True Anomalies TP FN
True Normal FP TN

Precision measures the proportion of samples correctly classified as anomalies (True Positives, TP)
among all samples predicted as anomalies (True Positives + False Positives, TP + FP). A high precision
indicates fewer false positives and higher predictive reliability. Its formula is:

. TP
Precision = ———— (24)

TP+ FP
Recall measures the proportion of actual anomalies (TP + FN) that are correctly identified by the model.
A high recall indicates fewer false negatives and stronger detection capability. Its formula is:
TP
Recall = —— (25)
TP+ FN

The Fl-score is the harmonic mean of precision and recall, serving as a balanced, comprehensive
evaluation metric between these two indicators. The Fl-score unifies precision and recall into a single metric.
Unlike simple arithmetic averaging, F1 employs harmonic averaging. This ensures that when either precision
or recall is too low, the Fl-score drops significantly. This prevents an excessively high value in one dimension
from masking a low value in the other. Consequently, the F1-score provides a more comprehensive reflection
of the model’s overall performance in practical detection tasks. Its formula is:
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2 x Precision x Recall

F1 (26)

Precision + Recall

5.3 Ablation Experiments

To evaluate the role and performance of each module in the proposed network model, corresponding
ablation experiments were designed and conducted. In these experiments, multiple ablation schemes were
established, removing or modifying specific key modules within the network model to assess their actual
impact on overall performance. The following ablation schemes were designed:

Scheme 1: Remove the CE module that extracts intermodal correlations, reverting to the original
RWVK model.

Scheme 2: Modify the topology information enhancement method to use only GAT networks in both the
time and frequency domains.

Scheme 3: Modify the topology learning enhancement method to compute correlations only in the temporal
domain to obtain the adjacency matrix.

Scheme 4: Simultaneously modify both the topology information enhancement method and the topology
learning enhancement method. Use only the GAT network on both the time-frequency domain branch and
the time domain branch, and employ the adjacency matrix computed solely in the time domain.

Scheme 5: Remove the frequency domain branch after attribute matrix input, perform feature extraction
solely in the time domain, and complete both reconstruction and anomaly detection.

Scheme 6: Remove the time-domain branch after attribute matrix input, perform feature extraction solely in
the frequency domain, and complete both the reconstruction and anomaly detection tasks.

Scheme 7: Use the complete model designed in this paper without any removal or modification.

The experimental results for different ablation schemes are shown in Table 2. Since scheme 1 removed
the CFE module, the RWKV model in the experiment could not effectively mine potential correlation
features between multimodal data and lost its ability to extract multimodal correlations. Therefore, compared
to the baseline model (Scheme 7), the model in this scheme overlooked a significant number of intermodal
correlation anomalies during detection, resulting in decreases of 4.51%, 15.74%, and 10.28% in precision,
recall, and F1 score, respectively. In scheme 2, both the temporal and spatial domains of the model employ
a single GAT for spatial feature extraction, failing to fully leverage the strengths and complementarity of
different submodels. Compared to the baseline model, the F1 score decreased by 5.34%, while precision
and recall dropped by 0.99% and 9.56%, respectively. This indicates that a single graph neural network
architecture has limitations in extracting topological features and fails to adequately detect anomalies
between nodes. Scheme 3 restricted the construction of the adjacency matrix to time-domain information
only, neglecting hidden features in the frequency domain. The F1 score decreased by approximately 2.71%,
indicating that phase, frequency, and other information in the frequency domain can significantly enhance
the node association patterns captured by the adjacency matrix, thereby improving the quality of spatial
structure learning. Scheme 4 simultaneously modifies both information enhancement methods of the model:
it removes the ensemble approach for multiple submodels in the topological information enhancement and
simplifies the adjacency matrix construction to rely solely on temporal correlations. Experimental results
show that compared to the baseline model, the F1 score decreased by 6.71%. This indicates a noticeable decline
in overall model performance, validating the synergistic role of both topological information enhancement
approaches in improving anomaly detection capabilities. Schemes 5 and 6, which removed the frequency
domain or time domain branch respectively, exhibited significant deficiencies in information capture,
resulting in F1 score decreases of 8.11% and 10.25%. This demonstrates that a single-branch structure struggles
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to comprehensively capture the latent time-frequency feature information within the data. As the complete
model, scheme 7 integrates multimodal modeling, topological information enhancement, graph structure
learning, and dual-branch time-frequency feature extraction, demonstrating optimal performance.

Table 2: Ablation experiments protocols and results.

Scheme Precision Recall F1 Score
1 86.53% 78.35% 82.24%
2 90.05% 84.53% 8718%
3 91.12% 86.61% 89.81%
4 89.66% 82.27% 85.81%
5 89.94% 79.51% 84.41%
6 89.10% 76.41% 82.27%
7 91.04% 94.09% 92.52%

In the model architecture, an asymmetric design is adopted for the time-domain and frequency-
domain branches, where GCN and GAT are employed in the time-domain branch, while PPNP and GAT
are introduced in the frequency-domain branch. To validate the effectiveness of this design, a systematic
comparison of different graph neural network combinations is conducted, as shown in Table 3, including
configurations that incorporate PPNP in the time domain or use only GCN/GAT in the frequency domain.
The experimental results indicate that model performance varies across domains, with PPNP achieving
superior performance in the frequency-domain branch (Fl-score of 92.52%), while its inclusion in the time
domain does not yield significant improvements. From a theoretical perspective, PPNP can be regarded
as a spectral-domain filtering method with global smoothing and information propagation properties,
which is beneficial for modeling low-frequency structural information in the frequency domain. Therefore,
incorporating PPNP in the frequency-domain branch enables more effective feature extraction, whereas
GCN and GAT are sufficient for capturing local temporal dependencies in the time domain. Based on
both experimental observations and theoretical insights, the proposed asymmetric architecture achieves a
favorable balance between detection performance and model complexity.

Table 3: Performance comparison under different time-frequency branch combinations.

Scheme Time-Domain Branch  Frequency-Domain Branch  Precision (%) Rec. (%) F1(%)

A GCN+GAT GCN+GAT 89.90 93.83 91.81
B GCN+PPNP GCN+GAT 88.30 93.54 90.85
C PPNP+GAT GCN+GAT 89.24 93.71 91.42
D GCN+GAT GCN+PPNP 90.20 93.89 92.02
E GCN+GAT PPNP+GAT 91.04 94.09 92.52

5.4 Comparative Experiments

To comprehensively validate the effectiveness and advantages of the proposed method, comparative
experiments were conducted against the following four existing approaches:

MTAD-GAT [31] integrates a one-dimensional convolutional neural network (1D CNN), GAT and gated
recurrent unit (GRU) to build a multivariate time-series anomaly detection framework that combines recon-
struction and prediction, where 1D CNN extracts features, GAT models temporal and feature dependencies,
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and GRU performs reconstruction and trend prediction. GAT-GRU [8] focuses on multi-dimensional feature
extraction across temporal, modal, and spatial domains by first applying GAT to capture local and global
dynamic relationships, followed by GRU to model long-term dependencies and perform dimensionality
reduction, and finally reapplying GAT for spatial feature extraction and anomaly detection via reconstruction
error. GLSL [10] constructs multiple graph structures from a modal perspective for WSN data, utilizes GAT
to extract spatio-temporal features across modalities, employs GRU to capture long-term dependencies, and
integrates reconstruction and prediction mechanisms to enhance detection performance and adaptability in
multi-modal scenarios.

The experimental results are shown in Table 4. Our proposed method achieves optimal or near-optimal
performance in terms of Precision, Recall, and Fl-score, with an Fl-score of 92.52%, surpassing all com-
parison methods and demonstrating outstanding capability in WSN anomaly detection tasks. Furthermore,
the method achieves an AUC of 0.95, indicating robust discrimination ability and stability across different
decision thresholds. In terms of model complexity, the parameter count is 0.80 M, which is significantly lower
than that of GAT-GRU (36.5 M) and comparable to GLSL (0.6 M), suggesting that the proposed method
maintains high performance while remaining computationally efficient and suitable for resource-constrained
WSN scenarios.

Table 4: Comparison of experimental results.

Method Precision (%) Rec. (%) F1(%) AUC Par/M
MTAD-GAT 775 87.0 82.0 0.81 1.1
GAT-GRU 93.3 87.5 90.3 0.84 36.5
GLSL 94.5 87.0 90.6 0.93 0.6
Ours 91.04 94.09 92.52 0.95 0.80

A comparative analysis reveals specific limitations of the existing approaches that affect detection
effectiveness. MTAD-GAT incorporates a graph attention mechanism to model temporal and feature
dimensions, but its adjacency matrix is either static or pre-defined, lacking a data-driven graph structure
learning mechanism, resulting in limited adaptability to true inter-node relationships. GAT-GRU attempts
multidimensional graph modeling via a multi-level GAT fusion strategy; however, its topology remains rule-
based without enhanced topological learning. Despite achieving an Fl-score of 90.3% and a Precision of
93.3%, its Recall of 87.5% indicates potential omissions in capturing all anomalous points. GLSL constructs
graph structures from a modal perspective and combines reconstruction with prediction mechanisms to
enhance robustness, achieving an Fl-score of 90.6%. Nonetheless, its modal partitioning is relatively fixed and
cannot dynamically learn the coupling relationships or importance differences between time and frequency
domains, leaving room for improvement in anomaly feature expressiveness.

In contrast, our method significantly outperforms the aforementioned approaches. With a Precision
of 91.04% and a Recall of 94.09%, it ensures accurate anomaly identification while covering a higher
proportion of anomalous samples. The improvement in AUC further demonstrates reliable performance
across different thresholds, and the low parameter count confirms its efficiency under computationally
constrained WSN environments.

In the frequency-domain feature processing stage, a Gaussian filter is introduced to suppress high-
frequency noise. Considering that anomaly signals, especially point anomalies, may contain high-frequency
components, a range of filter parameters is systematically evaluated, and o = 200 is selected. Under this
setting, the filter exhibits a weak low-pass characteristic, preserving the main signal components within
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0-30 Hz while smoothing high-frequency random noise. Given the properties of WSN data, background
noise typically manifests as low-amplitude high-frequency fluctuations, whereas anomalies tend to show
more significant amplitude variations; thus, the filtering strategy has limited impact on anomaly features. To
further illustrate its effectiveness, Fig. 6 presents a comparison of time- and frequency-domain representa-
tions before and after filtering, where the positions and amplitudes of anomalies remain largely unchanged
in the time domain, and the low-frequency components are well preserved in the frequency domain. In
addition, the results in Table 5 show that the Fl-score improves from 91.89% to 92.52% after applying
the filtering strategy, indicating that it effectively reduces noise interference with minimal degradation of

anomaly information, thereby enhancing detection performance.
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Figure 6: Comparison of time and frequency domains before and after filtering: (a) Time domain before filtering,
(b) time domain after filtering, (c) frequency domain before filtering, (d) frequency domain after filtering.

Table 5: Comparison of experimental results with and without filtering.

Scheme Precision (%) Rec. (%) F1 (%)
With ﬁltering 91.04 94.09 92.52
Without filtering 90.02 93.86 91.89

To evaluate the computational efficiency of the proposed method, we conducted a comparative experi-
ment with the Transformer model. Specifically, the RWKV module in our model was replaced with a standard
Transformer, and the CFE module was substituted with a cross-attention mechanism. Inference experiments
were then performed, and the single-sample inference time and peak memory usage were recorded. The
results are summarized in Table 6:
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Table 6: Comparative experimental between RWKV-based and transformer-based models.

Method Single-Sample Inference Time Peak Memory Usage
RWKV-based 144 ms 1895.67 MB
Transformer-based 441 ms 2366.27 MB

To evaluate the impact of the parameter K in the Top-K graph construction strategy, a systematic analysis
was conducted under different K settings, as shown in Table 7.

Table 7: Comparative experimental under different K values.

Method K Value Precision (%) Rec. (%) F1 (%)
A 1 87.41 77.81 82.33
B 2 91.67 82.26 86.71
C 3 91.04 94.09 92.52
D 4 81.86 84.48 83.15
E 5 75.91 82.81 79.21

It can be observed that when K is relatively small, the constructed graph is sparse, and potential inter-
node relationships are not fully captured, leading to suboptimal performance in terms of Precision, Recall,
and Fl-score. As K increases, the model performance improves and reaches its optimum at K = 3, achieving
the highest Fl-score of 92.52%. However, when K becomes excessively large, the graph becomes increasingly
dense, which may introduce redundant connections and noise, thereby interfering with feature propagation
and degrading the overall performance. These results indicate that an appropriate choice of K can effectively
balance the preservation of informative topological structures and the suppression of noise, and thus K = 3
is selected as the default setting in this study.

To further validate the anomaly detection performance of the proposed TE-MSTAD network model
across diverse application scenarios, this paper designed comparative experiments based on indoor and
outdoor multi-scenario environments. The typical indoor sensor network dataset IBRL and the self-built
outdoor LoRA-OSD real-world monitoring dataset were selected, covering complex data features from
multi-modal, multi-node collection in wireless sensor networks under varying conditions. By training and
testing the model on both datasets, we comprehensively evaluate the proposed method’s generalization
capability and robustness across multiple scenarios and data distributions. Specific experimental results are
shown in Table 8.

Table 8: Comparative experimental results across different scenarios.

Dataset Precision (%) Rec. (%) F1 (%)
IBRL 91.04 94.09 92.52
LoRA-OSD 92.57 94.05 93.28

The table demonstrates that the proposed TE-MSTAD model achieves outstanding anomaly detection
performance on both datasets, maintaining high levels across all metrics. For the indoor IBRL dataset,
the model exhibits high recall in capturing complex multi-node, multi-modal relationships, indicating
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strong sensitivity to anomalous data. On the outdoor LoRA-OSD dataset with complex scenarios, the
model demonstrates robust adaptability and stability, achieving an F1 score slightly higher than IBRL. This
validates TE-MSTAD’s generalization capability and robustness across diverse environments. This further
demonstrates that TE-MSTAD can effectively enhance the accuracy and robustness of anomaly detection
in wireless sensor networks, exhibiting strong practical potential in complex, multi-modal, multi-node
industrial scenarios.

5.5 Visualization Analysis

In this section, several representative experimental samples are selected to conduct a case study on the
anomaly detection performance of the proposed model. As shown in Fig. 7, temperature and humidity data
collected from node 21 over 4800 time steps are presented, where correlation anomalies are injected into
the data. In the figure, the red and green curves represent the temperature and humidity measurements,
respectively, the black line denotes the ground-truth anomaly labels, the blue line indicates the model
predictions, and the orange markers highlight misclassified points. This visualization clearly demonstrates
the effectiveness of the model in handling cross-modal correlation anomalies and further validates the
collaborative functionality and rational design of the proposed modules.
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Figure 7: Anomaly detection of multimodal correlations in WSN.

Fig. 8a illustrates the temperature time series of node 21 in the IBRL dataset over 2240 time steps.
The blue curve represents the original normal data, while the red, green, and purple curves correspond to
injected point anomalies, contextual anomalies, and collective anomalies, respectively. In Fig. 8b, a sliding
window approach with a window size of 200 is employed to construct test samples, and anomaly detection
is performed based on the model predictions. Fig. 8b shows the distribution of anomaly labels for different
anomaly types, while Fig. 8c presents the detection results. The comparison indicates that the predicted labels
are highly consistent with the ground-truth labels in most cases, with a small number of misclassifications
mainly occurring when the sliding window first covers anomaly points or in segments with significant
fluctuations in the original data. Overall, the proposed method is capable of accurately identifying multiple
types of anomalies, demonstrating strong practicality and robustness.
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Figure 8: WSN single-node anomaly detection: (a) Test sample data; (b) sample labels (c) anomaly detection labels.

Fig. 9a shows the temperature time series of three neighboring nodes (23, 25 and 27), where point
anomalies are injected into node 23. Fig. 9b presents the corresponding anomaly detection results. It can
be observed that the model successfully detects all point anomalies at node 23, indicating strong capability
in capturing local temporal perturbations. Meanwhile, no false positives are observed for nodes 25 and
27, suggesting that by explicitly modeling graph structural dependencies, the proposed method effectively
constrains the propagation of anomaly responses, ensuring that anomalies remain localized to the affected
nodes and avoiding spurious detections caused by spatial correlation propagation.
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Figure 9: Correlation anomaly detection among multiple nodes in WSN: (a) Multi-node sample data; (b) multi-node
anomaly detection label.
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6 Conclusion

This paper proposes a multi-modal spatio-temporal anomaly detection method that enhances topologi-
cal information by integrating temporal and frequency domain features. Building upon an improved RWKV
model, the method introduces cross-extraction blocks and employs a dual-branch network architecture. This
approach fully exploits spatio-temporal dependencies among multi-node multi-modal data, significantly
enhancing anomaly detection performance. Furthermore, leveraging information enhancement principles,
the method integrates graph neural network submodels and jointly learns graph structure adjacency matrices
across time and frequency domains, thereby strengthening its ability to capture spatial correlations among
different nodes. Experimental results demonstrate superior performance of the proposed method compared
to traditional multi-time-series detection models on public datasets. Furthermore, experiments applying
the model to both public and real-world datasets achieve excellent detection outcomes, validating its
robust detection capability and generalization performance. Future research may further explore lightweight
architectures, spatio-temporal adaptive mechanisms, and diverse training strategies to enhance the model’s
detection performance, deployability, and real-time capability in complex scenarios such as industrial IoT.
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