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ABSTRACT: Cyberattacks have increased in frequency and complexity in recent years, resulting in significant
consequences for organizations. The negative consequences of cyberattacks force organizations to implement adequate
cybersecurity measures to prevent and mitigate the impact of these attacks. Analysis of network traffic is essential
for determining whether a cyberattack has been conducted. Intrusion detection systems (IDS) are used to detect
malicious actions or irregularities in information systems. In conjunction with artificial intelligence (AI), they enable
the development of intelligent intrusion detection systems. This paper presents an intelligent method of network traffic
classification for securing systems with multiple connected devices. A proposed method combines several binary
models, one for each type of cyberattack, in a two-step framework. The final system predicts whether new incoming
traffic is legitimate or potentially malicious. In the first step, attacks are detected. In the second one, cyberattacks are
classified into several categories. The proposal also addresses class imbalance by oversampling minority classes during
binary model generation. The method was tested on four datasets related to intrusion detection in order to validate
its effectiveness. Compared to classical machine learning models and state-of-the-art approaches, this model showed
a significant gain in F1 scores, reaching an Fl-score of 0.7213, 0.7754, 0.9340, and 0.9793 for NSL-KDD, UNSW-NBIS5,
CSE-CICIDS2018, and ToN-IoT, respectively.

KEYWORDS: Cyberattack detection; cyberattack classification; multi-model learning; machine learning; imbalanced
learning; intrusion detection

1 Introduction

In recent years, the frequency and sophistication of cyberattacks have significantly increased, resulting
in a growing trend that has significant consequences for organizations. These attacks can compromise
sensitive data, disrupt business operations, and damage an organization’s reputation, leading to financial
losses and decreased customer trust. As a result, it is imperative for organizations to implement effective
cybersecurity measures to prevent and mitigate the impact of these attacks. The consequences of cyberattacks
are not limited to the affected organization, as they can also have broader societal impacts such as the
compromise of critical infrastructure or the spread of false information. It is crucial for both the public and
private sectors to address this growing trend and take steps to protect against these types of threats.

One effective approach to preventing cyberattacks is the development of secure code. This involves
designing and implementing software systems to minimize vulnerabilities and maximize the system’s
security [1]. However, this is not a foolproof method for securing data. There are a multitude of other factors
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that can contribute to the vulnerability of an organization’s systems. For this reason, studying network traffic
is essential to determine whether a cyberattack is taking place or, on the contrary, whether connected devices
are being used as expected and, therefore, legitimate.

To address this challenge, intrusion detection systems (IDSs) help identify malicious actions or varia-
tions in the use of information systems. According to Buczak and Guven [2], there is a first division of IDSs
depending on the cyberattack prior knowledge: IDSs based on the inappropriate use of the systems and IDS
as an anomaly detector. The former starts from a set of known attacks and will associate each system state
with one of them. The latter is responsible for modeling the legitimate behavior of a system and detecting
variations in its behavior. A second level could be established depending on the location of the IDS: network-
based or host-based. A network-based IDS monitors traffic within a network, while a host-based IDS analyses
activity taking place on a single host.

Using artificial intelligence (AI) as a tool for studying network traffic enables intrusion detection. In
recent years, models have emerged in the scientific community that create IDSs based on Al (machine
learning [3-5], or deep learning [6-8]). Al makes it possible to build models based on the behavior of a
system. Based on the data acquired by the IDS, model development can proceed through either supervised
or unsupervised learning methods. Supervised learning involves constructing models using a dataset where
each data point is labeled. Conversely, unsupervised learning enables the creation of behavioral patterns
utilizing datasets that do not contain predefined labels.

Class imbalance in network datasets is a significant challenge in the field of intrusion detection [9-11].
This occurs when one class (e.g., normal traffic) significantly outnumbers the other class (e.g., malicious
traffic). This can lead to poor performance of intrusion detection algorithms, as they may be biased towards
the majority class and fail to accurately identify instances of the minority class. To address this issue, various
techniques have been proposed, such as oversampling the minority class or undersampling the majority class.
However, these methods have limitations and there is ongoing research in the field to find more effective
approaches to handling class imbalance in network datasets.

Despite notable progress in Al-driven intrusion detection, the existing literature exhibits several
interrelated gaps that limit the practical effectiveness of current approaches. First, most IDS proposals
treat class imbalance and classification architecture as independent problems: resampling or cost-sensitive
strategies are applied to standard multiclass classifiers without exploiting the structural benefits of problem
decomposition. Second, while two-stage detection schemes (detection followed by classification) and One-
vs.-Rest (OvR) decomposition have each been studied separately, their systematic integration within a unified
framework where OvR-generated binary models are combined with oversampling to simultaneously address
both the multiclass classification challenge and the class imbalance problem remains unexplored. Third,
existing works typically evaluate their proposals on one or two benchmark datasets, which limits the ability
to assess robustness and generalizability across diverse network environments and attack profiles. Fourth,
many studies rely on accuracy as a primary evaluation metric, which is inherently misleading in imbalanced
settings and can obscure poor detection of minority attack classes such as U2R and R2L. To the best of our
knowledge, no prior work has jointly addressed these four limitations within a single coherent framework.
This gap motivates the present study.

To address the aforementioned research gaps, this paper presents a model for cyberattack detection and
classification based on network traffic analysis using machine learning and deep learning techniques. The
proposed framework consists of a two-step classification system. It first detects whether traffic is normal
or anomalous and then it classifies the type of attack in the case of suspicious traffic (two-step approach).
The selection of this technique provides two main benefits, not only the imbalance problem decreases but
also [12] cyberattack detection is improved [13-15]. The One-vs.-Rest approach is implemented to generate
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specialized binary models for each attack category, and SMOTE-based oversampling is integrated during
binary dataset generation to mitigate class imbalance at the data level. Predictions from each binary model
are then processed through an ensemble strategy to determine the final classification of each network trace.

The main contributions of this paper, each directly addressing one or more of the identified research
gaps, can be summarized as follows:

o Development of an innovative model for addressing imbalanced classification challenges (Gap 1 and
Gap 2). This approach incorporates the Synthetic Minority Oversampling Technique (SMOTE) within
the One-vs.-Rest (OvR) dataset generation process, creating balanced binary datasets for each traffic
category. Unlike existing approaches that apply resampling to standard multiclass classifiers, our
framework structurally integrates oversampling with problem decomposition.

o  Creation of a two-step binary model framework system for classification tasks (Gap 2). This design
combines OvR-based binary model generation with a two-stage detection-then-classification architec-
ture, simultaneously addressing the multiclass classification challenge and the class imbalance problem
within a single unified framework.

o  Comprehensive evaluation of the proposed framework across four established datasets: NSL-KDD,
UNSW-NBI5, CSE-CICIDS2018, and TON-IoT (Gap 3). This multi-dataset evaluation strategy assesses
the robustness and generalizability of the proposal across diverse network environments and attack
profiles, going beyond the single- or dual-dataset evaluations common in the literature.

o Adoption of imbalance-aware evaluation metrics (Gap 4). The experimental analysis employs Macro-F1
as the primary evaluation criterion, ensuring that both majority and minority classes contribute equally
to the performance assessment. This avoids the misleading conclusions that arise from accuracy-centric
evaluation in highly imbalanced scenarios.

The remainder of the article is organized as follows: Section 2 describes the state-of-the-art in network
traffic detection and classification area. Section 3 provides explanations to describe the proposed classifier
scheme. This section also describes data and algorithms used in the experiments and how the performance
of each model is assessed. Section 4 details experimental results together with an in-depth discussion for
each experiment. Finally, conclusions are presented in Section 5.

2 Related Works

In recent years, there has been a notable increase in research focused on intrusion detection systems.
This increase in research activity is primarily attributed to the rising number of devices connected to
networks. Additionally, the escalating diversity of cyberattacks necessitates the development of robust
intrusion detection systems. Consequently, the scholarly literature contains a wide variety of these systems,
each designed to meet the specific needs of the systems they are intended to safeguard.

2.1 Single Classifiers

Some researchers have suggested using traditional classifiers to differentiate between normal and mali-
cious behavior [16]. Other studies engage in multiclass classification, categorizing non-legitimate behaviors
into specific types of attacks [17]. For instance, Khammassi and Krichen [18] use genetic algorithm-based
feature selection followed by decision trees (DT) for detecting intrusions. Additionally, some investigations
emphasize the use of deep learning models involving artificial neural networks. In Ref. [19], a convolutional
neural network is employed for both binary and multiclass intrusion classification. In Ref. [20] an innovative
deep metric learning methodology for network intrusion detection problems is defined, aiming to couple
autoencoders to triplet networks. However, their approach is only proposed for binary scenarios. In Ref. [21]
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a hybrid system for a cloud intrusion detection system (CIDS) is proposed. It uses a stacked contractive auto-
encoder (SCAE) for feature reduction and a support vector machine (SVM) classification algorithm for the
detection of malicious attacks. The authors in [22] propose a method for intrusion detection using feature
selection and deep reinforcement learning. In Ref. [23], authors proposed a hybrid stacked autoencoder and
SVM system for fast and efficient network intrusion detection in big data frameworks. They demonstrated
that removing highly correlated features from the dataset had a small effect on accuracy but reduced the time
taken to train the model or predict data. More recently, Devi et al. [24] proposed a federated learning-enabled
lightweight IDS using optimized deep learning models (including CNN-LSTM hybrids) for Distributed
Denial of Service (DDoS) detection in Internet of Things (IoT) environments, demonstrating that lightweight
architectures can achieve competitive detection accuracy under decentralized training constraints. Recent
efforts have introduced complex deep learning architectures to handle multiple benchmark datasets. For
instance, Ullah et al. [25] proposed a transformer-based transfer learning model for imbalanced traffic,
while Arafah et al. [26] applied Wasserstein Generative Adversarial Networks (WGANs) combined with
autoencoders to synthesize minority attacks. Although evaluated across multiple datasets such as NSL-KDD
and CICIDS-2017, these monolithic deep learning models suffer from high computational overhead and lack
the structural simplicity of problem decomposition, which makes them harder to tune for specific minority
attack profiles.

2.2 Multi-Model Learning

Multi-model or ensemble learning is an effective technique that involves training multiple models and
combining their outputs to improve the overall performance of the system. In the context of intrusion
detection, multi-model learning has been shown to be particularly effective at improving the accuracy and
robustness of the model. Specifically, in Ref. [27], a combined voting model is implemented where the final
class prediction is derived from the probabilities generated by each individual classifier. Similarly, Maniriho
etal. [28] employs a combined approach, but in this case, the strategy involves randomly generated classifiers.
Their study demonstrates that the binary classifier achieves high accuracy due to the use of a reduced dataset,
with 34% of the training set used for testing. Both studies indicate that combining predictions from individual
models generally enhances the capability to detect attacks. Recent advancements in multi-model learning,
like the stacking ensemble approach proposed by Talukder et al. [29], show that putting feature embedding
together with ensemble techniques can catch dynamic cyber threats. But, their architecture is still a direct
multiclass framework. This means the ensemble must still learn complex, overlapping boundaries for all
classes at the same time instead of decomposing the problem.

2.3 Two-Stage Classification

The two-step scheme for intrusion detection involves first training a classifier to identify normal
behavior, and then training a second classifier to identify abnormal behavior based on the output of the first
classifier. This approach has several advantages over traditional single-classifier approaches. For example,
by first training a classifier to identify normal behavior, the second classifier is able to focus on learning to
identify only the subtle deviations from normal behavior that are indicative of an intrusion. Meftah et al.
presented a contribution based on this approach in [30]. It is unclear, however, whether their strategy is
effective since it is based on a modified dataset, which removes some of the original classes. Following the
two-stage approach, Ref. [14] suggests a deep learning system applying deep learning at the second level of
classification. Recent studies, such as the hybrid framework by Chen et al. [31], deploy advanced two-stage
classifiers to combine network and host data. However, their second stage does not address the internal
imbalance among attack subtypes through structural problem decomposition. Similarly, Mahmoud et al. [32]



Comput Mater Contin. 2026;88(1):90 5

recently introduced an explainable two-stage system to better capture low-frequency attacks. Despite filtering
normal traffic in the first step, their second stage still relies on standard multiclass algorithms, forcing the
model to learn multiple overlapping minority boundaries simultaneously.

2.4 One-vs.-Rest Approach

One-vs.-rest is a technique in machine learning for classification tasks with multiple classes. It involves
training a separate binary classifier for each class, where the class under consideration is treated as the
positive class and all other classes are mixed into a single negative class. In [33], authors achieve high accuracy
in detecting different attacks from the BoT-IoT dataset using a Hadoop-Spark strategy. They find that the
Random Forest algorithm is effective for training extremely imbalanced datasets in combination with a OVR
wrapper. More recently, Kil et al. [34] implemented multi-binary classifiers to improve memory efficiency
and feature selection in endpoints. Yet, they isolated this binary decomposition from data-level resampling
methods, missing the opportunity to use SMOTE in a lower-dimensional two-class space where synthetic
noise is drastically minimized.

2.5 Class Imbalance

Given the severity of the class imbalance problem introduced in Section 1, a substantial body of work has
explored different mitigation strategies in the context of intrusion detection. These strategies can be broadly
organized into three categories: data-level resampling, cost-sensitive learning, and hybrid approaches. This
subsection critically reviews representative contributions in each category and identifies their respective
strengths and limitations.

Data-level resampling methods aim to rebalance the class distribution prior to model training. Among
oversampling techniques, the Synthetic Minority Oversampling Technique (SMOTE) remains the most
widely adopted in the IDS literature. In [35], SMOTE combined with Random Undersampling was applied
to UNSW-NBI5 and NSL-KDD for binary classification, demonstrating improved minority class detection.
However, their evaluation was limited to a two-class setting without addressing multiclass scenarios. Bagui
and Li [36] conducted a broader comparison of Random Undersampling, Random Oversampling, SMOTE,
and Adaptive Synthetic (ADASYN) for training an artificial neural network, concluding that SMOTE
consistently yielded the best trade-oft between precision and recall. AlShehari and Alsowail [37] further
investigated the effect of under-sampling, over-sampling, and hybrid-sampling strategies across multiple
classifiers, finding that the optimal resampling method varied by algorithm: Decision Trees achieved the
highest ROC-AUC with undersampling, whereas KNN performed best with oversampling and hybrid
sampling. Additionally, Aziz and Ahmad [38] proposed an unsupervised undersampling approach using K-
Means clustering for two-class classification on UNSW-NBIS5, although the generalizability of this approach
to multiclass settings remains unexplored. More recently, to solve the non-stop challenge of class imbalance,
Le et al. [39] checked the combination of hybrid resampling techniques with ensemble classification. While
it is effective, their method does resampling directly inside a multiclass space, which naturally makes the risk
of inter-class synthetic noise higher compared to our proposed binary decomposition strategy.

Cost-sensitive learning methods address the imbalance at the algorithmic level by assigning higher
misclassification penalties to minority classes. Rani and Gagandeep [40] proposed an IDS based on a cost-
sensitive neural network, achieving an improvement of approximately 4% over standard baselines. More
recently, Telikani et al. [11] developed an evolutionary cost-sensitive deep learning model that employed
an adaptive differential evolution algorithm to optimize misclassification costs during training. Their
architecture combined unsupervised feature extraction through a stacked autoencoder with supervised
classification via a convolutional neural network, targeting the detection of low-frequency intrusions.
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Hybrid approaches combine resampling with advanced classification architectures. Zhang et al. [41]
integrated SMOTE oversampling with clustering-based undersampling as a preprocessing pipeline for a
convolutional neural network. While their results were promising, a notable limitation is that they did
not report imbalance-aware classification metrics (e.g., Macro-F1 or per-class recall), making it difficult to
assess the model’s true effectiveness on minority classes. Other new works, such as the model introduced by
Omer Albasheer et al. [42], use SMOTE combined with Edited Nearest Neighbors (SMOTE-ENN) to clean
synthetic noise before applying normal classifiers. However, just like older models, they do not take advantage
of the structural benefits of reducing the classification task to independent binary boundaries before they
apply the oversampling algorithm.

A common limitation across the reviewed works is that most focus on either resampling or cost-sensitive
strategies in isolation, without combining them with structural classification approaches such as One-vs.-
Rest decomposition. Furthermore, the majority of these studies evaluate their proposals on one or two
datasets, limiting the generalizability of their conclusions. Our work addresses these gaps by integrating
SMOTE-based oversampling within an OvR binary model framework and validating the approach across
four benchmark datasets.

2.6 Novelty of This Contribution

In our previous work [43], we presented a preliminary two-stage ensemble model for the UNSW-NBI15
dataset; the current work extends this approach to a comprehensive binary model framework validated across
four different datasets. After an analysis of the scientific literature on intrusion detection and to the best of
our knowledge we have not found any previous work that incorporates the use of the OvR strategy into the
construction of a binary model framework. Furthermore, our proposed model follows a two-step scheme
to reap previously listed benefits. As a summary, Table | graphically highlights the innovation between our
work against the state of the art using the following criteria:

A These works apply a technique or use a cost-sensitive algorithm to deal with class imbalance. The
proposal addresses the imbalance between classes by applying the SMOTE oversampling algorithm
during the generation of binary models.

B The research proposal uses several classification algorithms to improve the system’s performance.
K-Nearest Neighbours, Decision Trees, Support Vector Machines and Multilayer Perceptron algorithms
are trained to build binary specialized models for the proposed framework.

C Researchers address intrusion detection by considering a two-step scheme. This refers to the use of a
first level of attack detection and, in a second step, suspicious traffic will be classified among preset
attack categories.

D The work includes imbalance classification metrics that are not biased by minority/majority classes.
Our experimental analysis considers imbalanced when evaluating the performance of the proposed
system.

E The number of datasets used to test the proposal. The purpose of this study is to evaluate the efficacy of
the proposed system over four well-known datasets. As recently highlighted by Sarhan et al. [44], most
machine learning models in intrusion detection fail to generalize when they are tested across diverse
datasets because of big variations in feature sets and attack distributions. Our multi-dataset evaluation
specifically answers this concern, proving that the modular OvR binary framework consistently adapts
to different network topologies without needing highly complex deep learning architectures.



Comput Mater Contin. 2026;88(1):90 7

Table 1: Comparison of existing works in field of intrusion detection.

Work A B C D E

[14] No No Yes F1 2

[17] No No No No 2

[20] Yes No No F1 4

[19] No No No F1 2

[21] No No No F1 2

[16] No No No F1 3

[11] Yes Yes No F1 2

Our approach Yes Yes Yes F1, Macro-F1 4

While OvR decomposition, SMOTE, two-stage classification, and multi-model selection have each been
employed individually in the IDS literature, their joint integration within a single coherent framework has
not been previously proposed. The novelty of this work resides in their synergistic combination, which
produces emergent benefits that no single component achieves alone. Existing two-stage approaches [14,15]
employ a detection-then-classification pipeline but use standard multiclass classifiers at the second stage
without OVR decomposition, thus failing to exploit per-class specialization or reduce the effective imbalance
ratio per task. Ensemble or multi-model approaches [27,28] combine multiple classifiers via voting but
apply them to the same multiclass problem without binary decomposition, meaning each model must still
learn all inter-class boundaries simultaneously in an imbalanced space. OvR-based approaches [33] employ
binary decomposition but use a single algorithm without multi-model selection or two-stage filtering, and
do not integrate oversampling within the OvR dataset generation process. SMOTE-based approaches [35,41]
apply oversampling to standard multiclass or binary settings without leveraging OvR decomposition, where
SMOTE would operate in a lower-dimensional two-class space with reduced inter-class synthetic noise.
In contrast, our framework uniquely combines these four components such that: (1) OvR decomposition
reduces each classification task to a binary problem, creating an optimal setting for SMOTE application;
(2) multi-model selection independently identifies the best-performing algorithm per class, enabling per-
class specialization; and (3) the two-stage architecture filters Normal traffic early, reducing the classification
workload and further mitigating imbalance at the second stage.

3 Proposed Framework

This section describes the proposed binary model learning framework for detecting and classifying
cyberattacks. The framework consists of two main phases: binary model generation and the binary model
learning framework itself.

3.1 Binary Model Generation

Let D = {(x;, yi) }}-, denote the training dataset with N traffic categories C = {c|, ¢3,...,cn}. Let D, c
D denote the subset of samples belonging to category c;, with |D,,| = n;. For each target category c;, a binary
dataset B; = B] U B; is constructed as follows. The positive class is defined as B = D, containing all 7,
samples of the target category. The negative class B; aggregates samples from all remaining categories ¢y €
C\{c j}. To ensure balanced representation across non-target categories, the quota per non-target category
is computed as n_samples_c = |n;/(N —1)]. For each non-target category c;: if | D, | > n_samples_c, then
n_samples_c samples are randomly drawn from D,,; otherwise, all available samples are retained and
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SMOTE is applied to synthesize the deficit (n_samples_c — |D,, | additional samples). The resulting binary
dataset B3; contains n; positive samples and 3, ; n_samples_c negative samples, yielding an approximately
balanced two-class dataset. Algorithm 1 formalizes this procedure.

Algorithm 1: Binary dataset generation

Require: Training dataset D, categories C = {cy,...,cn}, algorithms A = {ay,...,au}
Ensure: Set of best binary models M* = {m;,...,m},}
1: for each category c; € C do
2. B} < D, {Positive class: all samples of target category}
3 nj < |B;—|
4 n_samples_c < |n;/(N —1)]
5: B; Al %)
6:  for each category ¢i € C\{c;} do
7 if |D,| > n_samples_c then
8 Sk < RANDOMSAMPLE (D,,, n_samples_c)
9

: else
10: Sk < D,, U sMOTE (D, n_samples_c — |D,,|)
11: end if
12: B]_ <~ B]_ U Sk
13:  end for

14:  Relabel: y; « +1 V(x;, y;) € B;; yi < —1V(x;, i) € Bj‘

150 Bj«< BiuB;

16:  for each algorithm a,, € A do

17: Mj,m < GRIDSEARCHCV(a,,, Bj, K-fold, Macro-F1)

18:  end for

19:  m} < argmax,,, Macro-F1(m; ;) {Select best algorithm for ¢;}
20: end for

21: return M* = {mj,...,m}y}

Oversampling of underrepresented categories was performed using SMOTE as implemented in the
Imbalanced-learn library (version 0.12). The default SMOTE configuration was used: k_neighbors =5 (i.e.,
each synthetic sample is generated by interpolating between a minority instance and one of its five nearest
neighbors in feature space), and the sampling strategy was set to equalize the number of samples
between the target class and the aggregated non-target class in each binary dataset, as showed in Fig. 1.
SMOTE was applied exclusively to the training data, the held-out test set was never exposed to oversampling.
This protocol eliminates the risk of data leakage and guarantees that all evaluation metrics reflect the model’s
ability to generalize to unseen, unmodified data.

The choice of SMOTE as the oversampling component is grounded in the following theoretical and
empirical considerations. First, SMOTE generates synthetic minority samples by interpolating between
existing instances in feature space, rather than simply duplicating them. This produces more diverse training
data that helps classifiers learn more generalizable decision boundaries, reducing the overfitting risk inherent
to naive random oversampling [36]. Second, SMOTE has been independently validated across a wide range
of classifiers including KNN, SVM, DT, and neural networks and consistently demonstrates a favorable
trade-off between precision and recall [36,37]. This cross-classifier robustness is critical in our multi-
algorithm framework, where the oversampled binary datasets must be compatible with all four candidate
learners. Third, SMOTE operates as a model-agnostic, data-level strategy that requires no modifications
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to the classifier’s internal loss function or training procedure. This is an important design consideration
given that our framework already introduces substantial structural complexity through OvR decomposition,
multi-model selection, and two-step classification. Adding algorithm-level modifications (e.g., cost-sensitive
tuning per classifier and per class) would increase the hyperparameter search space considerably and reduce
the generalizability of the framework. Fourth, in the specific context of our OvR framework, SMOTE
is applied to binary datasets containing only two classes (target category vs. rest), which substantially
reduces the risk of inter-class synthetic noise that SMOTE can introduce when applied in high-dimensional
multiclass settings with overlapping minority classes [35].

Number of samples in raw train set Number of samples in new train set
(original) (resampled)

I

1
B
1
1
[ | !
. Category for binary O . . Rest of ~  Rest of
model generation categories categories
( J
Original samples New samples

Figure 1: Detailed dataset distribution for binary model generation.

We acknowledge that alternative imbalance-handling strategies exist, including ADASYN (Adaptive
Synthetic Sampling), Borderline-SMOTE, cost-sensitive learning, and focal loss. Each of these methods
offers potential complementary benefits. A systematic comparative evaluation of these alternatives within
the proposed OvVR binary framework constitutes an important direction for future work, as discussed
in Section 5.

Once binary datasets are generated, generation of the binary model is performed. To accomplish this,
hyperparameter tuning together with preprocessing is performed to generate the model that best fits the
dataset. This process is repeated for four different classification algorithms (K-Nearest Neighbours (KNN),
Support Vector Machine (SVM), Decision Trees (DT) and Multilayer Perceptron (MLP)). This optimization
uses Grid Search and 5-Fold Cross-Validation methodology, taking the Macro-FI metric as an evaluation
criterion during the hyperparameter fitting process. The reason for considering Macro-F1 lies in the fact that
the new dataset has two main classes and, therefore, both classes are considered equally important.

The decision to utilize the OVR strategy in our binary model framework, as opposed to a standard
multiclass classifier or a hierarchical classification architecture, was driven by several theoretical and practical
considerations. Table 2 summarizes the comparative analysis of three classification paradigms commonly
employed in intrusion detection: direct multiclass, hierarchical, and OvR binary decomposition.

Table 2: Comparative analysis of classification paradigms for intrusion detection in imbalanced domains.

Criterion Direct Multiclass Hierarchical OvVR Binary (Ours)

imbalance Dificuliminoritydasses gy g Natwraly reduceds cach

handling are overshacowee by the each hierarchical level ary probreti fias only
joint majority two classes

(Continued)
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Table 2 (continued)

Criterion Direct Multiclass Hierarchical OvVR Binary (Ours)
Specialized at each
Single model must learn . pecta ?ze ateac Each binary model is
Model o ] hierarchical level, but i
e all decision boundaries independently
specialization _ dependent on upper-level .
simultaneously specialized for one class
accuracy
. SMQTE .opera‘Fes ina Applied per hierarchical SMOTE is applied per
Resampling high-dimensional . binary dataset, reducing
o . . level with moderate ] )
compatibility multiclass space, risking _ synthetic noise between
, _ complexity . L
inter-class noise similar minority classes
No cascading errors, but Errors at upper levels No cascading; each
Error propagation  global confusion among cascade irreversibly to model predicts
all classes lower levels independently
Low; difficult to identify High; per-class model
. . Moderate; tree structure L.
Interpretability which class causes performance is directly

misclassification

aids analysis

observable

Scalability to new

Requires full retraining

Requires restructuring

Only a new binary model

attacks the hierarchy needs to be added
. . . . - N binary models
Training cost Single model training Multiple levels of training (parallelizable)

Regarding advantages of binary decomposition over direct multiclass classification, in standard mul-
ticlass classification, a single model must simultaneously learn the decision boundaries among all classes.
In intrusion detection datasets, where the class distribution is severely skewed (e.g., Normal traffic may
constitute over 80% of samples while U2R attacks represent less than 0.1%), the multiclass learner tends to be
dominated by the majority class, leading to poor recall on minority attack categories [12]. By decomposing the
problem into N independent binary tasks via OVR, each binary model focuses exclusively on distinguishing
one specific class from all others. This decomposition inherently reduces the effective imbalance ratio per
task, since each binary dataset only contains two classes. Furthermore, oversampling techniques such as
SMOTE can be applied more effectively in a binary setting, where synthetic samples are generated in a
lower-dimensional class space with reduced risk of inter-class noise.

In the context of hierarchical approaches (e.g., first detecting attacks, then classifying subtypes)
introduce a dependency between levels: if the first-level detector misclassifies an attack as legitimate traffic,
the second level never has the opportunity to classify it correctly. This error propagation problem has been
documented in prior IDS works [30]. Our framework mitigates this risk through a two-step design where
the first step acts as a filter, but each second-step binary model operates independently.

The OVR approach is not without limitations. First, it requires training N binary models (one per class)
with M candidate algorithms each, resulting in N x M models during the generation phase. However, as
discussed in Section 3.2, this cost is substantially mitigated by the inherent parallelizability of the training
process, as each binary model is independent. Second, the final classification relies on combining the
probability outputs of independently trained models, which may introduce calibration inconsistencies
when the individual models exhibit different confidence scales. We address this by selecting the class with
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the highest probability across all binary models, a strategy that has been shown to be effective in OVR
settings [12]. Third, in datasets with many categories (e.g., UNSW-NBI5 with 10 traffic types), the OVR
approach may generate binary datasets where the “rest” class is highly heterogeneous, potentially making the
binary boundary harder to learn for certain models. Our experimental results (Section 4) demonstrate that
despite this limitation, the framework achieves competitive or superior performance across all four datasets
evaluated. The framework for binary model generation is illustrated in Fig. 2.
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Figure 2: Binary models generation for a dataset with N different categories.

Regarding hyperparameter tuning, Grid Search and Cross-Validation were applied. Table 3 shows the
hyperparameter search space for each of the applied algorithms.

The hyperparameter search ranges reported in Table 3 were defined based on two complementary
sources of evidence. First, the selected ranges reflect the most commonly evaluated hyperparameter spaces
in the IDS literature for each algorithm [36,45]: for KNN, k € {1,...,30} covers the range empirically
shown to balance the bias-variance trade-off in network traffic datasets; for SVM, C € {1,...,1000} and
y € {107, ..., 1} span the standard logarithmic grid used for RBF kernels; for DT,max_depthe {l,...,35}
prevents overfitting while allowing sufficient tree complexity for multi-feature traffic patterns; and for MLP,
the learning rate and batch size ranges follow standard practice for shallow neural networks on tabular
data [36]. Regarding, the Grid Search with 5-Fold Cross-Validation methodology serves as an implicit
sensitivity analysis: all combinations within the defined search space are evaluated and the Macro-F1 score
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is computed across five independent validation folds for each configuration, systematically revealing the
sensitivity of model performance to hyperparameter variations before the best configuration is selected.

Table 3: Hyperparameters search space per algorithm.

Algorithms Hyperparameters Values
n_neighbors {1...30}
KNN Weights {uniform, distance}
Algorithm {auto, ball_tree, kd_tree}
C {1...1000}
SVM Gamma {1x107°...1}
Criterion {gini, entropy}
DT
max_depth {1...35}
Activation {relu, tanh}
. .. _5
MLP learnlng_r.ate_lmt {1x107™...1}
max_iter {20, 40, 60, . ..,200}
batch_size {32, 64,128, 256, auto }

3.2 Binary Model Learning Framework

Fig. 3 illustrates the proposed binary model learning framework. On the left side, the top-performing
binary model for each category is selected. In detail, Fig. 3A shows how binary classifiers are independently
trained and evaluated, as previously explained. This process is executed separately and in parallel for every
category. Upon completion of the training phase, each candidate model undergoes evaluation using a
classification metric. The resulting scores are compared across all classifiers within the same category to
objectively rank their relative performance. The model yielding the highest evaluation score is identified
as the top-performing candidate for that category, as visually indicated by the highlighted score in Fig. 3B.
In the final phase, the best-performing model is selected as the sole representative binary classifier for its
respective category, as depicted in Fig. 3C. The selected models are subsequently integrated into the learning
framework, illustrated on the right side of Fig. 3.

The first phase of the proposed system, focused on attack detection, consists of analyzing all traffic and
determining whether it is a legitimate or a suspected attack. In order to accomplish this task, a binary model
has previously been generated. Specifically, the model will output two probabilities: the first will indicate
whether the sample of traffic is legitimate and the second will indicate whether it may be a potential attack.
Based on the output with the highest value, the nature of the network trace will be determined.

The initial task was to classify behavior as either Normal or an Attack (detection level or attack
detection), utilizing a specifically trained binary model. The second level involves classifying a potential
threat as one of the possible attacks collected in any intrusion dataset (classification level).

Traffic classification is performed using a multi-model framework composed of the binary classifiers
of several attack types. Each classifier generates probabilities for class membership for all classes. The class
with the highest probability is selected as the final prediction. Subsequently, evaluation metrics are computed
based on the resulting confusion matrix. Algorithm 2 formalizes the two-step inference procedure.
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Figure 3: Binary model learning framework.
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Algorithm 2: Two-step inference

Require: Test sample x, binary models M* = {m,.

Ensure: Predicted class y

1: Step 1—Attack Detection:

.., my } where m; corresponds to Normal traffic

2: (PNormal> Pattack) < My (x) {Binary probabilities from Normal model }

3:if PNormal 2 PAttack then

4: return y < Normal
5: end if

6: Step 2— Attack Classification:

7: for each attack model m}“, j=2,...,Ndo

8:  {Parallelizable}

9:  pj < P(y = c;j|x,m}) {Positive-class probability}

10: end for
11: return j < Cyrgmax

je{2,...,

Traflic classification is performed using a multi-model framework composed of the binary classifiers
of several attack types. Each classifier generates probabilities for class membership for all classes. The class
with the highest probability is selected as the final prediction. Subsequently, evaluation metrics are computed
based on the resulting confusion matrix.

In the two-step multimodel classification system described, the training and inference times play
distinct roles in the overall performance and efficiency of the model. During the training phase, the system
employs a binary classifier for each category, which significantly influences the training duration. This
approach, while methodical and thorough, necessitates a substantial amount of computational resources and
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time, as each classifier must be individually trained on its respective subset of data. This process ensures that
each binary classifier is finely tuned to its specific category, leading to improved accuracy and robustness
in the classification task. Despite the required training time, it should be considered that the architecture of
having separate models for each category allows for parallel processing during training, further enhancing
the speed.

Contrastingly, the inference time in this system is notably faster, despite the multimodel approach. The
speed of inference primarily depends on the number of categories present, as each category corresponds
to a binary classifier that makes an independent prediction. This streamlined process is significantly more
efficient than the training phase, as it does not require the intensive computational resources necessary for
learning. Similarly to the inference, parallelization can be performed in the second step of classification when
outputs from several models are combined to classify the network trace.

Our approach introduces novel variations in the combination and integration of classifiers. Our study
focuses on the application of the OvVR strategy within this framework, which allows each classifier to
distinguish a specific attack class from the rest. This combination of the OVR strategy with multiple classifiers
has not been extensively explored in the context of attack classification, and its effectiveness is demonstrated
through several experimental evaluations. Furthermore, our work contributes by proposing and evaluating
a specific oversampling method tailored to our multi-attack classification environment. We carefully analyze
the impact of oversampling and demonstrate the effectiveness of our chosen method in mitigating the class
imbalance problem, leading to improved classification performance.

Computational Complexity

Let N denote the number of traffic categories, M the number of candidate algorithms, n the number of
training samples per binary dataset, d the number of features, and K the number of cross-validation folds.
The computational cost of the proposed framework can be analyzed in two phases.

Training phase. For each of the N categories, M binary models are trained via K-fold cross-validation
with Grid Search over a hyperparameter grid of size G. The total number of model fits is O(N x M x K x G).
The cost per individual fit depends on the algorithm: O(n? - d) for KNN (distance computation), O(n* - d)
to O(n’) for SVM with RBF kernel, O(n - d -logn) for DT, and O(n-d - h - e) for MLP where h and e are
the hidden layer size and number of epochs, respectively. Crucially, since binary models are independent,
all N x M training tasks are parallelizable, reducing the wall-clock time to that of the slowest single model
when sufficient computational resources are available.

Inference phase. For a new sample, the first step applies a single binary model (Normal vs. Attack)
at cost O(Cy). If classified as an attack, the second step evaluates N —1 binary classifiers in parallel, each
at cost O(C;), and selects the class with the highest probability. The total sequential inference cost is
O(C + XN, Ch), or O(C, + max;{C;}) under parallelization, where C; is the prediction cost of the
i-th binary model. In practice, this is comparable to a single multiclass model, since the individual binary
classifiers operate on the same feature dimensionality with simpler two-class decision boundaries.

3.3 Datasets

One of the main concerns when dealing with intrusion datasets is class imbalance. As the prevalence of
cyberattacks continues to increase in digital society, it is imperative to have access to reliable and accurate
datasets for developing effective cybersecurity systems. Four widely used cybersecurity datasets are used in
this work to evaluate the effectiveness of the system: NSL-KDD [46], UNSW-NBI5 [47], CIC-IDS2018 [48],
and TON-IoT [49]. These datasets have been utilized in various academic research and industry studies to
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evaluate the efficiency of cybersecurity techniques such as intrusion detection systems, malware analysis,

and network anomaly detection.

Table 4 presents the per-class sample counts in the training partition of each dataset, together with the
percentage share (%) and the Imbalance Ratio (IR). The IR is defined as the ratio between the number of
samples in the largest class and the number of samples in the class under consideration, i.e., IR; = Nppax/Ne.
An IR value greater than 1.5 is conventionally considered to indicate a meaningful class imbalance [12].

Table 4: Per-class sample distribution and Imbalance Ratio (IR) for each dataset. Bold values highlight the extreme
minority classes (highest IR) for each dataset, indicating the specific attack types where the model faces the greatest

data scarcity.

Dataset Class Samples % IR
Normal 67,343 53.46 1.00
DoS 45,927 36.46 1.47
NSL-KDD Probe 11,656 9.25 5.78
R2L 995 0.79 67.68
U2R 52 0.04 1295.06
Normal 56,000 37.00 1.00
Generic 40,000 26.43 1.40
Exploits 33,393 22.07 1.68
Fuzzers 18,184 12.02 3.08
DoS 12,264 8.10 4.57
UNSW-NBIS Reconnaissance 10,491 6.93 5.34
Analysis 2000 1.32 28.00
Backdoor 1746 1.15 32.07
Shellcode 1133 0.75 49.43
Worms 130 0.09 430.77
Benign 869,858 83.07 1.00
DDoS 576,191 55.01 1.51
DoS 328,364 31.35 2.65
CSE-CICIDS2018 BruteForce 190,654 18.21 4.56
Bot 143,097 13.67 6.08
Infilteration 93,063 8.89 9.35
Web 596 0.06 1459.49
Normal 300,000 4711 1.00
Scanning 20,000 3.14 15.00
DDoS 20,000 3.14 15.00
DoS 20,000 3.14 15.00
Injection 20,000 3.14 15.00
ToN-IoT XSS 20,000 3.14 15.00
Password 20,000 3.14 15.00
Backdoor 20,000 3.14 15.00
Ransomware 20,000 3.14 15.00
MITM 1043 0.16 287.63
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As Table 4 shows, all four datasets exhibit severe class imbalance. The most extreme cases are U2R in
NSL-KDD (IR =1295), Web attacks in CSE-CICIDS2018 (IR = 1459), Worms in UNSW-NBI5 (IR = 431), and
MITM in ToN-IoT (IR = 288). These extreme imbalance ratios confirm that standard multiclass classification
without explicit imbalance handling will inevitably result in poor detection of minority attack categories,
further motivating the use of oversampling within our OvR binary decomposition framework.

3.4 Data Preprocessing

Prior to model training, a uniform preprocessing pipeline was applied across all four datasets. First, cat-
egorical features (e.g., protocol type, service, and flag fields in NSL-KDD; protocol and state in UNSW-NB15)
were transformed into numerical representations using one-hot encoding or label encoding, depending on
the cardinality of each feature. Second, all numerical features were standardized to zero mean and unit vari-
ance using standard scaling (z = (x — p)/0), which is essential for distance-based algorithms such as KNN
and SVM and for ensuring stable gradient-based optimization in MLP. Third, non-informative features (e.g.,
source/destination IP addresses and timestamps that serve as identifiers rather than discriminative attributes)
were removed from all datasets, as these would introduce noise rather than meaningful classification signals.

No explicit feature selection or dimensionality reduction technique (e.g., PCA, mutual information
ranking) was applied in this study. The rationale for this is that the proposed framework relies on the OvVR
binary decomposition, where each binary model independently learns the most relevant feature interactions
for distinguishing its target class from the rest. This per-class specialization inherently allows each model to
weight features differently during training. Furthermore, the hyperparameter tuning process via Grid Search
with 5-Fold Cross-Validation implicitly optimizes the use of available features for each algorithm.

3.5 Algorithms

For the construction of the proposed multi-model classifier, we integrated intelligent classification
algorithms that have demonstrated the best performance in both our experience and in previous scientific
contributions [45]. These four algorithms were selected because they represent fundamentally different
learning paradigms: instance-based (KNN), maximum-margin (SVM), rule-based (DT), and gradient-based
neural (MLP) ensuring that the multi-model selection mechanism can exploit complementary inductive
biases.

o K Nearest Neighbors Classifier (KNN). The KNN algorithm is an instance-based learning method,
where classification is based on the training data [50]. It classifies a sample by calculating its distance
from other samples and determines its class through a majority vote of its nearest k neighbors.

«  Support Vector Machine (SVM). The SVM algorithm’s core concept is to identify the hyperplane that
optimally separates the dataset into distinct sets [51].

o  Decision Trees (DT). Models based on DTs predict the class of a sample by applying straightforward
decision rules learned during training [52].

o  Multilayer Perceptron (MLP). An MLP is a feedforward artificial neural network consisting of an input
layer, one or more hidden layers, and an output layer. In this study, we used the MLPClassifier
implementation from Scikit-Learn with the default architecture of a single hidden layer containing 100
neurons. The Adam optimizer was employed with default momentum parameters (f; = 0.9, 3, = 0.999),
L2 regularization (a = 0.0001), and a convergence tolerance of 10~*. The activation function and learning
rate were subject to hyperparameter tuning (Table 3).
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Main software tools used for these experiments are Python version 3.12, with the assistance of libraries
such as Pandas, Numpy, Scikit-Learn, and Imbalanced-learn, which are widely used in this research
domain [36,53]. Hyperparameter tuning for each algorithm was performed using Grid Search and 5-Fold
Cross-Validation methodologies [54], allowing the testing of various value combinations within a predefined
search space. In terms of hardware, main specifications are Intel Core i9-10900 @5.20 GHz processor and 64
GB of RAM.

3.6 Evaluation Metrics

Evaluating classification performance under class imbalance requires careful metric selection, since
standard accuracy can be misleading when the class distribution is heavily skewed [55,56]. In imbalanced
intrusion detection datasets, a classifier that predicts the majority class for every sample can still achieve
high accuracy while completely failing to detect minority attack categories. For this reason, our evaluation
strategy prioritizes imbalance-aware metrics and treats accuracy only as a secondary, comparative reference.

3.6.1 Confusion-Matrix-Based Metrics

All per-class metrics are derived from the confusion matrix. For a given class ¢, the confusion matrix
yields true positives (TP,), true negatives (TN,), false positives (FP,), and false negatives (FN,) [57]. Based
on these quantities, the following metrics are computed:

TP
Precision, = ——— 1
TP, + FP,
TP
Recall, = ———=— (2)
TP, + FN,

_ 2 Precision, - Recall,

Fl, (3)

Precision, + Recall,

3.6.2 Justification of Metric Selection

The evaluation framework in this study is designed around two distinct levels:

o Binary model selection (Section 3.1). Macro-F1 is used as the optimization criterion during hyperpa-
rameter tuning via Grid Search with 5-Fold Cross-Validation. Since each binary dataset contains only
two classes (target vs. rest), Macro-F1 ensures that both classes contribute equally to model selection,
preventing the optimizer from favoring the majority class.

o  Framework-level evaluation (Section 4). The final multiclass performance is assessed using Precision,
Recall, Fl-score, and Accuracy. Accuracy is reported solely for comparability with prior studies that use
it as their primary metric; however, it is not the basis for any conclusion regarding the effectiveness
of the proposed framework. Instead, the weighted Fl-score is used as the principal indicator of overall
classification quality, as it balances per-class performance against class prevalence.

We acknowledge that threshold-independent metrics such as ROC-AUC and PR-AUC [57,58] provide
valuable complementary insights, particularly for assessing the discriminative ability of a classifier across all
operating points. However, our framework produces hard class predictions through a maximum-probability
decision rule applied over the outputs of multiple binary classifiers, rather than a single score that can
be thresholded. Computing meaningful per-class ROC or PR curves would require access to the raw
probability outputs of each binary model independently, which does not directly correspond to the final
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multiclass decision. Furthermore, the comparative works in the IDS literature that we benchmark against
predominantly report threshold-dependent metrics (Precision, Recall, F1, Accuracy), making these the most
appropriate choice for a fair and direct comparison [45].

4 Experimental Results

Performance comparison of the proposed model is presented in this section using four widely used
cybersecurity datasets: NSL-KDD, UNSW-NBI15, CIC-IDS2018, and TON-IoT. The proposal is evaluated
using well-known classification metrics and compared with other research proposed in the scientific
literature.

The decision to test our binary model framework on multiple datasets was driven by several reasons.
Firstly, it allows us to assess the robustness and generalizability of our framework across diverse attack
scenarios and network environments. Secondly, it ensures a more realistic evaluation, considering variations
in attack profiles and network conditions associated with different datasets. Thirdly, comparative analysis
across multiple datasets helps identify our framework’s strengths and weaknesses and enables us to compare
its performance against existing methods. Lastly, the selection of widely recognized datasets aligns with com-
munity standards, facilitates better comparability with existing literature, and contributes to the advancement
of intrusion detection research.

As a first step in testing the proposed model on each cybersecurity dataset, binary models were
developed for each type of traffic. As explained in section 3.1, balanced datasets were generated for each type
of cyberattack.

Each model is evaluated based on Macro-F1. Four binary classification models were generated using
well-known algorithms for each type of traffic: three from Machine Learning (SVM, DT, KNN) and one from
Deep Learning (MLP). Macro-F1 is not affected by the imbalance between classes. This metric was then used
to select the most suitable algorithms for the proposed learning framework. Thus, both classes are considered
equally relevant when calculating the binary model’s performance.

The second step developed a multi-model classifier by combining the optimal models. Previously
described test sets are used to evaluate the performance of the model. A confusion matrix is then generated, in
which the rows correspond to the actual class labels, and the columns correspond to the predicted class labels.

As a final step toward validating the effectiveness of the proposal, an evaluation metric of accuracy,
precision, recall, and F1-Score is used to compare our approach to four multiclass classification models based
on a single algorithm and other current state-of-the-art works.

4.1 Experimentation and Discussion on NSL-KDD

First, the proposed model was evaluated using the NSL-KDD dataset. To accomplish this, our approach
combines the best binary models for each of the five types of traffic collected: DoS, Probe, R2L, U2R,
and Normal.

Table 5 depicts the Macro-F1 metric for the NSL-KDD dataset. Results are promising in DoS, Probe,
R2L, and Normal categories, with Macro-F1 values of 0.9997, 0.9967, 0.9841, and 0.9581, respectively. A more
difficult task is to distinguish network traces generated by attempts to gain access to a remote machine (U2R)
from other traffic, resulting in a Macro-F1 of 0.8291. In NSL-KDD, the DT algorithm reached the best results
for Probe, R2L, and U2R attacks. The highest Macro-Fl1is achieved using SVM for DoS§ attacks, while the deep
learning algorithm, MLP, produced the best detection model for distinguishing legitimate from attack traffic.
The DT algorithm obtained the best results in three of the five types of traffic. This may be due to the fact that
the dataset is not sufficiently sufficiently complex, and the features contain enough information to distinguish
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between different types of traffic. In addition, this algorithm can achieve high classification metrics for both
DoS and Normal traffic. This experiment revealed that the binary models generated with SVM for DoS, DT
for Probe, R2L and U2R, and MLP for Normal traffic constitute the proposed two-step model.

Table 5: Binary models evaluation for NSL-KDD in terms of Macro-Fl. For each traffic category, the bold value denotes
the highest Macro-F1 score obtained among all compared models.

DoS Probe R2L U2R Normal

SVM 0.9997 0.9951 0.9628 0.7719 0.9168
DT 0.9993 0.9967 0.9841 0.8291 0.9539
MLP 0.9995 0.9946 0.9639 0.7979 0.9581
KNN 0.9986 0.9930 0.9566 0.7163 0.9361

The confusion matrix was obtained after evaluating the test set to assess the performance of the proposed
framework after combining the best binary algorithms for each category.

Table 6 presents the classification results in a confusion matrix to identify five types of network
traffic. The proposed model performed well for DoS (80.1% recall), Probe (68.6%), and Normal (96.7%);
however, R2L and U2R exhibited substantially lower detection rates. Specifically, 79.7% of R2L samples were
misclassified as Normal, and only 3 out of 200 U2R samples were correctly identified (66.5% classified as
Normal, 27.0% as DoS). These errors stem from two interrelated causes: (1) feature-space overlap: in R2L
attacks mimic legitimate user behavior (e.g., password guessing, FTP exploits) producing flow-level features
nearly indistinguishable from Normal traffic, while U2R attacks exploit host-level privilege escalation with
minimal network signatures and (2) severe class imbalance, as U2R comprises only 52 training samples
(IR =1295) and R2L 995 samples (IR = 67), providing the binary models with extremely limited positive
examples to learn discriminative boundaries. These categories are widely recognized as the most challenging
in the NSL-KDD dataset across the IDS literature, including deep learning-based approaches [14,20].

Table 6: Confusion matrix for binary model learning framework on NSL-KDD dataset.

DoS Probe R2L U2R Normal
DoS 5971 13 227 0 1247
Probe 360 1660 38 0 363
R2L 399 2 155 2 2196
U2R 54 3 7 3 133
Normal 121 194 6 1 9389

Table 7 provides a performance comparison among several state-of-the-art research. Our proposal
achieves an F1 of 0.7213, higher than the best F1 score of 0.7126 obtained by another scientific work in
intrusion detection using the NSL-KDD dataset. This suggests that our model can achieve better performance
in terms of the balance between precision and recall compared to the other works. This is an important
finding, as it indicates that the proposed work can identify intrusions while also minimizing the number of
false positives.
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Table 7: Comparison of performance against state-of-the-art works for NSL-KDD. For each evaluation metric
(Accuracy, Precision, Recall, and Fl-score), the bold value denotes the highest score obtained among all compared
methods.

Work Accuracy Precision Recall F1
[20] 0.7660 - - -
[21] 0.7608 0.7360 0.7608 0.7126

SVM 0.7658 0.7973 0.7658 0.7157
DT 0.7615 0.7957 0.7615 0.7196

MLP 0.7507 0.8006 0.7507 0.7070

KNN 0.7499 0.7955 0.7499 0.7062

Proposed 0.7620 0.7329 0.7620 0.7213

4.2 Experimentation and Discussion on UNSW-NBI5

The UNSW-NBIS5 set was used to validate the proposal for the second group of experiments. Conse-
quently, the model should identify ten types of traffic: Analysis, Backdoor, DoS, Exploits, Fuzzers, Generic,
Normal, Reconnaissance, Shellcode, and Worms.

In accordance with the previously described procedure, the first step was to generate classification
models for each of the nine types of attacks collected. A model for detecting legitimate traffic was developed
as well, resulting in ten models. Table 8 contains Macro-F1 values obtained for each of the four algorithms
for each type of traffic. Generic was the best-detected attack traffic with a value greater than 0.9835. The
performance of this model is likely due to the extensive dataset utilized for its training. The recall rate for
identifying Reconnaissance and Shellcode attacks surpassed 0.9. For overall attack detection, irrespective
of the attack type, the proposed classifier achieved a slightly higher score than 0.91. DoS attacks, Exploits,
and Fuzzers presented the lowest Macro-F1 scores, each around 0.8. Nevertheless, the traffic detection and
classification system demonstrated high accuracy, often exceeding 0.85 in most categories, occasionally
reaching 0.9, and achieving outstanding results in certain instances.

Table 8: Binary models evaluation for UNSW-NBI5 in terms of Macro-F1. For each traffic category, the bold value
denotes the highest Macro-F1 score obtained among all compared models.

Analys. Backdr. DoS Expl. Fuzz. Generic  Normal  Recon. Shell. Worms
SVM 0.7934 0.8026 0.7723 0.7699 0.8128 0.9792 0.8304 0.8845 0.9297 0.8764
DT 0.8298 0.8530 0.7457 0.7962 0.7967 0.9835 0.9112 0.9183 0.9643 0.8876

MLP 0.8228 0.7902 0.7909 0.7963 0.8002 0.9813 0.8714 0.9136 0.9324 0.8876
KNN 0.7901 0.7891 0.7007 0.7414 0.8004 0.9781 0.7999 0.8377 0.8949 0.8764

Table 9 displays the confusion matrix generated by the two-phase binary classifier model. Analyzing
the main diagonal of the matrix, the model demonstrates high performance for categories such as Exploits,
Generic, Normal, and Reconnaissance, with a substantial number of samples accurately classified.

Finally, it is valuable to compare the performance of the proposed system with other methods discussed
earlier in the Section 2. Table 10 presents a comparative evaluation of our system against various approaches.
The proposed framework achieves the highest F1-score (0.7754), outperforming both Ref. [19] (F1 = 0.7400)
and all four individual classifiers. While Ref. [19] reports a higher precision (0.8400), this comes at the cost
of substantially lower recall (0.6900), indicating a conservative model that misses a significant proportion of
attacks. Our framework achieves a more balanced trade-off between precision (0.8271) and recall (0.7604),
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which is preferable in IDS scenarios where failing to detect attacks carries higher risk than occasional false
alarms. Ref. [17] reports only accuracy (0.7583) without other metrics, limiting a comprehensive comparison;
nonetheless, the proposed framework surpasses it in accuracy (0.7605).

Table 9: Confusion matrix for binary model learning framework on UNSW-NBI5 dataset.

Analys.  Backdr. DoS Expl. Fuzz. Generic Normal  Recon. Shell. Worms

Analysis 350 230 27 35 5 0 30 0 0 0
Backdoor 351 184 6 3 2 0 32 1 2 2

DoS 1533 1075 327 538 74 15 271 41 125 90
Exploits 2173 1278 299 5243 217 52 791 187 421 471
Fuzzers 855 437 30 192 1115 19 2693 5 658 58
Generic 80 27 26 223 62 18250 77 3 106 17
Normal 132 40 225 475 827 6 34384 7 810 94
Recon. 234 122 34 42 9 1 97 2392 356 209
Shellcode 6 1 0 2 3 0 17 0 348 1
Worms 1 0 1 10 0 3 2 1 2 24

Table 10: Comparison of performance against state-of-the-art works for UNSW-NBI5. For each evaluation metric
(Accuracy, Precision, Recall, and Fl-score), the bold value denotes the highest score obtained among all compared
methods.

Work Accuracy Precision Recall F1
[19] 0.6946 0.8400 0.6900 0.7400
[17] 0.7583 - - -

SVM 0.7051 0.8157 0.7051 0.7130
DT 0.7345 0.8087 0.7345 0.7626

MLP 0.7558 0.8109 0.7558 0.7581

KNN 0.7067 0.7900 0.7067 0.7374

Proposed 0.7605 0.8271 0.7604 0.7754

4.3 Experimentation and Discussion on CIC-IDS2018

The third set of experiments was carried out on the CIC-IDS2018 dataset. The two-phase model
developed here was designed to distinguish between legitimate traffic and the following attacks: Bot, Brute-
force, DDoS, DoS, Infilteration, and Web-based attacks. Table 11 shows the Macro-F1 metrics obtained for
the binary models of each algorithm, for each type of traffic. The highest classification results are marked in
bold for each attack. It can be seen that the binary models selected for this set present good performance,
obtaining Macro-F1 values above 0.90 for six of the seven traffic categories.

After selecting the best-performing binary model, the proposed system was tested against an unseen
test set. The confusion matrix was used to evaluate the performance of the developed multi-model
classifier. Table 12 shows the number of predicted samples for each model in seven categories.

To demonstrate the effectiveness of the proposal, Table 13 shows a comparison among our work and
other research works reviewed in the state of the art that have used CSE-CICIDS2018. It is found that the
research in Ref. [22] produces slightly lower results than our proposal achieving 0.9310 and 0.9222 in accuracy
and F1, respectively. Ref. [16] obtains a higher accuracy and recall than the proposed one, although the F1 is
lower than that obtained. These results may be due to the use of a dataset with only NetFlow-based features.
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Table 11: Binary models evaluation for CIC-IDS2018 in terms of Macro-F1. For each traffic category, the bold value
denotes the highest Macro-F1 score obtained among all compared models.

Benign Bot BruteF. DDoS DoS Infil. Web
SVM 0.9256 0.9998 0.9387 0.9989 0.9550 0.6832 0.8810
DT 0.9410 0.9998 0.9383 0.9992 0.9587 0.7151 0.9012
MLP 0.9266 0.9996 0.9383 0.9993 0.9573 0.6711 0.7704
KNN 0.9170 0.9998 0.9376 0.9995 0.9577 0.6953 0.8301
Table 12: Confusion matrix for binary model learning framework on CSE-CICIDS2018 dataset.
Benign Bot BruteF. DDoS DoS Infil. Web
Benign 260,536 3965 9 3 3 5120 2
Bot 10 57,341 0 3 0 38 2
BruteF. 0 4 71,861 0 4404 0 0
DDoS 20 246 0 252,690 0 0 0
DoS 17 47 13,659 0 11,6712 0 0
Infil. 21,261 937 2 4 1 10,248 1
Web 9 51 0 1 0 1 133

Table 13: Comparison of performance against state-of-the-art works for CIC-IDS2018. For each evaluation metric
(Accuracy, Precision, Recall, and Fl-score), the bold value denotes the highest score obtained among all compared

methods.

Work Accuracy Precision Recall F1
[16] 0.9705 - 0.9467 0.9000
[22] 0.9310 - - 0.9222

SVM 0.9392 0.9386 0.9392 0.9304
DT 0.9303 0.9314 0.9303 0.9304

MLP 0.9416 0.9404 0.9416 0.9331

KNN 0.9365 0.9333 0.9365 0.9298

Proposed 0.9392 0.9353 0.9392 0.9340

4.4 Experimentation and Discussion on ToN-IoT

The final set of experiments involved testing the proposed model on the ToN-IoT set. It was necessary
for the proposal to distinguish different categories of traffic in a network of IoT devices: Backdoor, DDoS,
DoS, Injection, MITM, Normal, Password, Ransomware, Scanning, and XSS.

As in the previous experiments, the first step was the generation of binary models. Table 14 shows the
Macro-F1 score associated with each category for the four algorithms considered in this experiment. There
was an evaluation of greater than 0.9 for all models, except traffic from MITM attacks, which achieved an
evaluation of 0.8329.

Based on the analysis of the performance of each algorithm individually, SVM was the algorithm that
produced the best results when it came to identifying DDoS attacks. The rest of the cyberattacks were easier to
detect from the rest using the DT algorithm, achieving 0.9990, 0.9915, 0.9819, 0.8329, 0.9894, 0.9398, 0.9945,
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0.9581 for Backdoor, DoS, Injection, MITM, Password, Ransomware, Scanning, XSS, respectively. The binary
model selected for discerning between legitimate and suspicious traffic was obtained with MLP, achieving a
Macro-F1 of 0.9326. The MLP algorithm was not used in the model generation for any traffic since it would
imply a notable decrease in several categories in Macro-F1.

Table 14: Binary models evaluation for ToN-IoT in terms of Macro-F1. For each traffic category, the bold value denotes
the highest Macro-F1 score obtained among all compared models.

Backdr. DDoS$S DoS Inject. MITM Normal Passwd. Ransom. Scan. XSS
SVM 0.7278 0.9863 0.8195 0.7924 0.7391 0.9037 0.6733 0.9144 0.8914 0.8967
DT 0.9990 0.9754 0.9915 0.9819 0.8329 0.8903 0.9894 0.9398 0.9945 0.9581

MLP 0.6022 0.9708 0.6380 0.9624 0.5515 0.9326 0.8413 0.8990 0.8654 0.8712
KNN 0.6165 0.9687 0.7204 0.9422 0.7328 0.8767 0.7961 0.8912 0.8532 0.8278

There was an interesting observation about the performance of the DT algorithm compared to SVM,
MLP, and KNN for a significant portion of the traffic in this dataset. A well-performing DT algorithm
indicates that the data is not very complex. Complexity will be determined by the methods used to collect
network traffic, the tools used to generate features, or the methodologies used to generate attacks.

The classifier was constructed in two steps after evaluation of the individual models and selection of
the most effective ones. In order to validate the proposal, we used the test set, and in order to evaluate it, we
calculated classification metrics based on the confusion matrix.

Table 15 displays the confusion matrix for evaluation on the ToN-IoT dataset. According to the results,
the performance of the classification is excellent. As a result, most of the classes were able to detect the
traffic they were trained for and the number of classification failures was low. Backdoor is a good example
of this. There were 3948 test samples in this category, of which 3946 were correctly classified, and two were
incorrectly classified as Normal.

Table 15: Confusion matrix for binary model learning framework on TON-IoT dataset.

Backdr. DDoS DoS  Inject. MITM Normal Passwd. Ransom. Scan. XSS

Backdoor 3946 0 0 0 0 2 0 0 0 0
DDoS 0 3885 4 25 2 28 7 44 3 17
DoS 1 0 3944 3 24 15 9 1 38 0
Injection 0 27 5 3842 7 20 2 6 21 101
MITM 0 1 14 6 162 22 8 0 4 2
Normal 1 29 10 17 17 59,097 56 668 8 70
Password 0 4 7 1 16 7 3814 34 1 18
Ransom. 0 0 0 0 0 55 0 3931 0 81
Scanning 0 0 9 4 9 7 3 2 4051 0
XSS 0 21 1 45 1 16 5 261 5 3579

A comparison is made between the results obtained in this research and previous contributions to the
detection of intrusions on ToN-IoT in Table 16. The proposed framework achieves the highest scores across
all four metrics (accuracy: 0.9788, precision: 0.9807, recall: 0.9788, F1: 0.9793), outperforming both Ref. [16]
(F1 = 0.9400) and Ref. [11] (F1 = 0.9660), which employ NetFlow-based features and evolutionary cost-
sensitive deep learning, respectively. The improvement over the best individual classifier (DT, F1 = 0.9714)
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confirms that the two-step binary framework provides a consistent gain beyond what any single algorithm
achieves. Notably, the margin over [11] is particularly significant given that their approach uses a more
complex deep learning architecture, supporting the thesis that the structural design of the proposed OvR
framework is the primary driver of performance.

Table 16: Comparison of performance against state-of-the-art works for TON-IoT. For each evaluation metric
(Accuracy, Precision, Recall, and Fl-score), the bold value denotes the highest score obtained among all compared
methods.

Work Accuracy Precision Recall F1
[16] 0.9380 - 0.9229 0.9400
[11] - 0.9730 0.9610 0.9660

SVM 0.7604 0.7747 0.7604 0.7013
DT 0.9711 0.9727 0.9711 0.9714

MLP 0.8922 0.8880 0.8922 0.8878

KNN 0.8649 0.8871 0.8649 0.8624

Proposed 0.9788 0.9807 0.9788 0.9793

4.5 Limitations

The proposed framework is evaluated on static, offline benchmark datasets and does not address concept
drift the phenomenon whereby the statistical properties of network traffic and attack patterns change over
time, causing a trained model’s decision boundaries to become progressively misaligned with the evolving
data distribution [59]. In real-world deployment, new attack variants, shifts in legitimate usage patterns, and
adversarial adaptation can all degrade the performance of a fixed model. However, the modular architecture
of the proposed framework offers a structurally favorable basis for drift adaptation: since each binary classifier
operates independently within the OvR decomposition, individual models can be selectively retrained or
replaced when drift is detected in a specific attack category, without requiring a complete retraining of the
entire system. Integrating drift detection mechanisms together with incremental or online learning strategies
for the underlying classifiers, constitutes an important direction for future research to enable the deployment
of the proposed framework in non-stationary network environments.

Closely related to concept drift is the challenge of real-time, high-throughput deployment. The current
evaluation is performed offline on stored benchmark datasets and does not measure end-to-end latency
under live traffic conditions. Nevertheless, the framework exhibits several properties that are favorable for
real-time operation. First, as shown in the complexity analysis (Computational Complexity Section), the
inference cost for a single sample is bounded by O(C, + max;{C;} ) when the second-step binary classifiers
are executed in parallel, which is comparable to a single multiclass model. Second, the classifiers employed
(KNN, SVM, DT, MLP) are lightweight in comparison with deep learning architectures, yielding low per-
sample prediction latencies that are well within the requirements of network-level monitoring. Third, the
two-step architecture provides an inherent early-exit mechanism: traffic classified as Normal in the first step
bypasses the second-step classification entirely, reducing the average inference workload in networks where
legitimate traffic constitutes the vast majority of flows. Formal benchmarking of throughput and latency
under realistic network conditions, including integration with packet capture and flow extraction pipelines,
is identified as an important direction for future work.
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5 Conclusions

This paper proposes a novel binary model learning framework that ensures cybersecurity in inter-
connected environments by detecting and classifying cyberattacks through the study of network traffic
traces. This proposal also deals with class imbalance by oversampling minority classes during binary
model generation.

This method has been tested on four well-known intrusion detection datasets: NSL-KDD, UNSW-NBI15,
CSE-CIC-IDS2018 and TON-IoT. In all scenarios, the proposed model shows a gain in F1, when compared
to other proposals in the scientific literature, resulting in a combination of precision and recall. Thus, from
experiments, our model effectively classifies network traffic in imbalance scenarios.

As future work, investigating the use of new oversampling methods in combination with proposed
binary model framework could be an interesting avenue. Furthermore, replacing or augmenting the current
classical classifiers (KNN, SVM, DT, MLP) with more complex algorithms such as XGBoost, LightGBM or
deep learning architectures such as CNN-LSTM hybrids, attention-based models, or transformer networks as
internal components of the proposed OvVR binary framework represents a particularly promising direction.
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