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ABSTRACT: Indoor intrusion detection is essential for various applications, including security systems and smart
homes. Recently, WiFi-based detection has gained popularity due to its low cost and non-invasive nature. Current
Channel State Information (CSI) based frameworks primarily use deep learning to extract gait signatures; however, their
performance depends heavily on extensive labeled datasets. These methods struggle to differentiate between unlabeled
and labeled data that exhibit similar features. To address this challenge, we propose a novel Two-level Feature Fusion
model for Indoor Intrusion Detection (TFF-IID) utilizing commercial WiFi CSI. The model adopts a two-level structure
to learn rich feature representations and introduces a Transformer with multi-head self-attention alongside a multi-
scale convolution module to process sensor data. Additionally, it incorporates a self-supervised learning module to
capture general normality patterns. Based on this architecture, TFF-IID achieves accurate intrusion detection using only
CSI. Empirical evaluations on a private gait dataset demonstrate that TFF-IID achieves an intrusion detection accuracy
of 73.5% and an F1-score of 76.2% across 10 unauthorized subjects. Moreover, cross-scenario assessments verify that
the proposed model maintains high efficiency and robustness in environments characterized by diverse spatial layouts
and multipath complexities. Furthermore, TFF-IID outperforms the best baseline by 19.7% and 25.7% in accuracy and
F1-score, respectively.
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1 Introduction
Indoor intrusion detection is defined in this study as the continuous monitoring and dynamic analysis of

indoor environments to identify and classify unauthorized behaviors or anomalous activities using integrated
sensor networks and intelligent algorithms. This technology is essential for enhancing indoor security. In
recent years, both industry and academia have proposed various solutions, which can be broadly categorized
into non-Radio Frequency (RF) and RF-based methods. Non-RF approaches typically include camera-
based systems [1], ultrasonic sensing [2] and infrared-based methods [3,4]. However, these techniques
can offer high accuracy; they often face significant challenges, such as privacy concerns, susceptibility to
environmental interference, and the requirement for specialized, high-cost equipment.

Over the years, WiFi-based indoor intrusion detection systems have been proposed as WiFi is widely
utilized for its extensive coverage, flexibility, ease of deployment, and low cost. More importantly, the
wavelength of WiFi signals is generally larger than the surface roughness of most objects, which inherently
helps protect user privacy. Taking advantage of these advantages, the Channel State Information (CSI) of
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WiFi signals has enabled various applications, including gesture recognition [5,6], indoor localization [7],
respiratory monitoring [8,9], gait recognition [7], and identity recognition [10].

Despite achieving relatively high precision, these methods still face several challenges, primarily their
heavy reliance on high-dimensional features and extensively labeled data. For instance, Zhang et al. [11]
proposed WiFi-ID, which captures CSI-based gait data for human identification. More recently, DCS-
Gait [12] has achieved robust identification across diverse environments by extracting invariant gait features
through cross-attention metrics and high-quality pseudo-labeling. Nevertheless, effectively identifying new
users in open-set scenarios remains a significant challenge when labeled information is unavailable. The
WiDIGR [13] system can recognize individuals through gait analysis, achieving an average precision ranging
from 78.28% for six subjects to 92.83% for three subjects. However, it remains unable to effectively recognize
new users who are not part of the training set. Therefore, accurately identifying new users by leveraging
unique features without relying on labeled data remains a significant challenge. Most current intrusion
detection systems rely on closed-set datasets, which limit their ability to identify new users with similar
physical characteristics but no labeled information. This limitation poses security risks; for instance, our
experiments show that two volunteers with similar postures can induce nearly identical CSI changes
(as shown in Fig. 1), potentially leading to detection errors. Consequently, identifying new users and
distinguishing between similar individuals in open-set scenarios are critical tasks for enhancing the reliability
of security monitoring systems
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Figure 1: Comparison experiment between two similar volunteers walking along a specified route. (a) Experimental
layout and the predefined walking trajectory; (b) CSI amplitude variations for two volunteers, demonstrating nearly
identical signal patterns that pose potential security risks in open-set scenarios.

To address these challenges, we propose a novel Two-Level Feature Fusion based Indoor Intrusion
Detection (TFF-IID) model leveraging commercial off-the-shelf (COTS) WiFi devices. The framework
employs a two-level fusion structure designed to enhance generalization by mitigating interference from
diverse human walking patterns. Specifically, TFF-IID utilizes a Transformer with multi-head self-attention
and a multi-scale convolution (CNN) module to process raw sensor data and capture essential gait features.
Building upon this, a self-supervised learning paradigm is integrated to characterize latent features, enabling
the model to establish robust normality patterns for improved anomaly detection. Furthermore, a feature
reconstruction module is implemented to learn comprehensive feature representations. The architecture
concludes with a feature fusion module designed for accurate intrusion detection. This entire TFF-IID model
is built on a convolutional encoder framework, facilitating efficient end-to-end training.
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The main contributions of this paper are summarized as follows:
(1) Introduction of Self-Supervised Learning for CSI Sensing: We integrate a self-supervised learning
paradigm into CSI-based intrusion detection, utilizing an encoder-decoder network to extract latent features
and reduce the heavy reliance on labeled data.
(2) Novel End-to-End Detection Framework: We propose an end-to-end intrusion detection model that
merges a feature reconstruction module with conventional label-based features to effectively distinguish
between known and unknown identities.
(3) Comprehensive Dataset and Performance Validation: We establish a large-scale indoor gait dataset
featuring WiFi CSI data for eight distinct actions performed by 20 individuals. Our algorithm achieves a
detection accuracy of 73.5% in the presence of 10 unknown identities, significantly outperforming existing
CSI-based methods.

2 Relate Work
In contemporary smart environments, indoor intrusion detection focuses on identity verification to

authenticate legitimate users. This process utilizes diverse technologies, which are broadly classified into
non-Radio Frequency (RF) and RF-based methods, encompassing visual, acoustic, and wireless signal-based
recognition systems.

Traditional sensing technologies, such as visual [14], acoustic [15,16], and infrared-based systems [17,18],
extensively employed in monitoring applications. However, visual and acoustic-based methods often raise
significant privacy concerns, which can limit their suitability for sensitive indoor environments. While
infrared systems provide better privacy and accuracy, they are frequently constrained by narrow detection
angles and limited range, resulting in “blind spots” that hinder comprehensive coverage. In contrast, WiFi-
based methods offer enhanced privacy protection and high accuracy, making them a robust alternative for
indoor intrusion detection.

WiFi-based indoor intrusion detection primarily employs two categories of techniques: Received Signal
Strength Indication (RSSI) [19,20] and Channel State Information (CSI) [21,22]. RSSI-based detection is
widely adopted because the data can be easily collected using standard wireless devices without requiring
specialized hardware [23,24]. However, RSSI is inherently a coarse-grained metric and is highly sensitive
to multipath interference, which leads to significant signal fluctuations even in static environments [25].
These factors degrade the overall performance of RSSI-based systems, reducing their accuracy and making
it difficult to maintain reliable detection.

In contrast, CSI-based detection methods provide fine-grained and high-fidelity measurements. Lever-
aging high frequency-domain and temporal resolution, CSI can effectively distinguish individual multipath
components and exhibits superior sensitivity to subtle human movements compared to RSSI [26]. Conse-
quently, it has become a cornerstone for diverse sensing applications. In recent years, extensive research
has focused on utilizing commercial off-the-shelf (COTS) WiFi devices for intrusion detection tasks. For
instance, Tian et al. [27] utilized CSI to achieve adaptive, device-free human intrusion detection in dynamic
indoor environments. WIDD [28] integrates the Angle of Arrival (AOA) with multipath signal amplitudes
to perform Jarque-Bera (JB) testing for identifying the direction of intrusion. Additionally, FreeSense [29]
leverages the phase difference between amplitude waveforms across multiple receiving antennas to accurately
detect human motion.

Recent advancements in deep learning have effectively addressed noise-related challenges in traditional
CSI extraction by learning latent features and significantly improving detection accuracy. For instance,
WiWho [30] extracts gait signatures for identity authentication; however, it struggles to differentiate
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unknown identities when relying on single gait features, particularly when new users closely resemble
known individuals. To capture complex temporal dependencies, Mohd Noor et al. [31] designed for activity
recognition. Similarly, Chen et al. [32] introduced an Attention-Based LSTM (ABLSTM) method to enhance
the precision of WiFi-based activity sensing. Furthermore, Jobanputra et al. [33] combined LSTM with
Recurrent Neural Networks (RNNs) to extract discriminative features for various human interactions.

3 System Overview
The proposed intrusion detection framework, which integrates supervised and self-supervised learning

strategies, is illustrated in Fig. 2. The model architecture consists of four primary modules.
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Figure 2: The structure of the proposed TFF-IID. It consists of four components: Encoder module, self-supervised
learning module, Feature Reconstruction module and Feature Fusion module.

(1) Encoder module: The preprocessed CSI data is encoded via a hierarchical self-attention mechanism
within a Transformer network to extract identity-specific features, denoted as ZI . By capturing complex
temporal dependencies and latent patterns, the model effectively learns representations closely tied to
individual identity, ensuring high feature richness. A linear layer is subsequently employed to recognize
known identities based on these representations.
(2) Self-Supervised Learning Module: This module characterizes user patterns through a self-supervised
approach, eliminating the requirement for manually labeled data.
(3) Feature Reconstruction Module: An autoencoder architecture is utilized to reconstruct the features Z,
focusing on identity-centric representations Zg . By filtering redundant information through the encoding-
decoding process, the autoencoder retains essential identity-related features, thereby enhancing the model’s
overall robustness.
(4) Feature Fusion and Intrusion Detection: The extracted features Z are fused with the reconstructed features
ZI to produce a unified feature vector ZIg . This vector is then fed into an Extreme Value Machine (EVM)for
the detection of unknown identities. Leveraging its rapid learning and strong generalization capabilities,
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the EVM enables the system to effectively handle unknown intruders and produce final recognition results,
improving the model’s applicability.

3.1 CSI Data Preprocessing
To ensure the reliability of features extracted in complex indoor environments, preprocessing the CSI

data is essential for mitigating noise interference. This stage involves implementing denoising techniques,
such as outlier removal and wavelet denoising, to significantly suppress environmental and hardware-
induced noise. These steps result in refined data, facilitating more accurate feature extraction and enhancing
overall model performance.

3.1.1 Outlier Handling
Hardware limitations and environmental noise introduce outliers into CSI data, which can compro-

mise feature extraction and degrade intrusion detection accuracy. Fig. 3 illustrates the collected CSI data
corresponding to a volunteer’s gait. For the sake of clarity, only one of the 30 subcarriers is displayed. As
observed, the raw CSI data extracted from commercial WiFi devices exhibits significant outliers caused by
hardware constraints and complex multipath interference. To mitigate these effects and eliminate outliers,
this study employs the Hampel outlier removal method [34]. Under this approach, data points within a
specified threshold are classified as normal, while any data falling outside this range is identified as abnormal
and replaced with the local mean. The processed data is shown in Fig. 3b. A comparison between Fig. 3a,b
confirms that the outliers have been effectively removed. Such processing significantly enhances the accuracy
and reliability of the data for subsequent analysis.
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Figure 3: Denoising and decomposition of the CSI signal. (a) Original CSI stream of one subcarrier. (b) After multipath
and outlier removal. (c) Effect the CSI signal after subcarrier selection.

3.1.2 Wavelet Decomposition
Even after removing outliers, additional denoising of CSI data is necessary because environmental

factors—such as air pressure, electromagnetic interference, and temperature variations—can significantly
affect signal propagation and amplitude. Traditional low-pass filters are often inadequate for capturing the
transient signal changes associated with intrusion behaviors. Consequently, wavelet analysis is employed to
decompose signals into coefficients for multi-scale analysis, which effectively captures short-term variations
and local features to enhance signal clarity and recognition accuracy. To suppress environmental noise
and hardware-induced impulse interference, we implement a Daubechies (db3) wavelet decomposition. As
illustrated in Fig. 3c, this approach preserves the transient features of human gait more effectively than
conventional low-pass filtering. Furthermore, it maintains the original waveform characteristics better than
the Hampel method alone, ensuring high-fidelity data for subsequent feature learning.
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3.2 Transformer Module
The inherent long-sequence nature of CSI data poses significant challenges for traditional neural net-

works in capturing long-term dependencies. To address this, a Transformer-based architecture is employed.
Its multi-head self-attention mechanism facilitates the modeling of intricate temporal correlations within
gait-induced signal fluctuations. As illustrated in Fig. 4, the Transformer framework consists of three
primary components.
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Figure 4: Transformer network architecture.

Input Layer: This layer receives the preprocessed CSI data. To facilitate batch processing, we perform
time alignment to ensure all records are of a uniform size. To optimize computational efficiency and reduce
memory usage, average pooling is applied to adjacent data points, thereby reducing the temporal dimension.

Multi-Layer Convolution Transformer Layer: This layer is responsible for extracting discriminative
features from the input data. Structured as a tower, it consists of stacked multi-head self-attention modules
and multi-scale convolution blocks to capture features across different scales [35].

Linear Layer: The final layer computes the probabilities of known identities using a Softmax operation.
Data representation and alignment: CSI data is represented as a set of records {r1 , r2, ..., rn}, where each

record is a two-dimensional matrix. In this matrix, each cell contains a real number representing the state
value at time t for a specific channel. A primary challenge in CSI-based gait recognition is the variation
in walking patterns among individuals. To address this and facilitate batch processing, we perform time
alignment on the preprocessed data. Specifically, a fixed 8-s window is used for data analysis. For data
exceeding this duration, average pooling is applied to compress the time series by averaging values within
each window. This method effectively reduces data volume while preserving key gait information, as defined
in Eq. (1).

Yi =
1
w∑

i×w
j=(i−1)×w+1r j (1)

r(t) = r(ti) +
r(ti+1) − r(ti)

ti+1 − ti
× (ti+1 − ti) (2)

where r(t) represents the estimated value at time, r(ti) and r(ti+1) denote the known CSI values at time ti
and ti+1, respectively.

After the temporal alignment of the CSI data, the processed sequences are fed into the feature extraction
module. This module is inspired by the Multi-scale Convolution Augmented Transformer (MCAT) layer
proposed by Lin et al. in [36]. The extraction process is formulated as shown in Eq. (3).
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fG = fencod er(r) (3)

where fG represents the extracted gait features, fencod er(g) denotes the MCAT module, which is configured
with six layers. The variable rrepresents the input CSI sequence. Following the initial feature extraction,
a linear layer FL is utilized to further extract identity-related features fI associated with specific classes.
The process is defined as fI = FL( fG). where fI represents the extracted identity features, FL represents the
extracted identity features. This layer maps the high-dimensional gait feature space into a lower-dimensional
space corresponding to the number of identity classes for classification. The loss function Loss1 employed
during the training process of the Transformer network is formulated as shown in Eq. (4).

Loss1 = −∑N
i yi log( f (θ; r)) (4)

where, yi represents the ground-truth label, and f (g; r) denotes the predicted probability distribution after
the CSI sequence r is processed by the linear layer. The variable r specifically denotes the input CSI sequence.

By leveraging the Transformer network’s capacity to model long-range dependencies and capture
intricate temporal correlations within gait signals, the proposed model effectively identifies known identities.
This capability significantly enhances the overall reliability and performance of the indoor intrusion
detection system.

3.3 Feature Reconstruction Module
The feature reconstruction module employs an AutoEncoder architecture, comprising an encoder and

a decoder structured with multi-layer feed-forward neural networks. The corresponding training process
is illustrated in Fig. 5. Specifically, the encoder transforms the input feature Z into a latent representation
ZI , which is formulated as fZ = Fe ( fG). Here, Fe denotes the mapping function of the encoder network,
which comprises three feed-forward neural network layers. The term fZ represents the transformed latent
feature representation. Correspondingly, the decoder maps these latent features back to the original data
space to generate reconstructed data, which is formulated as fR = Fd ( fG). Fd denotes the mapping function
of the decoder network, which comprises three feed-forward neural layers. The term fR represents the
reconstructed feature vector.

… … … … … … … ……
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Input feature matrix

…… … … … … … ……

Multi-scale features

Multi-scale CNN 

Feed-forward 
Neural Network
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Figure 5: Encoder and decoder configurations.

The primary objective of the AutoEncoder is to minimize the reconstruction error between the original
gait features fG and the reconstructed features fR . This process ensures that the latent space effectively
captures the most salient characteristics of the input signal while filtering out non-essential noise.
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To ensure that the learned latent representation exhibits desirable characteristics, such as distribution
consistency and robustness, this study utilizes Kullback-Leibler (KL) ddivergence to quantify the disparity
between the posterior distribution qθ ( fZ ∣ fR) and the prior distribution pϕ ( fZ ∣ fG). The KL divergence can
be defined as Eq. (5).

Lkl = Dkl (qϕ( fZ ∣ fR) ∥ pθ( fZ ∣ fG)) (5)

where Dkl(⋅ ∥ ⋅) denotes the KL divergence operator. The training objective of the AutoEncoder is to jointly
minimize the reconstruction loss and the KL divergence, as formulated in Eq. (6).

L = Lrecon + βLkl (6)

where β serves as a weighting factor to balance the reconstruction loss and the KL divergence. In our
implementation, β is set to 0.5 to ensure an optimal trade-off between reconstruction fidelity and latent space
regularization. By optimizing this joint training objective, the AutoEncoder learns robust latent representa-
tions that are essential for subsequent tasks, such as unknown identity detection in open-set scenarios.

To quantify the discrepancy between the original features and the reconstructed data, the Mean Squared
Error (MSE) is employed as the reconstruction loss function. It is formulated as Eq. (7).

Lrecon =
1
N

N
∑

i
∥ fGi − fRi∥

2 (7)

where N denotes the total number of training samples. The variables fGi and fRi represent the ith original
gait feature vector and its corresponding reconstructed counterpart, respectively.

3.4 Feature Fusion Module
While Transformer networks effectively recognize known identities using labeled data, they inherently

struggle with unknown identities in open-set scenarios due to the absence of prior labels. To overcome this
limitation, we leverage the Autoencoder’s ability to capture latent representations fZ , which provide essential
cues for identifying unseen identities.

To bridge this gap, we concatenate categorical identity features fG with latent representations fZ to
create a more comprehensive feature set. This fused representation incorporates supervised knowledge while
retaining the underlying characteristics of unknown individuals, thereby enabling effective discrimination
between authorized users and intruders. As illustrated in Fig. 6, the fusion process is formulated fT =
C ( fI , fZ). denotes the concatenation operation. To further refine these fused features and ensure they exhibit
distinct characteristics for intrusion detection, we implement a feature weighting mechanism. Specifically,
the concatenated features are passed through a weighting layer to generate an attention-based weight vector
A: A = Sigmoid (C ( fI , fZ)). Subsequently, these weights are applied to the fused features via element-
wise multiplication (dot product) to emphasize salient information. Finally, a fully connected (FC) layer is
employed to enhance the non-linear interaction between different feature components. The calculation of
the final refined feature vector fT is expressed in Eq. (8).

fT = FC (A⊙ C ( fI , fZ)) (8)

where ⊙ denotes the Hadamard product. This refined feature vector fT serves as a high-fidelity rep-
resentation that significantly improves the system’s ability to distinguish between legitimate users and
illegitimate intruders.
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Sigmoid FC�
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Figure 6: Features Fusion module.

3.5 Open-Set Recognition and Classification
After the feature fusion stage, this study implements an open-set recognition framework that builds

upon the principles of the OpenMax algorithm integrated with the Extreme Value Machine (EVM). This
hybrid approach is specifically designed to handle the final identity recognition and intrusion detection tasks.
Importantly, the EVM operates directly on the refined, fused feature vectors ( fT ) generated in the previous
module. To facilitate the recognition of authorized user classes, the weibull distribution from Extreme Value
Theory (EVT) is introduced.

Ψ( fT , μi) = 1 − exp(−(d( fT , μi)
λi

)
κi

) (9)

where d( fT , μi) denotes the Cosine distance between the input feature fT and the class mean μi . The Weibull
parameters, κi and λi are estimated by fitting the distribution to the 20 most proximate tail samples in the
feature space.

Identity =
⎧⎪⎪⎨⎪⎪⎩

Authorized User i , if maxi Ψ( fT , μi) ≥ τ
Unknown Intruder, otherwise

(10)

where the rejection threshold τ is set to 0.65 by grid search in a validation set. The key configurations of the
EVM module are summarized in Table 1.

Table 1: Detailed configuration and calibration parameters for the EVM module.

Hyperparameter/Protocol Configuration/Value
Distance Metric Cosine Similarity

Tail Size (κ) 20
Rejection Threshold (τ) 0.65

Calibration Protocol Grid search on a small validation set
Optimization Objective Balanced True Positive Rate (TPR) and FPR

4 Experimental Evaluation

4.1 Experimental Setup
Hardware Configuration: Our experimental platform consists of a Netgear router acting as the Access

Point (AP) and a Lenovo laptop equipped with an Intel 5300 Network Interface Card (NIC) as the receiver.
The receiver is configured with three omni directional antennas, a setup that ensures versatile deployment
across various indoor environments. To capture fine-grained wireless channel information, we utilize the
CSI Tool to record CSI measurements for each received packet. The sampling rate is set to 1000 Hz, which



10 Comput Mater Contin. 2026;88(1):13

provides sufficient temporal resolution to capture the nuances of human gait. We specifically operate in the
5 GHz frequency band; its shorter wavelength compared to the 2.4 GHz band allows the signal to capture
more detailed variations induced by body movements.

Model Parameters: For the proposed Transformer-based architecture, the average pooling size is set to
4 to reduce computational complexity while preserving essential features. The model comprises a stack of
5 encoder modules. The embedding dimensionality is set to 90, and the multi-head attention mechanism
is configured with 9 heads. To prevent overfitting, a dropout rate of 0.1 is applied. For the multi-scale
convolution blocks, we employ kernel sizes of 1, 3, 5 with a hidden dimension of 360.

4.2 Experimental Environments
The experiments were conducted in a controlled laboratory environment, as illustrated in Fig. 7a. Fig. 7b

details the layout and the walking route for the volunteers. To simulate a typical domestic wireless device
deployment, the transmitter (Tx) and receiver (Rx) were positioned 2.4 m above the ground with a separation
distance of 0.8 m. The devices were precisely aligned to ensure a stable horizontal Line-of-Sight (LOS) link.
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Figure 7: Experiments deployment. (a) Schematic layout of the indoor testbed; (b) Illustration of the walking trajectory
and the Line-of-Sight (LOS) path between the transmitter and receiver.

4.3 Datasets and Evaluation Metrics
Evaluating gait patterns in real-world scenarios is challenging due to the inherent physiological

differences among individuals, such as age, gender, height, and weight. To evaluate the proposed TFF-
IID model, we curated a comprehensive laboratory dataset comprising CSI samples from 20 volunteers
performing eight distinct actions. The subjects represent a diverse demographic: ages ranging from 22 to 28,
heights from 150 to 177 cm, and weights from 45 to 80 kg. This diversity ensures the generalizability of the
dataset and the robustness of our experimental findings.

We recorded 300 samples for each of the eight actions per volunteer. Participants were instructed to
walk along a predefined 4.8-m path under LOS conditions, moving from a designated starting point to an
endpoint, as shown in Fig. 7b. Data collection was synchronized with the volunteer’s movement: recording
commenced at the starting point and concluded at the endpoint, with each one-way traversal producing
a single CSI data sample. To simulate realistic intrusion scenarios, we defined eight typical indoor entry
behavior patterns, as detailed in Table 2.
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Table 2: Enter actions.

Num. Actions Samples
01 Empty-handed 300
02 Water bottle 300
03 Suitcase 300
04 Backpack 300
05 Bot. & Suit. 300
06 Back. & Bot. 300
07 Back. & Suit. 300
08 All three 300

Data preprocessing was conducted using MATLAB 2021b. The model training and evaluation were per-
formed on a Linux-based system equipped with 32 GB of RAM and an NVIDIA GeForce RTX 2080 Ti GPU
to facilitate efficient deep learning computations. The software ecosystem was built upon Python, leveraging
essential libraries such as PyTorch-GPU for neural network implementation, NumPy for numerical analysis,
Scikit-learn for metric evaluation, and Tqdm for progress monitoring.

To rigorously evaluate the performance of the TFF-IID model in intrusion detection, we employ four
standard classification metrics. These metrics are derived from the elements of the confusion matrix: True
Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives (FN).

Accuracy: The ratio of correctly predicted samples (both positive and negative) to the total number
of samples.

Precision: Also known as positive predictive value, it measures the proportion of correctly identified
positive instances among all samples predicted as positive.

Recall: Also known as sensitivity, it quantifies the ability of the model to identify all actual positive
samples. In our context, this signifies the probability of correctly detecting an intrusion when it occurs.

F1-Score: The harmonic mean of Precision and Recall, providing a balanced, comprehensive assessment
of the classifier’s performance, particularly when dealing with uneven class distributions.

4.4 Overall Perform Evaluate
To assess the open-set recognition capabilities of the proposed TFF-IID model, we partitioned the

dataset to simulate real-world intrusion scenarios. Initially, data from five randomly selected volunteers
were designated as known identities for the training phase. Subsequently, data from four other individuals
were introduced as unknown identities (unseen intruders) during the testing phase. To further evaluate the
system’s robustness, we incrementally increased the number of unknown identities in the test set to observe
performance stability across varying levels of task complexity. The results of this open-set evaluation are
illustrated in Fig. 8.

As illustrated in Fig. 8a, with a single unknown identity in the dataset, the proposed TFF-IID model
achieves a 100% detection rate for the unknown intruder and a 92.86% identification accuracy for known
authorized users. This high level of precision underscores the model’s reliability for identity verification
in practical deployments. As the number of unknown identities increases from two to four, depicted in
Fig. 8b–d, the detection rate for unknown individuals experiences a marginal decline of 2.3%, 2.5%, and 5%,
respectively. Despite this, the system maintains a robust detection rate exceeding 95%, while the identification
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accuracy for known identities remains consistently stable. These results demonstrate the model’s high
stability and effectiveness in real-world scenarios. The slight decrease in unknown detection performance is
attributed to the increased feature similarity within the expanded latent space, yet the overall performance
remains well within the requirements for secure intrusion detection.

Figure 8: Confusion matrices evaluating the open-set intrusion detection performance of the proposed TFF-IID model
under varying task complexities. (a–d) illustrate the recognition results when incrementally introducing one, two, three,
and four unknown identities (unseen intruders) into the test set, respectively.

4.5 Sensitivity Analysis of Parameters
To evaluate the effectiveness of the window setting, we conducted a comparison using different window

lengths (T = 4, 8, 12 s), with the results presented in Table 3. The results indicate that the performance of
the 4 s window decreased, with accuracy dropping to 67.8%. This reduction is primarily due to the inability
of shorter windows to capture 4–6 complete gait cycles, which are essential for extracting stable identity
features. Additionally, as shown in Table 3, although the 12 s window slightly improved accuracy from 73.5%
to 76.3%, the processing time per sample escalated from 18.5 to 32.3 ms. This 76.3% increase in latency
significantly hindered the system’s real-time response, which is a critical requirement for effective intrusion
detection. Therefore, the 8s window is the optimal choice, effectively balancing detection precision with the
low-latency demands of the monitoring system.

Table 3: Sensitivity analysis of window length on detection performance and computational cost.

Window Length (s) Accuracy (Acc.) Comp. Cost (ms/Sample)
4 s 67.8% 12.2

8 s (Original) 73.5% 18.5
12 s 76.3% 32.3

4.6 Impact of Training Personal Selection
To evaluate the generalization capability of the TFF-IID model, we employed a randomized partitioning

strategy to construct the training and testing sets. From the 20 volunteers (indexed 1–20), five participants
(IDs: 8, 14, 15, 16, and 17) were fixed as the test set. The remaining volunteers were randomly organized into
four training groups, each comprising five individuals: Group 1 [1, 2, 3, 4, 5], Group 2 [1, 3, 5, 7, 9], Group
3 [2, 4, 6, 7, 10], and Group 4 [6, 9, 11, 12, 13]. The evaluation results across these groups are summarized
in Table 4. The performance metrics for all groups are remarkably consistent, with a variance of less than
1%. This indicates that the system’s intrusion detection performance is relatively insensitive to the specific
composition of the training set. Furthermore, these results validate the efficacy of the feature reconstruction
module in capturing intrinsic data correlations. By delving into the underlying patterns of the signal, the
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module maintains high stability across diverse training data, ensuring reliable identification of potential
threats even when encountering unknown samples.

Table 4: Training groups.

Groups Acc. Pre. Rec. F1
[1, 2, 3, 4, 5] 90.3% 92.0% 90.4% 90.8%
[1, 3, 5, 7, 9] 91.7% 93.2% 91.8% 92.1%
[2, 4, 6, 7, 10] 90.4% 92.2% 90.5% 90.9%
[6, 9, 11, 12, 13] 90.5% 92.5% 90.7% 91.1%

4.7 Ablation Test
4.7.1 Impact of Feature Reconstruction

To verify the effectiveness of the proposed feature reconstruction module in intrusion detection, we
conducted a series of ablation experiments. The experimental setup involved 5 known identities for training
and 4 unknown identities for testing. The comparative results are illustrated in Fig. 9a–d.
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Figure 9: Ablation test.

As illustrated in Fig. 9a, while the overall accuracy of both models declines as the number of unknown
individuals increases, the baseline model without the feature reconstruction module exhibits a significantly
sharper drop; this is primarily because its reliance on supervised learning causes features to be overly coupled
with specific labels, limiting its adaptability to unseen data. This constraint is further evidenced in Fig. 9b,
where the baseline model’s precision initially falls and then shows an anomalous increase, a phenomenon
stemming from a conservative prediction strategy adopted when the model’s known-identity features prove
insufficient for classifying novel samples. Conversely, the recall comparison in Fig. 9c reveals that the
baseline model struggles more severely to generalize, frequently misclassifying unknown samples as negative
instances and resulting in a steeper decline compared to the proposed model. These trends are synthesized
in Fig. 9d, where the F1-score confirms that the feature reconstruction module achieves a more robust balance
between precision and recall by effectively decoupling identity, specific information from latent signal
characteristics, thereby ensuring reliable and stable intrusion detection in dynamic open-set environments.

4.7.2 Impact of Multi-Scale CNN Module
To verify the effectiveness of the Multi-scale Convolutional Neural Network (MCNN) layer, we con-

ducted an ablation study comparing three architectural variants: (1) the proposed MCNN, (2) a single-scale
CNN employing three fixed-size kernels, and (3) a baseline model with the CNN module entirely removed.
As shown in Table 5, the MCNN module plays a critical role in both closed-set recognition and open-set
intrusion detection. By leveraging kernels of varying sizes, the model is able to capture complementary gait
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features across multiple temporal granularities. Removing the MCNN results in a substantial performance
degradation; in particular, the detection rate for unknown classes decreases from 73.5% to 65.2%. These
findings highlight the importance of multi-scale feature extraction for identifying subtle gait anomalies in
open-set scenarios.

Table 5: Ablation study on multi-scale CNN.

Model Variant Known Class Acc. Unknown Detection (N = 10)
TFF-IID (Full) 92.8% 73.5%

Standard Single-scale CNN 88.4% 68.9%
No CNN (Transformer only) 84.1% 65.2%

4.8 Robustness Analysis
4.8.1 Impact of Unknown Number of Individuals

Building on the previous analysis involving four unknown identities, this section investigates the impact
of an increasing number of unknown individuals on intrusion detection performance. Notably, the training
set remains fixed, consisting of data from five randomly selected individuals, ensuring that any performance
variations are solely attributable to the expanded test set complexity. The evaluation results are summarized
in Table 6.

Table 6: Training groups.

Unkonw Num Acc Pre Rec F1
5 90.3% 92.0% 90.4% 90.8%
6 88.5% 90.4% 88.4% 88.9%
7 85.2% 88.8% 85.1% 85.3%
8 83.2% 86.6% 83.1% 84.1%
9 78.4% 84.2% 78.3% 80.1%
10 73.5% 82.4% 73.6% 76.2%
11 72.6% 79.1% 72.5% 74.3%

4.8.2 Robustness on Different Environments
To evaluate the robustness of the proposed model across different scenarios, experiments were con-

ducted in three environments: laboratory, office, and lobby. The results are presented in Table 7. In the
laboratory environment, the model achieved an accuracy of 73.5%. In the office scenario, where severe static
multipath interference and signal fading occurred, accuracy slightly decreased to 70.4%, representing a 3.1%
drop. In the open-space lobby, where static multipath reflections were minimal, the model achieved an
accuracy of 75.7% and an F1-score of 79.2%, indicating that in more open environments, CSI signals more
effectively capture dynamic path variations induced by human gait.

Overall, these results demonstrate that the proposed model exhibits strong robustness across scenarios
with varying spatial layouts and multipath complexity. It can effectively mitigate interference caused by
environmental variations, consistently extract gait features, and maintain high recognition performance.
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Table 7: Cross-scenario performance at the 10-unknown.

Scenario Environment Features Acc. Pre. Rec. F1
Laboratory 9 m × 5 m 73.5% 82.4% 73.6% 76.2%

Office 6 m × 6 m 69.4% 75.8% 69.1% 74.5%
Hall 15 m × 10 m 75.7% 83.2% 77.6% 79.2%

4.9 Comparative Experiment
We evaluate the proposed method against several representative baseline algorithms. Due to the

limited availability of specialized WiFi-based intrusion detection models, we include established open-set
recognition methods from the image processing domain to ensure a rigorous and comprehensive assessment.
For this comparison, the models are trained on five known identities and evaluated against a test set
containing ten unknown labels. The comparative results are summarized in Table 8.

Table 8: Comparison results.

Model Acc Pre Rec F1
Ours 73.5% 82.4% 73.6% 76.2%

Caution [26] 53.88% 47.96% 53.33% 50.50%
WiAU [36] 45.7% 52.0% 44.35% 47.86%
PRL [37] 42.53% 42.52% 42.63% 42.58%

APRL [38] 43.33% 45.45% 42.83% 44.12%

5 Conclusion
This paper presents TFF-IID, a device-free intrusion detection framework that synergizes supervised

and self-supervised learning. By integrating a feature reconstruction module, the model effectively captures
the intrinsic characteristics of wireless signals, significantly enhancing its capability to identify unknown
intrusion behaviors. Experimental results demonstrate the robustness of TFF-IID in complex open-set
scenarios; notably, the model achieves a 73.5% accuracy even when faced with ten simultaneous unknown
intruders, validating its effectiveness for reliable indoor security.
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