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ABSTRACT: Intelligent Transportation System (ITS) interconnects smart technologies for the advancement in
communication and autonomous decision making in vehicle interactions. It manages traffic control infrastructure,
analyses road conditions, and supports cooperative awareness in a crucial environment. The sensors continuously
collect real-time vehicle data, process it, and forward it to analysis servers to predict the behavior of Vehicular Ad hoc
Networks (VANETs). Many approaches have been proposed to address research challenges in routing and improve
communication for vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) systems. However, due to dynamic
topology, the network becomes disturbed and loses established connections, leading to instability in data transmission
against unpredictable behavior of the network. This research presents a framework, referred to as Energy Efficient Load
Balanced Edge-Driven Vehicular Networks (EELB-EVN), that aims to attain load-balanced communication across
vehicles and the interconnected infrastructure, thereby preventing congestion and reducing computational cost. In
addition, an Intelligent offloading technique is developed using the Analytical Hierarchy Process (AHP) to reduce
the additional overhead on the devices, thus enabling energy-aware and latency-sensitive vehicular communication.
Furthermore, trustworthiness strategies are explored to enhance reliability and ensure the credibility of information.
The simulation tests revealed the significance of the proposed framework compared to related schemes in terms of
energy consumption and latency by 20% to 25%, task success rate and network throughput by 30% to 40%, and
computational complexity by 33% across dynamic vehicular scenarios.
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1 Introduction

In recent decades, the Internet of Things (IoT) has supported the integration of communication
devices, vehicles, cloud platforms, and roadside units to form vehicular networks. It leads to processing
and analyzing the collected data regarding traffic and environmental conditions to enable an intelligent
transportation system with autonomous decision-making for road safety [1,2]. By exploring emerging
wireless technologies integrated with cloud-level processing, it also enables vital functionalities that make
VANETSs more flexible in smart cities and automates the vehicle’s interactions with manageable operational
cost [3,4]. The use of artificial intelligence techniques enables the prediction of dynamic behavior of vehicles
to assist the distributed learning practices [5,6]. Such strategies maintain collaborative processing with
latency-aware transmission for Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I), and Vehicle-to-
Everything (V2X) systems. In VANETS, edge computing provides the functionality of processing data and
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handling vehicle and RSU demands locally, rather than transmitting them to centralized analysis servers,
thus efficiently utilizing resources and enabling decision-making for road safety and improving urban
infrastructure [7,8]. Although many intelligent approaches have been proposed to address high mobility and
rapid topology management in VANETS, they improve routing performance under critical conditions [9,10].
However, addressing latency and congestion-aware communication for dynamic channel modelling is a
significant research challenge [11,12], thus effective load balancing prevents bottlenecks and a single point of
failure in communication. Furthermore, securing the vehicular network against threats provides a trusted
system for critical information sharing and maintains the integrity of IoT-ITS [13,14].

Although most of the existing approaches address the research challenge for vehicular networks for the
management of dynamic topologies. However, rapid changes in vehicle positions lead to unbalanced load
balancing between the RSUs and network edges, resulting in unpredictable communication gaps and routing
holes. The higher frequency of session regeneration across vehicles results in additional communication
costs and increased network delays. Thus, to achieve load balancing in the proposed approaches, the factor
of timely delivery, along with latency-aware transmission, should be included. Furthermore, most recent
approaches fail to detect malfunctioning devices in the presence of malicious devices, thereby compromising
the efficiency of VANETS for network security and trustworthiness. This situation increases the likelihood of
data leakage and unauthorized access to communication channels, thereby leading to message eavesdropping
and misleading navigation systems. The main aim of this research is to introduce an energy-aware, load-
balanced framework for vehicular networks that integrates intelligent offloading with edge computing. The
three-layer architecture is developed to attain resource efficiency and optimize task offloading using the
AHP-based Multi-Criteria Decision-Making method [15]. The vehicle tier generates task offloading decisions
by exploring multi-level optimisation criteria. The Edge tier is an intermediate tier that distributes processing
functionality and trust computation. Moreover, load balancing across vehicles is achieved through priority-
based queuing mechanisms, providing effective, timely responses in a critical environment. Lastly, the cloud
tier enables global data analytics, maintains trust, and regularly captures network behaviour for security
purposes. The following are the significant contributions of our research study.

i. Develops an intelligent decision mechanism for task oftfloading along with trust-aware communication
for vehicles. It optimizes the resources using multi-criterion computing and transfers the high-cost
tasks towards the RSU rather than local vehicle-level processing.

ii. Adaptive load balancing with Trust-Weighted Distribution is developed to uniformly distribute net-
work services across available RSUs, integrating security. In addition, based on network conditions, a
priority-based scheduling scheme is proposed to handle multiple tasks on network edges.

iii. An energy-aware communication algorithm is designed, along with selected trusted paths, to optimise
resource usage without malicious devices compromising security.

The rest of the paper is structured as follows. Section 2 presents a literature review and highlights the
problem gap. The details of the proposed framework are discussed in Section 3. Section 4 elaborates on the
experiments and the results discussion. In the end, a conclusion is provided in Section 5.

2 Related Work

ITS and IoT systems enabled the development of a smart system with effective communication
and timely decision-making for real-time environments [16,17]. It provides traffic monitoring with RSU
support and automates the sensing system to monitor road safety and support autonomous driving
applications [18,19]. The evolution of edge technologies has also enabled significant growth in interaction
with the physical environment and in maintaining the flow of information systems in complex mobile
networks [20,21]. However, many existing applications are still exploring centralised architectures for



Comput Mater Contin. 2026;88(1):88 3

vehicle traffic management, which impose additional complexity and computational overhead on the tiny,
unpredictable devices [22,23]. Such schemes also face routing holes, data security issues, and single points
of failure in large-scale IoT networks, thereby diminishing the quality of their vehicular services. The lack
of load balancing not only degrades the performance in crucial infrastructure, but also minimizes the
stability of the smart network with non-uniform resource utilization [24,25]. The authors [26] proposed a
Harris Hawks Optimization-based clustering algorithm for VANETS (HHOCNET), which aims to increase
energy efficiency by selecting cluster heads based on multiple parameters. In addition, as vehicles update
their positions, the clusters are reformulated to maintain the network topology and enhance vehicle-to-
vehicle interactions. The clustering overhead is reduced through HHO?’s intelligence, thereby decreasing the
frequency of cluster head reselection, resource utilization and communication costs.

The study [27] introduces the Traffic-Aware Clustering-Based Routing Protocol (TACRP) for efficient
and reliable data routing in VANETS and maintains the stability of the IoT network. It generates various
clusters by exploring the traffic-aware information and vehicle mobility patterns, and later selects an optimal
cluster head to establish intra and inter-cluster communication. Whenever network topology changes due to
traffic, it re-selects cluster heads, reducing the frequency of route changes. Accordingly, providing a multi-
hop routing mechanism enables the timely delivery of transportation data while supporting energy-efficient
communication. The study [28] proposes a dynamic service-oriented approach for software-defined in-
vehicle networks, extending SDN’s application to support adaptive and service-oriented architectures. The
proposed approach compares SDN-controlled service discovery with standard Ethernet switching, and the
results show that SDN switching is superior in terms of adaptability, robustness, security, and Quality-of-
Service. The study [29] has examined SDN-enabled vehicular networks from the perspective of platooning
applications and has provided evidence for the theoretical foundations and practical implementations of
SDN in controlling multiple onboard communication interfaces. The proposed solution makes it clear that
SDN is a necessary component for developing safety, maintenance, and infotainment services for vehicle
platoons. However, the majority of the approaches deal with the problems separately rather than offering a
new solution with all the factors together, that is, energy, trust, security, and performance, being optimized.

Authors [30] propose a Distributed Ledger Technology (DLT)-assisted protocol, which aims to provide
reliable and trustworthy communication in vehicular networks. In addition, a blockchain ledger enables
transparent, verifiable data and effective communication between vehicles, facilitating authentic interactions.
It prevents network threats and device or connected RSU misbehavior while reducing the computational
overhead in a large-scale transportation system. The study [31] introduces the Secure Greedy Highway
Routing Protocol (GHRP), a secure routing protocol that enhances data privacy and reliability in VANETS
compared to existing approaches. In the first stage, the source, intermediate, and destination devices utilise
hashing chains for authentication, while in the second stage, data security is achieved using one-way
hashing. It also protects communication against black hole attacks, and its performance showed significant
improvements in network metrics, particularly packet delivery rate, overhead, and average end-to-end
delay. The study [32] introduces ECRDP, a hybrid clustering and routing scheme integrated with Density
Peaks Clustering (DPC) and Particle Swarm Optimization (PSO), aiming to formulate the clusters and
selection of optimal cluster heads. It proposed a fitness function for the chosen and appointment of suitable
devices as a cluster heads by exploring features of DPC. The generated clusters are formulated based on the
reliability of links between vehicles, thereby enhancing the stability of communication in a high-mobility
urban environment. In addition, cluster heads are reselected to control and manage the dynamic topology
of vehicular networks. Table | presents a comparative analysis of most of the existing approaches with our
proposed framework.
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Table 1: Feature comparison of existing schemes and proposed framework.

Feature Existing Schemes Proposed Framework
Network Management
Dynamic topology ~ v
Load balancing ~ v
Communication gaps ~ v
Routing holes ~ v
Performance Optimization
Latency-aware X v
Energy efficiency ~ v
Session optimization X V4
Trustworthiness
Malicious detection X v
Trust management x v
Network security ~ v
Intelligence
Adaptive decisions x v

v": Supported ~: Partial x: Not supported.

3 Proposed Methodology

This section explains the methodology of the EELB-EVN framework, which aims to develop a load-
balanced, energy-efficient and trustworthy vehicular system. It enables multi-tier task offloading through an
intelligent decision mechanism that maintains security and reliability against potential attacks.

3.1 System Model

In this section, the system model is elaborated on the interactions among vehicles, edges/RSUs, and
bidirectional communication channels. Each vehicle V; in the network is characterized using energy resource
E;, trustlevel Tr;,location Lc;, and existingload L;, as given in Eq. (1). Fig. 1 depicts the network architecture
of the proposed framework that comprised on different layers and their associate for the formulation of
energy efficient and trusted communication.

‘/i:{Ei)Li)TthCi} (1)
At time ¢, vehicle V; consumes energy E.,, using Eq. (2).
Econ(Via t) =Eiqle + Eproc : Li(t) + Ecomm * Ri(t) + Emov - Vspeed(t) (2)

where Ejgies Eprocs Ecomms and E,,, represent base, processing, communication, and movement energy
consumption, respectively. Each RSU j acts as an edge with processing tasks C;, queue length Q;, Trust score
Trj and current location L}, as defined in Eq. (3).
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The communication links of the vehicular system for devices i and j can be determined using the
straight-line distance metric d(P;, P;), as given in Eq. (4).

d(Pi, Pj) =/ (xi = x;)? + (yi - 7))? @)

In addition, to distribute the tasks from vehicle V; to RSU R}, an offloading function can be established

using Eq. (5), such that V; should lie within the transmission range Tran(R) of R;.

Active  ifd(P;, Pj) < Tran(R)

Inactive otherwise

(5)

Ly, rsv) =

To load balancing and task forwarding for adjacent network edges is generated when both RSUs R; and
R; fall in the same transmission range, and R; is the neighbour of R;, as given in Eq. (6).

Active  if d(P;, Pj) < Tran(R) and R;j € N;

Inactive otherwise

L(R;,R)) = (6)

In the proposed framework, the trust score for vehicle i is determined using Eq. (7) using a threshold
limit 6.

(7)

1

0 trustworthy, T; =Y Wkpik 20,
untrustworthy, 7T; <0,

where p; i is the k-th normalized parameter of vehicle i in terms of packet reception rate and channel
condition, wy is its AHP-derived weight, n denotes the number of trust parameters, and the threshold is
given by 0.
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Figure 1: Network architectural flow of the proposed vehicular IoT-edge framework.

3.2 Intelligent Edge-Driven Decision Mechanism for Task Offloading

In this phase, task offloading is implemented using edge-level decision-making methods, providing an
optimized and intelligent forwarding system for vehicular networks. The multi-criterion function consists
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of three parameters: k, i.e., energy, priority, and trust, which are utilized to compute the processing score.
Firstly, the local processing score for vehicle i is computed to assess the suitability of processing tasks, as
given in Eq. (8).

k
Stocal = (Z W?HP x fl) x Ppenalty X Bbonus (8)

i=1

where wHP denotes the weighted contribution of the i factor using AHP or each parameter, f; € [0,1]
provides the normalized value, Pyenaity € (0,1] and Byonys > 1 are Bonus and Penalty values. Both functions
provide dynamic adjustments to decision-making and enable more reliable task offloading services, as
defined in Eqs. (9) and (10).

Ppenalty = H (1 — Ok Ik) 9)
ke{E,T,L}
Bbonus = H (1 + ﬂk Ik) (10)
ke{E,T,L}

where a denotes the weighted factor to control the particular impact of parameter, I; is the indicator
function, and k € {E, T, L} is various constraints in terms of energy, trust, and latency. Later, the RSU
Offloading Score is computed, which is the most demanded function in the multi-criteria decision-making
process. In ITS, network conditions are more dynamic, and device trust varies; thus, RSU accessibility
is a critical factor in task oftloading. The proposed framework determines the RSU offloading score S,
using Eq. (11). Fig. 2 shows the flowchart of the EELB-EVN framework for dynamic selection of AHP-based
weights to support the decision-making system. Task offloading provides mechanisms for task execution,
either locally or on the target device, to formulate routing paths that account for adaptive conditions and
trust. In addition, the routes are dynamically updated by exploring updated multidimensional parameters
and improving response time through time-sensitive task processing.

k

STSM = (Z W?HP X fl) X Pnetwork X Ftrust (11)
i=1

where Pyetwork € (0,1] denotes penalty for network condition and Fiy € [0,1] is trust parameter.
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Figure 2: Procedural flow of the intelligent task oftfloading using dynamically AHP adjustment.
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Energy-Aware Tasks Distributions and Allocation

This section presents the proposed energy-aware algorithm for lightweight communication and the
mechanism for selecting trustworthiness routes in vehicular networks. The proposed framework minimizes
the energy consumption by deciding the execution task i either locally or by offloading, as given in Eq. (12).

min Z E; x x; + Etransfer (12)
ie{local,offload}

where Ej,., denotes local processing energy consumption, E,ff1oqq4 presents energy consumption for
offloaded task execution, Ej.qpsfer denotes the energy consumption in data forwarding, and x; € {0,1}
denotes variable for binary decision. In addition, the multi-hop route is selected for vehicular communication
based on the highest trusted score using Fq. (13). Algorithm 1 governs the developed procedure of the
proposed EELB-EVN framework to carry out the vehicular communication in a real-time environment with
intelligent decision-making strategies. The AHP-based weighted distribution is explored to predict the target
device for task offloading along the integration of edges, and enhances the efficiency of the vehicles with
optimized performance in terms of resource consumption. Moreover, the trust is integrated to identify the
more reliable edge devices to handle processing requests from the vehicles and to provide a fault-tolerant
communication system.

T
T,
Trustpan = - max| (13)

T,

where max function identifies the highest trusted device and f denotes the trust influence in data trans-
mission. Thus, the trusted and energy-efficient route r* is formulated based on Eq. (14), and the trust level
filter function is exploited in the identification of malicious vehicles, enhancing the reliable communication
using Eq. (15). Fig. 3 shows the system design of the EELB-EVN framework along with all its development
components.

P = arg gel})n Epath (p) (14)
P, ={p:Viep,T;> Thres} (15)

where Py, is the set of candidate paths whose T; > thres.

Algorithm 1: Energy-eflicient and trust-aware task offloading decision

Input: VehicleState, Task, Network, Weights, PathNodes

Output: Mode, Confidence, Cost, Target

Initialize thresholds and scores;

for each mode ¢ {LOCAL, RSU, NEIGHBOR} do
Compute score using weighted factors (Energy, Complexity, Priority, Latency, Trust);
Adjust score based on system load and normalize;

end

FilteredPath < nodes in PathNodes with trust > threshold;

Select Mode with highest score;

if Mode + LOCAL then

oI e N N \S

(Continued)
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Algorithm 1 (continued)

9 Select Target from FilteredPath (high trust, low delay);
10 end
11 if scores are close then
12 Prefer lower latency and higher trust;
13 end
14 Estimate Confidence and Cost (delay, energy);
15 return Mode, Confidence, Cost, Target

Input Data Collection Multi-Criteria Decision Multi-Option Score Calculation
( ( ( Local | ( RSUOffload | ( . )
Vehicle State| Task Context . Neighbor
\ ‘ Weighted Thresholds ‘ Processing ‘ ‘ Score ‘ ‘ Sgore
_ Contribution Analysis Score ) | Jtl 5
| Network Conditions,
|Resources and RSUs Status, [ Analysed Scores J

EEEEEnELE Energ-aware Task Processing

Calculate

:  Optimal Neighbors

> Identification and SUeI9y.AnaIEiRouting
Task Completion
Estimate Network Trust
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |
l Network Monitoring and Performance Optimization
Adaptive Threshold Feedback for Energy Continuous Optimization
Adjustment Efficiency and Load with Trust and Energy
Balancing Trends Conservation Adjustment ‘

Figure 3: System design of the proposed edge-based IoT trusted framework for vehicular network.

4 Experimental Environment

This section explains the simulation configuration and analysis of performance metrics to assess the
proposed EELB-EVN framework in Python 3.10+ with the integration of NS-3, SUMO for the simulated
environment and mobility patterns. The analysis of the proposed EELB-EVN framework is measured against
HHOCNET [26], ECRDP [32],and TACRP [27]. The vehicles range from 500 to 5000 for the construction of
small-sized scenarios to larger ones. The number of RSUs is computed based on the vehicles, and a single RSU
is assigned to 40-50 vehicles. RSUs serve as edge devices and handle task offloading. 30 tasks are generated
per vehicle, and the simulation duration is determined by the total number of tasks. To estimate the level
of trust and authentic vehicular communication, the number of malicious devices is estimated to range
from 5% to 15%. A separate logging file is maintained to capture the vehicle traffic and track the vulnerable
activities. The weighted contributions are analyzed using AHP to attain the reliability and consistency
for vehicle communication. The proposed framework improves fault tolerance while increasing weighted
trust values; however, it incurs slightly higher latency during device validation and trust maintenance. On
the other hand, assigning higher weights to the latency parameter yields a rapid forwarding path when
communicating with associated devices, and, ultimately, the highest weight is assigned to the energy factor,
thereby enabling a longer network lifetime and establishing a robust network infrastructure. Accordingly,
each parameter plays a vital role in developing a balanced multi-objective weighting strategy and in ensuring
energy-efficient, intelligent decision-making in vehicular networks. Table 2 illustrates the parameters of the
simulation configuration.
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Table 2: Simulation parameters.

Parameter Value
Initial energy 5]
Mobile sensors 500-5000
RSU density 1 per 40-50 vehicles
Deployment Random
Malicious devices 5%-15%
Sensing radius 5m
Simulation runs 70
Communication protocol IEEE 802.11p
Platform Python 3.10+
Mobility model SUMO
Network simulator NS-3
Data size 512 bits
Benchmark schemes TACRP, ECRDP, HHOCNET
Performance metrics Energy, latency, success rate, throughput
Results Discussion

The scenario depicted in Fig. 4 presents the performance evaluation of energy consumption as the
input varies from 500 to 5000. The proposed EELB-EVN framework consumes the least energy resource
across vehicle densities among TACRP, ECRDP, and HHOCNET. This results from the early feasibility
evaluation of local execution and the energy-aware scoring mechanism of EELB-EVN. The proposed
EELB-EVN framework intelligently utilizes local resources and thus avoids the unnecessary processing
for tasks offloading. Conversely, RSU-focused methods run the risk of overusing infrastructure nodes,
thereby increasing energy consumption in vehicular transmissions. In addition, TACRP and HHOCNET
lack energy-adaptive decision-making capabilities under increasing vehicular densities, therefore leading to
inefficient network management, whereas EELB-EVN maintains energy-efficient performance, thus proving
its scalability and also aptness for mobile, dense vehicular networks. Fig. 5 presents the performance analysis
of energy consumption as vehicle mobility varies. As vehicle speeds increase, all methods show higher
energy consumption due to increased communication, computation, and coordination overheads. Even so,
the proposed EELB-EVN framework consumes less energy as compared to the existing approaches due to
power-saving and nearly optimal load balancing while processing tasks and resource allocation. In addition,
unlike baseline methods, the proposed EELB-EVN framework intelligently detects over-congested devices
and, conversely, reduces unnecessary data transmission, thereby increasing energy efficiency and enabling
a real-time vehicular system. The HHOCNET and TACRP approaches provide a moderate level of energy
depletion; however, they are limited in efficient resource utilization. Similarly, the ECRDP approach leads
to high network congestion due to the lack of a distributed communication paradigm in heterogeneous
networks, thereby increasing energy consumption.

Fig. 6 illustrates the performance of network latency under the varying vehicles for the EELB-EVN
approach and existing approaches. The results analysis revealed that the proposed EELB-EVN framework
achieves the lowest network latency among all baseline approaches. This improvement can be attributed to
the multi-criteria decision mechanism of the proposed EELB-EVN framework, which dynamically evaluates
network conditions and ensures execution confidence through AHP weight adjustment. Unlike RSU-centric
load balancing, the proposed EELB-EVN framework does not impose congestion at the boundaries of the
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vehicular system and selects the execution mode for effective processing of traffic with the least response
time. Besides this, HHOCNETSs that rely on static decision-making exhibit higher latency under dynamic
traffic conditions. Fig. 7 demonstrates the evaluation of the proposed EELB-EVN framework and baseline
approaches for network latency under varying mobility. Based on the results, it has been noticed that with the
increase in the network load, power consumption also increases, because of the timely increase in demands
for packet processing and transmission. However, the newly proposed EELB-EVN framework method does
not budge under heavy network loads, as it optimizes energy use. Its power-aware scheduling and smart
traffic engineering are the two main reasons behind this, and they work together to reduce bottlenecks and
avoid unnecessary retransmissions. HHOCNET and TACRP produce energy patterns that fluctuate, thereby
reflecting their dependence on load changes, whereas ECRDP postpones tasks in a worst-case scenario, as
the very high traffic volume limits the performance of centralized RSUs.

- —e— EELB_EVN
.—_.\I\-/\'\./.—- = TACRP
3.25 =@~ ECRDP
4~ HHOCNET

‘/o—-"\.\’/.__._,\/
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Figure 4: Performance impact of energy consumption for EELB-EVN, TACRP, ECRDP, and HHOCNET over varying
vehicles.
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Figure 5: Performance impact of energy consumption for EELB-EVN, TACRP, ECRDP, and HHOCNET over varying
speed.
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vehicles.
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Figure 7: Performance impact of network latency for EELB-EVN, TACRP, ECRDP, and HHOCNET over varying
speed.

Fig. 8 shows the performance evaluation of the proposed EELB-EVN framework across varying vehicles
compared to existing approaches, in terms of task success rate. The results analysis demonstrates that the
proposed EELB-EVN framework not only improves task success rates but also distributes a balanced load
across network resources. This improvement is achieved through load-aware adaptation and trust-based
route filtering mechanisms, which are the main building blocks of the proposed EELB-EVN framework for
monitoring and regulating resource usage. As a result, it prevents certain RSUs or their neighbours from
becoming overloaded and efficiently improves real-time data flow. On the other hand, TACRP, HHOCNET,
and RSU focus on the lack of dynamic load awareness and are unable to optimally balance communication
tasks. Fig. 9 illustrates the task success rate for the proposed EELB-EVN framework and existing approaches
as a function of vehicle speed. Task contention and coordination complexity increase with dynamic topology,
ultimately reducing success rates. However, the proposed EELB-EVN framework achieves the highest task
success rate among baseline solutions for the vehicular system. This improvement is due to the optimised
distribution of computational tasks between vehicles and edges to attain more robust long-run network
connectivity. Moreover, unlike other baseline approaches, the proposed EELB-EVN framework ensures rapid
task execution within a manageable response time and leads to efficient routing decisions by excluding
bottlenecks during data transmission.

10.00 =-o— EELB_EVN
b TACRP
=@ ECRDP
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0—0\,_/\0—0—0—0\,,

o N

1000 2000 3000 4000 5000
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Task Success Rate (%)

Figure 8: Performance impact of task success rate for EELB-EVN, TACRP, ECRDP, and HHOCNET over varying
vehicles.
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Figure 9: Performance impact of task success rate for EELB-EVN, TACRP, ECRDP, and HHOCNET over varying
speed.

Fig. 10a illustrates the performance of the proposed EELB-EVN framework in terms of network
throughput against baseline approaches. Based on the results, the proposed EELB-EVN framework enhances
network throughput across varying vehicles by considering intelligent task offloading and controlling the
contribution of each factor through dynamic weight adjustment. Moreover, the proposed EELB-EVN
framework supports confidence-based decision-making, accounting for trust evaluation, energy feasibility,
and system responsiveness for task execution. The existing methods, particularly HHOCNET and TACRP,
are unable to support path filtering based on real-time computation and avoid the existing conditions
while evaluating the device’s trust. Furthermore, the success rates of RSU-based load balancing are also
diminished by node congestion and computational overhead. In Fig. 10b, the performance of the proposed
EELB-EVN framework is compared with benchmark approaches across varying vehicle speeds. Throughput
usually increases effective device interaction and load balancing, but if resource management is inefficient,
it can result in congestion and performance degradation. Based on the results, the EELB-EVN framework
enhances network throughput under adaptive infrastructure and improves the traffic flowing among vehicles.
Moreover, the consideration of intelligent decision-making criteria, effective bandwidth utilisation, and
trust-aware data transmission enhances the network’s ability to manage and process vehicular data. The
routes are dynamically updated by exploring the latest device conditions and behavior, thereby improving
data delivery performance in a critical environment for the transportation system. Fig. 10c illustrates the
computational overheads in terms of processing time of the EELB-EVN framework and existing approaches
over vehicular networks. It mainly depends on the varying vehicles, RSUs, and the decision-making algo-
rithm, and is evaluated using AHP. In addition, detecting malicious activity requires complex infrastructure
and imposes additional processing overhead on constrained devices. However, the EELB-EVN framework
reduces processing time when evaluating local decisions compared to other solutions, owing to its edge-
level decision-making policies, and achieves efficient load balancing while transporting vehicular data across
unpredictable communication channels.
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Figure 10: Performance comparison of EELB-EVN, TACRP, ECRDP, and HHOCNET under different evaluation
metrics.

5 Conclusion

VANETs integrated with smart technologies have developed advanced, emerging protocols to facilitate
and monitor ITS. Due to the high mobility and adaptive topologies, most existing approaches lead to link
failures and introduce additional latency in the transmission of vehicular data and in traffic management.
Furthermore, due to the unpredictable nature of ITS leads in networks, they are vulnerable to various threats,
compromising network integrity. We proposed an energy-aware, load-balancing framework to address
research challenges in routing and enhance trustworthiness in vehicular infrastructure. The adoption of AHP
modelling to analyse the multiple factors in task offloading with the support of edge computing provides
a reliable approach to uniform distribution of overhead on the devices, and decreases the probabilities
of route dis-connectivity. Moreover, the trusted devices are assigned more priority for the formulation
of paths and minimize the computational cost by preventing re-transmission of sensitive information for
further processing and analysis. Unlike Deep Reinforcement learning (DRL), which requires significant
computational overhead on constrained devices and imposes additional energy consumption on vehicular
networks. The AHP offers a deterministic approach with lightweight, stable decision-making strategies that
leverage multiple parameters in crucial network management. However, the proposed framework demands
additional energy consumption as vehicle congestion increases during data capturing and forwarding, and
it requires rapid task oftloading services with associated resources. Over-congestion imposes additional
resource consumption and ultimately reflects the stability of vehicular networks under dynamic topologies.
In the future, we plan to integrate network slicing in our framework to process heterogeneous traffic
separately and optimize the resources based on a particular application. In addition, the process of trust
establishment, along with its maintenance in the presence of malfunctioning devices, needs to be explored.
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