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ABSTRACT: The rapid growth of networked systems and the increasing diversity of cyberattack behaviors have posed
significant challenges to intrusion detection, particularly in scenarios characterized by high-dimensional features and
severe class imbalance. Conventional detection approaches based on handcrafted rules or shallow representations
often exhibit limited robustness under such conditions. To address these issues, this paper presents a hybrid deep
learning framework for network intrusion detection that integrates complementary feature learning mechanisms
within a dual-branch architecture. Specifically, a Transformer branch is employed to model long-range temporal
dependencies in network traffic, while a convolutional neural network branch (CNN) is used to capture localized
and fine-grained feature patterns. An attention-based fusion strategy is further introduced to adaptively aggregate
branch-specific representations and enhance intrusion-sensitive features. In addition, an autoencoder-based feature
reconstruction module is incorporated before the dual-branch network to compress and reconstruct input features
through an encoder-decoder structure, thereby preserving essential behavioral characteristics of network traffic and
improving feature discriminability. To mitigate the impact of class imbalance, a Dynamic Weighted Logit-adjusted
Focal Loss (DWLF) is introduced to reduce the bias toward majority classes during model optimization. Extensive
experiments conducted on two public benchmark datasets demonstrate the effectiveness of the proposed approach.
The proposed model achieves an overall accuracy of 90.01% on the UNSW-NBI5 dataset and 97.82% on the NF-CSE-
CIC-IDS2018 dataset. Experimental results indicate improved robustness under highly imbalanced data distributions,
demonstrating stable performance across datasets with different traffic characteristics.

KEYWORDS: Network intrusion detection; Transformer networks; convolutional neural networks; autoencoder;
class-imbalanced

1 Introduction

The continuous advancement of information technologies and the accelerating pace of digital transfor-
mation have resulted in large-scale, highly interconnected network environments. Along with this evolution,
cyber attacks have become increasingly diverse, concealed, and automated, posing persistent threats to
modern networked systems [I]. Various security threats, including distributed denial-of-service (DDoS)
attacks [2], privilege escalation, and multi-stage advanced persistent threats (APTs) [3], have become more
frequent and destructive, creating serious risks for critical infrastructure and enterprise network security. In
this context, timely and accurate identification of abnormal network traffic [4] has become a key research
direction for safeguarding network security.
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Network intrusion detection systems (NIDS) serve as essential security solutions that continuously
analyze network environments to identify and monitor malicious behaviors [5]. Their goal is to detect
abnormal activities or potential attacks from massive communication flows. Existing NIDS approaches can
generally be divided into signature-based methods and anomaly-based methods. Signature-based methods
identify known attacks using predefined attack signature databases, providing low false positive rates and
high real-time efficiency [6]. However, they struggle to detect previously unseen or variant attacks. In
contrast, anomaly-based approaches learn normal behavior patterns through statistical or machine learning
models and detect deviations as potential intrusions [7]. Although these methods can identify unknown

attacks, they often suffer from higher false positive rates.

Earlier intrusion detection studies were largely dominated by traditional machine learning tech-
niques [8], where algorithms such as decision trees, support vector machines (SVM), and random forests
were widely adopted. These methods offer advantages in terms of simplicity and interpretability but exhibit
limitations when dealing with high-dimensional traffic features, complex attack behaviors, and severe class
imbalance. With the rapid development of deep learning, neural network-based approaches have become
increasingly popular for intrusion detection tasks. Convolutional neural networks (CNNs) [3] can auto-
matically capture local structural patterns in traffic feature representations, while recurrent neural networks
(RNNs) [9] and their variants [10] are effective for modeling sequential dependencies and temporal evolution
in traffic data. More recently, Transformers [11], originally developed for natural language processing, have
been introduced into cybersecurity research due to their powerful attention mechanisms [12] that enable
long-range dependency modeling.

To address these challenges, this study proposes a principle-driven dual-branch intrusion detection
framework termed ATC-FusionNet. The key idea is to explicitly decouple heterogeneous traffic repre-
sentation learning into two complementary components: a Transformer branch dedicated to modeling
long-range temporal dependencies and global traffic semantics, and a CNN branch responsible for capturing
local structural patterns and short-term behavioral variations. By combining these two specialized learning
pathways, the proposed architecture can more effectively model complex network traffic patterns.

The primary contributions of this work can be summarized as follows:

«  Principle-driven dual-branch intrusion detection architecture. We design a dual-branch learning
framework that explicitly separates global temporal dependency modeling and local structural pattern
extraction through Transformer and CNN branches, respectively. This design enables complementary
feature representation learning and improves the model’s capability to capture heterogeneous network
traffic patterns.

o  Autoencoder-assisted representation enhancement. An autoencoder-based feature reconstruction
module is introduced before the dual-branch network to compress redundant information and enhance
latent feature representations. This mechanism improves feature compactness and strengthens the
representation of minority attack categories.

« Dynamic Weighted Logit-adjusted Focal Loss (DWLF). To address the severe class imbalance
problem in intrusion detection datasets, we propose an imbalance-aware loss function that combines
logit-level prior correction with focal modulation. The proposed DWLEF effectively mitigates prior bias
and gradient domination during training, leading to more stable optimization and improved detection
performance for minority attack classes.
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2 Related Work

In recent years, network intrusion detection systems (NIDS) have seen growing adoption of machine
learning and deep learning techniques, achieving notable performance improvements. Existing studies can
be broadly categorized according to their modeling strategies and feature learning paradigms.

2.1 Traditional Machine Learning Approaches

Early intrusion detection approaches mainly relied on traditional machine learning algorithms. Gu
and Lu [13] introduced an IDS utilizing both support vector machines and Naive Bayes classifiers, where
Naive Bayes was employed to modify original features and generate superior-quality datasets for training
the SVM. This hybrid strategy achieved improved detection rates and reduced false alarms, demonstrating
the effectiveness of probabilistic feature modeling. To further reduce false positives and false negatives in
IDS, Aljawarneh et al. [14] presented a hybrid approach combining information gain-based feature selection
with ensemble voting mechanisms, integrating classifiers such as Naive Bayes, AdaBoostMl1, REPTree,
Random Tree, and J48.Testing with the NSL-KDD dataset showed higher detection accuracy alongside fewer
false positives.

2.2 Hybrid and Deep Learning Approaches

As deep learning techniques continue to evolve, hybrid architectures have gained widespread attention
in NIDS research. Yang et al. [15] employed DCGAN to generate synthetic samples for data augmenta-
tion and applied an improved LSTM classifier for intrusion detection, demonstrating the importance of
dataset expansion. However, GAN-based methods generally require substantial computational resources and
lack interpretability.

Rajesh Kanna and Santhi [16] introduced a hybrid approach for intrusion detection, merging HMLSTM
with OCNN. Spatial features were learned via CNN with hyperparameters optimized using Lion Swarm
Optimization (LSO), while temporal dependencies were captured by HMLSTM. Wei et al. [17] further
introduced a CNN-BiLSTM-Attention framework, where spatial and temporal features were jointly modeled
and weighted using an attention mechanism. To address class imbalance, Equalization Loss v2 was adopted,
allowing the model to better detect infrequent attack categories.

2.3 Autoencoder-Based Feature Learning and Imbalanced Data Handling

To address high-dimensionality and class imbalance, autoencoder-based models have been increasingly
adopted. Liu et al. [18] developed an IDS which utilizes ADASYN oversampling in conjunction with
LightGBM. By increasing minority class samples and leveraging ensemble learning, the model achieved
improved detection performance while maintaining low computational complexity.

Li et al. [19] developed a lightweight online autoencoder-based IDS (AE-IDS), which was trained
using only normal traffic data. The framework employed random forests for feature selection and affinity
propagation for feature grouping, enhancing the representational capability of autoencoders. Autoencoders
were employed alongside clustering methods, such as K-means and GMM, for anomaly detection.

3 Proposed Method

This section presents the proposed ATC-FusionNet framework for network traffic classification. The
model is motivated by two major challenges in modern intrusion detection: (i) heterogeneous traffic patterns
that exhibit both long-range temporal dependencies and short-term local variations, and (ii) severe class
imbalance in real-world network datasets. To address these issues, ATC-FusionNet adopts a dual-branch
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architecture that decouples representation learning into complementary pathways, enabling more effective
modeling of complex traffic behaviors.

3.1 Model Overview and Structure

Fig. 1 illustrates the overall architecture of the proposed model, which integrates an autoencoder with a
dual-branch fusion framework.

Autoencoder Module
TimeDistributedDen Dual-Branch Module Attention Fusion
se(512)+ReLU / ™\ Module Output Layer
\ 5=
= 3 &
BatchNormalization /3| Transformer e Dense
+Dropout u_"ﬁ £ Branch 3 g_ c s - Layer
5 2 S, |\ 83 S o @ 3 +ReLU
> ) T o / \\D / © S LE =
B TimeDistributedDen 2 / N 5 5 o °o_,
=z se(256)+ReLU 5 , N s 2 e 5 Dropout
2 ° a /o S = = = Layer
= S 15\ [ 28 § < 8 2 ’
[ | xS -
BatchNormalization w 78 CNN Branch = = Clat§3|f|ca
+Dropout / ) \ 53 lon
/ " - 82 Output
/ S~ N/
TimeDistributedDen // T~ -
se(128)+ReLU / S~
/ ~~o
L v T~
Cinput > 7 ~~o
FIE
4 . =) N o
U ) i (] > e
MHSA Cinput > S = <5 Coutput)
l —_— > 4 —> g — - ® O —
> > > Qo
£ ] c o
Add+LN & = 8 ©
x2 FFN activation
il functionReLU
Add+LN
GAP
| — J
l’ output )

Figure 1: Overview of the proposed AT'C-FusionNet architecture, including autoencoder-based representation learn-
ing, dual-branch feature extraction, and attention-based fusion.

Raw network traffic is first preprocessed into fixed-length time-window sequences. The autoencoder
performs nonlinear dimensionality reduction and feature reconstruction to produce stable low-dimensional
embeddings. These encoded features are then fed into two parallel branches: a Transformer branch that
captures global contextual dependencies and a CNN branch that extracts local spatial patterns. An attention-
based fusion module dynamically learns the contribution of each branch and integrates their representations
for final classification. Additionally, the framework employs a Dynamic Weighted Logit-adjusted Focal Loss
(DWLF) to mitigate the impact of severe class imbalance during training.

3.2 Autoencoder-Based Feature Representation

An autoencoder (AE) [20] is employed as a pre-training module to extract compact and informative
representations from network traffic features. An autoencoder consists of an encoder and a decoder, which
project high-dimensional inputs into a lower-dimensional latent space [21]. The overall architecture of the
autoencoder used in this study is illustrated in Fig. 2.
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Figure 2: Autoencoder framework.

Let the input sample be x € R?, where d is the dimensionality of the feature vector. The encoder maps x
to a latent vector:

h=f(W.x+b,), )

where h € R* with k < d, W, and b, are the encoder parameters, and f(-) denotes a nonlinear activation
function. The decoder reconstructs the original input from the latent vector:

f(Zg(Wdh+bd), (2)

where W, and b, are the decoder parameters, g(-) is a nonlinear activation function, and % is the
reconstructed output. The autoencoder is optimized by minimizing the mean squared error (MSE) between
the input and reconstruction:

1 Y .
Lysg = _ZHxi_Xi”2> (3)
N o

where x; and %; denote the i-th input and reconstructed sample, and N is the number of training samples.
In our implementation, the input to the autoencoder is a windowed sequence of shape 8 x 264. The
encoder consists of three TimeDistributed dense layers with dimensions 512, 256, and 128. Each layer is
followed by batch normalization and a dropout layer (rate = 0.2). The decoder symmetrically consists of
two TimeDistributed dense layers (sizes 256 and 512) and a final linear reconstruction layer. The encoder’s
output, a 128-dimensional vector per time step, serves as the compact latent representation fed into the
dual-branch network.

3.3 CNN Branch Design

The CNN branch [22] is designed to capture local temporal dependencies and short-term dynamic
patterns from the latent feature sequences generated by the autoencoder. Compared with attention-based
models that focus on global relationships, convolutional operations are more effective in modeling localized
feature [23] interactions within short temporal windows. Therefore, the CNN branch complements the
Transformer branch by providing fine-grained structural pattern extraction.

X eRT*D, (4)

where T indicates the time window length and D refers to the dimensionality of the latent features.
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The CNN branch adopts a hierarchical one-dimensional convolutional architecture [24]. The first
convolutional layer consists of C; = 64 one-dimensional convolutional filters with kernel width K; = 3. For
an input sequence X, the activation of the j-th filter at time step ¢ is computed as

1 DKl .
H;(1) :ReLU(Z; kZ Wj),.(k)X(tJrk,i)+bj), (5)
i=1 k=0
where le,i and b; represent the kernel weights and bias associated with the j-th convolutional filter,
respectively. This layer performs local receptive-field modeling along the temporal dimension and produces
the feature map

H' e RT*C, (®)

which encodes basic local interactions and short-term temporal patterns among adjacent time steps.

Subsequently, a one-dimensional max-pooling layer is applied to H' with a pooling window size and
stride of 2, defined as

L(e) = 1
pi(t) = Jmax, H;(2t +k), (7)
where p}-(t) denotes the pooled output of the j-th feature channel at time index t. This operation reduces
the temporal resolution by half, yielding

P' e RUTDxC, )

The pooled features P' are subsequently passed to the second convolutional layer, which contains
C, =128 one-dimensional filters. This layer extracts higher-level semantic representations from the input
sequence, resulting in the feature map

H? e RU/DxC2, (9)

Finally, a global average pooling layer aggregates the temporal feature map into a fixed-length vector

Henn € RS, (10)
defined as
1 12
henn(7) = — S H2(1). 11
() = 77 2 H; (1) (1)

This operation summarizes the temporal information of each feature channel and produces the final
output of the CNN branch, which is subsequently used for feature fusion with the Transformer branch, as
illustrated in Fig. 3.
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Figure 3: CNN branch Architecture.

3.4 Transformer Branch Design

The Transformer [25] branch aims to learn long-range dependencies and global contextual patterns
from the input feature sequence. Similar to the CNN branch, its input is the latent feature sequence produced
by the autoencoder.

Since the Transformer architecture itself is permutation-invariant [26], explicit positional information
is injected into the input sequence to preserve temporal order. In this work, a fixed sinusoidal positional
encoding scheme is adopted. The positional encoding matrix is defined as

. pos
PE(pos,Zi) = Sin (m) > (12)
B pos
PE(pos,2i+1) = COos (m) > (13)

here, pos represents the absolute position of each time step in the sequence, i denotes the feature dimension
index, and dpo4el defines the size of the embedding space. By incorporating positional encodings, the
Transformer is enabled to distinguish temporal relationships among traffic features.

The position-enhanced feature sequence is then input to a deep Transformer encoder consisting
of N =2 identical stacked encoder layers. Each encoder layer uses h = 2 attention heads, and the
model dimension dp,4el = 128. An encoder layer is structured around three main subcomponents, namely
multi-head self-attention, residual connections combined with layer normalization, and a position-wise
feed-forward network.

Within each encoder layer, the input sequence is initially transformed through linear projections to
generate the query (Q), key (K), and value (V) matrices. For an individual attention head, the scaled dot-
product attention is defined as

Attention(Q, K, V') = Softmax (Q—KT) \% (14)
bl bl \/d—k bl

where dj refers to the dimension of the key representations. To capture diverse semantic relationships
across different representation subspaces, the self-attention is further implemented in a multi-head manner.
Specifically, the output of the i-th attention head is given by

head; = Attention(QW_2, KWX, VW), i=1,...,h, (15)
and the final multi-head attention output is obtained by

MultiHead(Q, K, V) = Concat(head,, ..., head, ) W©, (16)
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here, WiQ € R¥modet¥d WiK € R¥moderxdk  and WiV € R9moderxdy correspond to the linear projection matrices
for the i-th attention head, and W© e R4 dmoae s ysed to project the concatenated multi-head outputs.
In practice, dy = d,, = diodel/h is adopted. Multi-head attention enables the model to capture contextual
relationships from multiple representation subspaces.

Residual connections and layer normalization are applied after each sub-layer to improve training
stability.
A position-wise feed-forward network is included in each encoder layer to independently transform the

representation at every time step. The FFN contains two linear transformations with an intermediate ReLU
activation:

FEN(x) = ReLU(x W, + b)) W, + b, 17)

Wi, by and W, b, correspond to the weights and biases of the two linear layers. The initial layer expands
the feature dimension from dpodel = 128 to a higher dimension, while the subsequent layer restores it to the
original embedding size.

Finally, a global average pooling layer is employed along the temporal dimension to aggregate the
Transformer encoder outputs into a fixed-length feature vector,

hy, € R%moset, (18)
defined as
1T
ha(f) = 5 2, 2i(1), (19)
t=1

here, Z(t) € R¥m denotes the Transformer encoder output at time step t. This output serves as the final
representation of the Transformer branch and is later combined with the CNN branch.

3.5 Attention-Based Feature Fusion Layer

Different from prior hybrid architectures that concatenate or statically fuse CNN and Transformer
outputs, our fusion strategy is motivated by the observation that local flow-level patterns and global
temporal dependencies contribute unevenly across attack categories, especially under extreme class imbal-
ance. Therefore, a fixed fusion scheme may amplify dominant-class representations while suppressing
minority-class cues.

To address this issue, we adopt an attention-based dynamic fusion mechanism that adaptively adjusts
the contribution of each branch conditioned on the learned feature context, enabling the model to emphasize
discriminative cues for minority attacks when necessary.

Let the output of the Transformer branch be denoted as the global feature vector hy, € R'?®, and the
local features extracted by the CNN branch are represented as h.,, € R'?%. A fused candidate representation
is formed by concatenating the two feature vectors:

hf = [htr;hcnn] € R256a (20)

where [, ;,] indicates feature concatenation. The concatenated feature vector h (256-dimensional) is passed
through a dense layer with 64 units and ReLU activation. A subsequent dense layer with a single unit and
sigmoid activation produces the scalar attention weight «.
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a =0 (W,ReLU (Wihj +b;) +b;), (21)

where a € (0,1) represents the attention weight assigned to the Transformer branch, o(-) denotes the
Sigmoid function, and W;, W3, by, and b, are trainable parameters. Based on the learned attention weight,
the final fused representation is obtained through a linear weighted combination of the two branch features:

hfused =a- htr + (1 - 0‘) : hcnn- (22)

Here, « is a scalar attention coefficient applied uniformly across feature dimensions, enabling sample-wise
adaptive branch weighting. The learned coefficient & controls the relative contribution of the two branches
for each sample. To improve the separability of the fused features, a dense projection is introduced and
regularized using Dropout, as formulated below:

z = Dropout (ReLU (W /h¢yseq + by )), (23)

where W ¢ and b represent the learnable parameters of the projection layer. The ultimate classification results
are computed via a linear transformation:

y=W,z+b,, (24)

where y € R¢ corresponds to the unnormalized logits of C intrusion categories. Training is performed by
minimizing the cross-entropy loss:

M=z
Mo

Las = — yi.clog (Softmax(yi)c) , (25)

1
N “

Il
—
I
—

[

with N as the batch size and C as the total number of classes, y; . corresponds to the one-hot encoded ground-
truth label for the i-th sample in class ¢, and Softmax(y,). gives the predicted probability for class c. The
classification loss is jointly backpropagated through the fusion layer and both branches, enabling coordinated
optimization of the Transformer and CNN components. Overall, this fusion mechanism enables adaptive
integration of global and local traffic representations, improving robustness across diverse attack patterns
and imbalanced traffic distributions.

3.6 Loss Function

To address the severe class imbalance commonly observed in network intrusion detection systems
(NIDS), a Dynamic Weighted Logit-adjusted Focal Loss (DWLF) is employed. Class imbalance in intrusion
detection typically manifests through skewed class priors and the dominance of easily classified majority
samples. The proposed DWLF loss is designed to decouple these effects by jointly incorporating logit-level
prior correction, focal modulation for hard-sample emphasis, and dynamic class reweighting.

Let s, ; denote the raw logit predicted by the network for the n-th sample and class i. Logit adjustment
is first applied based on the class prior distribution:

£ sn,i + Tlog(m;), (26)

n,i

where 7; represents the empirical prior probability of class i estimated from the training dataset, and 7
controls the strength of the adjustment.
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The adjusted posterior probability is then obtained via the Softmax function

adj
ad] — exp(sn,i (27)
n,i ZC ( ad) >
j1exp(s,,
where C denotes the total number of intrusion categories.

To emphasize hard-to-classify samples, a focal modulation term is introduced based on the adjusted
posterior probability:

FM,; = (1- p*¥)Y, (28)

where y > 0 is the focusing parameter. Larger values of y increase the contribution of samples with lower
predicted confidence.

Considering that class distributions may vary across mini-batches. Therefore, a final class weight is
constructed by combining a static global weight with a dynamically updated batch-level weight:

winal _ gstatic ﬂfyn, (29)
where "¢ is derived from global class statistics, and [)’?yn reflects the batch-wise class frequency.
The dynamic weight [Sfyn is updated using an exponential moving average (EMA) scheme:
dyn dyn A(t)
B () =AB (t-1)+(1-1) f;, (30)

where fi(t) denotes the proportion of class i samples in the ¢-th mini-batch, and A € (0,1) is the EMA
decay factor.

By integrating logit adjustment, focal modulation, and dynamic class weighting, the overall DWLF
objective is formulated as

1 Ne final adj adj
EDWLF = _N Zzwl Yn,i (l_pn,i)y log(pn,i)’ (31)
n=1i=1

where N is the mini-batch size and y, ; € {0,1} denotes the one-hot encoded ground-truth label of the n-th
sample for class i.

This loss function is fully differentiable and can be optimized using standard stochastic gradient-based
methods. During training, gradients are jointly propagated through all network components, enabling the
proposed model to learn discriminative representations under dynamically changing and highly imbalanced
traffic distributions. Overall, DWLF enables stable optimization under highly skewed class distributions,
which is critical for real-world intrusion detection scenarios.

4 Experiments and Discussion

This section reports the experimental results and discussion of the proposed intrusion detection
model,evaluated on two datasets: UNSW-NBI15 and NF-CSE-CIC-IDS2018.

4.1 Experimental Setup

Experiments are conducted on Windows 11 using Python 3.8 and TensorFlow 2.5 (Conda), with an
NVIDIA RTX 3090 Ti GPU, Intel Core i7 CPU, and 32 GB RAM. To guarantee a fair comparison, all models
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are trained and tested under identical experimental settings. The Adam optimizer is used with a learning
rate of 0.001, and the batch size is fixed at 128. The temporal window size is set to T = 8, which provides
a good trade-off between capturing short-term temporal dependencies in network flows and maintaining
computational efficiency, consistent with common practice in flow-based intrusion detection literature. The
Transformer module adopts a lightweight configuration with N = 2 encoder layers and / = 2 attention heads.
The hidden dimension is fixed to dpdel = 128 to match the latent representation of the autoencoder. For
the proposed Dynamic Weighted Logit-adjusted Focal Loss (DWFL), the logit adjustment temperature is set
to 7 = 0.7 to mitigate class imbalance, the focal parameter is set to y = 2.0 to emphasize hard samples, and
the dynamic class weights are updated using an exponential moving average with decay factor A = 0.3. The
final class weights are obtained by equally mixing static and dynamic weights with = 0.5.To further justify
these settings, a brief sensitivity analysis was conducted on a validation subset of the UNSW-NBI5 dataset.
We varied the temporal window size T € {4,8,16} and the number of Transformer encoder layers N €
{1,2,4}. The configuration T = 8 and N = 2 provided the best balance between detection performance and
computational efficiency, while larger configurations yielded only marginal improvements. Similar stability
was observed when varying the DWLF parameters (7, y, and 1) within reasonable ranges, indicating that the
proposed framework is not overly sensitive to moderate hyperparameter variations.

4.2 Evaluation Metrics

Four commonly adopted classification metrics are used: Precision, Recall, Fl-score, and Accuracy. The
evaluation metrics are computed as follows:

o TP
Precision = ——— (32)
TP+ FP
TP
Recall = —— (33)
TP+ FN
2 - Precision - Recall
Fl-score = — (34)
Precision + Recall
TP+ TN

Accuracy = (35)
TP+ TN+ FP+FN
True positives (TP) are instances of the positive class that are correctly identified as positive, whereas
true negatives (TN) are negative instances correctly recognized as negative. False positives (FP) occur
when negative instances are mistakenly labeled as positive, and false negatives (FN) correspond to positive
instances incorrectly assigned to the negative class. For multi-class classification, the metrics are computed
using a macro-averaging strategy across all classes.

4.3 Datasets

To assess the performance and generalization of the proposed intrusion detection model, experiments
are performed on two publicly accessible benchmark datasets: UNSW-NBI15 and NF-CSE-CIC-IDS2018.

4.3.1 UNSW-NBI5

UNSW-NBI5 [27] is a benchmark dataset designed to address limitations of earlier intrusion detection
datasets. It contains both normal traffic and nine contemporary attack categories generated in a controlled
laboratory environment. Each flow is described by 49 traffic features, excluding label information. The
distribution of training and testing samples is shown in Fig. 4a.
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Figure 4: Class distribution of samples in the two benchmark datasets.

4.3.2 NF-CSE-CIC-IDS2018

The NF-CSE-CIC-IDS2018 [28] dataset is a benchmark for network intrusion detection. It contains over
eight million flow records collected over multiple days, including benign traffic and various attack types such
as DoS/DDoS, brute-force, web-based attacks, botnet activity, and infiltration. Each flow record has more
than eighty features. As shown in Fig. 4b, the class distribution is highly imbalanced, with benign traffic and
large-scale attacks dominating.

4.4 Data Preprocessing

Both datasets are preprocessed using a unified pipeline prior to training. First, discriminative flow-
level features are extracted from raw network traffic records following the unified flow format specification.
No explicit feature selection or manual dimensionality reduction is applied at this stage. Instead, all
available flow-level features are retained to preserve complete traffic semantics.This design choice avoids
introducing manual feature-selection bias and allows the autoencoder to automatically learn compact latent
representations from the full feature space.

A sliding window mechanism with a fixed length of eight time steps is then employed to segment
continuous traffic flows into sequential samples, where each window represents a complete network behavior
unit and captures short-term temporal evolution patterns.

Numerical features are normalized using Z-score standardization to ensure comparable value ranges
across different feature dimensions.Categorical features are encoded using a bounded strategy, where
the number of categorical levels is explicitly limited (32 levels per categorical attribute), and infrequent
categories are mapped to an auxiliary token.This design prevents uncontrolled dimensionality expansion
after encoding.

Missing or invalid values are handled using standard preprocessing operations to maintain data
consistency. After preprocessing, the resulting flow sequences are transformed into normalized tensor
representations and fed into the autoencoder module, which performs implicit feature compression and
representation learning prior to downstream classification. Following preprocessing, the resulting feature
dimensionality is fixed at 264 for UNSW-NB15 and 290 for NF-CSE-CIC-IDS2018, respectively.

4.5 Baseline
In this study, the proposed approach is compared and analyzed against the following methods.
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+  XGBoost [29]: A comparative study by Lawal et al. evaluated multiple machine learning models on the
CSE-CIC-IDS2018 dataset using undersampling to address class imbalance.

o  Support Vector Machine (SVM) [30]: A classical supervised learning method that constructs optimal
separating hyperplanes in high-dimensional feature spaces and is frequently used as a baseline in
intrusion detection studies.

o Graph Attention(NEGAT) [31]: A self-supervised GNN-based model that exploits graph attention
and contrastive learning to model structural dependencies among network flows for unsupervised
intrusion detection.

o CNN-LSTM [32]: A hybrid deep learning framework combining convolutional neural networks for
local feature extraction with LSTM layers to capture temporal dependencies in network flow data.

«  CNN-BiLSTM-Attention [17]: An improved hybrid model utilizing bidirectional LSTM layers along-
side an attention mechanism to capture temporal dependencies in both directions and highlight
discriminative features.

o  FlowTransformer [25]: A transformer-based network intrusion detection framework that models long-
term dependencies in flow-level traffic and provides a modular architecture for flexible component
substitution across different datasets.

o AI-SCAN [33]: A deep learning IDS proposed by [authors] utilizes a CNN architecture with SMOTE-
based data augmentation and class weighting strategies to handle imbalanced data.

4.6 Performance Comparison
Two publicly available benchmark datasets are adopted to evaluate the effectiveness of the proposed
intrusion detection model: UNSW-NB15 and NF-CSE-CIC-IDS2018.

Table 1 summarizes the multi-class classification performance on the UNSW-NB15 and NF-CSE-CIC-
IDS2018 datasets. In addition to classical machine learning and CNN-based baselines, FlowTransformer is
included as a representative Transformer-based NIDS baseline, whose results are reproduced under the same
experimental settings to ensure fair comparison.

Table 1: Comparison of multi-classification results (%).

UNSW-NBI15 NF-CSE-CIC-IDS2018
Model
Acc Macro-F1 Recall Acc Macro-F1 Recall
SVM 74.80 - 83.71 - - -
CNN-LSTM 82.20 - 82.41 - - -
CNN-BILSTM- 88.83 - 98.51 - - _
Attention
FlowTransformer 90.11 85.21 98.40 97.05 74.23 96.23
NEGAT (Graph - - - 94.79 - 95.79
Attention)
XGBoost - - - 98.00 80.00 78.00
AI-SCAN - - - 97.50 - 95.00

ATC-FusionNet

90.01 £0.10 85.14+0.08 98.48 +0.08 97.82+0.07 77.20+0.09 96.58 +0.09
(Proposed)
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Given the severe class imbalance present in both datasets, Macro-F1 is emphasized as the primary eval-
uation metric, since it reflects balanced performance across attack categories rather than being dominated by
majority classes. On the UNSW-NBI5 dataset, ATC-FusionNet achieves a Macro-F1 of 85.14% + 0.08% and
an accuracy of 90.01%, which is comparable to FlowTransformer while consistently outperforming the CNN-
LSTM and CNN-BiLSTM-Attention baselines. These results indicate enhanced discrimination capability for
minority attack classes without compromising overall detection performance.

On the more challenging NF-CSE-CIC-IDS2018 dataset, ATC-FusionNet achieves a Macro-F1 of
77.20% + 0.09% and an accuracy of 97.82%, surpassing both FlowTransformer and the graph-attention-based
NEGAT model. Compared with AI-SCAN, which mainly improves detection accuracy through enhanced
feature engineering, the proposed ATC-FusionNet attains comparable overall accuracy while maintaining
more balanced performance across different attack categories. Although the XGBoost model reports slightly
higher accuracy, its lower Macro-F1 suggests that tree-based methods may still encounter difficulties in
recognizing minority attack classes under severe class imbalance. By contrast, the integration of autoencoder-
based representation learning, dual-branch Transformer-CNN feature extraction, and the proposed DWLF
loss contributes to improved robustness for minority-class detection.

To evaluate robustness and mitigate the influence of stochastic factors, all results for ATC-FusionNet are
reported as the mean and standard deviation over multiple runs with different random seeds. The consistently
low variance across metrics further confirms that the observed performance gains are stable rather than
arising from random fluctuations.

Overall, the results on both benchmark datasets demonstrate that ATC-FusionNet achieves stable and
competitive performance compared with recent Transformer-based and deep learning NIDS approaches,
highlighting the effectiveness of the proposed architecture for multi-class intrusion detection tasks.

Table 2 reports the per-class classification performance of the proposed model on the UNSW-NBI15
dataset. Overall, the model achieves stable performance across most traffic categories. In particular, the
Normal class attains an Fl-score of 0.9961, demonstrating that the proposed model can accurately separate
benign samples from attack instances with a low false alarm rate.

Table 2: Per-class classification performance on the UNSW-NBI5 dataset.

Class Accuracy Precision Recall Fl-score
Analysis 0.7260 0.7020 0.7260 0.7138
Backdoor 0.6850 0.6720 0.6850 0.6784
Normal 0.9991 0.9992 0.9930 0.9961
Reconnaissance 0.7420 0.7580 0.7955 0.7499
Generic 0.9420 0.9045 0.9595 0.9228
Exploits 0.9580 0.9140 0.9561 0.9354
Fuzzers 0.9410 0.9030 0.9339 0.9216
Dos 0.9620 0.8930 0.9712 0.9261
Shellcode 0.9680 0.8840 0.9525 0.9241
Worms 0.7580 0.7340 0.7415 0.7458
Average 0.9001 0.9040 0.9848 0.8958

For the majority of attack categories, including Generic, Exploits, Fuzzers, and DoS, the model consis-
tently achieves Fl-scores above 0.92. These attacks typically generate relatively stable traffic patterns with
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distinctive statistical characteristics, allowing the dual-branch architecture to capture both global temporal
dependencies and local flow-level variations effectively.

From an error analysis perspective, Fig. 5 provides further insight into the misclassification behavior of
the proposed model on the UNSW-NBI5 dataset. Most samples are concentrated along the main diagonal,
indicating that ATC-FusionNet achieves stable and reliable detection performance for the majority of traffic
categories. Nevertheless, misclassifications are not uniformly distributed across classes and are mainly
concentrated among minority attack types.

Confusion Matrix on UNSW-NB15 Dataset

Analysis 87 7 3 4 5 4 1 4 3 2

Backdoor 5 68 3 5 2 5 2 2 4 4 7000
DoS 10 4 1539 4 4 11 6 10 10 2 6000
(9]
c
i o
Exploits 19 16 20 3065 22 9 7 14 14 14 5000 £
" L
r_‘@ Fuzzers 17 8 3 12 1693 8 14 15 21 9 @
v - 4000 &
g Generic 19 36 40 25 41 p¥Alg 23 37 30 39 °
= [
- Q
Normal 1 10 2 4 5 5 EEZZY 11 7 11 3000 1S
=}
=
Reconnaissance 34 31 21 39 35 27 27 742 20 24 -2000
Shellcode 1 0 0 1 0 3 0 0 145 0 - 1000
Worms 0 2 0 0 2 0 1 2 22
-0
a S ] 3] n L o o ] 0
2 8 8 & g§ 8 £ £ 8 E
5 2 = 8§ § 5 § 2 ¢
o 0
< g w e (G) =z E %
c
1
[J)
o

Predicted Class
Figure 5: Confusion matrix (UNSW-NBI15).

Specifically, samples from the Reconnaissance and Worms classes are occasionally misclassified as
semantically related attack categories or benign traffic. This observation is consistent with their lower F1-
scores reported in Table 2. Such failure cases are primarily caused by two factors. First, these attack categories
suffer from severe sample scarcity, which limits the model’s ability to learn sufficiently discriminative decision
boundaries. Second, their flow-level statistical characteristics exhibit substantial overlap with other attack
types, reducing feature separability at the flow representation level.

Table 3 presents the per-class performance on the NF-CSE-CIC-IDS2018 dataset. The proposed model
achieves outstanding detection performance for the dominant Benign traffic, with an accuracy of 0.9994,
as well as for several high-frequency attack categories such as DoS-Hulk, DDoS-HOIC, and DoS-GoldenEye.
The findings show that the model captures highly distinctive features for significant and large-scale
attack behaviors.
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Table 3: Per-class classification performance on the NF-CSE-CIC-IDS2018 dataset.

Class Accuracy Precision Recall F1-score
Benign 0.9994 0.9965 0.9910 0.9937
DDoS-LOIC-Http 0.9633 0.9150 0.9650 0.9488
Brute Force-Web 0.3031 0.2999 0.3112 0.3226
SQL Injection 0.2125 0.2333 0.2114 0.2214
DoS-Hulk 0.9768 0.9620 0.9810 0.9714
Brute Force-XSS 0.2667 0.2544 0.2223 0.1999
Infiltration 0.8158 0.8520 0.8520 0.8470
Bot 0.6601 0.6850 0.6850 0.6280
SSH-Bruteforce 0.9877 0.9210 0.9790 0.9491
DDoS-LOIC-UDP 0.8999 0.8500 0.8900 0.9140
FTP-BruteForce 0.8755 0.8750 0.8667 0.9333
DoS-SlowHTTPTest 0.6667 0.5000 0.5000 0.6991
DoS-GoldenEye 0.9773 0.9500 0.9700 0.9641
DDoS-HOIC 0.9764 0.9400 0.9720 0.9557
DoS-Slowloris 0.9761 0.9250 0.9620 0.9621
Average 0.9782 0.9740 0.9658 0.9731

However, for extremely low-frequency attack types, including Brute Force-Web and SQL Injection,
the detection performance is noticeably reduced. As illustrated by the class distribution in Fig. 4b, these
categories suffer from severe sample imbalance, contain extremely few samples. Consequently, even a small
number of misclassifications can lead to disproportionately low evaluation scores, a phenomenon commonly
observed in highly imbalanced intrusion detection scenarios.

Fig. 6 further reveals that misclassifications are mainly concentrated among these rare attack categories.
Specifically, samples from Brute Force-Web and SQL Injection are occasionally confused with other web-
related attacks or benign traffic due to their short-lived, low-intensity behaviors and substantial overlap in
flow-level statistical features. These attacks typically involve short-lived and low-intensity interactions that
generate traffic patterns very similar to benign web activities. As a result, their flow-level statistical features
show substantial overlap with normal traffic, which significantly reduces feature separability even for deep
representation models.

Overall, this analysis suggests that the remaining classification errors are mainly driven by intrinsic data
characteristics rather than training instability or model underfitting. While the proposed Dynamic Weighted
Logit-adjusted Focal Loss alleviates class-prior bias and enhances minority class learning, accurately
detecting extremely rare and behaviorally similar attack types remains challenging.

Fig. 7 presents the reconstruction loss evolution during autoencoder pretraining on the UNSW-NB15
and CIC-IDS2018 datasets.
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Confusion Matrix on NF-CSE-CIC-IDS2018 Dataset
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Figure 6: Confusion matrix (NF-CSE-CIC-IDS2018).
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Figure 7: Autoencoder training loss curve.

For both datasets, the reconstruction loss decreases rapidly in the initial epochs, indicating that the
autoencoder quickly captures dominant statistical regularities in network flow features. As training proceeds,
the training and validation losses converge smoothly with a small gap, suggesting stable optimization and
good generalization.

Different convergence behaviors are observed between the two datasets. UNSW-NBI5 exhibits a
relatively smooth convergence toward a low-loss plateau, reflecting more stable traffic patterns. In contrast,
CIC-IDS2018 shows a higher initial loss and a steeper early decline, likely due to the greater diversity and
complexity of its traffic behaviors.
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Overall, these results indicate that the autoencoder effectively compresses raw flow features into a
compact latent space while preserving essential information for downstream intrusion detection.

To further evaluate the effectiveness of the dual-branch architecture, the performance of single-branch
models was compared with that of the dual-branch fusion model, as shown in Figs. 8 and 9.
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Figure 8: Single- and dual-branch model comparison on UNSW-NBI15.
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Figure 9: Single- and dual-branch model comparison on NF-CSE-CIC-IDS2018.
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As shown in Fig. 8, the dual-branch model consistently outperforms the single-branch models
across multiple attack categories in the UNSW-NBI5 dataset. This improvement indicates that combining
global contextual modeling and local feature extraction provides complementary information for network
traffic representation.

Notably, for the Worms category, the dual-branch model achieves improvements of approximately 0.12
and 0.23 over the Transformer and CNN models, respectively. This result highlights the advantage of feature
fusion when dealing with extremely low-sample attack scenarios, where relying on a single representation
type may lead to unstable decision boundaries.

In contrast, the CNN-only model exhibits relatively lower performance and larger fluctuations across
several categories, suggesting that local convolutional patterns alone are insufficient to capture long-range
dependencies in sequential network traffic.

Fig. 9 shows that all three models achieve high detection accuracy for Benign traffic and several high-
frequency attack categories in the NF-CSE-CIC-IDS2018 dataset, reflecting stable performance in modeling
mainstream traffic features.

However, for attack categories with limited samples and complex feature distributions, the dual-branch
model demonstrates more pronounced advantages. In minority attack classes such as Brute Force-Web,
SQL Injection, Brute Force-XSS, and Infiltration, the dual-branch model significantly outperforms both the
Transformer-only and CNN-only models.

These attack types often involve short-lived or stealthy behaviors that generate subtle traffic variations.
Asaresult, their statistical flow features exhibit substantial overlap with other attack categories or benign traf-
fic. The fusion of global temporal dependencies and local feature patterns enables the proposed architecture
to better capture these subtle variations, leading to improved detection performance.

To evaluate the effectiveness of DWLF and to compare it with simpler imbalance-handling strategies,
systematic ablation experiments were conducted on both datasets, as summarized in Table 4.

Table 4: Ablation study of the dynamic weighted logit-adjusted focal (DWLF) loss.

Loss Configuration UNSW-NBI5 Acc (%) CIC-IDS2018 Acc (%)
Standard Cross-Entropy Loss 82.33 88.26
+ Logit Adjustment 87.25 93.52
+ Focal Loss 87.43 93.77
+ Static Re-Weighting 89.51 94.30
+ Dynamic Weighting (Full DWLF) 90.01 97.82

The ablation results in Table 4 show that each component of the DWLF loss contributes to performance
improvements. Introducing logit adjustment significantly improves the baseline cross-entropy performance,
indicating that correcting class-prior bias is beneficial in highly imbalanced intrusion detection scenarios.

Adding the focal modulation further enhances detection performance by increasing the contribution
of hard-to-classify samples during training. Static class re-weighting provides additional improvement by
compensating for global class imbalance.

Finally, incorporating the dynamic weighting mechanism yields the best overall results, achieving
accuracies of 90.01% and 97.82% on UNSW-NBI5 and CIC-IDS2018, respectively. This result suggests that
dynamically adapting class weights according to batch-level distributions helps stabilize optimization under
highly skewed traffic distributions.
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4.7 Computational Complexity and Deployment Feasibility

To assess the practical feasibility of ATC-FusionNet, we perform a quantitative complexity—performance
analysis, reporting parameter count, FLOPs, training time per epoch, and inference latency in addition
to detection accuracy. Two simplified baselines, namely CNN-only and Transformer-only models, are
implemented with the same input representation and classifier head. Inference latency is measured as the
average per-sample forward time over 100 runs under batch size 1 on an NVIDIA RTX 3090 Ti GPU, with
the model evaluated in inference mode.

As shown in Table 5, ATC-FusionNet incurs a moderate increase in computational cost due to the dual-
branch design and attention-based fusion. Nevertheless, the model remains compact with fewer than 1M
parameters and an inference latency of approximately 3 ms per sample. Compared to the Transformer-only
baseline, the additional overhead is modest, while consistently yielding improved detection performance.
These results suggest that the architectural complexity of ATC-FusionNet is well motivated by its perfor-
mance gains in challenging intrusion detection scenarios.

Table 5: Complexity comparison with baseline models.

Model Params (M) FLOPs (G) Train Time/Epoch (s) Inference Latency (ms)
CNN 0.42 0.18 21 1.2
Transformer 0.61 0.36 29 2.4
ATC-FusionNet 0.72 0.48 41 31

Memory usage during training and inference is primarily dominated by the Transformer encoder and
the autoencoder components. Given the modest parameter scale (<1M parameters), the peak GPU memory
footprint remains well within the capacity of a single modern GPU.

From a deployment perspective, the lightweight architecture and low inference latency further indicate
that ATC-FusionNet is suitable for real-time intrusion detection scenarios. With an average inference
time of approximately 3 ms per sample, the model can process network flow sequences efficiently without
introducing significant delay in traffic monitoring pipelines.

Moreover, the compact parameter size and moderate computational requirements suggest that the
model can be deployed not only on high-performance servers but also on resource-constrained environ-
ments, such as edge gateways or distributed network monitoring nodes. These characteristics make the
proposed framework practical for large-scale or edge-oriented intrusion detection systems where both
detection accuracy and computational efficiency are critical.

5 Conclusion

This study proposes an autoencoder-based dual-branch network intrusion detection model to address
the limitations of existing methods in complex network environments, including low detection accuracy,
insufficient recognition of minority attack classes, and inadequate feature representation. The model employs
a parallel dual-branch architecture integrating Transformer [34] and CNN [35], enabling the simultaneous
capture of long-range sequential dependencies and local critical behavior patterns. An attention-guided
fusion mechanism (Attention Fusion) is incorporated to enhance the focus on key traffic patterns. At the
feature input stage, a complete autoencoder-based feature reconstruction module is implemented, which
improves the abstraction capability and stability of the model for high-dimensional network traffic through
dimensionality reduction and reconstruction loss.
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On the UNSW-NBI5 datasets indicate that the proposed model attains an overall accuracy of 90.01%
and a Macro-F1 score of 85.14%, indicating improved class-balanced performance beyond majority-class
accuracy. In particular,for rare attack categories such as Analysis and Backdoor, the proposed model attains
Fl-scores of 0.7138 and 0.6784, respectively, which are higher than those typically reported by baseline
models. On the NF-CSE-CIC-IDS2018 dataset, ATC-FusionNet achieves an accuracy of 97.82% with a
Macro-F1 score of 77.20%, reflecting robust performance under more extreme class imbalance.

Despite these advancements, several challenges remain. In extremely imbalanced scenarios, the model
may still produce misclassifications for certain highly similar attack categories. Specifically, samples from
Reconnaissance and Worms, as well asBrute Force-Web and SQL Injection are occasionally misclassified as
semantically related attack categories or benign traffic due to their short-lived, low-intensity behaviors and
substantial overlap in flow-level statistical features. In addition, the dual-branch architecture combined with
the autoencoder introduces computational overhead. Subsequent research will aim at lightweight models
and high-throughput,low-latency real-time intrusion detection systems for practical deployment, aiming to
further improve the model’s operational viability and operational value.
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