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ABSTRACT: With the rapid expansion of networked systems, Distributed Denial-of-Service (DDoS) attacks have
become a major threat to Internet security and service availability. Due to their limited scalability, incapacity to capture
temporal and relational relationships, and decreased detection accuracy under dynamic and high-volume network
traffic, traditional machine learning algorithms frequently fail in large-scale DDoS scenarios. This encourages the
application of deep learning techniques that can simulate intricate relationships. This survey systematically reviews
graph-based deep learning and Transformer models for DDoS detection. We categorize methods for transforming
network traffic into graph representations and analyze key architectures, including GraphSAGE, GCN, GAT, spatio-
temporal Transformers, and hybrid GNN-Transformer models. We summarize the evaluation metrics, datasets, feature
extraction strategies, and performance trends reported across existing studies. Results indicate that these approaches
effectively capture topological and temporal patterns to detect coordinated attacks. Our comparative review shows
that these approaches are capable of capturing both topological and temporal patterns in network traffic, enabling
more accurate identification of coordinated DDoS attacks reported in the literature. Remaining challenges include
explainability, scalability, data imbalance, and limited generalization. The survey’s contributions are a unified taxonomy,
comparative analysis, identification of open challenges, and future research directions toward explainable, lightweight,
and federated frameworks.

KEYWORDS: Distributed Denial-of-Service (DDoS) detection; Graph Neural Networks (GNNs); transformer archi-
tecture; deep learning; network security; graph-based learning

1 Introduction

In recent years, DDoS attacks have become one of the leading threats to the reliability, availability, and
overall security of networked systems [1]. With the rapid expansion of online services, IoT ecosystems, and
cloud infrastructures, the scale and sophistication of these attacks have increased significantly, often resulting
in service outages, reputational damage, and substantial financial losses for organizations worldwide [2].
Conventional detection approaches—including traditional ML and signature-based methods—have long
been used to mitigate DDoS threats [3]. However, these techniques often fail to capture the complex spatial
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and temporal patterns present in modern network traffic, which leads to lower detection accuracy, slower
reaction times, and limited generalization [3].

Recently, graph-based deep learning methods—particularly Graph Neural Networks (GNNs)—have
shown strong potential for modeling the relational and topological characteristics of network traffic [4].
By representing communication flows and entity interactions as graph structures, GNNs can effectively
capture dependencies among nodes such as sessions, hosts, and IPs, enabling the detection of coordinated
attack patterns that many traditional approaches fail to identify [5-7]. In addition, Transformer architectures,
known for their attention mechanisms and ability to model long-range dependencies, have increasingly been
integrated with graph-based models to enhance feature representation and improve detection performance
in large-scale and complex network environments [8].

Despite these advancements, there is still no comprehensive survey that systematically examines graph-
based and Transformer-driven deep learning methods for DDoS detection.

This survey particularly covers graph-based and Transformer-enhanced approaches, including hybrid
GNN-Transformer architectures, in contrast to previous DL-based IDS surveys that mostly concentrate on
conventional neural networks or general deep learning techniques. Additionally, it offers a distinct viewpoint
not discussed in other reviews by providing a thorough comparative analysis, practical implementation
considerations, and identification of open research issues.

Existing reviews mostly focus on traditional ML techniques or broad DL approaches [9-14], leaving
a clear gap regarding the combined strengths, limitations, and design considerations of graph-oriented
detection frameworks.

Motivated by this gap, the present survey aims to offer a structured and in-depth review of GNN-based
and Transformer-enhanced frameworks for DDoS detection. The primary objectives of this study are:

1. To categorize and analyze existing graph-based deep learning models for DDoS detection, including
hybrid GNN-Transformer approaches.

2. To compare their advantages, disadvantages, and practical deployment considerations.

3. Tointroduce a clear and coherent taxonomy that helps researchers understand the current design space,
emerging trends, and methodological directions.

4. To identify open challenges and outline future research opportunities, such as lightweight, explainable,
federated, and scalable graph-based detection frameworks.

By providing a structured and comprehensive overview, this survey seeks to serve as a useful reference
for researchers, security engineers, and practitioners working on developing advanced graph-based and
Transformer-driven DDoS detection systems.

The remainder of this paper is organized as follows. Section 2 reviews the background of GNNG,
Transformer models, and relevant concepts. Section 3 introduces the methodological taxonomy used to
classify existing approaches. Section 4 provides a comparative analysis and discussion across three cate-
gories: Transformer-based models, hybrid GNN-Transformer models, and pure GNN models. Section 5
highlights major challenges and unresolved issues, while Section 6 outlines promising future research
directions. Section 7 presents the evaluation metrics used for DDoS§ attack detection, and Section 8 provides
an overview of the datasets employed in the study. Finally, Section 9 concludes the paper.

2 Literature Review

DDoS attacks pose a considerable threat to the new networked systems’ accessibility, security as well
as reliability. With the proliferation of high-speed networks, cloud computing, and Internet of Things
(IoT) devices, attack frequency and sophistication have broadly increased in the last few years [15]. These
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attacks aim at overwhelming the targeted servers/systems and networks by flooding them with extensive
malicious traffic volumes, thereby rendering legal services inaccessible. New DDoS attacks are sometimes
multi-vector and coordinated, integrating protocol-level exploitation, application-layer disruptions, and
volumetric flooding. This complexity makes diagnosis particularly challenging for conventional observing
systems [16].

Traditional ML techniques have been broadly developed for DDoS threats’ mitigation, applying mecha-
nisms like SVM, Artificial Neural Networks (ANNs), Random Forests (RFs), and K-Nearest Neighbors [17].
These models normally depend on manually engineered features taken from traffic volumes/packet statistics
and flow-level metrics. While these approaches have demonstrated effectiveness in actual observed scenarios,
they sometimes fail to capture the complex spatial and temporal dependencies inherent in network traf-
fic [18]. In addition, models trained on particular sets of data sometimes show weak generalization when
used to novel areas of network/evolving attack models, and real-life diagnosis is frequently hindered by the
need for aggregated traffic data [19].

In the last few years, graph-driven deep learning strategies have emerged as a promising solution to
consider such restrictions. By showing the network entities—like sessions, hosts, IP addresses—as nodes,
and their interactions—like traffic flows/network connections—as edges, GNNs can efficiently capture
relational and topological structures in network traffic [20]. Variants like GraphSAGE, Graph Convolutional
Networks (GCNs), and Graph Attention Networks (GATs) allow for adaptive neighbor weighting, scalable
embedding generation, and localized feature aggregation. These models make the coordinated/stealthy
attacks detectable, which may remain undetected by conventional ML methods [21].

Therefore, Transformer architectures, basically deployed for natural language processing, have illus-
trated exceptional ability in modeling long-range dependencies and sequential models. Transformers
leverage self-attention algorithms and multi-head attention to learn complicated relations among inputs,
making them appropriate to model temporal dependencies in network traffic [22]. While integrated with
GNNs, Transformers can improve node feature representations and diagnosis performance, especially in
large-scale and active network areas [23]. Spatio-temporal Transformers enhance this capacity by jointly
modeling both structural and temporal relations in network traffic [24].

In spite of such advances, a crucial gap exists in the literature: no general study presents that system-
atically reviews graph- and Transformer-based strategies for DDoS diagnosis. Many of the previous studies
concentrate on traditional ML methods/comprehensive DL techniques, with no investigation of unified
benefits, restrictions, and considerations for modeling graph-based approaches. The present study targets to
fill this gap by presenting the structured state-of-the-art techniques’ analysis, highlighting issues, comparing
their performance, and categorizing future study directions in this quickly evolving domain.

3 Methodology

To ensure a comprehensive and systematic review, we collected relevant studies from major databases

» «

including IEEE Xplore, Scopus, Springer, and arXiv using keywords such as “DDoS detection’, “graph neural
networks”, “transformer”, and “hybrid GNN-Transformer”. We focused on peer-reviewed articles published
between 2021 and 2025. Duplicate and irrelevant papers were excluded based on title, abstract, and full-text
screening, resulting in a total of 106 selected studies covering theoretical and applied aspects of graph-based

and Transformer-enhanced DDoS detection.

For clarity, we categorize these works based on the dominant architectural characteristic of each
model. Pure GNN-based models rely solely on graph neural networks for topological feature extraction,
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Transformer-driven models primarily use attention mechanisms to capture temporal or long-range depen-
dencies, and hybrid GNN-Transformer models integrate both to leverage the strengths of each. In cases of
complex or multi-component models, categorization is determined by the primary component contributing
to detection performance. This taxonomy, along with consideration of feature representation and evaluation
strategy, provides a structured framework for understanding current trends, strengths, and challenges in
graph-based DDoS detection research. Although the individual categories are not novel, the proposed
taxonomy integrates model type, feature representation, and evaluation metrics in a unified framework
tailored for DDoS detection, providing practical guidance for both researchers and practitioners. Fig. 1
illustrates our proposed taxonomy, categorizing reviewed DDoS detection approaches.

Figure 1: Graph-based deep learning methods for DDoS attack detection.

Although early deep learning and traditional machine learning techniques have been used for DDoS
detection, this survey does not concentrate on them. In this article, we examine GNN-based, Transformer-
based, and hybrid approaches that provide improved capacity to identify relational, topological, and temporal
patterns in large-scale networks.

Pure GNN-based models leverage the intrinsic relational structure of network traffic to capture
coordinated and distributed attack patterns. By representing network nodes (such as sessions, IP addresses,
hosts) and their interactions as edges, models like GraphSAGE, Graph Convolutional Networks (GCN), and
Graph Attention Networks (GAT) enable efficient feature aggregation across neighborhoods. GCNs perform
localized convolution operations to propagate information, while GATs apply attention mechanisms to weigh
neighboring nodes based on their importance, improving detection accuracy in complex traffic scenarios.
GraphSAGE provides scalable embedding methods suitable for large-scale networks, making it practical
for real-world applications. Some studies have shown that pure GNN models outperform conventional ML
methods in detecting low-volume, stealthy, or coordinated DDoS attacks, primarily due to their ability to
capture topological dependencies [25].

Transformer-based models excel at modeling temporal dependencies and sequential patterns in net-
work traffic. Using self-attention mechanisms, these architectures learn relationships among distant traffic
events, making them particularly suitable for time-series and flow-level analysis. While Transformers can
efficiently model long-range dependencies, they may not fully exploit the structural information inher-
ent in network graphs. Nevertheless, some approaches have successfully applied Transformers to packet
orders or aggregated flow features, achieving improved performance compared to traditional recurrent or
convolutional models [26].

Hybrid GNN-Transformer models combine the strengths of both paradigms, integrating topological
reasoning with temporal and global context modeling. In such approaches, GNNs typically manage the
relational network structure, extracting embeddings that represent node interactions, while Transformers
capture higher-order dependencies and temporal patterns. This fusion enables more comprehensive feature
representations and has been shown to improve detection performance on large-scale, complex network
datasets. For instance, studies have applied GCN-Transformer frameworks for DDoS detection using widely
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available datasets such as NSL-KDD and CICDD0S2019, achieving higher accuracy and robustness compared
to using either technique alone [27-30].

Overall, this taxonomy not only groups the existing techniques but also highlights trade-offs and
considerations for each architecture. Pure GNNs offer strong structural modeling but may struggle with
temporal dynamics; Transformers excel at sequential modeling but may overlook topological dependencies;
hybrid models aim to bridge these gaps. Understanding these distinctions is important for designing effective
DDoS detection systems and guiding future research in graph-driven and Transformer-based network
security solutions. Table 1 provides a comparative overview of hybrid, Transformer-based, and pure GNN-
based models, highlighting their main characteristics, disadvantages, advantages, and typical use cases in

DDoS detection.

Table 1: Comparison of DDoS detection models.

Category

Key Characteristics

Advantages

Disadvantages

Typical Use
Cases/Remarks

Pure GNN-based

Utilize relational
structure of network
traffic; nodes represent
IPs, hosts, or sessions;

-Effectively capture
topological
dependencies
-Detect stealthy,
low-volume, or

-Limited temporal
modeling
-May not capture

Real-time detection in
medium to large-scale
networks; effective for

Models intefjft?(s)rl;:p]r;::rit les: coordinated attacks long-range sequential multi-vector DDoS
GCN ) GAT ples: -Scalable embedding dependencies attacks
’ ’ generation
GraphSAGE (GraphSAGE)
lji(lcti(()irelr:::sp;)rﬁl -Captures long-range -Ignores or
s Il)lential atterns dependencies in underutilizes Time-series or
Transformer-based usi?l sel f—aIt)tention time-series data graph/structural flow-level analysis;
Models . glie 3 to packet ’ -Improved performance information ideal for sequential or
pfe enc ei or over traditional -Computationally streaming traffic
. (r]e ated flow RNN/CNN for expensive for patterns
CL sequential traffic large-scale traffic
features.
Combine GNN (for . Large-scale and
-Integrates topological
raph structure) and complex networks;
grap and temporal p
. Transformer (for . . . scenarios requiring
Hybrid temporal/lobal information -Complex architecture both spatial (graph)
GNN-Transformer atternE)' extfact node -Improved detection -Higher computational ancll)tem fralp
Models P 1 performance and training costs P
embeddings and “Robust on complex modeling;
capture higher-order large-scale datasets, state-of-the-art
dependencies. & detection

4 Comparative Analysis and Discussion

4.1 Pure GNN-Based Models

GNN-driven strategies for intrusion detection, with a focus on DDoS§, have emerged as a prominent
research direction because they naturally model the relational structure of network traffic. Instead of
treating streams or packets as independent vectors, GNN techniques represent streams, sessions, hosts,
and IPs as nodes and their interactions as edges, enabling the model to learn topological correlations,
coordinated behaviors, and propagation patterns. Studies in this subgroup explore graph constructions
(host/flow/forwarding graphs), GNN variants (GraphSAGE, GCN, custom relational GNNs, GAT, ST-GCN)),
and application domains (botnet detection, SDN, IoT, smart grid). Common objectives include improving
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detection accuracy for stealthy or multi-vector DDoS attacks, locating attack paths or compromised entities,
and enhancing GNN robustness in lossy or noisy network environments. Precise summaries of the 26
selected papers are provided below, followed by a comparative Table 2.

Table 2: Comparative analysis of pure GNN-based models for cybersecurity and network analysis.

No. Author/Year

Attack Type/Problem

Method/Model Used

Advantages

Disadvantages

DDoS detection

GLD-Net: flow +

First explicit fusion
of topology & flow;

Requires careful
graph/time
modelling;

generalization not

Guo et al. (binary & 3-class; . . fully validated dataset
! (2022) [31] source distribution topology fusion — high accuracy; split/cross-validation
i . GAT — LSTM — FC infers attack source Pl
inference) o details not clearly
distribution. .
reported, high
reported accuracy
may not generalize
Graph construction
. L BS-GAT: Dataset-aware complexity; dataset
Intrusion detection in . st .
Wang et al. . behavior-similarity graph construction; dependence,
2 Edge/IoT; multi-class . . .
(2025) [32] graph construction + strong multi-class evaluation
problems . . . .
weighted GAT metrics setup/train-test split
not fully detailed
Complexity in
Two-level hierarchical Removes the need mapping traffic <>
Barsellotti et al. DDoS/traffic & graph (traffic + flow) for stateful features; flow; engineering
3 . . .
(2023) [33] flow-level detection processed by exploits multi-level overhead dataset
hierarchical GNN structure split/validation
details limited
BotMHG:
flow—graph, Focus on bot Preprocessing and
4 Mohan & Kumar Botnet alternating GNN & behaviour; robust imbalance handling
(2025) [34] detection/mitigation GAT layers; statistical validation required; hybrid
preprocessing for (multiple tests) complexity
imbalance
Vision Transformer + End-to-end Very complex
Intrusion detection & GraphSAGE in (detection + Y P
El Gadal and e . N multi-component
. . mitigation in SD-IoT Federated Learning; mitigation + . .
Ganti (2025) [35] . . e . . system; integration
(privacy & reporting) MA-DQL mitigation; reporting); privacy
. . overhead
Flan-T5 reporting via FL
Multi-class NIDS Edge-aware GNN Explicit modelling ~ Reliance on port/flow
6 Le & Park (importance of edge encoding ports & flow of edge features; features
(2024) [36] P 8 8 p strong multi-class (NAT/encapsulation
features) attributes .
performance issues)
NIDS for [oT; GNN-IDS: attack Practical Dataset scope limited;
Saxena et al. . o graph + GNN core for attack-graph .
7 o real-time monitoring . . . . . explainability needs
(2025) [37] dynamic/static integration; claimed .
+ attack graph C more evidence
features explainability
DN-specifi
SDN saturation (flow TITAN: bi-directional SDN S.p ecihe SDN-centric; needs
Ran et al. . forwarding path . )
8 (2024) [3¢] table overflow) forwarding graph — rabh: aceurate routing/forwarding
o detection GCN graph; ac path info
detection

(Continued)
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Table 2 (continued)
No.  Author/Year Attack Type/Problem  Method/Model Used Advantages Disadvantages
Hekmati & . GCN with mult‘lple Robust to
. . DDoS in IoT; graph topologies . IoT focus; dataset
9 Krishnamachari - . . connection loss; e
resilience to lossy links (correlation-based details limited
(2024) [39] . topology study
hybrid)
CHC-DDoS: Handles
. DDosS flow detection Host-Connection . Model complexity:
Saidane et al. . heterogeneity and
10 , with heterogeneous Graph + . heavy per-edge
(2025) [40] multiple edge/node .
elements heterogeneous GCN tvpes processing
(per edge type) P
. Comparative
Hekmati and DDoS in IoT: . GCN with analysis of graph Performance varies
. . ) distance-based and °
11 Krishnamachari comparative graph . construction: by topology; some
) . correlation-based e j
(2024) [41] constructions raphs resilient scenarios are weaker
grap performance
DDoS detection + GLASS: supervised End-to-end for Smart-grid specific;
) Nagaraj et al. compromised entity GCN for detection + critical infra; generalizability to
(2021) [42] identification in Smart  spectral clustering for detection + ID other domains
Grid (SDN-SGC) identification pipeline unclear
. Online detection +
Low-rate DDoS Hy_brld GEN i G_RU mitigation via SDN controller
Wang & Wang . with double sliding
13 . (LDDoS) detection & . . OpenFlow; dependency;
(2025) [43] . window; time-freq & L .
localization in SDN localization of portability concerns
QoS features L. .
victim switch/port

Extremely high

metrics—risk of

14 Saunders et al. DDoS detection 3-layer GCN (128 Very high reported
(2024) [44] (telecom focus) neurons per layer) erformance overfitting or
per lay p 8
data-split issues
Manjula et al. Blackhole routing GCN on RPL routing Tallor.ed FO RPL; Narrow domain; IoT
15 R . effective in LLN .
(2023) [45] attacks in RPL IoT topology contexts resource constraints
GoGDDoS: relg)ll(‘)evin(t};ti((;)n Complex graph
16 Lietal. (2023) [46] Mult}—vect(?r DD.OS Graph-of-Graph capturing merging; higher
multi-classification (packets<>flows) + )
two-level GNN packet<—flow computation
relations
RE-GCN: Uses undersamplin
Malicious host relational-edge GCN Directly models under plng
Xu et al. . . . (may discard
17 s detection (imbalance that directly edge features; .
(2024) [47] . negatives); netflow
& edge features) aggregates addresses imbalance specificit
edge/netflow features p Y
Path tracing + .
DDoS on SDN ST-GCN on targeted mitigation; . Requires ¥NT
Cao et al. instrumentation and
18 i data-plane; path INT-sampled SDN low
(2021) [48] : o . SDN
tracing & mitigation  state (spatio-temporal) CPU/southbound s
load programmability

(Continued)
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Table 2 (continued)

No.  Author/Year Attack Type/Problem  Method/Model Used Advantages Disadvantages
AT-GCN: attack Focus on
DDoS path traceability traceability KB + traceability & Memory tradeofts;
19 Lietal. (2023) [49] & algorithm intra-domain attack ty. intra-domain focus
. recommending .
recommendation graph + limits scope

Tracing-Sample

trace algorithms

Telecom/critical- Replicability &
20 Saunders St al. ]?J?OS .detectlon for GCN-empowered IDS infra focus; strong dataset/split details
(2024) [50] critical infrastructure reported . )
need clarification
performance
Computationally
Ensemble GNNs with ~ Robustness, reduced  expensive; limited to
Venturi et al. . bagging & boosting overfitting, strong CICIDS2017/2018
2 (2024) [52] DDo$ Detection across different flow multi-level flow datasets, train/test
granularities modeling split not clearly
reported
Federated learning
GraphFedAl overhead; lacks
session-based graphs  Privacy-preservin, real-world
Abu Bakar et al. DDoS Detection in grap v°P 18 deployment
22 (2024) [53] IoT using FL + Pearson selection + scalable, dynamic alidation dataset
o using federated GNN IoT support v split or
training P 1
cross-validation not
detailed
' DDoS Detection Graph Isomorphism Studles.real-world Simulated flows may
Anjum et al. . Network (GIN) on case of incomplete  not reflect real packet
23 - under partial flow . . ..
(2025) [54] visibilit progressively reduced traffic; useful behavior; limited
Y graphs robustness insights generalizability
. AGAT-FL: trust-aware Strong poisoning High complexity;
Holmkvist Lo . . . . .
24 Bergquist Poisoning attacks in GAT aggregation + resistance, use of trust scoring difficult
(2023) [55] FL-based IoT IDS CNN-GRU + explainable Al in highly dynamic
o Mahalanobis filtering (SHAP, LIME) IoT environments

Guo et al. [31] proposed GLD-Net that fuses topological and flow features through making building
graph representations from time-series flow data, applying GAT to mine non-Euclidean correlations, and
an LSTM after GAT for neighborhood temporal modelling. Reported high accuracy on NSL-KDD2009
and CIC-IDS2017 (0.993 binary, 0.942 three-class). Advantages: firstly, to clearly fuse topology + flow;
robust accuracy and attack-source share inference. Disadvantages: needs careful graph building and order
modelling; dataset/generalization questions.

Wang et al. [32] presented BS-GAT, a treat-similarity driven graph construction in addition to a
weighted GAT which incorporates edge behavioral relation weights for mitigating overfitting and better
mine structural info for Edge/IoT intrusion detection. Reported >99% metrics in binary tasks and >93%
multi-class accuracy. Advantages: tailored graph construction to realistic sets of data; robust multi-class
performance. Disadvantages: complexity of graph construction; the assessment scope might be restricted to
the actual Edge sets of data.

Barsellotti et al. [33] deployed a two-class hierarchical graph representation (traffic-level + flow-level)
and a GNN capable of processing the two levels, targeting at exploiting structural info with no stateful
features. Tests on CIC-IDS2017 demonstrate comparable state-of-the-art performance just by applying
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the traffic structure. Advantages: hierarchical graph opinion decreases dependence on stateful features.
Disadvantages: might need careful mapping among traffic/flow levels for various networks.

Mohan & Kumar [34] proposed BotMHG, a hybrid graph model for botnet detection made from
network flow graphs, applying alternating GNN and GAT layers to take topological and temporal relations;
training contains preprocessing to control imbalance. Validated on CTU-13 and BoT-IoT with low FPR and
high accuracy; statistical tests validate importance. Advantages: concentrated on botnet manner and robust
assessment. Disadvantages: hybrid complexity and preprocessing needs.

El Gadal and Ganti [35] provided the Federated SD-IoT architecture integrating Vision Transformer
(ViT) and GraphSAGE for local/global relation processing, in addition to federated learning and a MA-
DQL mitigation agent; contains automatic attack reporting (Flan-T5). Obtained ~98.06% detection with
adaptive mitigation. Advantages: end-to-end system (reporting + detection + mitigation), privacy through
FL. Disadvantages: high system complexity; several elements enhance the combination attempt.

Le & Park [36] emphasized the edge features” significance (flow features) for multi-class NIDS and
proposed the GNN variant, which clearly encodes edge features (packet counts, ports, duration); therefore,
the graph better resembles actual networks. Reported large gains (like 98.32% on CIC-IDS2017). Advantages:
considers the oft-overlooked point (edge attributes). Disadvantages: dependence on port/stream attributes
might be brittle over areas with NAT/encapsulation.

Saxena et al. [37] proposed GNN-IDS, combining real-time observing with an attack graph to take the
static and active attributes; the GNN core assesses neighborhood impact on strong detection. Confirmed
on CIC-10T-2023 with robust performance and claimed explainability. Advantages: practical framework
with attack-graph augmentation; strength. Disadvantages: assessment restricted to actual IoT datasets;
explainability details need elaboration.

Ran et al. [38] proposed TITAN, a bidirectional forwarding-graph construction tailored for SDN
saturation attacks; builds bi-directional forwarding graphs (nodes = flows) and uses GCN to diagnose
saturation attack flows. Obtained >97% accuracy in SDN adjustments. Advantages: SDN-specific graph
which takes forwarding ways; great accuracy. Restrictions: SDN-centric; graph creation relies on routing
way data.

Hekmati & Krishnamachari [39] used GCN for DDoS detection in IoT, assessing hybrid graph topolo-
gies; defined correlation-driven hybrid graphs and illustrated high F1 (~91%) with resilience to connection
loss (<2% drop under 50% loss). Advantages: strength to lossy areas; topology research. Disadvantages:
IoT-specific; might not generalize to non-IoT networks.

Saidaneetal. [40] provided CHC-DDoS, applying Host-Connection Graphs (HCGs) and heterogeneous
message-passing GNNs (per-edge-type GCN + node-type updates) for flow/node labeling. Concentration on
heterogeneity and flow-level predictions. Advantages: controls the heterogeneous components of the graph
and edge kinds. Disadvantages: complexity of the model and likely heavy per-edge processing.

Hekmati etal. [41] proposed resilient GCN strategies for IoT with distance-and correlation-driven graph
constructions, analyzing performance under differing connection loss; reported up to 85% F1 in aggressive
scenarios and restricted performance degradation. Advantages: comparative graph construction research;
resilient performance. Disadvantages: The dataset/experimental scope might be restricted.

Nagaraj et al. [42] defined GLASS for SDN-Smart-Grid communications: a 2-step architecture
applying supervised GCN for detection and unsupervised grouping for compromised entity recognition;
assessed on IEEE 118-bus testbed illustrating via preservation for compromised entities. Advantages: end-
to-end detection + recognition in crucial infrastructure. Disadvantages: applicability above smart grid
demands’ confirmation.
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Wang & Wang [43] considered detection of LDDoS in SDN by applying the hybrid GCN-GRU model
with double sliding windows; extracts time-frequency and QoS features to recognize victim switches/ports
and perform mitigation through OpenFlow. Shown online detection and mitigation. Advantages: inte-
grates spatial (GCN) and temporal (GRU) modeling; actionable mitigation. Disadvantages: SDN controller
development specifics might restrict portability.

Saunders et al. [44] proposed the 3-layer GCN DDoS detector and reported very high metrics on CIC-
IDS2017 (~99.95% across metrics). Focuses GCN'’s capability for taking topological + statistical information
among networks of attack and victim. Advantages: robust empirical outcomes. Disadvantages: Broadly high
reported metrics warrant careful cross-validation and scrutiny for overfitting.

Manjula et al. [45] used GCN to diagnose blackhole routing attacks in RPL-driven IoT networks, design-
ing methods for nodes in limited IoT topologies and reporting efficient detection. Advantages: considers
routing-specific threats in LLN/RPL. Restrictions: narrow scope (RPL networks) and resource limitations.

Li et al. [46] proposed GoGDDOoS, a 2-level Graph-of-Graph (GoG) traffic representation that appears
graphs of packet and flow relation, after that uses a 2-level GNN for multi-class DDoS classification; reported
better performance than baselines. Advantages: new GoG representation to take packet<flow relations.
Disadvantages: complexity in graph merging and higher computational cost.

Xu et al. [47] provided RE-GCN, a Relational-Edge GCN which aggregates and learns directly from
edge (netflow) attributes for malicious-host detection; applies time slicing and undersampling for imbalance.
Performed better than usual GNN baselines on the NetFlow sets of data. Advantages: directly designs
attributes of the edge; considers imbalance. Disadvantages: undersampling might discard useful negatives;
netflow specifics might restrict generality.

Cao et al. [48] proposed the ST-GCN over programmable SDN data plane applying In-band Network
Telemetry (INT) sampling; diagnoses DDoS ways and makes the aimed mitigation able (developed whitelist
+ accurate dropping), developing detection accuracy by ~10% over classic techniques. Advantages: spatial-
temporal designing with way tracing and mitigation. Disadvantages: depends on SDN programmability as
well as INT instrumentation.

Li et al. [49] enhanced AT-GCN, an attack traceability system integrating the attack traceability
knowledge base with GCN; models intra-domain attack graphs and a Tracing-Sample subgraph sampling
mechanism for remaking ways of DDoS and recommend trace mechanisms, developing recall and decreasing
FPR. Advantages: concentrates on traceability and practical recovery. Disadvantages: memory use tradeofts
and intra-domain concentration.

Saunders et al. [50] proposed the GCN-empowered DDoS IDS for telecommunications infrastructure,
demonstrating high detection/classification confidence for hybrid DoS variants. Advantages: aimed at
crucial infrastructure; high reported performance. Disadvantage: replication details and dataset splits require
careful reporting.

Galli et al. [51] investigate adversarial vulnerabilities in GNN-based intrusion detection systems. They
introduce the first formal framework for GNN-targeted adversarial attacks, modeling real-world constraints,
and experimentally demonstrate that although GNNs resist feature-based attacks, they remain vulnerable
to structural perturbations. The main advantage is its novelty and rigorous analysis of attack feasibility.
The drawback, however, is the absence of defensive strategies, meaning the work highlights vulnerabilities
without proposing robust countermeasures.

Venturi et al. [52] propose a DDoS detection method using GNN ensemble learning, combining
multiple GNN models with bagging and boosting to capture relationships between traffic flows at dif-
ferent granularities. Their system achieves high accuracy and reduced overfitting through regularization
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techniques. Strengths include improved Fl-score, robustness, and the ability to model multi-level flow
relationships. Disadvantages include significant computational overhead from maintaining multiple GNNs
and limited evaluation across diverse datasets beyond CICIDS2017/2018.

Abu Bakar et al. [53] introduce GraphFedAl, a federated-learning-based GNN framework for privacy-
preserving DDoS detection in IoT networks. The method uses adaptive session-based graph modeling,
Pearson correlation feature selection, and interpolation-aware GNN training across distributed devices.
The major strengths are strong privacy protection, scalability, and good performance on dynamic IoT
traffic. Weaknesses include communication overhead typical of federated learning and a lack of real-world
deployment validation.

Anjum et al. [54] study how reducing network flow graph complexity affects GNN performance in
detecting DDoS attacks. Using simulated flow graphs from CICIDS2017, they test the robustness of a Graph
Isomorphism Network (GIN) under reduced node counts. The strength is its focused examination of GNN
behavior under incomplete or partial traffic visibility—an important real-world scenario. The weakness is
that flow simulation may not fully represent real packet-level traffic, limiting the applicability of the findings.

Holmkvist Bergqvist [55] propose AGAT-FL, a federated learning framework enhanced with graph
attention mechanisms for secure intrusion detection in IoT devices. The method uses trust-aware aggre-
gation, CNN-GRU for featurization, and Mahalanobis filtering to suppress malicious client updates.
Advantages include strong resistance to poisoning attacks, high accuracy across datasets, and the use of
explainable AI (SHAP, LIME). Disadvantages include higher model complexity and reliance on accurate trust
scoring, which may be difficult in highly dynamic IoT environments.

A systematic quantitative evaluation of GNN-based network intrusion and DDoS detection techniques
in terms of model complexity and classification performance is shown in Table 3.

Table 3: Structured comparison of GNN-based network intrusion and DDoS detection approaches.

No.  Author (Year) Accuracy Precision Recall F1-Score Model Complexity
Heavy (GAT +
Guo et al. 99.3% (binary); 99.5% (binary); 98.9% (binary);  99.2% (binary); LSTM +
(2022) [31] 95.8% (3-class) 95.2% (3-class) 95.9% (3-class)  95.5% (3-class) topology-flow
fusion)
V) 1 . 0, 1 . M -
Wang et al. >99% (binary); >99% (binary); >99% (bll)nary), >99% (btnary), Medium Heavy
2 (2025) [32] >93% (multi-class)  NR (multi-class) >91% >92% (graph construction
- (multi-class) (multi-class) + weighted GAT)
Barsellotti et al. Heavy (hierarchical
(V) 0,
(2023) [33] 99.14% NR NR 9913% multi-level GNN)
Heavy (hybrid
Mo(};g;;‘ ?T]nar 99.44% 99.53% 99.36% 99.43% GNN/GAT +
7 preprocessing)
Very Heavy (ViT +
5 El( 2((;;2;11[?2?1. ~98.06% NR NR NR GraphSAGE + FL +
- RL + LLM)
Le & Park 98.32% (CIC); o o o Medium
6 (2024) [36] 96.71% (UNSW) 97.2% 96.6% 96.8% (edge-aware GNN)
Saxena et al Medium-Heavy
7 . 92.81% 96.34% 68.36% 79.93% (attack graph +
(2025) [37] GNN)

(Continued)
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Table 3 (continued)

No.  Author (Year) Accuracy Precision Recall F1-Score Model Complexity
Ran et al. o o o o Medium (GCN on
8 (2024) [35] 99.42% 99.77% 98.88% 99.32% forwarding graph)
Hekmati & Medium
9  Krishnamachari NR NR NR up to 91% (multi-topology
(2024) [39] GCN)
. Heavy
10 S(azlg;?; [eio"}l' 99.46% 99.40% 99.44% 99.41% (heterogeneous
GCN per edge type)
. Medium
11 Hle(()rgz;l[itl T L NR NR NR up to 85% (topology-aware
GCN)
Nagaraj et al. Medium-Heavy
12 (2021) [42] 100% 100% 100% 100% (GCN + spectral
- clustering)
Heavy (GCN +
13 V\fér(‘)%f)‘ m?g 97.25% 97.30% 97.27% 97.25% GRU + sliding
; windows)
Saunders et al. N N N o N o N 0 Medium (3-layer
14 (2024) [44] ~99.95% ~99.95% ~99.95% ~99.95% GCN)
. Light-Medium
15 I\/([';‘gjz‘;l)a[ifg‘j‘l‘ 98% 100% 96.59% 98.27% (GCN on RPL
i topology)
Lietal Heavy
16 (2023) [46] 99.33% 99.76% 99.11% 98.93% (Graph-of-Graph +
two-level GNN)
Xu et al. Medlum
17 (2024) [47] 98.11% 99.63% 98.07% 98.85% (relational-edge
GCN)
Heavy
18 (gg 201)e t[zg] NR NR NR NR (spatio-temporal
GCN + INT)
Lietal Medium-Heavy
0,
¥ (2023) [49] NR NR 9% NR (attack KB + GCN)
Saunders et al. o o o o Medium
20 (2024) [50] 99.20% 98.39% 98.57% 98.47% (GCN-based IDS)
Galli et al. o o o N/A (adversarial
21 (2025) [51] NR 99.3% 98% 98.6% analysis study)
Venturi et al. o o Heavy (ensemble
22 (2024) [52] ~99.67% NR NR ~99.29% GNNs)
Abu Bakar et al. Heavy (federated
0, 0,
23 (2024) [53] 99.67% NR NR 99.29% GNN)

(Continued)
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Table 3 (continued)

No.  Author (Year) Accuracy Precision Recall F1-Score Model Complexity
Anium et al Medium (GIN
24 jumeta 97.2% NR NR 96.9% under partial
(2025) [54] Ca
visibility)
Holmkvist Very Heavy (FL +
25 Bergqvist ~94% ~94% ~94% ~94% GAT + CNN-GRU
(2025) [55] + XAI)

The amount of trainable parameters, approximate FLOPs, and memory footprint during inference are
used to qualitatively classify model complexity as light, medium, or heavy. Medium models have 1-10M
parameters, heavy models have >10M parameters, and light models have <IM parameters.

Overall, the majority of experiments show very high accuracy values (over 97%), especially in binary or
carefully chosen multi-class scenarios, demonstrating graph-based learning’s great representational capacity
for network traffic modeling. The significance of capturing both spatial and temporal dependencies in
intrusion detection tasks is confirmed by hybrid architectures that combine GNNs with temporal models
like LSTM, GRU, or Transformers (e.g., Guo et al. [31], Mohan & Kumar [34], Wang & Wang [43]). These
architectures consistently achieve higher and more balanced Precision-Recall-F1 scores.

The presence of NR (Not Reported) items in Table 3 indicates that, despite the encouraging results, a
considerable proportion of studies do not report all conventional evaluation measures. A single metric or
simply accuracy is given in a number of instances (e.g., [33,39,41,48]), which restricts fair comparison and
hides possible trade-offs between false positives and false negatives. This lack of consistent reporting high-
lights a significant methodological flaw in the existing literature and underscores the need for standardized
evaluation procedures in GNN-based IDS research.

The results show a definite trade-off between computational expense and performance from the
standpoint of model complexity. Heavy or extremely heavy architectures, including hierarchical GNNs,
Graph-of-Graph representations, federated learning frameworks, or multi-module pipelines incorporating
explainable AI, reinforcement learning, or attention, are frequently used in high-performing techniques.
Even though these methods obtain almost flawless detection rates, it is still difficult to use them in situations
with limited resources, such as edge networks or the Internet of Things. On the other hand, medium-
complexity models based on edge-aware GNN or lightweight GCN designs (e.g., [36,44,45]) show enhanced
practicality and competitive performance.

4.2 Transformer-Driven Models

Transformer-driven frameworks have recently attracted considerable attention in network security,
particularly for diagnosing DDoS attacks and intrusions in IoT, SDN, and 5G environments. Leveraging
the self-attention mechanism, these models efficiently capture long-range dependencies and complex traffic
patterns that conventional CNN/RNN models might miss. Many studies adopt hybrid frameworks integrat-
ing Transformers with GRU, CNN, and LSTM to improve classification accuracy, reduce false positives, and
handle imbalanced or high-dimensional traffic data. In addition, several approaches optimize for deployment
in resource-constrained environments such as IoT and edge computing, enabling practical IDS solutions.
Summaries of the 21 selected studies are provided below, followed by a comparative Table 4.
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Table 4: Comparative analysis of transformer-based models for cybersecurity and network analysis.

No. Author/Year Attack Method/Model Used Advantages Disadvantages
Type/Problem
Complex architecture;
Hybrid high computation,
I Sanjalawe _et al. DDoS in SDN CNN-Transformer Scalable; efficient for datase.:t spht/vahc.iatmn
(2025) [56] SDN details not specified,
(DDosTC) .
high reported accuracy
may not generalize
Requires computational
5 Wang and Li DDoS in ToT Transformer-based Handles dynamic resources dataset
(2021) [57 IDS, self-attention IoT traffic patterns split/cross-validation not
detailed
High computational cost
3 Dey et al. Multi-class DeepTransIDS Hi?jé;j I:;)aI;IP dataset
(2025) [58] intrusion in 5G (Transformer) . h split/cross-validation not
imbalance .
detailed
Harshdeep Transformer Hieh-precision. low
4 etal. DDoS attack modeling temporal & gp ’ Focused only on DDoS
~ . false-alarm
(2025) [59] behavioral patterns
Heavy model; edge
5 Lietal IoT CNN-Transformer Detects sophisticated deployment limited
(2025) [60] cyberattacks hybrid attacks dataset split/validation
not clearly detailed
. . . Requires pretraining &
Al-Haboosi Zero-day Self-supervised Generalizes to . .
. fine-tuning dataset split
6 etal. attacks, IDS contrastive unseen traffic; or evaluation procedure
(2024) [61] generalization Transformer limited labeled data P
not fully reported
May need adaptation for
7 Koukoulis et al. DDosS attack Pure Transforme.r + Early—war‘mng . real-time flata.set
(2025) [62] RF feature selection potential split/cross-validation not
specified
Focused on DDoS only,
Wathan et al. TDAT two-stage IDS ~ Real-time detection; high accuracy reported
8 (2025) [63] Complex DDoS Transformer efficient without dataset split
details
Federated setup adds
9 Huang et al. DDoS in ToT Transformer + Lightweight; complexity, dataset
(2025) [64] Federated Learning privacy-preserving split/validation not fully
reported
Computational
E-D 152 lexity reli
Aleyead and SE-DResNet 5 + High accuracy, complexity relies on
. Dual Attention . . hyperparameter tuning.
10 Al-Ahmadi DDos attacks robust multi-metric
(2024) [65] DCGRU, fine-tuned erformance dataset
. with MFH b split/cross-validation not
specified
QR preprocessing
Sangore.: and DDoS Iransformer on Efficient DDoS overhead dataset
11 Patil . QR-coded network . . 1. .
detection detection split/validation details

(2025) [66]

data

not reported

(Continued)
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Table 4 (continued)

Attack

No. Author/Year Type/Problem Method/Model Used Advantages Disadvantages
Al Faiyaz Provi . . Transformer-based Edge-friendly; Reso.urce-llmlted.IoT
12 etal IoT intrusion IDS for edee adaptable devices challenging
(2025) [67] 8 P dataset split not specified
Botnet GAN training
B Bhatt and Indra minoritv class Transformer-based Handles imbalance; complexity, dataset
(2024) [68] . 4 GANs robust split/validation not
in IDS .
detailed
. CNN + Transformer . Ff)cused on DDoS only,
Jamshaid and Efficient feature high reported accuracy
14 . DDoS attack (CNN-Trans + . . .
Ali (2025) [69] learning without dataset split
CBAM) .
details
Wang and DDoS in Attention Hybrid
15 Miao IoT/SDN Conv-LSTM + multi-technique High model complexity
(2023) [70] Blockchain model
6 Pawar et al. App-layer & Attention Comprehensive Computationally
(2024) [71] SDN DDoS BiLSTM-CNN evaluation demanding
Priyadarshini ResNeSt + GRU + Early-stage threat Parameter tuning may be
17 etal. loT DDoS$ Jaya algorithm detection; efficient required
(2023) [72] ya aig ; 4
. Attention- .
18 Alshdadietal. — IoT botnet LSTM/CNN + Fast, precise, Limited to botnet DDoS
(2024) [73 DDoS edge-compatible
Autoencoder
Al-Jarah and DDoS in data Attention BiGRU + . Focused on data center
19 Al-Shurman centers Rénvi cross-entro Efficient & accurate DDoS
(2024) [74] 4 Py
. DST_I.DS: Dynamic Extremely high
In-vehicle Spatial-Temporal ; . .
accuracy, Effectively High computational
network Graph-Transformer .
. . . captures complexity, Transformer
Liu et al. intrusion Network (graph .
20 o . . temporal-structural ~ modules may be difficult
(2023) [75] detection spatial-temporal .
. dependencies, Strong  to deploy on low-power
(CAN bus embedding + graph .
performance across automotive ECUs
attacks) transformer + .
. multiple datasets
classifier)
Captures long-range High computational cost
o for large traffic data,
dependencies via .
. Requires large-scale
self-attention,
. . labeled datasets, Focused
Real-time detection on Transformer only:
21 Al-Absi et al. DDoS Transformer-driven possible through lacks relational ( GNI}\II’)
(2025) [76] detection models parallelism, acks reatio

Generalizes to new
attack types, Can
integrate with other
AT techniques

modeling, Limited
discussion of
deployment in
resource-constrained
environments

These hybrid designs are popular for DDoS and IoT intrusion detection because they balance
expressive power and detection accuracy; examples include CNN-Transformer hybrids for SDN and IoT

environments [56].
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Sanjalawe et al. [56] modelled DDosTC, a hybrid CNN-Transformer model for DDoS detection in SDN.
Captures both global and local traffic patterns of traffic. Tested on CICDD0S§2019, obtaining higher AUC and
F1 scores than the present models. Advantages: Scalable and effective for SDN. Restrictions: Complicated
framework, high computational need.

Wang and Li (2021) [57] proposed a Transformer-driven IDS for DDoS in IoT networks applying self-
attention. Extracts attributes from network traffic for appropriate diagnosis. Outperforms traditional ML
models on real-life IoT sets of data. Advantages: handles dynamic IoT traffic patterns. Restrictions: needs
computational sources.

Dey et al. [58] enhanced DeepTransIDS, a Transformer-driven multi-class IDS for 5G networks.
Considers low-latency and high device density issues. Obtains 99.79% accuracy on the 5G-NIDD set of data.
Advantages: controls non-IP traffic and class imbalance. Disadvantages: High computational cost.

Harshdeep et al. [59] applied Transformer to design temporal and behavioral DDoS traffic mod-
els. Takes nonlinear interactions and long-range dependencies. Examined on CICDD0S2019 with 99.9%
accuracy. Advantages: low false-alarm and High-precision diagnosis. Disadvantages: only concentrated on
DDoS attacks.

Li et al. [60] defined a CNN-Transformer hybrid for IoT cyberattack diagnosis. Assessed on the
CICIoT2023 set of data, obtaining 99.49% accuracy. Advantages: diagnosis of significant attacks. Disadvan-
tages: A heavy model may hinder edge deployment.

Al-Haboosi et al. [61] proposed a self-supervised Transformer encoder for generalizable IDS. Devel-
ops contrastive learning and packet-level data augmentation. Develops AUC up to 20% on inter-dataset
assessment. Advantages: Generalizes to unobserved traffic; needs restricted tagged data. Disadvantages:
Pretraining and fine-tuning are needed.

Koukoulis et al. [62] used pure Transformer for DDoS diagnosis, applying CICDD0S2019. Feature
selection through RF develops efficiency. Obtains >99.8% in recall, accuracy, Fl, and precision. Advan-
tages: Early-warning ability for large-scale attacks. Disadvantages: might require adaptation for real-life
development.

Wathan et al. [63] enhanced TDAT, a 2-level IDS Transformer for DDoS detection. Firstly, step rebuilds
benign traffic; secondly step groups attacks. Performs better than baselines on the use of latency and memory.
Advantages: Real-life diagnosis; effective. Disadvantages: only concentrates on DDoS traffic.

Huang et al. [64] proposed transformer with federated learning for IoT DDoS diagnosis. Examined on
datasets of CICDD0S2019, LATAM-DDoS-IoT, and TON-IoT. Obtains up to 99.91% accuracy. Advantage:
privacy-preserving and light. Disadvantages: Federated setup adds complexity.

Aleyead and Al-Ahmadi [65] proposed the hybrid deep learning model integrating SE-DResNet152 for
feature extraction with a dual attention-driven DCGRU for DDoS diagnosis; fine-tuned applying Modified
Fire Hawks (MFH) optimization. Advantage: high accuracy and general performance over hybrid metrics.
Disadvantages: computational complexity and dependence on hyperparameter tuning.

Sangore and Patil [66] proposed transformer-driven intrusion detection applying QR-coded network
data. Assesses hybrid architectures (ResNet, ViT, CNN). ViT obtains 99.58% accuracy. Advantages: Effective
for DDoS diagnosis. Disadvantages: QR preprocessing might add overhead.

Al Faiyaz Provi et al. [67] proposed transformer-driven IDS for the networks of IoT; takes long-range
dependencies. Focused on lightweight edge deployment. Develops accuracy and decreases false alarms.
Advantages: adaptable, Edge-friendly. Restrictions: Resource-restricted devices of IoT are complex yet.
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Bhatt and Indra [68] proposed transformer-driven GANs for generation of synthetic network traffic.
Develops NIDS performance for minority levels of attack. Assessed on CIC-IDS2017. Advantages: Controls
data imbalance, develops strength. Disadvantages: The Complexity of GAN training.

Jamshaid and Ali [69] proposed CNN-Trans model integrating CNN with Transformer for DDoS
diagnosis. CBAM attention extracts deep features. Developed accuracy and classification. Advantages:
Effective learning of the feature. Disadvantages: Concentrated on DDoS, not other attacks.

Wang and Miao [70] proposed Attention-driven Conv-LSTM model for DDoS in IoT/SDN with
blockchain combination. Assessed on the database of InSDN, 98.3% accuracy. Advantages: Multiple model
leverages hybrid methods. Disadvantages: High complexity of the model.

Pawar et al. [71] proposed multiple attention-driven BiLSTM-CNN for app-layer and SDN DDoS
diagnosis. In comparison with hybrid baselines of ML, it obtains 99.74%-99.98% accuracy. Advantages:
general assessment. Disadvantages: Computationally demanding.

Priyadarshini et al. [72] proposed ResNeSt + GRU with Jaya mechanism for IoT DDoS diagnosis. Exam-
ined on ToN-IoT, NSL-KDD, and CIC-IDS17. Obtains 98.45% accuracy. Advantages: Effective early-step
threat diagnosis. Disadvantages: might need tuning of the parameter.

Alshdadi et al. [73] proposed attention-LSTM/CNN for IoT botnet-driven DDoS. Autoencoder
decreases training time as well as feature size. Accuracy obtains 100%. Advantages: accurate and quick;
edge-compatible. Disadvantage: restricted to botnet DDoS.

Al-Jarah and Al-Shurman [74] proposed attention-driven BiGRU with Rényi cross-entropy for DDoS.
Prescreening decreases the cost of computation. High diagnosis accuracy and effectiveness. Advantage:
Precise and effective. Disadvantages: Concentrated on DDoS in the centers of data centers.

Liu et al. [75] propose DST-IDS, a Dynamic Spatial-Temporal Graph-Transformer model for in-vehicle
network intrusion detection. Their method converts CAN message correlations into graph embeddings and
uses a graph transformer to model dynamic spatiotemporal dependencies. Advantages include extremely
high accuracy (up to 0.999999), excellent ability to capture temporal-structural features, and strong per-
formance across two datasets. The main limitation is the complexity and computational cost of transformer
modules, which may restrict deployment in low-power automotive ECUs.

Al-Absi et al. [76] surveyed 45 studies on Transformer-based DDoS detection, highlighting their ability
to capture long-range dependencies in network traffic via self-attention. The approach offers advantages
such as real-time detection, adaptability to new attack types, and integration with other AI methods.
Disadvantages include high computational requirements, dependence on large labeled datasets, and lack
of consideration for relational or topological traffic structures. The survey identifies open challenges for
practical deployment and future research directions.

Nawaz et al. [77] suggested a system based on deep neural networks to detect and stop DDoS attacks.
According to their test findings, the suggested model maintains a low false positive rate while achieving good
detection performance. The results imply that deep learning methods can be successfully used to improve
network security in real-world SDN systems.

Transformer-based intrusion and DDoS detection techniques are summarized in Table 5, which
highlights how well they mimic long-range temporal dependencies.
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Table 5: Structured comparison of transformer-based network intrusion and DDoS detection approaches.

No. Author (Year) Accuracy Precision  Recall F1-Score Model Complexity
Sanjalawe et al. o o o o Heavy (CNN +
1 (2025) [56] 99.70% 99.98%  99.70%  99.84% Transformer)
Wang and Li 0 Medium-Heavy
2 (2021) [57] 99.79% NR NR NR (Transformer IDS)
Dey et al. o Heavy (Deep
3 (2025) [58] 99.79% NR NR NR Transformer, 5G-scale)
Harshdeep et al. o o o o Heavy (Temporal
4 (2025) [59] 99.9% 100% 100% 100% Transformer)
Heavy
5 Li et al. (2025) [60] 99.49% NR NR NR (CNN-Transformer
hybrid)
. Heavy (Self-supervised
6 Al-Haboosi et al. NR NR NR NR Transformer,
(2024) [61] -
pretraining)
Koukoulis et al. Medium (Transformer +
0 0,
7 (2025) [67] 99.82% NR NR 99.82% RF)
Wathan et al. Medium (Two-stage
8 (2025) [63] SOTA (NR) NR NR NR optimized Transformer)
Huang et al. o 0 0 o Medium (Transformer +
9 (2025 [64] 99.91% 99.97%  99.85%  99.91% fL)
Aleyead and
10 Al-Ahmadi 98.83% 9754%  9781%  97.67% Atgi‘:gn(fegléggw
(2024) [65]
Sangore and Patil o Medium (ViT + QR
11 (2025) [66] 99.58% NR NR NR preprocessing)
Al Faiyaz Provi Medium (Edge-oriented
12 et al. (2025) [67] NR NR NR NR Transformer)
Bhatt and Indra o o o Heavy (Transformer +
13 (2024) [63] NR 99% 98% 98% GAN)
. . Medium-Heavy
14 ]anél;;;d) T?S]Ah NR NR NR NR (CNN-Transformer +
’ CBAM)
. Heavy (Attention
15 W?;’gg;d[%]‘ao 98.3% NR NR NR Conv-LSTM +
Blockchain)
Pawar et al. 99.74%- Heavy (Attention
16 (2024) [71] 99.98% NR NR NR BiLSTM-CNN)
Priyadarshini et al. 0 Medium (GRU +
17 (2023) [72] 98.45% NR NR NR Optimization)
Alshdadi et al. 0 Medium (Attention
18 (2024) [73] 100% NR NR NR LSTM/CNN + AE)
Al-Jarah and . .
19 Al-Shurman NR 95.9%  970%  96.3% Med“g;‘G(I‘?g)ennon
(2024) [74]

(Continued)
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Table 5 (continued)

No. Author (Year) Accuracy Precision  Recall F1-Score Model Complexity
Liu et al. o 0 Heavy (Graph +
20 (2023) [75] 99.9999%/99.96% NR NR NR Transformer)
Al-Absi et al. 47.4%- Medium-Heavy (Pure
2 (2025) [76] NR NR NR 100% Transformer)
Nawaz et al Medium-Heavy
. N .
22 (2023) [77] 99.76% NR NR NR (Transformer-based

SDN IDS)

Particularly in DDoS-focused settings, the majority of Transformer-based models show exceptionally
high accuracy, often exceeding 99% (e.g., Harshdeep et al. [59], Huang et al. [64]). However, many research
simply offer Accuracy, leaving out Precision, Recall, and Fl-score, which restricts a fair evaluation in
situations when class imbalance is frequently present in intrusion datasets.

Pure Transformer models and CNN-Transformer hybrids are typically computationally demanding
from a complexity standpoint, which raises questions about edge applicability and real-time deployment.
Though at the expense of increased system complexity, more recent efforts try to address this problem by
using optimization techniques such two-stage detection, feature selection, or federated learning.

Overall, the Table 5 shows that although Transformer-based IDS models provide excellent detec-
tion performance, computing demands and inconsistent evaluation procedures continue to limit their
practical deployment.

4.3 Hybrid GNN-Transformer Models

Hybrid GNN-Transformer models have recently emerged as a robust approach for analyzing com-
plex networked data, combining the structural reasoning capabilities of GNNs with the global attention
and sequence modeling abilities of Transformers. These hybrid frameworks efficiently capture both spa-
tial and temporal dependencies, making them highly suitable for tasks such as network IDS, intrusion
detection, time-series prediction, and IoT security. By leveraging graph-based feature extraction together
with attention-driven sequence modeling, these approaches can improve detection accuracy, reduce false
positives, and handle dynamic or large-scale networks. The following review explores different hybrid
GNN-Transformer models and their applications in IoT, cybersecurity, and other complex domains. Table 6
summarizes the 19 selected studies, highlighting their disadvantages, advantages, methods, and performance.

Table 6: Comparative analysis of hybrid GNN-transformer models for cybersecurity and network analysis.

Attack Method/Model

No. Author/Year Type/Problem Used Advantages Disadvantages
Adaptive adjacency
N GNN + Models local & global ~ Focused on regres-
Wang Multivariate time . . . .
1 > . . Transformer dependencies, robust sion/classification
(2024) [78] series analysis . L
multi-head generalization tasks
attention
ETG: GNN -+ Captures complex .
. . node-edge Requires network
) Zhang & Cao Network intrusion Transformer relationships. handles traffic eranh
(2024) [79] detection (GraphSAGE- ps, 8 .p
long-range construction
Transformer) .
dependencies

(Continued)
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Table 6 (continued)

Attack Method/Model .
No. Author/Year Type/Problem Used Advantages Disadvantages
Hybrid: GNN, Slightly lower
. structural analysis + Reduces false
Arindam Cyber-attack o absolute accuracy,
3 . Transformer positives, detects .
(2025) [80] detection . . computational
temporal encoding multi-stage attacks
cost
+ XGBoost
OGTMAN:
Anoop et al Network intrusion Optimized Graph . Enhanced. Qomplex plpehpe,
4 (2025) [81] in WSN Transformer + privacy/security, high preprocessing
Molecule Attention robust classification effort
+ SMC
_— GNN + . . Needs federated
5 Govea et al. Predictive cyber Transformer Privacy-preserving, setup. sensitive to
(2025) [82] risk (CyberBERT) + interpretable, scalable P> .
. data heterogeneity
Federated Learning
GNN-CST:
Zhang et al. IoT intrusion dual-flow Efficient multn.nodal Slightly complex
6 . CNN-GNN, threat detection, '
(2025) [83] detection . N architecture
adaptive sparse reduced training time
attention
TAE-IDS:
Ghadermazi . . G . S No labeled data Focused on
NIDS intrusion Unsupervised .
7 etal. . needed, real-time network
y detection packet-based GNN . .
(2025) [84] detection anomalies only
+ Transformer
Govindarajan . ) GNN embeddings + Low FPR, .
Cloud intrusion Transformer . Specific to cloud
8 & Muzamal . interpretable,
. detection autoencoder + . network flows
(2025) [85] . . real-time capable
contrastive learning
Hayder et al. . GCN + Transformer Captures spatial & Moderate
9 DDoS detection . temporal features, fast  accuracy on some
(2025) [86] hybrid .
first-packet detection datasets
Lakshmanan Smart grid GNN-Transformer Captures topology & Limited to the
10 etal. intrusion detection encoder temporal smart grid context
(2024) [87] dependencies &
Integrated GNN-PC
Gud.uru and Networked control * "'Fr;%nsformer Improves efliciency Co'mp lex
11 Priyanka svstems predictive observer and reliabilit multi-module
(2025) [88] Y + VAE-CEC + Y system
MetaLearning
GCN(—}ZC-II\JIoimer: Cross-domain, robust Requires eraph
Zhang et al. IoV intrusion models of quires grap
12 . Transformer, . construction from
(2025) [89] detection . spatial-temporal
dynamic graph + traffic
1 > features
sliding window
VAE/ViT/GNN- _ Effective GNN is less
Wasswa et al. IoT botnet dimensionality .
13 . based . . effective for
(2025) [90] detection . reduction, high .
classifiers . multiclass tasks
binary performance

(Continued)



Comput Mater Contin. 2026;88(1):1

21

Table 6 (continued)

Attack Method/Model .
No. Author/Year Type/Problem Used Advantages Disadvantages
Mortatha OptiGuard-GNN: . Complex
. . GNN ensemble + High accuracy, low ensemble and
14 Alkorani et al. DDoS detection . .
(2025) [91] PSO feature false positives, robust optimization
selection pipeline
HADGA: Handles dynamic
15 Sun et al. Botnet detection in hierarchical topologies, Focused on IoT
(2025) [92] IoT attention + dynamic spatiotemporal botnet attacks
GNN attention
Bagha et al. Network intrusion AEN + GNN + Highlights 1nﬂu.ent1al Moderate
16 N . nodes, effective
(2025) [93] detection GAT . . . accuracy
intrusion detection
FedGAT: Relies on a
17 Wu et al. Cross-level attention-based Preserves privacy, federated
(2024) [94] network attacks GNN under collaborative training .
. environment
federated learning
GATransformer: . .
. Integrates spatial & Computational
Zhu et al. . graph attention + .
18 - APT detection . temporal features, complexity,
(2025) [95] self-attention, . . .
high detection dataset-specific
dual-modal
Captures both spatial Synchronization
FedSTGCN: and temporal patterns overhead across
. . Federated in traffic, Strong devices, Potential
Intrusion detection . .
19 Wang et al. in IoT edee Spatiotemporal privacy guarantees performance
2023 [96] 8 Graph via federated degradation in
networks . . . .
Convolutional learning, Suitable for highly
Network distributed IoT heterogeneous
systems networks
Effective modeling of Focus.ed on
spatial features sequential traffic
Hybrid CNN-GRU p patterns; lacks
. . (CNN) and temporal .
Qaddos Intrusion detection model for . explicit
20 - . . dependencies (GRU);
etal. [97] in IoT networks spatiotemporal . . graph-based
. high detection .
traffic analysis . relational
performance in IoT .
. modeling and
scenarios

scalability analysis

Wang [78] enhanced a technique of time series mining integrating GNN and Transformer for active
multivariate data. Adaptive adjacency matrices take local dependencies, multi-head attention models global
models. Examined on power load prediction and human function sets of data. Demonstrates generalization
and greater performance.

Zhang and Cao [79] proposed ETG (E-T-GraphSAGE) NIDS integrating Transformer as well as GNN.
GNN takes complicated relations of the network; Transformer models long-range dependencies. Assessed
on datasets of IoT networks. Performs better than conventional IDS techniques in the accuracy of diagnosis.
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Arindam [80] hybrid architecture applying XGBoost for classification, Transformer for temporal
sequences, and GNN for structural analysis. Describes uncertainty-driven intrusion detection, graph atten-
tion, and temporal encoding. Examined on the dataset of CIC-IDS2023. Decreases false positives and
efficiently diagnoses multi-step attacks.

Anoop et al. [81] proposed OGTMAN, integrating optimized graph transformer with differential
privacy, molecule attention networks, and SMC. N-Tuple contrastive learning extracts related traffic models.
Feature selection was developed by the mechanism of Kepler and the chi-square. Obtains high accuracy on
the dataset of KDD Cup 99.

Govea et al. [82] modeled a predictive cyber risk evaluation model combining federated learning,
GNN, and Transformer (CyberBERT). Protects data privacy, takes relational models as well as semantic
representations. Assessed on datasets of MITRE ATT&CK, TON_IoT, CIC-IDS2017, UNSW-NBI5. Strong
adversarial performance, High Fl-score.

Zhang et al. [83] proposed GNN-CST, which is a dual-flow CNN-GNN network with adaptive sparse
attention for IoT intrusion diagnosis. CNN extracts local temporal attributes; communications of the GNN
models’ topological system. Cross-modal fusion develops decision-making. Examined on 6 sets of data with
high accuracy of diagnosis and decreased time of training.

Ghadermazi et al. [84] enhanced GTAE-IDS, the unobserved packet-driven GNN with a Transformer
encoder for real-life intrusion detection. Graph autoencoders take structural and global models; transform-
ers model contextual orders. Removes the demand for tagged data. Obtains around 98% accuracy on datasets
of benchmark NIDS datasets.

Govindarajan and Muzamal [85] modular IDS architecture integrating embeddings of GNN, contrastive
learning, as well as a Transformer autoencoder. Embeddings refined for context, Graphs model IP/service
relations. Assessed on CIC-IDS2018 as well as NSL-KDD. Low false positives, High accuracy (99.97%).

Hayder et al. [86] proposed the hybrid GCN-Transformer model for DDoS diagnosis, taking temporal
and spatial features. Self-attention models sequential relationships; GCN learns structural correlations. First-
packet analysis makes a quick diagnosis. Examined on CICDD0S2019, CICIDS2017, UNSW-NB15 with
high accuracy.

Lakshmanan et al. [87] enhanced GNN-Transformer encoder for cyber threat diagnosis, intelligent grid
intrusion. The transformer encodes temporal dependencies, GNN extracts spatial features. Normalization is
used for input data. Assessed on a dataset of PMU, obtaining high accuracy (97.9%) and performing better
than the techniques of baseline intrusion detection.

Guduru and Priyanka [88] proposed the combined Model integrating a Transformer predictive
observer, VAE-CEC, attention-driven event-triggered estimation, GNN-driven predictive control, and meta-
learning adaptive control. Effectively models spatial-temporal dependencies in networked control systems.
Decreases the overhead of communication by 50% and improves the accuracy of prediction.

Zhang et al. [89] enhanced GCN-2-Former for IoV network IDS, mapping traffic to spatial-temporal
graphs. Transformer models global temporal dependencies, also GCN extracts local spatial attributes. Active
graph construction and a sliding window are used. Obtains cross-domain strength and high accuracy
(99.98%).

Wasswa et al. [90] assessed GNN, VAE, and ViT models for diagnosing IoT botnets. GNN-driven
models take relational models; ViT-MLP and VAE-MLP control multiclass functions effectively. Examined
on the dataset of N-BaloT. GNN models outperform the binary classification, to some extent, lower for
multi-level functions.
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Mortatha Alkorani et al. [91] proposed the OptiGuard-GNN, integrating a graph-attention ensemble
classifier with PSO-driven active selection of features. Chaotic map initialization optimizes strength, accu-
racy, and latency. Assessed on datasets of CIC-IDS2017, CSE-CIC-IDS2018. Obtains 99.986% accuracy with
a very low rate of false positives (0.02%).

Sun et al. [92] enhanced HADGA, a hierarchical attention-driven active GNN for botnet IoT networks’
diagnosis. Temporal attention modules, as well as joint neighbor attention, take spatiotemporal evolution.
Active graphs control shifting topologies. Obtains 99.9% and 97.6% accuracy on datasets of TON-IoT and
BoT-IoT.

Bagha et al. [93] proposed intrusion detection system applying AEN with GAT and GNN. Attention
focuses on neighbors with higher in-degree, bolding influential nodes. Assessed on 2 sets of data. Obtains
88.3% and 90.7% accuracy to diagnose anomalies in the network.

Wu et al. [94] proposed FedGAT, the attention-driven GNN for cross-level and cross-department
network attack diagnosis under federated learning. Outlines traffic timely, builds the accuracy of the graph
given the log density. Keeps privacy when making collaborative training possible. Comparable accuracy to
traditional techniques with developed security.

Zhu et al. [95] enhanced GATransformer, a dual-modal network for diagnosis of APT combining
self-attention as well as graph attention. Cross-attention fuses heterogeneous attributes, taking temporal
and spatial dependencies. Assessed on datasets of CIDDS-001 and CIDDS-002. Obtains high accuracy of
diagnosis, surpassing techniques of baseline techniques.

Wang et al. [96] develop FedSTGCN, a federated spatiotemporal graph convolutional network for intru-
sion detection in IoT edge environments. The system trains collaboratively across devices while preserving
data privacy and captures both spatial and temporal patterns in traffic graphs. Strengths include improved
accuracy over existing FL models, strong privacy guarantees, and suitability for distributed IoT systems.
Disadvantages involve synchronization overhead between devices and potential performance degradation
in highly heterogeneous networks.

Qaddos et al. [97] presented a hybrid intrusion detection framework that blends gated recurrent units
and convolutional neural networks. The experimental assessment demonstrates that the suggested model
can successfully adjust to the dynamic features of IoT traffic while maintaining high detection accuracy. The
growing interest in hybrid deep learning architectures for modeling complex and heterogeneous network
data is reflected in this study.

Graph neural networks are initially employed to represent spatial correlations between network
components, such as hosts and traffic flows, in the majority of hybrid GNN-Transformer architectures.
Transformer-based modules then examine the generated representations to identify long-range dependen-
cies and temporal dynamics in traffic behavior. This combination makes it possible to learn spatiotemporal
features, which is essential for identifying coordinated DDoS attacks that change over time.

By simultaneously utilizing network topology and traffic dynamics, hybrid designs typically yield
improved detection accuracy while lowering false positive rates as compared to methods that only use GNNs
or Transformers. The examined research show that hybrid GNN-Transformer frameworks provide a good
compromise between performance and resilience, despite the added computational expense that comes with
integrating these models. In large-scale and extremely dynamic network situations, where both structural
and temporal information are essential for efficient DDoS detection, this benefit is especially noticeable as
shown in Fig. 2.
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Figure 2: Conceptual architecture of a hybrid GNN-Transformer model for DDoS detection.

A comparison of hybrid GNN-Transformer models, which combine the temporal modeling power
of Transformers with the structural modeling strength of graphs, is shown in Table 7. Numerous research
has reported near-perfect accuracy and Fl-scores (e.g., [79,81,89,91]). These hybrid techniques typically
show higher detection performance. This demonstrates that for intricate intrusion scenarios, simultaneously
recording temporal dynamics and spatial relationships is quite successful.

Table 7: Structured comparison of hybrid GNN-Transformer models and DDoS detection approaches.

No. Author (Year) Accuracy Precision Recall F1-Score Model Complexity
1 Wang (2024) [78] 92.12% 91.34% 90.89% o119~ ybrid GNN + Transformer
(moderate-heavy)
Zhang & Cao 0 0 0 o GraphSAGE + Transformer
2 (2024) [79] 99.99% 100% 99.99% 100% (heavy)
Arindam o GNN + Transformer +
3 (2025) [80] 78.28% NR NR 0.7704 XGBoost (heavy)
Optimized Graph
4 ?;(())zosp) e[;f]l' 99.98% 99.9% NR NR Transformer + attention
modules (very heavy)
Govea et al. o GNN + Transformer + FL
> (2025) [82] NR NR NR 94.7% (heavy, distributed)
Zhang et al. 93.5%- CNN-GNN + sparse
6 (2025) [83] 99.99% NR NR NR attention (moderate-heavy)
. Unsupervised GNN +
7 Ghadermaz et al. >98% NR NR NR Transformer

(2025) [84] (moderate-heavy)

(Continued)
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Table 7 (continued)

No. Author (Year) Accuracy Precision Recall F1-Score Model Complexity
Govindarajan & .
8 Muzamal 99.97% NR NR NR GNN embeddings +
(2025) [85] Transformer AE (heavy)
Hayder et al. 89.52%-— GCN + Transformer
? (2025) [86] 98.95% NR NR NR (moderate-heavy)
Lakshmanan et al. GNN-Transformer encoder
0
10 (2024) [87] 97.9% 0.82 0.98 NR (moderate)
Guduru and Multi-module GNN +
1 Priyanka 95.8% NR NR NR Transformer + VAE +
(2025) [88] Meta-Learning (very heavy)
Zhang et al. o N Dynamic GCN +
12 (2025) [89] 99.98% NR 100% NR Transformer (heavy)
>99.93%
Wasswa et al. (binary); .
13 (2025) [90] 86%-99% NR NR NR VAE + ViT + GNN (heavy)
(multi)
Mortatha Alkorani o GNN ensemble + PSO
14 et al. (2025) [91] 99.986% NR NR NR optimization (very heavy)
Sun et al Hierarchical attention
15 (2025) [9;] 97.6%; 99.9% NR NR NR dynamic GNN
- (moderate-heavy)
Bagha et al. o o Autoencoder + GNN/GAT
16 (2025) [93] 88.3%; 90.7% NR NR NR (moderate)
Wu et al. Federated GAT
0y 0, 0
17 (2024) [94] 99.99% 99.6% 99.6% NR (moderate-heavy)
Zhu et al. o o Graph Attention +
18 (2025) [95] 88%-99.99% NR NR NR Transformer (heavy)
19 Wang et al. >97% NR NR >92% Federated ST-GCN (heavy,
2023 [96] (binary) (weighted) distributed)
20 Qaddos etal. [97] 99.16% NR NR NR Trust-aware GAT +

Federated Learning (heavy)

The table does, however, also show a noticeable rise in architectural complexity. Many hybrid models are
classified as “heavy” or “very heavy” complexity because they incorporate multi-stage pipelines, federated
learning, attention hierarchies, optimization algorithms, or ensemble techniques. Because of this, even while
performance improvements are significant, real-world implementation is still difficult, especially in settings
with limited resources.

The diversity of evaluation methods is another important finding from Table 7. While some research
merely give accuracy or Fl-score, others offer partial metric sets, which once more produce NR results.
The necessity for uniform evaluation frameworks and consistent benchmarking for hybrid IDS models is
highlighted by this inconsistency. In conclusion, Table 7 shows that hybrid GNN-Transformer models reflect
the state-of-the-art in intrusion detection performance at this time. However, their practical adoption will
depend on how well they handle complexity, interpretability, and assessment standards.
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The reviewed studies can be broadly grouped into three categories: Transformer-driven models, hybrid
CNN/RNN/Transformer models, and hybrid GNN-Transformer models. Transformer-driven models con-
sistently demonstrate strong capability in capturing long-range temporal dependencies, which is particularly
effective for sequential traffic analysis and behavioral modeling in IDS scenarios. For instance, works such
as [64,66] achieve high accuracy on standard DDoS datasets due to their attention mechanisms, but their
performance can degrade when spatial or relational structures in the network traffic are important. Hybrid
CNN/RNN/Transformer models combine local feature extraction with temporal modeling, allowing them
to detect more complex attack patterns that involve both local anomalies and temporal correlations. Studies
like [67,78] illustrate that integrating CNN and RNN components with Transformer architectures improves
detection in dynamic traffic environments, though these models often require extensive labeled data and
incur higher computational costs. Finally, hybrid GNN-Transformer models excel at modeling the relational
and topological aspects of networked systems. By explicitly representing nodes and edges, these models
capture coordinated attack patterns that purely sequential models may miss. Examples such as [27,29,34]
show superior generalization and detection performance in scenarios involving multi-host or distributed
DDoS attacks. Despite their strengths, hybrid GNN-Transformer frameworks are often more complex to
implement and demand substantial computational resources, which may limit real-world deployment.

Across the reviewed studies, several datasets are commonly employed for benchmarking DDoS
detection models. CICDD0S2019, CIC-IDS2017, and NSL-KDD are the most frequently used, providing
diverse attack scenarios and traffic characteristics. While some studies focus on volumetric DDoS attacks,
others include stealthy or multi-vector attacks, reflecting different experimental setups. Evaluation metrics
predominantly include Accuracy, Fl-score, Precision, Recall, and AUC, though the choice varies across
works. Despite these variations, standardized evaluation protocols are not consistently applied, which
complicates direct comparison of model performance.

In terms of detection accuracy, scalability, real-time processing capability, and resilience against high-
volume and dynamic DDoS attacks, graph-based and Transformer-based approaches clearly outperform
traditional machine learning techniques and conventional deep learning models. Performance in dynamic
network contexts is enhanced by these sophisticated models’ capacity to accurately represent intricate
spatial and temporal connections, despite their tendency to need more computer power. Table 8 provides
a comparative overview of these methods based on important evaluation criteria, including explainability,
deployment practicality, computing complexity, latency, and flexibility.

Table 8: Key evaluation parameters and practical advantages of DDoS detection models.

Deplo
Model - Real- Computational - C yment
Type Accuracy  Scalability Time Robustness Complexity Latency  Adaptability Explainability Feasi-
bility
Traditional . . . : ;
ML Medium Low Medium Medium Low Low Low Medium Medium
Cong‘im‘oml High Medium  Medium  Medium Medium Medium  Medium Low Medium
GNN High High Medium High High Medium High Medium Medium
Transformer High High High High High Medium High Low Medium
Hybrid
GNN- V?ry V?ry High Vc.ery High Medium High Medium Medium
High High High
Transformer

A crucial but usually overlooked aspect that affects the performance reported in attack detection
research is dataset bias, which goes beyond variations in model architecture. Evaluation findings might be
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significantly inflated by features including class imbalance, a lack of variety in attack situations, reliance on
artificially generated data, and unconventional dataset segmentation techniques. Because they could mostly
reflect dataset-specific characteristics rather than true methodological advancements, high accuracy mea-
sures do not always translate into strong real-world performance. This finding emphasizes how important it
is to use uniform evaluation procedures and validate across datasets when comparing current methods.

Several recurrent design trends may be found while examining current hybrid GNN-Transformer
frameworks. The majority of studies integrate attention-based temporal analysis with graph-based structural
modeling, which enables the capture of both sequential dependencies and spatial relationships within a single
framework. While multi-head self-attention is utilized to represent global traffic behaviors or event-level
dynamics, graph attention techniques are frequently employed to learn node-level interactions. In general,
these designs indicate better adaptation to changing network conditions, reduced false positive rates, and
excellent detection accuracy. Common drawbacks still exist, though, such as higher computational overhead,
sensitivity to dataset properties, and real-world difficulties when implementing such models on systems with
limited resources. Overall, this synthesis offers helpful insights for future model design and optimization by
highlighting hybrid architectures’ common strengths as well as their recurrent bottlenecks.

4.4 Practical Implications and Deployment Challenges

Despite showing encouraging results in controlled tests, deep learning models that use Transformers
and graphs are difficult to implement in large, dynamic networks. High detection accuracy must be balanced
with pragmatic considerations including deployment viability, scalability, and computing demands. In order
to convert experimental success into operational efficacy in intrusion detection and prevention systems,
several aspects must be addressed.

Scalability is one of the main issues with graph-based methods, especially in high-speed networks where
network topologies and traffic are constantly changing. GNNs’ computational load can be greatly increased
by large graphs with millions of nodes and edges, which makes real-time processing challenging. Similarly,
Transformer models’ attention processes require a significant amount of memory and processing power, even
if they are excellent at capturing long-range dependencies and temporal patterns. These drawbacks might
make it more difficult to use these models in large-scale environments where prompt detection is crucial,
such as cloud data centers, ISP networks, and extensive IoT systems.

There are various operational issues to take into account while thinking about deployment. Practical
usability may be impacted by latency from feature extraction and model inference, resource constraints in
edge or on-site environments, and interoperability with current security solutions, such as SDN controllers
and signature-based intrusion detection systems. Furthermore, maintaining performance in the face of
shifting attack tactics, concept drift, and dynamic traffic patterns is not at all simple. Lightweight, adaptive, or
hybrid detection frameworks that strike a balance between efficiency and accuracy are therefore frequently
preferred. For graph-based and Transformer-based DDoS detection models from experimental studies to be
used in practical, real-time applications, several deployment issues must be successfully resolved.

The efficiency of Transformer-driven and hybrid GNN-Transformer techniques varies with traffic
patterns, attack kinds, and deployment circumstances, according to an analysis of the evaluated papers. For
example, IoT networks benefit greatly from edge-aware or adaptive graph models, whereas regulated SDN or
5@ scenarios benefit greatly from dense graph structures or multi-module Transformer topologies. Although
self-attention aids in capturing long-range dependencies, it has the potential to overfit small datasets and its
high computing demands may prevent practical implementation in networks with limited resources. This
study provides help for selecting the best model for a particular network setting by highlighting recurrent
design trends and useful constraints.
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4.5 Case Studies and Empirical Evidence from Real-World DDoS Detection

Realistic network scenarios show that both Transformer-based and graph-based deep learning models
are successful in identifying DDoS$ attacks. Methods using Graph Convolutional Networks (GCNs) and
Graph Attention Networks (GATs), for instance, have been evaluated on substantial benchmark datasets as
CICDD0S2019 and NSL-KDD, in which network traffic is represented as graphs that show host-to-host mes-
saging. Strong detection performance and enhanced resistance to changing assault behaviors are reported in
these investigations, particularly while managing intricate and extremely dynamic traffic patterns.

Transformer-based models have demonstrated encouraging outcomes in real-world and near-real-
time DDoS detection scenarios. By using self-attention, Temporal Transformers can simulate temporal
correlations and long-range interdependence in network traffic streams. According to experimental assess-
ments, these models are capable of maintaining steady performance in the face of high traffic while
achieving competitive Fl-scores. Transformer-based techniques are particularly well-suited for deployment
in extremely dynamic situations, such as cloud systems and Internet of Things networks, due to their
precision and agility.

By concurrently simulating the structural and temporal features of network traffic, hybrid architectures
that combine Transformers and Graph Neural Networks improve DDoS detection. Transformer modules
record temporal patterns for sequence analysis, whereas GNNs often learn the links between network
elements. According to experimental results in SDN and big enterprise networks, hybrid techniques
can perform better than separate Transformer or GNN models, providing more flexibility and accuracy.
These results demonstrate the theoretical soundness and practical applicability of transformer-based and
graph-based methods for real-time DDoS detection in operational networks.

4.6 Design Principles and Model Selection Guidelines

Beyond individual model comparisons, several general design principles can be identified for selecting
appropriate deep learning architectures for DDoS detection.

First, the effectiveness of graph-based models strongly depends on the graph construction strategy.
Flow-based graphs are often more suitable for enterprise networks where stable communication patterns
exist, while host-based graphs may be more effective in IoT environments with dynamic device interactions.
Incorrect graph construction may reduce detection performance even when advanced GNN architectures
are used.

Second, Transformer-based models provide strong temporal modeling capabilities but may lose impor-
tant structural information when network relationships are not explicitly modeled. Pure Transformer models
may therefore struggle to detect coordinated attacks involving multiple hosts unless relational features
are incorporated.

Third, hybrid GNN-Transformer models offer a balance between structural and temporal modeling
but introduce higher computational complexity. These models are often suitable for offline analysis or high-
capacity network monitoring systems but may be difficult to deploy in real-time environments with strict
latency constraints.

Traffic characteristics also influence model selection. High-volume backbone networks benefit from
scalable graph sampling techniques, while edge or IoT networks often require lightweight models with
reduced computational cost.

To illustrate these design principles with concrete examples from the reviewed literature, we examine
why certain graph constructions perform better in specific environments. For IoT networks, host-based
graphs (e.g., [32,39]) are more effective because IoT devices exhibit stable communication patterns with fixed
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endpoints, making behavioral deviations easier to detect. In contrast, flow-based graphs (e.g., [38,43]) are
better suited for SDN environments, where traffic is dynamically rerouted and flow tables are frequently
updated, requiring fine-grained per-flow analysis. Regarding Transformer limitations, studies such as [57,63]
show that pure Transformer models struggle to detect coordinated multi-host DDoS attacks because they
lack explicit topological modeling; attacks that span multiple IPs appear as isolated sequences rather
than correlated events. Hybrid models like [86,89] overcome this by injecting graph-based structural
priors before temporal attention. Deployment trade-offs are evident when comparing high-accuracy but
complex models (e.g., [35,55]) against lightweight alternatives (e.g., [45,62]). Under high-volume traffic,
attention-based models risk latency spikes, whereas GCNs with fixed message-passing steps offer predictable
inference times. These observations underscore that architecture selection must be guided by the operational
context—network type, traffic volume, and latency tolerance—not merely by benchmark performance.

These observations indicate that model performance depends not only on architecture design but also
on graph construction, traffic characteristics, and deployment constraints. Therefore, architecture selection
should be guided by practical network conditions rather than solely by reported accuracy values.

5 Challenges and Open Issues

Despite the considerable advances achieved by graph-driven deep learning and Transformer-based
strategies for DDoS detection, several challenges remain that limit their widespread adoption in real-world
networks. A primary challenge is scalability. Modern networks generate massive traffic data with complex
communications among thousands or millions of nodes. While GNNs can effectively capture topological
dependencies, their memory and computational requirements often increase sharply with network size, mak-
ing real-world inference difficult. Similarly, Transformer-based models, which excel at capturing long-range
dependencies, can become computationally intensive when applied to large-scale traffic data.

Another key challenge concerns the representativeness and availability of datasets. Most publicly
available datasets, such as CICDD0S2019 [98], NSL-KDD [99], and UNSW-NBI15 [100], are limited in terms
of traffic diversity, network topologies, and attack types. Consequently, models trained on these datasets may
fail to generalize to unseen attacks or real-world network environments. Moreover, the lack of standardized
benchmark datasets for graph-driven DDoS detection makes fair comparison across studies difficult.

Data imbalance and the rarity of certain attacks also present significant challenges. Many DDoS datasets
contain a disproportionately large amount of normal traffic compared to malicious traffic, particularly for
low-volume or stealthy attacks. This imbalance can lead to biased models that perform poorly on rare but
critical attacks. Although some methods incorporate synthetic data generation, cost-sensitive learning, or
oversampling, these solutions introduce additional complexity and may not fully resolve the problem [101].

In a number of high-performing hybrid GNN-Transformer models (e.g., [65,71,76]), explainability is
still a major challenge. These models show good accuracy, but they don't explain how predictions are made
or which features affect choices. Large parameter counts make it difficult to deploy in resource-constrained
situations like the Internet of Things or edge networks, which is another issue with scalability in designs with
high computational requirements, like CNN-Transformer or multi-module GNN-Transformer frameworks
( [56,60,70]). Another drawback is generalization: a lot of models (such DeepTransIDS [58] and Wang &
Li [56]) are only tested on one dataset without cross-dataset validation, which leaves their performance in
various traffic scenarios or unknown attack types unknown. By linking these difficulties to concrete flaws,
future research can be directed toward developing DDoS detection models that are understandable, effective,
and widely applicable.
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5.1 Explainability (XAI) and Adversarial GNN

Explainability and interpretability are further pressing issues. GNNs and Transformer-based models
are inherently complex and often function as black boxes, limiting their use in security-critical applications
where understanding the cause of an alert is essential. Studies on attention visualization and explainable
graph neural networks (XGNN) for Transformers show promise; however, these approaches are still in early
stages and not widely developed [102].

For GNN and transformer-based intrusion detection systems, explainability has recently become a
crucial prerequisite, especially in security-sensitive applications like DDoS attack detection [103]. Despite
their high detection accuracy, these models’ decision-making procedures are frequently opaque, which
limits their deployability and confidence in real-world settings [104]. Black-box detection models may not
provide network operators with useful information, particularly when false alarms occur or when model
transparency is required for regulatory compliance, according to several studies [105]. In order to better
understand how graph-based and transformer models detect harmful traffic patterns, current research has
concentrated on including explainability methods, such as attention visualization, node and edge attribution,
and post-hoc explanation frameworks [106].

Explainability techniques like GNNExplainer [107], GraphLIME [108], and PGExplainer [109] have
been investigated in the context of GNN-based intrusion detection in order to pinpoint influential nodes,
edges, and subgraphs that have the biggest impact on detection results. These methods allow analysts to
determine if model choices are based on misleading correlations or meaningful traffic features (such as
communication topology or flow aggregation patterns).

Explainable AI (XAI) for DDoS detection has advanced recently, with a focus on post-hoc explanation
frameworks, hybrid interpretable models, and counterfactual reasoning to provide network operators with
useful information. These methods reduce false alarms and foster confidence in operational environments by
highlighting important network nodes and flows and enabling model decision verification. By incorporating
these XAI methods into practical DDoS detection systems, analysts can better comprehend the logic behind
warnings, enhance mitigation tactics, and adhere to legal requirements.

Additionally, attention-based GNNs and graph transformers have been used in recent work. By
emphasizing important interactions between traffic flows or network entities, attention weights offer an
implicit type of interpretability. However, a number of studies point out that attention scores by themselves
might not necessarily reflect genuine causal relevance, which raises questions regarding the stability and
accuracy of explanations in adversarial contexts.

Another significant issue for DDoS detection methods based on graphs and transformers is adversarial
robustness. According to recent research, adversarial attacks that target graph structure, node attributes, or
traffic statistics might seriously impair detection performance in GNNs. Network graphs can be subtly altered
by attack techniques such edge perturbation, feature injection, and poisoning attacks to avoid discovery
while maintaining traffic patterns that appear normal. Adversarial training, graph purification, resilient
aggregation functions, and topology-aware regularization are some of the defense mechanisms that have
been put out in response [110]. However, it is still an active research challenge to achieve robustness without
compromising detection accuracy, especially in highly dynamic network situations.

Despite these developments, explainability and adversarial robustness are still not fully integrated into
DDoS detection systems. Instead of taking into account these issues’ combined effects on model reliability,
the majority of current research tackles them separately. Furthermore, few studies rigorously assess the
behavior of explanation methods under adversary manipulation, which is essential for reliable security
analytics. In order to assess XAl and adversarial resistance in graph- and transformer-based intrusion
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detection systems, future research aims to provide unified frameworks that integrate truthful explainability
with robust graph learning.

5.2 Latency and Throughput Challenges in Real-Time DDoS Detection

Despite the high detection accuracy reported by many reviewed GNN, Transformer-, and hybrid-based
intrusion detection models, their practical implementation in real-time DDoS mitigation settings faces
substantial latency and throughput problems. Graph-based methods sometimes necessitate several message-
passing iterations, dynamic graph creation, and feature aggregation across nodes or edges, all of which add
significant computing complexity and lengthen inference delay. Similarly, Transformer-based models are less
appropriate for high-throughput traffic settings without careful optimization since they rely on self-attention
processes whose computational cost increases quadratically with input sequence length.

This problem is made worse by hybrid GNN-Transformer architectures, which combine temporal
attention and spatial graph reasoning, increasing processing latency and memory usage. Such delays may
considerably lower system efficacy in real-world DDoS circumstances, where attacks change quickly and mit-
igation decisions must be made in milliseconds. In order to enable truly real-time DDoS detection systems,
these difficulties underscore a crucial research gap between offline performance evaluation and operational
viability, highlighting the necessity of lightweight architectures, streaming-friendly graph updates, model
compression, and hardware-aware optimization.

Finally, real-world and resource-constrained deployment—such as in SDN architectures, edge com-
puting platforms, and IoT networks—presents practical challenges [111]. Energy-efficient and lightweight
models capable of real-world inference are needed, yet balancing model accuracy, latency, and complexity
remains an open challenge. In addition, integrating graph-driven detection systems with existing net-
work security infrastructures while maintaining robustness against adversarial attacks requires further
investigation.

Although the reviewed studies achieve promising results [31-96], most models are evaluated in simu-
lated or offline settings. Real-world deployment introduces additional challenges, including latency, energy
constraints, and system scalability. Considering these factors is essential for translating research models into
effective DDoS detection systems.

In conclusion, Transformer-based strategies applied to graph data represent a significant advance in
DDoS detection. However, challenges related to data imbalance, explainability, scalability, dataset limi-
tations, and real-world deployment persist. Addressing these issues is crucial for developing practical,
next-generation, and robust network security solutions.

5.3 Practical Deployment Challenges of Hybrid Models

When used in actual DDoS detection systems, hybrid GNN-Transformer models encounter a number
of real-world difficulties despite their excellent test performance. Real-time detection may be impacted by
latency introduced by processing high network traffic quantities. Limitations are also caused by high memory
and processing demands for both training and inference, especially in settings with limited resources like
edge devices or Internet of Things networks.

Another level of complexity is introduced by system interaction with pre-existing intrusion detection
configurations. It is necessary to carefully construct data pipelines, feature extraction, and model updating
procedures in order to adapt hybrid models to different network topologies, heterogeneous devices, and
continuous traffic streams. Converting hybrid architectures’ promising performance into workable, reliable,
and scalable solutions requires addressing these deployment issues.
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Directly connecting these real-world issues to the limitations noted in the examined literature guaran-
tees that recommended future research avenues fill real gaps rather than providing general guidance.

5.4 Practical Applications and Case Studies of Hybrid Models

Several studies suggest successful applicability in real-world or near-real-time DDoS detection scenar-
ios, despite the fact that the majority of research assesses hybrid GNN-Transformer models on benchmark
datasets. For example, models such as FedGAT and the hybrid GCN-Transformer have been implemented in
enterprise and IoT networks, resulting in low false positives and high detection accuracy. Hybrid architec-
tures may effectively handle dynamic and distributed attack scenarios, as seen by several implementations
that analyze streaming traffic to identify coordinated attacks as they happen. These examples demonstrate the
usefulness of the techniques under examination and point to potential future developments, like enhancing
resource efficiency and streamlining system integration for extensive implementations.

5.5 Data Leakage and Evaluation Bias in DDoS Detection

Although many studies report very high detection accuracy for DDoS attacks [31-38], these results
may not always reflect realistic deployment conditions. One major concern is the risk of data leakage,
which occurs when information from the testing set is unintentionally included during model training or
preprocessing. In network intrusion detection datasets, similar traffic flows often appear in both training and
testing partitions, allowing models to memorize patterns rather than learn generalizable representations.

Another common issue is dataset reuse across multiple studies. Popular benchmark datasets such as
CICIDS2017 and NSL-KDD are widely used, which simplifies comparison but may lead to over-optimized
models that perform well only on specific datasets. Models trained and evaluated on the same dataset
distribution often show significantly reduced performance when applied to different network environments.

Unrealistic data splitting strategies also contribute to inflated performance results. Random splitting
of traffic flows may result in nearly identical traffic patterns appearing in both training and testing sets.
In real-world deployment scenarios, however, models must detect previously unseen attack patterns and
evolving traffic distributions. Time-based splitting or cross-network validation is often more realistic but
rarely applied.

Cross-dataset generalization remains one of the most challenging problems in DDoS detection. Models
trained on one dataset frequently exhibit performance degradation when evaluated on another dataset due
to differences in traffic characteristics, feature distributions, and attack types. This limitation suggests that
high accuracy values reported in controlled experiments should be interpreted cautiously.

Future research should prioritize realistic evaluation protocols, including time-aware data partitioning,
cross-dataset testing, and standardized benchmarking procedures to ensure fair and reliable comparisons.

The inflation of reported accuracy in many studies can be attributed to several underlying mechanisms.
First, data leakage often occurs inadvertently during preprocessing steps such as feature scaling or flow
aggregation applied before splitting, allowing test-set statistics to influence training. Second, the widespread
reuse of benchmark datasets like CICIDS2017 leads to implicit overfitting, as model architectures and hyper-
parameters become tuned to the specific statistical properties of these datasets over multiple publication
cycles. Third, random splits ignore the temporal dependencies between network flows, causing highly similar
traffic patterns—such as repeated TCP handshakes or periodic beaconing—to appear in both training and
test partitions. This artificially boosts performance metrics, as models effectively memorize rather than
generalize. Without time-based or cross-dataset validation, these inflated results mask the true generalization
capability of DDoS detection models when deployed in unseen network environments.
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The impact of these evaluation biases is evident when examining the performance metrics reported
in the reviewed studies. For instance, in Table 3, several pure GNN-based models [33,39,41,48] report only
accuracy or Fl-score without providing comprehensive metrics such as precision, recall, or MCC, making
it difficult to assess their true performance under class imbalance. Similarly, in Table 5, Transformer-based
models [57,58,60,66] achieve near-perfect accuracy (>99%) on datasets like CICDD0S2019, yet many of these
studies [57,60,66] do not specify whether time-based splitting or cross-dataset validation was employed.
Without such details, it remains unclear whether these high values reflect genuine detection capability or
are artifacts of data leakage and unrealistic splits. The cross-dataset generalization problem is particularly
evident when comparing results across different tables: models that excel on CIC-IDS2017 [44,85] often show
degraded performance when evaluated on more challenging datasets like UNSW-NB15 or TON_IoT [86,90].
This discrepancy underscores the need for standardized evaluation protocols that include multiple datasets,
time-aware partitioning, and full metric reporting to enable fair and meaningful comparisons.

6 Future Research Directions

Building on the current developments and challenges identified in graph-driven and Transformer-
based DDoS detection, several promising research directions emerge. Firstly, lightweight and scalable
frameworks are crucial for deployment in resource-constrained and large-scale environments such as
Software-Defined Networks (SDNs), IoT networks, and edge computing. Future research should focus on
designing Transformer variants and efficient GNNs that maintain high detection accuracy while reducing
memory and computational overhead, enabling real-world inference and monitoring. Techniques such as
sparse attention, model pruning, and knowledge distillation can help preserve significant performance.

Another important area is privacy-preserving and federated learning. Due to the sensitive nature of
network traffic data, centralized training may raise privacy concerns and limit data availability [112]. Feder-
ated learning architectures that allow decentralized model training across network nodes without sharing
raw traffic data provide a viable solution. Combining federated learning with graph-based frameworks
could improve generalization across different network environments while ensuring compliance with data
protection regulations.

Model interpretability and explainability remain essential research directions. As GNNs and Trans-
formers are inherently complex, developing methods to provide clear and actionable explanations for alerts
would facilitate their adoption in operational security [113]. Techniques such as node influence analysis,
counterfactual explanations, and attention visualization can support decision-making and enhance network
administrators’ trust.

Dataset development and benchmarking present another significant opportunity. There is a need for
realistic, diverse, and standardized datasets that cover various attack types, network topologies, and traffic
dynamics [114]. Creating graph-structured and temporal datasets suitable for GNN and Transformer-based
models would accelerate progress, improve reproducibility, and enable fair comparisons across studies.

Finally, robustness against adversarial attacks is an increasing challenge [115]. Attackers may attempt
to evade detection by manipulating network traffic patterns to deceive models. Future work should explore
intrusion detection-resistant architectures, adversarial training, and hybrid approaches integrating deep
learning, statistical, and heuristic methods to enhance resilience against such threats.

In summary, developing DDoS detection with graph-driven and Transformer-based techniques requires
attention to interpretability, dataset limitations, robustness, scalability, and privacy. Following these direc-
tions will pave the way for next-generation, reliable, and intelligent network security systems capable of
mitigating increasingly critical cyber threats.
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7 Evaluation Metrics for DDoS Attack Detection

For DDoS attack detection models to be fairly and meaningfully evaluated, especially in real-world
network environments, the selection of evaluation metrics is essential. Relying just on accuracy can be
deceptive in DDoS detection circumstances, since datasets are usually very skewed, yet accuracy is still the
most commonly cited statistic in the literature. In certain situations, benign traffic greatly exceeds attack
traffic, and a classifier that is biased in favor of the majority class may achieve high accuracy but miss attacks.
As a result, the need for complementary and more reliable evaluation measures is becoming more and more
evident in recent research.

Because it takes into consideration class imbalance by averaging the recall for each class, balanced
accuracy has become a significant alternative statistic for DDoS detection. When attack samples are limited,
which is a common feature of realistic DDoS datasets, Balanced Accuracy, in contrast to traditional accuracy,
offers a more trustworthy representation of model performance. In order to better capture detection
effectiveness across both benign and malicious traffic classes, particularly in multi-class or imbalanced
environments, a number of recent graph-based and transformer-based intrusion detection studies have
implemented Balanced Accuracy [116].

The Matthews Correlation Coefficient (MCC), which is regarded asone of the most informative metrics
for binary and multi-class classification in imbalanced conditions, is another frequently suggested metric.
In order to assess prediction quality, MCC simultaneously considers true positives, true negatives, false
positives, and false negatives. MCC is especially useful for evaluating various detection architectures, such
as transformer-based and GNN-based methods, in DDoS attack detection since it offers a single scalar value
that represents a model’s overall stability and dependability [117].

In addition to detection accuracy, resource-aware assessment measures are becoming increasingly
important, particularly for IoT and edge computing environments, according to recent surveys and
research [118]. Since many DDoS detection systems are implemented on devices with limited resources,
energy cost and computational overhead have become important factors [119]. In real-time edge applications,
models with great detection performance but significant energy consumption or inference latency might
not be feasible. As a result, in addition to conventional classification measures, a number of recent studies
have begun to report energy usage, inference time, or model complexity. In next-generation IoT and edge
networks, this trend indicates a move toward comprehensive evaluation frameworks that strike a balance
between deployment viability and detection efficacy.

Comparative Analysis of Evaluation Metrics

The nature of the DDoS detection problem and the datasets used have a significant impact on the wide
variety of evaluation criteria employed in the evaluated studies. Although accuracy is often praised for its
ease of use, in extremely unbalanced environments, where attack traffic is significantly outweighed by routine
traffic, it can be deceptive. Accuracy alone runs the risk of ignoring subpar performance on less common
attack types, underscoring the necessity for additional insightful criteria in assessment.

Precision and memory are frequently used to give a more insightful assessment. Precision measures a
model’s ability to reduce false positives, which is crucial in operational settings where security professionals
may get overburdened by too many warnings. On the other hand, recall measures the model’s capacity to
identify real attacks and is frequently given priority in high-risk networks or important infrastructure, where
it might be expensive to overlook a DDoS incident. Recall is usually seen as more important than precision
in real-time detection settings, particularly in large-scale or high-impact attacks.

Because it offers a fair assessment of performance, particularly in situations when there is a class
imbalance, the Fl-score—which is the harmonic mean of precision and recall—has become more and more
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popular in recent research. As such, it is commonly reported in benchmark evaluations with datasets such
as UNSW-NBI5, NSL-KDD, and CICDDo0S2019. Practical factors like tolerance for false alarms, the need
for real-time response, and the possible cost of missed detections should all be taken into account when
selecting assessment metrics for real-world deployments. The necessity of interpreting results beyond just
performance metrics is shown by this context-sensitive option.

8 Datasets Overview

For the purpose of assessing and contrasting graph- and transformer-based models for DDoS detection,
a thorough grasp of datasets is necessary. The research community makes extensive use of a number of
benchmark datasets, each with unique features, attack scenarios, and constraints. A selection of frequently
used datasets is given in Table 9.

Table 9: Key characteristics of common DDoS detection datasets.

Dataset Year Type Size/Samples Features/Attributes Strengths Limitations
80+ Diverse attack Laree size
CIC- 2018 Network 12.6M flow-based types, realistic re guires ?
DDo0S2019 [120] Traffic flows traffic d .
features preprocessing
patterns
90+ Updated High
CIC- 2022 Network 15M+ flow-based attacks, [oT imbalance
DDo0S2022 [121] Traffic flows traffic among attack
features . .
inclusion classes
Multi-
2M+ Network + rotocol. Smaller scale
TON_IoT [122] 2020 IoT/Industrial P SR than network
flows system logs realistic IoT
. datasets
scenarios
Modern IoT ..
UNSW- pots ToT 15M Nezwl((’) rfd& devices, nigﬁ)‘z‘i ]
10T20 [99] Traffic flows pay varied attack
features . attack classes
scenarios
Outdated,
. does not
NSL- 2009 Network 125,973 Al features W‘d;’,lgl‘_lsed’ reflect
KDD [123] Traffic records structured modern
TIoT/DDoS
attacks

These datasets make it possible to evaluate models in various scenarios. While TON_IoT and UNSW-
I0T20 offer insights into IoT-specific traffic patterns, CIC-DDoS files are useful for assessing high-volume
attacks. Although NSL-KDD is still helpful for baseline comparison, its applicability to modern DDoS
scenarios is limited by its antiquated attack types and simplified network conditions. Datasets should be
carefully chosen by researchers based on their target network environment and model aims.

9 Conclusion

In this paper, we presented a comprehensive overview of graph-driven DL and Transformer-based
strategies for DDoS attack detection. By systematically analyzing previous studies, we grouped the techniques
into three main categories: Transformer-driven models, hybrid GNN-Transformer architectures, and pure
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GNN-driven models. Our review highlights the strengths and limitations of each category, demonstrating
how GNNss efficiently capture topological dependencies, Transformers excel in modeling long-range tem-
poral patterns, and hybrid models integrate these capabilities to improve detection performance in complex
network environments.

We also discussed the main challenges and open issues in this domain, such as data imbalance,
model interpretability, scalability, dataset limitations, and deployment in resource-constrained or real-
world settings. By identifying these gaps, we outlined key directions for future research, emphasizing
lightweight frameworks, standardized benchmarking, federated learning, explainability, and robustness
against adversarial attacks.

Overall, this paper serves as a structured and practical reference for security engineers, researchers,
and practitioners aiming to develop next-generation DDoS detection systems. By presenting future research
directions, a clear taxonomy, and comparative analyses, it contributes to a deeper understanding of how
graph-driven and Transformer-based models can be effectively leveraged to mitigate increasingly critical
cyber threats. The insights and perspectives provided here are intended to guide future research and support
the development of scalable, efficient, and intelligent network security solutions.
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Nomenclature

DDoS Distributed Denial-of-Service

GNNs Graph Neural Networks

XGNN Explainable graph neural networks

SHAP SHapley Additive exPlanations

LIME Local Interpretable Model-agnostic Explanations
LSTM Long Short-Term Memory

CNNs Convolutional Neural Networks

DL Deep Learning

I0T Internet of Things
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