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ABSTRACT: Today, technological progress is broad and deep. The next generation networks and systems will integrate
features, technologies, and models requiring smooth cooperation between new and old technologies. This survey’s
uniqueness is that it considers an integrated, hybrid and heterogeneous future where Internet of Things (IoT), Sixth-
Generation (6G) mobile communications technology, and Artificial Intelligence (AI) will work together, providing a
smart and connected Intelligent Transportation System (ITS). This smart ITS will give better road safety and optimized
travel. Currently, there is a scarcity of surveys focusing particularly on smart ITS that is expected soon. In this work,
we investigate 6G technology and its enhanced features, then provide an overview of how AI systems will work. We
also consider the effectiveness and security of ITS for autonomous driving, traffic management, route optimization, and
accident prevention. We discuss how Al techniques evaluate data produced by IoT devices to improve ITS performance.
Moreover, a performance analysis is conducted considering different system parameters for secure IoT-based ITS.
Before concluding the paper, we outline the potential advantages and drawbacks of 6G and Al-enabled ITS and then
offer suggestions for future research.
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1 Introduction

Transportation systems are essential for the movement of individuals and goods. The Internet of Things
(IoT), new innovations in artificial intelligence (AI), and 6G technology promise unprecedented improve-
ments for transportation efficiency, safety, and sustainability [1-5]. The confluence of these technologies
hastens the development of smart Intelligent Transportation Systems (ITS). Smart ITS will improve traffic
management, safety features, and offer a better travel experience for passengers [6-10]. Fig. 1 shows a
high-level example architecture for the confluence of these technologies.

Real-time data sharing can be enabled between cars, other vehicles, and infrastructure, using a combi-
nation of IoT devices and transportation infrastructure. Such a networked ecosystem offers many benefits,
including traffic flow monitoring, traffic congestion reduction, and accident prevention [11-14]. However,
while the benefits are widely acknowledged, numerous drawbacks also come with such combinations or
integrations, particularly for data security and privacy [15-18]. The vast amounts of data generated by IoT
devices are vulnerable to cyber-attacks and data breaches. This is a major security concern. Therefore, it is
very important to build a secure ITS. For example, an ITS may expose an individual’s whereabouts in transit
or in place. If people’s movements are tracked, the attackers can even change the mode of attack on ITS
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systems, waiting for individuals or goods to arrive at their destinations, or a plan could be devised for a future
attack on the same route. Security is a broad field that also encompasses privacy. Therefore, ensuring system
security involves protecting the entire ecosystem against various threats.

Improved Traffic
Management

Better Travel
Experience

Higher Safety

Figurel: A high-level example architecture showing the confluence of technologies for the development of AI-enabled,
IoT and 6G supported ITS.

IoT devices are becoming increasingly capable in terms of processing power and intelligence. Advancing
AT technologies can contribute to ITS. 6G can let participating devices communicate with each other more
efficiently [19]. Therefore, these devices will need extended capabilities. In such a scenario, much more
computation will need to be done in ITS, at the edge, and in the fog. This shift towards localized information
processing creates new vulnerabilities because processing critical information at endpoints increases the
number of potential entry points for attackers. Hence, security will be critical as the ITS technology advances
and gets integrated with other technologies.

Prior to the new advances in ITS, communication was slower, and information was computed upstream
in the cloud. Even in that case, securing the cloud and ensuring trust with sufficiently protected communica-
tions links was challenging. Consider the new world of more powerful and distributed ITS devices. We will
soon have 6G networks [20], and sophisticated AI systems embedded on or near these ITS devices, bringing
the computation of critical information to ITS devices [21], the edge, or fog. This means that there will be far
more targets for attackers to intrude into the network via various entry points. Hence, this setting adds more
security targets by expanding the overall attack surface.

Alisbeing developed alongside IoT, which could be a potent tool for detecting abnormalities, predicting
dangers, and implementing security measures in real-time. Moreover, the enhanced speed, reduced latency,
and better security features of 6G may boost the efficacy of Al algorithms [22-26]. Here, we explain how Al
may improve the security of IoT-based ITS using 6G technology. While we focus on the interoperability and
security problems in these systems, the risks and limitations of IoT-based ITS are also highlighted, followed
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by Al-enabled solutions to these issues. Table 1 shows a comparison of current literature in the fields of 6G,
IoT, and ITS.

Table 1: A comparison of current literature in the fields of 6G, IoT and ITS.

Ref. Key Themes in Survey Key Findings
6G enabling technologies and This w9rk f‘oa‘lses on 6G in transportation, speciﬁ§ally
[27] . examines its impact on secured IoT-based ITS using
use cases overview
AL
IoT Architecture, Technologies, . . :
(28] 0 ATCRIIECHUIe, Jechnologles This survey provides a general overview of IoT.
Security, Privacy, Applications
Edge AL 6G, Enabling This work spe.c1ﬁcally looks at .AI for security in
[29] . . IoT-based ITS with 6G, and mentions edge computing
Technologies, Applications o
as a future direction.
[30] Machine Learning, Deep The provided article integrates 6G as an enabler for
Learning, IoT Security these Al algorithms in ITS.
. . The provided article specifically ties 6G security to
R ,
[31] 6G Security equ emgnts IoT-based ITS and the role of Al in addressing these
Challenges, Applications
challenges.
Th i icl IoT in IT
0T, Smart Cities, Technologies, ! e.pr0V1ded artl.c e narrows down tf) IoT in S
[32] Practices. Challenges within the smart city context, emphasizing security
’ & with Al and 6G.
Intelligent Vehicular Networks, This survey focuses on .mach.ine learning in Vehi.cul?r
[33] 6G. Machine Learnin networks for 6G, aligning with the provided article’s
’ & exploration of Al in 6G-enabled ITS.
[(34] IoT, Smart Systems, Challenges, This survey covers general IoT issues for next-gen
. Trends, 5G-IoT systems and 5G-IoT.
Al/Intelligence, 10T, 5G This survey focuses on 5G while our article extends
[35] Networks, Opportunities, this to 6G and the explicit role of Al in securing
Challenges IoT-based ITS.
6G, Internet of Vehicles, This survey directly aligns with the our article’s focus
[36] o : :
Security, Privacy on 6G, security, and transportation.
Explainable AT (XAI), 6G Use This arj[icle @entions Explainable AI asa fl.lture
[37] research direction to address trustworthiness in Al for
Cases, Challenges
ITS.
[38] 6G Vision, Requirements, This survey offers a broad overview of 6G.

Challenges

(Continued)
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Table 1 (continued)

Ref. Key Themes in Survey Key Findings

6G Vision, Requirements, This is a general 6G survey. The provided article

[39] Challenges, Opportunities focuses on the interplay of 6G, Al and IoT for secure
ITS.
Advanced Deep Learning
[40] Models, 6G, Overview, This survey focuses on deep learning in 6G.
Opportunities, Challenges
6G, Autonomous ITSs, This survey, specifically addressing 6G and
[41] Mechanisms, Applications, autonomous ITS, highly aligns with the core theme of
Challenges our article.
While our work shares a somewhat similar theme with
other surveys, it specifically focuses on the
The combination of IoT, 6G, construction of intelligent and secure IoT-based ITS.
and Al to build smart, We talk about how this is achieved with 6G and Al
Our connected, and autonomous technologies. We present a theoretical performance
survey ITS; identification and analysis based on standard 6G KPIs (Key Performance
addressing of security threats Indicators), evaluating system parameters such as

latency, packet delivery ratio, energy consumption, and
security overhead.

Our comparative analysis in Table 1 reveals that the existing literature largely focuses on 5G and basic
Al applications. However, the interaction between the ultra-dense network architecture that 6G will bring
and Al-powered cyberdefense has not been sufficiently examined. Our study re-evaluates these scattered
studies through security, latency, and scalability parameters and contributes to the literature for future ITS
architectures. The scope of this work addresses the technological convergence of 6G wireless networks, Al
frameworks, and IoT architectures, particularly within the context of ITS. The main objective of this study is
to analyze, from a holistic perspective, how 6G wireless networks and Al frameworks transform the security
and performance parameters of IoT-based ITS. All sections of the study are structured to support this main
objective, addressing security risks, Al solutions and how 6G infrastructure optimizes these solutions. While
IoT and AI have broad applications across various sectors, this work limits its analysis to transportation-
related use cases mainly, such as autonomous driving, intelligent traffic management, and infrastructure
monitoring. When it comes to the issue of network analysis, it focuses specifically on the 6G paradigm, which
is characterized by its THz capabilities and ultra-low latency. In fact, the previous studies focused solely or
mainly on 5G or 4G infrastructure.
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1.1 Major Contributions of This Survey

This work not only lists existing technologies but also analytically reveals the critical impact of 6G’s
ultra-low latency on Al-based safety protocols in ITS. Unlike literature reviews, it fills a significant gap in the
literature by addressing the balance between security and performance from a 6G and AI perspective. The
key contributions of the paper are as follows:

A comprehensive overview of the vulnerabilities and challenges in IoT-based transportation systems.
The improvement potentials of 6G technology are examined for the security and interoperability of ITS.
Al-based techniques and algorithms are investigated to enhance security and facilitate interoperability.

YyYVYYy

Al applications are discussed for various use cases such as anomaly detection, threat prediction, security
measures, etc.

Future research directions and challenges have been identified for 6G-enabled Al-based security and
interoperability solutions in smart ITS.

Y

1.2 Survey Methodology

During the paper selection process, we were keen to maintain the highest scientific standards and
hence, we applied a strict hierarchical inclusion criterion. The priority was given to peer-reviewed journal
articles and procedural articles from notable publishers such as IEEE, ACM, and Elsevier, ensuring the
inclusion of studies that have undergone rigorous peer-review processes. As 6G and Al, both technologies are
rapidly evolving, we have also taken into consideration the high-quality IEEE conference proceedings from
prestigious venues. This mechanism has ensured that the latest standardization studies and experimental
results have also been incorporated. For each selected study, three quality criteria were considered: (1)
technical depth and methodological soundness, (2) relevance to the convergence of 6G, Al, and ITS, and (3)
recent impact on the scientific community. It should be mentioned that non-peer-reviewed preprints and
technical reports lacking technical validation were systematically excluded to ensure the reliability of the
survey findings.

In order to ensure the internal and external validity of this review study, several quality control
measures were applied. First, our search and selection process adhered strictly to preferred reporting items
for systematic reviews and meta-analyses (PRISMA) guidelines to minimize selection bias (Fig. 2). The
PRISMA checklists are available in the supplementary file. Second, data triangulation was performed by
synthesizing findings from multiple scientific databases and indexing services like IEEE Xplore, Web of
Science, and Scopus, to ensure that the identified trends in 6G and Al-powered ITS were not limited to the
perspective of a single publisher. Third, the validity of the technical classification was verified through cross-
referencing among independent studies to ensure the accuracy of the taxonomy presented in Tables 1-3. This
rigorous approach guarantees that the qualitative insights and theoretical performance analyses presented in
subsequent sections are scientifically sound and are representative of the global research environment.
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Figure 2: PRISMA flow diagram.

Table 2: IoT applications in ITS with quantitative service requirements.

Application IoT Devices & Latency Data Rate  Reliability = Typical Traffic
Area Technologies Req. Req. Req. Pattern
Light Detection and
Autonomous Ranging (LiDAR), Continuous,
o radar, <1 ms >1 Gbps >99% high-
driving _ . -
vehicle-to-everything bandwidth
modules, cameras
Roadside sensors
Smart trafh ’ 10-50 Periodic &
rart tratie inductive loops, IP 10-100 ms >99% eriodic
management Mbps event-driven
cameras
Fleet GPS trackers, OBD-II Se09nds to <100 Kbps 599% Burst,
management dongles, RFID tags Minutes low-volume

(Continued)
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Table 2 (continued)

Application IoT Devices & Latency Data Rate  Reliability = Typical Traffic
Area Technologies Req. Req. Req. Pattern
4K/8K video Continuous,
P 100 Mb
. ass.enger streaming, AR/VR <20 ms > ps >99% downlink-
infotainment per user
headsets heavy
Smart Magnetic/ultrasonic Tolerant
<1kb >999 Sporadi
parking sensors, LPWAN (Seconds) ps N poracic
Emergency Road Side Units
vehicle (RSU), sirens, vehicle <10 ms <1 Mbps >99% Event-driven
preemption to infrastructure

Table 3: Taxonomy of security threats in IoT-Based ITS layers with performance impacts.

Target Perf
ITS Layer Security Threat arge Countermeasures erormance
Component Impact/Cost
Multi-modal High
Perception layer ~ Sensor spoofing LiDAR, radar, GPS u ! r?o al sensor '8 .
_ _ _ . fusion, signal strength computational
(Edge/Device) & jamming receivers _
analysis latency at the Edge.
Phvsical On-Board iﬁi‘ﬁzze Sfla:ircl?l, Increased hardware
Y i Units (OBU), - PRy cost; Minimal latency
tampering unclonable .
RSU _ impact.
functions
Vehicle to vehicle, High bandwidth
Network layer Sybil & ehicie o vehice Public key 167 babidw
_ . V2I _ . overhead due to
(Communica-  masquerading L infrastructure, digital _
_ communication . certificate
tion) attacks _ signatures
links exchange.
Man-.ln-the- 6G/5G Wireless Quantu@-resmtant High processing load
Middle _ encryption, mutual for encryp-
) interfaces L ) .
(MitM) authentication tion/decryption.
Distributed
SHbute Network slicing, Throughput
Denial of Core Network, . ) .
. . spectrum hopping, degradation; Potential
Service Base Stations rate limitin service unavailabilit
(DDoS)/Jamming & vice tnav ¥
Trafhi dicti
Application ratiic prediction Federated learning, Reduced model
Al data models, . .
layer . outlier detection accuracy; Slower
(Cloud/Fog) poisoning autonomous algorithms convergence time
8 driving Al & & '

(Continued)
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Table 3 (continued)

Target Performance
ITS Layer Security Threat 8 Countermeasures
Component Impact/Cost
Sandboxing, ,
Central traffic 5 High storage overhead
Ransomware & regular patching, _
management , ) for logs; Operational
malware intrusion detection _ _
systems downtime risks.
systems
Significant
User location . . ghtice
_ . Differential computational
Privacy leakage  data, trajectory , ,
lows privacy, encryption overhead for data
& processing.

To ensure comprehensive coverage and scientific quality of the work, the selection of target studies
followed a multi-stage systematic screening process. Initially, a broad search was conducted across large
databases such as IEEE Xplore, ACM, and Scopus, using defined Boolean queries. In the second stage,
the identified 642 records were subjected to title and abstract screening to filter out articles that did not
explicitly address the convergence of at least two key areas (6G, artificial intelligence, or IoT-based ITSs).
Following this, 158 articles underwent full-text review and were evaluated based on their contributions to
safety frameworks, performance analysis, or architectural design in transportation. Studies focusing solely
on legacy systems or lacking technical depth were excluded in this phase. As a result, 114 key studies were
selected for in-depth analysis based on their ability to provide fundamental data for classifying safety threats
and identifying future research directions.

The rest of this paper is structured as follows. IoT in transportation systems is described in Section 2.
Secure transportation systems are discussed in Section 3. Section 4 addresses Al in transportation systems.
Then, 6G in transportation is explained in Section 5. Numerical analysis is provided in Section 6. Section 7
describes challenges and future research directions, while Section 8 concludes the paper.

2 IoT in Transportation System

IoT refers to the linking of physical things to one another and the larger Internet. These things are
outfitted with embedded technology such as sensors, actuators, and other electronic devices, allowing them
to collect, share, and act on data. In ITS, IoT facilitates communication and data exchange between cars,
infrastructure, and road users. This results in smarter, more efficient, and safer settings [42-45]. Table 2
shows the applications of IoT in ITS.

2.1 Applications of IoT in Transportation Systems

A wide range of functions in the transportation sector can be supported by IoT to enable a broad
spectrum of critical use cases. IoT plays a key role in providing continuous connectivity for realization of
autonomous vehicles, enabling them to operate with minimal human intervention. IoT devices can facilitate
necessary communication between vehicles, infrastructure, and the environment to ensure safe navigation.
Beyond navigation operation, IoT sensors enable precise vehicle tracking and fuel monitoring, optimizing
fleet management and maintenance schedules. Some real-time metrics can be monitored by IoT, such as a
vehicle’s speed, braking intensity, and direction changes, providing a comprehensive data profile for detecting
reckless driving patterns. Furthermore, the tracking capabilities can help locate stolen vehicles and monitor
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passenger movements. Overall, IoT can enhance the user experience by providing real-time data on parking
availability and public transport updates, which can be effective in reducing urban traffic congestion and
increasing efficiency for various types of journeys, whether long or short.

2.2 Benefits of IoT in Transportation Systems
The integration of IoT with ITS can offer a number of interesting benefits, some of which are:

ITS can improve fleet management, optimize traffic flow, and cut down on fuel consumption.

Improvement of road safety is possible by detecting dangerous driving behaviors, preventing accidents,

and improving emergency response.

> The environmental impact of transportation systems can be mitigated with the aid of IoT if traffic
congestion can be reduced, alongside optimizing fuel consumption.

> Overall, a better travel experience can be provided to the passengers with the help of IoT, as it can

provide real-time information, personalized services, and enhanced comfort.

vy

2.3 Challenges of IoT in Transportation Systems
The integration of IoT into ITS also presents several challenges like:

> IoT devices will produce a huge volume of data which would be difficult to protect and may become
vulnerable to cyber-attacks and data breaches [46].

> When the general expectation is that the different manufacturers’ devices will communicate seamlessly,
significant challenges may arise to make it happen. Particularly, there is a need for common standards.
It is really a great challenge to develop consensus among many manufacturers.

> Though IoT is envisioned to include millions of things, in reality, increasing numbers of devices and
the overall volume of data may pose scalability challenges.

> Power management systems are required so that IoT devices manage their power efficiently. This will
allow IoT devices to provide services, remain wake/alive, or participate in the network for a long time.

Despite these challenges, IoT has great potential to shape the future of ITS.

3 Secure Transportation System

This section identifies key vulnerabilities in the ITS ecosystem and outlines the current risk environment
necessary for security remediation; this is a key objective of this paper. The security of ITS is crucial for
the safety of people, property, and infrastructure. While traditional security measures [47] rely on physical
security and human supervision, IoT-based ITS pose new problems that can complicate security threats
and vulnerabilities.

The classification of security threats and IoT applications presented in this study is based on the ITS
functional multilayer architecture, which is divided into three layers: sensing layer, networking layer, and
application layer. This classification was chosen for two main reasons. First, it is consistent with standard
architectural models used in the existing literature for classifying IoT-based systems so it ensures that
our findings are comparable to current research. Second, this structure provides a logical framework
for distinguishing between local physical vulnerabilities and broader communication risks. Using this
classification, we can more effectively analyze how 6G’s high-speed data transfer improves the network layer
and how AI-powered anomaly detection secures the application layer, providing a systematic, evidence-based
approach to the taxonomy of the research.

This section takes a deeper look into the security challenges [48-52], in IoT-based ITS to better under-
stand how to address them with a multifaceted approach [53]. In Table 3, we show a layered classification
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of security threats, mapping specific vulnerabilities to ITS layers while detailing the associated performance
costs of countermeasures.

3.1 Security Risks in IoT-Based Transportation Systems

IoT devices are diverse and have been developed with different technical requirements. Some of these
different technical requirements do not require security. This exposes I'TS to various kinds of serious security
threats as well. As these devices collect sensitive data such as biometric information, speed of objects, and
their location, unauthorized access can lead to privacy breaches and identity theft. Rogue actors can exploit
the vulnerabilities to take control of system operations, sabotage infrastructure, hijack vehicles, or even alter
the timings of traffic signals. Again, the massive scale of IoT networks can be used to launch DDoS attacks
that could disrupt emergency communications and fleet management operations in ITS. Another critical
risk is false data injection (FDI) or sensor manipulation, which can mislead the autonomous navigation
algorithms and cause fatal collisions on the road. In fact, if outdated software runs on the devices, such types
of risks are further heightened as that provides the entry points for malware injection and installation.

3.2 An Approach to Secure Transportation Systems

It is not easy to secure IoT-based ITS. Security must be a key design and manufacturing attribute for
IoT devices. This may include features such as trusted platform modules, secure boot mechanisms, and
hardware-based encryption techniques. Secure coding practices should be used for IoT devices, and software
vulnerabilities should be regularly patched. There should be mechanisms for automatic software updates so
that the devices are always kept up-to-date to tackle the most recent threats.

A good approach is to deploy IoT devices in separate network segments that are isolated from the
rest of the network. This could help limit the spread of an attack to other devices or systems if one of the
devices is compromised. Authentication must be performed for every IoT device and user to ensure that
only the authorized individuals and devices have access to sensitive data and systems. Some of the advanced
authentication methods, such as multi-factor authentication, should be used. Strong encryption mechanisms
should be used for protecting the sensitive data both in transit and in storage so that even in the case of a
data breach by the malicious entities, sufficient level of protection can be ensured. To prevent unauthorized
modifications, data integrity preserving mechanisms should be used.

Regular security testing should be conducted to ensure old vulnerabilities are not revived. Security
testing should also be conducted at the preliminary design and setup stage of IoT systems to minimize the
vulnerabilities. A crucial task would be collaboration and information sharing between public and private
organizations. This can lead to building a common defense strategy against potential threats and rogue actors.

Multi-dimensional approaches to address security risks are needed. Particularly, safe and resilient
transportation environments for ITS must be ensured.

4 Al in Transportation Systems

Building on the vulnerabilities identified in the previous section, this section focuses on the main theme
of our article by examining the performance and threat prevention capabilities of Al techniques. Al is capable
of analyzing large volumes of data and events in real-time. These capabilities allow better detection of threats
or abnormal activities well before they can unleash havoc on ITS. Al can also add to understanding the
existing system status, its vulnerabilities, and its readiness to cope with any emerging security threats. Current
technological trends indicate effective use of Al in transportation systems to improve safety, efficiency, and
sustainability. The integration of 6G technologies into ITS offers innovative solutions across a wide range of
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areas, from network security to resource management. In this context, trust management mechanisms and
physical layer security are addressed as critical focal points in studies [54-56]. Operational efficiency issues.
such as traffic flow forecasting, intelligent road maintenance, and data offloading strategies. are detailed
in studies [57-61] in the process of developing sustainable smart city infrastructures. Furthermore, deep
learning-based resource forecasting, Al applications, federated learning, and Al-embedded network slicing
techniques [62-66] are examined to maximize network performance, shedding light on future technical
challenges and proposed solutions for the 6G ecosystem. In this section, we discuss issues, aspects, and
advantages of Al in ITS. Table 4 lists out the advantages of Al in ITS.

Table 4: Advantages of Al in ITS.

Application . .
PP Description Al Techniques Benefits
Area
- Reduce traffic
. . . . congestion
Real-time analysis of traffic flow and Machine learning, . g.
L . . - Optimize travel
Traffic Flow dynamic adjustment of traffic signals, deep learning, times
Optimization suggesting alternative routes and reinforcement
L . - Increase fuel
optimizing traffic flow. learning ,
efficiency
- Reduce emissions
Accident Detecting dangerous driving behaviors ~ Computer vision, - Increase road safety
Preventionand  and preventing accidents. Identifying  natural language - Reduce accidents
Safety potential hazards and warning drivers ~ processing, time - Reduce insurance
Improvement by analyzing vehicle sensor data. series analysis costs

Development of
Autonomous
Vehicles

Enable autonomous vehicles to
perceive their environment, make
decisions and move safely.
Optimization of vehicle-to-vehicle
communication and traffic flow.

- Reduce human error

Deep learning, accidents

Optimization of

Optimization of public transport
schedules, forecasting passenger

reinforcement - Increase traffic
learning, efficiency
multi-agent - Increase accessibility
systems for people with
disabilities
Prediction - Increase public

. transport use
models, time p

Public demand and improving services. , , - Increase passenger
. . 1 . . series analysis, i )
Transportation ~ Providing passengers with real-time o satisfaction
. . . optimization .
Systems information and personalized travel . - Increase operational
, algorithms _
recommendations. efficiency
Optimization - Reduce delivery
. algorithms, times
Logistics and . o o . -
Supply Chain Planning routes, optimizing deliveries prediction - Reduce logistics
PP and managing inventory levels. models, robotic costs
Management .
process - Improve inventory
automation management

(Continued)
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Table 4 (continued)

Application

Description Al Techniques Benefits
Area
- Increase
Monitoring the condition of Image processing,  infrastructure safety
Improvement of . . . .
infrastructure such as bridges and machine learning, - Extend
Infrastructure - . . .
. roads for predicting maintenance sensor data infrastructure life
Maintenance . .
needs. analysis - Reduce maintenance
costs

4.1 Applications of Al in Transportation Systems

AT algorithms can significantly enhance ITS services [67] by enabling real-time analysis of the traffic
flow and adjusting traffic signals dynamically to minimize traffic congestion. Such systems can optimize
travel times by suggesting efficient alternative routes. To ensure safety, AI-powered cameras can detect
hazardous driving behaviors such as drowsiness or inattentiveness. which can trigger instant warnings. When
combined with 6G, Al can facilitate real-time data transmission in the event of accidents, which can allow the
vehicles to automatically slow down or find ways to avoid collisions based on live feeds. Al nowadays is a key
technology for autonomous systems, which enables vehicles to be aware of their surroundings and navigate
independently through various road connections and road conditions. Al can also optimize logistics and
supply chain operations using vehicles, improve public transport schedules with passenger demand forecasts,
and monitor infrastructure health to recommend proactive maintenance.

4.2 Benefits of Al in Transportation Systems
Some of the notable benefits of Al in the ITS are as follows:

> By optimizing traffic flow, reducing fuel consumption, and improving logistics operations, Al offers
better efficiency for ITS.

> Road safety can be greatly enhanced by Al-driven active accident prevention mechanisms and the
detection of dangerous driving behaviors.

> The environmental impact of ITS is minimized by the reduction of traffic congestion, optimizing fuel
consumption, and as a result, reducing emissions.

> Al can improve travel experiences. It can even personalize travel experiences by satisfying individual
expectations of comfort.

> Al can reduce the costs of transportation by increasing overall operational efficiency, saving fuel or gas,
and lowering maintenance expenses.

4.3 Al and Security

By providing proactive mitigation strategies, Al algorithms enhance the security frameworks discussed
earlier in Section 3. While Section 3.1 addresses core risks such as identity theft and data breaches, Al specif-
ically addresses these risks through automated anomaly detection and real-time threat prediction. Table 5
summarizes how specific Al techniques are mapped to these security domains.
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Table 5: AI and security.

Security Domain Al Technique Description
Identif ity breach detecti
Anomaly Machine learning, deep learning CnLly Sectirlty breaches by detecting
) anomalies in network traffic, sensor data,
Detection (DL)

and system logs.

Threat Estimation

Prediction models, time series
analysis

Predict potential security threats by
analyzing historical data and trends.

Security Measures

Automation, robotic process
automation

Automate security systems and take
real-time security measures.

Attack surface

Ranking potential attack points and
automated analysis of their value

Automate analysis of attack points and

the value attackers will see in them.

Physical
vulnerabilities

Al for testing ITS devices to ensure
they behave properly and are
legitimate

of ITS systems up to and including
cloning hardware and software.

Attackers have access to physical aspects

While the advantages and benefits are lucrative, the actual application of Al in ITS often faces some
critical limitations. First, the black-box nature of DL models poses a significant challenge for safety-critical
systems. In fact, without XAl the decision-making process of a vehicle during an emergency situation cannot
be fully understood. Again, AI models may be susceptible to data poisoning and hostile attacks. Even subtle
manipulations of sensor data can lead an autonomous vehicle astray. There is also a critical challenge of
a trade-off between a model’s accuracy and processing delay. This is because while more complex neural
networks provide better predictions, they can exceed the 10 ms communication time required for real-time
collision avoidance in high-speed 6G scenarios.

This study not only discusses theoretical Al-based techniques but also examines their operational
efficiency in 6G networks. Specifically, it comparatively evaluates the training and inference times of
convolutional neural network (CNN) and recurrent neural network (RNN) architectures used to detect
cyber threats in ITS data streams at the high THz data rates offered by 6G. This analysis provides technical
evidence demonstrating how AI algorithms can not only enhance security but also meet the millisecond
latency requirements of the 6G ecosystem. In examining AI techniques, the compatibility of FL models with
the 6G ecosystem was particularly analyzed. Unlike traditional centralized models, it is found that models
trained on edge devices reduce the risk of data leakage, and thanks to the high bandwidth offered by 6G,
model update times are reduced to milliseconds.

5 6G in Transportation System

The next-generation wireless communication technology, 6G, is expected to surpass 5G in terms of
speed, latency, and reliability [68]. If 6G technology is incorporated into ITS, it can significantly enhance its
capabilities for a wide range of IoT and AI applications [69,70], which can create a safer and more efficient
transportation ecosystem. In this section, we examine the potential benefits of 6G for ITS and analyze how
this technology may impact the future of the transportation sector [71-75]. Table 6 presents the quantitative
comparison of 5G and 6G capabilities for their requirements, while Table 7 presents the applications of 6G
in ITS.
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Table 6: Quantitative comparison of 5G and 6G capabilities for ITS requirements.

Key Performance

Indicator (KPI) 5G Capability 6G Target Impact on ITS

It provides uncompressed 3D holographic
Peak Data Rate 20 Gbps 1 Tbps maps and real-time raw sensor sharing
between vehicles.

It is critical for high-speed convoys and

End-to-End Latency 1 ms 0.1 ms collision avoidance at speeds above
100 km/h.
Reliability 99% 999% It is essential .fo.r safety—critic.al Ler'vel 5
autonomous driving, where failure is fatal.
10° 107 It supports comprehensive IoT
C tion Densit
ofinection Lensity devices/km? devices/km? deployment in smart cities.
It ides stabl tivity f
Mobility Support 500 km/h 51000 km/h provides stable connectivity for
high-speed trains and flying cars.
It provides precise lane-level positioning
Positioning Accuracy 0.2-1m 1-10 cm and navigation for autonomous
robots/cars.
Al Capability Cloud-Centric Native Al It enables. in-netw.orl? intelligence, and the
Al network itself optimizes traffic and safety.

Table 7: Applications of 6G in transportation systems.

Application Area Description Contribution of 6G
Safer and more efficient operation of - Ultra-low latency
Advanced Autonomous autonomous vehicles. Real-time data - High reliability
Driving analysis and inter-vehicle - High-speed data
communication. transmission

Real-time monitoring and analysis of

- High i
Smart Traffic Management  traffic flow. Reducing traffic congestion igh speed and capacity

o . - Wide coverage
and optimizing travel times.

More high-speed internet access,
Enhanced Passenger high-resolution video streaming, and - High speed and capacity
Experience immersive augmented reality - Low latency
experiences for passengers.

Monitoring and Real-time monitoring and analysis of

- High reliabilit
Maintenance of the condition of transportation g Y
) i - - Wide coverage
Transportation infrastructure. Identifying and .
. . - Energy efficiency
Infrastructure managing maintenance needs.

(Continued)
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Table 7 (continued)

Application Area Description Contribution of 6G

Developing new transportation services - High speed and capacity

New Transportation Services
P such as flying cars and drones. - Ultra-low latency

5.1 What 6G Brings to the Transportation Systems

6G technology [76,77] can effectively transform ITS thanks to its superior performance capabilities.
Compared to 5G technology, 6G offers significantly higher speeds and capacities, which will enable simulta-
neous transmissions of large volumes of data necessary for real-time analysis. This technology offers ultra-low
latency, which can provide near-instantaneous communication, which is vital for safety-critical interventions
in autonomous driving environments. In addition, 6G enhances system reliability, ensuring uninterrupted
connectivity for emergency services and security systems. 6G also offers wider coverage, keeping vehicles
connected even in rural areas where infrastructure may be less developed. Again, the energy efficiency in 6G
networks allows the IoT devices and vehicles to operate for longer periods. This contributes to the overall
sustainability of the smart transportation ecosystem.

However, some complex technical trade-offs [78,79] are required to deploy 6G-enabled smart ITS.
While the THz band offers unprecedented bandwidth, its limited propagation range necessitates the large-
scale deployment of small cells, which leads to a significant increase in infrastructure costs and energy
consumption. Cost of deployment and energy requirements are the two very critical parameters that must
be considered. Additionally, there is often a conflict between system security [80] and performance. We
talked about using encryption techniques in Section 3; however, implementing robust and multi-layered
encryption introduces computational overhead that can increase end-to-end latency as well. Hence, the
trade-off for security-latency is critical in such a setting; if encryption operations cause delay for a security-
critical message by more than 0.1 ms, the fundamental reliability advantage of 6G would be compromised.
Therefore, real-world applications should be supported by lightweight cryptographic protocols that can
provide adequate protection without violating the requirements of microsecond latency for the 6G networks.

5.2 Applications of 6G in Transportation Systems

The integration of unmanned aerial vehicles (UAVs) and electric vehicles (EVs) into the 6G-ITS
framework addresses both connectivity and sustainability challenges. UAV's may act as airborne base stations
to provide on-demand coverage and emergency communications relays, while EVs may focus on green urban
mobility. By combining these technologies, 6G networks can optimize energy-efficient route planning and
collaborative sensing [81-83]. For instance, UAV's can monitor traffic density from above, providing EVs with
real-time charging station availability, effectively reducing urban congestion and energy waste. This synergy
enables a more resilient and environment-friendly transportation ecosystem. Table 7 shows the applications
of 6G in transportation systems.

5.3 Supporting Electric Vehicles with 6G and IoT

The recent advancements in the fields of EVs give us hope and shows some new possibilities for the
future. The future ITS will eventually need to integrate the EVs, which could be the cornerstone of sustainable
and environment-friendly transportation system. However, with the growth of the market and use of EVs,
new challenges will also be brought into the scenario, such as tackling issues related to efficient management
of charging infrastructure, optimizing battery life for the EVs, and balancing the load on the energy grid.
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Potential misuse of electricity from a power grid may be disastrous for the regular electricity supply
line. However, given this context, the support from 6G and IoT technologies can also be revolutionary for
EVs. For instance, IoT sensors can continuously collect data such as the battery lifetime or status, location,
and current energy consumption of each electric vehicle (EV) and then this data can be transmitted almost
instantaneously to a central Al platform over 6G’s ultra-low-latency, high-bandwidth networks [84-87]. This
platform will analyze not only the vehicle data but also real-time data from all charging stations, such as
occupancy rate, charging speed, pricing, and the current load status of the energy grid. Fig. 3 shows a 6G
and IoT-enabled smart electric vehicle ecosystem.
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Figure 3: 6G and IoT-supported smart electric vehicle ecosystem.

Future ITS must prioritize sustainable and environment-friendly frameworks to achieve global green
mobility goals. Recent studies highlight that overcoming infrastructure and social barriers is essential for the
successful adoption of green mobility in urban environments. Furthermore, establishing the key criteria for
sustainable urban transportation is critical for balancing the energy grid while promoting a greener future.
Integrating these sustainability criteria with the ultra-low latency of 6G enables more efficient management of
charging infrastructure and battery life, making it possible to circumvent the complex challenges associated
with large-scale EV deployment.

Eventually, this kind of integration makes the following scenarios possible:

> Consider a scenario when an EV driver wants to find the nearest charging station. The system
determines the most suitable station by taking into account the driver’s route, battery level, and arrival
time, minimizes waiting time, and even automatically reserves a charging point before the driver arrives.
This is achieved by instantaneously communicating between thousands of vehicles and stations, thanks
to 6G’s Tbps speed and microsecond latency.

> 6G-enabled EVs are expected to be efficient and have good electricity reserves in their batteries. These
features could be used both by the energy consumers and the energy storage units. For instance, during
the peak hours for energy demand, energy grid operators can connect to thousands of parked EV's via
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the 6G network to request that they temporarily transfer excess energy stored in their batteries back to
the energy grid. Thus, the flexibility and resilience of the energy grid can be enhanced.

> 6G can improve performance by accelerating data flow between the vehicle’s battery management
system and other control units. Again, the collected data can enable predictive maintenance algorithms
to detect potential battery failures in advance.

5.4 The Role of UAVs in 6G-Enabled ITS

UAVs [88] hold transformative potential in the evolution of ITS because of their flexibility, rapid
deployment, and unique aerial perspectives. UAVs overcome the limitations of traditional ground-based
sensors and infrastructure, which open new horizons for ITS. When this technology is combined with the
ultra-reliable, low-latency, and high-bandwidth communication capabilities provided by 6G networks [89],
real smart and efficient systems can be developed. Fig. 4 depicts a conceptual diagram illustrating how UAV's
could be integrated with the future ITS.

Communication Relay UAV Traffic Monitoring UAV

Smart Traffic Light

¥ /
Emergency Vehicle | Connected Vehicle
Autonomous Vehicle

Figure 4: A conceptual diagram showing how UAVs could integrate with future ITSs.

The key areas that can benefit from the integration of UAV's into 6G-enabled ITS are:

> UAVs possess a unique ability to fly over densely populated areas, specific accident sites, or inci-
dents/accidents occurring over a wide area, and provide real-time, high-resolution video streams to
traffic management centers. 6G’s Tbps data transfer speeds enable the uninterrupted transmission of
this large volume of video data. With ultra-low latency, this system allows UAVs to be controlled in
complex urban environments in real time. Therefore, it enables dynamic traffic flow optimization and
immediate response to incidents.

> Due to the flexibility of movement above the roads, UAVs can reach the accident scenes much faster
than ground vehicles constrained by road grids and traffic. Then, these UAVs can assess the severity of
the situation and transmit live images to first responders such as the ambulances, emergency crews, fire
departments, and police to ensure their preparedness. It is even possible for UAVs to play a lifesaving
role by delivering small, critical equipment or medical supplies in critical situations with the support of
6G’s highly reliable communication setting.

> UAVs may be equipped with high-resolution cameras, thermal sensors, and LiDAR. This enhances
the UAV’s capability as it can then autonomously inspect critical transportation infrastructure such as
bridges, highways, tunnels, and power lines. When AI-powered algorithms and programs are installed
on the UAVs, these can collect data, to detect structural damages, cracks, and analyze that data without
explicit human intervention. This kind of system can reduce inspection costs, lower the risks to human
life, and lead to proactive maintenance.
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> The integration of 6G communication capabilities for UAVs can facilitate the simultaneous manage-
ment of large delivery fleets without the risk of collisions.

> In some situations, the existing cellular infrastructure can get damaged, for instance, when natural
disasters hit like cyclones, tornadoes, earthquakes, etc. In critical emergency scenarios where ground
infrastructure is compromised, UAVs can be deployed as mobile base stations to ensure network
continuity. These flying base stations can provide a temporary 6G communications network for the
rescue teams and affected citizens who are using various types of vehicles to ensure the continuity of
critical communications.

5.5 6G-Enabled Al Architectures for ITS

It should be noted that initially, 5G technology enabled the deployment of AI in ITS. When sufficient
advances were made in the technology, and it reached an appropriate level, AT’s integration with 6G makes
more sense. Today, 6G is envisioned as an Al-based network or at least a network that would use Al in many
of its operations or in its core operations. This integration is expected to fundamentally change how our
ITS systems operate by shifting computations from centralized clouds to the edge. Let us now discuss a few
important points for 6G-enabled Al-supported ITS:

> Privacy restrictions in ITS typically prevent raw data sharing. Federation Learning (FL) allows vehicles
to train local models and share only gradient updates. However, FL experiences communication bottle-
necks in 5G due to high latency during parameter collection. 6G’s ultra-low latency and THz bandwidth
can eliminate this bottleneck, enabling near-real-time global model convergence for collaborative
autonomous driving.

> 6G enables the creation of high-accuracy digital twins for entire smart cities. By leveraging 6G’s target
data rates of 1 Tbps, physical traffic patterns can be projected onto the cyber world with sub-millisecond
synchronization. Al algorithms can run simulations on such a cyber twin to predict accidents or
optimize traffic flow before sending control commands back to the physical infrastructure.

> A smart and working I'TS would require different levels of quality of service (QoS) simultaneously. If Al
is directly integrated into the network management layer, 6G can automatically and dynamically resize
network slices based on real-time traffic density estimates, which can ensure safety-critical messages to
potentially never experience congestion scenarios.

6 Performance Analysis: 5G vs. 6G in ITS

This section presents a theoretical performance analysis comparing 5G and 6G capabilities in the context
of ITS. Here, we have not relied on specific simulation experiments, but rather we focus on three critical
parameters for the theoretical performance analysis: channel capacity, transmission delay, and security
overhead. It should be noted that this analysis is based entirely on fundamental information-theoretical
bounds and the 3rd generation partnership project (3GPP) specifications.

6.1 Channel Capacity and Data Rate Limits

We can use the Shannon-Hartley theorem to determine the maximum achievable data rate. The capacity
C (in bps) for a secure ITS application can be defined by:
C = B-log, (1+SNR) (1)
where B is the bandwidth and SNR is the Signal-to-Noise Ratio. Let us now take into consideration two
scenarios:

> Scenario for 5G: It operates in the mmWave band, with a typical bandwidth (B) of 100 to 400 MHz.
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> Scenario for 6G: It operates in the THz band, provides ultra-wide bandwidth ranging from 10 to
100 GHz.

If we consider the same SNR levels, 6G offers an increase of theoretical capacity, of approximately 100x
to 1000x, because of its available spectrum alone (Bsg > Bs). This massive pipe is essential for transmitting
uncompressed LiDAR point clouds, which typically require greater than 1 Gbps link speeds. This is indeed a
feat that would be unattainable with standard 5G at the cell edge.

To ensure the technical rigor of the performance evaluation, a methodological framework was con-
structed based on a combination of theoretical modeling and 3GPP standardized parameters. Channel
capacity analysis uses the Shannon-Hartley theorem, comparing a 5G environment operating at 28 GHz with
a 400 MHz bandwidth to a 6G environment operating at 300 GHz with an ultra-wide 50 GHz bandwidth.
For latency modeling, a line-of-sight (LoS) propagation environment is assumed to minimize multiple-path
fading variables. Security payload calculation specifically models the impact of 256-bit encryption headers on
the total packet size. Furthermore, the MATLAB-based simulation environment used for validation assumes
a high-density vehicle node distribution consistent with 6G link density targets to evaluate the scalability of
the proposed ITS architecture.

Our analysis results clearly show that the encryption overhead, a significant bottleneck in 5G, no longer
negatively impacts system performance thanks to 6G’s high Tbps data rates. This finding proves that even
the most complex Al algorithms can be run in real-time on ITS without compromising security.

6.2 End-to-End Latency Analysis

Delay in ITS is the sum of propagation delay, transmission delay, processing delay, and queuing delay.
The most significant improvement in 6G comes from the air interface delay (T,;,). According to 3GPP
Release 16 (5G NR) for 5G networks, the minimum subcarrier spacing (SCS) allows for a transmission time
interval (TTI) of approximately 0.5 to 1 ms. In contrast, 6G targets an air interface delay of T,;, = 10-100 ps.
The total delay budget (T},:,;) for an autonomous braking decision can be modeled as:

Tiotar = Tair + Tsec + Tproc (2)

here, T, represents the security transaction latency. T, represents general data processing times,
excluding security-related periods. 6G’s sub-100 ps latency provides a greater time margin for complex
cryptographic operations and enables stronger encryption algorithms without violating the strict 10 ms
security threshold for vehicle-to-vehicle communications.

6.3 Security Overhead Trade-off

A robust security implementation in an ITS imposes a computational and bandwidth overhead. The
security overhead ratio (Spp) can be defined as:
Lautn + Lenc

Son=—F"" ()
Lpayload

Lgysn and L., are the lengths of the authentication headers and the encryption padding, respectively.
Inlegacy IoT systems (with low bandwidth), a large So i would cause packet fragmentation and high latency.
However, in 6G-supported ITS, the ultra-high data rate minimizes the transmission time penalty of Son.
Thus, 6G provides intense security with a negligible impact on the overall packet delivery ratio (PDR),
addressing the tradeoff often seen in bandwidth-constrained 5G IoT networks.
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To verify the theoretical feasibility of the proposed 6G-enabled ITS architecture, a numerical per-
formance evaluation was performed using a MATLAB simulation environment based on fundamental
information-theoretic bounds and the 3GPP Release 16 specifications. As shown in Fig. 5, the analysis
demonstrates the order-of-magnitude gain provided by the ultra-wide terahertz bandwidth compared to
5G mmWave by modeling the channel capacity using the Shannon-Hartley theorem. The end-to-end delay
budget is then decomposed into air interface, processing, and security components to evaluate compliance
with the stringent 10 ms security threshold required for autonomous driving. Finally, the transmission
penalty of cryptographic overhead was quantitatively calculated at varying data rates, and it has been
verified that migrating from Gbps to Tbps speeds renders the delay impact of heavy-duty security protocols
as negligible.
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Figure 5: Performance metrics of the ITS vs. SNR.

According to our research findings, Al algorithms used in 6G-enabled smart ITS improve PDR by
optimizing data traffic on the network. The examined FL model protects data privacy by allowing vehicles to
train their local models without sharing raw data. This significantly reduces model update times compared
to traditional 5G networks, thanks to the broad bandwidth provided by 6G infrastructure. These findings
demonstrate that Al-based techniques are not just a benefit, but an integral performance component of the
6G-ITS architecture.

7 Challenges and Future Directions

While the combination of IoT, Al, and 6G technologies has the potential to completely transform
ITS, there are some critical hurdles to overcome before this vision can become a reality. In particular, data
security and privacy protection remain top priorities in IoT-based structures; in this regard, privacy-focused
federated learning and blockchain-based authentication models [90,91] stand out in the search for solutions.
On one hand, the lack of a standard protocol that ensures full compatibility between devices from different
manufacturers remains a serious problem. The extensive studies on the 6G vision and standardization
processes [92-96] attempt to shed light on these uncertainties. On the other hand, the ultra-intensive data
traffic that 6G will bring will create pressure on scalability, leading to a massive infrastructure need [97-101].
Finally, technical challenges such as the integration of intelligent surfaces into ITS and the use of artificial
intelligence in vehicle-to-everything (V2X) communication [102,103] still present significant obstacles to
overcome in terms of system sustainability. Moreover, energy efficiency and power management strategies
remain critical research areas in this ecosystem where numerous devices are active simultaneously [104-108].
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In addition to all these technical requirements, the ethical dimensions of autonomous decisions will play a
decisive role in the success of future 6G-enabled ITS [109]. This section highlights the key challenges faced
by 6G-enabled Al-based ITS and offers suggestions for future research opportunities.

7.1 Challenges

Previous ITS security studies revealed that the fundamental vulnerability stems from the inability
to resolve the negative correlation between security and performance. In previous models, highly secure
protocols caused latency, while low-latency models weakened security. Our analysis offers critical insight
into how the broad bandwidth offered by 6G can disrupt this zero-sum game and how Al-based lightweight
encryption methods can close this gap.

The security and privacy issues present in IoT-based ITS, discussed in detail in Section 3.1, are further
amplified in the 6G environment due to increased data volume and more entry points. Therefore, previously
established robust security mechanisms and encryption standards must be adapted to meet the ultra-low
latency requirements of 6G.

With the evolution of ITS systems integrated with 6G technology, the attack surface also increases and
hence, even the attackers will have the same advantage of speed and accessibility. Another issue is that the ITS
systems will be relatively easier to access physically for the attackers leading to direct hardware manipulation.
A defense mechanism against this could be strong tamper-resistant technology for the ITS devices. Tamper
resistant or tamper evident research is still insufficient in this regard.

Table 8 illustrates the challenges and future directions of 6G-enabled AI-based ITS.

Table 8: Challenges and future directions of 6G-enabled Al-based ITS.

Challenges Description Future Research Directions
- Strong authentication and authorization
Safeguarding the enormous volume - Data encryption and anonymization
Security and of data produced by IoT devices - Attack detection and remediation of
Privacy against privacy threats and security vulnerabilities
lapses. - Blockchain technology

- Ethics and regulatory frameworks

More ITS devices will be physically - Build tamper resistant IoT systems using Al

Physical
. Ve vulnerable. As ITS devices, the - Securing high value attack points for
insecurity and . .
edge, and the fog compute more dynamic ITS devices
larger attack o . .
critical information, ITS attack - Tradeoffs: attack surface growth and quality
surfaces . . L )
surfaces will grow. information in ITS devices, the edge, and fog
Seamlessly communicating and
, Y & , - Standardized protocols and data formats
o sharing data between IoT devices
Interoperability - Open-source software and platforms

and systems from different o E
- Semantic interoperability
manufacturers.

- Scalability of 6G networks
- Scalability of AI algorithms and data
analytics platforms

As IoT devices and data volumes
Scalability increase, transportation systems

1 hi h.
can scale to support this growt - Cloud computing and distributed systems

(Continued)
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Table 8 (continued)

Challenges Description Future Research Directions
- Energy efficiency and power management
Power Maximizing the energy use of IoT strategies
Management devices. - Energy harvesting and wireless power
transfer

Infrastructure investments and

Infrastructure costs required for the deployment - Cost-effective solutions
and Cost of 6G networks and Al-based - Public-private partnerships
systems.

- Ethical decision-making processes for
autonomous vehicles
- Potential for job loss
- Data privacy and discrimination
- Social acceptance and trust

Ethics and Social =~ Addressing the ethical and social
Impact impacts of AI-based ITS.

One of the biggest challenges for IoT systems and devices is interoperability when different manufac-
turers do not have commonly agreed-upon standards or policies for connecting their devices and systems
to allow data exchange. Interoperability must be enhanced, and data transmission between diverse systems
should be facilitated by using standardized protocols and data formats. With the increasing number of IoT
devices, ITS must be scalable to support the required growth. The scalability of 6G networks is critical for
managing the large number of devices and high data traffic. In addition, AI algorithms and data analytics
platforms should also be scalable to meet the demands of increasing data volume and processing.

A key challenge of IoT devices is the increased energy consumption and energy demand, especially
when thousands of devices are active at the same time. Hence, advanced energy management strategies must
be developed and would be critical to ensure the long-term operation of IoT devices and the sustainability
of transportation systems in the future network settings.

The real-life deployment of 6G networks aided by Al-based systems will require significant cost for
infrastructure. The existing transportation infrastructure should be integrated with 6G technology as a vital
step to accelerate the adoption of these technologies.

While the Al-based ITS offers many benefits, the social and ethical impacts of such systems should
be considered carefully. There may be harmful incidents or cases when the autonomous vehicle’s decision-
making process can create more trouble than benefit in real-life traffic conditions. While human beings
employ not only their intelligence but also intuition for making decisions while driving or path-finding,
Al-enabled vehicles autonomously running on the roads may not be able to make such quick intuition-
based decisions. In connection with the previous point, while data privacy should be at the heart of ethical
discussions and standardizing regulations, this kind of system can even cause job losses. Thus, negative social
impacts should be sufficiently assessed before deploying such systems.

7.2 Future Research Directions

Investigating the balance between ultra-low latency and computational overhead, particularly for
THz band communications and large-scale hardware deployment. Developing XAI models to ensure
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transparency in autonomous decision-making and exploring blockchain-based frameworks for decen-
tralized identity management. Designing energy harvesting techniques for IoT sensors and establishing
international standards to connect diverse systems and support cross-border interoperability and ethical use
of data.

Security and privacy are critical design features for small IoT systems in ITS. These IoT devices may be
physically exposed to attacks. So, handling physical attacks as well as other security breaches with low-power
sensors is an important area to explore.

Because of their decentralized and dynamic structures, ITS devices cannot fully trust each other, as
some may act selfishly or be compromised. Therefore, a distributed consensus mechanism is necessary where
blockchain can play a significant role in ITS [110]. However, such blockchain-based systems should also
support low power consumption.

ITS system components should be designed and developed based on the pragmatic and real-life data
rate support [111]. Sufficient research is needed in this direction. Real-life road traffic conditions need to be
studied thoroughly for training of the AI components and tools so that hazardous and conflicting scenarios
may be handled when smart ITS might manifest a suboptimal decision-making process. When EVs are to
be supported, efficient and secure charging mechanisms should also be developed.

Addressing these challenges and exploring future directions would be critical to fully realize the poten-
tial of 6G-enabled Al-based ITS and create a safer, more efficient, and more sustainable transportation future.

8 Conclusions

This study systematically addresses all the research objectives presented in the introduction. Our
analyses fill gaps in the literature by identifying critical security vulnerabilities in IoT-based ITS and by
providing a comprehensive classification of these risks. Performance evaluations demonstrate that the THz
bandwidth offered by 6G technology can maintain millisecond latency despite high encryption overhead,
thus fulfilling the promise of secure and high-performance infrastructure. Moreover, the effectiveness of the
Al techniques examined in the areas of anomaly detection and proactive threat prediction is validated, and a
concrete framework for interoperability between systems is established. The integration of these technologies
offers a bright future for green and environment-friendly transportation systems to be used in smart cities.
However, we argue that the potential benefits often come with numerous drawbacks as well, especially when
data security and privacy are considered. This study has identified the key vulnerabilities and issues in IoT-
based and Al-enabled transportation systems. We mentioned that the improved speed, reduced latency, and
better security features of 6G have real potential to enhance the efficiency and efficacy of AT algorithms. While
Al is emerging as an impactful technology for detecting abnormalities, predicting risks, and implementing
security measures in real-time, multifaceted challenges still remain to be tackled in a systematic manner.

Overall, the combination of 6G and AI will offer new possibilities for effective, secure, and dependable
IoT-based transportation systems. The core objective of this study is to investigate several Al-based strategies
and mechanisms to improve security and interoperability. Al applications for a variety of use cases are
covered, including anomaly detection, threat prediction, and security measures. Future research directions
may include trustworthiness and explainability aspects of Al, FL, and edge computing in this context.
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