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ABSTRACT: Traditional Intrusion Detection Systems (IDSs) that rely on fixed signatures or basic machine learning
often struggle with sophisticated, multi-stage cyberattacks and previously unknown threats. To fix these problems, this
paper introduces IntrusionNet, a mixed deep learning system that combines Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), and Autoencoders in a two-part design. Differing from typical stacked models,
IntrusionNet works on two levels at the same time. First, a supervised CNN-RNN process pulls spatial-temporal
data from traffic flows to sort well-known attack patterns. Second, an unsupervised Autoencoder process spots new
anomalies by looking at reconstruction error limits. This approach allows the automatic learning of threat traits as
they change, without needing someone to do it by hand. The system was tested on the UNSW-NBI5 data set, picked
because it realistically includes many kinds of attacks, like Fuzzers, Shellcode, and Worms. Tests show that IntrusionNet
gets an accuracy of 98.80% and an Fl-score of 0.985, doing better than other systems, especially with less common
attack types. Also, tests using Precision-Recall (PR) analysis and False Positive Rate (FPR) measurements prove that the
model handles class imbalance well, which is key for real-world security. The suggested system can be scaled up easily
and performs calculations fast, making it a possible key part of real-time detection in Security Information and Event
Management (SIEM) systems.

KEYWORDS: Intrusion detection system (IDS); deep learning; CNN-RNN hybrid; anomaly detection; UNSW-NBI5;
network security; real-time detection; IntrusionNet; temporal modeling; cybersecurity

1 Introduction

The maintenance of the information systems confidential, intact, and available is one of the leading
organizational concerns in the era of the digital landscape. Due to the rapid development of internet
gadgets and cloud solutions, there are far more opportunities available to attackers. Businesses respond to
cyberattacks regularly, both within and outside, in the form of data leakages and denial-of-service attacks,
which cost them a lot of money and damage their reputation. Major attacks such as the one on Yahoo,
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estimated to cost approximately 350 million dollars [1], and the breach of the Bitcoin exchange, which was
estimated to have lost 70 million dollars [2], can serve as evidence of the importance of sound cybersecurity.
One of the major protections in contemporary cybersecurity is the Intrusion Detection Systems (IDS) [3].
They monitor network traffic and system activity in order to identify and prevent bad stuff. However,
signature-matching and rule-based methods of old-school IDS are no longer doing it. They are unable to
identify new attacks or a zero-day attack, they tend to provide excessive false alarms and exhaust people, and
they do not necessarily scale well or perform in a complex and busy environment [4,5]. This system identifies
intrusions when they occur through a two-part process. To begin with, Spark MLIib verifies abnormal
packets. A Conv-Long short-term memory (LSTM) model then seeks patterns of abuse. When it detects
something, it raises an alarm to indicate the danger and enable an individual to address it. The introduction
of artificial intelligence, in particular, deep learning, has become a game-changer in addressing the problems
of the other approaches. Deep learning is a form of machine learning that is able to discover complex patterns
in data automatically, even without a human finding out what is important. That is why deep learning models
are actually quite effective at identifying an intrusion, as they are able to automatically identify important
features, identify an abnormal activity, classify network traffic, and adapt to novel threats [6]. A researcher
has observed that deep learning contributes to superior pattern recognition in contrast to the archaic systems.
According to other researchers, deep learning-based intrusion detection systems are superior in adapting
and operating with novel attacks and more complex traffic.

In spite of such benefits, the implementation of deep learning-based intrusion detection systems has
some challenges associated with scalability, interpretability, and reliability. This paper attempts to solve
these problems by exploring different types of deep learning frameworks for intrusion detection, which
include Autoencoders, Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and
CNN-RNN systems. The research objectives are: (1) to evaluate the intrusion detection performance of
these architectures; (2) to evaluate the scalability of these architectures and their effectiveness compared to
traditional systems; and (3) to evaluate how the major dataset size and network complexity can impact the
performance of the detection. The goal of this work is to facilitate the creation of scalable, adaptive, and
intelligent intrusion detection systems to increase cybersecurity resilience [7]. The threat in cyber is rapidly
increasing, and there is always a better way of doing it by attackers. This implies that the traditional IDSs are
not functioning as efficiently as they were before. The signature- or rule-based detection that these systems
implement can actually not detect new attacks or deal with multi-phase and multi-faceted attacks exploiting
vulnerabilities in the system. Network intrusions typically occur in a sequence of events, and each of them
presents its own challenges with respect to early identification and protection:

«  Reconnaissance: Attackers either passively or actively unearth target systems, such as available ports,
services running, or operating system versions. This normally precedes larger attacks, and this is difficult
to detect as it is too tricky.

«  Exploitation: Attackers exploit any acquired knowledge to abuse known software vulnerabilities (such
as SQL injection or stolen credentials) to gain unauthorized access.

«  Reinforcement: Attackers establish methods to hang about, such as escalating their privileges, planting
malware droppers, or reconfiguring the system to permit permanent control.

«  Consolidation: This is a complete breach in the system, which allows the attackers to do things such as
steal data, conduct DDoS attacks, or hijack resources.

In addition to technical issues, human errors and poorly configured systems contribute to the vulner-
ability of the primary components of cybersecurity: the need to keep everything secret, ensure that it is
accurate, and accessible. Even the existing IDS systems tend to overlook subtle or silent attacks, such as
eavesdropping, and also fail to work in high-workload and high-speed environments.
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The main contributions of this work are summarized as follows:

o  Presentation of a New Hybrid Deep Learning Architecture: IntrusionNet is the proposed hybrid deep
learning architecture combining CNNs, RNNs, Autoencoders, and CNN-RNN hybrid. The architecture
is effective in capturing, with both spatial and temporal patterns of network traffic, which can then be
accurately used to detect known, novel, and rare cyber threats without manual feature engineering.

o  Enhanced Intrusion Detection Performance: IntrusionNet has better performance in detecting intru-
sions on the UNSW-NBI5 dataset with an overall accuracy of 98.80 and an Fl-score of 0.985. The hybrid
CNN-RNN system is superior to past IDS systems, especially in low-frequency attacks like Shellcode,
Worms, and Reconnaissance.

o  Scalable, End-to-End, and Adaptable Solution: The architecture enables end-to-end deep learning,
learning paramount characteristics of traffic with minimal human oversight, and streamlines model
surveys. It is scalable in nature and can be deployed in large-scale, high-speed, adversarial network
applications, and thus it can be used in enterprise applications.

o  Evaluation and Practical Applicability: We give rigorous evaluation and benchmarking throughout
various attack circumstances and preprocessing options, and reveal the power, flexibility, and prospects
of deploying IntrusionNet within Security Information and Event Management (SIEM) tools. This
article forms a benchmark for future profound study of deep-learning-based IDS.

The paper is organized in the following way: Section 2 is a review of the IDS research, particularly
in the case of IoT. Section 3 outlines the IntrusionNet framework, preprocessing, training, and evaluation
measures. Section 4 shows performance results, and Section 5 compares IntrusionNet with traditional
IDS, emphasizing the aspect of scalability and adaptability. Section 6 closes and implies further research
directions.

2 Literature Review

Storing online data securely means having effective methods of detecting when somebody is breaking
in. These are useful in preserving secrets, ensuring that it all functions properly, and having systems that are
active and functional. They must be capable of identifying and preventing any person who should not be
around, is causing havoc, or engaging in unhealthy activities within a network. Cyber threats are increasingly
becoming more sophisticated, and therefore, we require even higher systems to detect such intrusions.

2.1 Traditional Intrusion Detection Techniques

Intrusion detection systems can typically be divided into two major categories, signature-based and
rule-based. This is a rough list of how they compare themselves in terms of what they are based on, what is
good about them, and what is not so good. Table 1 shows the Comparative overview of signature-based vs.
rule-based intrusion detection techniques.

Table 1: Comparative overview of signature-based vs. rule-based intrusion detection techniques.

Feature Signature-Based Detection Rule-Based Detection

Uses predefined signatures of
Principle known attacks to identify
intrusions [8]

Uses manually crafted rules to detect
deviations from normal behavior [9]

Accuracy with High accuracy in detecting Effective when rules are well-defined for
known threats previously identified attacks [10] known patterns [11]

(Continued)
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Table 1 (continued)

Feature Signature-Based Detection Rule-Based Detection
Detection of Ineffective, cannot identify Limited, struggles with evolving or novel
zero-day attacks unknown threats [12] attacks [13]
High, due to static signature High, particularly when rules are too
False positives & . , & g P . Y N
matching [14] generic or rigid [15]
Scalability and Poor scalability; updates needed for =~ Manual rule creation is time-consuming
adaptability every new threat [16] and hard to maintain [17]
L Difficult to adapt to different Highly customizable, adaptable to specific
Customization o .
organizational needs environments
. Relies on frequent signature Requires constant tuning and expert
Maintenance
database updates knowledge for rule updates

Table 1 indicates that conventional methods provide simple security. However, they are fading out in
combating the new and complex cyber-attacks that are rapidly spreading. Since cybersecurity risks are
evolving to be more sophisticated, scientists are utilizing artificial intelligence, specifically machine learning
(ML), to develop superior IDS capable of adapting [18,19]. Such machine learning algorithms as decision
trees, support vector machines (SVMs), or random forests can be helpful in detecting peculiar patterns in
large amounts of data [20]. The advantage of decision trees is that they are simple to understand [21], whilst
SVMs are useful in classifying most kinds of data [22]. Random forests are powerful because they utilize a
substantial number of decision trees to deal with prediction [23]. The ML methods work well as they can
adapt to novel forms of attacks and acquire new experiences [24]. Still, they have problems [25]. The main
issue is that they rely on the manual selection of features, and this can result in errors and decrease the
flexibility of the model [26]. Moreover, the attacks that modify the data to just avoid being detected can
deceive ML models [27].

2.2 Comparative Analysis of IDS Models Using Deep Learning

Deep learning (DL), a subfield of machine learning, uses multi-layered artificial neural networks to
find patterns in raw data [28]. It works well in IDS because it can tell the difference between known and
unknown malicious activity in network traffic [29]. Studies have shown that deep learning models are good
at detecting intrusions on single devices and large networks [30]. These models are great at processing large
datasets and spotting hidden patterns, which makes them very useful for dealing with the difficulties of
current cybersecurity. Table 2 shows some common deep learning designs, their strengths, and where they
are used for intrusion detection:

Table 2: Key deep learning architectures and their applications in intrusion detection systems.

Model Type Core Strengths Application Context
Convolutional Neural Strong at extracting spatial patterns Detecting traffic anomalies in
Networks (CNNs) from packet sequences [28] structured network logs
Recurrent Neural Capture temporal dependencies and  Identifying patterns over time (e.g.,
Networks (RNNs) sequential trends [29] system behavior or session flows)

(Continued)
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Table 2 (continued)

Model Type Core Strengths Application Context
Perform unsupervised feature Anomaly detection and
Autoencoders . . . . . . .
compression and reconstruction [30] dimensionality reduction
CNN-RNN Hybrids Coml.)ine. spati.al and temporal Advar.lced threat det.ection in
learning in a single model [31] dynamic network environments
Deep Neural Networks ~ High flexibility, depth, and abstraction General-purpose intrusion
(DNNs) capabilities [32] classification

Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), Autoencoders, and Deep
Neural Networks (DNNs) are some of the most popular deep learning architectures in IDS. The advantages
of each of these models in identifying different types of network-based intrusions are different. CNNG,
among other things, are very useful in identifying spatial designs in data, thereby being the best in the
analysis of structured logs. RNNs, however, are very effective in tracing dynamic changes, which can be
used to track threats as time goes on [33]. Experiments illustrate that DNN-based IDS outperforms more
conventional algorithms as it achieves higher efficiency, fewer inaccuracies, and can process larger data [34].
Conversely, the conventional machine learning models tend to follow fixed features that are easily thwarted
with advanced attacks [35]. It is currently moving toward the trend of hybrid models that combine deep
learning with expert systems, group learning, or anomaly detection methods to enhance the detection
ability [36,37]. A combination of a range of methods, including statistics and Artificial Intelligence (AI), can
enable IDS to be stronger and more adaptive and enhance the general cybersecurity protection [38].

The capacity of deep learning to approximate high-dimensional, intricate data distributions is the key
to contemporary intrusion detection. The most typical architectures that are used to achieve this are DNNs,
Autoencoders, CNNs, and RNNs. Both models have their own strengths that can be put on the table when
addressing network security challenges [39,40]. DNNs are the extension of classical artificial neural networks
(ANNS) that include additional hidden layers, allowing them to approximate non-linear decision boundaries.
DNNs can learn the hierarchical representation of data due to their depth, which successively converts
the raw input features into more complex ones. This feature allows DNNs to be very useful in identifying
the slightest patterns of malicious behavior, a key factor in the detection of advanced intrusions [41,42].
Autoencoders are a type of unsupervised neural network that learns the compressed forms of the input data
in terms of reconstruction [43]. Autoencoders provide a low-representation of network traffic by preserving
the basic structure of the data and eliminating noise, which may be utilized on other models, such as CNNs
or RNNs [44]. The various variations, such as stacked autoencoders or denoising autoencoders, have been
useful to locate any abnormal activity within intrusion detection systems, particularly when scanty attack
samples are available. Autoencoders can encode complex representations, so their encoding process assists in
enhancing the performance of intrusion detection systems. Initially designed to process images, CNNs now
perform analysis of sequential or time-related data to detect intrusion [45]. CNNs detect local features in
the input data with the help of filters, which results in feature maps that demonstrate the activation patterns.
1D CNN s are effective at extracting features from time-series data, such as network packet flows, when it
comes to network traffic [46]. They discover connections in packet format or flow data [47]. An example
of this architecture is CNN with Dynamic Weight Adaptation (CNN-DWA), which nowadays becomes a
part of firewall systems to detect intrusion in real-time. This system, which is situated between users and
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servers, monitors traffic in both directions in order to identify and prevent cyber threats before they reach
valuable services.

RNNs are especially applicable in the control of sequential data, e.g., user behaviour over time or
multi-step attacks in the network logs. RNNs are good at learning time-dependent sequences, but they have
shortcomings, such as the vanishing gradient problem when dealing with long sequences. To address this,
more complex forms of RNN, like the Long Short-Term Memory (LSTM) networks and Gated Recurrent
Units (GRUs), add gating mechanisms that enable them to autoregulate long-term dependencies and enhance
their capacity to learn sequential complex data [48].

3 Methodology

The proposed methodology has the architecture depicted in Fig. 1. This research aims to establish a
cohesive deep learning platform that can detect malicious network behavior with high precision and cope
with new threats. The use of traditional Intrusion Detection Systems (IDS) has been known to be limited to
handcrafted features and fixed rules, and thus is unable to detect more sophisticated, dynamic attack patterns.
In order to alleviate such constraints, we develop an end-to-end intrusion detection approach methodology
with convolutional, recurring, and autoencoding that is used to learn spatial, temporal, and reconstruction-
based properties of network traffic. The process of data preprocessing and acquisition, which involves the
protocol encoding, feature selection, or dimensionality reduction and normalization of the raw network
flows, is our methodology. The preprocessing phase (structured) transforms every input sample into a format
that is small and simple to learn. This is to make sure that various types of network traffic are handled equally
and reduce the effect of irrelevant or repeated features. Our CNN-RNN-Autoencoder model is then fed with
the processed inputs, and it is the most important feature of our detection system. The 1D Convolutional
Neural Network first extracts local patterns of features of the input, and it captures short dependencies typical
at the packet level. They are followed by these convolutional feature maps to a Recurrent Neural Network. This
network is used to simulate the dynamics of traffic patterns, and this allows the system to identify long-term
behaviors involving attacks that occur at discrete stages or evolve over time.

Input Data
Preprocessing
Normalization

Deep Learning Architectures
Convolutional Recurren

Anomaly Detection

Metrics

Accuracy
Precision
Recall

(i

Figure 1: The deep learning-driven intrusion detection pipeline from raw data to final decision-making.

Intrusion
Detected

Decision

Normal
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The RNN output is also tested with an autoencoder-based anomaly detector to improve the model
in detecting zero-day intrusions. The autoencoder is also trained to reconstruct normal behavior with a
minimum error; thus, any meaningful error in reconstructions will imply some abnormal or suspicious activ-
ity. This two-way learning enables the framework to use supervised attack classification and unsupervised
anomaly scoring to enhance its generalization potential. The last step is a SoftMax classification layer, which
predicts the most likely attack category, based on the learnt temporal features. The general training goal
effectively minimizes the loss of the classification and the anomaly penalty based on reconstruction, which
makes sure that the model is good against known types of attacks and against unknown malicious behavior.
To ensure that our tests were equal, we trained all the models similarly. We then compared their performance
based on a number of measures (accuracy (number of times they are right), precision (number of times
they are correct when predicting something positive), recall (number of times they find all of the positive
cases), Fl-score (a balance between precision and recall), and the rate of false-positives (number of times
they are incorrect when predicting something positive). Through these statistics, we were in a position to
compare the capabilities of various ways of learning characteristics: space, time, and rebuilding data. What we
found suggests that deep learning setups—especially when you mix them with ways to reduce the number of
dimensions and spot unusual activity—can be a flexible and easily scalable way to build the next generation of
IDS. Intrusion detection systems are a key part of modern cybersecurity. The goal of these systems is to look
for suspicious or malicious activity on a network or computer. Once they find something, they alert security
personnel so they can take action. Traditional IDS systems often relied on pattern matching and signature-
based methods. These systems look for known attack patterns in network traffic or system logs. Though these
methods are good at detecting known threats, they often struggle with new or unknown attacks, as shown
in Fig. 1.

3.1 Dataset Preprocessing and Normalization

The UNSW-NBI5 dataset, a recent standard made in 2015 by the Australian Centre for Cyber Security
(ACCS), imitates actual network settings and attacks. Using the IXIA PerfectStorm tool, normal and attack
traffic were produced to look like real organizational network actions for internal and external traffic. The
dataset has more than 2.5 million labeled entries, each marked with one of 10 attack types or as normal.
Different from the older KDD-Cup-99 dataset, UNSW-NBI5 has a varied set of current dangers like Exploits,
Fuzzers, DoS, Analysis, Reconnaissance, Shellcode, Worms, and Backdoors. Each record contains 49 fields,
with a combination of flow (such as protocol, source/destination port), content (such as payload size),
time (such as connection time), and statistics (such as the number of packets and entropy). These facts
demonstrate various types of attacks and help to develop powerful detection models. The makers divided the
sample into training and test subsets (175,341 and 82,332 samples), though since we were interested in this
study, we created a balanced subset of 250,000 samples to ensure the applicability of our best model (CNN-
RNN), which was initially trained on KDD-Cup-99. It was prepared using one-hot coding and leveling of
group traits to the min-max level, and dropping off copies or blanks. This approach validates the existing
value, resistance to skewed data, and the equity of data testing. The test shows how well the IntrusionNet
platform can change and move learning, mainly under real traffic and different attack types.

In Table 3, the UNSW-NBI5 dataset provides a modern, balanced, and high-fidelity benchmark for
validating intrusion detection systems, particularly under realistic conditions of network complexity and
contemporary threat types.
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Table 3: Technical summary of the UNSW-NBI15 dataset.

Aspect Description
Source Australian Centre for Cyber Security (ACCS), 2015
System Setup Realistic emulated network traffic using IXIA PerfectStorm
Attack Types 10 categories including Exploits, DoS, Fuzzers, Recon, Shellcode, etc.
Attack Categories DoS, Exploits, Fuzzers, Generic, Reconnaissance, Shellcode, Worms, etc.
Normal Traffic Labeled distinctly from malicious categories
Feature Set 49 features: flow-based, content-based, time-based, statistical

Training/Test Partition Original split: 175,341 (train), 82,332 (test); this study uses 250,000 curated

subsets
. Min-max normalization, one-hot encoding, deduplication, and null value
Preprocessing Method
removal
Dataset Variants Full dataset, balanced curated subset (250,000 records)

3.2 Proposed CNN-RNN-Autoencoder Hybrid Model

IntrusionNet is a suggested structure for spotting intrusions. It is expandable and modifiable, and
applicable to other groups of data. It is designed to classify internet traffic and respond to attacks as they
occur. It trains numerous deep learning models in a system that is capable of identifying traditional and
emerging threats in various web scenarios. The manner that IntrusionNet has been configured allows it to
handle hard things in the modern-day web, such as encrypted information, malware that takes on different
forms, and attacks in numerous forms. This is evident in such info sets as UNSW-NBI5. Fig. 2 is a simple
drawing of the system.

The suggested intrusion detection model is developed based on a CNN-RNN-Autoencoder network.
xt is feedforwarding the raw network input xt Rdis into a structured preprocessing process, then through
convolutional, recurrent, and reconstruction stages. Fig. 2 can illustrate the key components of the Intru-
sionNet intrusion-spotting system. Data Getting Layer obtains real-time traffic on the firm’s LANs or on the
internet via dynamically running programs such as Wireshark, Zeek, or TCPDump. This simple traffic is
stored in PCAP format and transmitted to the Distributed Preprocessing Engine. There, they are filtered using
protocols, port mapping, encoding classes, normalization of features (min-max or z-score), and extraction of
copy is done. It is carried out with the help of tools that can be expanded, such as Apache Spark, pandas, and
NumPy. This allows the modification of web feature alterations to occur simultaneously (such as on the 49-
feature UNSW-NBI5 plan). The worked-out data is forwarded to the Deep Learning Classification Module.
It consists of CNNs (where things are placed), RNNs (where things are modeled in order), and Autoencoders
(where things are found not to be normal and things are smaller). These models work together to sort and
score traffic as normal or as one of a few attack types (like DoS, Exploits, Fuzzers, Reconnaissance, Shellcode,
etc.). All sorting results are recorded and put into a Distributed Threat Intelligence Database. They can also
be sent into SIEM systems (like Splunk, ELK Stack) for seeing things as they happen and making warnings.
This pipeline that can be changed makes sure things can grow, guesses can be made fast, and it can change
to fit both info sets and live web settings.
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Figure 2: The proposed IntrusionNet system unites the web traffic that is received in real-time, divides it into various
locations, and then applies deep learning to identify any intrusion.

3.2.1 CNN with Feature Transformation

We model the transformation of raw network input X, € RY through a structured preprocessing and
classification pipeline. This pipeline includes protocol encoding, feature selection, and scaling, followed by
convolutional and recurrent operations, anomaly scoring, and final classification.

X = v (Xt) = (Pscale © (l)select © (Pencode (Xt) 1

here ¢encode: Protocol encoding (e.g., one-hot encoding of TCP/UDP), ¢select is dimension selection or
reduction (e.g., PCA, mutual information), ¢sc,le normalization (e.g., min-max or z-score scaling)

X € RY where d’ < d

A convolutional filter f € R slides over a local window of the transformed input. For a stride s and
receptive field X.1,k-1, the output at time t is:

k-1
M=o (Z - K + b) 2)
i=0

3.2.2 Temporal Modeling with RNN

To model temporal dependencies, we feed the convolutional output into a Recurrent Neural Network
(RNN):

hy = tanh (Wez(? + Wyheoi + by ) o = 0 3)
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3.2.3 Autoencoder for Zero-Day Detection

To detect anomalies (e.g., zero-day attacks), an autoencoder is trained to reconstruct normal behavior:

zi=0 (W%, +b,) (Encoder)
%t =0(Wyz; +by) (Decoder) (4)

A= ||% - xtHi (Anomaly Score)
An input is flagged as anomalous if:

1, ifA;>46
Flag (x;) = { A (5)

0, otherwise

where § is a threshold determined via validation.

3.2.4 Classification Layer and Joint Training Objective
The CNN-RNN hybrid model’s output is passed to a final softmax classification layer:

y¢ = softmax (W, h, + b,)

i em((Woho)) (6)
Yt = SE ep((Woht)y)

where K is the number of attack types (e.g., DoS, Exploits, Reconnaissance, etc.) and y{: Probability of input
belonging to class j at time ¢.

The final training objective combines the classification loss and anomaly detection penalty:

L=Lce(y,9)+ A ZAt (7)

here, Lk is the categorical cross-entropy loss, A is the regularization hyperparameter balancing classification
and reconstruction loss, T is sequence length or number of observations

3.3 Layer Architecture of the Proposed Model and Ablation Study Model

Besides the proposed model, we also experimented with various models which describe below.
Tables 4-8 outline the architecture configurations for each model. The performance metrics, such as
accuracy, precision, recall, and fl-score for each model will be reported in Tables 4-9.

Table 4: General intrusion detection layer configuration.

Layer Type Neurons/Units Activation Function

Input Layer Dependent on feature vector size (e.g., 41) None
Hidden Layer 1 64 ReLU
Hidden Layer 2 32 ReLU
Hidden Layer 3 16 ReLU

Output Layer 1 (Binary)/4 (Multi-class) Sigmoid/Softmax
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Table 5: CNN model architecture.

1

Layer Type Filters Filter Size Pooling Size
Convolutional 64 (3 x3) (2x2)
Convolutional 64 (3 x 3) (2x2)

Fully Connected — — —
Output 10 (Multiclass) — —

Table 6: ANN model architecture.

Layer Type Neurons Activation Function
Input 49 —
Hidden Layer 1 128 ReLU
Hidden Layer 2 64 ReLU
Output 10 Softmax

Table 7: RNN model (LSTM-based).

Layer Type Units Activation Function
Input 49 —
LSTM Layer 1 128 Tanh
LSTM Layer 2 64 Tanh
Output 10 Softmax
Table 8: CNN-ANN hybrid model.

Layer Type Filters Filter Size Pooling Size Neurons Activation
Convolutional 64 (3x3) 2x2) — —
Convolutional 64 (3x3) (2x2) — —

Fully Connected 1 — — — 128 ReLU
Fully Connected 2 — — — 64 ReLU
Output — — — 10 Softmax
Table 9: CNN-RNN hybrid model.

Layer Type Filters Filter Size Pooling Size Units Activation
Convolutional 64 (3 x3) (2x2) — —
Convolutional 64 (3x3) (2x2) — —
LSTM Layer 1 — — — 128 Tanh
LSTM Layer 2 — — — 64 Tanh

Output — — — 10 Softmax
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4 Results

This part details the experiment setup for checking the IntrusionNet system, using different deep
learning designs on the UNSW-NBI15 data. The point is to see how different setups—both alone and mixed—
change how well it finds intrusions in realistic, complex traffic data. Raw data of the network traffic at
UNSW-NBI5 was subject to preprocessing to provide uniform and useful model input. Categorical attributes
(protocol and service) have been turned into one-hot vectors, and numerical ones have been normalized
by Z-score. Duplicate or missing values were eliminated, and the final data were used to balance the major
attack categories to prevent bias in learning.

4.1 Experimental Setting and Ablation Study

Some of the model configurations used to evaluate the IntrusionNet framework were: A control ANN,
a CNN to extract spatial features, an RNN to model time-based features, and hybrid models (CNN-ANN or
CNN-RNN) to detect both spatially and temporally related patterns. Each of the models was trained on a
balanced sample of the UNSW-NBI5 data (250,000 samples), including the substantial categories of attacks,
including DoS, Fuzzers, Reconnaissance, Exploits, Backdoors, Shellcode, and Generic. All architectures were
trained and tested separately to make a reasonable comparison. The grid search with a 5-fold cross-validation
was used to optimize hyperparameters (learning rate, batch size, number of filters/units, dropout rate).
A separate hold-out test set was used to ensure that there was no bias in the evaluation. To evaluate the
effectiveness of both conventional machine learning methods. Incorporating deep learning structures. There
are many statistical measures that are used. These metrics include accuracy, precision, recall, Fl-score, true
positive rate (TPR), and false positive rate (FPR), all of which are derived from the counts of true positives
(TP), true negatives (TN), false positives (FP), and false negatives (FN). Particular attention is given to false
negatives (FN), as their impact is critical in evaluating the reliability and practical applicability of the models.
The consideration of false negatives (FN) expected by the models [49,50].

4.2 Hyperparameter Setting

In order to achieve sound and impartial analysis, the UNSW-NBI5 dataset was trimmed, and a balanced
sample of 250,000 was employed. Grid search with cross-validation was used to find the hyperparameters,
including the learning rate, the batch size, and the network size, and each model was empirically tested on a
separate set of hold-out tests to make standard and unbiased performance comparisons. The data was divided
into 70% training, 15% validation, and 15% test. All models were trained using mini-batch gradient descent
with the Adam optimizer, using categorical or binary cross-entropy depending on the task. Early stopping,
dropout regularization, and L2 weight decay were applied to prevent overfitting, while stratified 5-fold cross-
validation was used to validate the consistency of model performance. The corresponding hyperparameters
are summarized in Table 10.

Table 10: Training, validation, and testing configuration for IntrusionNet intrusion detection models.

Parameter Value
Dataset UNSW-NBI5 (stratified subset of 250,000 records)
Input Features 49
Attack Categories DoS, Fuzzers, Recon, Exploits, Shellcode, Worms, Backdoor, etc.
Training Set Size 70%
Validation Set Size 15%
Testing Set Size 15%

(Continued)



Comput Mater Contin. 2026;88(1):51 13

Table 10 (continued)

Parameter Value
Batch Size 64
Number of Epochs 100
Optimizer Adam
Learning Rate 0.001
Loss Function Categorical Cross-Entropy (multi-class), Binary Cross-Entropy
Activation Functions ReLU (hidden layers), Softmax/Sigmoid (output layer)
Regularization Dropout (rate = 0.5), L2 penalty (A = 0.001)
Evaluation Metrics Accuracy, Precision, Recall, Fl-score
Early Stopping Criteria Validation loss (patience = 10 epochs)

This configuration ensures realistic training, fair generalization evaluation, and robust performance
across modern attack scenarios represented in the UNSW-NBI5 dataset.

4.3 Ablation Study

Fig. 3 illustrates the Ablation study with the 4 various end-to-end architectures from raw traffic ingestion
through deep learning-based classification to final threat labeling in real-time systems. All deep learning
models were trained using supervised learning for both binary and multi-class classification. Training was
performed with mini-batch gradient descent using the Adam optimizer, with dropout and early stopping
applied to prevent overfitting.

Experimental Setup for UNSW-NB15 Dataset

Hybrid Deep Learning Models

CNN ANN CNN-ANN CNN-RNN

Convolutional Hidden Convolutional Convolutional
Input @] m M Intrusion
(network traffic) Detectlon

Layers Hidden Layers Hidden

380 SEhem ) AAs
Output Outpot Output Output

v v

Intrusion Detection

!

UNSW-NB15 Dataset

O
OE

Figure 3: Architectural overview of hybrid deep learning models for detecting multiple intrusion types in network
traffic.

The ablation study was conducted under identical settings to ensure that performance differences
arose only from architectural variations. As reported in Tables 11 and 12, the CNN-RNN model achieved
the highest performance, with 98.08% accuracy, 0.982 precision, 0.976 recall, and an Fl-score of 0.979,
demonstrating its strong ability to learn both spatial and temporal patterns in network traffic. The CNN-
ANN model also performed well with 9712% accuracy, although it was less effective in capturing temporal
variations. Fig. 4 further supports these findings by comparing ANN, CNN, RNN, and hybrid CNN-RNN
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models across accuracy, precision, recall, and Fl-score for different attack types (DoS, Probe, R2L, U2R).
Hybrid architectures—especially CNN-RNN-U2R—show superior results, achieving 98.50% accuracy,
95.60% F1-score, 94.80% precision, and 96.30% recall. RNN models perform competitively but slightly trail
CNN and hybrid models, while ANN models show the lowest performance, particularly on complex attacks
such as U2R. Overall, the results confirm the clear advantage of hybrid CNN-RNN designs for intrusion
detection on UNSW-NBI15.

Table 11: Detection accuracy (%) by attack category—UNSW-NBI5.

Model DoS Probe R2L U2R
CNN 97.85 96.91 93.84 91.03
RNN 98.22 97.15 94.50 92.65
ANN 96.73 95.66 92.18 90.24

CNN-ANN 98.91 97.84 95.14 93.46
CNN-RNN 99.25 98.27 96.71 94.81
Table 12: Core evaluation metrics for IntrusionNet models—UNSW-NBI15.

Model Overall Accuracy (%) Precision Recall F1-Score
CNN 96.01 0.958 0.952 0.955
RNN 96.54 0.962 0.958 0.960
ANN 95.08 0.945 0.935 0.940

CNN-ANN 97.26 0.973 0.965 0.969
CNN-RNN 98.80 0.985 0.985 0.985
UNSW-NB15 - Model vs Attack Type Performance Metrics

ANN-DoS 95.40 95.30 96.60 96.10

AN‘N—RZL 96.30 -..-. :‘ 0 94:90

. CNN-ANN-UZR- 95:30 96:00 es:so -:. 0

ig CNN-RNN:DoS 96.10 98.50 :' 95:20

CNN:RNN:UZR - 9 ' 0 9;.60 94.80 9;.30

RNN-P-robe : 95:40 9;.10 94.10 97.50

RNN:UZR : 95:50 60 97.50 95:90

("d. c"& “)\0(\ e,"/b\\
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Metric

Figure 4: Multidimensional heatmap of model-attack-metric interactions across IntrusionNet variants.
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Fig. 4 integrates model architecture, attack style, and performance metrics in a detailed heatmap.
It demonstrates that such models as CNN-RNN perform better on all measures (Accuracy, Precision,
Recall, F1-Score), primarily in R2L and DoS categories. This explains its prowess in both routine and
unusual cyberattacks.

4.4 Performance Accuracy of the Proposed CNN-RNN-Autoencoder Model

Training accuracy rose fast and leveled off to about 99, and validation accuracy was a little lower,
which pointed to good generalization. The test accuracy was always approximately 85.5% and proved to
have consistent results on unknown traffic and the ability to cope with various types of attacks. Gaussian
smoothing was used to bring out the general learning trend. The findings prove the stability of this model
and the efficiency of regularization and early stopping strategies that were employed, as shown in Fig. 5.

UNSW-NB15 DeepNet Training/Validation/Testing Accuracy Over Epochs
1.00}

0.95r

Nl =N ANA N =N O T L it LTtk Tt e E ot i PP PUIL D R

Accuracy
o
(oo}
o

0.751
0.70
0.65 —— Training Accuracy
— Validation Accuracy
— — Testing Accuracy
0.60 0 20 40 60 80 100
Epochs

Figure 5: The Epocs vs. accuracy graph of the proposed IntrusionNet model using the UNSW-NBI5 dataset.

Table 11 indicates the detection accuracy per category across variants of IntrusionNet. The CNNRNN
model is evidently better performing in comparison with other models, particularly complex types of threats
such as R2L and U2R. CNN-RNN hybrid marks the highest level of detection rates in all categories, with a
special focus on threats that are hard to detect, such as R2L (96.44%), U2R (94.10%), and highlights its utility
in the protection of modern networks. Fig. 6 presents a Precision-Recall analysis of the different models in
four categories of attacks (DoS, Probe, R2L, U2R) on the UNSW-NBI5 dataset. Every subplot exemplifies the
work of various models, such as CNN (red circle), ANN (green square), RNN (blue triangle), CNN-ANN
(yellow diamond), and CNN-RNN (purple star). Recall is plotted on the x-axis, and Precision is plotted on
the y-axis. Fig. 5 depicts the performance of the proposed IntrusionNet (CNN-RNN-Autoencoder) model
based on epoch. The findings indicate that CNN-based models are always more effective than the rest in any
type of attack, especially in the detection of DoS, R2L, and U2R, where CNN (red circle) records the highest
precision and recall. Other hybrid models, such as CNN-ANN and CNN-RNN, demonstrate competitive
results with respect to Probe detection, but CNN is the top overall among all forms of attacks. This discussion
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shows that CNN-based models performed better in the possibility of identifying cyber-attacks with high
precision and recall.

Precision-Recall Analysis Across Attack Categories (UNSW-NB15)
Model
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Figure 6: Precision-Recall performance of five IntrusionNet models across four UNSW-NBIS5 attack categories.

The visualization method consists of several panels that demonstrate the effectiveness of various
architectures to identify attacks in the UNSW-NBI5 data, which are CNN, ANN, RNN, CNN-ANN, and
CNN-RNN. The sections are devoted to a particular type of attack: DoS, Probe, R2L, and U2R. Both models
have graphs that plot precision and recall. The CNNRNN configuration works well over others, especially on
challenge attacks such as U2R and R2L. It strikes a balance between the ability to find most of the relevant
cases (recall) and a false positive (precision). The models are indicated differently in shape and colours, and
the points clustering closely towards the top-right of the graph indicate very high predictive power in all
configurations, as indicated in Table 12.

Fig. 7 demonstrates the performance of detection in various types of attacks in the UNSW-NBI5 dataset:
Generic, Exploits, Fuzzers, and Reconnaissance. All subplots visualize the accuracy and memorization of
CNN, ANN, RNN, CNNANN, and CNNRNN models. The left figure is a plot of performance during 30
epochs when using six types of attacks, and CNN-RNN shows the quickest and best convergence. The
appropriate plot is the comparison of the detection accuracy layer-wise, in which CNN-RNN shows the
greatest increase, especially following the encoding and attention layer, which means it can successfully
capture spatial and temporal features.
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Precision-Recall Analysis Across Advanced Attack Categories (UNSW-NB15)
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Figure 7: Precision-Recall comparison across advanced attacks using the UNSW-NBI5 dataset for IntrusionNet
models. CNN-RNN and CNN-ANN show consistent high performance across multiple threat categories.

The performance of IntrusionNet is shown in Fig. 8 in two aspects: epoch-wise accuracy improvement
by attack type (left) and layer-wise accuracy improvement across architectures (right). All types of attack
are better trained with accuracy, and the CNN-RNN hybrid has better convergence. The layer-by-layer
comparison points out that CNN-RNN performs better than CNN and ANN in all layers, with deeper layers
being more effective, such as Hidden-1, Hidden-2, and Attention. These findings affirm that the convergence
of ahybrid CNN-RNN architecture is faster, and the network features are better represented, which improves
the detection of various cyber threats.

Epoch-wise Accuracy Progression by Attack Type (UNSW-NB15)
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Figure 8: Learning curves per attack type (left) and layer-wise model accuracy progression (right) for IntrusionNet
using UNSW-NBI5 dataset. Hybrid architectures demonstrate superior convergence and deeper representational

understanding.
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5 State of the Art Comparison and Discussion

The experiments indicate there is a strong indication that the IntrusionNet design, particularly the
CNN-RNN hybrid, will be better at intrusion detection of the various attack types considered in the UNSW-
NBI5 dataset. IntrusionNet can learn both instantaneous and delayed behavior patterns by extracting spatial
features with CNN and temporal sequence modeling with RNN/LSTM cells. This plays a crucial role in
identifying advanced threats such as Shellcode, Worms, and Reconnaissance that are usually detected by
signature. IntrusionNet is able to learn itself using raw network packet data as opposed to traditional
IDS, which requires features to be manually defined and cannot easily adjust to changing conditions. This
eliminates the process of hand-making features. This unsupervised learning assists in the detection of the
zero-day attacks and enhances generalization to new patterns. To achieve real-time scalability, the distributed
preprocessing pipeline has been designed, and it processes a significant amount of data at low computational
costs. IntrusionNet has a steady accuracy of more than 98%, high precision, and recall. This is what makes
it a good one to be integrated into Security Information and Event Management (SIEM) systems and live
network defense. Another strength of the model is that it is robust in unbalanced data, which is characteristic
of intrusion detection. Where conventional machine learning or individual deep models tend to fail in such
cases, IntrusionNet alters datasets and attack profiles independently. This is a good example of what should
be expected in future cybersecurity systems.

Table 13 shows that the CNN-RNN-based IntrusionNet model does better than older and mixed
intrusion detection systems. When tested on the UNSW-NBI5 data, IntrusionNet got a 98.80% accuracy
rate and a 0.985 Fl-score, which is better than other top methods. The model did much better at finding less
common and hidden attacks like Shellcode and Worms, and it stayed accurate across all types. These results
point to IntrusionNet’s ability to work well, even when the data is uneven or threats change, and it doesn’t
need people to create features or lose its ability to grow.

Table 13: Comparative evaluation of deep learning-based IDS on benchmark datasets.

Study Model Type Dataset  Accuracy (%) F1-Score Notable Limitations

SVM and UNSW- High false positives for R2L

! . 2R; lack
1] Random Forest NBI15 97 0.98 & U2R; lacks sequence

modeling

5] CNN UNSW- 95.40 0.926 Overfitting on DoS; 1'1m1ted
NBI15 temporal analysis

_ UNSW- .Poor .conve.rgencg in

[53] LSTM-RNN NBI5 96.78 0.942 high-dimensional input

space

[54] SVM UNSW- 98.78 0.981 Heavy reliance. on manual

NBI15 feature engineering

Robust detection of rare
98.80 0.985  attacks; high generalization
with low overhead

This Research CNN-RNN UNSW-
(IntrusionNet) Hybrid NBI15
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6 Conclusion

This study introduced IntrusionNet, a robust deep learning-based intrusion detection framework
that integrates CNN, RNN, autoencoders, and a hybrid CNN-RNN architecture to effectively detect both
prevalent and sophisticated cyber-attacks. Scaling to 98.08% using the UNSW-NBI15 dataset and a scalable
distributed preprocessing pipeline, IntrusionNet outperformed previous methods, especially with low-
frequency and intricate attacks like Shellcode, Reconnaissance, and Worms. The power of the architecture is
that it can learn end-to-end spatial-temporal representations using only raw network traffic, avoiding the use
of handcrafted features or external embedding. The hybrid CNN-RNN model was shown to be exceptionally
robust in the situation of real-time inference, it is very suitable for implementation in enterprise-scale SIEM
applications and network monitoring systems. The fact that it is resilient to imbalance in classes and can
still keep false positive rates very low, even with stealthy attack vectors, presents the importance of merging
spatial and sequential modeling in detecting intrusions. Although these results are promising, they will still
need improvements in the future to improve zero-day attack detection, enhance sequence-level anomaly
modeling, and integrate explainable AI methods to enhance interpretability. Future studies will aim at
exploring transformer-based structures, attention processes, and adaptive ensemble learning in order to
enhance temporal resolution and responsiveness to novel threats. Also, by incorporating semi-supervised
and self-supervised learning methods, the system will lessen the reliance on labeled data, whereas distributed
deep learning and domain-aware augmentation of the training datasets will broaden the generalization and
guarantee the applicability of the system in a wide and high-throughput network setting.
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