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ABSTRACT: The rapid advancement of the Internet of Things (IoT) has transformed edge devices from simple data
collectors into intelligent units capable of local processing and collaborative learning. However, the vast amounts of
sensitive data generated by these devices face severe constraints from “data silos” and risks of privacy breaches. Federated
learning (FL), as a distributed collaborative paradigm that avoids sharing raw data, holds great promise in the IoT
domain. Nevertheless, it remains vulnerable to gradient leakage threats. While traditional differential privacy (DP)
techniques mitigate privacy risks, they often come at the cost of significantly reduced model performance—a limitation
particularly pronounced in resource-constrained IoT environments characterised by non-independent and identically
distributed (non-IID) data distribution. To bridge the gap between privacy preservation and high performance on
heterogeneous data, this paper proposes a novel personalized federated learning (PFL) method, FedGLP-ADP. This
method leverages historical gradient information to provide a more detailed partitioning of parameters, aiming to
prevent personalized knowledge from being affected by noise as much as possible, thereby reducing model degradation.
Building on this, we propose an adaptive DP mechanism that optimizes both the clipping and noising steps to minimize
the impact of noise on global knowledge. Experimental results show that FedGLP-ADP exhibits superior performance
compared to other representative methods under different privacy levels and non-IID degrees.
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1 Introduction

With the rapid advancement of information technology, the Internet of Things (IoT) has become an
essential component of digital infrastructure, connecting billions of distributed devices. This evolution marks
a significant transformation: edge devices are no longer mere data collectors but intelligent units equipped
with local processing and collaborative capabilities. These devices continuously generate vast amounts of
data at the network edge, powering various applications in industries, cities, healthcare, maritime sectors,
and beyond. However, under traditional centralized machine learning frameworks, data aggregation faces
significant practical challenges. The raw data collected by distributed IoT nodes often involves users’ sensitive
information, making the sharing of such data increasingly difficult due to the dual constraints of strict
privacy regulations and intense commercial competition. This has led to the “data silo” problem, which
greatly hinders the collaborative development of distributed intelligence. To break these silos, Federated
Learning (FL) [1] has emerged. As a novel distributed paradigm, FL allows IoT participants to retain their data
locally and only share model parameters or gradients with a central server. However, research has shown that
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the model parameters or gradients shared by clients may still leak information about their private training
data [2,3].

In recent years, researchers have proposed various methods to enhance privacy protection in FL, includ-
ing homomorphic encryption (HE) [4], secure multiparty computation (SMC) [5], and differential privacy
(DP) [6]. Compared with HE, which has high computational complexity in encryption and decryption, and
SMC, which requires complex protocols and frequent communication, DP only needs to perturb the original
data by adding a small amount of noise to provide substantial privacy protection, making it more suitable
for resource-constrained scenarios such as the IoT. FL based on DP obscures individual client contributions
through random noise perturbation, but this often comes at the cost of model performance. In addition,
in heterogeneous IoT environments, data across different nodes exhibits non-independent and identically
distributed (non-IID) characteristics. In such cases, the significantly divergent gradient values among clients
are more sensitive to noise, leading to a sharp decline in both model accuracy and convergence speed.

To address these challenges, this paper proposes a novel personalized federated learning (PFL) method,
FedGLP-ADP. We propose a gradient-based layer-wise personalization (GLP) strategy. GLP regards parame-
ters that undergo significant changes before and after local training as personalized ones, keeps them locally
without adding noise, thereby effectively handling non-IID data and alleviating convergence difficulties
caused by noise. Meanwhile, we adopt an adaptive clipping-and-noising DP (ACNDP) mechanism. ACNDP
dynamically allocates layer-wise clipping thresholds based on the variation trend of shared gradients and
adaptively adjusts the noise scale according to the degree of personalization, accelerating model convergence
while preserving privacy. We summarize our contributions as follows:

«  We propose a parameter-granularity personalized strategy, which achieves layer-wise personalized
partitioning based on the parameter variation during local training. It quantifies the contribution of
clients to the global model and implements weighted aggregation, thereby enhancing robustness to
heterogeneous data and noise.

o We design an adaptive DP mechanism that optimizes both the clipping and noising steps, improving
model performance under privacy protection.

«  We conduct extensive experiments on three datasets, and the results validate the effectiveness of our
proposed method.

2 Related Work
2.1 Differential Privacy

FL based on DP obscures individual client contributions through random noise perturbation, but this
often comes at the cost of model performance. To minimize the impact of DP on model performance,
researchers have proposed various methods. AE-DPFL [7] uses a voting-based mechanism to avoid dimen-
sion dependency issues, thereby ensuring secure aggregation and significantly reducing communication
costs. Fed-SMP [8] sparsifies model gradients before adding Gaussian noise, mitigating the impact of
privacy protection on model accuracy. Beyond local update sparsification (LUS), BLUR+LUS [9] further
constrains the norm of local updates via bounded local update regularization (BLUR) to reduce the amount
of noise added, thus improving model convergence. FedDPA [10] applies different levels of constraint to
different parameters, minimizing the negative effects of clipping. Although effective, these methods apply a
uniform clipping threshold, overlooking significant variation in parameter/update magnitudes across layers
in FL. This often leads to improper clipping and noising, harming convergence and performance. Moreover,
as parameter updates shrink during training, the relative impact of added noise increases [11], making
convergence difficult in later stages, especially under a small privacy budget.
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2.2 Personalized Federated Learning

In real-world non-IID scenarios, the local objectives of clients deviate from the global objective, leading
to an increasing gradient discrepancy. This makes the model more sensitive to noise and ultimately makes
it challenging for the global model to achieve usable accuracy. PFL aims to address the issue of data
heterogeneity by enabling clients to adapt to their local data distributions [12]. Current PFL methods mainly
adopt parameter decoupling to divide the model into two components: a feature extractor (the backbone)
and a classifier (the head). FedPer [13], FedBABU [14], FedRep [15], FedPAC [16], FedAS [17], PPFed [18],
and FedMPS [19] treat the head as the personalized part and the backbone as the shared part, so that
different clients facing heterogeneous data share the same feature extraction process while applying their own
classification strategies. In contrast, methods like LG-FedAvg [20], FedClassAvg [21], and FedSSA [22] regard
the backbone as the personalized part and the head as the shared part, they share a consistent classification
strategy but employ client-specific feature extractors locally. Nevertheless, recent studies [23] have shown
that even within the same layer, parameters can differ significantly in their importance for prediction. The
above methods rely on preselecting personalized partitions, which lack flexibility in adapting to diverse data
characteristics and thus limit the potential of parameter decoupling.

To address these issues, we propose a novel PFL method with adaptive DP. Our method dynamically
selects personalized parameters based on the variation of parameter change before and after local training
on the client side. This strategy not only addresses the inflexibility of fixed parameter partitioning, but also
avoids potential degradation in generalization performance caused by personalizing too many parameters at
once by progressively expanding the personalized portion. To prevent personalized parameters from being
affected by noise, we only upload the gradients of the shared portion and allocate different clipping thresholds
to each layer of the model based on the gradient variation trend. Furthermore, as the training progresses,
the number of gradients in the shared portion decreases, and the scale of the added noise is reduced, thereby
facilitating model convergence.

3 Preliminaries
3.1 Federated Learning and Personalized Federated Learning

In the training process of the standard FL framework, there exist multiple clients and one central
server. When the number of clients is N, the set C = {Cj, C,,...,Cy} denotes all clients, and the set D =
{Dy, D, ..., Dy} represents the data distributions of all clients. The total number of communication rounds
between the server and clients is T. At the t-th communication round (¢ < T'), clients perform local training
and then send their gradients to the central server S. Then, the server S calculates a global model with the
received gradients instead of training samples of each client. The goal of FL is to minimize the losses across
all clients in C:

min N)F(w):: I\%iﬁ(w,) 1

where w; € R? encodes the parameters of the local model of client C;, and f;(w;) : = E(x,yy~p, [fi(wis x, y)]
represents the expected loss over the data distribution D; of client C;.

In standard FL, all clients share a global model with parameter w, and w = w; = --- = wy. Therefore,
the learning objective of standard FL can be described as

min F (w) := Z;E(x yy~0; Lfi(ws x, ¥)] (2)

weR4
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In practical applications, the data distributions of clients in FL may differ, a phenomenon known as data
heterogeneity. In such circumstances, merely minimizing the average local loss with no personalization will
result in poor performance. In contrast, in PFL, w # w; # --- # wy, and model parameters are partitioned
into a personalized part and a shared part, i.e., w; = (u;,v;). Therefore, the objective is to optimize all the
parameters from w; to wy. Combining Fqs. (1) and (2), we obtain the following objective function:

N
min )F (W) L= % Z E(x,y)~Di [fi(wi;x’y)] (3)
i=1

PFL can achieve this goal through a two-step iteration:

« Local Update: During the local update phase, each client C; combines the latest received global
parameters u‘ with the retained local parameters v; from the previous round to obtain the initial
model w} = (u',v}) for the current round. Then, the client trains on its local data to generate new

B = (u!*!, v!*1). Subsequently, the local update Au!*!

and u’.

model parameters w is calculated as the difference

t+1
i
«  Global Aggregation: In the aggregation phase, all clients send their local updates Au!*! to the server.

73[
The server averages these updates to update the parameters as u'*' = u’ + ﬁ Zlizl‘ Aul*', where |P!|

is the number of clients participating in the training at round ¢. These updated parameters are then
distributed back to all clients for the next round of local updates.

between u

3.2 User-Level Differential Privacy

DP, as a lightweight privacy-preserving approach, can achieve strong privacy protection by simply
adding a small amount of random noise to the data. It is formally defined as follows:

Definition 1 Differential Privacy: A randomized algorithm M satisfies (¢, §)-DP if for any two adjacent
datasets D and D' for any subset of outputs S € Range (M), the following holds:

Pr[M(D) e S] <e-Pr[M(D")eS]+46 (4)

where € is the privacy budget and § denotes a small failure probability. These two parameters together regulate
the overall level of privacy protection: the smaller € and § are, the higher the level of privacy protection.

This definition implies that adjacent datasets cannot be distinguished merely by observing the output
of M, thereby protecting individual records in the dataset from being identified. The most commonly used
method to achieve (e, §)-DP is the Gaussian mechanism, whose core idea is to add random noise sampled
from a Gaussian distribution N(0, 6%) to the output of function f, where ¢ is the noise intensity. The noise
intensity depends not only on the privacy parameters ¢ and &, but also on the sensitivity A f of function f.

Definition 2 L2 Sensitivity: Let f be a function, the L2-sensitivity of f is defined as
Aof = max [ f(D)-f(D)l. )

D,D’ adjacent

In this paper, we adopt user-level DP, which is a stronger privacy requirement suitable for IoT
environments. We define the adjacency of datasets at the user granularity.

Definition 3 User-Level Adjacency: Let D = { Dy, D,, ..., Dy } be a collection of datasets of all clients. Two
collections D and D are adjacent if D’ can be obtained by adding or removing the entire dataset D; of a single
client C; from D.
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DP-FedAvg [24] achieved user-level DP in FL for the first time by applying the Gaussian mechanism,
protecting the participation of individual clients from being identified. To guarantee user-level DP, DP-
FedAvg constrains the norm of each client’s local model update Aw within a threshold C (clipping), and then
adds Gaussian noise to the clipped updates (noising) before uploading them to the server. Formally, this
process can be expressed as

M:Aw-min( ) K;V=M+N(O,02C2/|Pt|) (6)

I, ——

[Aw]
where C denotes the clipping bound, which controls the maximum contribution of a single client to the
global update, and o is the noise multiplier computed by privacy accountant and composition mechanism.

4 Method

The proposed FL scheme is illustrated in Fig. 1. In general, each client receives the global model and
combines its local personalized parameters with the global parameters using the binary mask of the current
round to obtain the initialized model. Then, the client trains the model on its local data to generate updated
gradients, and segregates the shared gradients. Before uploading the shared gradients to the central server,
each client perturbs the shared gradients according to the clipping threshold weights and the binary mask.
Subsequently, the binary mask for the next round is computed using the perturbed shared gradients, and
the clipping threshold weights are updated based on the gradient variation trend. Finally, the central server
receives the perturbed shared gradients and masks from all clients, and aggregates the gradients via weighted
aggregation based on their masks, thereby obtaining the updated global model.

[ @ Personalized partitioning @ Adaptive differential privacy =@ Weighted aggregation based on contribution ]

/ \ Broadcast the global parameters
Client local training

% - : ; - : ;
shared gradients

The shared The perturbed

gradients shared gradients

/ Gradients aggregation
Client i
’ § §
Server
S The global
Client i+1
K rent! shared gradients

Figure 1: Overall architecture of the FedGLP-ADP algorithm.

Upload the perturbed

K The gradients

4.1 Gradient-Based Layer-Wise Personalization

In previous works on PFL, specific layers of the model are usually preselected as the personalized
part to adapt to the local data distribution. However, such an inflexible partitioning limits the potential of
parameter decoupling and fails to account for the varying importance of parameters within the same layer.
Our intuition is that if a subset of parameters in the client model exhibits greater changes during local training
compared to others, it indicates that these parameters are more likely to capture personalized features fitting
the unique local data distribution, and thus should be designated as personalized parameters. Conversely, the
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remaining parameters, which capture more generic and generalizable features, should be treated as shared
parameters for global aggregation. Thus we propose a GLP strategy, achieving personalized partitioning via
simple traversal with nearly negligible computation cost. Specifically, after local training, parameters with
smallest variations are global knowledge contributors (their gradients uploaded as shared ones to the server
for aggregation), while those with largest variations are retained locally to learn personalized knowledge.
However, to prevent the mask from revealing the most active features in the local dataset, we postpone the
computation of the mask until after the perturbation of the shared gradients. At this stage, the generation
of the mask can be interpreted as a utility-based randomized selection process: under the guarantee of DP,
parameters with larger gradients are assigned a higher probability of being selected. In the following, we
provide a detailed description of this module.

In communication round ¢, after receiving the global model parameters wé from the central server,
client i first uses the binary mask m! calculated in the previous round to obtain the initial model parameters
for the current round:

t_ ot t t_ t t
Ui =w, © ~mj, v; =w; Om (7)

where ® denotes the Hadamard product (element-wise multiplication), and - represents the binary negation
of the mask. The binary mask m; is defined as

(8)

1

|1 if personalized
0, ifshared

In other words, the mask m takes the value 1 at positions corresponding to personalized parameters and
0 at positions corresponding to shared parameters, and —m! reverses these values. Note that at the beginning
of FL, the masks of all clients are initialized to 0.

Subsequently, the process enters the local update phase, during which, with reference to [10], the two
sets of parameters are updated using two different loss functions, respectively.

A

L, = CrossEntropy(y, y) + ?1||v,» v, ©))
A

L, = CrossEntropy(y, ) + ?2 H lu;i —ui]s - CH2 (10)

where y is the ground-truth label, y is the predicted label, A, and A, are two hyperparameters, and C is the
global clipping threshold. £, retains personalized knowledge effectively and accelerates convergence, while
L, ensures shared parameter updates stay near the clipping boundary, mitigating clipping’s negative impact.

—t+1
After the local update, the perturbed gradients are denoted as Aui+ . Then, according to the personal-
ization rate p% € [0,1], a subset of the shared parameters is gradually converted into personalized ones for

the next round. Specifically, the mask at the network positions corresponding to the top p% largest values
t+1
1
local update function in the next round. Through the above operations, p% of parameters are personalized
per communication round until the final round, when the proportion hits the personalization threshold
B €[0,1]. It should be noted that we adopt a per-round expansion strategy for the personalization scope,
rather than redefining personalisation partition based on 8 at each round, in order to avoid insufficient global
knowledge. This mechanism balances global knowledge accumulation in the early rounds with personalized
knowledge accumulation in the later rounds, effectively reconciling the model’s generalization ability and
personalization ability.

— 41
in |Au; |is changed from 0 to I, resulting in a new binary mask m;*', which will serve as the input for the
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Moreover, we argue the personalization threshold 8 should be dynamically adjusted to noise intensity o:

B =Po-exp(a-(0-0)) (11)
where f is the initial personalization threshold, a is a hyperparameter, and oy is a moderate noise intensity.
When the noise intensity is moderate (0 = 0y), f takes the value of y. The exponential form in Eq. (11) is
adopted due to the nonlinear relationship between noise intensity and model utility. As the noise intensity o
increases, the performance of the global model typically degrades at an accelerating rate. The growth property
of the natural exponential function makes 3 increase more sensitively under high-noise conditions, thereby
retaining more critical parameters locally to mitigate the impact of noise.

— 41

Client i uploads only the perturbed shared gradients Au; . Given heterogeneous client masks, not
all clients contribute to the same global parameter, making simple arithmetic averaging unsuitable. It is
necessary to count the number of clients contributing to each global gradient to perform global aggregation.

—t+1

Awitl = Zi(1/|7)t| Au; )
g t. t
(/[P ~m})

(12)

4.2 Adaptive Clipping-and-Noising Differential Privacy

In client models, the update norms across different layers may vary significantly, making a uniform
clipping threshold no longer an appropriate solution. A uniform threshold leads to insufficient clipping
for layers with small update norms, introducing disproportionately large noise relative to their scale,
while layers with large update norms suffer from excessive clipping, resulting in the loss of important
information. Ultimately, this imbalance prevents the system from converging stably and degrades overall
model performance. Furthermore, as parameter changes become smaller during training, the impact of
added noise grows [11]. To overcome these challenges, we design an ACNDP mechanism, which assigns
an appropriate clipping threshold and noise scale to each layer’s gradient, thereby improving the utility of
the model.

In communication round ¢, client i obtains the shared gradients Au!*!

First, the clipping operation is performed:

after completing local update.

—t+1 4l Ci
Au; ) = Au mln(l ||Au’+1|| ) (13)

where the clipping threshold C; ; is the sensitivity of this layer. Each layer’s clipping threshold square C f’l is
obtained by multiplying the clipping threshold weight tw! by the global clipping threshold square C*:

Ci =C* twf, (14)

When computing the noise to be added to the shared gradients for layer I, it is necessary to avoid the

. . .t
personalized part, the zero-value positions in Au;

Noise{ %! = N(O Lo*C;,/|PY|) @ -m!, (15)

—~t+1 t+1

Au;; = AuZ ! +N01sel 1> (16)

where ¢ is the noise multiplier, A (0, L02C2 1/IP'|) denotes a Gaussian noise. The above noise performs the
Hadamard product with the mask —m ; of layer [, resulting in the noise Nmset+l
in the shared part, which gradually reduces the noise and facilitates model convergence.

with non-zero values only
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The next round’s clipping threshold weights tw!*!

;" are computed based on the trend of gradient norm
changes. To ensure that tw!*! can be adjusted at an appropriate scale, we perform computations in the log-
odds space and carry out renormalization, as detailed in Algorithm 1. It should be noted that we adopt the
proportion of parameter counts in each layer of the initial model as the initial clipping threshold weights.

For example, given the initial clipping threshold weight for layer I as tw?, we calculate its log-odds ratio
tw?
1-tw]
gradient norm changes in a specific layer. It carries no raw gradient information, thus the entire process of

allocating adaptive clipping thresholds does not introduce additional privacy leakage risk for clients.

as h? = log(

). The variable b in Algorithm 1 serves solely as a numerical indicator of the direction of

Algorithm 1: Adaptive clipping threshold weights update

Require: Input: Log-odds k', the step size for log-odds update y, the total number of model layers L, the
shared gradient from the previous round Au' and current round Au'*!,
Ensure: Output: h'*!, tw'*!

l:for!/=0,1,...., L —1do

2 if |Auj™|y > |Auj|, then
3: b=1
4: else
5: b=-1
6: endif
7: hf“ = hj +,2}1b
8: twf“ = ¢ lhm
1+e'!
9: end for
10:for/ =0,1,...,L - 1do
tr1_ _twt
11: th = W
12: end for

The pseudocode of FedGLP-ADP is outlined in Algorithm 2.

Algorithm 2: Fed GLP-ADP

Require: Global epochs T, participants number |P‘|, batched data D; = (b;1,b;,,...,b; k) of client i,
global model parameters w, and client local parameters w;, personalized threshold 8 derived
from Eq. (11),
learning rate 7, personalization rate p%, and global clipping bound C.
1: Local Update:
2:fori=0,1,...,|P-1do
3:  Receive wy from Server
W = (ulo]) < (w! © ~m, wi © )
fork=0,1,...,K-1do
Vi < Vi =~ 0V L1(u) o vi o bik) y £y from Eq. (9)
Uj ar < Ui = NV Lo (U] 1o V] iy bik) by Lo from Eq. (10)
end for

(Continued)
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Algorithm 2 (continued)

9:  Ault=ult -yl
10: update h!*!, tw!*! using Algorithm 1
1: for/=0,1,...,L-1do

12: Clip and add noise using Eqs. (13) and (16)

13: if sparsity of ~m} ; < f8 then
—t+1

14: m{' = m}  + mask for largest p% values in |Au,t»,+l |
15: else

: 1 _ ot
16: my = m;
17: end if
18: end for
19: end for

20: Server Execute:
21: fort=0,1,...,Tdo
22: Wt+1 - Wt + z;(l/‘Ptlﬂerl)

8 & X(1[P=m})
23:  fori=0,1,...,|P'|-1do
24: Send wy* to participant i
25:  end for
26: end for

4.3 Privacy Analysis

In this subsection, we will prove that the proposed method satisfies the (€, §)-DP condition. First, we
introduce some lemmas [25] that will support our proof.

Lemma 1 (Gaussian Mechanism of Rényi Differential Privacy (RDP)): Let M (D) = f(D) + N'(0, 0*I) be
2

the Gaussian mechanism, where f has {,-sensitivity A f. Then, the mechanism M satisfies (a, %)—RDP.

Lemma 2 (Sequential Composition of RDP): Let {M;}L, be a sequence of randomized mechanisms

applied to the same dataset. If each mechanism M satisfies («, €;)-RDB, then their composition M(D) =
(My(D),..., M¢(D)) satisfies (a, Y-, €;)-RDP.

Lemma 3 (Parallel Composition of RDP): Let a dataset D be partitioned into disjoint subsets D = |||, D;.
Suppose that each mechanism M, is applied only to subset D; and satisfies («, €)-RDP. Then the combined
mechanism M(D) = (M;(Dy), ..., Mr(Dr)) also satisfies (a, €)-RDP.

Lemma 4 (From RDP to DP): If a mechanism M satisfies (a, €, )-RDB, then for any 0 < § < 1, M also satisfies
log(1/8

(ea +2812) §y.DP,

Lemma 5 (Post-Processing): If a algorithm M satisfies (¢, 8)-DB, then for any data-independent function f,

the composition f(M (D)) also satisfies (¢, 8)-DP.

Theorem 1 (Privacy Guarantee of FedGLP-ADP): The proposed algorithm satisfies (min, (5% + mga(% ), 9)-
DP, where T is the total number of communication rounds and o is the noise multiplier of the Gaussian
mechanism.

Proof of Theorem 1: In FedGLP-ADP, the mask m is computed based on the noisy gradients Au ,t - IfAu ,t 1 is

—~t
already guaranteed to be (¢, §)-DP, the mask m!, as a function of Au; ;, does not incur any additional privacy
loss according to Lemma 5. Furthermore, the progressive expansion of the mask (from 0 to personalization
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threshold ) is controlled by a globally fixed hyperparameter p%, which is independent of local data
complexity. This ensures that the rate of personalization does not reveal information about the client’s dataset.
In summary, the mask does not introduce additional privacy loss, and all that remains is to prove that the
perturbation to gradients satisfies DP.

At round t, client i has L layers of parameters. For each layer /, let the clipping threshold be C; ;, and
22
the noise added to that layer be o7, = %, where 7 is the number of participating clients. According to

Lemma 1, the resulting RDP loss for this layer is

an

- 2Lo? 17)

€i,l

2
According to Lemma 2, the RDP loss for client 7 is €;= %, which is equivalent to adding noise Uf = CT",

where

AfP=3"CH =C > tw;,; =C’ (18)
I I
Due to the additivity of Gaussian noise, the total noise is ag2 = Co?, so the privacy loss per round is
€ = 503- Over T rounds, the privacy loss is
€total = ;TO; (19)
Therefore, according to Lemma 4, our proposed method overall satisfies (min, (2% + loi(%) ,0)-DP.
o

We employ the RDP algorithm provided by Opacus as the privacy accountant to compute the
optimal noise multiplier o, ensuring that the cumulative privacy cost does not exceed the target (¢, §)-DP
requirement.

5 Experiments

In this section, we compare Fed GLP-ADP with different methods of FL with DP. We use various datasets
and learning settings to demonstrate the superiority of FedGLP-ADP.

5.1 Experimental Setup

Datasets and Models. To evaluate the performance of FedGLP-ADP in diverse IoT visual perception
scenarios, we conduct experiments on three representative datasets: Fashion-MNIST [26], SVHN [27], and
CIFAR-10 [28]. These datasets simulate various data types captured by distributed edge sensors:

«  Fashion-MNIST: Fashion-MNIST represents grayscale sensor data in smart retail or logistics inventory
systems, containing 10 categories of clothing items with a total of 70,000 images.

« SVHN: SVHN mimics smart city surveillance tasks such as automated street address recognition,
consisting of color images of house numbers (0—9) collected from real-world street views.

o  CIFAR-10: CIFAR-10 serves as a proxy for general-purpose object recognition at the network edge,
covering 10 common categories with 6000 images per category.

To align with the limited computational resources and memory capacity of typical IoT devices, we
adopt lightweight Convolutional Neural Network (CNN) architectures: Fashion-MNIST and SVHN both
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use networks with two convolution layers followed by two fully connected layers, while CIFAR-10 uses a
CNN with three convolution layers and three fully connected layers, as well as ResNet-18.

Comparison Methods. Our goal is to improve the performance of DP-FedAvg [24], so we select it as
the baseline. In addition, we compare our method with three state-of-the-art methods of FL with DP. There
is a brief description of these methods as follows:

o  DP-FedAvg [24]: It is the first method to implement user-level DP in FL by applying the Gaussian
mechanism, and provides a baseline level of model performance under privacy protection.

o  BLUR+LUS [9]: This algorithm improves model quality without sacrificing privacy by combining
bounded local update regularization and local update sparsification.

o  FedDPA [10]: FedDPA achieves flexible personalization via dynamic fisher personalization and adap-
tive constraints, mitigating slow convergence caused by clipping operations and improving both
performance and clipping resilience.

o  FedADDP [29]: Fed ADDP proposes a PFL algorithm with adaptive dimensional DP, which reduces the
accuracy loss of personalized models caused by DP.

Evaluation Metrics. We use average accuracy as the performance metric for the models. Specifically,
each client trains a local model on its own dataset, and the accuracy of each clients model is computed
individually. The average of these accuracies serves as the final evaluation metric. To thoroughly validate
the effectiveness of our method, we designed corresponding evaluation schemes for different datasets. For
Fashion-MNIST and SVHN, we measure average accuracy under varying privacy budgets to demonstrate
our method’s advantages in noise resilience. For CIFAR-10, we evaluate average accuracy under different
degrees of non-IID data distributions, highlighting the strengths of our personalized algorithm in handling
heterogeneous data.

Implementation Details. For a fair comparison, all methods adopt the same network architecture and
hyperparameter settings. We set the number of clients to 10 and the sampling rate to 1. For all datasets, the
Adam optimizer is used with a learning rate of le—3, local training rounds set to 1, and batch size set to 16.
The DP slack parameter § is set to the reciprocal of the number of participating clients, and the clipping
bound is set to 0.5. Unless otherwise specified, for Fashion-MNIST and SVHN, the number of global rounds
is set to 20; while for CIFAR-10, it is set to 40, with a noise multiplier of 0.3. In addition, we simulate non-
IID data distributions using a Dirichlet distribution Dir(«) [30,31], where smaller « values indicate higher
data heterogeneity. All codes are implemented in Python using the PyTorch framework and executed on an
NVIDIA 3090 GPU.

5.2 Results and Discussion

For FedGLP-ADP, the initial personalization threshold f is set to 0.3, the adjustment factor a is set to
0.2, and the initial noise intensity oy is the noise intensity when € = 6. The initial log-odds ratio { depends
solely on the number of parameters in each layer of the model.

Results under Different Privacy Budgets. We evaluate the performance of each method on the
Fashion-MNIST and SVHN datasets under various privacy budgets, and the results are summarized
in Table 1. The experimental results show that FedGLP-ADP achieves higher accuracy than other methods
under all privacy budgets. Particularly in high-noise environments, the accuracy of FedGLP-ADP still
outperforms the best method by 1.88% and 4.87% respectively, demonstrating its robustness against noise. To
visually illustrate the convergence behavior of our method, we plotted the client-wise average accuracy and
loss curves on the SVHN dataset (with a privacy budget of € = 16). As shown in Fig. 2, FedGLP-ADP steadily
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increases in accuracy and decreases in loss as training progresses, exhibiting faster convergence compared
to other methods.

Table 1: Accuracy (%) under different privacy budgets.

Dataset Methods €=2 €e=4 €=6 €e=8 e=16
DP-FedAvg 77.91 77.85 79.16 79.31 79.24
BLUR+LUS 78.05 78.85 79.56 79.73 79.74
Fashion-MNIST FedDPA 78.55 79.00 79.87 80.57 80.58
FedADDP 78.93 79.90 80.70 80.83 81.13
FedGLP-ADP 80.33 80.79 81.26 81.47 82.09
DP-FedAvg 51.48 53.33 54.48 55.24 56.41
BLUR+LUS 54.92 55.59 56.86 57.84 58.58
SVHN FedDPA 56.89 5794 58.70 60.07 60.77
FedADDP 60.87 61.41 64.02 63.96 64.96
FedGLP-ADP 62.60 65.91 66.37 67.98 69.05
—&— FedGLP-ADP FedADDP FedDPA BLUR+LUS —%— DP-FedAvg —&— FedGLP-ADP FedADDP FedDPA BLUR+LUS —#— DP-FedAvg
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Figure 2: Comparison of model accuracy and loss variation.

Results under Different Non-IID Degrees. We evaluate the performance of each method under
different non-IID degrees, with results in Table 2. The results indicate that FedGLP-ADP achieves the highest
accuracy under all non-IID degrees, demonstrating that it enhances the robustness agaist non-IID data.

To further investigate the robustness of FedGLP-ADP under complex architectures, we conduct sup-
plementary experiments using the ResNet-18 model on the CIFAR-10 dataset (« = 1). Fig. 3 illustrates the
accuracy convergence curves of all methods. The results indicate that on the deeper ResNet-18 model,
the performance gap among different methods becomes more pronounced. DP-FedAvg, BLUR+LUS, and
FedDPA, which employ static and uniform clipping thresholds, fail to accommodate the substantial gradient
variation across layers in deep architectures, leading to severe accuracy stagnation. In contrast, while
Fed ADDP exhibits a certain degree of adaptability (34.94%), FedGLP-ADP achieves a superior accuracy of
43.54%. This strongly validates the superiority of our method in handling large-scale parameter spaces and
complex model structures.
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Table 2: Accuracy (%) under different non-IID degrees.

Dataset Methods a=0.1 a=1 a =10 a =100 IID
DP—FedAvg 18.55 31.17 39.88 41.47 42.57
BLUR+LUS 19.08 32.75 41.98 43.15 43.79
CIFAR-10 FedDPA 19.52 31.89 42.55 42.80 44,05
FedADDP 21.06 34.94 45.46 48.51 48.77
FedGLP-ADP 22.52 36.11 46.25 49.38 49.87

—&— FedGLP-ADP FedADDP FedDPA BLUR+LUS —#— DP-FedAvg
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Figure 3: Performance comparison on CIFAR-10 dataset (a = 1) using ResNet-18 architecture.

Study on the Personalization Threshold. We compare the model accuracy when the personalization
threshold  is fixed vs. dynamically adjusted. Table 3 reports the personalization thresholds and correspond-
ing model accuracies under different privacy budgets. It can be observed that the dynamically adjusted
threshold consistently outperforms the fixed threshold, demonstrating that this design better balances
privacy protection and model utility.

Table 3: Performance comparison under different modes.

€ 2 4 16
Mode Fixed Dynamic Fixed Dynamic Fixed Dynamic
B 0.30 0.45 0.30 0.34 0.30 0.25
Accuracy (%) 59.95 62.60 65.62 65.91 68.48 69.05

Study on the Log-Odds Update Step Size. We investigate the impact of the log-odds update step size
y on performance to reveal its sensitivity. Table 4 presents the model accuracy for y = {0,0.2,0.4,0.8,1.6}.
When y = 0, the clipping weights remain fixed at their initial values, failing to accommodate the dynamic
gradient variation across layers, which leads to a drop in accuracy. In contrast, for all non-zero value of
y (ranging from 0.2 to 1.6), the accuracy remains relatively stable, demonstrating excellent robustness.
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This result indicates that Fed GLP-ADP has low dependency on the step size hyperparameter, achieving com-
petitive and stable performance without extensive tuning in practical deployments—significantly reducing
deployment costs in resource-constrained IoT scenarios.

Table 4: Performance comparison under different y.

y 0 0.2 0.4 0.8 1.6
Accuracy (%) 65.66 69.10 69.36 69.60 68.95

Ablation Experiments. To investigate the contribution of each component in FedGLP-ADP to the
overall performance, we conduct a series of ablation experiments on the SVHN dataset (« = 1). The results
are shown in Table 5.

Table 5: Results of ablation experiments (%).

Components €e=2 €e=4 €e=6 e=8 e=16
GLP ACNDP
\ \ 39.97 43.92 4591 47.03 48.38
v \ 44.29 48.02 49.38 51.67 52.62
\/ \/ 46.89 51.65 52.15 54.34 54.63

Gradient-Based Layer-Wise Personalization (GLP). Compared with DP-FedAvg (first row in the table),
DP-FedAvg+GLP (second row) achieves significant improvements in model performance under all privacy
budgets, demonstrating the effectiveness of GLP in enhancing model accuracy under privacy protection.

Adaptive Clipping and Noising Differential Privacy (ACNDP). ACNDP is inherently and closely
coupled with the GLP strategy. Specifically, the adaptive logic of ACNDP—both the allocation of clip-
ping thresholds based on shared gradients and the noise injection scaled by the current degree of
personalization—is specifically designed in response to the evolving personalization boundary established
by GLP. Therefore, we did not report results for DP-Fed Avg+ ACNDP alone. Instead, ACNDP was applied on
top of GLP, forming the complete FedGLP-ADP method (third row in the table). The results show that the
addition of ACNDP further improves model accuracy, confirming that the synergy between ACNDP and
GLP can significantly enhance the overall performance of the method.

Analysis of Communication Overhead. Unlike standard FL approaches (such as DP-FedAvg), which
require uploading the full model parameters in each round, FedGLP-ADP reduces uplink communication
overhead through its progressive personalization strategy. Let M be the total number of model parameters.
In round ¢, the number of personalized parameters is approximately 32- M -t - (3/T). Since only shared
gradients and mask are uploaded to the server, the communication load for client i in round ¢, denoted as
S;, is:

St:32-M><(l—¥)+M (20)

As the training progresses, the communication overhead decreases linearly. By the final round T, the
per-round communication volume is reduced to (32- M - (1 - f3) + M).
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The total communication cost over T roundsis ! S, =32-M - T - (1- %) +M-T=M-T-(33-16-

). Compared with the total cost of standard FL 32- M - T, FedGLP-ADP achieves a bandwidth saving of
16-8-1
32
11.875%. Therefore, the transmission of masks not only does not increase communication overhead but actu-

ally reduces it to some extent, making it more suitable for IoT sensors with limited transmission bandwidth.

. For example, when the personalization threshold = 0.3, the total data transmission is reduced by

Study on Computational Overhead. To evaluate the computational overhead of FedGLP-ADP, we
measure the average wall-clock time required per local training round for different methods and model
architectures on the CIFAR-10 dataset. The result in Table 6 shows a significant efficiency gap between
FedGLP-ADP and other state-of-the-art methods. While other advanced methods incur substantial compu-
tational overhead (ranging from 4.22x to 10.55x), FedGLP-ADP still demonstrates an excellent lightweight
nature, with relative computational overheads of only 1.74x (CNN) and 1.92x (ResNet-18). Moreover, as
the number of model parameters increases substantially, the growth in relative computational overhead of
FedGLP-ADP is much smaller compared to other methods. This is because the sparsification and personal-
ization strategies of other methods involve relatively complex computations (e.g., Fisher information), while
FedGLP-ADP avoids such computations, making it a feasible solution for resource-constrained IoT devices.

Table 6: Comparison of average execution time per round (s).

Architecture ~ DP-FedAvg BLUR+LUS FedDPA Fed ADDP FedGLP-ADP
CNN 3.36 (1.00x) 13.57 (4.04x) 19.52 (5.81x) 21.10 (6.28x) 5.84 (1.74x)
ResNet-18 8.91 (1.00x) 46.53 (5.22x) 65.66 (7.37) 93.98 (10.55%) 17.07 (1.92x)

6 Conclusion

This paper proposes a novel FL method, FedGLP-ADP, which consists of two core components:
gradient-based layer-wise personalization (GLP) and adaptive clipping-and-noising DP (ACNDP). GLP
leverages the variation of model parameters before and after local training to perform personalized parti-
tioning of the model, while ACNDP implements adaptive allocation of clipping thresholds and determines
the magnitude of added noise based on the personalization degree achieved by GLP. This design overcomes
the limitations of coarse-grained parameter decoupling and the convergence challenges faced by traditional
DP. Experimental results demonstrate that FedGLP-ADP consistently outperforms existing methods under
various privacy budgets and different degrees of non-IID data distributions.
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