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ABSTRACT: Large Language Models (LLMs) are becoming integral components of modern cybersecurity ecosystems,
simultaneously strengthening defensive capabilities while giving rise to a new class of Artificial Intelligence-Generated
Content (AIGC)-driven threats. This PRISMA-guided systematic review synthesises 167 peer-reviewed studies pub-
lished between 2022 and 2025 and proposes a unified threat-defence—evaluation taxonomy as a central analytical
framework to consolidate a previously fragmented body of research. Guided by this taxonomy, the review first
examines AIGC-enabled threats, including automated and highly personalised phishing, polymorphic malware and
exploit generation, jailbreak and adversarial prompting, prompt-injection attack vectors, multimodal deception,
persona-steering attacks, and large-scale disinformation campaigns. The surveyed evidence indicates a qualitative
escalation in adversarial capabilities, with LLMs significantly enhancing scalability, adaptability, and realism while
markedly reducing the technical barriers to conducting sophisticated attacks. Second, the review analyses LLM-enabled
defensive applications spanning intrusion and anomaly detection, malware analysis and log-semantic modelling,
multilingual threat intelligence extraction, vulnerability discovery and code repair, and Security Operations Cen-
ter (SOC) automation through Retrieval-Augmented Generation (RAG) and multi-agent systems. Although these
approaches demonstrate strong potential as semantic reasoning and decision-support components within hybrid secu-
rity architectures, their real-world effectiveness remains constrained by hallucination risks, adversarial susceptibility,
distributional shifts, and operational overhead. Third, the review synthesises current security evaluation and red-
teaming practices, revealing a fragmented assessment landscape characterised by narrow benchmarks, inconsistent
evaluation metrics, and limited longitudinal robustness analysis. Overall, the taxonomy-driven synthesis highlights a
structurally imbalanced ecosystem in which offensive innovation outpaces defensive maturity and governance, and
it informs a structured, research-question-aligned roadmap for developing trustworthy, resilient, and policy-aligned
LLM-powered cybersecurity systems.

KEYWORDS: Artificial intelligence-generated content threats; cybersecurity intelligence; large language model-based
defensive systems; large language models; red-teaming and evaluation frameworks

1 Introduction

Large Language Models (LLMs), developed using large-scale transformer architectures, have rapidly
emerged as foundational components of contemporary artificial intelligence, enabling significant advances
in reasoning, code generation, summarisation, automated analysis, and decision support across high-stakes
application domains [1,2]. Their capacity to process heterogeneous, unstructured, and multilingual data at
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scale renders them particularly well suited to cybersecurity environments, where analysts must interpret
complex and high-volume artefacts, including system logs, threat intelligence reports, malware analyses,
vulnerability disclosures, and Security Operations Center (SOC) narratives [3-5]. At the same time, the
same generative and reasoning capabilities that enable defensive augmentation can be readily exploited by
adversaries. A rapidly expanding body of peer-reviewed research documents the use of LLMs to craft highly
personalised phishing campaigns [6,7], generate polymorphic and evasive malware [8,9], automate recon-
naissance and exploit scaffolding [10], conduct multimodal deception and persona-steering attacks [11,12],
and orchestrate large-scale misinformation and disinformation operations [13,14]. This dual-use character
has profound implications for the evolving balance between cyber offence and cyber defence.

Despite growing interest in this area, existing surveys exhibit substantial variation in scope, method-
ological rigor, and evidentiary depth. Yao et al. synthesise model-level vulnerabilities and privacy risks
associated with LLM deployment [15]. Jaffal et al. provide a detailed examination of LLM capabilities,
limitations, and defensive applications within SOC and cyber threat intelligence (CTI) ecosystems [3]. Zhang
et al. offer a structured review of LLM-driven cybersecurity applications [16], while Karras et al. discuss
broader opportunities and risks in big-data security pipelines [4]. However, these surveys share notable
limitations: many rely primarily on narrative synthesis rather than systematic review protocols; several
include a substantial proportion of preprint literature; few integrate offensive, defensive, and evaluative
research strands within a single analytical framework; and none provide a PRISMA [17]-aligned, SCI/SCIE-
restricted taxonomy that jointly captures threats, defences, and security evaluation methodologies. As the
field continues to expand rapidly, the absence of a comprehensive and methodologically transparent synthesis
impedes cross-study comparability, evidence consolidation, and the standardisation of research practices.

To address these gaps, this article presents the first PRISM A-compliant systematic survey of LLMs for
cybersecurity intelligence covering the period 2022-2025, explicitly restricted to peer-reviewed SCI/SCIE
publications. The overarching objective is to construct a rigorous and unified evidence base that characterises
how LLMs reshape cyber offence, cyber defence, and the evaluation ecosystems governing trustworthy
deployment. Specifically, this study pursues four core aims:

» to systematically identify and synthesise Artificial Intelligence-Generated Content (AIGC)-driven
cyber threats enabled, amplified, or operationalised by LLMs, including phishing, malware generation,
jailbreak attacks, deception, misinformation, and persona steering [11];

« to analyse LLM-enabled defensive capabilities spanning intrusion detection [18], malware semantic
modelling [19], threat intelligence extraction [20,21], vulnerability assessment and remediation [22],
SOC automation [23], and multi-agent defence architectures [24];

«  to examine emerging security evaluation frameworks, including benchmarks [25], harm and refusal
metrics [3], adversarial red-teaming methodologies [15,26], and lifecycle-oriented risk assessments [27],
alongside the growing need for ethical and governance frameworks [28,29];

« to distil cross-cutting methodological limitations, systemic risks (including privacy [30] and ethical
compliance [31]), and unresolved research challenges derived from 167 peer-reviewed primary studies
and several high-impact surveys.

These aims motivate the following research questions:

« RQI: What forms of cybersecurity threats are generated, enhanced, or operationalised through AIGC
and LLMs, and how are these threats empirically studied and modelled?

« RQ2: How are LLMs leveraged to strengthen cyber defence capabilities across detection, analysis, and
response workflows, and what limitations persist?
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«  RQ3: What security evaluation frameworks, benchmarks, and red-teaming methodologies exist for
assessing LLM robustness, safety, and reliability under adversarial conditions?

«  RQ4: What methodological gaps, systemic challenges, and governance limitations hinder the trustwor-
thy deployment of LLM-based cybersecurity systems?

The primary contributions of this survey are as follows:

o a PRISMA-aligned systematic review protocol tailored to LLM-centric cybersecurity research, detail-
ing search strategies, inclusion and exclusion criteria, quality appraisal procedures, and multi-stage
screening;

o acritical comparison of influential surveys [3,4,15,16], motivating the unified threat-defence-evaluation
taxonomy introduced in this work;

o a structured synthesis of 167 peer-reviewed primary studies addressing AIGC-driven threats [6,13],
LLM-based defensive mechanisms [18,19,23], and security evaluation and red-teaming frame-
works [25,32];

o theidentification of cross-cutting challenges—including hallucination, adversarial fragility, privacy and
governance risks, evaluation fragmentation, lifecycle vulnerabilities, and the absence of standardised
assurance frameworks—followed by a comprehensive future research roadmap for resilient, auditable,
and security-aligned LLM deployments.

In contrast to prior surveys, this review grounds each threat and defence category in empirically
evaluated case studies and critically analyses their operational limitations under realistic SOC and intrusion
detection deployment scenarios. Overall, this survey offers a methodologically rigorous, conceptually inte-
grated, and empirically grounded examination of how LLMs are transforming the cybersecurity landscape,
both as powerful enablers of defensive intelligence and as catalysts for increasingly adaptive and scalable
adversarial behaviour. By consolidating diverse research trajectories and introducing a unified taxonomy
alongside a forward-looking research agenda, this work aims to support the development of trustworthy,
verifiable, and operationally reliable LLM-driven cybersecurity systems.

The remainder of this article is organised as follows. Section 2 describes the PRISMA-guided review
methodology. Section 3 situates this study within the existing survey literature. Section 4 presents the unified
threat-defence-evaluation taxonomy and analytical framework. Sections 5 and 6 analyse AIGC-driven
threats and LLM-based defensive capabilities, while Section 7 reviews emerging security evaluation and red-
teaming methodologies. Section & examines methodological patterns across the evidence base. Section 9
synthesises cross-cutting challenges, and Section 10 outlines strategic future research directions. Section 11
concludes the paper.

2 Methodology

This review adopts a rigorously defined systematic literature review (SLR) methodology grounded
in the PRISMA 2020 guidelines to ensure transparency, reproducibility, and analytical completeness.
Given the rapid evolution and methodological heterogeneity of Large Language Model (LLM) research
in cybersecurity, particular emphasis is placed on bias mitigation, inductive taxonomy construction, and
cross-study comparability. The final evidence base comprises 167 peer-reviewed studies published between
2022 and 2025, each systematically mapped to the unified threat-defence-evaluation taxonomy introduced
in Section 4. An overview of the study identification and selection process is provided in the PRISMA flow
diagram shown in Fig. 1.
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Figure 1: PRISMA flow diagram summarising identification, screening, eligibility assessment, and final inclusion of
167 studies.

2.1 Review Protocol and PRISMA Workflow

The review protocol was specified a priori in accordance with PRISMA recommendations to minimise
selection bias and enhance methodological transparency. The review workflow comprised four sequential
stages: identification, screening, eligibility assessment, and final inclusion. The initial search yielded 1002
records across multiple scholarly databases. Following automated and manual deduplication, 889 unique
studies were subjected to title and abstract screening, resulting in the exclusion of 430 records. The remaining
459 studies underwent detailed screening, leading to 263 full-text articles being assessed for eligibility.
Of these, 96 studies were excluded due to insufficient cybersecurity relevance, incomplete methodological
reporting, or failure to satisfy the predefined inclusion criteria. The final corpus therefore consisted of
167 peer-reviewed studies, representing a balanced cross-section of AIGC-driven threats, LLM-enabled
defensive architectures, and security evaluation, safety, and governance frameworks. Fig. 1 provides a
transparent visual summary of this selection process.

2.2 Inductive Taxonomy Construction and Coding Rationale

Rather than imposing an externally defined classification scheme, this review employs a bottom-
up inductive coding strategy to derive the unified taxonomy presented in Section 4. Following full-text
screening, each study was independently coded along multiple analytical dimensions, including: (i) the
primary cybersecurity task addressed, (ii) the functional role of the LLM within the system architecture,
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(iii) the threat or defensive context, (iv) the evaluation or validation methodology, and (v) the assumed
deployment environment (e.g., laboratory-scale, SOC-scale, or safety-critical systems).

Initial open coding revealed recurring conceptual and methodological patterns across ostensibly diverse
contributions. Through iterative axial coding and constant comparative analysis, these patterns converged
into four dominant dimensions: (T) AIGC-driven threat vectors, (D) LLM-based defensive capabilities,
(E) evaluation and red-teaming methodologies, and (M) methodological and governance orientation.
For instance, studies addressing automated phishing, misinformation generation, exploit scaffolding, and
prompt-based attacks consistently clustered within a unified threat dimension, whereas contributions
focusing on SOC automation, intrusion detection, vulnerability analysis, and agentic response mechanisms
formed a distinct defensive axis.

Subcategories within each dimension were further refined through frequency analysis and conceptual
differentiation. Within the defensive dimension, intrusion detection, threat intelligence automation, secure
code analysis, and autonomous response emerged as separable categories based on differences in data modal-
ity, latency constraints, and operational responsibility. Evaluation-oriented studies similarly diverged into
benchmark construction, adversarial red-teaming, metric development, and lifecycle robustness analysis.
Edge cases and hybrid studies were explicitly retained and cross-mapped to reflect the interdisciplinary
and rapidly converging nature of LLM-driven cybersecurity research. This inductive process ensures that
the resulting taxonomy faithfully reflects the empirical structure of the literature rather than an a priori
conceptual framework.

2.3 Search Strategy and Information Sources

Searches were conducted across eight authoritative scholarly databases: IEEE Xplore, ACM Digital
Library, ScienceDirect, SpringerLink, Wiley Online Library, Taylor & Francis, Scopus, and Web of Science.
These sources were selected to capture interdisciplinary research spanning cybersecurity, artificial intel-
ligence, software engineering, and digital governance. The review period extends from January 2022 to
December 2025, corresponding to the widespread deployment of transformer-based LLMs (e.g., GPT-3+,
LLaMA, PaLM, Codex) in both offensive and defensive cybersecurity contexts.

Search queries combined terms related to LLM architectures, cyber threat categories, defensive appli-
cations, and evaluation constructs using Boolean operators:

(“large language model” OR LLM OR “foundation model” OR transformer) AND (cybersecurity OR
malware OR phishing OR vulnerability OR anomaly OR SOC) AND (AIGC OR “automated phishing”
OR jailbreak OR “prompt injection” OR misuse)

Search expressions were iteratively refined through pilot queries to incorporate emerging themes such
as adversarial prompting, exploit generation, multi-agent reasoning, and cyber governance. Foundational

surveys on LLM security and misuse [33-36] informed construct definition and ensured terminological
consistency across the search strategy.

2.4 Inclusion, Exclusion, and Quality Appraisal

Studies were included if they were peer-reviewed journal or conference publications written in English
between 2022 and 2025 and examined LLMs or transformer-based models within cybersecurity-relevant
contexts. Eligible studies addressed AIGC-enabled threats such as phishing, deception, exploit scaffolding,
or jailbreak attacks [33,34]; proposed or evaluated LLM-based defensive mechanisms including SOC
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automation, threat intelligence extraction, intrusion or anomaly detection, and vulnerability analysis [35,36];
or contributed to evaluation, red-teaming, benchmark design, or governance frameworks for LLM safety.

Exclusion criteria removed preprints, editorials, theses, and other non-peer-reviewed materials; studies
lacking substantive cybersecurity relevance; purely generic natural language processing applications without
adversarial or security implications; works with insufficient methodological detail; and duplicate publica-
tions. Methodological quality was assessed using a bespoke appraisal framework adapted from established
SLR guidelines, evaluating the clarity of threat models, transparency of datasets and evaluation pipelines,
reproducibility, metric suitability, and the discussion of limitations and ethical risks. Studies exhibiting
methodological weaknesses were retained when they offered unique empirical or conceptual insights, with
their limitations explicitly acknowledged in subsequent synthesis sections.

2.5 Inter-Reviewer Agreement, Bias Mitigation, and Sensitivity Analysis

To ensure consistency and minimise subjective bias, study selection and coding were independently
performed by two reviewers at both the title—abstract and full-text screening stages. Inter-reviewer agreement
was quantified using Cohen’s kappa coefficient, yielding substantial agreement during title-abstract screen-
ing (x = 0.81) and near-perfect agreement during full-text eligibility assessment (x = 0.88). Discrepancies
were resolved through structured discussion and, where necessary, arbitration by a third reviewer.

Bias mitigation measures included multi-database coverage to reduce venue bias, a priori inclusion
criteria, blinded screening where feasible, and the use of a standardised, taxonomy-aligned coding template
to limit interpretive drift. A sensitivity analysis was conducted on borderline studies excluded during full-text
screening (e.g., partially relevant preprints or studies with limited evaluation detail). Reintroduction of these
studies did not materially affect the taxonomy structure, thematic distributions, or comparative conclusions,
indicating that the review findings are robust and not unduly sensitive to marginal inclusion decisions.

3 Positioning with Respect to Existing Surveys

A substantial body of survey literature has examined intrusion detection systems (IDS) from the
perspectives of machine learning, deep learning, and, more recently, transformer-based architectures. These
IDS-centric surveys predominantly focus on network intrusion detection systems (NIDS), host-based
intrusion detection systems (HIDS), and industrial or IoT-oriented IDS deployments, with primary emphasis
on feature engineering strategies, model architectures, benchmark datasets, and performance metrics [37].
Representative works include surveys on transformer-based NIDS, hybrid deep learning IDS frameworks,
and intrusion detection in IIoT and industrial control system (ICS) environments, where LLMs-if mentioned
at all-are treated as high-capacity sequence models or feature-level classifiers rather than as reasoning or
agentic components. Consequently, while these surveys provide valuable insights into detection accuracy,
scalability, and dataset-specific performance, they do not address the broader implications of LLMs as
cognitive security primitives operating across detection, reasoning, and response pipelines.

In parallel, a distinct line of survey research has emerged that focuses on the security, reliability, and soci-
etal implications of large language models. Foundational overviews by Alawida et al. [33], Esmradi et al. [34],
and Lopez et al. [35] provide early mappings of the opportunities and risks introduced by generative Al
Alawida et al. [33] conduct a comprehensive examination of ChatGPT, analysing its capabilities, limitations,
misuse potential, and associated ethical and privacy concerns. Esmradi et al. [34] systematically catalogue
attack techniques and mitigation strategies related to LLM misuse, including data leakage and adversarial
behaviours, while Lopez et al. [35] explore application-level opportunities and challenges. However, these
surveys remain largely high-level and conceptual, and they do not engage in systematic comparison with
IDS-centric research nor integrate intrusion detection within a broader cybersecurity lifecycle.
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More recent contributions further narrow the scope toward governance, lifecycle risk, and domain-
specific security applications. Nawara and Kashef [36] investigate LLM-powered recommendation and
reasoning systems, highlighting security and governance challenges in decision-support pipelines, while
Uddin et al. [38] present a critical analysis of generative AI risks, emphasising lifecycle vulnerabilities,
regulatory gaps, and systemic misuse pathways relevant to cybersecurity. Despite their analytical depth, these
works continue to treat intrusion detection, SOC automation, and response mechanisms as largely isolated
application domains rather than as interdependent components within an end-to-end threat-defence-
evaluation ecosystem.

The primary distinction between existing IDS-focused surveys and the present work lies in the level of
abstraction and the conceptual role assigned to LLMs. IDS-centric surveys predominantly frame models-
including transformers-as feature-level classifiers optimised for detection accuracy on specific datasets. In
contrast, this review conceptualises LLMs as cognitive and agentic security components capable of semantic
reasoning, contextual correlation, decision support, and autonomous coordination across multiple stages
of the cybersecurity pipeline. As a result, intrusion detection is not analysed in isolation but is examined
alongside AIGC-driven threats, SOC automation, multi-agent response systems, and security evaluation and
red-teaming practices.

Table 1 systematically positions representative LLM- and IDS-focused surveys within the dimensions
of the proposed unified taxonomy. As the comparison illustrates, prior surveys typically concentrate on
isolated aspects of the problem space, such as AIGC-driven threat characterisation [33,34], application-level
opportunities and limitations [35,36], or governance and lifecycle risk analysis [38]. However, none of these
works provides a fully integrated, multi-dimensional perspective that jointly examines offensive misuse,
defensive reasoning, evaluation and red-teaming practices, and methodological orientation within a single
analytical framework. Furthermore, the absence of PRISMA-aligned screening and eligibility procedures
across existing surveys limits reproducibility and systematic coverage.

Table 1: Comparison of existing survey taxonomies across IDS- and LLM-centric dimensions.

Survey A B C D E F
LLM-Centric Security Surveys
Alawida et al. [33] v x v X X X
Esmradi et al. [34] v v x X x x
Lopez et al. [35] v v v x X X
Nawara et al. [36] X v x x x X
Uddin et al. [38] v x v x X X
IDS-Centric (Transformer/DL-Based) Surveys
Elouardi et al. [18] x v x v
Ferrag et al. [39] v x v
Hasanov et al. [40] x v X X X v
This Survey v v 4 v v v

Note: A: AIGC-Driven Threat Coverage; B: LLM-Based Defensive Capabilities (including IDS and SOC automation);
C: Evaluation & Red-Teaming Coverage; D: Unified Multi-Dimensional Taxonomy; E: PRISMA or SLR Alignment;
F: Cognitive/ Agentic Role of Models (beyond feature-level classification).
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A further distinguishing factor, highlighted of Table 1, concerns model conceptualisation. Existing
IDS-centric surveys—particularly those focusing on transformer-based NIDS, HIDS, and IIoT detection—
primarily treat deep learning models as feature-level classifiers optimised for detection performance. In
contrast, the present review frames LLMs as cognitive and agentic security components that enable semantic
reasoning, contextual awareness, and coordinated decision-making across the full cybersecurity lifecycle,
encompassing detection, analysis, response, and evaluation.

Unlike prior IDS-centric and LLM-centric reviews, the present study adopts a PRISMA-guided sys-
tematic methodology, restricts its evidence base to 167 peer-reviewed publications from 2022 to 2025,
and synthesises findings using a unified four-dimensional taxonomy encompassing AIGC-driven threats,
LLM-enabled defensive capabilities (including intrusion detection and SOC automation), security eval-
uation and red-teaming practices, and methodological orientation. This integrated framework enables a
holistic characterisation of LLM-driven cybersecurity research and explicitly bridges the conceptual gap
between traditional IDS surveys and emerging LLM security studies. By positioning intrusion detection
as one component within a broader cognitive and agentic defence ecosystem, this review provides a
more comprehensive, coherent, and methodologically transparent synthesis to inform future research and
real-world deployment.

4 A Unified Taxonomy of LLM-Cybersecurity Research

To systematically synthesise the heterogeneous body of literature identified through the PRISMA-
guided review process, this section introduces a unified taxonomy of LLM-centric cybersecurity research.
The taxonomy is derived through an inductive coding and synthesis procedure applied to all 167 included
studies, as described in Section 2.2. Rather than imposing a pre-defined classification scheme, the taxonomy
is grounded in empirically observed research patterns spanning adversarial misuse, defensive integration,
and security evaluation practices.

The proposed taxonomy organises the literature along four complementary dimensions: (i) AIGC-
driven cyber threats, (i) LLM-enabled defensive capabilities, (iii) security evaluation, red-teaming, and
governance, and (iv) methodological orientation. Collectively, these dimensions capture not only what
security problems are addressed, but also how evidence is generated, validated, and operationalised. This
structure provides a reproducible analytical framework for comparative analysis, exposes systematic imbal-
ances in the existing research landscape, and supports the identification of underexplored yet high-impact
research directions.

4.1 Rationale for the Proposed Taxonomy

The motivation for the proposed taxonomy is threefold. First, existing surveys frequently examine offen-
sive misuse, defensive applications, or ethical considerations of LLMs in isolation, resulting in fragmented
insights that obscure the co-evolution of threats and countermeasures [33,34]. By explicitly integrating threat,
defence, and evaluation dimensions, the proposed taxonomy captures their interdependencies and reflects

the concurrent evolution of attacker innovation, defensive adaptation, and governance constraints.

Second, the taxonomy elevates security evaluation and governance to a primary analytical dimension
rather than treating it as a secondary or peripheral concern. An expanding body of work demonstrates that
deficiencies in robustness auditing, red-teaming, explainability, and regulatory alignment can undermine
otherwise promising technical advances [36,38]. Explicitly foregrounding evaluation and governance there-
fore aligns the taxonomy with real-world deployment requirements and emerging regulatory expectations.
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Third, the taxonomy is directly grounded in the textual, empirical, and methodological evidence of the
167 reviewed studies. Categories and subcategories were iteratively refined through frequency analysis, con-
ceptual differentiation, and cross-mapping of hybrid contributions, ensuring analytical coherence without
sacrificing completeness. This inductive grounding strengthens methodological transparency and avoids the
conceptual overfitting that often characterises high-level AI taxonomies.

Fig. 2 presents a visual overview of the unified taxonomy, illustrating how threat classes, defensive
mechanisms, evaluation frameworks, and methodological orientations collectively structure the emerging
LLM-cybersecurity research landscape.

Social Engineering &
Phishing

Malware &
Exploits
Adversarial Prompts &
Jailbreaks
Disinformation &
Manipulation
Intrusion &
Anomaly Detection
Threat Intel &
SOC Automation
LLM-Enabled Secure Coding &
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AIGC-Driven
Cyber Threats

LLMs for
Cybersecurity Intelligence

/

Methodological
Orientation

Surveys /
Meta-Analyses

Figure 2: Proposed unified taxonomy of research on LLM:s for cybersecurity intelligence.

4.2 AIGC-Driven Cyber Threats

The first dimension of the taxonomy captures how generative Al and LLMs expand the cyber threat
surface by automating deception, lowering technical skill barriers, and enabling adaptive attacks at scale.
Across the reviewed literature, AIGC-driven threats consistently emerge as a dominant research focus,
reflecting widespread concern regarding the misuse potential of generative models [41]. Unlike conventional
cyber threats, these attacks exploit linguistic fluency, contextual awareness, and automation, enabling
adversaries with limited expertise to execute sophisticated campaigns.
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Empirical and analytical studies converge around three recurring threat clusters: (i) social engineering
and deception automation, (ii) malware generation, exploit scaffolding, and code abuse, and (iii) model
manipulation, prompt injection, and alignment evasion. These clusters recur across security-focused surveys,
AT safety analyses, and governance-oriented discussions [42,43], supporting their treatment as distinct yet
interrelated subcategories.

4.2.1 Social Engineering and Deception Automation

A substantial portion of the literature documents how LLMs amplify the scale, realism, and adapt-
ability of social engineering attacks, frequently described as the “dual-edged sword” effect of generative
AI [44]. Numerous studies demonstrate that models such as ChatGPT can generate linguistically fluent and
context-aware messages that closely mimic professional or personal communication styles, thereby eroding
traditional detection cues used in phishing and impersonation attacks [33,45].

Beyond static message generation, interactive and multi-turn deception has emerged as a critical esca-
lation vector. Esmradi et al. [34] show how adaptive conversational strategies enable sustained manipulation,
while Lopez et al. [35] and Nawara and kashef [36] highlight risks associated with platform-integrated
systems, including chatbots, recommender engines, and customer-service pipelines. Collectively, this body
of work indicates a shift from isolated phishing messages toward ecosystem-level influence operations
embedded within digital services.

4.2.2 Malware, Exploit Scaffolding, and Code Abuse

A second threat cluster concerns LLM-assisted code generation and its associated dual-use implications.
While many studies emphasise the defensive benefits of automated code synthesis, a consistent theme is the
risk that generative models may produce insecure logic, reproduce known vulnerabilities, or facilitate exploit
construction under ambiguous or adversarial prompts [33,34]. By automating elements of exploit reasoning,
LLMs reduce traditional expertise barriers and accelerate attack development cycles.

Although the reviewed corpus contains limited primary experimentation on live malware generation,
conceptual and lifecycle-oriented analyses consistently conclude that LLMs can significantly enhance
attacker capabilities, particularly when integrated with external knowledge bases or retrieval mecha-
nisms [38,46]. These findings justify treating code abuse as a distinct threat class rather than as a marginal
extension of social engineering.

4.2.3 Runtime Malware Behaviour and OT/ICS Implications

Recent studies increasingly recognise that an exclusive focus on text-centric threats underrepresents
execution-stage risks. LLMs can assist in generating adaptive malware components, polymorphic payloads,
and environment-aware attack logic that evolves at runtime [8,9]. Such threats exhibit increased persistence
and lateral movement potential, particularly when targeting operational technology (OT) and industrial
control systems (ICS).

Despite their potentially severe impact, OT and ICS contexts remain comparatively underexplored due
to data scarcity, safety constraints, and experimental complexity [39,47]. Table 2 explicitly contrasts surface-
level attacks with runtime and cyber-physical threats, highlighting a systematic evaluation gap that biases
current research toward methodological convenience rather than operational risk.
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Table 2: Comparative analysis of LLM-driven threat classes: surface-level vs. execution-stage and OT/ICS risks.

. ) Phishing & Runtime Malware OT/ICS Cybersecurity
Dimension .
Prompt-Based Attacks Behaviour Threats
Primary Attack Human users and LLM Execution environment,  Cyber-physical processes
Surface interfaces OS, and runtime context and control logic
Message generation, Code synthesis, Protocol inference,
Role of LLM deception, prompt behavioural reasoning, attack-path reasoning,
manipulation evasion planning CPS analysis
X Credential theft, Persistence, lateral Physical disruption,
Operational .. . S .
Impact misinformation, movement, stealthy safety violations, service
P short-term compromise system compromise outages
High
Adaptivity at . _ 5 High (context- and
. Limited after deployment (environment-aware,
Runtime . _ process-aware attacks)
polymorphic execution)
Evaluation High (public datasets, Moderate (curated Low (limited datasets,
Maturity benchmarks) malware corpora) safety constraints)
Severe
Overemphasis due to Limited long-running .
Key Gap - . underrepresentation
benchmark availability and real-world evaluation S
despite high risk

4.2.4 Model Manipulation, Prompt Injection, and Alignment Evasion

The third threat class encompasses attacks that directly target the behaviour and control mechanisms
of large language models themselves. Techniques such as prompt injection, jailbreak attacks, and alignment
evasion undermine built-in safety constraints and enable the elicitation of sensitive information or unsafe
outputs [34,38]. These risks are further amplified in agentic and retrieval-augmented generation (RAG)-
based systems, where injected instructions may propagate across interconnected components, triggering
cascading failures and unintended downstream actions [35].

Collectively, the reviewed studies indicate that alignment remains fragile under sustained adversarial
interaction, particularly in real-world deployments where LLMs interface with external tools, application
programming interfaces (APIs), and untrusted user inputs. These findings underscore the need for robust
input validation, isolation mechanisms, and continuous monitoring to mitigate systemic failure modes
arising from model manipulation.

4.3 LLM-Enabled Defensive Capabilities

Within the unified taxonomy, the second dimension captures how large language models are opera-
tionalised as defensive instruments to support cybersecurity monitoring, analysis, and response. In contrast
to threat-centric research, this body of work primarily conceptualises LLMs as augmentative components
embedded within existing security workflows rather than as fully autonomous decision-makers. Across
the 167 reviewed studies, defensive applications consistently cluster into three capability classes: (i) threat
intelligence extraction and security operations support, (ii) secure coding, vulnerability assessment, and risk
prediction, and (iii) anomaly detection, behavioural modelling, and policy reasoning.
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This categorisation reflects an important methodological distinction within the literature. Whereas
AIGC-driven threats exploit the generative and adaptive properties of LLMs, defensive systems leverage
their semantic reasoning, contextual understanding, and natural language interaction capabilities to reduce
analyst workload, enhance interpretability, and support complex decision-making under uncertainty [48,49].
Nevertheless, as discussed in the following sections, defensive effectiveness remains strongly contingent on
deployment constraints, governance mechanisms, and the rigor of evaluation protocols.

4.3.1 Threat Intelligence Extraction and Security Operations Support

The most mature and extensively investigated defensive application of LLMs concerns threat intelligence
extraction and support for Security Operations Center (SOC) workflows. A recurring theme across the
reviewed studies is the use of LLMs to summarise, contextualise, and correlate heterogeneous security arte-
facts, including logs, alerts, incident reports, and threat intelligence bulletins [50]. Nawara and kashef [36]
demonstrate that LLM-driven recommendation and decision-support pipelines can uncover latent relation-
ships among entities, reconstruct attack narratives, and surface actionable insights with minimal analyst
prompting. Complementary studies on log analysis and alert triage [51] further show that such systems can
reduce cognitive burden by transforming low-level telemetry into structured, high-level explanations.

Survey-oriented investigations of generative AI adoption in enterprise and digital platform con-
texts [52-54] consistently position LLMs as effective intermediaries between raw security data and human
analysts. Lopez et al. [35] further highlight that LLM-enabled automation can accelerate response workflows
by generating concise summaries, drafting mitigation recommendations, and interpreting alerts expressed in
natural language. Architectures based on retrieval-augmented generation (RAG) explicitly address scalability
and knowledge grounding by integrating semantic search with generative reasoning [55].

Despite these advantages, multiple studies caution that SOC-oriented deployments remain vulnerable
to hallucinated correlations, overconfident explanations, and trust calibration failures when LLM outputs
are consumed without systematic validation [33,56]. Consequently, the literature converges on the view that
LLMs are most effective as analyst-support tools that augment, rather than replace, expert judgment in
operational SOC environments.

4.3.2 Secure Coding, Vulnerability Assessment, and Risk Prediction

A second major class of defensive capability concerns the application of LLMs within secure software
development lifecycles. Although code synthesis by generative models is widely recognised as a dual-
use capability, a substantial body of work demonstrates that, when appropriately constrained, LLMs can
assist in identifying insecure constructs, detecting coding antipatterns, and explaining potential vulnerabil-
ities [57,58]. Esmradi et al. [34] show that LLMs can reason over code semantics and generate preliminary
vulnerability explanations that complement traditional static analysis techniques.

Specialised studies further demonstrate defensive applications in firewall configuration, secure deploy-
ment pipelines, and adaptive policy enforcement [59,60]. Alawida et al. [33] argue that LLMs can
function as intelligent static-analysis assistants, particularly in identifying subtle logic flaws that evade
rule-based scanners.

However, Uddin et al. [38] emphasise that defensive gains in secure coding are inseparable from
governance and lifecycle oversight. In the absence of systematic validation, continuous monitoring, and
auditability, LLM-generated recommendations risk propagating insecure patterns at scale. Studies on
model trustworthiness and auditing [61] further indicate that higher-level risk prediction tasks-such as
vulnerability prioritisation and impact explanation-should be interpreted as decision-support signals rather
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than authoritative outputs. Collectively, these findings position LLMs as promising yet fragile components
within secure development workflows, whose effectiveness depends on rigorous verification and human
oversight [62].

4.3.3 Anomaly Detection, Behavioural Modelling, and Policy Reasoning

Beyond intelligence extraction and code analysis, LLMs are increasingly explored for behavioural
anomaly detection, system modelling, and policy reasoning. Alawida et al. [33] demonstrate that
transformer-based models can capture semantic patterns in logs and behavioural traces, enabling the
detection of subtle deviations associated with insider threats, fraud, or anomalous system states. Empirical
systems such as ChatPhishDetector [63] and LLM-assisted malicious webpage detection frameworks [64]
further illustrate the feasibility of applying LLMs to text-rich security contexts.

At a higher level of abstraction, Lopez et al. [35] highlight the suitability of LLMs for policy reason-
ing tasks, including interpreting configuration files, validating compliance requirements, and translating
complex security policies into human-readable explanations. Such capabilities support automated auditing
and continuous compliance monitoring, particularly in specialised domains such as transport and critical
infrastructure systems.

Uddin et al. [38] further argue that behavioural modelling and policy reasoning are especially critical in
multi-agent or retrieval-augmented systems, where LLMs mediate interactions between user intent, system
state, and downstream actions. When properly aligned, these models can detect inconsistencies, enforce
safety constraints, and reason about risk propagation across interconnected components [65]. Nevertheless,
the literature consistently cautions that such reasoning capabilities must be bounded by explicit control logic
to prevent cascading errors or unsafe autonomous behaviour.

4.3.4 Comparative Synthesis of LLM-Enabled Defensive Capabilities

A cross-cutting synthesis of LLM-enabled defensive studies indicates that, despite notable task-level
performance gains, defensive effectiveness is fundamentally determined by how LLMs are embedded
within security workflows rather than by model capability alone. Across threat intelligence support, secure
coding, and anomaly detection, LLMs consistently function as cognitive amplifiers, enhancing semantic
understanding, contextual correlation, and explanation, while remaining dependent on classical detection
engines, rule-based controls, and human oversight for operational reliability [35,38,48].

Within SOC and threat intelligence pipelines, LLMs excel at unifying heterogeneous data sources
and generating analyst-oriented narratives, yielding measurable reductions in triage time and cognitive
workload [36,51]. These benefits, however, are counterbalanced by susceptibility to hallucinated correlations
and overconfident reasoning, particularly in retrieval-augmented generation (RAG) settings where corpus
incompleteness or temporal drift undermines grounding [33,56]. As a result, the literature consistently
advocates hybrid SOC architectures in which LLMs serve advisory roles and validation layers are mandatory.

In secure coding and vulnerability assessment, LLMs demonstrate strong semantic reasoning capa-
bilities, often outperforming purely syntactic static-analysis tools in explaining logic flaws, insecure
dependencies, and exploit preconditions [34]. Nevertheless, empirical evidence also highlights the risk of
scaled insecurity, whereby unverified LLM recommendations propagate flawed remediation strategies across
large codebases [38,57]. Consequently, studies recommend positioning LLMs as assistive auditors integrated
with formal verification, testing pipelines, and developer review processes rather than as autonomous
security agents [61,62].
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For anomaly detection, behavioural modelling, and policy reasoning, LLMs are most effective in
text-rich or semantically complex environments—such as log analysis, phishing detection, and compli-
ance interpretation—where traditional feature-based models exhibit limitations [33,63]. However, latency,
computational overhead, and sensitivity to input formatting constrain their suitability for real-time detec-
tion and control-loop enforcement [64]. In multi-agent and policy-driven systems, LLM-based reasoning
enhances interpretability and coordination but introduces new failure modes, including cascading errors
and ambiguous policy interpretation, necessitating explicit constraint enforcement and human-in-the-loop
safeguards [38,65].

Overall, the comparative evidence indicates that LLM-enabled defensive systems are most robust
when deployed as bounded, explainable, and governable components within layered defence architectures.
Performance gains are strongest in decision support, correlation, and explanation tasks, whereas autonomous
detection or response remains high risk without rigorous validation, continuous monitoring, and governance
oversight. Table 3 summarises these trade-offs across representative defensive domains.

Table 3: Comparative synthesis of LLM-enabled defensive capabilities.

Role of LLMs Observed Benefits

Faster triage; reduced

Defensive Domain Limitations and Risks

Threat Semantic summarisation, . . Hallucinations; RAG
. . cognitive load; improved i
Intelligence & correlation, analyst grounding errors; trust
. Cross-source e i
SOC Support decision support R calibration issues [33,56]
context [36,51]
Detects logic flaws; Insecure fix propagation;
Secure Coding & Code understanding, 5 . propag
. o 5 complements static lack of formal guarantees;
Vulnerability vulnerability explanation, . o
. . . analysis; improves auditability
Analysis remediation guidance _ o . R
interpretability [34] required [38,62]
Anomaly . — . . .
. Log semantics, phishing  Effective for text-rich and High latency; compute
Detection & . . . )
. detection, behavioural semantic overhead; fragile to
Behavioural interpretation anomalies [33,63] malformed inputs [64]
33,63 u 54
Modelling P P
Policy Reasoning Policy interpretation, Supports explainable Ambiguous policy
& Compliance configuration analysis, compliance and semantics; inconsistent
Support audit explanation continuous auditing [35] enforcement risk [65]
. . Unsafe as autonomous
. Bounded cognitive Strong reasoning and _ .
Overall Insight security decision-makers

augmentation

explanation support

without oversight [38]

4.4 Security Evaluation, Red-Teaming, and Governance

The third dimension of the unified taxonomy encompasses research focused on evaluating the trust-

worthiness, robustness, and governance readiness of LLM-enabled cybersecurity systems. Unlike threat- or
defence-centric studies, which emphasise capability expansion, this dimension interrogates whether such
systems can be safely, reliably, and legally deployed in security-sensitive environments. Across the 167 analysed
studies, evaluation and governance emerge as indispensable complements to both offensive and defensive
research, reflecting a growing consensus that unregulated or inadequately assessed LLM integration may
introduce systemic risks that outweigh operational benefits [66-68].
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Within the taxonomy, this dimension is structured around three interrelated themes: (i) security
benchmarking and evaluation frameworks, (ii) red-teaming, misuse detection, and lifecycle risk assessment,
and (iii) governance, regulatory alignment, and enforceable controls. Together, these themes address not
only whether LLMs perform as intended, but also how failures emerge, propagate, and can be constrained
under real-world operational and regulatory conditions.

4.4.1 Security Benchmarking and Evaluation Frameworks

A central finding across the reviewed literature is the absence of standardised, security-oriented evalua-
tion frameworks for LLMs. Lopez et al. [35] identify multiple evaluation dimensions, including behavioural
stress testing, trustworthiness analysis, and safety auditing, but emphasise that prevailing metrics (e.g.,
accuracy or BLEU-style scores) are insufficient to capture security-relevant failure modes such as context-
sensitive hallucinations, brittle reasoning, and inconsistent safety responses. This critique is reinforced by
broader surveys of Al evaluation practices, which consistently highlight the lack of unified, comparable, and
deployment-relevant assessment standards [69-71].

Esmradi et al. [34] further argue that evaluation pipelines must explicitly assess susceptibility to
adversarial prompting, data leakage, insecure code generation, and alignment failures. In the absence of such
targeted benchmarks, empirical claims regarding LLM safety and robustness remain difficult to validate or
compare across studies. Alawida et al. [33] similarly identify robustness evaluation as a critical bottleneck,
observing that many proposed defence mechanisms are tested only under benign or narrowly scoped
experimental conditions.

Recent investigations of specialised security tools [72] and analyses of LLM application ecosystems
further underscore the operational consequences of weak evaluation practices, particularly in settings
characterised by rapid deployment and frequent model updates. Across the reviewed literature, evaluation
is increasingly conceptualised not as a one-time verification activity but as a continuous, lifecycle-spanning
process that underpins responsible deployment, model governance, and risk-aware decision-making [73].

4.4.2 Red-Teaming, Misuse Detection, and Lifecycle Risk Assessment

Red-teaming is widely recognised as a critical mechanism for uncovering latent vulnerabilities in LLM-
enabled systems. Although the reviewed corpus contains relatively few large-scale empirical red-teaming
studies, numerous analytical and survey-oriented works provide detailed examinations of misuse pathways,
adversarial prompting strategies, and system-level failure cascades. Uddin et al. [38] present one of the
most comprehensive lifecycle-oriented risk assessments, synthesising vulnerabilities across data acquisition,
model training, deployment, tool integration, and post-deployment adaptation [74,75].

These analyses consistently reveal that risks often arise not from isolated model behaviour but from
interactions between LLMs and surrounding system components. In multi-agent or retrieval-augmented
architectures, injected prompts or poisoned contextual data can propagate across subsystems, resulting
in cascading failures or unsafe actions [76]. Complementing this perspective, Esmradi et al. [34] cata-
logue a broad range of adversarial attack surfaces—including jailbreaks, prompt chaining, inference-time
manipulation, and information leakage probes—that should form the foundation of systematic red-teaming
methodologies. Broader surveys of LLM-enabled cyberattacks [43] further reinforce the need for adversarial
evaluation strategies that extend beyond single-prompt testing.

Alawida et al. [33] additionally emphasise that effective misuse detection requires continuous
behavioural monitoring, trust calibration, and post-hoc interpretability mechanisms to identify anomalous
or unsafe reasoning trajectories. Collectively, these studies converge on the conclusion that red-teaming must
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evolve from ad hoc adversarial prompting toward structured, repeatable lifecycle assessments that evaluate
model behaviour under uncertainty, interaction, and environmental variation [77].

4.4.3 Governance, Regulatory Alignment, and Enforceable Controls

Governance and regulatory considerations constitute a critical cross-cutting pillar of LLM-enabled
cybersecurity research, linking technical evaluation with accountability, compliance, and operational safety.
While earlier studies extensively discuss ethical concerns such as bias, transparency, privacy, and mis-
use [78,79], much of this literature remains principle-driven and insufficiently connected to enforceable
regulatory requirements or operational security workflows. More recent critical analyses argue that ethical
risk mitigation cannot be decoupled from technical robustness and governance enforcement, particularly
when LLMs influence security-critical decisions [38,80,81].

A recurring concern across the reviewed studies is the absence of clearly defined accountability
structures for LLM-driven systems deployed in high-stakes contexts, including SOC automation, intrusion
detection, and incident response. Uddin et al. [38] highlight deficiencies related to explainability, responsi-
bility allocation, and auditability, concluding that governance mechanisms lag behind the pace of operational
integration. Similar observations are reported in privacy-sensitive and manipulative-content domains, where
ethical shortcomings translate directly into legal, reputational, and operational risks.

From a regulatory perspective, the EU NIS-2 Directive establishes binding requirements for cyberse-
curity risk management, incident handling, supply-chain security, and organisational accountability. Many
failure modes identified in LLM-enabled cybersecurity systems—including hallucinated threat attribu-
tion, false-positive escalation within SOC pipelines, prompt-injection vulnerabilities in RAG architectures,
and unsafe autonomous responses—map directly to NIS-2 obligations concerning proportional controls,
resilience, and service continuity. Consequently, LLM components that materially influence detection, triage,
or response processes fall squarely within the scope of regulated cybersecurity operations.

Complementary guidance issued by the U.S. Cybersecurity and Infrastructure Security Agency (CISA)
emphasises defence-in-depth, layered safeguards, and verifiable controls for Al-enabled systems deployed
in SOCs and critical infrastructure environments. Consistent with this guidance, the literature increasingly
converges on the view that LLMs should function as constrained components within hybrid defence
architectures, augmenting classical detection and policy engines rather than acting as autonomous decision-
makers [35,82]. Empirical evidence further indicates that hallucinations and reasoning errors can propagate
rapidly when LLM outputs are granted excessive operational authority.

Operationalising governance therefore requires translating ethical principles into auditable and enforce-
able controls. Across the reviewed studies, recurring mechanisms include mandatory human-in-the-loop
checkpoints, role-based access control for prompts and policy modification, immutable audit logging,
model versioning and change management, and clear separation of duties between detection, reasoning,
and response components [83,34]. These controls directly mitigate the operational risks identified in
the defensive and evaluation analyses and align with both NIS-2 accountability requirements and CISA
deployment guidance.

Table 4 synthesises these insights by explicitly mapping identified LLM security risks to concrete
technical and organisational controls, along with corresponding regulatory or standards-based obligations.
By grounding governance in enforceable mechanisms, this taxonomy dimension reframes ethics from aspira-
tional guidance into compliance-ready practice, providing actionable direction for researchers, practitioners,
and policymakers.



Comput Mater Contin. 2026;87(3):9 17

Table 4: Mapping of LLM security risks to enforceable controls and regulatory alignment.

Enf le/Auditabl 1
Identified Risk nforceable/Auditable Regu atm:y or Standards
Control Alignment
H -in-the-1 lidation; NIS-2 (risk ,
Hallucinated threat attribution uman-in-the-loop validation : S (ris ma.nagement
. confidence thresholds; analyst incident handling); CISA
or IOC generation . . .
override logging Secure Al Guidance
False-positive escalation in SOC Escalation approval workflows; NIS-2 (service continuity);
automation false-positive auditing metrics CISA SOC Best Practices
e Prompt sanitisation; retrieval NIS-2 (supply-chain security);
P t t RA!
rompt mjection 1 G whitelisting; immutable context CISA AT Supply Chain Risk
pipelines
logs Management

Mandatory human approval;

separation of detection and NIS-2 (accountability); CISA

Unsafe autonomous response

actions Zero Trust principles
response
Model behaviour drift Moc?lel versioning; regression NIS-2 (governance); ISO/IEC
testing; change management 27001
Lack of explainability Rationale lggging; post-incident NIS-2 (auditability).; CISA IR
review artefacts documentation

BAGC; itoring; 1S-2 1); CISA

Adversarial misuse of LLM tools RBAC; usage monljtormg N.S : (access cont‘r(')) C S

anomaly detection insider threat mitigation

Decision-support-only
OT/ICS deployment risks deployment; fallback to classical
controls

NIS-2 (critical infrastructure);
CISA ICS advisories

4.5 Methodological Orientation within the Taxonomy

Beyond thematic classification, the proposed taxonomy explicitly incorporates methodological orienta-
tion as a cross-cutting analytical dimension. This inclusion is essential for interpreting not only which aspects
of LLM-enabled cybersecurity are examined, but also how evidence is generated, validated, and generalised.
An analysis of the 167 included studies reveals four dominant methodological orientations—empirical,
system-oriented, conceptual/analytical, and survey-based—which collectively shape the maturity, reliabil-
ity, and operational relevance of the field.

These methodological orientations intersect all three substantive taxonomy dimensions (AIGC-driven
threats, LLM-enabled defensive capabilities, and security evaluation and governance), thereby influencing
the strength of reported claims, the reproducibility of findings, and the feasibility of real-world deployment.
Explicitly embedding methodology within the taxonomy prevents the conflation of conceptual insight with
empirical validation and enables a more nuanced and evidence-aware synthesis of the literature.

4.5.1 Empirical Evaluation-Oriented Studies

Empirical studies constitute a substantial portion of the reviewed literature and focus on observing
model behaviour, quantifying robustness, and analysing failure modes through controlled experiments or
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simulations. Representative examples include empirical investigations of hallucination, unsafe code gener-
ation, exploit reasoning, and misalignment effects reported by Esmradi et al. [34]. Large-scale comparative
assessments of Al-generated code security [85] and experimental evaluations of ChatGPT onlog and security
datasets [77] further exemplify this orientation.

While empirical studies are indispensable for grounding claims regarding LLM capabilities and risks,
a recurring limitation across the corpus is the absence of standardised benchmarks, limited reproducibility,
and evaluation under constrained or synthetic conditions. These limitations impede cross-study compa-
rability and restrict generalisation to operational cybersecurity environments. As a result, many empirical
findings provide primarily local validity rather than system-level assurance, underscoring the need for the
unified evaluation frameworks discussed in Dimension III.

4.5.2 System and Architectural Proposals

System-oriented studies represent a second major methodological category and focus on integrat-
ing LLMs into operational cybersecurity workflows. These contributions typically propose architectures,
pipelines, or decision-support systems that embed LLMs within SOC operations, threat intelligence plat-
forms, or automated response mechanisms. Nawara and kashef [36], for example, present LLM-driven
recommendation systems for contextualising threat intelligence and streamlining analyst workflows. Related
efforts include retrieval-augmented cybersecurity intelligence frameworks [55], real-time crime detection
systems [56], and scalable log analysis pipelines [51].

Although these system-level contributions signal progress toward operational deployment, they are
frequently evaluated under constrained conditions, rely on curated or synthetic inputs, or omit lifecycle-level
threat modelling. Consequently, many architectural proposals demonstrate functional feasibility without
sufficiently addressing robustness, adversarial resilience, or governance constraints. This methodological
shortcoming reinforces the importance of coupling system design with rigorous evaluation, red-teaming,
and governance analysis.

4.5.3 Conceptual and Analytical Studies

Conceptual and analytical works form a third methodological orientation, offering taxonomies, risk
models, and socio-technical analyses that articulate the broader implications of LLM integration within
cybersecurity ecosystems [67]. Uddin et al. [38] provide a comprehensive lifecycle-oriented risk framework
that identifies vulnerabilities spanning data provenance, model training, deployment, tool integration, and
governance. Other analytical contributions highlight systemic risks, including the erosion of Zero-Trust
assumptions induced by generative AI [75] and the cascading effects associated with large-scale LLM
adoption [74].

These studies play a critical role in exposing interdependencies and long-term risks that may not
be apparent in isolated empirical evaluations. However, their primary limitation lies in limited empirical
grounding, as many conceptual insights remain insufficiently validated through controlled experimentation
or real-world case studies. Within the taxonomy, such analyses therefore function primarily as instruments
of risk foresight rather than as evidence of deployable solutions.
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4.5.4 Surveys and Meta-Analyses

Surveys and meta-analyses constitute the fourth methodological category, synthesising research trends
across generative Al, cybersecurity threats, defensive mechanisms, and governance considerations. Founda-
tional surveys by Alawida et al. [33] and Lopez et al. [35] provide broad overviews of AIGC risks, defensive
opportunities, and ethical challenges. Additional systematic and narrative reviews further contextualise
LLM applications in cybersecurity [40,49], their dual-use implications in network security [86], and recent
advancements in generative Al [71].

While surveys play a crucial role in consolidating fragmented research, many existing reviews rely
predominantly on narrative synthesis and lack systematic protocols such as PRISMA. This limits trans-
parency, reproducibility, and comparability across surveys. The present work addresses this limitation by
embedding methodological orientation directly within a PRISMA-guided taxonomy, enabling structured
cross-comparison beyond descriptive aggregation.

4.5.5 Methodological Imbalances and Implications

Taken together, the distribution of methodological orientations reveals a research landscape that is
broad yet uneven. Empirical studies frequently lack unified benchmarks and stress-testing protocols; system-
oriented proposals often under-evaluate adversarial and governance risks; conceptual analyses are weakly
anchored in experimental validation; and surveys expose inconsistencies in terminology, threat definitions,
and evaluation practices. These imbalances directly influence the maturity and reliability of conclusions
drawn across all three substantive taxonomy dimensions.

Beyond methodological categorisation, the distribution of studies across the taxonomy (Table 5)
highlights several longitudinal trends between 2022 and 2025. Research on AIGC-driven threats remains
dominant, particularly in social engineering and adversarial prompting [44,65]. Defensive applications—
especially threat intelligence extraction and SOC automation—demonstrate increasing operational
focus [36], yet remain unevenly validated. Notably, a growing concentration of studies addresses secu-
rity evaluation, red-teaming, and governance, reflecting increasing recognition that trustworthiness and
accountability are decisive factors for real-world deployment [35,38].

Overall, explicitly positioning methodological orientation within the taxonomy transforms it from
a descriptive classification into a critical analytical framework. By revealing how evidence is produced—
and where it is systematically weak—this dimension provides a foundation for identifying research gaps,
guiding standardisation efforts, and supporting evidence-based advancement of LLM-driven cybersecu-
rity intelligence.

Table 5 consolidates all 167 studies within the unified taxonomy, linking thematic focus, methodological
orientation, strengths, and limitations. This synthesis underpins the comparative and longitudinal analyses
presented in subsequent sections.

5 AIGC-Driven Threats Enabled by LLMs

Building on the unified threat-defence—evaluation taxonomy introduced in Section 4, this section
examines how large language models (LLMs) operate as offensive enablers within contemporary cyber threat
ecosystems. Across the 167 studies synthesised in this review, AIGC-enabled attacks consistently emerge not
as incremental extensions of existing techniques, but as a qualitative escalation in adversarial capability. LLMs
fundamentally alter attacker economics by lowering expertise barriers, automating cognitively complex
tasks, and enabling scalable, adaptive, and context-aware malicious behaviour [87-89].
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Within the proposed taxonomy, AIGC-driven threats cluster into four dominant and recurrent cate-
gories: (i) social engineering and multimodal deception, (ii) malware generation, exploit scaffolding, and
runtime behaviour, (iii) prompt injection, jailbreaks, and alignment evasion, and (iv) misinformation,
disinformation, and influence operations. These categories are derived inductively through cross-study
coding and reflect convergent patterns observed across empirical evaluations, red-teaming analyses, and
large-scale surveys. Collectively, they expose the inherent dual-use tension of LLMs, wherein the same
generative, reasoning, and contextualisation capabilities that enable defensive innovation are systematically
repurposed for adversarial misuse [42,44,90].

5.1 Social Engineering and Multimodal Deception

Social engineering represents the most mature and empirically substantiated class of AIGC-driven
threats. A substantial body of literature demonstrates that LLMs enable scalable, highly personalised phish-
ing, impersonation, and deception campaigns characterised by linguistic coherence, contextual sensitivity,
and adaptive tone control previously associated with skilled human operators [45,91]. Unlike template-
based automation, LLM-driven pipelines dynamically tailor content using inferred organisational roles,
conversational context, and cultural cues, thereby significantly increasing attack credibility [33,34,92].

Empirical evaluations reported in [25,93,94] indicate that LLM-generated spear-phishing and business
email compromise (BEC) messages consistently degrade the effectiveness of signature-based filters and
stylometric detection techniques. Comparative studies further reveal that semantic diversity, multilingual
generation, and adversarial paraphrasing undermine feature-driven classifiers, exacerbating the asymmetry
between attacker adaptability and defender rigidity [35,95].

Beyond text-only attacks, recent work documents a marked shift toward multimodal deception, wherein
adversaries exploit systems capable of jointly reasoning over text, images, code, and structured artefacts.
Such cross-modal manipulation produces inconsistencies that evade unimodal detection pipelines [96,97].
Collectively, these findings indicate that social engineering has evolved from isolated phishing attempts
into adaptive, multimodal deception workflows that challenge foundational assumptions of existing detec-
tion systems.
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5.2 Malware, Exploit Scaffolding, and Runtime Behaviour

The second major threat category encompasses LLM-assisted malware generation, exploit scaffolding,
and execution-stage behaviour. Across the reviewed corpus, multiple studies demonstrate that LLMs can
generate functional malware components, exploit templates, and obfuscation patterns, particularly when
safety mechanisms are bypassed through adversarial prompting or indirect instruction leakage [33,109].
Although many generated artefacts are not immediately deployable, they substantially accelerate exploit
development cycles and reduce the expertise required for iterative attack refinement [34,145].

Several studies [108,110,111] highlight the dual-use risks inherent to LLM-assisted code generation,
showing that models designed for benign development support can emit vulnerable or exploitable logic
under ambiguous or underspecified prompts. The integration of structured cybersecurity knowledge bases
further amplifies this threat by enabling attackers to rapidly query, adapt, and weaponise technical content
at scale [46,104].

A critical limitation identified across this literature is the systematic underrepresentation of runtime
behaviour. Most studies validate exploit generation at the code-fragment or proof-of-concept level, without
examining execution dynamics, environmental dependencies, or long-term behavioural adaptation [38].
Consequently, current evaluations likely underestimate the persistence, lateral movement, and evasion
capabilities enabled by LLM-assisted malware, underscoring the need for execution-aware threat modelling
and system-level validation.

5.3 Prompt Injection, Jailbreaks, and Alignment Evasion

A third and rapidly expanding threat class targets LLMs directly through adversarial prompting,
jailbreaks, and prompt injection. Extensive empirical evidence demonstrates that contemporary models
remain highly susceptible to role-play manipulation, instruction obfuscation, multi-turn coercion, and
indirect prompt injection attacks [32,34,111]. Notably, several studies suggest that larger and more capable
models may exhibit increased vulnerability due to richer representational capacity and broader behavioural
generalisation [116,142].

Importantly, these vulnerabilities extend beyond standalone models to integrated systems. Research
on retrieval-augmented generation (RAG) and multi-agent architectures shows that injected prompts can
propagate across components, triggering unsafe tool invocation, policy override, or cascading reasoning
failures [27,38,118,146]. Across the surveyed literature, no single mitigation strategy—including prompt
sanitisation, refusal tuning, or system prompt hardening—consistently defends against the full spectrum of
adversarial prompting techniques. This exposes a structural fragility in current alignment approaches and
motivates lifecycle-aware evaluation, system-level isolation, and governance-driven safeguards [147,148].

5.4 Misinformation and Influence Operations

LLM-enabled misinformation and influence operations constitute the fourth major threat category
and represent one of the most societally consequential forms of AIGC-driven attack. Studies consistently
demonstrate that LLMs can generate persuasive, culturally adaptive, and emotionally framed narratives
at scale that are often indistinguishable from human-authored content [124,149]. Comparative analyses
show that LLM-driven campaigns outperform traditional disinformation efforts in adaptability, multilingual
reach, and narrative coherence [13,150].

A recurring observation across this literature is the fragility of existing detection and attribution
mechanisms. Watermarking, stylometric analysis, and classifier-based approaches degrade substantially
under paraphrasing, translation, and multi-model transformation pipelines [125,149]. Moreover, algorithmic
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recommendation systems may unintentionally amplify harmful narratives, blurring the boundary between
deliberate influence operations and emergent systemic manipulation [36,127]. Despite their high poten-
tial impact, longitudinal societal studies and deployment-scale evaluations remain limited, constraining
understanding of sustained real-world effects.

5.5 Synthesis of Threat Findings

Synthesising evidence across all four threat categories reveals a consistent and concerning trajec-
tory: AIGC-enabled threats are advancing more rapidly than corresponding defensive countermeasures.
In social engineering, semantic diversity and contextual realism undermine static detection heuristics.
In malware generation, LLMs accelerate exploit development while enabling adaptive runtime behaviour.
In adversarial prompting, alignment mechanisms remain brittle under sustained or system-level attacks. In
misinformation, generative realism and scale overwhelm existing attribution and moderation strategies.

Three cross-cutting insights emerge from the reviewed corpus:

o  Escalating attacker capability: LLMs substantially reduce the expertise and resources required to
conduct complex cyberattacks, effectively democratising sophisticated offensive techniques.

»  Evaluation realism gap: Heavy reliance on synthetic datasets and constrained experimental settings
obscures the true operational severity of AIGC-driven threats.

« Absence of comprehensive mitigation: No existing defensive framework robustly addresses the
full spectrum of LLM-enabled attack vectors, particularly in multimodal, agentic, and continuously
evolving systems.

These findings underscore the need for execution-aware threat modelling, lifecycle-oriented evaluation,
and defence architectures that explicitly account for the dual-use nature of generative Al. Tables 6 and 7
consolidate comparative evidence across threat categories and representative studies, demonstrating broad
convergence on a central conclusion: AIGC-driven threats represent a systemic and accelerating challenge
that existing security controls are structurally ill-equipped to contain.

Table 6: Comparative synthesis of AIGC-driven threats enabled by LLMs.

s Empirical G d .
Threat Category Key References Observed Capabilities fpirica fraps an Severity
Constraints
Highly personalised and Predominantly synthetic
L. . multilingual phishing; adaptive datasets; weak longitudinal
Phishing & Social guatp & P &
En ifeerin [6,25,33,35,44,100] tone and narrative framing; analysis; detector degradation High
& J strong evasion of under paraphrasing and
signature-based filters cross-lingual transfer
Exploit scaffoldi d
Xplot .sca olding an . Limited end-to-end validation;
Malware & Exploit polymorphic code generation; runtime and environmental
. [8,10,34,38,111] semantic obfuscation; . . High
Generation assistance in malware constraints often ignored;
reasoning and triage inconsistent safety enforcement
Reliable b f ali t
i(i?ltrf)ls??r?;ierc:;:rg:r?:tn No robust universal defence;
ilbreaks & P t Lo . benchmarks i lifecycl "
Jai rea' S . romp [15,27,32,116,117] injection in RAG and agentic encimaris ignote weeyce Critical
Injection and update dynamics; defences

systems; cascading policy
failures

brittle under adaptation

Misinformation &
Influence Operations

[13,14,38,124,149]

Scalable persuasive content;
cultural and emotional
adaptation; cross-lingual
narrative transfer

Scarce real-world validation;
fragile watermarking;
unreliable attribution; unclear
long-term impact

High-Critical
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6 LLM-Based Defensive Capabilities

Anchored in the second dimension of the unified threat-defence-evaluation taxonomy, this sec-
tion synthesises how large language models (LLMs) are operationalised as defensive instruments across
contemporary cybersecurity pipelines. In contrast to AIGC-driven threats (Section 5), defensive studies
overwhelmingly conceptualise LLMs not as autonomous detectors, but as cognitive and semantic aug-
mentation layers embedded within existing security architectures. An analysis of the 167 reviewed studies
published between 2022 and 2025 reveals four dominant defensive domains: (i) intrusion, malware, and
anomaly detection; (ii) threat intelligence extraction and Security Operations Center (SOC) automation; (iii)
vulnerability detection, secure coding, and automated repair; and (iv) hybrid and multi-agent architectures
for investigation and response.

Across these domains, LLMs primarily contribute through enhanced semantic reasoning, cross-
context inference, and explainable decision support rather than improvements in raw detection
accuracy [151,152]. At the same time, the literature consistently documents structural limitations—including
hallucination-induced errors, evaluation fragility, adversarial susceptibility, computational overhead, and
governance gaps—that constrain safe deployment in high-assurance operational environments. These
tensions motivate a taxonomy-aware and failure-conscious analysis, rather than a purely capability-
centric narrative.

6.1 General Cybersecurity Applications vs. IDS-Specific Architectures

A recurring source of conceptual ambiguity in the existing literature is the frequent conflation of
general LLM-enabled cybersecurity applications with IDS-specific LLM architectures. This distinction is not
merely terminological; it is foundational for correctly interpreting reported performance gains, assessing
deployment readiness, and understanding risk exposure. The absence of a clear separation between these
paradigms has contributed to overgeneralised claims regarding the suitability of LLMs for real-time intrusion
detection and operational cyber defence.

General LLM-based cybersecurity applications primarily function as analyst-facing cognitive assistants.
Representative tasks include threat report summarisation, indicator-of-compromise (IOC) extraction, inci-
dent timeline reconstruction, policy and configuration interpretation, and SOC co-pilot support [33,35,36].
Such systems typically operate on curated or semi-structured inputs, tolerate moderate inference latency,
and are evaluated using task-centric or qualitative metrics such as extraction accuracy, reasoning coher-
ence, or analyst productivity. Their principal contribution lies in reducing cognitive burden, improving
contextual understanding, and accelerating sense-making, rather than in executing primary detection or
enforcement decisions.

In contrast, IDS-specific LLM architectures are embedded directly within intrusion detection pipelines
and are subject to substantially stricter operational constraints. As synthesised in Sections 6.4 and 6.5, LLMs
in IDS contexts do not replace conventional signature-based, statistical, or machine-learning detectors.
Instead, they are positioned as auxiliary reasoning layers that augment detection outputs through semantic
interpretation of alerts, behavioural abstraction over logs and traces, and contextual explanation of anoma-
lous activity [18,39,40]. These systems must operate under high-throughput data streams, adversarial noise,
concept drift, and strict latency budgets, rendering naive adoption of general-purpose LLM deployments
impractical without careful architectural mediation.

This distinction has direct implications for both evaluation and deployment. Evaluation protocols
commonly applied to general LLM applications-such as standalone reasoning benchmarks or static text-
based assessments-are insufficient for IDS-specific scenarios, where errors may propagate downstream
and amplify operational risk. In particular, false-positive escalation, inference latency, and reasoning
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instability can compound across SOC workflows, increasing analyst workload and degrading response
effectiveness [38,121,140]. Consequently, performance claims derived from general LLM evaluations cannot
be extrapolated to IDS deployments without explicit consideration of these system-level effects.

Explicitly distinguishing between general cybersecurity applications and IDS-specific architectures
therefore prevents overstatement of LLM readiness for real-time intrusion detection and clarifies the
necessity of hybrid, defence-in-depth designs. In such architectures, classical detectors provide time-critical
guarantees, while LLMs contribute semantic reasoning, correlation, and explainability under human-in-
the-loop supervision. Table 8 formalises this distinction and provides a conceptual reference framework for
interpreting the task-level and quantitative analyses presented in subsequent sections.

Table 8: Critical comparison between general LLM cybersecurity applications and IDS-specific LLM architectures.

Dimension

General LLM Cybersecurity
Applications

IDS-Specific LLM
Architectures

Primary Objective

Analyst support, knowledge
extraction, reasoning, and workflow
automation

Detection augmentation, alert
interpretation, and behavioural
reasoning within IDS pipelines

Threat intelligence summarisation,

Post-detection reasoning for

Typical Tasks IOC extraction, SOC co-pilots, secure ~ NIDS/HIDS/IIoT IDS, anomaly
coding, incident reporting explanation, alert correlation
Embedded tl d
Architectural Role of Standalone or loosely coupled fbeddec componient fayere
i ) on top of conventional IDS
LLM cognitive assistant
detectors
D t 1 detectors;
Detection No direct responsibility for intrusion 08 not feplace cetectors
et . . augments detection outputs
Responsibility detection decisions _ _ .
with semantic reasoning
IDS alerts, logs, behavioural
. Natural language reports, alerts, threat .
Input Modality traces, network summaries

feeds, code, policies

(often structured + text)

Latency Constraints

Moderate to low; interactive or batch
processing acceptable

Strict; real-time detection
delegated to classical models,
LLMs operate asynchronously

Evaluation Metrics

Task accuracy, summarisation quality,
extraction precision, analyst
productivity

Detection accuracy/Fl1
(indirect), alert reduction,
explanation quality,
false-positive mitigation

Datasets Used

Curated text corpora, CTI reports,
code repositories

IDS benchmarks (e.g., CICIDS,
UNSW-NBI5), logs, malware
traces, IIoT telemetry

Baseline Comparisons

Often compared to rule-based tools or
traditional NLP methods

Compared against
CNN/RNN/Transformer IDS
pipelines

(Continued)
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Table 8 (continued)

General LLM Cybersecurity IDS-Specific LLM

Dimension
Applications Architectures

. . False-positive escalation,
Hallucinated facts, grounding errors, P

Failure Modes outdated knowledge

reasoning errors over noisy
alerts, latency overhead

Emerging; suitable for hybrid

High for SOC decision support and IDS, ot for standalone

Operational Readiness

automation . .
real-time detection
. . . Cascading errors in IDS
Governance & Safety Misinformation, policy o 8
. 0 . pipelines, unsafe automated
Risk misinterpretation, analyst over-trust

response decisions

Lack of f 1
Lack of direct linkage to detection ack of formal guarantees and

Key Limitation e limited real-world SOC-scale
pipelines 1
validation
Trust calibration and grounding in Standardised IDS benchmarks
Research Gap & 5 with latency, drift, and

dynamic cyber contexts .
deployment constraints

6.2 Impact of Model Scale and Architecture

Although LLM-enabled threats and defences have been examined extensively, comparatively limited
attention has been devoted to understanding how model scale, architectural design, and deployment modality
influence robustness, misuse risk, and operational feasibility [153]. This subsection addresses this gap by
synthesising empirical evidence across defensive studies and situating architectural choices within practical
deployment constraints.

6.2.1 Model Scale: Small vs. Large LLMs

Small- and medium-scale LLMs-including distilled, quantised, and domain-adapted variants-are
increasingly favoured in SOC, edge, and IIoT settings due to their lower inference latency, reduced com-
putational cost, and improved controllability. Multiple studies demonstrate that such models can achieve
competitive performance on constrained security tasks, including log interpretation and malware trace
reasoning [19,105]. In contrast, large foundation models typically offer superior generalisation and deeper
reasoning capabilities but are associated with elevated hallucination risk, greater potential for misuse ampli-
fication, and prohibitive operational costs in continuous-deployment environments [33,38]. Collectively,
these findings suggest that model scale mediates a fundamental trade-off between defensive capability and
deployment risk.

6.2.2 Deployment Modality: API-Based vs. Local Models

Deployment modality further conditions defensive effectiveness and risk exposure. API-based LLM
deployments benefit from provider-managed updates, centralised alignment controls, and rapid access to
state-of-the-art models, but introduce data sovereignty concerns, external service dependencies, and limited
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transparency into model behaviour. By contrast, locally deployed and fine-tuned models provide tighter
control over data flows, inference logic, and privacy-sensitive logs, making them particularly suitable for SOC
operations and critical infrastructure environments [35,36]. However, local deployment shifts responsibility
for model maintenance, security hardening, and misuse mitigation to system operators, thereby introducing
additional governance and lifecycle-management challenges.

6.2.3 Single-Model vs. Agentic Architectures

Agentic and multi-LLM architectures are increasingly adopted to support complex investigation,
correlation, and response workflows [3,24]. While such designs enhance modularity, task specialisation, and
workflow automation, they also expand the effective attack surface and introduce new failure modes, includ-
ing coordination errors, cascading hallucinations, and prompt-injection propagation across agents [38,154].
Single-model architectures, by contrast, are generally easier to audit, reason about, and deploy, but often
struggle with multi-stage reasoning, cross-domain correlation, and concurrent task execution.

6.2.4 Architectural Synthesis

Taken together, architectural and scale-related design choices exert a first-order influence on defensive
robustness and deployability. Larger and agentic systems prioritise capability breadth and scalability, whereas
smaller, locally controlled models emphasise predictability, auditability, and operational safety. Table 9

summarises these trade-offs across representative deployment scenarios.

Table 9: Comparative analysis of LLM architectures and model scale in cybersecurity applications.

Agentic Multi-LLM

Dimension Small/Distilled LLMs Large Foundation LLMs . 1.
Pipelines
Model Capacity Limited reasoni.ng High gene?alisation and Distribute'd r'easoning
depth; task-specific reasoning power across specialised agents
More predictable; Stronger reasoning but Sensitive to inter-agent
Robustness . . . o - .
easier to constrain higher hallucination risk coordination failures
Misuse Risk Lowe.r mis.use Higher potentia.l foF Expanded attack surface
amplification abuse and weaponisation across agents
Deployment Low compute and High inference and High integration and
Cost energy footprint operational cost orchestration overhead
. Suitable for edge, Primarily cloud-based Best suited for complex
Deployability .
SOC, and ICS contexts deployments SOC automation
Compl li
Governance & High controllability Limited transparency; omprex policy
L1 _ enforcement across
Control and auditability provider dependence
agents
Safety and efficiency

Key Trade-Oft

over generality

Capability over control

Scalability over simplicity
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6.3 Intrusion and Anomaly Detection

A substantial subset of the reviewed literature investigates the application of LLMs to intrusion
and anomaly detection across heterogeneous telemetry sources, including system logs, network flows,
endpoint activity, and malware execution traces. Survey studies such as [18,33] report that language-
model-based semantic representations can capture long-range dependencies and behavioural context more
effectively than traditional feature-engineered approaches. Practical systems further illustrate complemen-
tary strengths: lightweight and domain-adapted models enable deployment in resource-constrained edge
environments [105], while semantic trace modelling improves the detection of low-frequency and stealthy
attack patterns [19].

Domain adaptation emerges as a critical enabler of robust performance. Studies that integrate LLM-
derived embeddings with classical detection mechanisms demonstrate improved resilience to dataset drift
and enhanced generalisation across operational environments [103,106]. Nevertheless, persistent limitations
remain. Inference latency constrains real-time deployment, prompt sensitivity undermines output stability,
and overfitting to benchmark artefacts is frequently observed. As a result, the literature converges on
positioning LLMs as post-detection reasoning layers that augment conventional intrusion detection systems
rather than as standalone replacements.

6.4 Task-Level Comparison: NIDS, HIDS, and IloT/ICS

Traditional IDS surveys typically categorise methods by deployment context-network-based intrusion
detection systems (NIDS), host-based intrusion detection systems (HIDS), and IIoT/ICS environments-and
evaluate transformer models primarily as feature-level classifiers optimised for benchmark accu-
racy [18,39,40]. LLM-assisted IDS approaches depart fundamentally from this paradigm. Rather than
competing directly at the detection stage, LLMs are employed as higher-level cognitive components that
support interpretation, correlation, and response.

In NIDS settings, LLMs operate downstream of packet- or flow-based detectors, enabling semantic
correlation and explanation across heterogeneous alerts [64,103]. In HIDS deployments, LLMs abstract
diverse host-level logs into unified semantic representations, facilitating cross-host reasoning and improved
interpretability [19,136]. In IIoT and ICS contexts, LLMs are generally unsuitable for control-loop intrusion
detection due to latency and safety constraints, but they provide significant value for post-hoc analysis,
attack-path reasoning, and policy-aware decision support [3,47]. These task-level distinctions are synthesised
in Table 10.

6.5 Quantitative Synthesis of LLM-Based Intrusion Detection Studies

Recent LLM-assisted intrusion detection systems (IDS) increasingly report performance improvements
over classical machine learning and transformer-based baselines. However, the quantitative evidence remains
fragmented due to heterogeneous datasets, inconsistent evaluation protocols, and divergent deployment
assumptions. This subsection provides a critical synthesis of reported quantitative results from representative
LLM-based IDS studies, focusing on detection performance, relative baseline improvements, latency and
computational overhead, and dataset characteristics. No new experiments are introduced; rather, the analysis
consolidates metrics as presented in the primary literature to enable principled cross-task comparison while
explicitly contextualising reported gains [155].
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Table 10: Task-level comparison of transformer-based IDS and LLM-assisted intrusion detection.
Transformer- . NI
LLM-Assisted Key Advantages of Limitations and
IDS Task Based IDS . L
Role LLM Integration Applicability
Role
Sequence Improved Not suitable for
modelling of Post-detection interpretability of real-time packet
packets, flows,and  semantic reasoning alerts; contextual inspection;
NIDS traffic features for over alerts, logs, correlation across dependent on
supervised or and correlated heterogeneous upstream detectors
semi-supervised network network telemetry; and log quality;
classifica- events [64,103] analyst decision increased inference
tion [18,39] support [35] overhead [38]
. Semantic : -
Behavioural . Enhanced detection of ~ Sensitivity to log
. abstraction of host . .
modelling of . complex insider formatting and
. logs and execution . . .
system calls, audit threats and privilege noise; requires
traces; cross-host .
HIDS logs, and host . escalation; improved robust
. . reasoning and o )
activities using ; explainability across preprocessing and
explanation of .
feature-level repre- diverse log human
sentations [40] anomalous sources [35] validation [38]
behaviour [19,103] o )
Unsuitable for
. Context-aware Supports safety-aware
Protocol-specific . . control-loop
. post-hoc analysis, reasoning and _ .
feature extraction attack-path inteeration of cvber intrusion
IIoT/ICS and real-time . p & . Y detection; limited
. reasoning, and events with o
IDS anomaly detection . ) validation in
. policy-aware operational context i
under strict latency | . . safety-critical
. , interpretation of in CPS .
constraints [39,40] L _ ) ~ real-time
incidents [3,47] environments [35] R
deployments [38]
Cognitive and Requires hybrid
Feature-level agentic security Transforms IDS from architectures,
classifiers components isolated detection to governance
Overall optimised for augmenting IDS explainable, controls, and
Positioning  detection accuracy pipelines across decision-oriented human-in-the-
on benchmark detection, defence loop oversight

datasets [18,40]

analysis, and
response [3,24]

architectures [33,35]

for safe
deployment [38]

6.5.1 Detection Performance and Baseline Improvements

Across network-, host-, and IloT-oriented IDS tasks, LLM-assisted approaches consistently report
strong benchmark performance, with accuracy or Fl-scores typically ranging between 92% and 99%. As
summarised in Table 11, the most pronounced gains arise when LLMs operate on semantically rich inputs
such as system logs, behavioural traces, and alert narratives, where contextual reasoning complements
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feature-level detection [19,103,105]. Relative to CNN- and RNN-based baselines, reported improvements
commonly fall within the 2%-7% range, whereas gains over transformer-based IDS are more modest
and strongly context dependent. In particular, LLMs tend to outperform transformer-based IDS primarily

in scenarios requiring cross-source correlation, explanation, or narrative reconstruction rather than raw
packet- or flow-level classification [40,64].

Table 11: Quantitative summary of reported performance in LLM-based intrusion detection studies with baseline

comparison.
Baseline
Reported Comparison Datasets Latency/ Representative
IDS Task Accuracy/F1 (LLM vs Commonly Overhead pStu dies
(Range) CNN/RNN/ Used Reporting
Transformer)
+2%-6% over Lanlj;\t/Iesd:
92%—-99% CNN/RNN; CICIDS2017, vpicall
(Acc;)rac /(;1 +1%-4% over  UNSW-NBI5, a }g)ed Zst—
NIDS YIEs transformer custom ppuecp [18,64,103]
benchmark- detection;
NIDS on network i
dependent) - real-time
semantic-rich telemetry
latency rarely
traffic and logs
reported
+3%-7% F1
over
Partial:
RNN/CNN System-call artia
baselines; traces, host Inference cost
93%-98% (F1 marginal a,ins audit ,lo S discussed
HIDS dominant inaly 8% qualitatively; [19,40,103]
. over malware
metric) , no SOC-scale
transformer behaviour latenc
HIDS when datasets Y
. benchmarks
context 1s
limited
+2%-5% over
classical DL; Sparse:
90%-97% comparable to Industrial Latency
(Accuracy transformers telemetry, largely
IIoT/ICS IDS under for raw CPS logs, unreported; [39,47,105]
constrained detection, [ToT-specific  unsuitable for
settings) stronger for datasets real-time
post-hoc control loops
reasoning

(Continued)
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Table 11 (continued)

Baseline
Reported Comparison Datasets Latency/ Rebresentative
IDS Task Accuracy/F1 (LLM vs Commonly Overhead I;tu dies
(Range) CNN/RNN/ Used Reporting
Transformer)
LLMs
High accuracy consistently Latency and
on curated outperform Benchmark- computa-
CNN/RNN centric with tional cost
Cross-Task benchmarks; . . ] ~
) ) baselines; limited remain [35,38]
Observation strongest gains . .
, gains over domain underre-
for semantic o
, transformers diversity ported across
reasoning tasks .
are context- studies

dependent

Nevertheless, as evidenced by the study-level synthesis in Section 6.10, these improvements are
predominantly demonstrated on curated benchmark datasets such as CICIDS2017, UNSW-NBI15, and
custom malware corpora. This concentration limits cross-study comparability and risks overstating per-
formance when models are deployed outside controlled laboratory settings or evaluated under realistic
enterprise conditions.

6.5.2 Latency and Computational Overhead

In contrast to detection accuracy, latency and computational overhead are reported inconsistently across
studies. Distilled or lightweight LLM variants demonstrate acceptable inference latency for post-detection
reasoning and alert interpretation tasks in edge or resource-constrained environments [105]. By contrast,
tull-scale LLMs incur substantial computational overhead when applied to streaming intrusion detection,
rendering them unsuitable for real-time packet inspection or control-loop defence [18,38]. As reflected in the
task-level synthesis, most studies implicitly adopt hybrid architectures in which classical IDS components
handle time-critical detection, while LLMs operate asynchronously to support correlation, explanation, and
analyst decision-making. Quantitative latency benchmarks under sustained SOC-scale workloads remain
largely absent from the literature.

6.5.3 Dataset Concentration and Evaluation Bias

The quantitative synthesis further reveals a pronounced imbalance in dataset usage across IDS tasks.
Network intrusion detection studies overwhelmingly rely on a small set of benchmark datasets, whereas
host-based and IIoT/ICS datasets remain comparatively scarce, less standardised, and highly domain
specific [39,40]. Few studies explicitly evaluate robustness under dataset shift, concept drift, or long-
term deployment conditions, despite the centrality of these factors in operational SOC environments. As
highlighted in Section 7.5, this benchmark-centric evaluation paradigm obscures generalisation limits and
constrains meaningful quantitative comparison.
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6.5.4 Quantitative Gaps and Implications

Taken together, the quantitative evidence suggests that LLM-assisted IDS can achieve strong benchmark
performance and consistent improvements over classical baselines, particularly in semantically complex
intrusion scenarios. However, these gains are accompanied by increased computational cost, limited
real-time applicability, and insufficient validation under realistic operational constraints. The absence of
standardised latency metrics, limited dataset diversity, and weak reproducibility practices remain significant
barriers to robust quantitative assessment [114].

By consolidating reported accuracy ranges, baseline improvements, dataset usage, and latency report-
ing practices in Table 11, this subsection complements the task-level analysis presented in Section 6.4.
Together, these findings underscore the need for next-generation IDS benchmarks that jointly report
detection performance, computational cost, and deployment context, particularly for SOC-scale and IIoT
intrusion detection.

6.6 Threat Intelligence Extraction and SOC Automation

Threat intelligence workflows require the synthesis of information from highly unstructured and hetero-
geneous sources, including vulnerability advisories, forensic logs, advanced persistent threat (APT) reports,
darknet content, and open threat feeds. A growing body of evidence demonstrates that LLMs are well suited
to automating these processes. Loumachi et al. [20] show that LLM-based pipelines substantially improve
indicator-of-compromise (IOC) extraction, entity linking, and threat report summarisation. Broader reviews
similarly confirm the effectiveness of generative Al for cyber threat intelligence (CTI) processing and
intelligence generation [48,50,132].

Retrieval-augmented generation (RAG) further enhances factual grounding and mitigates hallucination
risk. Xu et al. [128] demonstrate that RAG-based cross-document reasoning produces more coherent
threat timelines and reduces ambiguity in alert interpretation. Systems such as RAG-CDI operationalise
this paradigm for actionable CTI generation [55,156]. Within SOC environments, LLM-based co-pilots
increasingly support alert triage and response coordination, reducing mean time to response through
automated synthesis and correlation of alerts [23,56]. Nonetheless, persistent risks related to hallucination,
inconsistent reasoning, and susceptibility to prompt manipulation necessitate structured prompting, robust
grounding mechanisms, and multi-stage verification pipelines [36,157].

6.7 Secure Coding, Vulnerability Analysis, and Automated Repair

LLMs are widely applied to vulnerability detection, secure code synthesis, patch recommendation,
and automated code review [33,34]. Benchmarking studies report improved vulnerability localisation and
recall across multiple Common Weakness Enumeration (CWE) families when compared with classical
static and learning-based approaches [112,158,159]. Fine-tuned repair-oriented models further enhance patch
correctness and semantic consistency, particularly for recurring vulnerability patterns [22,133].

However, empirical audits consistently reveal that LLM-generated code may introduce new vulnera-
bilities, omit edge cases, or yield incomplete remediation [57,117]. As a result, the literature increasingly
advocates hybrid pipelines that integrate LLM-based semantic reasoning with symbolic execution, static
analysis, and developer-in-the-loop validation to mitigate hallucination-induced errors and ensure robust-
ness [62,120,134].
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6.8 Hybrid and Multi-Agent Defence Architectures

Hybrid and multi-agent defence architectures decompose complex security workflows into specialised
agent roles coordinated by LLM-based planners [35,38]. Empirical studies report reductions in analyst work-
load and response latency through collaborative reasoning, task delegation, and cross-agent information
sharing [3,24,65]. Extensions of these architectures to cyber-physical systems and smart-grid environments

further demonstrate their applicability beyond conventional IT infrastructures [47].

Despite these advantages, systemic risks persist, including hallucination propagation, coordination
failures, and unintended tool misuse across chained agents [129,138]. Current empirical evidence therefore
supports the deployment of multi-agent architectures primarily for decision support and semi-automated
defence, rather than for fully autonomous response in high-assurance environments.

6.9 Operational Failure Modes and Cost-Aware Limitations

Across defensive domains, operational deployment exposes failure modes that are insufficiently
captured by benchmark-centric evaluations. Semantic overgeneralisation can amplify false positives, exac-
erbating alert fatigue and misdirecting analyst attention [3,38]. Computational overhead, inference latency,
and energy consumption further constrain scalability, particularly in SOC-scale and IIoT deployments,
yet remain inconsistently reported in the literature [18,105]. In addition, defensive LLM systems remain
vulnerable to adversarial manipulation, including prompt injection and context poisoning, with cascading
effects observed in RAG-based and multi-agent pipelines [24,27,111]. These observations reinforce the
conclusion that defensive effectiveness is inseparable from architectural safeguards, governance controls, and
sustained human oversight.

Capability-oriented synthesis. Table 12 provides a high-level, taxonomy-aligned synthesis of what
LLM-based defensive systems are designed to do, focusing on their core technical roles and demonstrated
capability gains across defensive subcategories.

6.10 Defence Synthesis

Synthesising evidence across intrusion detection, threat intelligence processing, secure coding, and
agentic defence architectures yields a consistent conclusion: LLMs deliver their greatest defensive value
when deployed as bounded cognitive amplifiers rather than as autonomous decision-makers. Quantitative
performance gains are strongest for tasks involving heterogeneous data integration, cross-alert reasoning,
and explanation, whereas advantages over transformer-based IDS diminish for low-level, time-critical
detection tasks.

Across all defensive subcategories (Tables 12 and 13), hybrid architectures emerge as the dominant
and most operationally viable paradigm. Classical detectors provide latency guarantees and robustness
under adversarial noise, while LLMs augment these pipelines with semantic reasoning and analyst-facing
interpretability. At the same time, model scale, agentic complexity, and deployment modality introduce
non-trivial trade-offs between capability, cost, and safety. Addressing these trade-offs requires evalua-
tion frameworks that jointly consider accuracy, latency, robustness, and governance-an issue revisited
in Section 7.
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Operational-risk and failure-mode synthesis. Complementing the capability-oriented
overview, Table13 provides a study-level synthesis that examines how LLM-based defences behave
in  practice, explicitly highlighting methodological distinctions, performance trade-offs, and
limitations.

Taken together, Tables 12 and 13 provide a consolidated response to RQ2, demonstrating that LLM-
based defensive systems derive their primary value as components for semantic reasoning, contextual
correlation, and analyst decision support rather than as standalone detection mechanisms. Across intrusion
detection, threat intelligence processing, secure coding, and multi-agent response scenarios, the reviewed
studies consistently report gains in interpretability, cross-source reasoning, and workflow automation.
However, these benefits are intrinsically coupled to hybrid deployment models that integrate LLMs with
conventional detectors, maintain robust human-in-the-loop oversight, and incorporate explicit safeguards
against hallucination, false-positive escalation, and cascading reasoning failures.

Opverall, this synthesis indicates that LLM-based defences should be understood as a complementary
evolution of cybersecurity practice-one that reorients IDS and SOC workflows from isolated, signal-
level detection toward explainable, context-aware, and decision-oriented defence systems. At the same
time, the evidence underscores that sustainable operational adoption depends on evaluation paradigms
and governance mechanisms that jointly account for detection effectiveness, latency and computational
overhead, adversarial robustness, and deployment context. In the absence of such integrated assessment and
control frameworks, the defensive advantages of LLMs risk being offset by new forms of operational fragility
and systemic risk.

7 Security Evaluation Frameworks, Benchmarks, and Red-Teaming

As LLMs transition from experimental tools to embedded components of cybersecurity infra-
structures—spanning SOC co-pilots, threat intelligence platforms, IDS reasoning layers, code analysis
utilities, and multi-agent response systems—the question of how these systems are evaluated becomes as
critical as what they can do. The reviewed literature reflects a rapidly expanding ecosystem of security
benchmarks, red-teaming strategies, and evaluation protocols targeting adversarial robustness, harmful-
content refusal, alignment stability, and lifecycle risk. Nevertheless, evaluation practices remain uneven
across application domains, modalities, and deployment contexts, with limited standardisation and minimal
longitudinal assessment of model evolution.

This section critically organises evaluation research along five interrelated dimensions: (i) dataset usage
and experimental realism, (ii) security-oriented benchmarks and datasets, (iii) red-teaming methodologies,
(iv) critical benchmarking and ranking of evaluation metrics, and (v) an integrated evaluation synthe-
sis. This structure explicitly differentiates laboratory-driven assessment from operationally meaningful
security evaluation.

7.1 Dataset Usage and Experimental Realism

Dataset selection and experimental design fundamentally shape the validity, generalisability, and
interpretability of reported results in LLM-based cybersecurity research. While benchmark-driven evalu-
ations support controlled comparison and reproducibility, they also introduce structural biases that limit
experimental realism-particularly for intrusion detection and SOC-integrated deployments.
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7.1.1 Benchmark-Centric Evaluation Practices

A dominant trend across LLM-assisted intrusion detection and security analytics studies is the reliance
on a small set of canonical benchmarks, including CICIDS2017, UNSW-NBI5, curated malware corpora,
and synthetic phishing datasets. As synthesised in Sections 6.5.4 and 6.10, these datasets are typically
collected under controlled assumptions, with relatively clean labels, balanced class distributions, and
isolated attack instances. Although indispensable for methodological comparison, such benchmarks fail to
capture the noise, sparsity, temporal overlap, and severe alert imbalance characteristic of operational SOC
telemetry [18,39,40].

7.1.2 Synthetic and Laboratory-Scale Evaluations

Beyond classical benchmarks, several studies evaluate LLM-based systems using synthetic logs, simu-
lated attack traces, or LLM-generated adversarial inputs. These laboratory-scale evaluations facilitate scalable
experimentation and targeted stress-testing of reasoning and alignment properties. However, they abstract
away critical operational factors, including incomplete logging, policy-driven filtering, analyst feedback
loops, and adaptive adversarial behaviour. Consequently, strong performance under synthetic conditions
should be interpreted as an upper bound on potential capability rather than as evidence of deployment
readiness [33,38].

7.1.3 Evidence from Real-World and Longitudinal Evaluations

Only a limited subset of studies evaluates LLM-based systems using real SOC logs, enterprise net-
work traces, or long-duration operational datasets. Even fewer investigate longitudinal effects such as
concept drift, evolving attacker strategies, or feedback-induced behavioural shifts. This gap is particularly
consequential for LLM-assisted IDS, where reasoning quality and alert correlation depend critically on
contextual completeness and temporal continuity. As reflected in Section 7.5, the scarcity of SOC-grade and
longitudinal evaluations constrains the generalisability of reported gains and weakens claims of operational
robustness [35,38].

7.1.4 Implications for Experimental Realism

The prevailing reliance on benchmark-centric and laboratory-scale evaluations has direct implications
for how reported results should be interpreted. Improvements in detection accuracy, reasoning coherence, or
refusal robustness primarily reflect potential capability under idealised conditions rather than guarantees of
real-world effectiveness. For IDS-specific and SOC-integrated LLM deployments, realistic evaluation must
jointly consider detection performance, latency, alert volume, analyst interaction, and adversarial adaptation-
dimensions that remain underrepresented in current evaluation pipelines.

Table 14 summarises these contrasts and highlights the persistent gap between laboratory experimen-
tation and operational deployment.

Table 14: Critical comparison of dataset types and experimental realism in LLM-based cybersecurity studies.

X . Benchmark/Synthetic Real-World/Deployment-Oriented
Dimension . A
Evaluations Evaluations
CICIDS2017, UNSW-NBI15, .
. SOC telemetry, enterprise network
Typical Data Sources curated malware corpora,

traces, operational host logs
synthetic logs P &

(Continued)
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Table 14 (continued)

Benchmark/Synthetic
Evaluations

Real-World/Deployment-Oriented

Dimension A
Evaluations

Balanced classes, clean labels,
isolated attacks

Severe class imbalance, noisy logs,
Data Characteristics . . . Y &
overlapping benign activity

Static or short-duration Continuous, longitudinal data with

T 1
emporal Coverage evolving behaviour

snapshots

Implicit and adaptive attacker

Ad ial Adaptati
versaria aptation behaviour

Largely absent or scripted

Detection accuracy, Fl-score,
reasoning correctness

Operational reliability, alert volume,

Evaluation Focus
analyst workload, robustness

Often ignored or qualitatively

discussed Critical for SOC and IDS pipelines

Latency Considerations

Reproducibility High due to public availability Low due to privacy and confidentiality

constraints

Overestimation of performance Limited availability and

Primary Limitation

and generalisation

standardisation

Implication for
LLM-Based IDS

Upper-bound performance
under idealised conditions

Realistic assessment of deployment
readiness

7.2 Security-Oriented Benchmarks and Datasets

Security-oriented benchmarks constitute a foundational element of LLM evaluation by providing task-
specific corpora designed to surface vulnerabilities under realistic cybersecurity conditions. Recent research
has introduced a diverse set of benchmarks targeting phishing generation, harmful-query refusal, exploit
reasoning, code-injection robustness, multilingual misinformation, and alignment stability.

Stylometry-aware phishing benchmarks [6] evaluate both AIGC-driven phishing capability and the
resilience of downstream classifiers, while comprehensive security evaluation suites [25] span refusal
behaviour, exploit-assisted reasoning, code-injection robustness, and semantic safety. High-variance syn-
thetic phishing datasets [100] probe generalisation limits under adversarial diversity, and cross-lingual
misinformation benchmarks [164] expose language-dependent robustness gaps. Additional domain-specific
datasets target vulnerability reasoning [137,165], scenario-driven manipulation [138], constrained malware
detection [105], and cross-model robustness comparison.

Despite their analytical value, most existing benchmarks remain static, predominantly text-centric, and
non-adaptive. As a result, multimodal deception, adaptive adversarial strategies, social-context manipula-
tion, and lifecycle-dependent effects are systematically underrepresented. Moreover, frequent vendor-driven
model updates invalidate earlier benchmark results, complicating longitudinal comparison and undermining
claims of sustained robustness across model generations.

7.3 Red-Teaming Methodologies

Red-teaming represents the primary mechanism for uncovering misalignment pathways, unsafe
behaviours, and systemic vulnerabilities in LLM-based systems. Across the reviewed literature, red-teaming
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methodologies range from manual expert probing and automated jailbreak generation to conversational
manipulation, scenario-based stress testing, and lifecycle-oriented evaluation.

Taxonomies of red-teaming strategies [15] classify attacks based on role-play, multi-turn interaction, and
obfuscation techniques, while large-scale automated studies [32,111,116] demonstrate the high transferability
of jailbreak strategies across model families. Conversational red-teaming approaches [26] reveal failure
modes that remain invisible under single-turn testing, and prompt-injection studies [166] expose persis-
tent vulnerabilities in retrieval-augmented and tool-integrated systems. Lifecycle-oriented evaluations [27]
turther illustrate how vulnerabilities propagate across retrieval, agentic reasoning, and orchestration layers.

Despite this methodological diversity, red-teaming practices remain fragmented. Unified protocols,
standardised success criteria, and reproducible baselines are largely absent, and systematic tracking of
vulnerability persistence across model updates is rare. These limitations significantly constrain comparative
analysis and impede longitudinal assessment of security improvements.

7.4 Critical Benchmarking and Ranking of Evaluation Metrics

Evaluation metrics play a decisive role in shaping conclusions about LLM security, yet they are
frequently applied in isolation. Across the reviewed literature, three broad classes of metrics can be identified.

Capability-centric metrics (e.g., accuracy, Fl-score, exploit success rate) dominate IDS- and malware-
oriented evaluations due to their quantitative clarity and ease of comparison [18,19]. While necessary, these
metrics primarily capture task proficiency and often fail to reflect semantic misreasoning, cascading errors,
or downstream operational impact.

Behaviour-centric metrics, including refusal consistency, hallucination rate, calibration error, and
explanation fidelity, offer deeper insight into reasoning robustness and alignment stability [16,28]. Such
metrics are particularly relevant for SOC automation and agentic systems, yet remain underutilised in
IDS-centric evaluations.

Operational risk-centric metrics, such as false-positive escalation rate, analyst workload amplification,
response latency, and inference overhead, are the most deployment-relevant but also the least standard-
ised [3,38]. Their omission systematically inflates perceived readiness for real-world deployment and
obscures trade-offs between accuracy, cost, and operational resilience.

Table 15 ranks evaluation metrics and red-teaming methodologies according to diagnostic power,
operational realism, scalability, and suitability for deployment in security-critical environments.

Table 15: Critical ranking of security metrics and red-teaming methodologies for LLM-based cybersecurity systems.

Evaluation Primarv Focus Diagnostic Operational Scalabili Deployment  Overall
Method ¥ Power Realism v Suitability Rank
. Capability- Benchmark-
Detection centric Medium Low High driven Medium
Accuracy/F1
performance IDS
Offensive
Exploi Mal loi
xploit Success capability High Medium  Medium - ware/e.xp ot High
Rate 1. analysis
validation

(Continued)
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Table 15 (continued)

Evaluation Primarv Focus Diagnostic Operational Scalabili Deployment Overall
Method ¥ Power Realism v Suitability Rank
Refusal Safety alignment Policy

Consistency yaus High Low High enforcement Medium

. stability .
Metrics evaluation
Hallucination Reasonin autosnci)action
& Calibration SonIng High Medium  Medium . High
. reliability explanation
Metrics
systems
False-Positive =~ Operational risk . . SOC pipelines,  Very
Escalation Rate  amplification Very High High Low IDS triage High
Latency/Inference =~ Runtime , . . Real-time and .
Overhead teasibility High High Medium hybrid IDS High
Manual/Hu?nan Sem?ntlc failure Very High High Low Safety—crl.tlcal High
Red-Teaming discovery analysis
Automated .
Jailbreak Alignment Medium Low Vf:ry Cross—m.odel Medium
. robustness High comparison
Testing
Prompt T ;
Injection Stress ,Plpeh?e High Medium High RAG/agentic High
Integrity systems
Tests
Scenarlo-Ba-lsed Systen.l—level Very High  Very High Low SOG, IDS, CPS V(‘ery
Red-Teaming realism deployments High
Lifecycle/Update . . .
Robustness Securlt)f drift High High Low Production High
. over time deployments
Testing

Multimodal Cross-modal Vision-

. Medium Medium  Medium language Medium
Red-Teaming safety
systems

Note: Diagnostic Power: Ability to expose non-trivial failure modes (hallucination, cascading errors). Operational
Realism: Alignment with real SOC, IDS, or CPS deployment conditions. Deployment Suitability: Relevance for
operational cybersecurity systems rather than laboratory benchmarks.

7.5 Evaluation Synthesis

Synthesising evidence across datasets, benchmarks, red-teaming methodologies, and evaluation met-
rics reveals a persistent disconnect between laboratory-oriented assessment and real-world cybersecurity
deployment. Benchmark-centric accuracy measures and automated red-teaming approaches offer scalability
and reproducibility, yet they systematically overestimate robustness when models are exposed to operational
complexity, adversarial adaptation, and deployment constraints. In contrast, scenario-driven red-teaming
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and operational risk-centric metrics provide substantially higher diagnostic value for security-critical use
cases, but remain difficult to standardise, reproduce, and scale across diverse environments.

As consolidated in Tables 16 and 17, progress in LLM security evaluation depends on the adoption
of multi-dimensional, lifecycle-aware assessment pipelines that jointly measure task capability, behavioural
robustness, and operational risk. Without such integrated evaluation frameworks, claims regarding robust-
ness, alignment, and deployment readiness will remain fragmented, difficult to compare across studies, and
insufficiently grounded for high-assurance cybersecurity deployment.

Table 16: Comparative overview of LLM security evaluation frameworks and red-teaming practices.

Evaluation

Key References Primary Evaluation Focus Key Gaps and Limitations
Category
Predominantly static and
. Phishing realism; jailbreak text-centric; weak
Security . .
U, robustness; multilingual multimodal coverage;
Benchmarks & [6,25,137,138] . . e .
Datasets deception; refusal behaviour; limited adaptive adversary
malware reasoning modelling; poor alignment
with SOC telemetry
. Lack of standardised
Alignment bypass; I
- .. protocols; non-deterministic
multi-turn jailbreaks;

Red-Teaming & outcomes; weak lifecycle and

. [15,32,111] prompt injection in RAG . .
Stress Testing . multi-agent evaluation;
and agentic systems; inconsistent severit
black-box robustness . Y
reporting
Highly context-dependent
Refusal consistency; exploit metrics; no robustness
Metrics & . Y P
. R success; hallucination and thresholds; vendor updates
Evaluation [3,16,28,164] . . i . .
calibration metrics; invalidate scores; scarce
Methodology . 1 .
composite safety indices SOC-grade operational
metrics

Table 17: Comparative study-level analysis of evaluation benchmarks, red-teaming methods, and metrics.

Demonstrated Observed
Evaluation . Methodological Strengths/ Limitations
Study Subcategory Model/Setting Distinction Performance  and Applicable
Gains Scenarios
Reveals Primarily
Stylometry- Adversarially detector email-focused;
Opara Security aware diverse fragility under limited
etal. [6] Benchmark phishing stylometric paraphrasing multilingual
corpora benchmarking and stylistic and multimodal
variation realism

(Continued)
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Table 17 (continued)

Demonstrated Observed
Evaluation Model/Settin Methodological Strengths/ Limitations
Subcategory & Distinction Performance  and Applicable
Gains Scenarios
Multi-task
evaluation One of the Static tasks;
%
Comprehensive spannin broadest lacks
LLM security 'ailbrgaks regfusal comparative SOC-context
Benchmark suite J o security and lifecycle
and exploit .
. benchmarks realism
reasoning
Improves Does not
Exploit and Explicit P .
. reproducibility capture
harm modelling of ¢ dati
0 adaptive
assessment harmful query L P
, , exploit-oriented attacker
corpora execution chains . .
evaluations evolution
Captures
, Scenario-driven, pure Synthetic
Narrative , progressive .
e , multi-step ; . narratives limit
Sezgin [138] deception ) manipulation .
Benchmark adversarial ecological
datasets _ better than 9
escalation . validity
static prompts
High- Stress-testing of Demonstrates
Adversarial .g . 5 Restricted to
variance semantic and sharp .
o . email-based
Benchmark phishing structural degradation of attacks
datasets perturbations spam filters
Multilingual Cross-lingual Highlights Text-only mis-
Misinformation g . 8 cultural information; no
persuasion deception e .
Benchmark . susceptibility multimodal
corpora robustness testing .
differences content
Limited
Cross- . Exposes uneven
Secure Language-wise _ coverage of
Toth Codin language securit security across memmor
etal. [165] 5 vulnerability 7 programming 7
Benchmark benchmarking corruption
datasets languages
flaws
Edge-focused Evaluation under Strong accurac Lacks
Rondanini Malware r%lal are compute- on mibile led Z adversarially
w
etal. [105] Benchmark constrained 8 generated
corpora . platforms
settings malware

(Continued)
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Table 17 (continued)

Demonstrated Observed
Study Evaluation Model/Setting Meqlo.dol(?gical Strengths/ Limitat%ons
Subcategory Distinction Performance  and Applicable
Gains Scenarios
. General- Stru.ctur.ed Provides Limited
Yao Red-Teaming categorisation of _ o
~ purpose o unified attack quantitative
etal. [15] Taxonomy jailbreak .
LLMs . taxonomy evaluation
techniques
Large-scal Sh English-only;
. Jailbreak Open and arge-sca’e ows fig 1sh-onty
Villa Benchmark roprietar black-box non-linear lacks
etal. [32] . prop Y jailbreak size-risk multimodal
ing LLMs . . . .
evaluation relationship testing
Human- . Uncovers
I . _ Context layering _ Labour-
Hilario  Conversational guided _ failures unseen . _
. _ and narrative o intensive and
etal. [26]  Red-Teaming multi-turn . . in single-turn .
manipulation difficult to scale
attacks prompts
_ _ L Effective even Limited
Prompt Instruction-  Indirect injection ) )
Greshake Iniection followin through against evaluation of
et al. [166] ) i & & hardened agentic/RAG
Analysis LLMs templates
prompts systems
Cross-component .
RA! E L
De Maio Lifecycle Gand vulnerability Xposes 1m.1teq
. agent , system-level quantitative
etal. [27]  Stress-Testing Lo propagation . . ,
pipelines , fragility severity metrics
analysis
ignificantl
Dual-path S,lgm cantly - .
. . higher success  Limited testing
Xue Jailbreak Transformer syntactic- than on small
etal. [111] Attacks LLMs semantic .
single-vector models
attacks
attacks
Identifies No
1. . Boundary )
Huang Capability Foundation , emergent segmentation
i probing for . .
etal. [139]  Stress-Testing LLMs , alignment by alignment
unsafe behaviours !
failures method
Human- Interactive Finds decper
Dharmendra . Multiple . vulnerabilities ~ High cost; poor
~ Guided adversarial 2
etal. [167] . LLMs ) than scalability
Red-Teaming probing .
automation

(Continued)
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Table 17 (continued)

Demonstrated Observed
Study Evaluation Model/Setting Met%lo'dol(?gical Strengths/ Limitat%ons
Subcategory Distinction Performance  and Applicable
Gains Scenarios
Reveals Limited
Zaydi Adversarial Mixed-model Agent-enabled weaknesses in L
. . . RAG-pipeline
etal. [168]  Stress-Testing environments attack exploration tool-augmented coverage
systems &
N ti
Zhang _ General Severity-weighted ~ Nuanced risk o normative
Safety Metrics ; e deployment
etal. [16] LLMs harm scoring stratification
thresholds
Dataset
Integrated Identifi
Jaftal Composite Multi-task iegrate eniies. heterogeneity
. ) failure-mode cross-domain
et al. [3] Metrics evaluation s e affects
indices vulnerabilities .
comparability
(0] tionall
. Exploit - Exploit success petationaty Limited
Nguyen Exploit _ o meaningful .
~ . evaluation probability - multi-model
etal. [137] Metrics i exploit
models metrics . scope
evaluation
Hallucinati d I Limited
Chen — Calibration  General ™% 00 T lanation cross-lingual
etal. [28] Metrics LLMs ) Y p . .g
scoring faithfulness validation
Cultural Exposes stron
Kulkarni ~ Cross-Lingual =~ Multilingual deception larI: age wiseg Text-onlv scope
etal. [164] Metrics LLMs susceptibility 8 .g ¥ scop
. variance
scoring
Lack
Synthetic _ Persuasion LLMs approach acks
Omar ) Narrative . . real-world
Behaviour intensity and human-level .
etal. [169] . models . i i influence
Metrics deception fidelity persuasion 1
validation

8 Methodological Orientation in LLM-Cybersecurity Research

Beyond the thematic axes of AIGC-driven threats, defensive capabilities, and security evaluation, the

reviewed literature exhibits substantial methodological diversity. This cross-cutting methodological dimen-

sion is critical for assessing evidentiary strength, reproducibility, and operational relevance. Across the 167
peer-reviewed studies included in this survey, methodological orientations converge around four dominant
classes: (i) empirical studies that measure LLM behaviour under controlled or adversarial conditions, (ii)
system and architectural proposals that translate LLM capabilities into operational cybersecurity pipelines,

(iii) conceptual and analytical contributions that articulate theoretical, socio-technical, and lifecycle risk
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frameworks, and (iv) survey and meta-analytic works that consolidate and structure the rapidly expand-
ing research landscape. Each methodological class contributes distinct forms of insight while exhibiting
characteristic limitations that influence the maturity and reliability of LLM-driven cybersecurity research.

8.1 Empirical Studies

Empirical research constitutes the largest methodological category within the reviewed corpus, reflect-
ing the field’s strong emphasis on behavioural evaluation, attack modelling, and detection assessment. These
studies span a wide range of threat and defence scenarios, including phishing and impersonation genera-
tion [6,7,13], exploit reasoning and code-generation misuse [9,10], malware behavioural modelling [19,105],
and detection enhancement through prompt-learning approaches for network intrusion detection sys-
tems [64] or phishing detection [63]. Empirical red-teaming further encompasses scenario-driven deception
evaluation [138], dual-path jailbreak attacks [111], multimodal and conversational manipulation [26], and
cross-architecture jailbreak robustness testing [32,116].

Despite addressing diverse threat landscapes, empirical studies consistently reveal methodological
constraints. Common limitations include reliance on small or synthetic datasets, limited cross-lingual and
multimodal evaluation, insufficient modelling of adaptive adversaries, lack of replication across model
updates, and weak ecological validity. Many studies employ constrained prompt templates or narrow experi-
mental testbeds that fail to capture realistic operational attacker behaviour. Consequently, empirical research
provides high-resolution snapshots of LLM capabilities and vulnerabilities, but often lacks longitudinal depth
and generalisability.

8.2 System and Framework Proposals

System and architectural proposals focus on operationalising LLM capabilities within cybersecu-
rity workflows, including threat intelligence extraction pipelines, SOC triage assistants, autonomous
defence agents, and hybrid LLM-ML architectures. Representative contributions include named-entity-
recognition-enhanced IOC extraction [20], multi-agent investigative systems for incident response [3,24,65],
graph-augmented reasoning for threat-path reconstruction [131], autonomous containment agents [130],
and domain-adapted intrusion detection architectures [103,106]. Notably, CTT platforms such as the RAG-
CDI framework [55] and the real-time detection system WatchOverGPT [56] demonstrate the practical
integration of LLMs for intelligence fusion. Additional system-level studies propose customisable LLM
frameworks for vulnerability detection and repair, alert prioritisation mechanisms such as TailorAlert, and
interpretable frameworks for cybersecurity risk assessment [60].

While these proposals demonstrate substantial potential for applied LLM cybersecurity, they also expose
systemic fragilities. Recurrent issues include dependence on brittle prompt patterns, susceptibility to prompt
injection in multi-component pipelines, hallucination propagation across chained reasoning steps, and over-
reliance on curated retrieval corpora. Only a small fraction of systems are evaluated in live SOC environments
or under sustained adversarial pressure; most rely on offline logs, synthetic scenarios, or limited testbeds.
As a result, although systems research outlines plausible pathways toward deployment, the maturity and
reliability of existing prototypes remain insufficient for high-assurance operational use.

8.3 Conceptual and Analytical Studies

Conceptual and analytical studies contribute theoretical depth by examining socio-technical implica-
tions, risk taxonomies, lifecycle vulnerabilities, and governance structures associated with LLM deployment.
Prominent analyses investigate Al-enabled persuasion and its behavioural foundations [13,123], lifecycle
propagation of prompt injection in retrieval-augmented and agentic ecosystems [27], and multi-dimensional
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risk structures governing safety and misuse [3]. Other contributions address protecting code with
LLMs [134], the use of generative AI for automated security testing [62], the fragility of stylometric
and watermark-based detection [149], and ethical considerations surrounding automated reasoning and
decision support.

These studies excel in conceptual clarity and systemic perspective, yet frequently lack empirical
grounding or validation under realistic adversarial conditions. Risk intensities are rarely quantified, formal
evaluation protocols are often absent, and integration with behavioural experiments is limited. Nonetheless,
conceptual and analytical works provide indispensable frameworks for interpreting systemic vulnerabilities
and long-term risks that empirical studies alone cannot reveal.

8.4 Survey and Meta-Analytic Contributions

Survey and meta-analytic studies synthesise longitudinal developments, identify methodological gaps,
and map the evolving landscape of LLM-centric cybersecurity research. Representative examples include
comprehensive surveys of AIGC-driven cyber threats [33-36,38], analyses of LLM safety and robustness [16],
systematic reviews of adversarial prompting strategies [15], and surveys focusing on LLM-enabled intrusion
detection and CTI processing [18,48,50,132].

However, methodological transparency varies considerably across these works. Many surveys rely
heavily on preprints, lack PRISMA alignment, or aggregate heterogeneous results without normalising
evaluation conditions. Only a limited subset employs explicit inclusion criteria, reproducible search strate-
gies, or structured comparative synthesis. The present survey addresses these shortcomings by adhering
to PRISMA guidelines, restricting analysis to peer-reviewed studies, and integrating cross-dimensional
evidence spanning threats, defences, and evaluation frameworks.

8.5 Methodological Synthesis and Implications

The interaction among these methodological orientations reveals a research field advancing rapidly
yet unevenly. Empirical studies offer essential behavioural evidence but require more realistic datasets,
multimodal evaluation, and longitudinal replication. System proposals demonstrate operational promise but
remain constrained by hallucination risks, dependency fragilities, and unresolved security vulnerabilities.
Conceptual analyses articulate systemic risks but require empirical validation to inform actionable guidance.
Survey studies provide structural clarity yet must adopt more rigorous and standardised methodologies to
reduce interpretive variance.

Integrating these orientations within the unified taxonomy proposed in this work enables a coherent
assessment of research maturity. It highlights the need for stronger methodological coupling, including
empirical validation of conceptual frameworks, system-level evaluation using adversarial benchmarks, and
surveys incorporating meta-analytic quantification. Progress toward high-assurance deployment requires
reproducible, operationally grounded, and longitudinal methodologies capable of capturing both dynamic
adversarial behaviour and the rapid evolution of LLM architectures.

8.6 Interpretation of Methodological Mapping

The distribution of studies in Table 18 reveals pronounced methodological asymmetries across LLM-
cybersecurity domains. Research on AIGC-driven threats is predominantly empirical, reflecting the
feasibility of controlled phishing, malware, jailbreak, and misinformation experiments, albeit with limited
ecological and longitudinal validation. Defensive research exhibits a more balanced mix of empirical and
system-oriented approaches, yet many proposed architectures remain at the prototype stage and lack rigorous
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evaluation in operational environments. Evaluation and red-teaming research is the most diverse but also the
most fragmented, underscoring the absence of unified standards, reproducible protocols, and cross-model
longitudinal tracking.

Table 18: Methodological mapping of studies across threat, defence, and evaluation dimensions.

Study A B C D E
A. AIGC-Driven Threats
Opara et al. [6] Threats Phishing v - -
Schmitt and Flechais [13] Threats Influence Ops v -

Aseeri and Bohacek [7] Threats Spear-Phishing v - -
Pham et al. [98] Threats Targeted Phishing 4 - -
Koide et al. [99] Threats Spam Bypass v - -

Lietal. [170] Threats AI-Phishing Survey - - v
Shrestha et al. [102] Threats Adv. Messaging 4 - -
Weinz et al. [101] Threats Human Factors v - v
Tturbe et al. [8] Threats Polymorphic Malware v - -
Yamin et al. [9] Threats Malware Generation v - -
Rondanini et al. [160] Threats Edge Malware v - -
Devadiga et al. [107] Threats Exploit Derivation 4 - -
Maity and Arora [116] Threats Jailbreaking v - -
Villa et al. [32] Threats Jailbreak Survey v - -
Pearce et al. [117] Threats Prompt Injection v - -
Greshake et al. [166] Threats Indirect Injection v - -
De Maio et al. [27] Threats Lifecycle Risks - - v
Doumanas et al. [149] Threats Watermark Weakness - - v
Harris et al. [123] Threats Fake News Gen. v - -
Kuntur et al. [122] Threats Disinfo v - -
Valdez et al. [14] Threats Cross-Cultural Misinfo v - -
B. LLM-Based Defensive Capabilities
Elouardi et al. [18] Defence IDS Survey - - v
Koide et al. [63] Defence Phishing Detection v v -
Liand Gong [64] Defence NIDS Prompting v v -
Rondanini et al. [105] Defence Edge Malware Det. v - -
Huynh et al. [19] Defence Behavioural Malware v - -
Che et al. [106] Defence Domain-Adapted IDS v - -
Hmimou et al. [103] Defence Fusion IDS v - -
Zou et al. [161] Defence NIDS Pipelines v - -
Sarker [50] Defence CTI Review - - v
Liu [48] Defence CTI Review - - v
Sarker [132] Defence CTI Review - - v
Loumachi et al. [20] Defence CTI Extraction v v -
Gandhi [55] Defence RAG-CTI (RAG-CDI) v v -
Shahid et al. [56] Defence Real-time CTI v Ve -

(Continued)
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Table 18 (continued)

Study A B C D E
Xu et al. [128] Defence RAG-CTI Summ. v v -
Srinivas et al. [23] Defence SOC Assistant v v -
Alharthi and Yasaei [171] Defence CTI Automation v v -
de Fitero-Dominguez Defence Patch Gen. 4 - -
etal. [22]
Rfvill)lilzzr[li)] Defence SQLi Defense v v -
Che et al. [133] Defence Code Analysis v - -
Moorthy et al. [120] Defence Vuln. Discovery v - v
Chu et al. [134] Defence Code Protection - - v
Corchado et al. [62] Defence Automated Sec Test - - v
Andreoni-LN et al. [24] Defence Multi-Agent IR - v -
Krishnamurthy et al. [65] Defence Agent Teams for IR - v/ -
Seo et al. [60] Defence Risk Assessment - v -
Jaffal et al. [3] Defence SOC Agents v v -
Ibrahim and Kashef [131] Defence Threat Graph Reasoning v v -
Zhai et al. [130] Defence Response Agents v v -
Yang et al. [129] Defence Policy Verification 4 - -
Alawida et al. [33] Defence General Review - - v
Lopez et al. [35] Defence General Review - - v
Uddin et al. [38] Defence General Review - - v
C. Evaluation Frameworks, Benchmarks, and Red-Teaming

Zhang et al. [25] Eval. Sec. Benchmark v - -
Kulkarni et al. [164] Eval. Misinfo Benchmark v - -
Nguyen et al. [137] Eval. Harm/Vuln. Data 4 - -
Sezgin [138] Eval. Deception Bench. v - -

Yao et al. [15] Eval. Red-Teaming Survey - -
Hilario et al. [26] Eval. Conv. Red-Teaming v - -
Xue et al. [111] Eval. Dual-Path Jailbreak v - -
Dharmendra et al. [167] Eval. Human-Guided RT v - -
Zaydi and Maleh [168] Eval. Adv. Stress-Testing v - -
Villa et al. [32] Eval. Jailbreak Testing Ve - -
De Maio et al. [27] Eval. Lifecycle Risk - - v
Jaffal et al. [3] Eval. Risk Taxonomy - - v
Zhang et al. [16] Eval. Alignment Metrics - - v
Chen et al. [28] Eval. Calibration Metrics v - -
Omar et al. [169] Eval. Synthetic Behaviour v - v
Alawida et al. [33] Eval. Governance Review - - v
Karras et al. [4] Eval. Governance/Risk - - v

Note: A = Research Dimension; B = Taxonomy Subcategory; C = Empirical Study (e.g., experiments, data collection,
measurement); D = System or Framework Contribution (e.g., prototype, tool, concrete pipeline); E = Conceptual,

Analytical, or Survey Contribution (e.g., risk model, systematic review, governance analysis).
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These patterns expose both fragmentation and clear priorities for future work: the development
of standardised evaluation pipelines, multimodal and multilingual datasets, field-tested system deploy-
ments, and integrated methodologies that bridge empirical, system-level, and conceptual insights. Only
through such convergence can the field advance toward reliable, security-critical deployment of LLM-driven
cybersecurity capabilities.

9 Cross-Cutting Challenges and Open Research Gaps

The integrated analysis of AIGC-driven threats, LLM-enabled defensive mechanisms, and security
evaluation frameworks reveals a set of deeply interdependent challenges that constrain the secure, reliable,
and accountable adoption of LLMs within cybersecurity ecosystems. These challenges do not arise from
isolated technical deficiencies; rather, they emerge from the interaction of probabilistic language models
with adversarial environments, complex system integrations, and incomplete evaluation and governance
practices. Despite rapid advances in individual components, the field remains characterised by method-
ological fragmentation, uneven empirical grounding, limited operational realism, and a pace of adversarial
innovation that consistently outstrips defensive maturity.

Fig. 3 conceptualises these weaknesses as a tightly coupled system of risks rather than independent
failure modes. Hallucination and reliability failures interact with adversarial fragility, data governance
and privacy risks, evaluation gaps, and regulatory constraints, collectively amplifying systemic vulner-
ability. Consequently, improvements in a single dimension—such as detection accuracy or automation
efficiency—do not necessarily translate into safer or more trustworthy deployments when other dimensions
remain underdeveloped.

Cross-Cutting Challenges
in LLM-Enabled Cybersecurity

\ 4

Hallucination,
Reliability &
Decision-Support Risk

Data Governance,
Privacy & Model
Adaptation Risks

Adversarial Fragility
& Alignment Limits

Evaluation Gaps,
Benchmark Limits
& Lack of Standards

Regulatory,
Ethical &
Governance Challenges

Figure 3: Conceptual overview of cross-cutting challenges in LLM-enabled cybersecurity, highlighting interrelated
issues spanning hallucination and reliability, adversarial fragility, data governance and privacy, evaluation gaps, and
governance constraints.
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9.1 Scenario-Grounded Limitations and Open Challenges

When examined under realistic deployment conditions, LLM-based cybersecurity systems exhibit per-
sistent limitations that extend beyond model architecture or training strategy. Empirical evidence indicates
that many shortcomings arise from the coupling of LLM reasoning with operational constraints, incomplete
context, and adaptive adversarial behaviour [33,35,38]. Grounding these limitations in concrete scenarios—
SOC automation, intrusion detection, and agentic response systems—clarifies why benchmark-level gains
frequently fail to translate into dependable operational performance.

In SOC automation and threat intelligence pipelines, LLMs are increasingly employed for alert triage,
IOC extraction, report generation, and cross-source correlation [20,23,132]. While these applications reduce
analyst workload and accelerate situational awareness, they introduce operational risks that are largely
invisible to accuracy-centric evaluations. A central concern is false-positive escalation: hallucinated or
weakly supported indicators may be amplified through automated prioritisation workflows, increasing
alert fatigue and diverting analyst attention from genuinely critical incidents [35,38]. As reflected in the
comparative analyses in Table 13, retrieval-augmented generation pipelines are particularly sensitive to
corpus quality, temporal relevance, and retrieval completeness [55,56]. In large-scale SOC environments
characterised by heterogeneous, noisy, and evolving telemetry, even minor grounding errors can propagate
across downstream automation, undermining trust and decision quality [36,50].

Comparable limitations arise in LLM-assisted intrusion and anomaly detection. Semantic reasoning
over logs, traces, and traffic summaries improves detection of complex or low-and-slow attacks under
controlled conditions [18,19,103], yet deployment-scale robustness remains limited. As shown in Tables 7
and 16, most IDS-oriented studies rely on curated or synthetic datasets that inadequately reflect class
imbalance, noise, and concept drift in enterprise environments [35,38]. Systems optimised for benchmark
performance therefore risk elevated false-positive rates and reduced sensitivity to novel or evolving attacks
in production [39,105]. Moreover, prompt-based and instruction-tuned IDS components remain sensitive
to input formatting and contextual framing, raising robustness concerns when exposed to malformed logs,
partial traces, or adversarially manipulated inputs [64]. These constraints currently limit the viability of
LLM-based IDS for high-throughput or real-time deployment without continuous human oversight.

The limitations are most acute in autonomous and agentic response systems. Multi-agent LLM frame-
works aim to enable closed-loop defence through automated investigation, containment planning, and
response execution [3,24]. However, comparative evidence in Tables 12 and 13 highlights substantial safety
and verification challenges. Coordination failures between agents, propagation of hallucinated reasoning
steps, and ambiguity in natural-language policy interpretation can lead to inappropriate or unsafe response
actions [130,131]. Unlike rule-based automation, LLM-driven agents lack formal correctness and safety
guarantees, complicating verification under adversarial or unforeseen conditions [35,38]. These risks are
particularly severe in cyber-physical and critical infrastructure environments—such as smart grids and
industrial control systems—where erroneous actions may cause service disruption or physical harm [47].
Consequently, current agentic defence architectures are best understood as decision-support systems rather
than fully autonomous responders.

Beyond technical constraints, the literature reveals socio-technical barriers that directly constrain
trustworthy deployment and are central to RQ4. Integration costs remain substantial, encompassing
compute-intensive inference, continuous model adaptation, RAG corpus curation, and tooling integration
within existing SOC infrastructures [18,35,38]. Analyst trust calibration further complicates adoption,
as probabilistic outputs, non-deterministic explanations, and hallucination risk can lead to either over-
reliance or systematic distrust [23,56]. Organisational resistance is particularly pronounced in regulated
and safety-critical environments, where accountability, auditability, and liability concerns limit acceptance
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of Al-assisted workflows lacking enforceable oversight [35,38]. Together, these frictions explain why many
LLM-based defences remain confined to decision-support roles despite strong benchmark performance.

9.2 Hallucination, Reliability, and Decision-Support Risks

Across nearly all LLM-enabled cybersecurity workflows, hallucination and output instability represent
foundational risks. Fabricated indicators, incorrect remediation guidance, and inconsistent vulnerabil-
ity explanations can mislead analysts when LLMs are embedded in SOC pipelines, CTI extraction, or
multi-agent coordination. Empirical studies show that grounding failures in retrieval-augmented systems
propagate confident yet incorrect conclusions [128], while surveys of generative Al for CTI report persistent
reliability risks during data processing and report generation [132]. Similar issues arise in vulnerability
repair [22] and automated SOC triage [23], with error rates increasing under incomplete telemetry,
evolving malware semantics, and collaborative agent workflows [19,24,103,129,130]. Despite emerging work
on calibration and uncertainty estimation, security-specific reliability frameworks capable of supporting
high-assurance decision-making remain largely absent.

9.3 Adversarial Fragility and Alignment Limits

Adversarial prompting, jailbreaks, and prompt injection remain among the most consistently demon-
strated vulnerabilities. Large-scale evaluations show that role-play manipulation, persona steering, and
multi-turn coercion can bypass alignment safeguards even in heavily guarded models [32,111]. Obfuscation-
based and syntactic jailbreaks exhibit high transferability across model sizes and training regimes [116].
Indirect prompt injection—via untrusted documents, code, or retrieved web content—remains particularly
effective in RAG and tool-augmented systems [117,166]. Lifecycle-oriented analyses further demonstrate
how injection vectors propagate across retrieval chains, agent communication layers, and automated plan-
ners [27]. Collectively, these findings indicate that model-level alignment is insufficient in isolation and must
be complemented by system-level safeguards, including input validation, provenance tracking, sandboxing,
and continuous red-teaming.

9.4 Data Governance, Privacy, and Model Adaptation Risks

Data governance and privacy risks remain substantially under-addressed in LLM-based cybersecurity
systems. SOC logs, malware traces, and proprietary source code frequently contain sensitive operational
information, creating exposure risks through memorisation, cross-user leakage, and unintended disclo-
sure [33]. Studies on organisational fine-tuning and domain adaptation show that incorporating sensitive
datasets into LLM training pipelines introduces additional compliance and leakage risks [120]. Lifecycle
analyses further demonstrate how privacy vulnerabilities propagate across chained RAG and multi-agent
systems [27]. Despite these concerns, the surveyed literature reports limited adoption of differential privacy,
secure inference, federated deployment, or redaction-aware training, leaving organisations exposed to
unresolved regulatory and operational risks.

9.5 Evaluation Gaps and the Absence of Standards

Security evaluation practices remain fragmented and insufficiently standardised. Existing benchmarks
capture isolated threat vectors—such as phishing realism [6], harmful-query handling [137], or scenario-
based deception [138]—but rarely incorporate multimodal, multilingual, or adaptive adversarial dynamics.
Red-teaming methodologies vary widely, from manual probing to automated jailbreak testing and multi-
step manipulation, yet lack shared coverage criteria or reporting standards [15,26,32]. Frequent vendor-side
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model updates further invalidate prior evaluation results, underscoring the need for lifecycle-integrated and
continuously updated assessment frameworks.

9.6 Regulatory, Ethical, and Governance Challenges

Regulatory and governance frameworks lag behind the technical complexity of LLM deployment in
cybersecurity contexts. Existing policies emphasise transparency and accountability but provide limited
guidance on adversarial robustness, autonomous agent behaviour, or cross-organisational data governance.
Analyses of digital deception and systemic risk highlight gaps in current governance models for managing
interconnected LLM pipelines and agentic systems [13,33]. Ethical principles such as fairness, explainability,
and auditability remain difficult to operationalise in security-critical environments, leaving unresolved

questions around liability, oversight, and risk ownership.

9.7 Synthesis of Cross-Cutting Challenges

Across the surveyed literature, a consistent pattern emerges: AIGC-enabled offensive capabilities evolve
more rapidly than defensive maturity, evaluation frameworks lack operational breadth and standardisation,
and governance mechanisms trail both technical innovation and adversarial adaptation. Reliability failures,
fragmented red-teaming practices, and limited lifecycle-oriented risk modelling collectively amplify sys-
temic fragility. Addressing these gaps requires an integrated, end-to-end perspective that combines robust
threat modelling, provenance validation, privacy-preserving design, continuous adversarial evaluation, and
standardised metrics aligned with real-world deployment constraints.

10 Future Research Directions

The synthesis of 167 peer-reviewed studies spanning AIGC-driven threats, LLM-enabled defensive
capabilities, and security evaluation frameworks reveals a research landscape that is advancing rapidly yet
remains structurally imbalanced. While offensive applications of LLMs—including phishing automation [6],
polymorphic malware and exploit generation [8], jailbreak and alignment evasion [32,116], and large-scale
misinformation and influence operations [13,14]—have progressed in sophistication, scalability, and auton-
omy, corresponding advances in defensive systems, evaluation methodologies, and governance mechanisms
have not occurred at a comparable pace. As demonstrated throughout Sections 5-7, this imbalance manifests
in brittle defensive deployments, fragmented and benchmark-centric evaluation practices, and governance
discussions that remain weakly coupled to enforceable technical controls.

A central finding of this review is that many limitations observed in current LLM-based cyberse-
curity systems do not arise from isolated algorithmic deficiencies, but from systemic gaps spanning the
model-system-evaluation—-governance lifecycle. Evaluation practices remain difficult to compare due to
inconsistent metrics, narrow benchmark assumptions, and limited consideration of adaptive adversarial
behaviour. Concurrently, emerging deployment paradigms—such as retrieval-augmented generation (RAG),
tool-augmented reasoning, and multi-agent defence architectures—introduce novel failure modes that are
insufficiently addressed by existing assurance and governance frameworks [27]. These structural asymme-
tries amplify systemic risk and motivate the need for coordinated, evidence-driven research priorities that
integrate technical, organisational, and regulatory perspectives.

To address these challenges in a principled and actionable manner, this review advances a structured
future research agenda that explicitly links empirically observed weaknesses to targeted research interven-
tions. Table 19 consolidates these priorities into a unified roadmap organised around five interdependent
research pillars, capturing the technical, operational, evaluative, and governance dimensions of LLM-enabled
cybersecurity. Although the pillars are framed in technical terms, their realisation inherently depends
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on interdisciplinary enablers—most notably human-computer interaction (HCI), cognitive ergonomics,
policy studies, and regulatory science—particularly for analyst-facing systems and compliance-critical

deployments.

Table 19: Roadmap of key research directions and solutions for LLM-enabled cybersecurity.

Research Pillar

Key Challenges

Research Directions

1. Domain-Specialised
& Security-Aligned
LLMs

Hallucinated exploit reasoning and
inconsistent remediation in generic
models [16]; limited grounding in
security ontologies (e.g., CVE,
ATT&CK, SIGMA); brittleness of
RAG pipelines in CTI
extraction [55,128]; need for
customisable vulnerability detection
and repair.

Neuro-symbolic architectures
integrating attack graphs and security
taxonomies; security-aware
pre-training and retrieval-anchored
verification; policy-constrained
decoding enforcing cyber-specific
rules; memory-scoped and
isolation-aware reasoning; auditable
reasoning traces for forensic analysis.

2. Robust Multi-Agent
& Tool-Augmented
Systems

Error and hallucination propagation
across agent teams [24]; tool misuse
and privilege escalation [117]; lack of
verifiable inter-agent communication
protocols [65]; fragility in alert

prioritisation and risk assessment [60].

Formal agent-role and privilege
specifications; symbolic verification
and model checking of workflows;
sandboxed tool execution with
runtime invariants; confidence-aware
human-in-the-loop escalation for
high-impact decisions.

3. Next-Generation
Evaluation &
Red-Teaming

Static, text-centric benchmarks; lack of

adversary-adaptive and longitudinal
robustness assessment; fragmented
reporting of robustness, refusal
fidelity, and hallucination metrics.

Multilingual and multimodal
adversary-adaptive benchmarks;
automated red-teaming agents with
evolving attack strategies; longitudinal
audits across model updates; shared
repositories of failure cases and safety
regressions.

4. Privacy, Data
Governance &
Lifecycle Management

Memorisation and leakage of sensitive
SOC data [33]; vulnerability
propagation across RAG layers and
agent pipelines [27].

Differential privacy for SOC
telemetry; secure enclaves and
encrypted inference; redaction-aware
training; tamper-evident provenance
and audit logs; lifecycle-aware data
governance policies.

5. Governance,
Regulation &
Accountability

Misalignment between technical
capabilities and legal expectations [13];
absence of certification standards;
limited mechanisms for auditing
autonomous decisions.

Certification and conformity
standards for LLM-based defence
tools; risk-scoring aligned with
regulatory harm categories; traceable
audit interfaces; multi-stakeholder
governance frameworks.

Crucially, the proposed agenda emphasises that meaningful progress must extend across the full
LLM lifecycle. Early-stage advances in domain-specialised and security-aligned model design must
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be complemented by adversary-aware evaluation, system-level verification, runtime monitoring, and
compliance-ready governance mechanisms. As evidenced by the scenario-grounded limitations discussed
in Section 6.9, failure to address any single layer—such as evaluation realism, human trust calibration, or
policy enforcement—can undermine otherwise strong technical performance. By grounding each research
direction in recurring limitations identified across the evidence base, the roadmap promotes methodolog-
ically rigorous advances while encouraging deployment practices that integrate technical safeguards with
procedural, organisational, and human-centred controls.

Fig. 4 visualises this agenda as a vertically structured roadmap organised around five intercon-
nected thematic pillars: (i) domain-specialised and security-aligned LLMs, (ii) robust multi-agent and
tool-augmented defence architectures, (iii) next-generation evaluation and red-teaming ecosystems, (iv)
privacy-preserving data governance and lifecycle management, and (v) governance- and regulation-aligned
assurance frameworks. Notably, several pillars explicitly require interdisciplinary collaboration: HCI and
cognitive ergonomics are essential for explanation design, trust calibration, and analyst-LLM interaction
within SOC environments, while policy studies and regulatory science underpin the translation of technical
safeguards into auditable and enforceable compliance mechanisms.

Future Research Directions
for LLM-Enabled Cybersecurity

1. Domain-Specialised
Security-Aligned LLMs

Tool-Augmented Systems knowledge-integrated trainin

.

3. Next-Generation Evaluation, « Formal agent roles, * Provenance-aware reasoning
Benchmarks and Red-Teaming protocols and tooling and architectural guardrails

— \

Cl. Privacy, Data Governance and [- Dynamic benchmarks and) ( + Runtime verification and )
h n

2. Robust Multi-Agent andj « Neuro-symbolic and )
g

Secure Lifecycle Management failure-case repositories uman-in-the-loop escalatio:

—

5. Governance, Regulation and « Differential privacy and « Standardised metrics and
Accountability secure adaptation pipelines longitudinal stress-testing

« Certification and « Lifecycle-aware provenance
conformity assessment and audit mechanisms

4

« Explainability and
regulatory-aligned metrics

Figure 4: Research roadmap for LLM-enabled cybersecurity, outlining future directions across domain-specialised
security-aligned models, robust multi-agent and tool-augmented systems, adversary-aware evaluation and red-
teaming, privacy- and lifecycle-aware data governance, and governance- and regulation-aligned assurance frameworks.

Table 19 operationalises this vision by mapping each research pillar to the corresponding empirical
challenges and prioritised research directions. A key insight emerging from this synthesis is that resilience
cannot be achieved through progress along a single dimension. Instead, robust and trustworthy LLM-enabled
cybersecurity will depend on coordinated advances across modelling, system integration, evaluation realism,
human-system interaction design, privacy protection, and governance alignment—an insight that directly
informs both near-term research investment and longer-term standardisation and policy efforts.
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Beyond this high-level roadmap, the literature consistently points to the need for prioritisation across
time horizons. Near-term research should focus on operational realism, evaluation standardisation, and
safe hybrid deployment models that incorporate explicit human oversight. Mid-term efforts must address
systemic robustness in multi-agent and tool-augmented systems, alongside privacy-preserving lifecycle man-
agement. Long-term investments are required to develop domain-specialised LLMs with formal reasoning
guarantees and to establish certification and assurance regimes suitable for safety-critical and national
infrastructure contexts.

To make this prioritisation explicit, Table 20 aligns the proposed research directions with the four
research questions (RQ1-RQ4) and categorises them by expected time horizon and impact. This staged
alignment ensures that future work not only advances the state of the art but also systematically closes the
methodological, operational, and governance gaps identified throughout the review.

Table 20: Prioritised future research roadmap explicitly aligned with research questions (RQ1-RQ4).

Time Horizon Research Priority RQ Link Rationale and Expected Impact
Improves robustness assessment and
ducibility through
Operationally grounded FEprogqucibiiiy THTous
. adversary-adaptive, multilingual, and
evaluation and RQ3 ! .
i SOC-aligned benchmarks, directly
red-teaming ecosystems . o
addressing fragmentation in current
evaluation practices.
Refl i hat LLM
Hybrid 1DS architectures e ecjts evidence that LMs are m.ost
with explicit effective as post-detection reasoning
Near-Term (1-3 years) , RQ2 layers, mitigating hallucination and
human-in-the-loop - . .
false-positive escalation while
controls .
enabling safe deployment.
Operationalises ethical and regulatory
Governance-aligned RQ4 principles via audit logs, escalation
deployment safeguards workflows, and compliance-ready
controls.
Tages i e i
tool-augmented defence ~ RQ2, RQ3 b .p 8 . . . ’
advancing verification, runtime
systems .
. monitoring, and controlled autonomy.
Mid-Term (3-5 years)
. . Addresses data leakage and
Privacy-preserving . . .
. compliance risks, enabling
lifecycle and data RQ4 .
, trustworthy deployment in regulated
governance mechanisms , ,
and long-lived environments.
Domain-specialised, Moves beyond prompt-level
Long-Term (5+ years) security-aligned LLMs RQL RQ2 mitigation toward foundational

with formal reasoning
guarantees

solutions for hallucination, exploit
reasoning errors, and misuse risk.

(Continued)
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Table 20 (continued)

Time Horizon Research Priority RQ Link Rationale and Expected Impact

Enables adoption in safety-critical
contexts by linking technical
robustness to governance and

accountability structures.

Standardised certification
and assurance RQ4
frameworks

Note: RQI addresses AIGC-enabled threats, RQ2 defensive capabilities, RQ3 evaluation and benchmarking, and RQ4
governance and systemic challenges.

11 Conclusion

This PRISMA-guided systematic review synthesised 167 peer-reviewed studies published between
2022 and 2025 to examine the transformative impact of Large Language Models (LLMs) on cybersecurity
across four tightly coupled dimensions: threat generation, defensive capabilities, security evaluation, and
governance. Anchored in a unified threat-defence-evaluation taxonomy and supported by transparent
screening, coding, and synthesis procedures, the review provides an evidence-driven response to the four
research questions (RQ1-RQ4) that motivated this study.

In addressing RQ1—how LLMs enable or amplify cybersecurity threats—the review demonstrates that
AIGC-driven attacks represent a qualitative shift rather than an incremental extension of prior techniques.
Across phishing and social engineering, malware and exploit development, jailbreaks and prompt injection,
and large-scale misinformation and influence operations, LLMs introduce unprecedented scalability, con-
textual awareness, and adaptability. These properties substantially lower the technical barrier for adversaries
while eroding the effectiveness of traditional signature-based detection, stylometric attribution, and static
defence mechanisms. The convergence of multilingual generation, semantic reasoning, and rapid iteration
fundamentally reshapes the attacker-defender balance.

In response to RQ2, which examined the defensive role of LLMs, the evidence indicates that LLMs
deliver their greatest value when deployed as cognitive and reasoning layers within hybrid security architec-
tures. Meaningful advances are observed in threat intelligence extraction, SOC automation, alert correlation,
anomaly interpretation, vulnerability analysis, and multi-agent investigation workflows. At the same time,
the review identifies persistent and non-trivial limitations, including hallucinated indicators, false-positive
escalation, sensitivity to noisy or adversarial inputs, and significant computational overhead. Crucially, LLMs
rarely function effectively as primary detectors; instead, they augment conventional IDS and security tools
through semantic abstraction, contextual explanation, and decision support. These findings reinforce the
necessity of defence-in-depth designs and robust human-in-the-loop oversight for operational deployment.

With respect to RQ3, which focused on security evaluation frameworks and red-teaming method-
ologies, the review exposes a fragmented and methodologically uneven evaluation landscape. Existing
benchmarks are predominantly text-centric, static, and weakly aligned with real-world SOC, IDS, and
OT/ICS operating conditions. Red-teaming practices vary widely in scope, reproducibility, and reporting
rigor, while frequent model updates undermine longitudinal robustness assessment. Comparative synthesis
demonstrates that accuracy-centric metrics alone are insufficient; operational indicators such as inference
latency, false-positive amplification, reasoning stability, and system-level failure propagation provide more
meaningful insight into deployment readiness. The absence of standardised, adversary-aware, and lifecycle-
oriented evaluation pipelines remains a critical barrier to trustworthy assessment.
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Addressing RQ4, which examined methodological and governance challenges, the review identifies sys-
temic gaps that constrain the safe and accountable deployment of LLM-based cybersecurity systems. These
include overreliance on synthetic or laboratory datasets, limited analysis of real-world deployment dynamics,
insufficient reporting of operational cost and energy impact, and weak integration between technical design
decisions and regulatory obligations. Although ethical considerations are frequently discussed, they are
often decoupled from enforceable controls. By explicitly mapping observed failure modes to auditable
safeguards and regulatory frameworks—such as the EU NIS-2 Directive and guidance from CISA—the
review demonstrates that governance must be operationalised through accountability, transparency, human
oversight, auditability, and change-management mechanisms rather than treated as an abstract overlay.

Taken together, the answers to RQI-RQ4 reveal that LLMs constitute a dual-use inflection point in
cybersecurity. They simultaneously accelerate offensive sophistication and enable higher-level defensive
reasoning, shifting security practice from isolated signal-level detection toward context-aware, explainable,
and decision-oriented defence systems. The central contribution of this review lies in systematically inte-
grating these dimensions through a unified taxonomy and critical synthesis, clarifying the trade-offs among
capability, robustness, cost, and governance. By connecting empirical evidence with evaluation realism and
regulatory alignment, this work provides a structured foundation for future research and practice aimed at
developing secure, accountable, and resilient LLM-enabled cybersecurity systems.
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