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ABSTRACT: The performance of network traffic detection heavily relies on high-quality annotated data, yet the
widespread presence of noisy labels in real-world scenarios severely undermines model reliability and generalization.
Existing methods predominantly rely on training dynamics signals and struggle to distinguish between noisy labels
and valuable hard samples, leading to diminished model sensitivity to emerging threats. To address this fundamental
challenge, this paper proposes a noise-tolerant label recognition and correction framework based on graph-structured
neighbor consistency (NCRT). The framework leverages the inherent clustering characteristics of network traffic in
feature space, constructs an adaptive K-nearest neighbor graph to model behavioral similarities among samples, and
employs multi-dimensional consistency evaluation metrics to accurately differentiate between noisy labels and hard
samples. Furthermore, a feature-space-based label propagation algorithm is introduced, which utilizes reliable anchor
samples in the graph to guide noisy labels toward correction based on the consensus of their semantic neighbors. The
core innovation lies in leveraging graph-structured neighbor consistency to fundamentally distinguish noisy labels
from hard samples, and correcting them via label propagation over an adaptive K-nearest neighbor graph. Experiments
on real-world datasets such as CICIDS2017 and NSL-KDD demonstrate that the proposed method significantly
outperforms mainstream baseline approaches in terms of noise identification, label correction, and final classification
performance. It exhibits exceptional robustness and stability, particularly under high-ratio and asymmetric noise
settings, providing an effective solution for building reliable traffic detection models adapted to complex real-world
network environments.
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1 Introduction

As a core technology in network management and security defense, the performance of network
traffic detection directly impacts the efficiency of threat detection, quality-of-service assurance, and network
operation and maintenance [I-3]. In recent years, deep learning-based classification methods have been
widely adopted in network traffic detection. However, their performance heavily relies on large-scale, high-
quality labeled data [4]. In real-world network environments, acquiring such high-quality data is extremely
challenging. Misjudgments by automated analysis tools, inconsistencies in crowd-sourced labeling, dynamic
evolution of network environments, and the presence of adversarial attacks all contribute to the widespread
issue of noisy labels in training data. The presence of incorrect labels not only reduces the classification
accuracy of models but, more seriously, can lead models to learn erroneous feature representations, thereby
introducing systemic bias in practical deployment [5,6].
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Current research on the noisy label problem primarily revolves around three technical approaches
(Fig.1). The first category is loss correction methods, which modify the training objective by modeling
noise transition matrices or designing noise-robust loss functions. Although theoretically sound, their
effectiveness heavily depends on prior assumptions about the noise distribution, making it difficult to adapt
to the complex and variable noise patterns in real network environments. The second category is sample
selection strategies [7], which filter potentially clean samples based on dynamic metrics such as training
loss. However, these methods suffer from an inherent flaw: they cannot effectively distinguish between
genuine labeling noise and valuable hard samples. In network traffic classification tasks, hard samples of
significant value, such as novel network attacks and malware variants, often also exhibit high loss values.
Simply discarding these samples would prevent the model from recognizing emerging threats. The third
category is meta-learning frameworks, which jointly learn model parameters and label purification through
complex optimization processes. While these methods perform well in certain scenarios, their computational
overhead is substantial, and their algorithmic complexity is high, making them difficult to apply in real
network environments that need to handle massive traffic volumes.
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Figure 1: Technical approaches to the noisy label problem.

The common limitation of the aforementioned methods lies in their excessive reliance on dynamic
signals during training, while neglecting the inherent structural information of data in the feature space.
The fundamental reason is that dynamic signals such as training loss are inherently ambiguous. A high
loss value may stem from an incorrect label (a noisy sample) but can equally arise from a sample that is
intrinsically difficult due to its proximity to the decision boundary, ambiguous features, or representation
of an emerging pattern (a hard sample). Consequently, methods that rely solely on these ambiguous signals
struggle to differentiate between the two. This often leads to the erroneous filtering or down-weighting of
valuable hard samples, which in turn deprives the model of the opportunity to learn from critical edge cases
and novel threats, ultimately impairing its generalization and adaptive capabilities. More importantly, there
is a widespread lack of a clear distinction mechanism between noisy labels and hard samples, often conflating
the two. This leads to a loss of the model’s ability to perceive potential emerging threat patterns during
training [8]. Truly valuable hard samples—those located near decision boundaries—are mistakenly removed
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or down-weighted due to their high loss values, hindering the classifier’s necessary evolution and adaptation
(Fig. 2). Consequently, the model becomes vulnerable when facing continuously evolving network threats.
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Figure 2: Different distributions of hard samples and noisy labels. Figure (a) illustrates the representation of hard
samples and noisy labels in the feature space, while Figure (b) shows that when using loss values for filtering, adopting
either a higher or lower loss threshold will lead to a certain degree of degradation in classification performance.

In reality, network traffic data inherently exhibits “behavioral consistency”: traffic of the same type shows
high similarity in behavioral patterns. When such traffic is projected into a high-dimensional feature space
via deep learning models, it naturally forms tight clustering structures. This provides a theoretical foundation
for assessing label reliability from a geometric perspective.

Based on this insight, this paper proposes a noise-tolerant label processing framework based on graph-
structured neighbor consistency. The core innovation lies in leveraging the intrinsic structural properties of
network traffic in the feature space. By constructing an adaptive K-nearest neighbor graph, we model the
behavioral similarity relationships among traffic samples. On this basis, a multi-dimensional consistency
evaluation metric is designed to precisely quantify the consistency between each sample’s label and its
neighbor group, thereby effectively distinguishing between “noisy labels” and “hard samples”. Furthermore, a
label propagation algorithm is introduced to correct noisy labels. Simulating the “threat intelligence sharing”
mechanism in cybersecurity, behaviorally similar traffic nodes can transmit label information through the
graph structure. By using high-confidence samples as reliable label anchors, the proposed method guides
mislabeled samples’ tags to converge toward the consensus of their semantic neighbors, achieving automatic
label purification. In essence, this work introduces a graph-based consistency-perception framework that,
for the first time, integrates adaptive neighbor graph construction with label propagation to achieve
precise noise-hard sample separation and reliable label correction in network traffic detection. The main
research objectives are as follows: (1) To propose a noise and hard sample identification mechanism that is
independent of training dynamics and instead based on the geometric structure of the feature space, in order
to overcome the fundamental limitation of traditional methods in distinguishing between the two; (2) To
design an integrated label correction pipeline that organically combines the identification and correction
stages, leveraging the intrinsic clustering characteristics of the data and graph propagation mechanisms to
achieve reliable correction of identified noisy labels; (3) To validate the effectiveness and robustness of the
proposed framework on real and complex network traffic data, particularly under challenging scenarios
such as high-ratio noise and asymmetric noise, and to evaluate its practical value in improving the final
classification performance of the model.
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In summary, the main contributions of this paper are as follows:

(1) Proposes a novel noise identification paradigm based on the geometric structure of the feature space.
Unlike traditional methods that heavily rely on training dynamics, this work innovatively leverages the
inherent clustering characteristics of network traffic in deep feature spaces to establish an evaluation
mechanism based on graph-structured neighbor consistency. This paradigm shift provides a more
stable and reliable theoretical foundation for noisy label identification and reduces dependency on
prior assumptions about noise distribution.

(2) Designs a refined noise-hard sample differentiation system and an end-to-end correction framework.
At the differentiation system level, we designed multi-dimensional consistency evaluation metrics
(e.g., neighbor label entropy, self-label support) to achieve precise distinction between simple labeling
noise and valuable hard samples located near decision boundaries. This effectively addresses the model
performance degradation caused by the conflation of the two in existing methods. At the correction
framework level, we organically integrate adaptive K-nearest neighbor graph construction with a label
propagation algorithm to form a complete pipeline from noise identification to automatic correction.
Simulating a threat intelligence sharing mechanism, this framework utilizes high-confidence samples
in the graph as reliable anchors to guide mislabeled samples toward the consensus of their semantic
neighbors, achieving data-level self-purification.

(3) Conducts comprehensive validation in real-world complex network scenarios, demonstrating the
advancement and practicality of the method. Systematic experiments were performed on real-world
datasets such as CICIDS2017 and NSL-KDD, with noise ratios ranging from low to high (10%-90%)
and covering both symmetric and asymmetric noise types. The results show that the proposed
method significantly outperforms mainstream baselines in terms of noise identification accuracy, label
correction purity, and the generalization performance of the final classification model. Particularly
under the severe challenges of high-ratio and asymmetric noise, our method exhibits exceptional
robustness and stability, providing an effective solution for building reliable traffic detection models
adapted to complex real-world network environments.

2 Related Work

The noisy label problem has become a significant challenge in the field of network traffic analysis that
cannot be ignored. In real-world network environments, annotating large-scale traffic data requires substan-
tial time and human resources, and label misassignments are often unavoidable. Research by Anderson and
McGrew [9] and Shi et al. [10] indicates that in automated annotation systems, ambiguity in port numbers,
protocol types, or traffic encryption features can cause some traffic samples to be misclassified, thereby
introducing systematic label noise. This misleads the learning direction during model training, resulting in
degraded generalization performance of classifiers. Especially in complex models like deep neural networks,
due to their strong memorization capacity of training data, they are more prone to overfitting noisy labels,
ultimately reducing the stability and reliability of network traffic recognition [11,12]. Therefore, how to
effectively identify and correct noisy labels has become a key issue in current intelligent network traffic
analysis research.

In recent years, scholars both domestically and internationally have conducted extensive research on
the noisy label problem and proposed various identification and correction strategies. Overall, existing
methods can be divided into two major categories: data cleaning methods and robust training methods. The
former improves training sample purity and credibility through data-level optimization by using clustering
analysis, feature consistency detection, or self-supervised learning to identify and correct incorrect labels.
The latter focuses on robustness design at the model level, enabling the model to maintain stable learning
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performance even in the presence of noisy labels through mechanisms such as improved loss functions,
sample re-weighting, contrastive learning, or co-training.

In addition, network traffic detection faces the fundamental challenges of the diverse and evolving
nature of security attacks. Modern attacks are increasingly sophisticated and stealthy, placing higher demands
on the generalization capability and robustness of detection models. To address this, researchers often adopt
strategies such as ensemble learning to enhance the system’s coverage of diverse attacks. For example, Laila
et al. conducted benchmark tests of multiple ensemble classifiers on diverse network attacks, demonstrating
the significant advantages of ensemble methods in terms of detection accuracy, stability, and cross-dataset
generalization capability. Their study indicates that by combining feature selection and class balancing
strategies, ensemble learning frameworks can effectively address the heterogeneity and stealthiness of
modern attacks, providing an empirical foundation for building detection systems adapted to complex threat
environments [13]. However, the performance of both basic models and ensemble systems fundamentally
depends on the quality of the training data. Noisy labels can contaminate the training process of each base
learner, thereby affecting the reliability of the overall system. Therefore, while improving the robustness
of model architectures, addressing label quality issues at the data source is crucial for constructing highly
reliable network traffic detection systems. The noise-tolerant framework proposed in this paper is designed
precisely to address this fundamental problem.

2.1 Data Cleaning Methods for Noisy Label Handling

Data cleaning techniques achieve dataset purification through noise detection and sample filtering, and
several mature studies have been established in academia. Wang et al. [14] proposed a lightweight and efficient
label error reduction system, MalWhiteout, specifically targeting label noise issues in Android malware
detection. It innovatively introduces Confident Learning for noise estimation and combines ensemble
learning and adjustments based on application relationships to enhance the robustness and accuracy of
noise detection. However, this method heavily relies on external metadata such as developer information,
limiting its applicability in network environments where such information is lacking. Medina-Arco etal. [15]
proposed a method to detect contaminated training datasets in machine learning-based network intrusion
detection systems, determining the optimal training window size and selecting the best-performing data
subset through a two-stage process. However, this method relies on fixed time window divisions, making it
difficult to adapt to the non-stationary and dynamic characteristics of network traffic. Li et al. [16] proposed
the DSDIR method to address the coexistence of noisy labels and long-tailed distributions in malicious traffic
detection. It significantly improves model robustness through distribution-aware clean sample selection and
dynamic instance re-labeling techniques. However, its two-stage training process is relatively complex and
highly sensitive to the quality of the initial clean samples.

Although the aforementioned methods have achieved notable success in their respective scenarios, they
either depend on domain-specific prior knowledge, are constrained by fixed data partitioning strategies, or
face stability challenges due to complex processes. In contrast, the graph-structured neighbor consistency-
based method proposed in this paper offers the following unique advantages: First, it does not rely on
any external meta-information, utilizing only the intrinsic structure of the traffic data itself in the feature
space. Second, through the construction of an adaptive K-nearest neighbor graph, it naturally adapts to
the dynamic changes in network environments. Finally, the integrated identification-correction frame-
work maintains method simplicity while avoiding the potential error accumulation issues associated with
complex multi-stage processes. These characteristics enable the proposed method to demonstrate stronger
applicability and robustness in addressing complex and variable noisy label problems in network traffic.
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2.2 Robust Training Methods for Handling Noisy Labels

Robust training mitigates the interference of erroneous labeling during model training by designing
error-tolerant network layers and loss functions, enabling the model to accurately identify malicious traffic
on in-distribution data even when trained on low-quality annotated datasets [17,18]. In terms of technical
approaches, robust training methods that reduce the impact of mislabeling can be categorized into sample
selection-based methods and robust architecture-based methods.

Sample selection methods refer to dynamically selecting clean samples from the dataset during training
to adjust network weights. Co-teaching [19] and Co-teaching+ [20] construct parallel training networks
consisting of two isomorphic models that mutually select clean samples during training. However, these
methods heavily rely on loss values as selection criteria, making it difficult to effectively distinguish between
true noisy samples and hard samples with learning value. JoCoR [21] improves upon Co-teaching by
regularizing the differences between networks, bringing the predictions of parallel networks closer together.
However, the strong correlation between networks may reduce the diversity of selection, leading to the
joint memorization of certain noisy samples. In noisy label identification for network traffic, Xu et al. [22]
proposed the Differential Training framework, which trains two deep learning models simultaneously and
applies multiple outlier detection algorithms for comprehensive judgment. However, this method requires
training multiple models and applying various detection algorithms, resulting in high computational costs
and limited efficiency for large-scale deployment.

Robust architecture-based methods reduce the impact of erroneous labeling on the training process
by designing network architectures with high tolerance. Jiang et al. [23] applied the concept of curriculum
learning to noisy learning, guiding the student network’s training using a pre-trained teacher network.
However, the effectiveness of this method largely depends on the quality of the “clean data” used during the
pre-training of the teacher network, a precondition that is often difficult to guarantee in practice. In noisy
label identification for network traffic, Liang et al. [24] proposed the FARE framework, which achieves fine-
grained attack classification by integrating multiple unsupervised learning algorithms and metric learning.
However, the performance of this method heavily depends on the choice of clustering algorithms and is
sensitive to hyperparameter settings. Research by Qing et al. [25] found that feature engineering plays a
significant role in handling noisy labels in encrypted malicious traffic classification. However, this method
requires extensive domain expertise to construct feature sets, limiting its transferability across different
network environments.

Although existing sample selection methods have made some progress in handling noise, their core
selection mechanisms mostly rely on training dynamics or preset distribution assumptions, making it
difficult to fundamentally resolve the confusion between noisy labels and hard samples (Table 1). These
methods often misclassify hard samples with high loss values as noise, causing the model to lose its ability
to discriminate key boundary samples during training. To address this fundamental challenge, this paper
proposes a noise and hard sample identification framework based on graph-structured neighbor consistency.
This method breaks through the limitations of traditional reliance on training dynamics and instead
leverages the geometric structure of the feature space to characterize semantic relationships among samples
by constructing an adaptive K-nearest neighbor graph. Building on this, we design multi-dimensional
consistency evaluation metrics that comprehensively consider structural features such as the entropy of
neighbor label distributions, self-label support, and neighbor dominant labels. This establishes an evaluation
system capable of simultaneously achieving high accuracy in noise identification and preserving the learning
value of hard samples.
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Table 1: Relevant studies conducted on noise label processing.

No External Ad?:we Integrated Distinguishes Utilizes
Method Name Type Metadata . g Noise from  Feature Space
Dynamic Framework
Dependency Hard Samples Structure
Changes
MalWhiteout [14] Data Cleaning x x x x x
Medina-Arco et al. [15] Data Cleaning VA x x x x
DSDIR [16] Data Cleaning v x x x x
Co-teaching [19] Sample Selection v x x x x
Co-teaching+ [20] Sample Selection V4 x x x x
JoCoR [21] Sample Selection VA x x x x
Differential Training [22] ~ Sample Selection Vi x x x x
Robust
. roa
Curriculum Learning [23] Architecture x x x x x
Robust
24
FARE [24] Architecture 4 ) 8 * *
Graph-Structured
NCRT (Our Work) Consistency v v 4 v v

3 Methodology

The method proposed in this paper aims to systematically address the label noise problem in network
traffic detection. As shown in Fig. 3, the constructed framework consists of two core stages: first, fine-
grained identification of easy, noisy, and hard samples based on graph-structured neighbor consistency;
then, effective correction of the identified noisy samples using a label propagation algorithm. The entire
process does not rely on any clean reference dataset and is capable of autonomously completing the full
procedure from noise identification to correction, providing reliable support for building robust traffic

detection models.
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Figure 3: Noise-tolerant label recognition and correction framework.
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3.1 Problem Definition

In the task of network traffic detection, we face a typical supervised learning scenario: given a
training dataset D = {x;, yi}il containing N samples, where x; represents raw network traffic data and
yi€{1,2,...,C} is its corresponding class label. However, in practical applications, due to factors such
as misjudgments by automated analysis tools, inconsistencies in crowd sourced labeling, and the dynamic
evolution of network environments, the dataset contains an unknown proportion of noisy labels. That is, the
observed label y; of some samples is inconsistent with their true semantic label y;.

The core task of this method can be formally defined as follows: under the conditions that the true
labels y; are unknown and the noise ratio is unknown, by analyzing the intrinsic structure of dataset D in
the feature space, achieve the following two objectives:

(1) Identify samples in the training set that may be mislabeled and perform fine-grained classification on
them, particularly accurately distinguishing between “noisy samples” and “hard samples”

(2) Perform label correction on the identified noisy samples by assigning appropriate new labels y;, thereby
obtaining a purified training set D for training a more robust traffic classification model.

The main challenges of this problem lie in the fact that network traffic data often exhibits complex char-
acteristics such as non-uniform distribution, class imbalance, and dynamic evolution, making traditional
noise handling methods based on loss values or training dynamics difficult to adapt. Therefore, there is an
urgent need for a solution that can fully leverage the semantic structure of traffic data itself, does not rely on
strong assumptions, and can adapt to the data distribution characteristics.

3.2 Noise and Hard Sample Identification Based on Neighbor Consistency

The objective of this stage is to move beyond traditional methods that rely on training loss, and instead,
precisely distinguish between “noisy samples” and “hard samples” based on the intrinsic structure of the
feature space.

3.2.1 Traffic Representation and Feature Space Construction

To achieve effective noisy label identification, it is first necessary to transform the raw network traffic
data into discriminative feature representations. This study employs a feature extractor based on a Multilayer
Perceptron (MLP). The network architecture consists of three fully connected layers, with the middle layer
using the ReLU activation function, and the final layer outputting a 128-dimensional feature vector.

Specifically, each raw network traffic sample x; is mapped to a feature vector v; = fg(x;) € R*® through
this feature extractor fy(+). This simple network structure not only ensures computational efficiency but also
effectively learns nonlinear relationships within the traffic data, mapping semantically similar traffic samples
to adjacent positions in the feature space.

The set of feature vectors from all samples {vi,v,, ..., vy} forms the feature space V € R'*®. Within this
space, cosine similarity is adopted as the similarity metric, calculated as follows:

Vi'Vj

[[villllvi]

©)

sim(vi,v;) =

This metric is insensitive to scale variations in feature vectors and focuses on measuring the direc-
tional similarity of traffic behavior patterns, providing a reliable similarity calculation foundation for the
subsequent graph structure construction.
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3.2.2 Adaptive K-Nearest Neighbor Graph Construction

To accurately model the local similarity structure of network traffic samples in the feature space, an
adaptive K-nearest neighbor graph is constructed. Considering that network traffic data typically exhibits
an uneven distribution—where sample counts for different malware families or application types may vary
significantly—traditional methods with a fixed K value struggle to adapt to such complex data distributions.
Therefore, an adaptive K-value determination strategy based on local density is proposed, which dynamically
calculates the optimal number of neighbors for each sample.

For a sample x;, its adaptive K-value K; is computed as follows: First, the distance d]" from x; to its
m-th nearest neighbor is calculated, where m is a preset initial value. Next, the number of samples within
the hyper-sphere centered at x; with radius d}” is counted, yielding the local density estimate p;. Finally, the
adaptive K-value is obtained using the formula K; = [Kj,s. - ;:j], where Kj,. is the base neighbor number
and p,,, is the average local density of all samples. This design ensures that smaller K-values are used in
sparse sample regions to avoid introducing irrelevant distant neighbors, while larger K-values are employed
in dense sample regions to fully leverage rich local contextual information. Assume the preset value is m = 10.
The distance from sample x; to its 10th nearest neighbor is calculated as ;10 = 0.5. Within the hypersphere
centered at x; with a radius of 0.5, a total of 18 samples (including x; itself) are counted, giving a local density
estimate p; = 18. If the average local density of all samples is p,,, = 12 and the base neighbor number is
Kpase = 15, the adaptive K-value is computed as K; = 15 x (18/12) = 22.5 = 22. This value is greater than Kj .,
reflecting that x; is in a relatively dense region and thus requires more neighbors to characterize its context.

After determining the adaptive K-value for each sample, an undirected weighted graph G = (V, E, W) is
constructed to formally represent the similarity relationships among samples. The node set V corresponds to
all traffic samples, with each node carrying its corresponding feature vector v;. The edge set E is constructed
following the mutual neighbor principle: an edge e;; exists between nodes i and j if and only if j belongs to the
K;i-nearest neighbor set of i, or i belongs to the K;-nearest neighbor set of j. This symmetric design ensures
the connectivity of the graph and prevents information propagation interruptions caused by unidirectional
neighbor relationships.

The edge weight matrix W is computed using a Gaussian kernel function, specifically defined as

Cvi=vill?
202

is based on the Euclidean distance in the feature space, effectively capturing the local similarity between
samples: when the feature vectors of two samples are closer, the corresponding edge weight approaches 1,
indicating high similarity; conversely, as the distance between samples increases, the edge weight decays

wij = exp ( ), where 0 is a scale parameter controlling the decay rate of similarity. This calculation

exponentially toward 0, indicating low similarity. Through this soft-threshold design, the primary similarity
relationships are preserved while reducing the influence of irrelevant samples, providing a precise similarity
measurement foundation for subsequent label propagation.

3.2.3 Sample Type Determination Based on Neighbor Consistency Evaluation Metrics

For each target sample x;4,4.; (With label y;4rg.), the label distribution of its K nearest neighbors NV g
is analyzed, and the following three core metrics are computed:

«  Neighbor Label Consistency (Normalized Entropy): This metric measures the confusion level of the
label distribution among neighbor nodes. Let 7; denote the number of neighbor samples belonging to
class j. The label distribution probability is p; = n; /K. The normalized entropy H,o,n is calculated as
follows:

ZC: 1
H=-Y pilogpiHyorm = —— (2)
=i / ! log C
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where C is the total number of classes. Hyorm € [0, 1]. A value closer to 0 indicates higher consistency
among neighbor labels, while a value closer to 1 indicates greater confusion in neighbor labels.

«  Consistency with the Central Node Label (ps.jr): This metric measures the degree of support the target
sample’s own label receives from its neighbors.

n
ytarget (3)

Pself = K

o peer € [0, 1]. A higher value indicates that the target sample’s label aligns better with its behavioral
neighbors.
+  Neighbor Majority Label (y,najority): This metric identifies the most frequent label among the neighbors.

Ymajority = argmjax nj (4)

Its corresponding proportion y,.ajorit, reflects the strength of the dominant opinion within the
neighbor group.

Based on the above metrics, samples are classified into three categories using preset thresholds 6y, (for
Hyorm) and 6, (for pyeip) (Table 2):

o  Clean Sample: Neighbor labels are consistent and support the sample’s own label, representing high-
quality samples.

«  Noisy Label: Neighbor labels are consistent, but the consensus label differs from the sample’s own label,
indicating a high likelihood of mislabeling.

«  Hard Sample: Neighbor labels are confused, and the sample’s own label lacks support. These samples
may lie near class boundaries and represent valuable instances of novel or rare attack patterns, which
should be preserved.

Table 2: Evaluation metrics for distinguishing sample types.

Sample Catezor Neighbor Label Consistency with Neighbor
P gory Consistency Central Node Label Majority Label
Clean Sample H< 6y Pself > ep Ymajority = Ytarget
NOiSY Label H< eh Pself < ep Ymajority * Ytarget
Hard Sample H> 6 Pself < Gp Ymajority # Yiarget

The Algorithm 1 for identifying noisy and hard samples is as follows:

Algorithm 1: Neighbor consistency evaluation and sample classification

Input: Feature vector set {v; }il, initial labels { yi}ﬁl, base neighbor number Kbase,
entropy threshold 6, support threshold 6,
Output: Sample categorization results {Category; }f\il
L: for i =1to N do
2: Compute K; via the adaptive K-value determination strategy
3: Find Nk(i) < the K; nearest neighbors of v;
4: Compute neighbor label distribution {#;} and probabilities p; = n;/K;

(Continued)
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Algorithm 1 (continued)

-2, pjlogp;

5 Compute normalized entropy Hyorm = Tog C

6 Compute self-support score p.;¢(i) = n,,/K;

7: Determine majority label yajority (i) = arg maxn;

8 if Hyyorm (i) < 0 and pyep(i) > 6, and ymajorit},(ij) =y; then

9: Category; < “easy sample”

10: else if Hyorm (i) < 60, and peir(i) < 0, and yajority (i) # y; then
11: Category; < “noisy lable”

12: else if Hyorm (i) > 60, and peeir(i) < 0, and yiajority (i) # y; then
13: Category; <« “hard sample”

14: end if

15: end for

3.3 Noise Label Correction Based on Label Propagation

After identifying “noisy labels” and “hard samples, this stage utilizes the constructed K-nearest neighbor
graph and employs a label propagation algorithm to assign appropriate new labels to the noisy labels.

3.3.1 Algorithm Initialization

Probability Transition Matrix P: The previously constructed adjacency matrix W is row-normalized to
obtain the transition matrix P, where Pj; = w;;/ 3. wik. P;; represents the probability of label propagation
from node j to node i.

Soft Label Matrix F: An initial N x C soft label matrix F*) is defined. For samples already identified
as “clean samples” and “hard samples’, their labels are fixed in one-hot encoding form. For noisy samples
awaiting correction, their initial soft labels can be randomly initialized or uniformly distributed.

3.3.2 Iterative Propagation
Label propagation proceeds through the following iterative process:

Propagation Step: F = P x =1, At each step, every node receives label information from its neighbors,
with the weight determined by the edge weights (similarity).

Anchor Reset Step: The soft labels of all clean samples (“clean samples” and “hard samples”) in F are
clamped back to their original one-hot encodings. This step is crucial, as it ensures that the labels of reliable
samples act as “beacons” or “anchors” during propagation and are not contaminated by noise.

Repeat Steps 1 and 2 until the soft label matrix F converges (i.e., the change between consecutive
iterations falls below a predefined threshold) or the maximum number of iterations is reached.

3.3.3 Final Label Determination

After the iterations conclude, for each noisy sample i, the class with the highest probability in its
converged soft label vector F; is selected as its corrected new label:

Vi= argmjaxFij (5)

Through this process, the labels of noisy samples are corrected to align with the consensus of their most
behaviorally similar neighbors in the feature space, thereby achieving label purification. The advantage of



12 Comput Mater Contin. 2026;87(3):90

this method lies in its natural alignment of decision boundaries with low-density regions of the feature space,
adhering to the cluster assumption and consequently enhancing the overall generalization capability and
robustness of the model. The noise label correction process based on label propagation is outlined below
(Algorithm 2):

Algorithm 2: Label propagation based noise correction

N

Input: Graph G = (V, E, W), sample categorization results, initial labels {y;},_,, maximum
iterations Ty, convergence threshold €
Output: Corrected labels {; }f\il

1: Construct transition matrix P, where P;; = Wj; / ij:l Wik

2: Initialize soft label matrix F(%) ¢ RN*C
3: for i=1 to N do
4: if Category; € {“easy sample’, “hard sample”’} then
5: Fi(o) < one-hot encoding of y;
6: else
7: Fl.(o) < random initialization
8: end if
9: end for
10: fort=1to Tpax do
11: Propagate:F) =P x FtD
12: Reset Anchors:
13: for i =1to N do
14: if Category; € {“easy sample’,“hard sample”} then
15: F i(t) < one-hot encoding of y;
16: end if
17: end for
18: if |[F() - FU7D| <€ then
19: break
20: end if
21 end if
22: for i=1 to N do
23: i = arg max; Fi(jt)
24: end for

4 Experimental Verification
4.1 Experimental Setup

Datasets and Noise Settings: Two representative benchmark datasets for network traffic detection were
selected: CICIDS2017 and NSL-KDD. The CICIDS2017 dataset contains real traffic records of various attack
types in modern network environments, covering common threats such as DDoS attacks. As a classic intru-
sion detection dataset, NSL-KDD provides rich network connection features and annotation information.

To simulate label noise scenarios in real network environments, and with reference to the settings of
works such as MCRe [26] and ULDC [27], two different types of noise injection mechanisms were designed:
Asymmetric noisy labels simulate the systematic bias in multi-party collaborative labeling. Due to business
continuity considerations, the system tends to classify suspicious traffic as benign, resulting in a significantly
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higher probability of malicious samples being mislabeled as benign compared to the reverse mislabeling.
Under this scenario, the reliability of labels for the malicious class decreases. Symmetric noisy labels simulate
random errors by a single annotator, where mislabeling has no directionality. Fig. 4 shows the distribution
characteristics of the two types of noise when the noise ratio is 40% (Fig. 4).

40% 60% 40% 60%
«

2 ]
2 £
= 2
2| 40% 60% Sl 40% 60%
=

40% 60% 40% 60%
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Observed noise labels Observed noise labels

Figure 4: Detailed settings for noise scenarios.

Baseline Models: To comprehensively evaluate the effectiveness of the proposed method, five represen-
tative noise handling methods were selected as baseline models:

o INCV [28]: An iterative training strategy that progressively filters out high-confidence samples during
training to construct a cleaned dataset and retrain the supervised model.

o CL[29]: A noise identification method based on confident learning, which estimates the noise transition
matrix and joint feature distribution to identify potentially mislabeled samples.

o FINE [30]: Detects noisy samples using feature distribution modeling and neighbor consistency
analysis, and trains a classifier based on the cleaned data.

o Co-Teaching: Simultaneously trains two neural networks with different initializations, allowing them
to mutually select potentially clean samples for each other’s parameter updates during training.

4.2 Experimental Analysis of Noisy Label Correction

After identifying potential noisy labels, precise correction is a crucial step for improving the quality of
the training set and, consequently, enhancing model performance. To quantitatively evaluate the effectiveness
of each method in the correction phase, the clean sample rate across all data was calculated, directly reflecting
the accuracy and reliability of the label correction process.

On the CICIDS-2017 dataset, the correction performance of the proposed method was compared against
baseline models such as INCV, CL, FINE, and ULDC under symmetric and asymmetric noise types, across
different noise ratios (ranging from 10% to 90%). The experimental results are shown in Fig. 5:

(1)  Overall Leading Performance: Under the vast majority of noise settings, the clean sample rate achieved
by our proposed method, NCRT, significantly outperforms all baseline methods. This advantage is
particularly pronounced in challenging scenarios with high noise ratios (>40%). For example, at a
symmetric noise ratio of 50%, NCRT achieved a clean sample rate of 94.55%, while the second-best
performer, ULDC, reached 85.95%. Methods like INCV, CL, and FINE all fell below 70%. This indicates
that NCRT’s correction mechanism possesses stronger robustness, effectively correcting errors even
when the dataset contains a large number of incorrect labels.
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Robustness to High Noise Ratios: As the injected noise ratio increases, the clean sample rates of all
baseline methods show a significant downward trend. For instance, under asymmetric noise, when
ratio increases from 10% to 90%, the clean sample rates of INCV, CL, and FINE plummet from
approximately 98% to about 41%, 51%, and 34%, respectively. In stark contrast, the NCRT method
demonstrates exceptional stability. Under symmetric noise, even with a noise ratio as high as 90%,
NCRT maintains a clean sample rate of 87.42%; under 90% asymmetric noise, it achieves 88.44%, with
a decline far smaller than that of baseline methods. This proves that the correction strategy based
on graph-structured neighbor consistency and label propagation can better resist the interference of
large-scale noise, and its correction capability does not degrade sharply with increasing noise density.
Effectiveness Against Asymmetric Noise: Asymmetric noise, due to its directional labeling bias, is
typically more difficult to correct than completely random symmetric noise. The experimental results
confirm this, as most baselines perform slightly worse in asymmetric scenarios compared to symmetric
ones. However, NCRT maintains leading and stable high performance under both noise types. For
example, at ratio = 50%, NCRT achieves clean sample rates of 94.55% and 84.71% under symmetric
and asymmetric noise, respectively, both significantly outperforming the best baseline at the same
noise level. This is attributed to the core design of NCRT: it identifies systematic labeling errors
by analyzing the local neighbor consensus of samples in the feature space. When a certain class of
samples is systematically mislabeled as another class, their “true similar” neighbors in the feature space
form a strong label consistency signal, which is accurately captured and utilized by the algorithm
for correction.

100 o 100
95 - 05 |

90

85

%
[
T

80

75+

70
—=— [NCV
65 —e—CL
—4A—FINE
60 |- —¥— Coteaching
—&— NCRT(Ours)
55 1 1 1 1 1 1
0.1 0.2 0.3 0.4 0.5 0.1 0.2 0.3 0.4 0.5

=
S
T

Percentage of pure samples(%)
Percentage of pure samples(%)
e
T

o
by

—w— Coteaching
—&— NCRT(Ours)
I

1 1 1

=N
=}

Asymmetric Scenarios Symmetric Scenarios

Figure 5: Percentage of pure samples under symmetric and asymmetric scenarios.

4.3 Experimental Analysis of Detection Performance on Test Samples

To ultimately evaluate the improvement in model generalization ability brought by each noise handling

method, classifiers were retrained on datasets processed by different methods, and their classification
accuracy (Acc%) was evaluated on a clean test set. This experiment aims to address the core question: After
noise processing, what is the model’s detection capability in real, noise-free scenarios?

We compared the proposed method (NCRT/Ours) with mainstream baselines such as INCV, CL,

FINE, and Co-Teaching on the CICIDS-2017 and NSL-KDD datasets. The experimental results (Fig. 6)

clearly illustrate the impact of different methods on the final model performance under various types and
proportions of noise.
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Overwhelming Performance Advantage: The proposed NCRT framework achieved the highest test
accuracy across all experimental settings, with an extremely significant advantage. Under symmetric
noise scenarios, NCRT’s accuracy remained stable between 96.65% and 97.74%; under asymmetric
noise, it also maintained a high level between 92.46% and 96.68%. In contrast, the best baseline, ULDC,
achieved an accuracy of 68.60% under 50% symmetric noise and 81.34% under 50% asymmetric noise,
with gaps of approximately 28 and 11 percentage points compared to NCRT, respectively. This fully
demonstrates that the model trained on data processed by NCRT exhibits far superior generalization
capabilities compared to existing methods.

Exceptional Robustness and Stability: As the noise ratio increased from 10% to 50%, the performance
of all baseline models showed a sharp decline. For example, INCV’s accuracy under symmetric noise
dropped sharply from 87.31% to 49.23%, while CLs accuracy under asymmetric noise decreased from
91.63% to 51.43%. This indicates that these methods nearly fail when noise exceeds half. In contrast,
NCRT’s performance curve remained exceptionally stable. Under symmetric noise, the fluctuation in
accuracy was less than 1.1%; under asymmetric noise, the maximum decline was only about 4.2%. This
stability, which is highly insensitive to noise intensity, demonstrates that NCRT possesses strong anti-
interference capabilities, ensuring that the model can learn reliable feature representations even under
adverse labeling conditions.

Effectiveness in Handling Complex Asymmetric Noise: Asymmetric noise, due to its systematic bias,
poses a stronger interference to model learning and is generally considered a more severe challenge. The
experimental results show that most baselines (e.g., INCV, CL, FINE) experienced a faster performance
degradation under asymmetric noise compared to symmetric noise. However, NCRT performed
excellently and stably under both noise types. Particularly under high proportions of asymmetric
noise (40%, 50%), NCRT (92.73%, 92.46%) maintained an advantage of over 10 percentage points
compared to the best-performing baseline, ULDC (81.94%, 81.34%). This validates that NCRTs strategy
of identifying systematic labeling errors based on neighbor consistency and performing correction
through graph propagation is particularly effective in solving directional noise problems.
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Figure 6: Classification Performance on the CICIDS2017 and NSL-KDD Datasets.

4.4 Discussion: Verification of Noise Tolerance Capability

The proposed NCRT framework aims to achieve a core objective: to exhibit a high degree of tolerance

to label noise in training data for network traffic detection. This entails the ability to accurately identify noisy
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labels, effectively correct them, and simultaneously avoid misclassifying valuable hard samples, ultimately
enhancing the generalization performance of the model on a clean test set. Our experimental design
and results systematically demonstrate the successful achievement of this goal from the following three
interconnected dimensions:

First, in the noise identification phase, the framework demonstrates high precision and the ability to
distinguish hard samples. This is the prerequisite for “tolerating” rather than simply “filtering out” noise.
As shown in Table 2 (Sample Type Determination Criteria) and Algorithm 1, our decision-making is based
on multi-dimensional neighbor consistency metrics (normalized entropy Hyorm, self-label support pseif),
neighbor majority label (ymajority). Experimental results indicate that this strategy effectively distinguishes
between two types of samples with high loss values: samples where “neighbor labels are consistent but its own
label is the minority” are identified as noise, while samples where “neighbor labels themselves are confused”
are identified as hard samples and retained. In Fig. 6, even under a high noise ratio of 50%, the NCRT model
maintains a test accuracy exceeding 90%. This indirectly yet strongly suggests that crucial boundary samples
(hard samples) in the training data were not erroneously removed, allowing the model to learn discriminative
features from them. In contrast, baseline methods that heavily rely on loss-based filtering experience a sharp
performance drop under the same noise conditions, precisely because they cannot make this distinction,
leading to “malnourishment” of the model.

Second, in the label correction phase, the framework reliably corrects identified noisy labels towards
the consensus direction of their semantic neighbors through a graph propagation mechanism. This is the
key action to achieve “tolerance” and improve data quality. The “clean sample rate” provided in Fig. 5 directly
measures the quality of the corrected data. Across a wide range of noise ratios from 10% to 90%, NCRT’s clean
sample rate consistently and significantly surpasses all baselines. It exhibits exceptional robustness under
high noise (>40%) and the more challenging asymmetric noise settings. For example, under 50% symmetric
noise, NCRT maintains a clean sample rate of 87.42%, while most baselines drop below 50% (Fig. 5). This
result directly proves that the label propagation algorithm based on the adaptive K-nearest neighbor graph
successfully guides the labels of most mislabeled samples to their correct classes by leveraging the local cluster
structure in the feature space, achieving effective noise correction rather than mere identification.

Third, and ultimately, the data processed by the framework enables the training of a significantly more
robust classification model with superior generalization capability. This is the ultimate manifestation and
final validation of the “noise tolerance” capability. The comprehensive performance comparison in Fig. 6
provides the most direct evidence. On the CICIDS2017 and NSL-KDD datasets, models trained on data
corrected by NCRT achieve leading classification accuracy across all noise types and ratios. Crucially, its
performance curve remains remarkably stable as noise increases. For instance, under symmetric noise, when
the noise ratio increases from 10% to 50%, the fluctuation in accuracy is less than 10%. This extremely low
sensitivity to noise intensity is a hallmark of “high tolerance”. It indicates that our framework not only cleanses
the data but also, by preserving hard samples and performing corrections based on geometric structure, helps
the model learn an intrinsic feature representation that is robust against noise interference.

5 Conclusion and Outlook

Network traffic detection, as a core component of cybersecurity, relies heavily on high-quality annotated
data for its performance. However, the widespread issue of noisy labels in real-world environments severely
limits the reliability and generalization capability of models. This leads to fragile model performance when
confronting continuously evolving network threats. To address this fundamental challenge, this paper
proposes a noise label identification and correction framework based on graph-structured neighbor consis-
tency. The framework innovatively leverages the inherent clustering characteristics of network traffic in the
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feature space. By constructing an adaptive K-nearest neighbor graph to model behavioral similarity among
samples, and designing multi-dimensional consistency evaluation metrics, it achieves precise differentiation
between noisy labels and hard samples. Furthermore, a label propagation algorithm simulates a threat
intelligence sharing mechanism, utilizing reliable anchor samples in the graph to guide the correction of
noisy labels toward the consensus direction of their semantic neighbors. Systematic experiments on real-
world datasets such as CICIDS2017 and NSL-KDD demonstrate that our method significantly outperforms
mainstream baselines in terms of noise identification, label correction, and final classification performance.
The framework proposed in this paper is based on a core observation: network traffic tends to exhibit
semantic clustering characteristics in the feature space, which provides the theoretical foundation for
our graph-structured neighbor consistency-based method. However, we recognize that the universality of
this assumption faces several boundary conditions in practice. First, in high-dimensional sparse feature
representations, distance metrics may become ineffective, thereby affecting the reliability of neighbor graph
construction. This study aims to mitigate this issue by designing a dimensionality-reducing feature extractor
and employing scale-insensitive cosine similarity. Second, in scenarios of extreme class imbalance, minority
classes may fail to form dense clusters, causing neighbor relationships to be dominated by majority classes.
Although the adaptive K-value strategy employed in this paper can reduce the number of neighbors in sparse
regions, thereby partially alleviating the impact, handling extremely rare categories still requires further
research. Finally, the validity of the clustering assumption fundamentally depends on the representational
capability of the feature extractor. The MLP-based feature extractor adopted in this paper demonstrated good
discriminative performance on the experimental datasets, but its generalization ability to more complex or
heterogeneous traffic patterns remains to be explored.

Looking ahead, we plan to deepen this research in the following directions: first, to explore more
robust feature learning and graph construction methods to enhance the adaptability of the approach in
high-dimensional sparse and extremely imbalanced scenarios; second, to study the modeling of dynamic
and mixed noise patterns to address more realistic annotation environments; and third, to optimize the
computational and storage efficiency of the framework by exploring lightweight graph algorithms and online
processing mechanisms to support large-scale deployment.
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