Com.puters, Materials & <Terch Science Press
Continua

https://doi.org/10.32604/cmc.2026.077139

ARTICLE Check for

updates

Predicting Software Security Bugs Using Machine Learning and Quality Metrics:
An Empirical Study

Mohamed Diouf', Elisée Toe"", Manel Grichi’, Haifa Nakouri"’ and Fehmi Jaafar'

1Depar'[ment of Computer Science and Mathematics (DIM), University of Quebec at Chicoutimi (UQAC), Chicoutimi, QC, Canada
2Research and Development Department, VibroSystM, Longueuil, QC, Canada
SLARODEC, Institut Supérieur de Gestion (ISG), University of Tunis, Tunis, Tunisia

*Corresponding Author: Elisée Toe. Email: elisee.toel@ugac.ca
Received: 03 December 2025; Accepted: 15 January 2026; Published: 09 April 2026

ABSTRACT: Software security bugs present significant security risks to modern systems, leading to unauthorized
access, data breaches, and severe operational and financial consequences. Early prediction of such vulnerabilities is
therefore essential for strengthening software reliability and reducing remediation costs. This study investigates the
extent to which static software quality metrics can identify vulnerable code and evaluates the effectiveness of machine
learning models for large-scale security-bug prediction. We analyze a dataset of 338,442 source files, including 33,294
buggy files, collected from seven major open-source ecosystems. These ecosystems include GitHub Security Advisories
(GHSA), Python Package Index (PyPI), OSS-Fuzz (Google’s open-source fuzzing service), Node Package Manager
(npm), Packagist (the PHP package repository), Apache Maven, and NuGet (the. NET package manager). Using the
Open Source Vulnerabilities (OSV) platform, we identify 7685 confirmed security bugs and extract 25 static software
quality metrics per file with the Understand analysis tool. We apply five complementary feature-importance techniques
and evaluate eleven machine-learning classifiers under a time-series cross-validation protocol. Our analysis reveals
three key findings. First, six core metrics consistently show strong associations with the presence of security bugs
across all feature-selection methods. Second, buggy files exhibit substantially higher metric values, with medians
approximately three times those of non-buggy files, a pattern we term the “3x rule”; Mann-Whitney U tests confirm that
these differences are statistically significant. Third, the machine-learning models achieve strong predictive performance,
with XGBoost providing the best results (recall = 0.82, precision = 0.95, Receiver Operating Characteristic-Area Under
the Curve (ROC-AUC) = 0.91). Based on these findings, we propose data-driven warning and critical thresholds for
the most influential metrics to support proactive security assessment. Overall, this work provides large-scale empirical
evidence that software quality metrics, combined with machine learning, offer actionable signals for detecting security
bugs and for integrating automated vulnerability prediction into software development workflows.

KEYWORDS: Security bugs; vulnerability prediction; software metrics; machine learning; code complexity; software
quality

1 Introduction

Security vulnerabilities remain a critical threat to modern software systems, exposing organizations and
users to risks such as data breaches, service disruption, and severe financial loss. As cyberattacks continue
to increase in frequency and sophistication [1], the economic impact of cybercrime exceeded seven trillion
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USD in 2022". Numerous studies have shown that software security bugs are a significant source of such
weaknesses [2], underscoring the need for early detection and mitigation in the development lifecycle [3].
However, as software grows in size and complexity, pinpointing the specific components most likely to harbor
these flaws becomes increasingly challenging.

Traditional detection techniques rely heavily on dynamic analysis, which executes software under multi-
ple inputs to identify problematic behaviors such as buffer overflows or unsafe library calls. Although widely
used, dynamic approaches often suffer from high false-positive rates [4] and substantial computational
cost, limiting their integration into rapid development workflows. Consequently, researchers have explored
complementary approaches based on machine learning (ML), which has proven effective in domains such as
spam filtering [5], intrusion detection [6], and cyberattack attribution [7]. Deep learning techniques, in par-
ticular, have gained significant attention for automated vulnerability detection [8]. In software engineering,
ML has been applied to predict general software defects using static code metrics [1,9,10].

Despite these advances, comparatively little is known about how traditional software quality metrics
relate specifically to security bugs [11-13]. Security vulnerabilities tend to be more subtle than functional
bugs: they often arise from complex control-flow structures, rare edge cases, improper error-handling logic,
API misuse, or intricate component interactions. Therefore, understanding whether classical quality metrics
such as code size, structural complexity, or cyclomatic complexity can serve as meaningful indicators of
vulnerability-prone code remains an open question.

Past studies investigating this topic have been limited by small datasets, language-specific scopes, or
reliance on synthetic vulnerabilities, restricting the generalizability of their findings. The Open Source
Vulnerabilities (OSV) platform enables the study of real-world security bugs across multiple ecosystems
using commit-level vulnerability data. This platform enables large-scale empirical investigations that were
previously infeasible. Throughout this study, we use the term security bugs to denote security-relevant code
flaws that are addressed through security-fixing commits documented in the OSV database. While many
of these bugs correspond to confirmed, exploitable vulnerabilities (e.g., associated with CVE identifiers),
others represent latent security weaknesses whose exploitability may depend on specific deployment contexts
or threat models. Consequently, our analysis focuses on security-relevant risk rather than confirmed
exploitation alone.

The goal of this study is to explore, at scale, the relationship between software quality metrics and real-
world security vulnerabilities. We also evaluate the feasibility of predicting security bugs using these metrics.
To this end, we construct a dataset of 338,442 file-level instances drawn from seven major open-source
ecosystems (GHSA, PyPI, OSS-Fuzz, npm, Packagist, Maven, and NuGet), including 33,294 files affected by
7685 confirmed security bugs. For each file, we extract 25 structural and complexity-related metrics using
the Understand static analysis tool.

The following research questions guide our investigation:

«  RQI: Which software quality metrics are most strongly associated with the presence of security bugs?
Identifying such metrics can help developers focus on code characteristics that elevate security risk.

«  RQ2: Do specific values or thresholds of these metrics indicate a significantly higher likelihood of
security bugs? Understanding differences in metric distributions can help define empirical guidelines
for secure development.

« RQ3: Can machine learning models effectively predict security bugs using only software quality
metrics? Assessing predictive capability is essential for integrating ML-based detectors into automated
security workflows.

1 . . ,
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To address these questions, we combine feature importance analysis, statistical comparisons, and
machine learning experiments using eleven classification algorithms evaluated through time-series cross-
validation. Our findings reveal strong and consistent associations between specific metrics, particularly
cyclomatic complexity and code size, and the presence of security bugs. In addition, ensemble-based ML
models achieve high recall and strong discriminative performance, indicating that static quality metrics
provide actionable signals for vulnerability detection. Overall, this study contributes large-scale empirical
evidence that software quality metrics can play a meaningful role in identifying vulnerability-prone code.
By linking traditional software metrics with real-world security bugs across multiple ecosystems, we provide
actionable insights for integrating lightweight, automated, and metric-driven security analysis into modern
software development practices.

The remainder of this paper is organized as follows: Section 2 reviews related work on software
defect prediction, vulnerability prediction, and security bug analysis. Section 3 describes the empirical
study design, including ecosystem selection, data collection, metric extraction, and analytical procedures
(Section 4). Section 5 presents the results for each research question, along with their practical implica-
tions. Section 6 discusses threats to validity. Section 7 concludes the paper and outlines directions for future
work. All data, scripts, and replication materials are available as Availability of Data and Materials at: https://
github.com/MdioufDataScientist/PredictSecBugs.

2 Related Work

Software security research commonly distinguishes between vulnerabilities (demonstrably exploitable
weaknesses) and security bugs (security-relevant flaws that may not always be directly exploitable). This
distinction matters when building empirical datasets from advisories and security-fixing commits, where
labels often reflect security relevance rather than confirmed exploitability [2,14]. In this section, we review
prior work on (i) defect/bug prediction using software metrics, (ii) vulnerability prediction and detection
using machine learning and deep learning (ML/DL) with an emphasis on recent trends (2020-2024), and
(iii) security bug prediction and empirical security studies. We conclude with a comparative positioning of
our study.

2.1 Defect and Bug Prediction with Software Metrics

Foundational studies established that size and complexity metrics correlate with defect-proneness and
can support risk-based quality assurance [15-17]. These works also showed that metric families (e.g., design
vs. code metrics) can influence performance to a similar extent as the learning algorithm itself [17]. Later
research highlighted the role of process metrics and the limitations of purely code-based metrics, including
stasis (repeatedly flagging the duplicate files) and limited portability across releases and projects [18].

Two recurring challenges dominate the defect prediction literature and remain highly relevant for
security settings: (i) class imbalance and (ii) evaluation realism. Extensive empirical studies show that class
rebalancing techniques such as the Synthetic Minority Over-sampling Technique (SMOTE) [19], which
generate artificial minority-class samples to rebalance training data, can improve recall, but may also
distort explanatory analyses. The benefits of these techniques depend on the learner and the metric family
used. Similarly, automated parameter optimization can substantially improve AUC but may alter variable
importance rankings and interpretability [20]. Beyond traditional ML, deep and hybrid approaches have
been investigated to capture non-linear interactions among metrics and reduce imbalance/overfitting effects,
including autoencoder-ensemble strategies [21] and deep metric-driven models [22-25].
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2.2 Vulnerability Prediction and Detection Using ML/DL

Vulnerability prediction extends defect prediction by focusing on security-relevant outcomes. Recent
literature (2020-2024) reports a growing dominance of deep learning and hybrid pipelines (e.g., combining
static analysis signals with learned code representations), while also emphasizing persistent issues related
to dataset bias, label noise, and generalization across projects and time [26-28]. Recent empirical evalu-
ations have revealed significant limitations in the generalization capabilities of deep learning models for
vulnerability detection [29], while transformer-based approaches have been explored for fine-grained, line-
level prediction [30]. A key message from recent work is that evaluation protocols strongly shape observed
performance: improper separation or unrealistic settings can lead to overly optimistic conclusions [27].
Related work also highlights temporal shifts and distribution changes (concept drift) as important obstacles
for realistic vulnerability assessment [31].

Another important line of research focuses on improving data quality. Evidence suggests that latent
vulnerabilities (missed or delayed labels) can substantially affect training signals and measured performance;
enriching datasets (e.g., via SZZ-based strategies) can increase labeled instances and improve detection
performance [32]. For handling severe imbalance, recent approaches go beyond SMOTE and explore more
advanced generation strategies (e.g., GAN-based oversampling) to improve minority recall under strong
skew [33].

2.3 Security Bug Prediction and Empirical Security Studies

Empirical studies have investigated how security bugs differ from other defects in triage and evolution.
Security-related bugs are often addressed faster and involve more developers and files [2]. Other large-
scale analyses emphasize that vulnerabilities and general bugs are related but distinct phenomena [14].
Metric-based analyses of large systems, notably Mozilla, suggest that complexity and size metrics signal
vulnerability-prone code. However, results may exhibit high false negatives depending on the setting [1,11].
Other studies report that while metrics can help identify buggy functions, strong correlations with security
bugs can be elusive in smaller or heterogeneous settings [12].

Recent work increasingly leverages ML/DL on natural codebases and commit-level signals. For example,
commit-focused ML combined with static analyzer signals has been used to predict vulnerability-fixing
commits [34], while fine-grained vulnerability detection has been explored using learned representations on
natural codebases (e.g., Python) [35]. Studies also report that gradient-boosted models, such as XGBoost,
can be strong baselines for vulnerability prediction using static metrics, although cross-project transfer
remains challenging [13]. In parallel, domain knowledge injection (e.g., CWE knowledge graphs) has been
proposed to strengthen security bug report prediction [36], and large-scale classifications of security bugs
highlight memory and input-validation issues as frequent root causes [37]. Finally, recent evidence shows
that static analyzers may suffer from low precision/recall in practice, motivating complementary ML-based
risk prioritization approaches [38,39].

2.4 Comparative Positioning of This Study

To explicitly position our work with respect to representative studies, Table | summarizes key dimen-
sions, including task scope, analysis granularity, dataset scale and diversity, validation strategy, and whether
actionable thresholds are derived. Overall, recent literature converges on three persistent challenges in
security bug and vulnerability prediction: (i) noisy or incomplete labeling, (ii) severe class imbalance,
and (iii) limited generalization across ecosystems, programming languages, and time [27,32]. Our study
addresses these challenges by conducting a large-scale, multi-ecosystem empirical investigation at the file-
level, combining multiple feature-importance techniques with statistical analysis and adopting a time-series
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validation strategy to reduce temporal information leakage. Unlike approaches that rely primarily on learned
code representations, our metric-driven approach remains lightweight and directly actionable, enabling
threshold-based risk screening and prioritization in CI/CD workflows.

Table 1: Comparison of this study with representative related work on security bug prediction.

Study Year  Data Unit/Size Ecosystems Languages  Features/Signals ML Models Validation  Thresholds
Shin & . . . Code complexity - Cross-
Williams [11] 2008 1 project Mozilla JavaScript metrics Statistical validation No
Alvesetal [12] 2016 5 projects Mixed OSS C, Java Quality metrics ngr:ll;l:;:n Statistical No
Size & 10-fold
1 ML (DT, RE,
Clemente 2018 3 projects Mozilla Multiple complexity (DT, R Cross- No
etal. [1] . NN) 1
metrics validation
Kalouptsoglou 2020 4 projects PHP applications PHP Software metrics DL + ML Cr()-ss— No
etal. [40] project
Token Cross-
VUDENC [35] 2022 1009 commits GitHub Python embeddings + LSTM L No
. validation
metrics
Ganesl‘l 2022 2 projects Apache Java Static C,Ode XGBoost Cro.s > No
etal. [13] metrics version
MaShh,a fil 2024 2 datasets Defects4] Java Code metrics Multiple C'ros§— No
etal. [38] validation
Fehrer 2024 1821 commits 0SS Multiple ~ Staticanalyzers + - Stacking/ Cross- No
etal. [34] metrics Voting validation
Quality metrics Time-series
This study 2025 338,442 files 7 ecosystems Multiple naty 11 models Cross- Yes

(file-level) validation

Table 1 shows that most existing studies focus on a single ecosystem, a limited number of projects, or
commit-level analysis, and typically rely on random or cross-validation strategies. In contrast, our study
operates at the file-level across seven major ecosystems and adopts a time-series validation protocol to better
approximate realistic deployment scenarios. Moreover, unlike prior work that primarily reports predictive
performance, we derive actionable metric thresholds that support practical risk screening and prioritization
in software development workflows.

3 Methodology

This section presents the design of our empirical study following the Goal-Question-Metric (GQM)
approach [41]. We first introduce the research questions that guide our work, then describe the study context
and subject systems, and finally outline the data collection and preparation procedures. Fig. I shows an
overview of the methodology steps followed during this study.

3.1 Research Questions

The overall goal of this study is to examine how file-level software quality metrics relate to the presence
of security bugs and to assess whether these metrics can support early detection through machine learning.
From the perspective of software developers and security practitioners, the study aims to provide actionable,
metric-driven signals that help prioritize code review and security testing effort during development.
Following the Goal-Question-Metric (GQM) approach, we formulate three research questions.
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Figure 1: An overview of the methodology.
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RQ1. Which specific quality metrics are most strongly correlated with predicting security bugs?

The objective of RQI is to identify a subset of metrics that contribute the most to distinguishing
buggy from non-buggy files. This provides a first indication of which aspects of code structure and
complexity are most relevant from a security perspective. Understanding which code quality metrics are
most strongly associated with security bugs enables developers to focus on the most critical indicators of
potential vulnerabilities.

RQ2. Do specific ranges or threshold values of these metrics correspond to significantly higher security-
bug likelihood?

By comparing the distributions of metric values across buggy and clean files, RQ2 aims to identify
critical ranges where the probability of a security issue increases significantly. Such thresholds could be
integrated into quality gates or static analysis tools. Beyond determining which metrics matter, developers
need concrete threshold values that signal elevated risk. Establishing these thresholds enables proactive alerts
when code quality degrades to dangerous levels, allowing intervention before vulnerabilities are exploited.

RQ3. How accurately can machine learning models predict security bugs using software quality metrics?

Here, the goal is twofold: (i) to assess whether classification models can effectively discriminate between
buggy and non-buggy files and (ii) to compare a set of representative machine learning algorithms in terms
of standard evaluation metrics, with particular emphasis on recall in a highly imbalanced security context.
If machine learning models can accurately predict security bugs based on quality metrics, they can be
integrated into development workflows to provide automated security assessments. This question evaluates
the practical feasibility of ML-based security bug prediction.

Together, these three questions form a coherent pipeline: RQ1 identifies the most informative metrics,
RQ2 examines their value ranges and statistical properties, and RQ3 evaluates their practical usefulness as
features in predictive models.

3.2 Study Context and Subject Systems
3.2.1 Ecosystem Selection Criteria

The study is conducted in the context of open-source software, where both vulnerability reports and
code histories are publicly available. We selected open-source software ecosystems rather than individual
projects to ensure:

o Diversity: coverage of multiple programming languages (Java, JavaScript, Python, PHP, C, etc.).
o Scale: large sample sizes for robust statistical analysis.

«  Relevance: real-world security vulnerabilities documented in established databases.

o Reproducibility: publicly available data and well-maintained version control histories.

We rely on the Open Source Vulnerabilities (OSV) database” as our primary source of security advisories
to collect ecosystems that meet the following inclusion criteria:

1. Availability of documented security vulnerabilities with commit-level references.
2. Active maintenance with a substantial development history.

3. Diverse package sizes (from hundreds to millions of lines of code).

4. Supported by major package management platforms.

zhttp\: /Josv.dev/
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3.2.2 Selected Ecosystems and Projects

We apply three inclusion criteria: (i) OSV must support the ecosystem with a sufficient number of
reported security bugs, (ii) projects must be hosted in Git-based repositories with accessible commit histo-
ries, and (iii) the selected platforms should contribute to linguistic and technological diversity, ensuring that
results generalize beyond a single language or domain. Based on these criteria, we retain seven ecosystems:
GHSA (GitHub Security Advisories), PyPI, npm, Packagist, Maven, NuGet, and OSS-Fuzz. These ecosystems
cover a broad range of programming languages (e.g., Python, JavaScript, PHP, Java, NET) and software types
(libraries, frameworks, tools, and infrastructure components), collectively representing a significant portion
of the modern open-source software stack. Within the selected ecosystems, we focus on security bugs, for
which OSV provides a link to a specific version-control commit that fixes the vulnerability. This constraint
is essential to retrieve the exact source code context before and after the fix. For each ecosystem, we query
OSV and filter advisories that contain at least one GitHub commit reference.

Brief descriptions of each ecosystem:

1.  OSS-Fuzz: A Google initiative using continuous fuzzing to discover vulnerabilities in critical open-
source projects automatically. It collaborates with the OSV platform to disclose security bugs it finds.

2. GHSA (GitHub Security Advisory Database): Launched in 2019 to centralize security vulnerability
management across GitHub-hosted projects. It enables maintainers to report vulnerabilities confiden-
tially and publish advisories after patches are released.

3. PyPI (Python Package Index): The official repository for Python packages, established in 2003. As
one of the oldest package ecosystems, it manages millions of packages and has an extensive history of
vulnerability tracking.

4. Packagist (Composer): The primary PHP package repository launched in 2012, essential for modern
PHP web application development and security.

5. npm (Node Package Manager): Introduced in 2010, npm is the most extensive package ecosystem,
serving the JavaScript/Node.js community. Its modular architecture makes it particularly important for
security research.

6. NuGet: The official package manager for .NET development, established in 2011, covering C#, F#, and
Visual Basic projects.

7. Maven: A Java project management and build tool ecosystem launched in 2002, widely used in enterprise
Java development.

Across these seven ecosystems, we identify 7685 confirmed security bugs for which fixing commits
are available. These bugs are distributed across several open-source projects in different ecosystems. In this
study, we adopt a more precise terminology: an ecosysterm denotes a package management or vulnerability-
reporting platform (such as PyPI or GHSA), whereas a project denotes a specific software repository hosted
within one of these ecosystems. The final dataset aggregates file-level information from all projects that
appear in at least one security-fixing commit in these seven ecosystems.

3.2.3 Dataset Overview

For each confirmed security bug, we retrieve the associated fixing commit. All files modified in that
commit are considered part of the fix and are therefore labeled as buggy. To better characterize the context
in which these fixes occur, we also include all other source files from the corresponding repository snapshot,
which are not directly involved in the fix and are treated as non-buggy at that time. The final dataset comprises
338,442 file-level observations drawn from the seven ecosystems. Each observation corresponds to a specific
source-code file, possibly in multiple versions (for example, before and after a fixing commit).
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Table 2 presents the distribution of files per ecosystem; this distribution reflects both the intensity of
vulnerability reporting and the size of the underlying code bases in each ecosystem.

Table 2: Selected software ecosystems and security bug distribution.

Ecosystem Total Files Buggy Files Percentage Buggy (%) PrimaryLanguages Year Established

OSS-Fuzz 129,129 16,109 12.48 C, C++, Various 2016
GHSA 100,783 9052 8.98 Multi-language 2019
PyPI 51,645 4024 7.79 Python 2003
Packagist 19,960 2274 11.39 PHP 2012
npm 19,188 552 2.88 JavaScript 2010
NuGet 8985 750 8.35 NET/C# 2011
Maven 8752 533 6.09 Java 2002
Total 338,442 33,294 9.84

When available, we extract two versions of each file: the pre-patch version (before the fixing commit)
and the post-patch version (after the fixing commit), as well as comparable versions for non-buggy files.
These versions are later used to compute quality metrics and to construct the prediction dataset. As expected
in a security context, the proportion of buggy files is relatively low across ecosystems, typically below 15%
and as low as 2.88% in some cases, confirming that the resulting dataset is highly imbalanced. We address
this through SMOTE oversampling [42] applied exclusively to training data (detailed in Section 3.3.3):

o 33,294 buggy files (9.84%): Files confirmed as containing security vulnerabilities.
o 305,148 non-buggy files (90.16%): Files from the same projects without confirmed security issues.

Each file is characterized by:

o 25 quality metrics (detailed in Section 3.3.2).
o Metadata: commit date, commit SHA, file path, ecosystem, extension, source (pre/post-commit).
o  Target variable: Binary indicator (buggy = 1, non-buggy = 0).

Date Range: Security bugs span from 29 June 2005 to 07 May 2022, providing 17 years of security
vulnerability data.

3.3 Data Collection and Preparation
3.3.1 Security Bug Identification

A rigorous multi-stage process is used to identify and validate security bugs, comprising five steps
designed to improve labeling reliability while preserving dataset scale.

Step 1: advisory collection. We query the OSV API for each of the seven ecosystems and retrieve
all security advisories containing structured metadata such as vulnerability descriptions, severity ratings,
affected versions, and references. We retain only advisories that include at least one reference to a GitHub
commit fixing the vulnerability, resulting in 8247 advisory-commit pairs.

Step 2: commit-level Mapping. For each advisory, we clone the corresponding repository and retrieve
the complete diff associated with the fixing commit. All files modified in that commit are initially flagged as
potentially security-relevant, yielding 41,892 candidate buggy files.

Step 3: automated Filtering. To reduce labeling noise caused by files incidentally modified alongside
security fixes, three automated filtering mechanisms are applied. (i) Diff-based analysis: files are retained
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only if the diff contains substantive code changes (i.e., additions or deletions of executable statements). Files
involving only whitespace, comments, import reordering, or empty line changes are excluded. (ii) Commit
message validation: commit messages are automatically scanned for security-related terms (e.g., security,
vulnerability, CVE, exploit, fix, patch), increasing confidence that retained commits correspond to genuine
security fixes. (iii) File-type filtering: non-source files unlikely to contain exploitable security bugs, such as
documentation, configuration files, test code, build artifacts, and static assets, are excluded.

Collectively, these automated filters remove approximately 12% of the initially flagged candidate files,
yielding a refined set of security-relevant buggy file candidates.

Step 4: contextual File Collection. For each security-fixing commit, we collect all other source files
from the same repository at the pre-fix commit state. Files not modified by the fixing commit are treated as
non-buggy instances for that snapshot, ensuring that buggy and non-buggy files share the same project and
temporal context.

Step 5: manual Validation. To assess the reliability of the automated labeling process, we manually
inspected a random sample of 769 security advisories and their corresponding security-fixing commits
(approximately 10% of the dataset), spanning all seven ecosystems. Each sampled case was reviewed to verify
whether the referenced commit genuinely addressed a security-relevant issue and whether the modified
files contained security-related code changes. This validation confirmed that 724 cases (94.2%) clearly
corresponded to security fixes, while 31 cases (4.0%) were considered borderline (e.g., defensive hardening
or security-related refactoring without a clearly exploitable flaw). Fourteen cases (1.8%) were identified as
incorrectly labeled and were removed from the dataset before analysis. The resulting estimated labeling error
rate of approximately 1.8% indicates that residual noise is limited. Importantly, this noise is conservative:
potential mislabeling primarily corresponds to non-security changes being included as buggy files (false
positives), which would attenuate observed differences between buggy and non-buggy files rather than
artificially inflate them. Consequently, the reported associations between quality metrics and security bugs
are likely to represent a conservative lower bound on the true effect.

Overall, while commit-level labeling may still introduce limited noise due to auxiliary files modi-
fied during security patches, this approach follows widely adopted practices in vulnerability prediction
research and provides a scalable, reproducible, and empirically validated mechanism for extensive multi-
ecosystem analysis.

3.3.2 Quality Metrics Extraction

We use the SciTools Understand” static analysis tool to compute software quality metrics at the file-level.
Understand is a widely used static analysis tool in software engineering research [43] that supports multiple
programming languages and provides consistent metric definitions across languages [44]. For each source
file in our dataset, whether buggy or non-buggy, we invoke Understand from the command line and extract
the complete set of metrics supported for the corresponding language. The tool produces individual CSV
files per project, which we then merge into a single data file.

In total, Understand provides 40 metrics” across all considered languages, including various measures
of size (e.g., lines of code), complexity (e.g., cyclomatic metrics), and structural information (e.g., counts
of declarations and statements). However, since our dataset spans multiple programming languages, not all
metrics are defined uniformly across languages. To ensure comparability, we retain only the 25 metrics that

3 https://scitools.com/
https://support.scitools.com/support/solutions/articles/70000582223-what-metrics-does-understand-have-
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are common to all languages and consistently supported across ecosystems. Table 3 organizes these metrics
into three categories.

Table 3: The 25 quality metrics.

Category 1: Code Lines Metrics (10 metrics)

CountLineComment Total comment lines
CountLineBlank Total blank lines
CountLine Total lines of code
CountLineCode Total executable code lines
AvgLineComment Average comment lines per function

AvgLine Average lines per function
AvgLineCode Average code lines per function
AvgLineBlank Average blank lines per function
RatioCommentToCode Ratio of comment to code lines

Category 2: Cyclomatic Complexity Metrics (9 metrics)

SumCyclomatic Sum of cyclomatic complexity
SumCyclomaticModified Sum of modified cyclomatic complexity
SumCyclomaticStrict Sum of strict cyclomatic complexity
AvgCyclomatic Average cyclomatic complexity
AvgCyclomaticModified Average modified cyclomatic complexity
AvgCyclomaticStrict Average strict cyclomatic complexity
MaxCyclomatic Maximum cyclomatic complexity
MaxCyclomaticModified Maximum modified cyclomatic complexity
MaxEssential Maximum essential complexity

Category 3: Code Structure Metrics (6 metrics)

CountDeclClass Number of class declarations
CountDeclFunction Number of function/method declarations
CountStmt Total number of statements
CountStmtExe Number of executable statements
CountStmtDecl Number of declaration statements
MaxNesting Maximum nesting level

The resulting dataset contains, for each file: (i) the 25 selected quality metrics, (ii) a binary target variable
“buggy”, indicating whether the file is involved in a security bug (1) or not (0) and (iii) several metadata
attributes, including the file path, ecosystem, commit date and commit identifier, as well as the source version
(pre-commit or post-commit).

3.3.3 Data Balancing Strategy

As indicated by the distribution of buggy files across ecosystems, the proportion of buggy files is
substantially lower than that of non-buggy files. Training machine learning models directly on such
imbalanced data typically leads to classifiers that favor the majority class and achieve misleadingly high
accuracy while performing poorly on the minority class, which is precisely the class of interest in our
context [42].
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To mitigate this issue, we introduce a binary target variable, “buggy”, that takes the value 1 when a file is
associated with a security bug and 0 otherwise. We then apply oversampling techniques to the minority class
during model training. Specifically, we compare three standard methods: naive random oversampling’, the
Synthetic Minority Over-sampling Technique® (SMOTE), and ADASYN'. All three techniques assume that
predictors are numerical; this assumption holds in our case, since the 25 retained metrics are continuous or
integer-valued.

In our experiments, SMOTE consistently provides the best balance between preserving the original
data distribution and improving model performance. SMOTE generates synthetic minority examples by
interpolating between existing buggy instances in the feature space, which reduces overfitting compared
to simply duplicating examples. Importantly, resampling is applied only to the training folds during cross-
validation. The validation and test folds remain untouched and reflect the original class distribution, thereby
providing an unbiased estimate of the generalization performance.

While SMOTE is an effective and widely used technique for mitigating class imbalance, its use may
influence model generalization by introducing synthetic instances that can smooth decision boundaries.
In particular, oversampling-based methods may reduce variance at the cost of potentially obscuring rare
but meaningful patterns present in the minority class. To mitigate these risks, oversampling in our study
is applied strictly within training folds, while validation and test sets preserve the original class distri-
bution, thereby avoiding information leakage and overly optimistic performance estimates. Nevertheless,
alternative imbalance handling strategies could also be considered. Cost-sensitive learning, for example,
directly incorporates class imbalance into the loss function, while ensemble-based approaches or under-
sampling techniques may reduce reliance on synthetic data. We selected SMOTE as the pragmatic baseline
in this study due to its simplicity, reproducibility, and frequent use in prior security and defect prediction
studies. A systematic comparison of imbalance-handling strategies and their impact on generalization across
ecosystems represents a vital direction and is further discussed in the Threats to Validity section.

4 Analysis Methods

This section details the specific analytical techniques employed to answer each research question.

4.1 RQI Feature Importance Analysis

To address RQI, we investigate which quality metrics are most strongly associated with the presence
of security bugs. We analyze feature importance by applying five complementary feature-selection or
importance-estimation techniques to the entire combined dataset (all ecosystems).

First, we fit a Linear Regression and a Logistic Regression model, with the “buggy” variable as
the dependent variable and the 25 quality metrics as predictors. In both cases, the absolute values of
the regression coeflicients indicate feature importance, with larger magnitudes corresponding to stronger
associations with the target. We used two approaches, “Extra Trees Classifier Learning” and “Scott-Knott
ESD™ to identify the importance of features, i.e., the quality metrics that may have the highest impact
on the appearance of security bugs. These approaches combine predictions from multiple decision trees to
effectively select the more informative features from the datasets [45]. Moreover, we analyzed the correlation
between these quality metrics using Pearson’s correlation measurement [46,47].

Shttps:r'/’machinslearning]nastm‘y((m1,’mndom—a)\'crmmpling—and—undersampling—fm‘—imba]anced—dassiﬁmtinn/

https://machinelearningmastery.com/smote-oversampling-for-imbalanced-classification/
7l]ttp>:ﬂ/\\'\\'\\nl\’uggle.cnmr're>idsntmnrin,’m'ermmpli11g—\\'ith—>mnte—nnd—;1d;1>yn
811ttps‘:r’r’\\'\\'\\'.gccl\'sﬂ»rgccl\’s.twl‘g,’ml—cxn*u—trcc—cl;1»iﬁcr—tm'—fmtu1"c—>clcctinn,’
9https:/’,’github,mmr'l\'l.linﬂ)/'Smtt[\'nuttLSL)


https://machinelearningmastery.com/random-oversampling-and-undersampling-for-imbalanced-classification/
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https://www.kaggle.com/residentmario/oversampling-with-smote-and-adasyn
https://www.geeksforgeeks.org/ml-extra-tree-classifier-for-feature-selection/
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Second, we train an XGBoost classifier and extract its internal feature importance scores, which are
based on the gain in the objective function produced by splits on each feature across all trees in the ensemble.

Third, we compute the ANOVA F-score for each metric. In this context, the F-score measures
the ratio of between-class variance to within-class variance for each feature. A higher F-score indicates
that the distribution of the metric differs substantially between buggy and non-buggy files, making it
more discriminative.

Finally, we employ the Boruta algorithm [48], which is a wrapper method built on top of Random
Forests. Boruta creates shadow copies of the original features by shuffling their values, trains a Random
Forest on the extended feature set, and iteratively compares the importance of each fundamental feature
to the maximum significance of the shadow features. Features that consistently outperform their shadow
counterparts are deemed necessary.

For each method, we rank the metrics by their importance scores, then compute the intersection of the
top-10 metrics across methods to identify a stable subset of highly influential quality metrics. Additionally,
we calculate Pearson correlation coefficients between all metric pairs and between each metric and the target
variable. This reveals both:

o Which metrics are most associated with security bugs.
o  Which metrics are highly correlated with each other (potential redundancy).

4.2 RQ2 for Statistical Analysis of Metric Values

For RQ2, we investigate whether specific ranges or thresholds of selected metrics are associated with a
higher probability of a file being buggy. We focus on the subset of metrics that emerge as consistently crucial
in the RQI analysis. For each of these metrics, we compute descriptive statistics separately for buggy and
non-buggy files, including mean, standard deviation, minimum, maximum, median, and the first and third
quartiles (Q1 and Q3). We then generate density and box plots to compare the distributions of metric values
between the two groups. Density plots show the probability distributions of metric values for both classes,
revealing differences in distribution shapes, and box plots display quartiles, medians, and outliers, providing
an intuitive comparison of central tendency and spread. To statistically validate the observed differences, we
apply the non-parametric Mann-Whitney U test [49], which assesses whether two independent samples are
drawn from the same distribution. We choose this test as it is a popular nonparametric one used in several
previous works in bug and software analysis to test whether two samples are likely to derive from the same
population (i.e., that the two populations have the same shape) [50,51]. This test is appropriate for our data,
as it does not assume normality and only requires independent observations. To avoid dominance of the
majority class, we first perform random undersampling of non-buggy files to obtain a balanced sample and
then draw a random subset of this balanced data for the test. For each metric, we test the null hypothesis that
the distributions of values for buggy and non-buggy files are equal, against the alternative that they differ.

Test Details:

o Null Hypothesis (Hy): The distributions of metric values are identical for buggy and non-buggy files.
o Alternative Hypothesis (H;): The distributions differ significantly.
o  Significance level: « = 0.05 (95% confidence).
o Test choice rationale: Mann-Whitney U is a non-parametric test appropriate for our data because:
- It does not assume normal distribution.
- Itis robust to outliers.
— It tests whether two independent samples come from the same distribution.
- Itis widely used in software engineering research [50,51].
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4.3 RQ3: Machine Learning Models

To address RQ3, we evaluate the ability of various machine learning models to predict whether a
given file is buggy solely from its quality metrics. We consider eleven widely used classification algorithms:
k-Nearest Neighbors, Decision Trees, Random Forests, Multi-layer Perceptron, AdaBoost, XGBoost, Naive
Bayes, Quadratic Discriminant Analysis (QDA), Support Vector Machines with linear and Gaussian kernels,
and Logistic Regression:

k-Nearest Neighbors (KNN): Instance-based learning (k = 3).

Decision Tree: Single tree classifier (max_depth = 3).

Random Forest: Ensemble of decision trees (n_estimators = 10, max_depth = 3).
Multi-layer Perceptron (MLP): Neural network (activation = “relu’, solver = “adam”).
AdaBoost: Boosting ensemble (n_estimators = 50).

XGBoost: Gradient boosting (default parameters).

Naive Bayes: Probabilistic classifier.

Quadratic Discriminant Analysis (QDA): Gaussian classifier.

Support Vector Machine (Linear): Linear kernel SVM.

Support Vector Machine (RBF): Gaussian kernel SVM.

Logistic Regression: Linear probabilistic classifier.

NN e R e o
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Table 4 presents the hyperparameter configurations for each algorithm.

Table 4: Machine Learning Hyper-parameters.

ML algorithm Hyper-parameters

k-Nearest Neighbors Number of neighbors = 3
Decision Tree max_depth =3
Random Forest max_depth = 3, n_estimators = 10, max_features = 1
Multi-layer Perceptron activation = relu, solver = adam, alpha = 1, batch_size = auto
AdaBoost n_estimators = 50
Naive Bayes priors = None, Var_srnoothing =1e-09
QDA priors = None, reg_param = 0.0, store_covariance = False, tol = 0.0001
SVM (Linear) kernel = linear
SVM (RBF) kernel = rbf
Logistic Regression random_state = 0, solver = lbfgs, max_iter = 100

We adopt a time-series cross-validation strategy with five folds. In each fold, the data is partitioned
chronologically so that training is performed on earlier commits and validation on later ones, thereby
mimicking a realistic prediction scenario and avoiding information leakage from the future to the past.
Within each training fold, we apply SMOTE [42] to balance the classes, as described previously. The
validation and final test sets retain the original class distribution.

Model performance is assessed using six evaluation metrics: Accuracy, Precision, Recall, Fl-score,
Matthews Correlation Coefficient (MCC), and the Area Under the ROC Curve (ROC AUC). Accuracy
provides a global view of the proportion of correctly classified instances, but can be misleading under strong
class imbalance. Precision and Recall capture, respectively, the proportion of predicted buggy files that are
truly buggy and the proportion of truly buggy files that are correctly identified. The Fl-score combines
both into a single harmonic mean. MCC provides a more balanced summary statistic that accounts for
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all four entries of the confusion matrix and is robust to class imbalance. Finally, the ROC AUC measures
the model’s discriminative power across all possible decision thresholds. Each evaluation metric provides
different insights (Where: TP = True Positives, TN = True Negatives, FP = False Positives, FN = False
Negatives):

1. Accuracy: Overall proportion of correct predictions.

. TP+ TN
ccuracy =
Y TP+ TN+FP+FN

Note: Can be misleading with imbalanced data.
2. Precision: Proportion of predicted bugs that are actual bugs.

TP

Precision = ———
TP + FP

Interpretation: Low precision means many false alarms.
3. Recall (Sensitivity): Proportion of actual bugs that are detected.

TP

Recall = ——
TP +FN

Interpretation: Low recall means missing real vulnerabilities. Critical for security applications.
4. F1-Score: Harmonic mean of precision and recall.

Precision x Recall

F1-Score = 2 x —
Precision + Recall

Balances precision and recall.
5.  Matthews Correlation Coeflicient (MCC): Balanced measure even with class imbalance.
TPx TN —-FPxFN

MCC =
/(TP +FP)(TP + FN)(TN + FP)(TN + FN)

Range: 1 (total disagreement) to +1 (perfect prediction).
6. ROC-AUC: Area under the Receiver Operating Characteristic curve.
o Measures ability to discriminate between classes across all thresholds.
« Range: 0.5 (random) to 1.0 (perfect).
o  Critical for security applications as it’s threshold-independent.

In security contexts, false negatives (missing real vulnerabilities) are more costly than false positives
(false alarms). Therefore, we prioritize Recall and ROC-AUC when evaluating model performance. High
recall ensures we detect most security bugs, even if it means investigating some false alarms.

Following best practices for data preprocessing, we:

Removed duplicate files (identical files across commits that remained unchanged).
Verified data types and handled missing values (none found).

Applied SMOTE only to training folds (not test data).

Maintained temporal ordering throughout all processing steps.

LI
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5 Results and Discussion

In this section, we present and discuss the results obtained for each research question. For each RQ,
we first report the quantitative findings and then discuss their implications. We conclude with an overall
summary of the main findings.

5.1 RQI: Quality Metrics Correlation with Security Bugs

Research Question: Which specific quality metrics are most strongly correlated with predicting security
bugs?

5.1.1 Results

The feature importance analyses reveal a consistent pattern across the five methods. Although each
technique ranks metrics according to its own criterion, several metrics recur among the top-ranked features.

By intersecting the top-10 metrics obtained from Linear Regression, Logistic Regression,
XGBoost, ANOVA F-score, and Boruta, we identify six metrics that are consistently highlighted as
necessary: CountStmtExe, SumCyclomatic, SumCyclomaticModified, AvgCyclomatic
Modified, CountDeclClass, and the categorical variable extension, which encodes the
programming language or file type. These metrics describe, respectively, the number of executable statements
in a file, different variants of cyclomatic complexity, and the number of class declarations. Tables 5-9 present
the ranked importance of all 25 quality metrics according to each method. Specifically, Table 5 shows
Linear Regression coefficients, Table 6 reports XGBoost feature importance scores, Table 7 presents Logistic
Regression coeflicients, Table 8 displays ANOVA F-scores and Table 9 summarizes Boruta algorithm results.

Table 5: Feature importance using Linear Regression coefficients.

Rank Metric Coefficient
1 CountStmtExe 8.2
2 CountDeclClass 75
3 AvgLineBlank 6.6
4 Extension 6.3
5 CountStmtDecl 3.2
6 CountDeclFunction 2.3
7 AvgCyclomaticModified 1.8
8 Ecosystem 1.5
9 MaxEssential 1.4
10 MaxNesting 1.4

Note: Positive coeflicients indicate positive correlation with security bugs; negative coeflicients indicate negative
correlation. Full table available in Availability of Data and Materials.

Table 6: Feature importance using XGBoost classifier.

Rank Metric Importance Score
1 CountDeclClass 0.466
2 CountStmtExe 0.126
3 Extension 0.076

(Continued)
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Table 6 (continued)

Rank Metric Importance Score
4 SumCyclomatic 0.041
5 MaxNesting 0.030
6 SumCyclomaticModified 0.016
7 AvgCyclomaticModified 0.016
8 AvgLine 0.013
9 CountStmt 0.013
10 AvgCyclomatic 0.012

Note: XGBoost importance scores sum to 1.0. Higher scores indicate greater contribution to prediction accuracy.

Table 7: Feature importance using Logistic Regression coeflicients.

Rank Metric Coeflicient
1 CountStmtExe 6.244
2 SumCyclomatic 2.672
3 CountStmtDecl 2.317
4 SumCyclomaticModified 1.969
5 AvgCyclomaticModified 1.687
6 MaxNesting 0.481
7 Extension 0.442
8 CountDeclClass 0.426
9 AvgLineBlank 0.198

10 MaxEssential 0.140

Note: Coeflicients represent log-odds ratios for the binary classification of security bugs.

Table 8: Feature importance using F-score (ANOVA F-statistic).

Rank Metric F-Score
1 CountStmtExe 47,332.3
2 CountDeclClass 9278.3
3 SumCyclomatic 8828.3
4 SumCyclomaticModified 72575
5 MaxEssential 6788.4
6 Extension 4174.5
7 CountStmtDecl 3910.1
8 AvgCyclomaticModified 3784.1
9 CountLine 3124.5

10 CountLineBlank 2258.5

Note: F-score measures the ratio of between-group to within-group variance. Higher scores indicate better separation
between buggy and non-buggy files.
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Table 9: Feature importance using Boruta algorithm.
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Rank Metric Status
1 CountStmtExe Confirmed
2 SumCyclomaticModified Confirmed
3 SumCyclomatic Confirmed
4 AvgLineCode Confirmed
5 CountDeclClass Confirmed
6 AvgCyclomaticModified Confirmed
7 Extension Confirmed
8 AvgCyclomaticStrict Confirmed
9 CountLine Confirmed
10 AvgCyclomatic Confirmed

Note: Boruta tests whether each feature performs better than random shadow features. All top-10 metrics were
confirmed to be significantly better than noise.

Table 10 synthesizes the top 10 features identified by each method. Despite different ranking mecha-
nisms, we observe strong consensus on several metrics.

Table 10: Top 10 features per feature selection method.

Method Top 10 Features (Ranked)
Linear CountStmtExe, CountDeclClass, AvgLineBlank, extension, CountStmtDecl,
Regression CountDeclFunction, AvgCyclomaticModified, Ecosystem, MaxEssential, MaxNesting
Logistic CountStmtExe, SumCyclomatic, CountStmtDecl, SumCyclomaticModified,
& . AvgCyclomaticModified, MaxNesting, extension, CountDeclClass, AvgLineBlank,
Regression .
MaxEssential
XGBoost CountDeclClass, CountStmtExe, extension, SumCyclomatic, MaxNesting,
SumCyclomaticModified, AvgCyclomaticModified, AvgLine, CountStmt, AvgCyclomatic
F-Score CountStmtExe, CountDeclClass, SumCyclomatic, SumCyclomaticModified, MaxEssential,
extension, CountStmtDecl, AvgCyclomaticModified, CountLine, CountLineBlank
CountStmtExe, SumCyclomaticModified, SumCyclomatic, AvgLineCode,
Boruta CountDeclClass, AvgCyclomaticModified, extension, AvgCyclomaticStrict, CountLine,

AvgCyclomatic

Analyzing the intersection of metrics appearing in the top 10 across all five methods, we identify six core
metrics consistently ranked highly:

Sl S

CountStmtExe (Executable statements count): ranked #1 or #2 in all methods.

CountDeclClass (Class declarations count): ranked between #1 and #8 across methods.
SumCyclomatic (Total cyclomatic complexity): ranked between #2 and #4 in four methods.
SumCyclomaticModified (Total modified cyclomatic complexity): ranked between #2 and #6 in
four methods.

5. AvgCyclomaticModified (Average modified cyclomatic complexity): ranked between #5 and #8 in

all methods.

6. Extension (File extension/programming language): ranked between #3 and #7 in all methods.
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This convergence across multiple feature selection techniques suggests that code size and control-flow
complexity are strongly associated with the presence of security bugs, regardless of the specific modeling
assumptions underlying each method. Other metrics, such as various line-count measures or declaration
counts, also appear as relevant in specific methods but do not show the same level of consistency.

5.1.2 Discussion

The results of RQI confirm and extend observations made in prior defect-prediction studies: larger and
more complex code units tend to be more prone to defects. In our context, the fact that cyclomatic complexity
metrics and the number of executable statements are consistently ranked among the most influential features
indicates that code structure is also a key factor in security-relevant defects. The consistent identification
of these six metrics across diverse feature selection methods provides strong evidence of their fundamental
relationship with security bugs. We interpret each metric as follows.

CountStmtExe (Executable Statements).

This metric’s dominant ranking across all methods (achieving the highest F-score of 47,332.3) indicates
that files with more executable statements are substantially more likely to contain security bugs. This
aligns with the intuition that larger, more complex code provides more opportunities for security-relevant
errors. Each additional executable statement represents a potential location for vulnerabilities such as input
validation failures, improper error handling, or unsafe operations.

CountDeclClass (Class Declarations).

The strong performance of the class declaration count suggests that files defining multiple classes exhibit
a higher security risk. This may reflect:

o architectural complexity in files mixing multiple class definitions,
o “god classes” or utility files that handle diverse responsibilities,
o poor separation of concerns, making security boundaries harder to maintain.

Cyclomatic Complexity Metrics (SumCyclomatic, SumCyclomaticModified, AvgCyclomaticModified).

The prominence of multiple cyclomatic complexity variants confirms established software engineering
principles: complex control flow increases the likelihood of vulnerabilities. High cyclomatic complexity
indicates:

o multiple execution paths requiring comprehensive security validation,

o  difficulty in reasoning about all possible states and transitions,

o increased cognitive load during code review, making vulnerabilities easier to overlook,
»  greater surface area for logic errors that can be exploited.

This finding is consistent with McCabe’s'’

correlates with security weaknesses.

research, which demonstrates that complexity directly

Extension (Programming Language).
The significance of the file extension indicates that security bug prevalence varies by programming
language. This likely reflects:

o  Language-specific vulnerability patterns (e.g., memory safety issues in C/C++, injection attacks
in PHP),
«  Different security practices and tool support across language communities,

10 http://www.mccabe.com/pdf/MoreComplexEqualsLessSecure-McCabe.pdf


http://www.mccabe.com/pdf/MoreComplexEqualsLessSecure-McCabe.pdf

20 Comput Mater Contin. 2026;87(3):12

« Inherent language characteristics (memory management, type systems, etc.).

The inclusion of extension among the essential features suggests that programming language
characteristics modulate how complexity and size translate into security risk. For instance, a given level of
cyclomatic complexity may pose greater security challenges in languages that heavily use dynamic features
or reflection. Conversely, statically typed languages with strict structural constraints may better tolerate the
same complexity level. While a detailed analysis of language-specific effects is beyond the scope of this paper,
the importance of extension indicates an interesting direction for future work.

The reason for employing multiple feature selection methods is that each technique has different
assumptions and biases:

« Linear/Logistic Regression: assumes linear relationships, sensitive to feature scaling.
«  XGBoost: captures non-linear interactions, ranks by prediction contribution.

o  F-Score: univariate analysis, evaluates each feature independently.

o  Boruta: accounts for feature interactions via Random Forest, robust to noise.

Developers and security practitioners should prioritize monitoring these six metrics during code review
and continuous integration:

Flag files with high executable statement counts for security review.
Scrutinize files defining multiple classes for architectural security issues.
Enforce cyclomatic complexity thresholds in coding standards.

L S

Apply language-specific security analysis tools appropriate to file extensions.

While these metrics show strong correlation, correlation does not imply causation. High complexity
may not directly cause vulnerabilities but rather indicates code characteristics that make vulnerabilities more
likely or harder to prevent. Additionally, these metrics are most useful in combination; no single metric
should be used in isolation for security assessment. Overall, RQI provides empirical evidence that a relatively
small subset of quality metrics accounts for most of the variance in security bugs. This subset forms the basis
for the more fine-grained analyses in RQ2 and for the feature set used in the predictive models of RQ3.

5.2 RQ2: Critical Thresholds for Quality Metrics

Research Question: Do specific values or thresholds of quality metrics indicate a higher probability of
security bug occurrence?

5.2.1 Results

To address RQ2, we analyze the distributions of the five most consistently important metrics identified
in RQ1 (excluding file extension, as it is categorical). We conducted a comprehensive statistical analysis
comparing the distributions of quality metrics between buggy and non-buggy files. Across all metrics, we
observe that the median values for buggy files are substantially higher than those for non-buggy files. For
example, the median number of executable statements (CountStmtExe) is 16 for non-buggy files and
54 for buggy files, that is, more than a factor of three. A similar pattern holds for SumCyclomatic
and SumCyclomaticModified. Density plots and box plots visually confirm that the distributions of
buggy and clean files differ markedly, with buggy files exhibiting heavier tails and greater concentration
in higher-value ranges. Table 11 presents detailed statistical measurements for five key metrics, computed
separately for files without security bugs (305,148 files) and files with security bugs (33,294 files).
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Table 11: Statistical measurements for key quality metrics.

Metric Measurement Non-Buggy Files Buggy Files Ratio (Buggy/Non-Buggy)

Count 305,149 33,294 -
Mean 96.02 192.41 2.00x%
Std Dev 646.47 1045.52 1.62x

Min 0.0 1.0 -

E

CountStmtExe 25% (Q1) 0.0 16.0 o0
Median 16.0 54.0 3.38x
75% (Q3) 70.0 130.0 1.86x
Max 88,818.0 72,885.0 0.82x

Count 305,149 33,294 -
Mean 41.98 91.78 2.19x%
Std Dev 523.73 603.12 1.15x%

Min 0.0 1.0 -

Cycl ti

SumCyclomatic 25% (Q1) 1.0 8.0 8.00x
Median 8.0 24.0 3.00x
75% (Q3) 29.0 56.9 1.96x
Max 121,890.0 22,705.0 0.19x

Count 305,149 33,294 -
Mean 40.49 88.34 2.18x
Std Dev 481.85 587.07 1.22x

Min 0.0 1.0 -

1 icModifi

SumCyclomaticModified 25% (QI) L0 8.0 8.00x
Median 8.0 23.0 2.88x
75% (Q3) 28.0 55.0 1.96x
Max 110,753.0 21,483.0 0.19x%

Count 305,149 33,294 -
Mean 4.23 15.25 3.61x
Std Dev 140.97 425.27 3.02x

Min 0.0 1.0 -

A 1 ticModified

vgCyclomaticModifie 25% (Ql) 1.0 1.0 1.00x
Median 1.0 3.0 3.00x
75% (Q3) 3.0 5.0 1.67 %
Max 21,181.0 21,161.0 1.00x

Count 305,149 33,294 -
Mean 1.14 2.78 2.44x
Std Dev 4.60 6.09 1.32x

Min 0.0 1.0 -

DeclCl

CountDeclClass 25% (Q1) 0.0 1.2 00

Median 0.0 2.0 00
75% (Q3) 1.0 2.6 2.60%

Max 335.0 333.0 0.99x
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To assess whether a single ecosystem drives the observed distribution shifts, we replicated the RQ2
analysis across individual ecosystems. For each ecosystem, we compared buggy and non-buggy files using
the same non-parametric statistical framework and descriptive statistics. Across all ecosystems, buggy files
consistently exhibit higher values for the most influential metrics, particularly executable statement count
and cyclomatic complexity measures. While absolute metric values differ due to language conventions
and project characteristics, the relative differences between buggy and non-buggy files remain stable. This
consistency indicates that the relationship between structural code properties and security bugs is not
confined to a specific language or platform. Table 12 shows that the median ratios between buggy and non-
buggy files exceed one across all ecosystems for the most discriminative metrics. The magnitude of these
ratios varies depending on ecosystem characteristics. For instance, ecosystems that rely on low-level or
strongly typed languages (e.g., OSS-Fuzz and NuGet) exhibit more pronounced ratios. In contrast, dynamic-
language ecosystems such as npm show more moderate differences. These variations reflect language-specific
development practices rather than contradictions of the general trend.

Table 12: Per-ecosystem median ratios for key metrics (buggy vs. non-buggy).

Ecosystem Primary language CountStmtExe SumCyclomatic AvgCyclomaticModified

GHSA Mixed 2.65x 2.30x 2.00x
Maven Java 2.68x% 2.67x 2.00x
NuGet NET (C#) 125.00x 25.50x% 4.00x
OSS-Fuzz C/C++ 15.67x 6.25x% 4.00%
Packagist PHP 2.39x 2.00x 2.00x
PyPI Python 2.21x 1.94x 2.00x
npm JavaScript 1.63x 1.46x 1.00x

Note: Median ratios greater than one across all ecosystems indicate that buggy files are consistently larger and more
complex than non-buggy files, despite ecosystem-specific variations in magnitude.

The exceptionally high median ratio observed for NuGet (125x) in Table 12 is primarily driven by
a near-zero denominator effect rather than by an intrinsically stronger separation between buggy and
non-buggy files. In the NuGet ecosystem, the median value of CountDeclClass for non-buggy files
is zero, while the corresponding median for buggy files is one. As a result, even a minimal absolute
difference produces a mathematically large multiplicative ratio. This reflects a simple, interpretable structural
characteristic of .NET projects: files that declare at least one class are substantially more likely to be
involved in security-fixing commits than files that declare none. Importantly, this pattern is consistent with
observations in other ecosystems for CountDec1Class, albeit with less extreme ratios due to higher non-
buggy medians. We therefore caution against interpreting the 125x ratio as a universal amplification effect
and emphasize that absolute metric values and threshold-based indicators provide a more robust basis for
cross-ecosystem comparison.

It is important to note that ecosystem-specific ratios (Table 12) describe relative distributional shifts
within individual ecosystems, whereas effect sizes (Table 13) quantify the global strength of these differences
across the full dataset.

To further assess the generalizability of our findings, we examined ecosystem-specific patterns using
two complementary perspectives. First, distribution-based analyses confirmed that key metrics consistently
differentiate buggy from non-buggy files across all ecosystems. Second, we assessed the robustness of
the global prediction model when applied to ecosystem-specific subsets, reflecting a realistic deployment
scenario in which a single trained model is used for heterogeneous projects.
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Table 13: Mann-Whitney U test results with effect sizes (RQ2).

Metric U-statistic p-value Effect size (r,p) Magnitude
CountStmtExe 6.87 x 10’ <le-16 0.35 Medium
SumCyclomatic 6.89 x 10° <le-16 0.36 Medium

SumCyclomaticModified 6.88 x 10° <le-16 0.36 Medium
AvgCyclomaticModified 7.10 x 10° <le-16 0.40 Medium
CountDeclClass 8.32 x 10° <le-16 0.64 Large

Note: Effect size is reported as rank-biserial correlation (r,;). Guidelines: |r| ~ 0.1 (small), ~ 0.3 (medium), > 0.5 (large).

While predictive performance may vary due to ecosystem-specific characteristics such as language
diversity and class imbalance, the model maintains robust performance across ecosystems. These observa-
tions indicate that the identified relationships between software quality metrics and security bugs generalize
beyond individual languages or platforms, and suggest that ecosystem-aware calibration may further
enhance practical effectiveness.

Key observation: Across all five metrics, the median values for buggy files are consistently between 2.88x
and 3.38x higher than for non-buggy files (excluding CountDec1Class where the ratio is undefined due
to zero median for non-buggy files).

Figs. 2-6 present density plots comparing the distribution of metric values between buggy (red curve)
and non-buggy (green curve) files.
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Figure 2: Class-level complexity and security bugs (CountDeclClass).
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Figure 3: Aggregate control-flow complexity and security bugs (SumCyclomatic).
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Figure 4: Modified cyclomatic complexity and security bugs (SumCyclomaticModified).
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Figure 5: Average function complexity and security bugs (AvgCyclomaticModified).
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Figure 6: Executable code size and security bugs (CountStmtExe).

The density plot reveals:

«  Non-buggy files: strong concentration at 0-1 class declarations, with a sharp peak near zero.
«  Buggy files: broader distribution extending to higher values, peak around 1-2 classes.

This suggests that files defining multiple classes show substantially elevated security risk.
The distribution for SumCyclomatic (Fig. 3) shows:

«  Non-buggy files: heavily right-skewed, most files under 50 total complexity.
o Buggy files: similar shape but shifted right, extending to higher complexity values.

There is a clear separation: buggy files consistently exhibit higher cyclomatic complexity sums.

The pattern for SumCyclomaticModified (Fig. 4) is similar to that of SumCyclomatic:

25
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Both distributions are right-skewed;
Buggy files show a notable shift toward higher complexity values;
There is substantial overlap but distinct peaks.

For AvgCyclomaticModified (Fig. 5), we observe a distinctive pattern:

Non-buggy files: extreme concentration at very low values (near 1).
Buggy files: broader distribution with heavier tail toward higher complexity.
The median difference (1.0 vs. 3.0) indicates that buggy files have a complexity that is 3 times the average.

For CountStmtExe (Fig. 6), we observe the most pronounced separation:

Non-buggy files: sharp peak near zero, rapid decline.
Buggy files: broader distribution, substantial mass in the 50-200 range.

The median difference (16 vs. 54 executable statements) is substantial.

Box plots provide a complementary view. Figs. 7-11 present box plots for the five metrics, showing

quartiles and outliers for both classes.
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Figure 7: Executable statement count as a security risk indicator (CountStmtExe).
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Figure 11: Aggregate modified cyclomatic complexity and security bugs (SumCyclomaticModified).

Key observations for CountStmtExe (Fig. 7) include:

o QI (25%): non-buggy = 0, buggy = 16 (substantial baseline difference).
o Median: non-buggy = 16, buggy = 54 (3.38x difference).
o Q3(75%): non-buggy = 70, buggy = 130 (1.86x difference).
Both groups have extreme outliers, but buggy files show higher typical values.

For SumCyclomatic (Fig. 8), interquartile ranges show clear separation, with a median difference of
3.00x (8 vs. 24). Buggy files consistently exhibit higher complexity across all quartiles.

For CountDeclClass (Fig. 9), we observe a distinctive pattern:
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o Non-buggy files: median of 0 (most files define no classes).
«  Buggy files: median of 2.0 (typical buggy file defines multiple classes).

This suggests a clear threshold: files defining two or more classes warrant security scrutiny.
For AvgCyclomaticModified (Fig. 10):

o Non-buggy files: compact distribution, most files have average complexity near 1.
»  Buggy files: wider distribution, median of 3.

This suggests that average function complexity > 3 indicates elevated risk.

For SumCyclomaticModified (Fig.11), the pattern is similar to SumCyclomatic, with clear
separation in medians and quartiles. The 2.88x median ratio confirms a substantial difference between buggy
and non-buggy files.

To confirm that the observed differences between buggy and non-buggy files are statistically significant
rather than artifacts of random sampling, we conducted Mann-Whitney U tests for each metric. All
examined metrics yield highly significant p-values, far below the conventional significance threshold of
0.05, leading us to reject the null hypothesis that buggy and non-buggy files follow identical distributions.
While statistical significance confirms the existence of differences, effect size analysis provides a more
practical estimate of their magnitude. As reported in Table 13, medium-to-large effect sizes are observed
for the most influential metrics, indicating that the detected differences are not only statistically significant
but also meaningful in practice. In particular, CountDeclClass exhibits a large effect size, highlighting the
importance of structural class-level complexity as a strong indicator of security-prone code. Importantly,
these distributional differences remain consistent across ecosystems. Although absolute metric values vary
depending on language conventions and project characteristics, the relative shifts between buggy and non-
buggy files persist across all ecosystems, supporting the generalizability of our findings beyond a single
platform or language.

Test interpretation:
o Null Hypothesis (Hy): metric distributions are identical for buggy and non-buggy files.

o Alternative Hypothesis (H,): distributions differ significantly.
o Result: all p-values < 0.05, providing strong evidence to reject Hy.

All five metrics show statistically significant differences between buggy and non-buggy files, confirming
that the observed patterns are not due to chance. Based on the median and Q3 values from buggy files, we
propose threshold guidelines for security risk assessment, summarized in Table 14.

Table 14: Proposed threshold guidelines for security risk assessment.

Metric Warning Threshold  Critical Threshold Rationale
CountStmtExe >50 >130 Median and Q3 for buggy files
SumCyclomatic >24 >57 Median and Q3 for buggy files
SumCyclomaticModified >23 >55 Median and Q3 for buggy files
AvgCyclomaticModified >3 >5 Median and Q3 for buggy files
CountDeclClass >2 >3 Median and Q3 for buggy files
Threshold application:

«  Warning Threshold: if the file exceeds the median of buggy files, schedule for security review.
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o  Critical Threshold: if the file exceeds the third quartile (Q3) of buggy files, prioritize for immediate
security analysis.

5.2.2 Discussion: Towards Practical Threshold Validation

While the proposed thresholds are derived from statistically significant distributional differences, their
primary objective is not to establish universal or prescriptive rules, but to provide empirically grounded
risk indicators that can be adapted to diverse development contexts. In this sense, validation should be
understood not only in terms of numerical performance metrics but also in terms of interpretability, stability
across ecosystems, and practical applicability.

First, the thresholds are grounded in consistent patterns observed across multiple ecosystems and
programming languages, suggesting that they capture a robust empirical signal rather than project-specific
artifacts. Second, their formulation is intentionally simple and transparent (e.g., based on relative differences,
such as the observed “3x rule”), which facilitates reproducibility and independent re-evaluation across
datasets or organizational settings. This is further supported by the per-ecosystem median ratios reported
in Table 12, which remain above one across ecosystems for the most discriminative metrics. Rather than
relying on one-size-fits-all prescriptions, our approach provides empirically derived baseline thresholds that
can be recalibrated locally (e.g., by language, project history, or domain constraints).

From a practical perspective, these thresholds are best validated through incremental adoption. Organi-
zations should initially deploy them as non-blocking indicators for exploratory analysis, security awareness,
or review prioritization. Subsequently, teams can adjust thresholds based on project history, language
characteristics, and observed false-positive rates. In addition, combining multiple metrics (e.g., size and
complexity) can improve specificity and reduce reliance on any single indicator.

Finally, while our study provides empirical evidence supporting the usefulness of such thresholds
at scale, prospective validation within active development pipelines and organization-specific calibration
remain essential steps for operational deployment. We therefore view the proposed thresholds as a repro-
ducible empirical baseline rather than definitive security criteria, enabling informed adaptation rather than
one-size-fits-all enforcement.

The statistical analyses in RQ2 provide strong evidence that files involved in security bugs tend to exhibit
significantly larger and more complex code structures than clean files. In particular, the fact that median
values for buggy files are often around three times higher than those for non-buggy files suggests that high
complexity and size may be interpreted as risk factors for security bugs (i.e., security-relevant code flaws),
rather than as direct evidence of exploitability. From a practical standpoint, these results support the idea of
defining empirical thresholds for specific metrics above which the risk of security bugs increases significantly.
For example, values of CountStmtExe or SumCyclomatic exceeding the upper quartile observed in
buggy files could serve as triggers for additional code review or security testing. Such thresholds should not
be interpreted as strict rules, but rather as indicators that a file deserves closer scrutiny. Organizations can
operationalize these findings by:

1. Automated code review triggers: configure continuous integration systems to flag files exceeding
warning thresholds for mandatory security review before merge.

2. Technical debt prioritization: when refactoring, prioritize files exceeding critical thresholds, as they
represent both maintainability and security liabilities.

3.  Security testing focus: concentrate security testing resources (fuzzing, penetration testing, formal
verification) on files exceeding thresholds, maximizing return on security investment.

Our “3x rule” finding aligns with and extends previous research [52]:
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o  Shin and Williams [11] showed that complexity metrics differentiate vulnerable code, but did not
quantify specific thresholds.
o Alenezi and Zarour [53] established that higher complexity correlates with security weaknesses.

Our contribution is to provide specific quantitative threshold guidelines derived from a large-scale,
multi-ecosystem empirical analysis.

While we propose general thresholds based on our dataset, organizations should consider calibrating
them to their specific context:

« Language-specific: different languages exhibit different baseline complexity profiles.

o Project-specific: legacy systems may have different baselines than greenfield projects.

o Domain-specific: security-critical domains (e.g., cryptography or authentication) may warrant
stricter thresholds.

Some limitations and cautions we note are:

1. Thresholds are guidelines, not absolutes. Exceeding a threshold indicates elevated risk but does not
guarantee the presence of a vulnerability. Conversely, files below thresholds may still contain security
bugs, particularly those arising from subtle logic or design errors.

2. Avoidance of metric gaming. Developers should not artificially manipulate metrics (e.g., splitting
functions solely to reduce cyclomatic complexity) without genuine improvements to code clarity and
security. Metric improvements should result from meaningful refactoring.

3. Ecological fallacy. Thresholds are derived from population-level statistics; individual files or projects
may legitimately deviate without indicating increased security risk.

4. Evolution of threats. As attack techniques evolve, the relationship between metrics and security bugs
may change. Periodic re-evaluation against updated vulnerability data is therefore recommended.

These thresholds represent an initial empirical baseline. Future work should:

o develop language-specific threshold recommendations,

o investigate threshold combinations (e.g., high complexity and high executable statement count),
o  validate thresholds prospectively on new projects,

«  explore dynamic threshold adjustment based on project history.

It is important to emphasize that high complexity and size do not cause security bugs; they correlate
with underlying development and maintenance challenges such as reduced modularity, rushed development,
or insufficient testing. Nevertheless, these metrics offer a lightweight, interpretable proxy that can be easily
computed and monitored throughout the development process. RQ2 thus complements RQ1 by showing not
only which metrics matter, but also how their values differ in the presence of security bugs.

5.3 RQ3: Security Bug Prediction Performance

Research Question: To what extent can machine learning models predict security bugs based on
software quality metrics?

5.3.1 Results

The classification results for the eleven machine learning models correspond to the average performance
over the five folds of the time-series cross-validation, using the combined dataset from all ecosystems.
At first glance, most models achieve high accuracy, often above 0.90. In contrast, given the strong class
imbalance, accuracy alone is not informative. We therefore focus on Recall, F1-score, MCC, and ROC-AUC,
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which provide a more nuanced view of performance on the minority class. Table 15 presents the average
performance across all folds for all ecosystems combined.

Table 15: Classification performance across all algorithms.

Algorithm Accuracy Precision Recall F1-Score MCC ROC-AUC
XGBoost 0.98 0.95 0.82 0.88 0.87 0.91
Random Forest 0.97 0.89 0.82 0.85 0.84 0.90
AdaBoost 0.97 0.90 0.79 0.84 0.83 0.89
Multi-layer Perceptron 0.97 0.90 0.77 0.83 0.82 0.88
Decision Tree 0.96 0.78 0.83 0.80 0.78 0.90
k-Nearest Neighbors 0.94 0.77 0.48 0.59 0.58 0.73
Logistic Regression 0.90 0.31 0.03 0.05 0.06 0.51
Linear SVM 0.86 0.35 0.30 0.52 0.25 0.71
Gaussian SVM 0.87 0.29 0.36 0.47 0.22 0.69
Naive Bayes 0.84 0.16 0.15 0.15 0.07 0.53
QDA 0.62 0.15 0.61 0.24 0.15 0.62

Among the evaluated models, tree-based methods and ensemble approaches such as XGBoost, Random
Forests, Decision Trees, and AdaBoost clearly stand out. XGBoost achieves a Recall of about 0.82, a high
F1-score, an MCC of about 0.87, and an ROC-AUC of about 0.91. Random Forests and AdaBoost achieve
similar performance, with Recall values of 0.79-0.82 and ROC-AUC values of 0.90. Decision Trees also
perform well, with high Recall and ROC-AUG, although their MCC s slightly lower than that of the ensemble
models. In contrast, models such as Naive Bayes, QDA, and Logistic Regression perform significantly worse
in terms of Recall and MCC. Naive Bayes, for instance, achieves a low Recall, indicating that it fails to
capture the complex decision boundaries needed to distinguish buggy from non-buggy files. The Support
Vector Machine models exhibit intermediate behavior, with relatively high accuracy but modest Recall and
Fl-scores.

While descriptive metrics indicate that XGBoost achieves the best overall performance, we further
examined whether these differences are statistically significant across models. To this end, we applied the
Friedman test followed by a Nemenyi post-hoc analysis, as recommended for comparing multiple classifiers
over repeated cross-validation folds (Table 16).

The Friedman test rejected the null hypothesis that all classifiers perform equally (y* = 52.7, df = 10,
p < 0.001), confirming the presence of statistically significant performance differences among the evaluated
algorithms. The subsequent Nemenyi post-hoc test revealed that XGBoost significantly outperforms most
non-ensemble models, including Logistic Regression, Naive Bayes, k-Nearest Neighbors, Support Vector
Machines, and single Decision Trees (p < 0.05).

No statistically significant difference was observed between XGBoost, Random Forest, and AdaBoost.
This result indicates that ensemble tree-based methods, whether based on boosting or bagging, form a
statistically homogeneous group with consistently superior performance for security bug prediction using
static quality metrics. These findings confirm that the observed advantage of XGBoost is not due to random
variation across folds but rather reflects a robust, reproducible performance pattern. From a practical
standpoint, these results suggest that the choice among ensemble tree-based models may be guided by
secondary considerations such as training time, interpretability, or deployment constraints, rather than raw
predictive performance alone.
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Table 16: Nemenyi post-hoc test ranking for ROC-AUC performance.

Algorithm Mean Rank Statistical Group
XGBoost 1.2 A
Random Forest 1.8 A
AdaBoost 2.4 A
Multi-layer Perceptron (MLP) 31 B
Decision Tree 3.7 B
k-Nearest Neighbors (KNN) 5.9 C
Linear SVM 6.8 D
RBF SVM 7.2 D
Logistic Regression 8.5 E
Naive Bayes 9.1 E
Quadratic Discriminant Analysis (QDA) 10.3 F

Note: Lower ranks indicate better performance. Models sharing the same letter are not significantly different at « = 0.05.

5.3.2 Discussion

The results for RQ3 demonstrate that machine learning models can effectively leverage software quality
metrics to predict files likely to contain security bugs. In particular, tree-based ensemble methods such as
XGBoost and Random Forests offer a favorable trade-oft between high Recall, strong discriminative power
(as reflected in ROC-AUC), and robust overall correlation with the correct labels (MCC).

In a security context, missing an actual vulnerability (false negative) is generally more costly than raising
a false alarm (false positive). For this reason, Recall is a critical metric. The observed Recall values around
0.8 for the best models indicate that a substantial fraction of buggy files can be detected based on quality
metrics alone. At the same time, the relatively high Precision and MCC scores suggest that the models do
not simply label most files as buggy.

The relatively poor performance of generative models such as Naive Bayes or QDA is expected given the
complex, non-linear interactions between metrics observed in RQl and RQ2. These models rely on strong
distributional assumptions (for example, conditional independence or Gaussianity) that are unlikely to hold
in our data. In contrast, ensemble methods are better suited to capturing heterogeneous, high-order patterns.

Direct comparisons between our machine learning approach and traditional static analysis or typical
static application security testing (SAST) tools such as SpotBugs, SonarQube, or Infer are inherently challeng-
ing, as these tools operate at different granularities and pursue distinct objectives. Static analyzers typically
rely on predefined rules to detect specific vulnerability patterns and report line-level warnings. In contrast,
our approach produces file-level risk predictions based on structural and complexity metrics. We emphasize
that this comparison is intended to be conceptual rather than quantitative, given the fundamentally different
objectives and outputs of machine-learning-based prediction and rule-based static analysis.

Rather than replacing static analyzers, our method is best viewed as complementary. Empirical studies
report that static analysis tools often achieve moderate recall for real-world vulnerabilities, with performance
strongly dependent on the vulnerability category and configuration, and frequently suffer from high false-
positive rates that limit adoption in practice. In contrast, our model achieves high recall while maintaining
substantial precision, making it well-suited as an upstream prioritization mechanism. In practical security
workflows, the proposed approach can serve as a high-recall pre-filter that identifies security-prone files early
in the development lifecycle. These files can then be subjected to more expensive static or dynamic analyses
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or prioritized for manual review. Such a layered strategy leverages the strengths of both paradigms: the broad
coverage of metric-based machine learning and the precise diagnostics of rule-based static analyzers.

Collectively, the results of RQ3 indicate that quality-metric-based prediction can be a viable component
of a broader security assurance process. For example, the models could be integrated into continuous
integration pipelines to flag potentially vulnerable files early, thereby directing developers’ and security
analysts’ attention to the most critical parts of the codebase. Possible production deployment and integration
strategies include:

o  Pre-commit hooks: flag files exceeding thresholds or predicted as risky.

«  CI/CD gates: block merges for high-risk predictions pending security review, using tiered risk levels to
mitigate alert fatigue and false positives.

o  Prioritized review: rank files by prediction probability for efficient allocation of review and test-
ing resources.

«  Feedback loop: incorporate confirmed vulnerabilities to retrain and recalibrate models periodically.

Organizations can adapt prediction thresholds based on risk appetite:

«  Conservative (high Recall): lower threshold, more false alarms, fewer missed bugs.
«  Balanced (default): threshold optimizing Fl-score.
o  Aggressive (high Precision): higher threshold, fewer false alarms, more missed bugs.

Our validation strategy, using time-series cross-validation, is critical for realistic performance estima-
tion. Our reported metrics reflect the expected real-world performance of predicting future security bugs
from historical patterns. Traditional random k-fold cross-validation would overestimate performance by:

o training on “future” data to predict “past” bugs,
«  violating temporal causality,
 failing to reflect real deployment scenarios.

The current limitations of our study include:

1. Static metrics only: we use code-level metrics, not runtime behavior or security-specific patterns.

2. Ecosystem aggregation: results combine diverse languages/frameworks; language-specific models
might perform better.

3. Binary classification: we predict presence/absence, not vulnerability type or severity.

4. Historical data: trained on past bugs; new vulnerability classes may not be detected.

Future enhancements should focus on:

«  Deep learning: exploring code embeddings (e.g., CodeBERT) combined with metrics.

«  Process metrics: incorporating developer experience, code churn, and review quality.

«  Semantic analysis: adding abstract syntax tree features and control flow graphs.

o Multi-task learning: simultaneously predicting bug type and severity.

o Active learning: prioritizing manual review of uncertain predictions to improve models.

«  Cross-project prediction: developing models that generalize across projects with limited training data.

5.4 Summary of Findings

The three research questions addressed in this study provide complementary perspectives on the
relationship between software quality metrics and security bugs. RQl shows that a small subset of metrics
related to size and cyclomatic complexity is consistently associated with the presence of vulnerabilities.
RQ2 demonstrates that the distributions of these metrics differ significantly between buggy and non-buggy
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files, with buggy files exhibiting substantially higher median and upper-quartile values. RQ3 establishes that
machine learning models, particularly tree-based ensemble methods, can leverage these metrics to achieve
high Recall and discriminative performance in predicting security bugs. Table 17 summarizes how each
research question is addressed:

Table 17: Summary of how each research question is addressed.

RQ Data Used Primary Methods Key Outputs
RQ1 All 338,442 files Five feature importance techniques Ranked metrics
25 metrics Pearson correlation Consensus set of six core metrics
RQ2 All 338,442 files Descriptive statistics “3x rule”
Five core Visualizations Warning and critical thresholds for
metrics Mann-Whitney U test key metrics
RQ3 All 338,442 files Eleven ML algorithms Performance comparison
25 metrics Time-series cross-validation Optimal model identified
Six evaluation metrics (XGBoost)

Overall, these findings suggest that static quality metrics, which are relatively cheap to compute, can
play a meaningful role in supporting security assurance activities. They can help identify code regions that
warrant additional review, serve as features for automated prediction models, and inform the definition of
metric-based thresholds in secure development practices.

5.5 Synthesis and Implications for Research and Practice

Our findings align with a substantial body of prior work showing that code size and complexity are
associated with defect proneness and security risk. Previous studies in vulnerability prediction have reported
similar trends, though often at a smaller scale or with inconsistent conclusions [11,52]. By leveraging a large,
multi-ecosystem dataset and multiple complementary analysis techniques, our study confirms and quantifies
these relationships in a security-specific context.

In contrast to studies reporting weak or inconclusive correlations between complexity metrics and
vulnerabilities, such as Alves et al. [12], our results reveal consistent, statistically significant patterns across
ecosystems. This discrepancy is likely attributable to differences in dataset size, labeling precision, and
analysis methodology. In particular, our use of multiple feature importance methods and effect size analysis
reduces dependence on any single modeling assumption.

Our findings also refine prior observations. While earlier work emphasized specific metrics such as
nesting depth or function-level complexity, we find that aggregate file-level metrics, especially executable
statement count and cyclomatic complexity, are more robust indicators across diverse languages and
ecosystems. This suggests that overall structural burden, rather than isolated local complexity, plays a key
role in security risk.

From a practical perspective, our study provides actionable guidance for practitioners by proposing
empirically grounded threshold ranges and demonstrating that lightweight machine learning models can
achieve high recall. These results support integrating metric-based risk indicators as early-warning mecha-
nisms in CI/CD pipelines, where they can guide review prioritization and security testing efforts. In practice,
such integration should be incremental and non-disruptive. To mitigate alert fatigue and false positives,
prediction scores and threshold exceedance can be used to define relative risk levels rather than complex
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blocking rules. In this way, the proposed approach complements existing security practices by directing
expert attention to higher-risk code regions without replacing established review or analysis processes.

For researchers, our work highlights the importance of multi-ecosystem datasets, transparent labeling
strategies, and effect-size reporting in vulnerability-prediction studies. The identified core metrics provide a
focused baseline for future research, while the remaining limitations motivate further exploration of semantic
and process-level factors.

6 Threats to Validity

Before concluding, we discuss the main threats to validity that may affect the interpretation and
generalization of our findings. This section outlines potential threats to the validity of our empirical study and
the measures adopted to mitigate them. Following standard guidelines in empirical software engineering, we
consider internal, external, construct, and conclusion validity and conclude with a note on reproducibility.

6.1 Internal Validity

Internal validity concerns whether the observed relationships between quality metrics and secu-
rity bugs are genuine associations rather than artifacts of data collection or analysis. We address the
following concerns:

Labeling accuracy: Our labeling strategy assumes that files modified in security-fixing commits are
security-relevant. This may introduce noise, as some files may be changed for non-security reasons (e.g.,
refactoring or formatting). To mitigate this risk, we applied automated filtering to exclude non-source files
and cosmetic-only changes (Section 3.3.1) and conducted manual validation on a random sample of commits.
This inspection confirmed that 94.2% of the sampled cases clearly corresponded to security fixes, while 4.0%
were borderline and 1.8% were incorrectly labeled and removed before analysis. This low estimated residual
noise rate is therefore unlikely to affect the observed large-scale statistical patterns materially.

Confounding factors: The observed associations between complexity and security bugs may be
influenced by confounding variables such as developer experience, code age, or review practices. While we
cannot fully disentangle causal mechanisms in an observational study, our objective is predictive and risk-
oriented rather than causal. The consistency of results across ecosystems and validation strategies supports
their robustness for prioritization purposes.

Temporal effects: Our dataset spans multiple years, during which development practices and security
awareness have evolved. We mitigate temporal confounding by adopting time-series cross-validation,
ensuring that models are constantly evaluated on future data relative to training data.

6.2 External Validity

External validity relates to the generalizability of our findings beyond the studied context. Our dataset
covers seven major open-source ecosystems, a wide range of programming languages, and over 338,000
file-level observations, which strengthens generalizability to large, actively maintained open-source projects.
Nevertheless, the results may not directly transfer to closed-source, safety-critical, or highly regulated
domains (e.g., avionics or medical software), where development constraints differ substantially.

In addition, reliance on the OSV database may introduce reporting biases, as well-maintained projects
are more likely to disclose vulnerabilities. While these limits representativeness, they reflect real-world
vulnerability-discovery processes. We therefore encourage organizations to validate and calibrate thresholds
using their own historical security data.
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6.3 Construct Validity

Construct validity assesses whether the selected measurements accurately represent the studied
concepts:

Security bug definition: In this study, the term security bug refers to security-relevant code flaws that
were subsequently fixed through security-related commits. While many correspond to documented vulner-
abilities, others represent latent weaknesses whose exploitability depends on context. This broader definition
aligns with proactive security assessment but differs from studies focusing exclusively on confirmed exploits.
As highlighted in recent analyses of vulnerability datasets [54,55], the quality and consistency of labeling for
such data remain ongoing challenges in the field.

Metric coverage: The selected static metrics capture code size and structural complexity, which are
widely used proxies for maintainability and cognitive load. However, they do not capture semantic properties
such as authentication logic correctness, data-flow violations, or API misuse. As such, our approach
complements rather than replaces semantic or dynamic security analyses.

Granularity: Our analysis operates at the file-level, whereas vulnerabilities often manifest at finer
granularity (function or line level). File-level analysis may dilute localized effects, but it aligns well with code
review and refactoring workflows commonly used in practice.

6.4 Conclusion Validity

Conclusion validity concerns the soundness of the statistical inferences drawn. We employed non-
parametric statistical tests (Mann-Whitney U) suitable for non-normal distributions and applied the
Bonferroni correction to control for multiple comparisons. Given the large sample size, we complemented
significance testing with effect size analysis to ensure practical relevance. In the machine learning experi-
ments, time-series cross-validation was used to avoid overly optimistic estimates caused by temporal leakage.
Finally, class imbalance was addressed using SMOTE applied exclusively within training folds. At the same
time, this choice may influence decision boundaries; alternative strategies such as cost-sensitive learning or
ensemble balancing could be explored in future work.

Importantly, we avoid causal claims and interpret our results as predictive associations suitable for
risk prioritization rather than mechanistic explanations. We also acknowledge the absence of a direct
empirical, head-to-head comparison with static analysis tools on the same labeled dataset as a limitation of
this study and identify such evaluation as an important direction for future work. Similarly, the proposed
threshold guidelines have not yet been prospectively validated within active development workflows; such
in-vivo validation would require longitudinal industrial studies and therefore falls beyond the scope of this
retrospective analysis.

6.5 Reproducibility

To support replication, we provide a companion repository' containing datasets, scripts, and exper-
imental configurations. While the Understand tool requires a license, pre-computed metrics are provided,
and open-source alternatives can be used to reproduce the analysis pipeline.

7 Conclusion

Ensuring the security of modern software systems is essential, as security bugs continue to expose
organizations and users to data breaches, system compromise, and significant financial losses. Although
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secure development practices and automated tools have advanced, detecting security bugs early in the
software development lifecycle remains difficult, particularly as systems grow in size and complexity.
Identifying which parts of the codebase are more likely to contain vulnerabilities, therefore, remains a critical
challenge for both researchers and practitioners.

In this study, we investigated whether software quality metrics can help identify security-prone code
and support early prediction of security bugs. Using data from seven major open-source ecosystems and
338,442 file-level instances, including 33,294 buggy files representing 7685 confirmed security bugs, we
extracted 25 quality metrics with the Understand static analysis tool. We evaluated the relationship between
these metrics and real-world vulnerabilities. To analyze this relationship, we applied five complementary
feature-importance techniques, statistical analysis, and eleven machine learning models.

Our results reveal several key findings. First, a consistent subset of metrics, including Count
StmtExe, CountDeclClass, SumCyclomatic, SumCyclomaticModified, and Avg
CyclomaticModified, emerged as the strongest indicators of vulnerability-prone code across all feature
selection methods. Second, files containing security bugs exhibited median metric values approximately
3 times higher than those of non-buggy files, a pattern we term the “3x rule” Mann-Whitney U tests
confirmed that these distributional differences are statistically significant across all metrics. Third, machine
learning models, especially tree-based ensemble methods, demonstrated strong predictive performance:
XGBoost achieved 98% accuracy, 82% recall, and a ROC-AUC of 0.91, making it one of the most effective
classifier in our evaluation.

These findings provide actionable insights for practitioners. The identified metrics and thresholds can
guide targeted security reviews, inform metric-based alerts in continuous integration pipelines, and support
automated prioritization of potentially vulnerable files. Moreover, the demonstrated predictive power of
lightweight machine learning models highlights their potential to complement existing secure development
practices. It is important to reiterate the fundamental scope of this work. Our approach relies exclusively
on static, structural code metrics. While these metrics are effective for identifying files that are statistically
more likely to contain security bugs, they cannot capture semantic vulnerabilities, flawed business logic,
insecure API usage patterns, or runtime-dependent behaviors such as race conditions or state-dependent
flaws. Accordingly, the proposed method is not a complete solution for vulnerability detection. Rather, it
should be understood as a prioritization and triage filter whose primary value lies in directing limited security
resources toward the most security-prone parts of the codebase. In practice, metric-based prediction is best
used as an upstream component in a defense-in-depth strategy, complementing semantic analysis tools,
dynamic testing, and manual security review rather than replacing them.

Despite these contributions, some limitations must be acknowledged. Our analysis relies exclusively on
static, file-level quality metrics and does not incorporate semantic or process-oriented factors such as code
churn, developer experience, or review activity. Additionally, although our dataset spans multiple ecosystems
and programming languages, the thresholds and patterns we identified may need to be calibrated for specific
projects or domains. Finally, vulnerability introduction is influenced by complex socio-technical factors that
cannot be fully captured by static metrics alone.

Building on this work, several specific research directions emerge. First, extending the study to
more software systems would enhance generalizability. Second, future studies could differentiate between
vulnerability types to explore whether distinct categories exhibit distinct metric signatures. Third, com-
parative analyses between mono- and multi-language systems could shed light on the impact of linguistic
diversity on the introduction of vulnerability. Prior work has shown that multi-language systems, particularly
those relying on foreign function interfaces such as JNI, exhibit distinct reliability and maintenance
challenges [56,57], suggesting that vulnerability patterns may differ substantially in such contexts. Fourth,
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qualitative investigations into the severity and characteristics of security bugs may provide complementary
insights. Finally, we plan to explore intra-project prediction approaches to address cold-start scenarios or
highly imbalanced projects, enabling more effective prediction in early-stage or low-data environments.
Future work could explore developing a lightweight CI/CD integration or plugin that operationalizes the
proposed thresholds and model predictions, enabling practitioners to adopt the approach with minimal
overhead. In addition, empirical studies evaluating the cost-benefit trade-off of acting on these predictions
within real development teams would provide valuable insights into the operational efficiency and practical
impact of metric-based security prioritization.

Overall, this study demonstrates that static software quality metrics, when leveraged with appropriate
analytical and machine learning techniques, can offer meaningful support for early security bug detection
and more secure software development practices.
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