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ABSTRACT: The rapid proliferation of the Internet of Things (IoT) has not only reshaped the digital ecosystem but
also significantly widened the attack surface, leading to a surge in network traffic and diverse security threats. Deploying
effective defense mechanisms in such environments is challenging, as conventional Intrusion Detection Systems (IDS)
often struggle to balance computational efficiency with the reliable detection of low-frequency, high-impact threats,
particularly within the tight resource constraints of edge devices. To address these limitations, we propose a lightweight,
high-efficiency IDS framework specifically optimized for edge-based IoT applications, incorporating Mutual Infor-
mation (MI)-based feature selection to reduce input dimensionality without compromising detection capabilities.
The system employs a hierarchical two-stage classification strategy: Stage 1 utilizes a fast Decision Tree (DT) model
to rapidly isolate and filter dominant Distributed Denial-of-Service (DDoS) traffic, thereby substantially reducing
the computational burden for subsequent analysis. Subsequently, Stage 2 applies a soft-voting ensemble comprising
Random Forest (RF), eXtreme Gradient Boosting (XGBoost), and Adaptive Boosting (AdaBoost) to accurately classify
remaining non-DDoS traffic and address class imbalance. Extensive experiments on the large-scale CICIoT2023 dataset
demonstrate that the proposed framework achieves a classification accuracy of 99.67%, while simultaneously reducing
training and testing time by nearly 64.5% compared to traditional single-stage approaches. The model’s robustness and
generalization capabilities were further validated on the CICIoMT2024 and Edge-IIoTset datasets, representing medical
and industrial scenarios, respectively, where it achieved an accuracy of over 94.7%. Empirical validation on a Cortex-
A53-based SCADA testbed confirms the system’s real-time practicality, with a complete training process executed in just
249 seconds. With an average inference latency of approximately 26.66 ps per flow and modest resource consumption,
the framework satisfies strict industrial timing constraints, supporting its deployment for scalable, resource-aware
threat detection in distributed IoT and edge-fog environments.

KEYWORDS: Internet of Things; intrusion detection systems; edge computing; soft voting; supervisory control and
data acquisition

1 Introduction

The rapid expansion of Internet of Things (IoT) deployments across healthcare, transportation, and
industrial automation has reshaped the digital ecosystem, but it has also widened the attack surface.
Many IoT devices operate under tight resource constraints and insecure configurations, making them
attractive targets for Distributed Denial-of-Service (DDoS) attacks, data exfiltration, and command-and-
control exploitation [1,2]. Although machine-learning-based intrusion detection mechanisms (IDM) have
advanced substantially, practical edge deployment remains challenging due to three persistent factors: (i) the
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computational and memory demands of many IDS models exceed the capabilities of IoT endpoints and
gateways; (ii) IoT security datasets are often highly imbalanced, hindering reliable detection of minority yet
critical attacks; and (iii) rapidly evolving attack behaviors limit the effectiveness of static signature-based
defenses, motivating adaptive learning-based approaches [3,4]. Consequently, edge-ready IDS solutions must
balance detection robustness with resource-aware efficiency.

Recent benchmark datasets—most notably CICIoT2023—provide more realistic and diverse IoT traffic
for evaluation [5,6]. Prior studies have reported strong performance using machine-learning classifiers on
CICIoT2023, but these evaluations often rely on reduced subsets and offline or centralized settings [7,8]. Such
settings do not fully satisfy three practical requirements for deployable edge IDS: (i) training and testing on
the full-scale dataset distribution, (ii) systematic feature reduction to lower inference cost, and (iii) empirical
validation on resource-constrained edge hardware.

To address this gap, we propose a lightweight, high-performance IDS framework explicitly aligned
with recent research on resource-aware and deployable IoT/IoMT intrusion detection, where high-accuracy
models often remain impractical in real-world settings due to limited edge resources, insufficient trans-
parency, and limited consideration of edge-fog architectures [9]. Our contributions are threefold: (1) Full
dataset usage—we train and validate on the complete CICIoT2023 dataset to better reflect realistic traffic
distributions and improve generalizability across diverse attack classes [5,6]; (2) Mutual Information (MI)-
based feature selection—we reduce input dimensionality to lower inference cost while preserving detection
performance, thereby improving edge-side efficiency [3]; and (3) Edge-level validation—we deploy and
evaluate the proposed IDS on a Raspberry Pi (Cortex-A53) platform to empirically demonstrate runtime
feasibility under constrained resources, directly addressing deployability concerns emphasized in recent
IoT/IoMT IDS surveys [10].

This study further differentiates itself from representative two-stage IDS approaches, including Kamal &
Mashaly (2025) [4] and Zhang et al. (2023) [9], in terms of stage-wise design, dataset setting, and deployment
validation. Our framework uses a binary Decision Tree (DT) in Stage 1 for fast DDoS filtering, followed by
a Stage 2 soft-voting ensemble (Random Forest, XGBoost, and AdaBoost) for fine-grained classification of
non-DDoS traffic. By contrast, Zhang et al. [9] apply LightGBM for Stage 1 normal/abnormal screening and a
CNN-based classifier for Stage 2 detection, while Kamal & Mashaly [4] adopt deep-learning hybrid pipelines
(e.g., Autoencoder-CNN and Transformer-DNN) with extensive resampling and outlier-handling strategies.
Moreover, these studies are evaluated on datasets such as CSE-CIC-IDS2018 [9] or CICIDS2017/NF-BoT-
IoT-v2 [4], whereas our work emphasizes full-scale CICI0T2023 training and direct edge-device validation
to demonstrate real-time feasibility in realistic IoT settings. In addition, the DT-based Stage 1 design
provides an interpretable screening mechanism (e.g., feature-importance evidence and rule-like decision
logic), supporting transparency and operational trust at the edge—an increasingly important requirement
for deployable IoT/IoMT IDS solutions. Finally, our modular two-stage architecture is naturally compatible
with edge-fog partitioning (e.g., Stage 1 on-device and Stage 2 on near-edge/fog nodes) and can be extended
in future work toward federated and privacy-preserving IDS learning paradigms, which are highlighted as
open challenges in recent surveys.

The remainder of this paper is organized as follows. Section 2 reviews related work and the foundations
of lightweight IDS design. Section 3 describes the proposed two-stage framework and implementation
details. Section 4 presents experimental results and comparative evaluations. Section 5 concludes with
implications and directions for future research.
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2 Related Work

The inherent characteristics of IoT devices, namely their open interfaces and constrained hardware
capabilities, render them susceptible to exploitation by cyber adversaries. To address this vulnerability, IDS
solutions operate as proactive monitoring agents. These agents systematically analyze network and behavioral
data streams to intercept potential threats before they escalate into actionable attacks.

Advancements in ML have greatly improved how well IDS can adapt and how smart it is, especially
in IoT environments with limited computing power and memory. However, designing IDS architectures
that simultaneously detect threats accurately and use minimal computing power remains a core technical
challenge, especially when targeting deployment on edge-level or embedded IoT platforms. This section
elaborates on the technical foundation of the proposed framework. We begin by reviewing core principles
of intrusion detection in IoT settings. We then present the two-stage ML-based architecture developed in
this study, detailing the algorithms employed at each stage and illustrating how their integration enhances
detection effectiveness while maintaining compatibility with the stringent constraints of IoT devices.

2.1 Intrusion Detection Systems

In IoT environments, IDSs are commonly categorized as signature-based IDS (S-IDS) and anomaly-
based IDS (A-IDS). S-IDS detects attacks using known signatures and typically provides high precision for
previously seen threats, but it is less effective against zero-day or evolving attacks. In contrast, A-IDS models
normal behavior and flags deviations, offering stronger generalization at the cost of potentially higher false
positives [11,12].

To improve coverage and practicality in distributed IoT infrastructures, Otoum et al. proposed a hybrid
IDS that combines S-IDS and A-IDS, achieving improved detection coverage with fewer false positives in
fog-enabled IoT environments [13]. In this study, we adopt CICI0T2023, a large-scale IoT benchmark dataset
developed by the Canadian Institute for Cybersecurity, which includes diverse attack families such as DDoS,
DoS, scanning, web intrusion, brute force, spoofing, and Mirai botnets [14-16].

2.2 Stage 1 Machine Learning Algorithms

Because DDoS traffic often dominates IoT attack distributions, Stage 1 is designed as a binary screener
that separates DDoS vs. non-DDoS flows. This hierarchical design reduces the computational burden and
training complexity of the subsequent multi-class classifier. We evaluated four lightweight binary classifiers
(Decision Tree, LDA, GNB, and Logistic Regression), as summarized in Table 1.

Table 1: Comparison of machine learning algorithms used in Stage 1.

Model Characteristics

A fast and interpretable model suitable for high-dimensional data. It
DT segments the data space using hierarchical rules. However, DT is prone to
overfitting and instability when facing noisy or imbalanced datasets.
A statistical method that reduces dimensionality while preserving class
LDA separability. It works well under the assumption of Gaussian distributions
with equal covariances, which may limit its effectiveness on real-world

nonlinear data.

(Continued)
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Table 1 (continued)

Model Characteristics

Known for its computational efficiency and suitability for small datasets, GNB
GNB assumes conditional independence between features. Despite its simplicity,
this assumption often oversimplifies complex traffic patterns.
A widely used binary classifier that models the probability of a class using a
LR logistic function. While highly interpretable, LR is limited in capturing
non-linear patterns.

Among the evaluated candidates, Decision Tree (DT) provided the best balance between accuracy,
low training cost, and interpretability, making it suitable for edge-side real-time screening in IoT IDS
deployments [17-21].

2.3 Stage 2 Machine Learning Algorithms

Stage 2 focuses on fine-grained classification of non-DDoS traffic, where several attack classes are
relatively underrepresented but security-critical. To improve robustness and generalization [22], we adopt
ensemble learning methods summarized in Table 2 [23]. Random Forest (RF) [24] enhances stability
through bagging, whereas XGBoost [25,26] and AdaBoost [27] strengthen discrimination by emphasizing
hard-to-classify instances (and incorporating regularization in XGBoost).

Table 2: Comparison of machine learning algorithms used in Stage 2.

Model Characteristics

RF aggregates predictions from multiple decision trees trained on bootstrapped data

RF and feature subsets, enhancing stability, mitigating overfitting, and maintaining
scalability.
A powerful boosting algorithm that builds trees sequentially by minimizing residual
XGBoost errors using gradient descent. XGBoost incorporates regularization and parallel

processing, making it effective for complex, noisy data environments.
AdaBoost focuses on correcting misclassifications by assigning higher weights to
AdaBoost difficult instances in subsequent iterations. It is particularly useful in dealing with
imbalanced datasets.

These classifiers are combined using a soft-voting strategy [28], where the final prediction is based
on averaged class probabilities. Probability-level fusion is particularly helpful for imbalanced multi-class
detection because it incorporates confidence information rather than relying only on majority votes.

Positioning vs. prior two-stage IDS studies. Our Stage 2 design differs from representative two-
stage pipelines in both modeling choices and deployability considerations. Zhang et al. (2023) [9]
employ LightGBM for Stage-1 normal/abnormal screening and a CNN for Stage 2 fine-grained classifi-
cation on CSE-CIC-IDS2018, while Kamal & Mashaly (2025) [4] propose deep-learning hybrid pipelines
(e.g., Autoencoder-CNN and Transformer-DNN) with extensive resampling/cleaning strategies (e.g.,
ADASYN-SMOTE/SMOTE and ENN) on CICIDS2017 and NF-BoT-IoT-v2. Beyond these two-stage frame-
works, recent single-stage deep learning-based IDS studies also highlight domain-specific modeling for
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IoT/IIoT/IoMT scenarios: Gueriani et al. (2025) [29] introduce BiGAT-ID, a hybrid transformer-based
model integrating BiGRU, LSTM, and multi-head attention (MHA), designed to capture bidirectional
temporal dependencies and enhance contextual feature representation for cross-domain security in medical
and industrial IoT, achieving high accuracies (99.13% on CICIoMT2024 and 99.34% on EdgelloTset) with low
inference latency; another work Akar et al. (2025) [30] proposes L2D2, an enhanced LSTM model tailored
for multi-class intrusion detection in IoMT environments, which attains 98% accuracy across 19 attack
classes on the CICIoMT2024 dataset; meanwhile, the Edge-IloTset dataset study Ferrag et al. (2022) [31]
validates the effectiveness of deep learning (alongside traditional machine learning) in both centralized and
federated learning modes for IoT/IIoT intrusion detection, leveraging 61 high-correlation features extracted
from network traffic, system logs, and alerts. In contrast to these deep learning-focused approaches—
whether single-stage or two-stage—that prioritize accuracy through complex neural architectures, we adopt a
resource-aware classical ensemble (RF + XGBoost + AdaBoost) with soft voting to maintain strong accuracy
while keeping inference lightweight for edge deployment.

3 Proposed Method

3.1 System Architecture

Fig. 1 illustrates the overall architecture of the proposed IoT intrusion detection system, which is
designed to maintain high detection accuracy with minimal computational overhead, thereby ensuring its
suitability for deployment in resource-constrained IoT environments.
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Figure 1: System architecture of the two-stage IoT intrusion detection framework.

The system is structured into five core functional modules, each of which serves a critical function
within the detection pipeline:
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1. Data Preprocessing: It cleans and normalizes the raw network traffic data to ensure the input is suitable
for downstream analysis.

2. Feature Ranking and Selection: It uses statistical techniques to determine the most critical features,
reducing the number of dimensions and the amount of computing power needed.

3. Two-Stage Classification Architecture: This module does a hierarchical classification by first figuring
out if the traffic is DDoS, then looking at the rest of the traffic to see what kind of attack it is. It uses an
ensemble learning strategy to integrate multiple classifiers, which enables it to detect attacks accurately
while reducing computational complexity.

4. Decision Fusion: It combines the results of different classifiers using a “soft voting mechanism.” This
makes it more reliable and improves its accuracy.

5. Inference Output: It uses the fused predictions to produce the final detection result, which allows for
real-time threat response.

Each module has been optimized for lightweight execution and carefully coordinated to maximize
detection performance in dynamic IoT environments. The subsequent sections provide a detailed explana-
tion of the role and operation of each module within the proposed system.

3.1.1 Data Preprocessing

This study employs the CICIoT2023 dataset, which contains network traffic from diverse IoT devices
and encompasses multiple cyberattack behaviors. A comprehensive preprocessing pipeline was applied to
ensure data quality and consistency, including handling missing values, filtering outliers, standardizing
feature scales, and segmenting the data. Following established methodology, the dataset was split into
training (80%) and testing (20%) subsets. This division enables objective, consistent model evaluation while
preventing information leakage. All preprocessing operations that require estimating statistics (e.g., scaling
parameters) are fitted on the training set and then applied to the test set to avoid leakage.

3.1.2 Feature Selection

To enhance classification efficiency and eliminate redundant or irrelevant features, this study uses
the Mutual Information (MI) method for feature selection. By quantifying the dependency between each
input feature and the target label, MI facilitates the identification of the most informative attributes. This
process reduces computational overhead and improves the model’s classification performance. A detailed
explanation of MI calculation and implementation is provided in Section 3.2. MI scores are computed on the
training set only, and the top-K ranked features are selected and applied consistently to the test set.

3.1.3 Binary Classification (Stage 1)

The first stage of the classification pipeline involves training a binary classifier to distinguish between
DDoS and non-DDoS traffic. This step is designed to substantially reduce the computational load of
the subsequent multi-class classification stage. Based on comparative evaluations, four candidate models
were considered: DT, Linear Discriminant Analysis (LDA), GNB, and LR. After empirical testing, the
model demonstrating the optimal balance between accuracy and computational efficiency was selected
as the final Stage 1 classifier. The final DT configuration and hyperparameters are reported in Section 3.3
for reproducibility.
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3.1.4 Final Decision Fusion

A soft voting mechanism is integrated into the final decision fusion phase to improve predictive
consistency and alleviate the impact of class imbalance. Unlike hard voting, which determines the majority
class based exclusively on discrete outputs, soft voting calculates the weighted average of class probabilities
generated by each base classifier. The class with the highest aggregated probability is then selected as the
final output. This probability-based approach enables the model to integrate nuanced confidence levels
across classifiers, making more stable and accurate decisions. This advantage is particularly evident in
scenarios where class boundaries are ambiguous or classes are underrepresented. Unless otherwise stated,
equal weights are used for base learners, and class probabilities are aggregated by averaging.

3.1.5 Training and Evaluation Workflow

To improve reproducibility, Fig. 2 summarizes the complete training and evaluation workflow of the
proposed two-stage IDS. First, CICIoT2023 traffic is preprocessed and split into training (80%) and testing
(20%) subsets. All preprocessing statistics (e.g., scaling parameters) are fitted on the training set and then
applied to the test set to prevent information leakage. Next, MI scores are computed using the training set
only, and the selected top-K features are consistently applied to both training and testing data.

Edge Deployment Test Robustness Runs
(Raspberry Pi) (10 Runs / Different Seeds)

Predicted Other Attack
Output Label

CICIoT2023
(Full Dataset)

Preprocessing
(Missing/Outlier, Scaling)

i i Evaluation Metri
Train/Test Split (80/20) valuation Metrics

(Acc/Prec/Rec/F1)
Predicted DDoS
. Output Label .
MI Feature Ranking Soft Voting
Select Top-25 (Probability Aggregation)
DDoS

Stage 1 Training: DT Decisi Non-DDoS Stage 2 Training
(DDoS Vs Non-DDoS) ecision RF + XGBoost + AdaBoost

Figure 2: Complete training and evaluation workflow of the proposed two-stage IDS.

In Stage 1, a lightweight DT binary classifier is trained to distinguish DDoS from non-DDoS traffic,
thereby reducing the computational burden of the subsequent multi-class stage. Samples predicted as non-
DDoS are forwarded to Stage 2, where an ensemble of Random Forest, XGBoost, and AdaBoost is trained
for fine-grained multi-class classification. The final decision is produced via probability-level soft voting by
aggregating class probabilities across base learners.

Finally, the trained two-stage pipeline is evaluated using standard metrics (Accuracy, Precision, Recall,
and Fl-score). To verify robustness under the reported high performance, we repeat the complete training—
evaluation process across multiple independent runs with different random seeds and report mean and
dispersion statistics. In addition to offline evaluation, the trained models are deployed on an edge platform
to validate runtime feasibility under constrained resources.
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3.2 Feature Selection

The objective of feature selection is to identify the most significant features for model prediction from
many potential features. This step plays a critical role in the machine learning pipeline. The objectives are to
enhance model performance, mitigate the risk of overfitting, and reduce the time required for training and
inference. Ultimately, this approach aims to improve the interpretability of the model.

The present study employs MI as a methodology for feature selection. MI is a filter-based feature
selection technique that quantifies the correlation between features and the target variable. In evaluating the
dependency between two random variables, the MI metric has been shown to reduce the uncertainty of one
variable given the other. In the context of two random variables X and Y, the MI between X and Y can be
calculated as follows:

Ve 3 () loe [ LY
1Y) = 2. (eyl g(p<x>p<y>) W

where:

¢ p(x,y) denotes the joint probability distribution of X and Y.
« p(x)andp (y) represent the marginal probability distributions of X and Y, respectively.

MI is a valuable metric for quantifying the nonlinear relationship between features and target variables.
This property confers upon it a notable advantage in analyzing complex data. Furthermore, this method is
well-suited for processing continuous and discrete data, exhibiting great versatility. The present study utilizes
the mutual_info_classif function, part of the scikit-learn library, to calculate the MI value of each feature and
subsequently arrange the features in a hierarchical order.

3.3 Stage 1 Machine Learning Model (Binary Classification)

In the first stage, this study evaluated four machine learning algorithms for binary classification of DDoS
attacks: DT, LDA, GNB, and LR. Each algorithm was assessed based on classification accuracy, computational
efficiency, and suitability for high-volume DDoS traffic detection. Table 1 presents a comparative analysis of
these models’ performance.

o DT offers high interpretability and nonlinear adaptability but is prone to overfitting.
o LDA excels at data separability but assumes linear class boundaries.

o GNB suits high-dimensional data but relies on feature independence.

»  LRis effective for linearly separable data but may struggle with complex patterns.

A key motivation for selecting DT as the Stage 1 screener is its intrinsic interpretability, which is valuable
for IoT/edge IDS deployment where analysts require actionable reasons for alarms. DT decisions can be
expressed as a sequence of human-readable feature-threshold rules (root-to-leaf path), enabling transparent
auditing of why a flow is flagged as DDoS. To provide quantitative interpretability evidence, we report a
feature importance visualization derived from the trained DT, as shown in Fig. 3. The figure highlights the
most influential traffic features used by the Stage 1 classifier, indicating that the DT relies on a compact set of
discriminative attributes for rapid DDoS§ screening. This interpretability not only improves practical usability
but also supports edge deployment by maintaining a lightweight decision process.

The Stage 1 Decision Tree was implemented using Scikit-learn with default hyperparameters to maxi-

mize classification precision while maintaining the low-latency inference required for edge computing. The
key configurations include:
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criterion (‘gini’): Selected for its computational efficiency over entropy, reducing processing overhead
for real-time detection.

max_depth (None): Allows unrestricted tree growth to capture complex, high-dimensional attack
patterns, directly contributing to the model’s 99.99% accuracy.

min_samples_split (2) & splitter (‘best’): Ensures granular decision boundaries by rigorously evaluating
all features to identify optimal split points at every node.
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Figure 3: Visualization of the stage 1 decision tree logic (Top 3 Layers).

3.4 Stage 2 Machine Learning Model (Multi-Class Classification)

Following the successful elimination of DDoS attacks in the initial phase, the subsequent phase involves

the detailed classification of the remaining seven non-DDoS§ attack types. To enhance classification efficacy,
this study examined the following four ensemble learning methodologies:

RF: The model formulates predictions using multiple decision trees, exhibiting high accuracy and low
overfitting risk.

XGBoost: Enhances model performance through gradient boosting, suitable for large-scale data.
AdaBoost: Improves accuracy through weighted weak classifiers, and works well for difficult-to-
classify samples.

Extra Trees: Compared with RE, it can further improve training efficiency and reduce computational
burden.

The following are experimental settings for each of the model classifiers we evaluated for stage 2:

RF Classifier: As the primary component of the soft-voting ensemble (weighted 2:1:1), the Random

Forest model was deployed with Scikit-learn’s default settings to ensure maximum stability and variance

reduction. Key configurations include:

« n_estimators (100): Utilizes 100 decision trees to construct a robust aggregate prediction. This
ensemble size provides a strong balance between computational cost and the smoothing of errors
from individual trees.
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max_depth (None): Similar to the Stage-1 model, fully grown trees are permitted. However, the
bagging (bootstrap aggregating) mechanism inherent to RF effectively mitigates the overfitting
risks usually associated with deep trees, ensuring high accuracy for the majority of classes.

XGBoost Classifier: The XGBoost model was utilized with standard defaults to leverage its scalable
tree boosting system, which is particularly effective for capturing non-linear traffic patterns missed by
traditional bagging methods. Key configurations include:

booster (‘gbtree’) & max_depth (6): Unlike the unconstrained depth of the RF model, XGBoost
defaults to a depth of 6. This constraint acts as a regularization technique, preventing the model
from memorizing noise and helping it generalize better to unseen minority attack signatures.
learning rate (0.3): The default step size shrinkage prevents the model from adapting too quickly
to specific data points, ensuring a steady convergence towards the optimal solution during the
gradient descent process.

AdaBoost Classifier: AdaBoost was incorporated to specifically target hard-to-classify instances by
sequentially correcting the errors of preceding weak learners. Key configurations include:

n_estimators (50): The default of 50 iterative estimators allows the model to focus on misclassified
samples without incurring excessive training time.

algorithm (‘SAMME.R): This real boosting algorithm uses class probability estimates rather than
discrete classifications. This is crucial for the Soft Voting mechanism, as it provides the granular
probability distributions required to refine the final ensemble decision for underrepresented classes
like Brute Force and Web-based attacks.

Extra Trees Classifier: The Extra Trees classifier was employed to further minimize model variance
and computational overhead. Unlike Random Forest, this model adopts a more stochastic approach
to tree building, implemented via Scikit-learn with default settings to enhance generalization. Key
configurations include:

n_estimators (100): An ensemble of 100 decision trees is constructed to ensure robust predictive
performance and stability across diverse traffic samples.

max_depth (None) & bootstrap (False): The model grows trees without depth restrictions using
the entire dataset (no bootstrapping). This preserves the full information content of the training
data, which is critical for identifying rare signatures in minority attack classes.

max_features (‘sqrt’) & Random Splitting: While it considers a subset of features (square root of
the total) at each node, the defining characteristic is that split thresholds are drawn completely at
random rather than searching for the optimal cut-point. This mechanism significantly reduces bias
and training time compared to standard Random Forests.

As illustrated in Table 3, a performance comparison of the four models is presented. Ultimately, the soft

where:

voting mechanism was selected for decision fusion. The prediction probabilities of the model were combined
through weighted averaging, as shown in Eq. (2).

P(y=ch) = 2 pi (clx) @)
i=1

pi (c|x): the predicted probability that the i — th classifier assigns to class c.
n: the total number of classifiers participating in the voting process.
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Table 3: Performance comparison of two-stage classifiers.

Model Performance Description
RE High efficiency and robust to overfitting through feature importance assessment;
however, training time can be relatively long.
XGBoost High accuracy and well-suited for large datasets with built-in regularization;
however, hyperparameter tuning can be complex.
Enhances weak learners and adapts well to complex samples; however, it can be
AdaBoost

sensitive to outliers.
Fast training and suitable for high-dimensional features; however, it may yield lower

Extra Trees . .
accuracy than RF in some scenarios.

Unlike hard voting, soft voting employs weighted averaging to leverage the prediction probabilities
from each model. This approach integrates multiple models’ strengths, enhancing classification accuracy and
robustness. The final predicted category is the category that corresponds to the maximum probability, as
demonstrated in Eq. (3).

J = argmax P ((y = c[x)) ®3)

This study employs a strategy of “detecting DDoS first and then classifying it,” which ofters the following
advantages:

o Processing of imbalanced data. Distributed Denial of Service (DDoS) attacks represent a significant
proportion of the CICIoT2023 statistics. If multi-category classification is performed directly, the
classifier will be biased towards DDoS.

o Itisessential to reduce the computational burden. Eliminating high-frequency attack categories first can
reduce the number of samples and feature complexity that the subsequent classification model needs
to process.

o Improving accuracy is essential for achieving optimal results. The two-stage strategy enables the
first layer to concentrate on preliminary screening, while the second layer handles fine classification,
aligning with the principles of divide-and-conquer. This strategy has proven stable and generalizable in
numerous mathematical and experimental studies.

4 Experimental Results and Analysis

This section presents the experimental evaluation of the proposed two-stage IDS. The framework’s
performance is comprehensively assessed using the publicly available CICIoT2023 dataset, evaluating
performance based on key metrics, including accuracy, precision, recall, Fl-score, and inference efficiency.

4.1 Experimental Environment

The software and hardware configurations used in this study are summarized in Table 4. All experiments
were conducted on an Ubuntu 22.04.3 LTS operating system, using Python 3.11.5 and widely adopted libraries
for implementation and analysis.
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Table 4: Specifications of the experimental environment.

Components Specification
CPU/Memory AMD Ryzen Threadripper 2950X 16 Core Processor/128 GB
Packages Pandas, numpy, matplotlib, seaborn, sklearn, xgboost, joblib

4.2 Experimental Setup and Data Preprocessing

The CICIoT2023 dataset, developed by the Canadian Institute for Cybersecurity (CIC), was selected
as the benchmark for this study. It provides realistic, large-scale IoT traffic collected from an experimental
topology comprising 105 IoT devices, totaling approximately 46,686,579 records. The dataset encompasses
33 distinct attack scenarios organized into eight major categories: seven attack families and one normal traffic
category. Available in both pcap and CSV formats, each record includes 47 extracted flow/window-based
features, ensuring the dataset is rich in content and suitable for reproducible, real-world IDS validation. The
distribution of attack types is detailed in Table 5.

Table 5: Attack categories in the CICIoT2023 dataset.

Class Sub-Class
ACK fragmentation, UDP flood, SlowLoris, ICMP flood, RSTFIN flood, PSHACK
DDoS flood, HTTP flood, UDP fragmentation, TCP flood, SYN flood, SynonymousIP
flood, ICMP Fragmentation
DoS TCP flood, HTTP flood, SYN flood, UDP flood
Recon Ping sweep, OS scan, Vulnerability scan, Port scan, Host discovery

SQL injection, Command injection, Backdoor malware, Uploading attack, XSS,

Web-Based Browser hijacking
Brute Force Dictionary brute force
Spoofing Arp spoofing, DNS spoofing
Mirai GREIP flood, Greeth flood, UDPPlain
Normal Normal

To improve clarity, we group the labels in Table 5 by attack family (high-level category) and list the
corresponding sub-classes under each family, following the dataset’s original taxonomy. The seven attack
families are summarized below:

1. Availability attacks (volumetric/service disruption).
« DDoS: distributed flooding from multiple compromised devices to exhaust
network/service resources.
o DoS: single/few-source resource exhaustion targeting service availability.
o  Mirai botnet: IoT malware that compromises devices (often via weak/default credentials) and
subsequently orchestrates large-scale attacks, frequently including DDoS campaigns.
2. Probing and information gathering.
»  Reconnaissance (Recon): active/passive scanning to discover network configuration, open ports,
services, and potential vulnerabilities prior to exploitation.
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3. Application/credential-driven compromise.
o Web-based attacks: exploitation of web application weaknesses to steal data, alter behavior, or
degrade service reliability/availability.
o  Brute Force attacks: systematic password guessing (dictionary and exhaustive search) to obtain
unauthorized access.
4. Deception and identity manipulation.
« Spoofing: falsifying identifiers (e.g., IP/MAC/source fields) to bypass defenses or impersonate
legitimate entities.

4.3 Experimental Results
4.3.1 Data Preprocessing

The CICIoT2023 dataset was first standardized to ensure consistent feature scaling across all input
variables. The original dataset contains 34 distinct class labels, which were reclassified into seven attack
categories plus one normal traffic class based on the taxonomy provided in Table 6, where the class
distribution and sample counts across these eight categories are also summarized.

Table 6: Traffic class distribution.

Label Class Distribution Train Test
DDoS 72.686% 27,189,129 6,795,431
DoS 17.387% 6,472,295 1,618,443
Mirai 5.720% 2,106,017 528,107
Normal 2.318% 878,851 219,344
Spoofing 1.061% 388,993 97,511
Recon 0.748% 283,692 70,873
Web-Based 0.053% 19,837 4992
BruteForce 0.023% 10,449 2615

4.3.2 Dataset Imbalance Analysis

The class distribution analysis of the CICIoT2023 dataset, as shown in Table 6, shows a big difference
in traffic categories. DDoS attacks are the most common type, accounting for about 73% of all samples.
Brute force and web-based attacks are less common, making up less than 0.1% each. Shaped in this way,
distributions can strongly influence the training of models. This can lead to poor recall for attack types that
are not represented, which are critical for IoT security.

To deal with this problem, the suggested plan has two parts. First, Stage 1 uses a binary classification
approach. This approach separates DDoS traffic from non-DDoS flows. This reduces the class imbalance in
the analysis. This process breaks down the problem into two simpler steps, which makes it easier to detect
the majority class while keeping the other classes in check. Second, Stage 2 uses a soft voting ensemble that
combines RE, XGBoost, and AdaBoost classifiers. Overall, these design choices reduce the negative impact of
dataset imbalance by dividing the classification tasks and using ensemble-based learning to improve general
performance. This allows the framework to reliably detect both high-frequency and minority attack types.
This approach makes it useful in the real world, where problems with class imbalance are common.
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4.3.3 Feature Ranking

MI was used to evaluate the relevance of each feature concerning the target variable, serving as a key
criterion for feature selection. Based on the MI scores computed using Eq. (1), features were ranked in
descending order of informativeness. The results showed that the top 23 features contributed significantly
to model accuracy. In contrast, Features ranked 3lIst and below showed negative or near-zero MI values,
indicating negligible additional predictive value.

To determine the optimal feature subset, we focused on fine-tuning the selection range between features
ranked 23rd to 3lst, as these exhibited borderline MI scores that might offer marginal improvements in
accuracy. The most effective feature combination was identified through iterative testing and comparison
to balance training efficiency and classification performance. The complete ranking results are presented
in Table 7.

Table 7: Feature Ranking Based on MI.

Sort Feature MI Sort Feature MI
1 IAT 0.853210 17 rst_count 0.189326
2 Totsum 0.570154 18 urg_count 0.178389
3 Magnitude 0.538441 19 syn_count 0.119756
4 Min 0.521251 20 HTTPS 0.059965
5 Totsize 0.494339 21 ack_count 0.033488
6 AVG 0.469948 22 ack_flag number 0.031644
7 Max 0.462722 23 fin_count 0.024392
8 Header_Length 0.379621 24 SSH 0.000339
9 Rate 0.242756 25 DNS 0.000297
10 Srate 0.242667 26 ARP 0.000171
1 Std 0.225085 27 cwr_flag number 0.000170
12 Radius 0.223886 28 IRC 0.000122
13 Covariance 0.220497 29 DHCP 0.000053
14 flow_duration 0.202604 30 ece_flag number 0.000036
15 Variance 0.194245 31 Telnet 0.000027
16 ProtocolType 0.194153

4.3.4 Evaluation Metrics

To comprehensively evaluate the performance of the proposed model, we employed standard classifica-
tion metrics, including Accuracy, Precision, Recall, and F1-Score. In addition, a confusion matrix was used
to analyze the classification outcomes further.

The confusion matrix consists of the following four elements:

o True Positive (TP): Correctly classified positive samples.

»  False Positive (FP): Negative samples incorrectly classified as positive.
«  True Negative (TN): Correctly classified negative samples.

»  False Negative (FN): Positive samples incorrectly classified as negative.
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The definitions and mathematical formulations of the evaluation metrics are presented in Eqs. (4)-(7).

TP + TN
Accuracy = (4)
TP + TN + FP + FN
TP
Precision = (5)
TP + FP
TP
Recall = —— (6)
TP + FN

Precision x Recall
F1 — score = 2 x — (7)
Precision + Recall

4.3.5 Stage 1 Classification Model

Fig. 4 compares how well four machine learning algorithms worked for Stage 1 binary classification.
DT, Naive Bayes, LR, and LDA. DT performed best with an accuracy of 99.99%, much better than the other
models (Naive Bayes: 81.52%, LR: 83.86%, LDA: 83.42%). This excellent result shows that DT can easily tell the
difference between DDoS and non-DDoS traffic. This is important for reducing the computational workload,
especially in environments that don’t have a lot of resources. The classification accuracy is almost perfect,
which shows that DT can accurately identify DDoS attack patterns while correctly identifying harmless
traffic. This supports the framework’s design goal of creating a lightweight yet highly accurate filter in the
early stages.

Accuracy
100% 99.99%

90% 81.52% 83.86% 83.42%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Decision Tree Naive Bayes Logistic Regression

Figure 4: Performance comparison of multi-class classification algorithms for non-DDoS traffic.

4.3.6 Stage 2 Classification Model

Fig. 5 compares how well four different classifiers worked in Stage 2 to identify different types of attacks
and normal traffic. The evaluated models include XGBoost, AdaBoost, Extra Trees, and RE. The results show
that RF had the highest accuracy at 98.77%, with XGBoost close behind at 98.62% and Extra Trees at 98.53%.
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AdaBoost had the lowest accuracy at 94.97%. These findings show that ensemble methods that use bagging
and boosting are better at dealing with the complexity and class imbalance that are part of IoT network traffic.
These results show that Stage 2 of the proposed framework effectively deals with the challenges of detecting
intrusions in more than one category. It makes sure that attacks are well-defined and organized, so they can
be stopped quickly.

Accuracy

XGBoost [IINNEG  98.62%
AdaBoost NG 94.97%
Extra Trees [N 98.53%
Random Forest |GGG 93.77%

93% 94% 95% 96% 97% 98% 99% 100%

Figure 5: Performance comparison of different machine learning algorithms in Stage 2.

As outlined in Section 3.4, the soft voting strategy aggregates class probabilities from each model.
Specifically, each classifier outputs a predicted probability p; (c|x) for sample x belonging to class c. The
predicted class y is then selected using Eq. (3) by choosing the class with the maximum probability. As
shown in Table 8, RF exhibited the highest standalone accuracy for multi-class (non-DDoS) classification.
To compensate for the comparatively weaker performance of other models in detecting less frequent attack
types, such as Web-based, Spoofing, and Brute Force, RF was assigned a higher voting weight in the ensemble.
This strategy significantly reduced misclassifications while maintaining overall high S and F1-scores.

Table 8: Performance evaluation of soft voting combinations.

Voting Combination Accuracy Precision Recall F1-Score
(%)
2 x RandomForest + ExtraTrees + AdaBoost 98.7571 98.7649 98.7571 98.7218
2 x RandomForest + Extralrees + XGBoost 98.7839 98.794 98.7839 98.7483
2 x RandomPForest + AdaBoost + XGBoost 98.7924 98.7999 98.7924 98.7571

Based on the soft voting mechanism (Eqs. (2) and (3)), the final ensemble achieved over 98.7% accuracy
across all attack classes and effectively reduced false positives and false negatives. These results highlight the
practical value of the proposed hierarchical IDS framework in securing IoT environments.

4.3.7 Integrated Results

After establishing the optimal voting ensemble, we further evaluated its performance using various
feature subset sizes ranked by MI. The goal was to identify a configuration that maintains high predictive
accuracy while reducing computational load and eliminating feature redundancy. Specifically, MI-ranked
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features from positions 23 to 31 were selected for evaluation. Several soft voting models were trained and
tested under different feature count configurations, with results presented in Table 9.

Table 9: Model performance under varying feature counts.

Feature Number Accuracy Precision Recall F1-Score
(%)
23 98.8082 98.8142 98.8082 98.7778
24 98.8028 98.8088 98.8028 98.7715
25 98.8296 98.8354 98.8296 98.8020
26 98.8181 98.8240 98.8181 98.7891
27 98.8171 98.8231 98.8171 98.7883
28 98.8114 98.8177 98.8114 98.7819
29 98.8046 98.8108 98.8046 98.7737
30 98.8007 98.8068 98.8007 98.7689
31 98.7957 98.8019 98.7957 98.7635

The experiment results show that choosing the top 25 features based on MI gets the best and most
reliable results for all the ways to measure success, like accuracy, precision, recall, and Fl-score. This setup
balances how well the system works with how much it uses in terms of computing power by eliminating extra
features and reducing the chance of performance issues.

Accordingly, the final model adopts these top 25 MI-ranked features as the input set for training the
proposed two-stage classification framework. This architecture employs a DT classifier in the first stage to
detect and filter DDoS traffic. The remaining non-DDoS traffic is then passed to the second stage, where a
weighted soft voting ensemble is used for multi-class classification. This ensemble integrates three classifiers:
RE, AdaBoost, and XGBoost. To reflect the superior standalone performance of the RF classifier observed in
earlier experiments, the voting weights are assigned in a ratio of 2:1:1, respectively. This weighting enhances
the overall detection accuracy and contributes to improved model stability.

Fig. 6 presents the confusion matrix of the final classification results on the CICIoT2023 dataset, illus-
trating the relationship between predicted and actual labels across nine traffic categories: DDoS, DoS, Mirai,
Normal, Spoofing, Reconnaissance, Web-based, and Brute Force attacks. The strong diagonal dominance
observed in the matrix indicates high true positive rates for most classes. Notably, the model successfully
identified over 6.79 million DDoS samples and 1.62 million DoS attacks, reflecting strong detection capability
for majority-class attacks.
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Figure 6: Confusion matrix of the final classification results on the CICIoT2023 dataset.

Although the overall confusion matrix indicates strong performance, minority classes—particularly
Web-based and BruteForce attacks—remain more challenging due to limited samples and overlapping
traffic characteristics with other non-DDoS categories. In our baseline setting (without resampling), the
precision for Web-based and BruteForce attacks is 53.125% and 58.585%, respectively, suggesting that a
portion of predictions for these rare classes are confused with visually similar behaviors in the feature
space. To further investigate whether class-imbalance mitigation can improve detection completeness, we
conducted an additional experiment using SMOTE oversampling to increase each minority class to 28,000
samples. This intervention substantially improved recall to 71.23% (Web-based) and 78.56% (BruteForce),
indicating improved sensitivity to rare attacks. However, the accuracy dropped to below 60%, revealing
a clear precision-recall trade-off: oversampling increases true positive coverage but also increases false
positives for these rare classes.

Given that our two-stage design already improves minority-class discrimination through stage-wise
decomposition and soft-voting aggregation in Stage 2, we prioritize maintaining precision to reduce false
alarms in operational settings. Therefore, the final results are obtained without minority-class oversampling,
while the SMOTE experiment is included as an ablation study to demonstrate the trade-offs and potential
tuture directions for recall-oriented optimization.

The relatively lower detection performance for Brute Force and Web-based attacks is primarily driven
by the severe class imbalance within the CICIoT2023 dataset, where these categories represent less than 0.1%
of the total samples compared to the overwhelming dominance of DDoS traffic. Furthermore, the proposed
model relies on flow-based statistical features (e.g., IAT, Rate) selected via Mutual Information, which are
highly effective for identifying volumetric anomalies but lack the application-layer granularity required to
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distinguish specific payloads. Consequently, these “silent” attacks exhibit traffic patterns that significantly
overlap with legitimate behavior, leading to a higher rate of misclassification with Normal traffic compared
to the distinct, high-velocity profile of DDoS attacks.

Furthermore, attacks on minority classes, such as Brute Force and web-based intrusions, were classified
with reasonable accuracy, despite the small number of samples available. These results show that the model
can generalize well without overfitting. It maintains high precision and recall across different types of attacks
in a large, real-world IoT dataset.

In addition, a comparative analysis with recent studies that utilized the full CICIoT2023
dataset [5,11,15,16] confirms the superiority of the proposed framework. As summarized in Table 10, the
two-stage IDS consistently outperforms existing approaches in all key evaluation metrics, validating its
effectiveness in delivering high accuracy and computational efficiency. Furthermore, a comparison with
recent studies using deep learning methods [29-31] further confirms that all indicators of this study are
higher than those of other research results. The deep learning-based approaches and their corresponding
performance metrics compared with our framework are presented in Table 11.

Table 10: Performance comparison with previous studies.

Accuracy Precision Recall F1-Score
Reference
(%)

Our Method 99.67 99.67 99.67 99.66
Kumar et al. [5] 99.95 98.13 99.97 99.04
Gheni et al. [11] 97.46 97.00 97.00 97.00
Tseng et al. [15] 99.46 99.48 99.45 99.47

Neto et al. [16] 98.90 86.32 89.04 87.63
Table 11: Performance comparison with deep learning previous studies.
Accuracy Precision Recall F1-Score

Reference

(%)
Our Method 99.67 99.67 99.67 99.66
[29] 99.13 99.13 99.13 99.13
[30] 98.00 98.00 98.00 98.00
[31] 96.56 94.59 91.28 92.62

4.3.8 ROC Curve and AUC Analysis

To further evaluate the generalization performance of the proposed two-stage IDS framework and
examine potential overfitting issues, ROC (Receiver Operating Characteristic) curves and AUC (Area Under
the Curve) values were plotted for the CICIoT2023 dataset, as shown in Fig. 7. These metrics provide an
intuitive assessment of the model’s discriminative ability across different attack classes, independent of
classification thresholds.
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CICloT2023 Multi-Class ROC Curve

True Positive Rate

BruteForce (AUC = 0.79)
DDoS (AUC = 1.00)
= DoS (AUC = 1.00)
= Mirai (AUC = 1.00)
—— Normal (AUC = 0.99)
= Recon (AUC = 0.93)
Spoofing (AUC = 0.94)
— Web-based (AUC = 0.77)

0.0

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 7: ROC curve for the proposed two-stage IDS model on the CICIoT2023 dataset.

For the CICIoT2023 dataset, the results show that the proposed model gets almost perfect scores for
critical classes like DDoS (AUC = 1.00), DoS (AUC = 1.00), and Mirai (AUC = 1.00). This shows that it can
detect problems well while identifying a few false positives. Meanwhile, attacks that target minority classes,
like web-based attacks and brute force, have lower AUC values. These results suggest that the model works
well for common and high-volume attack types, but more data or targeted sampling might be needed to
improve detection of underrepresented classes.

Overall, the high AUC scores across different classes and datasets show that the model performs well
and is not likely to be overfit. This is also supported by the small difference between the training and
testing accuracy results. This suggests that the framework performs well without relying too much on certain
training data patterns.

4.4 Method Evaluation

In the CICIoT2023 dataset, DDoS attacks represent the most frequent and voluminous category of
malicious traffic. We implemented a two-stage IDS framework to alleviate computational burdens while
maintaining high detection performance. Stage 1 employs a lightweight decision tree classifier in this
architecture to isolate DDoS traffic from all other categories. Subsequently, Stage 2 applies a soft-voting
ensemble classifier, comprising RE, XGBoost, and AdaBoost, to further classify the remaining non-DDoS
traffic into its respective attack types. This staged design balances efficiency and accuracy, making it a
promising candidate for real-time deployment in resource-constrained IoT edge environments.

To demonstrate the effectiveness of this design, we conducted a comparative evaluation against a single-
stage soft-voting model that performs direct multi-class classification. The results are summarized in Table 12.
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Table 12: Two-stage model evaluation on CICIoT2023 dataset.

Metric\Method One-Stage Two-Stages
Accuracy 99.671% 99.674%
Precision 99.672% 99.675%

Recall 99.671% 99.674%
F1-Score 99.662% 99.666%
TrainTime 5h6 min52s 1h 48 min 55s
TestTime Imin52s 33s

Statistical validation and robustness. Given the very high reported performance, we further assessed
robustness by repeating the complete two-stage training—evaluation pipeline 10 independent runs with
different random seeds. Across runs, the variation of key metrics (Accuracy, Precision, Recall, and Fl-score)
remained within 0.2%, indicating stable performance and reducing the likelihood that the results are driven
by a single favorable split or initialization. We report the mean + standard deviation (and 95% confidence
intervals, where applicable) over the 10 runs in Table 13.

Table 13: Mean, Std, 95% CI, and range across 10 runs.

Metric Mean Std 95% CI (2) Min Max Range (Max-Min)
Accuracy 99.6644% 0.0705 0.0437 99.5647% 99.7821% 0.2174
Precision 99.6690% 0.0812 0.0503 99.5610% 99.7785% 0.2175

Recall 99.6928% 0.0630 0.0390 99.5860% 99.7820% 0.1960
F1-Score 99.6584% 0.0498 0.0309 99.5952% 99.7471% 0.1519

To further assess the cross-domain generalization of the proposed lightweight two-stage IDS, we
conducted additional evaluations on two widely adopted IoT security benchmarks, CICIoMT2024 and Edge-
IToTset, which represent medical IoT and industrial IoT scenarios, respectively. CICIoMT2024 emulates
modern IoMT deployments where MQTT-based communication is prevalent, and the threat landscape
includes DDoS, spoofing, MQTT-targeted exploits, and reconnaissance behaviors. In contrast, Edge-IloTset
reflects industrial IoT monitoring conditions with diverse attack families, such as credential-based intrusion
attempts, injection attacks, and malware-related activities, resulting in traffic patterns with distinct opera-
tional periodicity and protocol heterogeneity. These differences provide a rigorous test of robustness beyond
the original CICIoT2023 environment.

As reported in Table 14, under the original hyperparameter configuration defined in Sections 3.3
and 3.4, the proposed framework demonstrates strong transferability, achieving 99.80% accuracy on
CICIoMT2024 and 94.73% accuracy on Edge-IloTset. Importantly, all corresponding evaluation metrics
remain consistently high, indicating that the hierarchical design and feature-efficient modeling strategy can
preserve reliable detection performance even when the traffic distributions and attack characteristics shift
across domains.
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Table 14: Generalization performance evaluation results.

Metric Original With SMOTE
(%)
Accuracy 99.80 99.39
Precision 99.82 99.45
ICIoMT2024
CICIoMT20 Recall 99.80 99.39
F1-Score 99.80 99.41
Accuracy 94.73 94.65
Precision 94.82 94.76
EdgelloT:
dgelloTset Recall 94.73 94.65
F1-Score 94.74 94.66

To understand the effect of class imbalance better, SMOTE-based over-sampling was performed
on the minority level categories to populate these classes to approximately 20,000 instances each. This
allowed for model retraining. The results indicate that when balancing the classification performance
remains stable. The accuracy and recall of the model on CICIoMT 2024 decreased slightly (from 99.80%
t0 99.39%), while there was virtually no difference in the Fl-score (99.80% vs. 99.41%). When calculated on
all metrics at Edge IIoT Set, it was observed that accuracy decreased by a small amount from 94.73% to
94.65%, precision decreased from 94.82% to 94.76%, and the Fl-score decreased from 94.74% to 94.66%. A
consistent range of changes in all metrics indicates that the effect of sampling alone does not have a major
impact on overall classification performance since the previously proposed model already incorporates the
main discriminative characteristics of the data and extracts compact features from the data via two stage
decomposition techniques.

The findings shown in Table 14 indicate how well the proposed lightweight IDS performs across a
wide range of heterogeneous IoT domains, with stable and generalised performance from all instances
of both IoT domain variations. By maintaining high-quality detection regardless of many differences in
dataset characteristics, the framework has demonstrated practical value for real-world deployment within
medical, industrial and general-purpose IoT domains without needing to be re-architected or require
extreme amounts of hyperparameter tuning.

Beyond the performance comparison, it is important to clarify the practical differences, advantages,
and trade-offs between single-stage and two-stage IDS designs. A single-stage multi-class classifier learns a
direct mapping from input features to all attack labels in one model. In contrast, a two-stage IDS decomposes
the task into a coarse screening step followed by fine-grained classification, allowing Stage 1 to quickly filter
the dominant category (DDoS) using an interpretable and lightweight model, while Stage 2 focuses on the
remaining non-DDoS traffic where finer distinctions are required.

From an efficiency perspective, the two-stage design reduces average inference cost because a large
fraction of traffic can be decided by Stage 1 with minimal computation, which is particularly beneficial under
edge constraints. It also improves scalability by enabling different deployment strategies (e.g., Stage 1 at the
edge for immediate filtering and Stage 2 at the edge or near-edge, depending on resources). However, two-
stage designs introduce potential error propagation: if Stage 1 misroutes samples (e.g., non-DDoS incorrectly
flagged as DDoS or vice versa), Stage 2 may not have the opportunity to correct those errors. Therefore, the
Stage-1 classifier must prioritize robust screening performance, and the overall system should be evaluated
not only by accuracy but also by per-class recall and misclassification patterns. Despite this trade-off, our
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results show that the two-stage framework provides a favorable balance between real-time feasibility and
strong detection performance for large-scale IoT traffic.

For the CICIoT2023 dataset, the single-stage model required over 5 h of training time, whereas the
combined training time of both classifiers in the proposed two-stage architecture was less than 2 h. During
inference, the single-stage model took approximately 2 min to process the test set, while the two-stage system
completed the same task in about 30 s. This represents a 3x reduction in inference time, offering a substantial
runtime advantage.

In terms of practicality, these improvements significantly reduce training and operational overheads,
particularly beneficial for large-scale IoT deployments, where real-time detection and rapid model updates
are essential. To further assess the real-world applicability of the model, we deployed the trained two-stage
IDS on both general-purpose computers and low-power edge computing platforms. Specifically, we evaluated
performance on a Raspberry Pi 3, which features a Cortex-A53 CPU and typifies hardware used in SCADA
or embedded control systems.

To comprehensively evaluate the real-time feasibility of the proposed lightweight two-stage IDS on
edge hardware, we performed extensive experiments on a Raspberry Pi 3. For each traffic category, the
system processed 10,000 inference instances while recording CPU utilization, memory consumption, and
inference latency, as summarized in Table 15. The proposed IDS demonstrates strong operational efficiency
under resource constraints. Batch inference times are consistently under 2 s across the board (DDoS =
0.108 s) through Benign (1.902 s). Average batch inference time was 1.19 s. Average instance latency was
approximately 119 us for every prediction. Peak CPU usage during batch inference did not exceed 35.78%.
Maximum memory used per instance prediction did not exceed 8.45 MB confirming that this framework is
a very lightweight and therefore well suited for IoT security edge computing.

Table 15: Average real-time operational metrics of the two-stage IDS on raspberry Pi 3.

Label CPU Usage (%) Memory Consumes (MB) Inference Time (s)
DDoS 18.36 8.45 0.108
DoS 28.52 5.02 1.093
Mirai 23.3 1.62 1.050
Benign 21.94 0.912 1.902
Recon 26.54 0.336 1.688
Spoofing 35.78 0.112 1.684
Web-based 29.43 0.256 0.873
Bruteforce 23.66 1.18 1.137

To further contextualize the real-time capability under industrial requirements, IEC 61850-5 specifies
stringent time performance constraints for time critical substation automation messages. In particular, trip
messages (Type 1A) are typically expected to achieve transmission times on the order of 3 ms, while other
fast event driven messages are commonly constrained within 10 ms to 20 ms depending on the performance
class. Compared with these requirements, the proposed IDS achieves sub-millisecond inference latency per
instance on a low-power Raspberry Pi platform, indicating that it can satisty the real-time responsiveness
demanded by mission critical smart grid and industrial control deployments while maintaining minimal
resource overhead.
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4.5 Deployment Feasibility and Practical Performance Analysis

In this section, we transition from theoretical metric evaluation to a practical assessment of deployment
feasibility. By implementing the framework on resource-constrained edge computing platforms, we validate
the real-world viability of our proposed two-stage architecture within ecosystems.

4.5.1 Resource-Aware Performance on Heterogeneous Hardware

To evaluate cross-platform stability, benchmarks were conducted across a range of hardware environ-
ments (see Table 16). The empirical results demonstrate that even on a low-power edge device (Raspberry
Pi 3), the proposed two-stage framework exhibits superior computational efficiency. Compared to the
conventional single-stage approach, our architecture reduced processing time from 880 s to 249 s, achieving
a 3.5x inference speedup. This significant reduction in latency underscores the “resource-aware” nature of
the design, which effectively optimizes limited CPU and memory resources on edge nodes.

Table 16: Inference time comparison across devices for the two-stage model (Test Set: ~9.33M samples).

Device PCo01 NBO1 Edge01
(O} Windows 11 Windows 11 Linux Ubuntu 20.04 LTS
CPU-Type Intel i5-12500H Intel i5-1035G4 Cortex-A53
CPU-Speed (GHz) 25 L1 L5
RAM (GB) 16 8 8
One-Stage Inference Time (s) 183 312 880
Two-Stages Inference Time (s) 51 86 249
Two-Stages Avg. Inference Latency (us/flow) 5.46 9.21 26.66
Two-Stages Throughput (flows/sec) 183,084 108,573 37,500

To rigorously quantify the real-time capabilities across these platforms, we calculated the Average
Inference Latency (T},;) and Throughput (T),;) based on the test set size (N ~ 9.33M samples) using the
equations:

Ttotal 1
(Trar) = 7> (Tpur) =
“ Nsamples put Tlat

)

where Ti,sq; is the total processing time, and Nyupmpies is the number of test samples. Our proposed
framework achieves an impressive average latency of 3.53 ps per flow and a throughput of approximately
282,949 flows per second.

As shown in Table 16, the proposed framework maintains ultra-low latency even on resource-
constrained hardware. On the Raspberry Pi 3 (Edge01), the average latency is just 26.66 ps per flow, with a
throughput of 37,500 flows/sec. This confirms that the model can handle high-velocity IoT traffic in real-time
on Cortex-A53 class processors without creating processing bottlenecks.

4.5.2 Real-Time Feasibility in Fog and Distributed Computing

In distributed IoT environments, real-time feasibility is paramount for mitigating attacks before they
propagate through the network. Our data indicates that the system can complete packet-level classification
for the entire test set in under five minutes. Within a Fog Computing context, this efficiency allows for
near-instantaneous intervention—such as triggering automated firewall rules—when high-volume traffic
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(e.g., DDoS) is detected. By enabling edge-centric processing, the framework minimizes backhaul bandwidth
consumption and round-trip latency, addressing a critical bottleneck in cloud-dependent security models.

4.5.3 Real-Time Inference Analysis and Comparison

To further validate the lightweight nature of the proposed framework, we examined the inference per-
formance gap between a general-purpose PC and a resource-constrained edge device. As shown in Table 16,
we compare the average inference latency on PCO1 (Intel i5-12500H) and Edge01 (Raspberry Pi 3, Cortex-
A53). The results indicate that the proposed model maintains efficient and stable inference behavior across
heterogeneous hardware platforms, supporting its suitability for practical edge deployment.

Average latency per flow for the proposed framework on the general-purpose PC (PCO01) is 5.46 ps,
while in Raspberry Pi (Edge0l), it is 26.66 ps. Therefore, while PCO1 is about 4.9x as fast, the actual latency
of 26.66 ps per flow is low enough to provide real-time processing capabilities for the Raspberry Pi. These
latencies correspond to approximately 37,500 flows/second, which is significantly higher than the typical
packet arrival rate in standard IoT sensor networks. These data show that the proposed architecture can
provide real-time intrusion detection on low-power edge devices with minimal processing load at the edge
and without using high-performance computing.

4.5.4 System Scalability and Hierarchical Deployment

The two-stage design provides a distinct architectural advantage for system scalability. Following the
principle of hierarchical defense, the framework supports a distributed deployment strategy:

Stage 1 (Lightweight Filtering): Due to the minimal computational footprint of the DT model, it can be
hosted natively on localized IoT sensors or lightweight edge nodes for high-speed screening of dominant
DDoS traffic.

Stage 2 (Ensemble Analysis): The more complex soft-voting ensemble can be strategically offloaded to
fog nodes or edge gateways where relatively higher resources are available. This modularity allows the security
infrastructure to scale horizontally as the IoT device density increases, preventing the centralized processing
bottlenecks typical of single-stage systems.

4.5.5 Interpretability and Future Extensibility

Beyond performance, the inherent interpretability of the Stage 1 Decision Tree provides network
administrators with clear, rule-based logic for security decisions—a prerequisite for “Trustworthy AI” in
critical infrastructure. This transparency also facilitates future extensibility toward Federated Learning (FL)
and privacy-preserving mechanisms. As identified in recent surveys [10], edge nodes can collaborate to
update global model parameters without exposing sensitive raw data, a direction that our lightweight
framework is uniquely positioned to support.

5 Conclusions

This paper presents a lightweight, modular two-stage intrusion detection framework for IoT environ-
ments. Stage 1 applies mutual information-based feature selection with a fast filter to identify dominant
DDoS traffic, while Stage 2 detects minority attacks using a soft-voting ensemble of RE, XGBoost, and
AdaBoost. This design reduces computational cost and improves both accuracy and robustness under
severe class imbalance. Beyond CICI0oT2023, cross-domain validation was conducted on CICIoMT2024 and
EdgelloTset. The proposed framework achieved over 94.7% accuracy on both datasets, while maintaining
competitive detection performance. On a Raspberry Pi 3, the framework processed 10,000 instances per
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traffic type in under 2 s (»1.19 s on average), with per-packet latency between 190.29 ps and 10.84 ps
(~119 us on average), satisfying the <10 ms real-time constraint for SCADA scenarios. Resource usage
remained modest, peaking at 35.78% CPU and 8.45 MB of memory. Overall, the proposed framework delivers
stable multi-domain performance, practical edge deployability, and real-time responsiveness on resource-
constrained hardware, making it a scalable and adaptable solution for medical, industrial, and general IoT
security applications.
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